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Anekcein Pepopuyk
Mocksa

MpoekT: Cuncrema Cintu n Knura o Heii https://www.cinia.ru/

Byayuiee Linux’onucatenbcTBa: ecTb i OHO?

AHHoTaums

B AaHHbIX Te3nCaxX paCCMOTpPEHbI NPUYNHbI HbIHEWHEro ynagka KHUro-
N3[aTENbCKOW AEATENbHOCTN 1 nyTn ero npeogosenus. OauH uns nyTtel K
YeMy — COYMHEHMe HECTaHAAPTHbIX KHWUT. YTo AeMOHCTpupyeTcst Ha npw-
mepe npoekta Knura o Cintu, nocBAWEHHON OAHONMEHHON cncTeme.

Hu nyns koro He cekper, 4TO KHUTOW3IAHUE IEPEKUBAET cefidac He
JIydIlie BPEMeHa, U B IIEPBYIO OYEPEb 9TO KACAETCA TAK HAZBIBAEMOTO
«TEXHUIECKOTO» KHuromsmauusg. O6 OmHOI U3 ero orpacieil, Kacaionx-
cst UNIX, Linux u BoobGmie Open Source, jnajee n moiiaér peds. [Ipuaém
B 9TOIl TeMaTHKe «KPHU3KC XKaHpa» 3aTPOHYJI He TOJIbKO HE TOJBKO «Oy-
MayKHOE» KHUTOU3JIAHUE, HO U «JIEKTPOHHOE>.

C mepBBIM aCIIEKTOM, Ka3aJ10Ch Obl, BCE MOHSTHO: BBUJLY JOCTYITHOCTU
«3JIEKTPOHOK» PA3HOI'O BHJIA U (pOPMATa, YKEJIAIOIINX 3AI0HITh CBOE YKU-
Jate OyMaKHBIMU TOMaMu HblHIe He MHOTO. OcobeHHO ¢ yaéTroM TOro,
YTO U3PsiJHAS MX YACTh ycTapeer depe3 KOHeuHbIH (1 0603puMblil) mpo-
MeKyTOK BpeMmeHu. OJTHAKO U «3JIEKTPOHHBIX» KHUYKEK PACCMaTPUBAEMOIA
TeMaTHKM TaKKe He I'yCTO — I10 KpaiiHeil Mepe, pyCCKOsi3bIYHbIX. M Tex,
u apyrux 3a nocaegaue jier 10-12 He mosiBUJIOCH OT CJIOBA «BOODIIE>.

OrcyrcrBue obmux kaur o Linux’y u Open Source ocobeHHO 3aMeTHO
Ha (poHe 6eCCUETHOrO KOJIMIECTBA UHIUBHIYAJIBHBIX OJIOTOB U MHOYKECTBa,
kosutekTuBHBIX Wiki-crpanut. [Togs3y KOTOPBIX, KOHEYHO, HUKTO HE OT-
puIaeT — HO, KaK IMOKA3bIBAIOT BOIPOCHI HA (DOPYMaAX U B COIICETIX, KHUT
OHU He 3aMeHAIOT. V160 3HAKOMUTBLCS 110 HUM ¢ Linux’oM — BCE paBHO UTO
n3y4aTh KBAHTOBYIO MeXaHUKY 110 «KpaTKoMy CIpaBOYHUKY 110 (pU3UKE
JIJIsT UH>KeHepoB U cryiaeHToB BTY30B».

BropoueMm, mpuunHbl OTCYyTCTBUS KHMKEK 10 Linux’y Jierko oObsICHU-
Mo. Bejsib counHeHMe ux, He CMOTPsT Ha, KaXKYIILYIOCsl IIPOCTOTY — 3aHsITHE
JIOCTATOYHO TPyIoéMKoe. [lake B TOM ciiydae, ecjii BeCh 3allJIaHUPOBAH-
HBIIl MaTepuaJ y»ke ObLT U3JI0’KEeH aBTOPOM B BHUJE 3aMETOK B €ro 0jore
i BcTaBoK B KosutektuBHble Wiki. Kpome Toro,B mocnennem ciydae ono
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JIOCTATOYHO CKYYHO — BeJlb PEYb UJET O «IPUIECHIBAHUN» U CBEJICHUH BO-
€INHO MaTepuaJsIa O Belax, KOTopble yKe ObLan omucanbl. V1 paboTa Takas
TpebyeT BECKON MOTHBAIMU — 3aHUMATHLCS STUM MOYKHO HJIM U3 COOOpa-
JKeHUil (PUHAHCOBBIX, WU U3 «YUCTOIO SHTY3UA3MAY.

O duHAHCOBBIX COOOPAYKEHUSIX TOBOPHUTH HE OY/IEM — MTOCKOJIBKY, KaK
ckazasi 661 Wnibd u IleTpos, kommpaiita y Hac yxKe Her, a Komusaedra
eIIé HeT: HU OJIHA W3 IPE/JIOKEHHBIX MOJesieil 3aMeHbl CTaHIapTHON n3-
JIaTeJIbCKON NPAKTHUKH, CJIOXKUBINEHCS B «OyMasKHble» BPEMEHA, B SIIOXY
«3JIEKTPOHKW» HE PabOTaeT.

DHTY3Ua3M Ke MOYKET [TUTAThCs U3 JABYyX UCTOYHUKOB. [lepBbIit — 310
JIMYHBIIT UHTEPEC aBTOpa K OIHMCHIBAEMOMY IIPEJIMETY, U BTOPOil — IIOHU-
MaHHUe BOCTPEOOBAHHOCTH HAIMCAHHOTO IMMUPOKUME HAPOIHBIMU MACCAMEI
(umm x0T GBI y3KUMU UX Kpyramu). U1 970 Bely TeCHO CBsI3aHHBIE: €CJII
aBTOpPY OBLIO HE MHTEPECHO MUCATh CBOE COUMHEHUE — HAMBHO OBLIO ObI
O0XKUJIATh, 9YTO KOMY-TO OyJIeT MHTEPECHO €r0 YUTATD.

O 1HaKO YMTATEILCKUAN MHTEPEC He FapAHTUPOBAH U B CIydae 3amHTe-
PECOBAHHOCTH aBTOPA B IIPEJIMETE CBOEIO COUYNHUTENIBCTBA. 160 unrareb,
MIPUBBIKINAN OBICTPO HAXOAUTDH PEIeHNe CBOMX CHIOMUHYTHBIX IIPOOJIEM B
yrmoMsHYThIX Ostorax min Wiki, MOXKeT OBITh yAPYIEH KaXKyIUMCH «MHO-
robykBrueM» KHIKKH. KpoMe Toro, OH IoJiaraeT, 9To BCE OIMCAHHOE B Heil
MOXKHO HalTU U B 00Jiee «KOMITAKTHOM» Bujie. UT0, BO-IIEPBBLIX, HE BCETIA
JIMIIIEHO OCHOBaHMil. A BO-BTODBIX, BJIUSIET U HA UHTEPEC aBTOpa K CBOEi
pabotre: Bearmii Linux’onucaresib «CO CTaykeM» B OJUH JIAJIEKO HE Ipe-
KPACHBII MOMEHT ITOHUMAET, YTO ITOYTH BCE TO, O IEM CTOUJIO HAIMCATD,
OH y2K€ HAIMCAJ, ¥ €My CTAHOBUTCS OAHAJIBLHO CKYYHO. UTO BBI3BIBAET 00-
PATHYIO CBsi3b — KHUKKA, HAIMCAHHAS CO CKYKOMH, U YUTATHCS OyeT. ..
AHAJIOI'MYHO.

3 sT0Tr0 3aMKHYTOrO Kpyra CyIIeCTBYeT €INHCTBEHHBII BBIXO — CO-
YUHATH HECTaHJApPTHbIe KHUKKU. KoTOophle aBTOpY Oy/AeT He CKYyYHO -
caTh — W TOIJIa eCTh IAHC, YTO U YUTAaTh UX Oyie He cKydHO. [lonbrrka
TAKOr'0 POJIa IIPEJICTABIIAETC B Bu/ie npoekta Knuza o Cintu, Koropas 11o-
cBsMeHa oqHONMEHHOI cucteme. Crucrema 3Ta MpeacTaBaser co00il MUKCT
u3 6a30BbIx KoMioHeHToB Ubuntu, o6osouku Zsh (ucmosbsyemoil Kak pe-
TUCTPAIMOHHAST U IS TIOJIB30BATENsl, U JJIS 4JMUHUCTPATOPA), CPeJIbI
Cinnamon ¥ CTOPOHHUX yTUJIUT U IIPUJIOKEHUI, B TOM YUCJI€ U OCHOBAH-
ubix Ha Qt /KDE: nockosbKy mrraTabix npuioxkenuii Cinnamon He umeer,
TYT €CTb IMUPOKUil mpoctop ist danrasun. To ects Cintu — He CTOJB-
KO IUCTPUOYTUB, CKOJIBKO AJITOPUTM IIOCTPOEHUsI COOCTBEHHOM CHCTEMBI,
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YKOMILJIEKTOBAHHOM U CKOH(DUTYPUPOBAHHON B COOTBETCTBUE C 3AITPOCAMHU
KOHKPETHOI'O TIPUMEHUTEJIS.

Heorbemiemoii qacTbio cucreMbl u BbicTynaer Knuea o Cintu. 1o —
He (POpMAJIbHOE PYKOBOCTBO, & ONUCAHHUE IIPOIECCa MOCTPOCHUS TaKOM
CUCTEMBI, €€ KOMILJICKTAI[UY TTPUJIOXKEHUSIMU U IIPUMEHEHUsI €€ JIJIst Periie-
HUsI TPAKTUYECKUX 3a/a49. KaKOBBIME JIJIs 1IEJIEBON ayIUTOPUN SBJISTIOT-
cs1 paboThl B 0BJIACTH aHTPOIIOJIOTHH, TEOJIOTHN U CONPSXKEHHBIX HAY IHBIX
gucruia. O6Iee MeXK Iy HUMU TO, 9TO OHU TPEOYIOT, € OJHOI CTOPOHBI,
reOPOCTPAHCTBEHHON TPUBA3KU IIEPBUYHOIO (PaKTUIECKOIO MATEPUATIA,
C JIpyroif — ero 4uCJIeHHON 00pabOTKM, 3aBEPIIAOIIECcs HAIMCAHUEM Ha~
YYHBIX OTYETOB, WJLIIOCTPUPOBAHHBIX IpadukaMu, Kapramu etc. Hem u
OTIPEJIEIIAETCS TOAOOP COOTBETCTBYIONIUX TMTPUIOXKEHMIA.

Opnako 6asuc Cintu (rax HaswbiBaemas Manaas pedaryus, BKIIOYAIO-
masi TOJIBKO pabodyio cpejly U MHHUMYM yTHUJIUT U TPUJIOXKEHWA JJIsT e€
QYHKIMOHNPOBAHUST U HAPAIIMBAHWS) MOYKET ObITh HAJICTPOEHA U IPHUIIO-
SKEHUSIMU JIJIsI JIIOOBIX JPYIUX 33J1a9 — OT MY3BIKAJLHOMN JIesITeIbHOCTY 1
BILIOTH JI0 COYMHEHUS POMAHOB U JayKe, CTPAIIHO CKa3aTh, CTUXOB.

Muponosa Onbra
r.O6HuHck, OO0 «Bazanst CIMO>»

Jlokanuszaumnsa CINO — Gonblie, 4em nepesog

AHHOTauus
Joknag nocesiwéH 0b630py TeKyLero cocTosHus aen B cdepe nokanu-

3auum CMO un nepcnekTrBam pa3BuTus faHHOR obnactu.
Jlokasmzanus 11O — Gosiee cnoxkuas 3amada, geM TpocTo mepesos. Hesa-
BUCHMO OT BapHaHTa eé pelleHus (BBIIOJHEHUE [IePEBOJIA CLEeIUAIU3UPO-
BAHHBIMU KOMITAHASIMY WJIA COOOIIECTBOM ), PE3YJIBTAT 3aBUCHUT OT PAGOTHI
KaXKJIOr0 y4aCTHUKA IIPOIecca: pa3paboTunKa, [IEPEBOIUNKA, PEJAKTOPA,
TECTUPOBIIUKA U T.II.

3a 9 mecsreB pabOThI B 9TOM HAIIPABICHUU HAIEH KOMIIAHWEH ObI-
Jla TmpojenaHa Oosbimas padora. Mbl BBITOJHWIA W JOTOJHUIN TIe-
peBox, uHTepdeiica, MaTEPHAJIOB CIPABKUH WJIA TOTO U JIPYrOro s
TaKUX IPOIPpaMM U IPUJIOXKEHUil, Kak wmoiyau «llapamerpoB cucre-
mbi», Dolphin, KWallet, Spectacle, Sweeper, Minuet, Kdenlive, KTimer,
FreelPA, x2go, GIMP, KAddressBook, Dia, KMail, KAlarm, krunner,
KNotes, Akregator, Sieve, KRuler, Konversation, KMouth, Kleopatra,
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KMouseTool, blueberry, Kontact, KAppTemplate, KSystemLog, ksys-
guard, Recoll, u jp. O6bEM BBITOJHEHHON PAOOTHI UCIUCIISIETCST B COTHSIX
TBICAY CJIOB.

TlosryyeHHBII ONBIT /1871 HAM BO3MOXKHOCTD CJeJIaTh OIIPeIe/IEHHbIE BbI-
BOJZ[bI B OTHOIIIEHUU TOI'O, KAKWE HIOAHCHI, BO3HUKAIIINE B IIPOIECCE JIO-
KAJIM3AINN, CJIEIyeT yIUTHIBATH, a TaKXKe KaKue JIeHCTBHUS HEOOXOINMO
[IPEIIIPUHSTD /I TIOBBIMIEHUs] KAI€CTBA PAOOTHI.

3aJI0roM yCIeNHo JIOKAJIU3AINN JII0O0TO TIPOEKTa SBJIAIOTCS CJIEJTY-
IOIE COCTABJISIIONINE:

1. I'ytoccapuii u TepMuHOIOrHYECKast Da3a.

2. «Hucrasi» maMsaTh 1I€PEBOIOB.

3. KagectBo mcxommoro Tekcra. Eanaoe pyKOBOJACTBO MO CTHIIIO.

4. BB3anMo/ieficTBHE C TeX. CIENUAIUCTAME, PEIAKTOPAMU U KOPPEK-
ropamu. O6paTHas CBsi3b OT pa3spabOTYUKOB U I0JIb30BaTEJIEl.

VYauTHIBATHCSI TOJI2KHBI BCE 9TU MOMEHTHI.

1. OrcyTcrBue riioccapusi Uin €ero HU3KOe Kav4eCTBO BEIET K HU3KOMY
Ka4IeCTBY IIEPEBOJIA: HA BBIXOJIE MOJIydaeM (Dailyl mepeBo/ia ¢ pa3pO3HEHHOM
U 3a9aCTyI0 HeBepHOI Tepmunosiorueii. Celfuac rioccapum COCTaBIISIIOTCS
BpyuHyIo Ha Wiki /iyIsT KPYIHBIX 1 O0BEMHBIX ITPOTPAMM U ITPOEKTOB. Te-
KYIIasi BepCHUsl TJIOCCAPUsT OOIUX TEPMHUHOB JIOCTYIIHA 110 CChUIKE: https:
//www.altlinux.org/Localization/General_Glossary I'occapuii 06-
IIIUX TEPMUHOB.

2. «IlouncTuThy UMEIOIILYIOCS MAMSITh IIEPEBOJOB KPAlHe CJI0KHO, TaK
KaK OHA OCHOBAHA HA BCEX IOTOBBIX IIEPEBOAX, KAUECTBO KOTOPBIX HE
rapauTupoBano. [loaTomy cefitac Mbl «KOTTUM» CBOIO, YUCTYIO TAMSITH IIe-
PEBOJIOB U B JAJIbHENIIEM, BO3MOXKHO, PA3JIeIuM €€ IO IIPOJLyKTaM.

3. KagecTBO MCXOMHOrO TEKCTa OCOOEHHO BayKHO IIPHU IMEPEBOJE C aH-
[JIAICKOrO Ha PYCCKUil sI3bIK U3-3a PA3HUIBI B CTPYKTYDPE A3BIKOB (IIpa-
BUJIA CJIOBOOOPA30BaHNUST, MHOKECTBEHHOE YUCJIO U T.11.). OTIesbHYIO IIpo-
0J1eMy TPEJCTABIAIOT OO0bEIUHEHHBIE CTPOKH, OTHOCHIINECS K Pa3sHBIM
sjieMeHTaM uHTepdeiica u TpebyroIe pa3Horo nepesoa. VICXoHbIi Kog,
HE BCET/1a [IOMOTAET IMOHSTh, K Y€MYy OTHOCUTCS Ta WJIM WHas CTpoka. Kom-
MEHTapuu Pa3pabOTINKOB BCTPEUAIOTCH, K COXKAJEHWIO, KPAHE PEJIKO.
Wznuiasist OpUrnHAILHOCTD UCXO/IHOTO TEKCTA TAaKYKe MEIIAeT CO3/AHIIO
Ka4eCTBEHHOT'O IepeBojia. 1109ToMy KauecTBO roTOBOIO II€PEBOJa HAIPs-
MYIO 3aBHCHT OT TOIO, KaK Pa3pabOTYNKU ¥ TEXHUYECKUE [MHCATeJIN IO
TOTOBSIT TEKCT.

B sT0it cBA3KM, moMuMO mpodero, Hameil KOMaHIOW BeaETcs paboTra
II0 CO3MAHUIO PYKOBOJCTBA IO CTWJIIO, 32 OCHOBY KOTOPOIO B3AT IIPO-
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exT HarmoHagbHOro crapgapra ('OCTa) «Cruip u3/10KeHUs JTOKYMEH-
TaIX TOJI30BATE ST IPOIPAMMHOTO 00ECIIeYeH s>, PEKOMEH AU T10 TTe-
peBoay or koopauHatopoB KDE, «Meroanueckoe U CIpaBOYHOE PYyKO-
BOJICTBO II0 IIEPEBOJly HA PYCCKUIN SI3BIK, TEMATHIECKOMY PEeIaKTHPOBa-
HUIO, JINTEPATYPHOI ITpaBKe 1 0(pOPMJIEHIIO WHXKEHEPHO-TEXHUIECKOI 10~
KyMeHTaIun» OoT Kommanuu «HTeHT», a Tak:Ke PYKOBOJACTBA IO CTHU-
ao or Microsoft u IBM. Pabouast Bepcus mocrymra 1mo cchuike: https:
//www.altlinux.org/Localization/Styleguide PykoBomcTso no cru-
JTIO.

4. Camast 6osbIast TpobIeMa B IIPOIECCEe JIOKAJIN3AINN — HU3KAs aK-
THUBHOCTBH COODIIECTBA 0 JAHHOMY BOIIPOCY. 3a0pOIIEHHBIE CIIUCKH Pac-
CBLJIKH, JABHO He OOHOBJISBINHECS BeO-cTpanuipl u T.1. [losTomy HEeoOxo-
JMMO IIPUBJIEKATH K coobImecTBy cBobomuoro 110 6osblie Jozeil, 3anH-
TEPECOBAHHBIX B JIOKaJU3aIuu. [IpudaéM Kak MepeBOINKOB, TaK U TEXHU-
YeCKUX CIEUaNCTOB, TOTOBBIX JIATh IPOMECCHOHAIBHYI0 KOHCYJ/IBTAIIIIO
10 TOMY WJI WHOMY BOIIPOCY.

3akntoyueHue

19 TOJIyYeHns Ka9eCTBEHHOIO JIOKAJIN30BAHHOTO IPOAYKTa HE0OX0-
MO O0beIUHSTHCH, IIPUBJICKATH KAK MOXKHO 00JIbIIIE KOMIIETEHTHBIX CIIe-
[UAJIUCTOB, CO3/IABATH YIOOHBIE JIJIsi HUX YCJIOBUSI — MPEIOCTABJISTH 10~
HATHBbIE MHCTPYKLIMU 110 BBIIOJIHEHUIO PAOOTHI, BCEr/a ObITh I'OTOBBIMU
IaTh O0PATHYIO CBA3b WM KOHCYJBTAIMIO IO JIOOOMY BOIPOCY, IIpHJa-
raThb COBMECTHBIC YCUJIHS 110 BHEIPEHUIO IPAMOTHBIX HHUIMATUB 10 YJIyd-
[IEHUIO OPraHU3AIMY IIPOIECCa JJOKAJIN3AIMY | IIOBBIIIEHUIO KauecTBa Pa-
OOTEL.
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Angpeii CaBueHko
Mockea, Bazanst CINO

VazsumocTtu B nuuensusax CMNO

AHHOTauus

Jlnuensun Ha nporpaMmMHoe obecredeHne MOXHO pPacCMaTpuMBaTb Kak
nporpammsbl. Kak n ntobble nporpammel, AMLEH3UN HE WAEANbHBI 1 COAEP-
KaT YsSI3BUMOCTU, KOTOPbIE 3KCMAYaTUPYIOTCS 3/I0yMbILLIEHHUKAMMN C Le-
NbIO OrpaHuYeHnst Npae u ceobog nonb3osaTteneli n paspabortunkos. Cuty-
aLMs OCNOXKHAETCS TeM, YTO 1U3-3a HeAOPabOTOK B NLLEH3NAX MOXHO op-
MaJIbHO UX BbIMOJHATL, HO HapyLWWTb CyTb W OCHOBHYIO ugeto. B paHHol
paboTe byaeT paccMOTPEHO Kak 3TO NPOUCXOAUT U YTO MOXXHO MOMbITaThCS
C NOAOBHBIMU SBAEHUAMU CAeNnaThb.

Beepexue

IIo mepe pocra CI0KHOCTH JIMTIEH3UI HA MPOrpaMMHOE ODecedeHne
(TIO) onu camu HpHOGPETAIOT IPU3HAKY IIPOIPAMMBI, [IOCKOJIBKY OHU OIIH-
ChIBAIOT HAOOP IPABUJI U aJrOPUTMOB 110 ucoib3opanuio 110. Pazymeer-
Csl, 9TO BEPHO KaK JIJIsl IIPOIPUETAPHBIX, TaK U JJjIsl CBOOOIHBIX JIUIEH3HIA,
HO B JIaHHOI paboTe BHUMaHME OYIET yie/eHo unen3usiM ¢cBoboaaoro 110
(CIIO).

Kak u mo6oe T10, sunen3un He nmeaabHbI, OHA COJIEPKAT KAK apXU-
TEKTYPHBIE OIMIMOKY, TAK U MIPOOJIEMBbI PeaM3aIid, TIOCKOJIBKY HEBO3ZMOK-
HO IIPEJIyCMOTPETH BCE KPAEBbIE CJIyYal U OCOObIE CUTYAIUU IPHU pa3pa-
0OTKe JINIIEH3UH.

Tekyuwiee cocTosiHue

®ustocopust CIIO onpenesnsier derbipe cBOOOIBI MOJIB30BaTEIEH: CBO-
0oy Ha BBINOJHEHNE, KONMWPOBAHUE, WU3MEHEHUE U PaCIpOCTpaHEHUE
110 [1].

fpkuM TpuMEpoM HApYIIEHUsT STUX 06A30BBIX CBODOI TpH (pOpMAaIb-
HOM COOJIIO/IEHNY CBOOO/IHOM JIMIIEH3UM $ABJISIETCS TPOOJIEMa THBOU3A-
mun [2]. B GPLv2 conep:KuTcst ysi3BUMOCTb, TIO3BOJISTIOIIAST TPOU3BO/ATE-
JISIM Ha allllapaTHOM yPOBHE OJIOKHPOBATH CBOOOJLY IOJIB30BaTE sl OOHOB-
sgsrh 11O Ha yerpoiicTse, ocTaBiisisi IPU 9TOM TAKYI0 BO3MOXKHOCTD IS
[IPOUBBOUTEIST; TEM CAMBIM BO3MOXKHOCTDH IOJB30BATENIS UCIIOIH30BATh
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momudurmpoBannoe 110 u Bce cBg3aHHBIE C 9THM CBOOOIBI OJIOKUPYIOTCS.
Dopmasibao Takoe noBejienne He Hapymaer GPLv2 uz-3a Hecoepinencrsa
JINTIEH3UN, He oroBapuBatomeil npumenenne ¢sobom [1O mpu ncnons3osa-
HUU Ha IeJIeBOM 000PYIOBaHUN.

st perieHust TaHHON TPOOJIEMBI U YCTPAHEHUs] MHBIX HEJI0YETOB Obl-
sa coznana GPLv3. Omnrako, Bcemy ectb cBost nieHa: ecym Teker GPLv2
cocrasisger 340 crpok (na anrumiickom), ro GPLv3 — 676 crpok, T.e. mo-
qTh B JABa pas3a Oosibine. IIpoBoas anajoruio ¢ I10: ects Gosbiie Kozaa
Jisi 00pabOTKU KPAaeBbIX CUTYyalldil, HO OH CTaJl CJIOXKHEe JIJIs ITOHHMAa-
HUS TPOCTBIMU JIIOJIBMHU, OCOOEHHO JAJEKUMU OT IOPUINIECKUX BOIIPOCOB.
CJI0’KHOCTB U 3AIy TAHHOCTH JINIIEH3UN — BBICOKAS I[EHA U OHA OTILYTUBAET
Y4acTh IIOJb30BaTEJIEH.

OTkpbITblie BONpOCHI

o Oogpycrayus usmenenuti. Hanpumep, marun simpa RedHat, ciaurbre
B eJIMHOE U3MeHeHue, IpIMeHEHHoe K siipy [3]. TlockosbKy BoemHO
CJINBAIOTCS COTHU KAK CBS3aHHBIX, TAK M HE3aBUCUMBIX M3MEHEHU
HA TEPEKPBIBAIOIINECST yIACTKU KO/a, pa3bop U MOCIeyomas mo-
Jle3Hast MOINQUKAIIS TAHHBIX U3MEHEHUN Ype3BbIUYAilHO yCIOXKHE-
uvbl. @opmasibro GPLvV2 crporo coburomaercst, HO pakKTUIECKU CBO-
6018 MOIUMUKAIMN U UCIOJb30BAHNUS KOJA CUJIBHO OIPAHUIECHBI.

e Dopcuposanue necosmecmumvir suyensuti. lpobaema ZFS [4]: mu-
[IEH3UPOBAHUE MOJYJIsl siapa Ioj cBobomHoi Jmnensueit CDDL,
HecoBMmecTuMoit ¢ Jimnensueil siypa GPLv2. Kpaepoit coydait, e
KOPIIOPAIINY MBITAIOTCS OCJIAOUTh OTPAaHUYEHUS KOIUIedTa U MHO-
THe TMOJIb30BATEIH MO/IEPYKUBAIOT UX, IIOCKOJIbKY UM HHTEPECHI TE€X-
HUYECKUE PEINIeHns W He BayKHbI JIMIEH3UOHHbIe TOHKOoCTH. FOpuin-
4yeckas npobJieMa 3/[eChb B TOM, 4TO 3HAUUT «IIPOU3BOIHAs/00beIu-
Héurasi paboray. IIoCKOIbKY HET CTPOTrOro IOPUIUTIECKOTO OIpeie-
JIEHUsI, HEIUCThIE Ha PYKY YYaCTHUKHY IbITatoTcsa Hapymuth GPLv2,
dOopMabHO COOTBETCTBYS €iA.

o Jlozosoprvie ozpanuuenua nosepx auyensuu. Ilaran Grsecurity [5]:
npoekT Grsecurity OCHOBaH CTPOro Ha MCXOJHBIX TEKCTax sJIpa
Linux (GPLv2) u He umeer cMbicia Ge3 Hero, HO PACIpOCTPaHEHUe
KOZa M OMHADHBIX COOPOK OTPAHMYUBACTCS IOMOJHUTEILHBIM IO-
TFOBOPOM MOIIHUCKA. XOTS 3TO JIEraJbHO BO MHOTUX IOPHCIUKIIAX,
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6azoBbie cBOOOBI pacmpocrpanenus u momuduxamuu CIIO mapy-
IAKOTCS.

Mytn peweHus npobnem

IToxoxke, XOpoIIero perieHust HeT:

o Vmounenue auuensui. Bosiee cTporme u TOYHBIE JINIIEH3UN TAKKE
Oy/LyT HAMHOTO DOJIBINIE U CJIOXKHEE JJIsI TOHUMAHUs. 3/1eCh MOTYT
IIOMOYb YIIPOIIEHHBIE OSICHEHUS U NHCTPYMEHTHI BIOOpA JIUIEH3HIA
JUTsi Iosib3oBaTedeil, kak jesnator Creative Commons [6]. Ho ceppés-
HBII TIOJIXOJT, BCE PABHO MTOTPEOYET MOJTHOTO O3HAKOMJIEHHUS C TEKCTOM
JIITIEH3UN.

e PaszpuTne KyJbTypbl OTHOIIEHU K JuieH3nusM. Ha qanHbIil MOMEHT
yTONMYECKUil clieHapuit, HO OBLIO OBI XOPOIITO MOIHATH KYJIbTYPY JI0
YPOBHSI, KOIJIa 3aThIKaHUE Jia3eeK ObLI0 Obl He HYXKHBIM, IIOTOMY
UMU HUKTO HE II0JIb3YETCH.

JlntepaTtypa

(1]

2]

3]

[4]

[5]

[6]

Yro Takoe cBOHOgHAST TpOrpaMma’?
https://www.gnu.org/philosophy/free-sw.ru.html

Yro Takoe TuBonzanusi? Kak GPLv3 eé npenorspamaer?
https://www.gnu.org/licenses/gpl-faq.ru.html#Tivoization

Red Hat’s “obfuscated” kernel source
https://lwn.net/Articles/430098/

Bradley M. Kuhn, Karen M. Sandle
GPL Violations Related to Combining ZFS and Linux
https://sfconservancy.org/blog/2016/feb/25/zfs-and-1inux/

Bruce Perens Warning: Grsecurity: Potential contributory infringement and
breach of contract risk for customers
https://perens.com/2017/06/28/warning-grsecurity-potential-
contributory-infringement-risk-for-customers/

Explore the Creative Commons licenses.
https://creativecommons.org/choose/
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TaTbsHa Cepreesna Hukundoposa, maructp npasa (Okccbopg)
CankT-lMetepbypr, mexxayHapogHas topugunyeckas dpupma Dentons
tatiana.nikiforova@dentons.com

MpaBoBble puckn cBOOOAHLIX NPOrpaMMm: Yem HPUCTbI
NyratoT BallNX 3aKa34UKOB

AHHoTaums
BI:-ICTyI'IJ'IeHI/Ie NOCBALWEHO HOPpNANYECKUM aCneKTaM CBO60,D,HI:IX npo-
rpamm. B Havane poknaga maércs kpaTkasi xapaKTepucTuka cBOBOLHbIX
nporpaMm B KOHTEKCTE pOCCVII7ICKOrO 3aKOHO4aTENbCTBa, NPUBOAATCA OT-

AeNbHble nNpuMepbl cBObOAHbIX NuueH3unii. [Janee paccmaTpusaloTcs topu-

LUYECKME PUCKM, KOTOPbIE MOTYT BO3HMKAaTb Y 3aKa34nKoB (MHBECTOPOB) B

CBSA3M C UCNOAb30BaHMeM cBobogHbix. Ha HarnsigHeix npumepax pasbupa-

HOTCA BOMPOCHI, KOTOPbl€ BOJIHYIOT IOPUCTOB 3aKa34dnKa U BJAUAKOT Ha UTO-

roeblii BbIGOP 3aKasynkom (MHBECTOPOM) TOrO WJIM UHOTO MPOrpPaMMHOrO

peweHn. B 3aBepLUEHNN 0AOTCA PEKOMEHOAL NN TOro, Kak NOBbICATb Npa-

BOBYIO 3aLLlVILL|,éHHOCTb CBOE€ro npoaykKktTa M caenaTtb ero bonee npuBneKa-

TENbHbIM ONA 3aKa34UKa (I/IHBecTOpa) C NO3numn ynpaBneHns npaBoBbIMU

puckamMmm.

Kaxgprit UT-cTapTan paccuIuThbIBaeT PaHO WM TO3/IHO MPUBJIEYL CO-
JINJTHOTO WHBECTOPA W BBIPACTH B mpeycueBatoruit u crabuibabii 1T-
6usnec. Pazymeercs, riiaBHoe Ha IyTH K 9TOM €N — COJEPAKAHIE CAMOTO
NT-nponykra, UMEHHO YHUKAJIBHBIH IPOIAYKT IIO3BOJIHUT IIPUBJIEYDL BHU-
MaHue K Bamemy npoekTy. Ho nmpocroro BaHnManus HesocTaTo9Ho. UT00B!
[IpUBJIeYh UHBECTUIMH WJIH IOy YUTh 3aKa3 Ha pa3pabOTKYy, Hy?KHO ITOKa~
3aTh TOT AKTUB, B KOTOPBII MHBECTOPY IPEJIAraeTCs BJIOXKUTH CBOU JeHb-
ru. U1 B 9TOT MOMEHT HA MT€PETHUI ILUIAH BBIXOIAAT IOPUIMIECKAE ACIIEKThI
OpraHU3aIuu IpoeKTa. Balr npoayKT, pa3paboTINKN U METOIOJIOTUS Pas3-
paboOTKU CTAHOBATCH OOBEKTOM BHUMAHUS IOPUCTOB, 3312498 KOTOPHIX BbI-
SIBUTH BO3MOXKHBIE IIPABOBBIE PUCKU U JOJIOXKUATH O HUX UHBECTOPY, YTOOBI
ybepeub ero or HeoOyMaHHBIX DEIeHMIA.

Kapruna, KoTOpyo BHIUT IOPUCT, IPOBOIAIINIA IOPUIUIECKYIO [TPO-
Bepky (due diligence) crapraia, 3a4acTyio TaKOBa: JOrOBOPBI MEXKY Pa3-
paboTInKaMu He 3aKJI0YaJIICh, CO3JaHie TPOrPAMMHOIO IPOAYKTA JOKY-
MEHTAJIbHO He O(POPMJIEHO. A TYT eIlé BBISICHSIETCs, YTO Pa3pabOTKa Ha
80% cocrouT m3 oymencopca. .. «Bcé scHO, KOHIOB He HaiiTu!» — noHu-
MaeT IOPUCT U BBIHOCUT CBOU BEPAMKT — «BBICOKUIT pruCK moTepu mpas Ha
OOBEKT MHTEJIJIEKTYaIbHO COOCTBEHHOCTH .
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C TOYKM 3peHnss METOIOJIOTUH BBIABICHUS ITPABOBLIX PUCKOB, CBOOOI-
HBIE IIPOrPaMMbl HE CHJIBHO OTJIMYAIOTCS OT <«HECBOOOAHBIX». OIHAKO,
Oy y4r II0Jl BJIMSIHUEM OIACHOrO 3abJiyzKieHus, 9ro cBobomauoe 11O Ha-
XOJIUTCS 34 TpeleslaMi TPAIUIMOHHOIO IIPABOBOIO IOJISA, PA3PAbOTIYNKN
CBODOOJIHBIX MIPOI'PAMM 3a9ACTYIO YIEJISIIOT IOPUANIECKIM (POPMATLHOCTSM
eI1é MEHbIe BHUMAHUsI, UeM UX KOJIJIETH U3 jJareps mpornpuerapuoro I10.

Hebombmoit 9skckype B TO, KaK CMOTPSAT Ha, MPOTPAMMHBIE TTPOIYKTHI
IOPUCTBI:

e He ObiBaeT mporpaMMHOTO KO/Ia, KOTOPBIN HUKOMY He TPUHAJIEXKUT.
BriBaer mporpaMMubIil K0T, aBTOP KOTOPOro Hen3secren. Hemssect-
HOCTBb — 3TO PUCK.

e IIporpaMMHBIE TIPOJAYKTBI, B TOM YHCJIE CBOOOJIHBIE, OXPAHSIOTCS
ABTOPCKUM NPABOM KaK JIMTEpATyPHbIE NPOM3BEJICHHs], T.€. 00beK-
TOM IIPaBOBOI OXPAHBI ABJISETCS, IPEXKJIE BCEIO, IPOIPAMMHBII KOJT
(Tekcr).

o CB00OOIHOII TPOrPaMMY JIEJIa€T HE TO, 9TO €€ MOKHO DEeCILIATHO CKa-
JaTh B MHTEPHETE, a TOT (PAKT, UTO IMPOrpaMMa, PACIPOCTPAHICTCS
Ha OCHOBAHMNK OCODOOTO BHIa JUIEH3NOHHOTO JOTOBOPA — OTKPBITOM
JIUTIEH3UN.

e [locko/bKY OTKpBITAS JIMIIEH3US — 9TO JOTOBOP, TO y HErO JIOJIZKHBI
OBITH CTOPOHBI — JIMIIEH3UADP (IPaBO0bJIAJIATE b, ABTOD) U JIUIEH3N-
ar (osib3oBaresinb). Eciiu Bbl He yBEpEHbI B TOM, KTO B JeHCTBATEIb-
HOCTHU HAIKCAJ IPOrpamMMmy, TOT (PaKT, YTO OHA PACIPOCTPAHSIETCS
10/, OTKPBITOM JINTIEH3WeH, He CHUMAET PUCKa HE3aKOHHOT'O HCIIOJIb-
30BaHUA 00bEKTa aBTOPCKOI'O IIPaBa.

e YT00OBI 3aKOHHO BBITYCTUTH CBOI MPOIYKT IOJ OTKPBITON JIUIEH3M-
elf, Hy?KHO IOATBEP/IUTH IIPOMCXOKJ/ICHNE BCEX COCTABJIAIONINX Ya-
CTeil TPOrpaMMHOIO KOZA.
Kak moBbICHTDH I0pUIUYECKYIO, & 3HAYUAT, U WHBECTUIIUOHHYIO, ITPUBJIE-
KaTeJIbHOCTH cBoero mpoekrta? Moit onblT paboThl B IOPUIAIECKOM KOH-
CaJITUHTe IIOKA3bIBAET, YTO BAIIIM IIAHCHI Ha II0JIO?KATEJIbHOE 3aK/II0UYeHUe
IOpUCTa 3HAYUTEJIbHO BO3PACTAIOT, €CJIN Bbl MOXKETe BHATHO OTBETUTDH Ha
TPHU CJIEAYIOMNX BOIIPOCA:
1. Ko aBTOps! npoaykra?
2. Kaxk mogrBepkiaercsi TBOPUYECKHI BKJIAJ] KaXKI0ro aBropa’

3. Kak ropumuaecku odOpMIIEHBI OTHOINEHUS MEXKIY YIACTHUKAMU
mpoekTa?
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U3 97ux TPEX BOMPOCOB CAMBIM TTPOBJIEMHBIM OKA3BIBACTCS, KAK MPABHU-
JIO, UMEHHO TIepBbIit Borpoc. CII0’KHOCTH BO3HUKAIOT KaK B (GrsI0COMDCKOM
(koro BoOOGIIE MOYKHO CIMTATH aBTOPOM?), TaK U B CyIybo OpraHU3aI[iOH-
HOM IuTaHe (pa3Be YIOMHUIIb BCEX, KTO KOIIA~-JIn00 paboTal B mpoeKkTe?).
Tor dakT, 9TO MPOYKT MU KAKUE-TO €ro COCTABHBIE YaCTU PaCIPOCTPa-
HATOTC 10 Mogeau cBobomaoro 110, He OTMEHSIIOT HEOOXOIMMOCTH OTBE-
TUTH Ha BOIIPOC, KTO SIBJISIETCS] UX aBTOPOM.

[Tocste TOro, Kak ONPENETUINCh C COCTABOM aBTOPOB, CJIEIYET MOJLy-
MaThb O TOM, KaK MOYKHO TIOJITBED/INTH UX aBTOPCTBO. B JlanHOM Bompoce
3aKOHO/IATEJIbHOE PETYJINPOBAHNUE BBITVISINT OOMAHIUBO [IPOCTHIM: aBTOP-
CKOE TIPaBO Ha IPOIPAMMy BO3HUKAET C MOMEHTa €€ CO3JIaHusl U He Tpe-
Oyer Kakux-mubo oba3aTesbHbIX (hopMaabHOCTEl (B OTIMYMe, HAIIPUMED,
or usobperennii). OmHAKO, HE yCcTaHAB/IUBAas 00d3aTeIbHBIX TpeGOBaHUL
K IPOIEype CO3/aHnsi 0OBEKTOB aBTOPCKOTO IPaBa, 3aKOH, T€M He Me-
Hee, He OTMEHsIeT HeOOXOINMOCTH UMeTh TaKWe JIOKA3aTeIbCTBA B CIIydae
BO3HUKHOBEHWUS CII0pa 00 aBTopcrBe. T pauIMOHHbIE I0KA3aTe/IbCTBA, Ta~
K€ KaK CJIyKeOHbIe 3aJJaHis U OTYEThl PADOTHUKOB, KAK ITPABUIIO, IJIOXO0
NPUKUBAIOTCS B cpejie paspaboTankoB. OJIHAKO MPU HAJWYUN B KOMIIa-
Hun (HOPMATM30BAHHON MOJUTUKN YIIPABIEHUsT Pa3pabOTKON B KadecTBe
JI0Ka3aTeIbCTBA ABTOPCTBA MOTYT HCIIOJIB30BATHCS OTYETHI 13 HH(MOPMa-
[IMOHHBIX CUCTEM, B KOTOPBIX BEIETCS TPEKMHI CO3JAHUS IIPOJLYKTA.

Jlajiee HY>KHO IIPOBEPHUTH, CO BCEMH JIM ABTOPAMH €CTh JIOTOBOPHBIE
OTHOIIIEHUsI. DTO MOI'YT OBITH TPYIOBBIE JOINOBOPBI, JIOTOBOPBHI OKA3aHUSI
YCJIyT WA OTKPBITHIE JIUIEH3UU, HO OHU JOJIXKHBI OBITH, T.K. TOJIBKO J0-
roBOp obecredmBaeT Mepexoji MpaB Ha MPOrpaMMy OT aBTOpa K HHOMY
JIAITY.

U ecsiz BBI CMOTJIH TTOJITBEP/IUTE CBOU IPABa HA CO3/IAHHBIN IIPOTPaMM-
HBII TPOJIYKT, IIPEJICTABUB yO€INTEIbHbIE OTBETHI HA TPU YKA3aHHBIX BbI-
e BOIIPOCA, IOPHUCT Oy/eT y»Ke HOYTH T'OTOB JIaTh MHBECTOPY CBOE IIO-
JIoKHTEIbHOE 3aKTfoueHre. OCTaHeTC st TOJIBKO IIPOBEPUTH, BBIMOIHSIOTCS
JIK YCJIOBUS OTKPBITHIX JIUIEH3UH U COOTBETCTBYIOT JI ITPOUCTEKAIOIIIE
U3 9TUX JINIEH3UH OrpaHuveHns OU3HEeC 3a7jadaM HHBECTOPA.
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OmnTpuii JleBnn
Mocksa, Basanst CMO

[MpoekT: strace https://strace.io

Modern strace

AxHOTauus

strace — WHCTPYMEHT A/ OTCNEXUBAHUA W BAUSHUS Ha B3auMOAeli-
CTBUS1 MOJIb30BATEIbCKUX MPOLECCOB M sigpa Linux: cncTemHbIX BbI3OBOB,
CUTHAsOB U N3MeHEeHW CoCTosiHus npouecca. Byayun TpaguuuoHHbIM nH-
CTPYMEHTOM, MONYASIPHbIM Cpean pa3paboT4ynMKoB ANA AWArHOCTUKMW, OT-
nagkn un usydenus nosegenns MO, NpoekT NpofosiKaeT aKTUBHO pasBU-
BaTbCsl, W 3a MUHYBLUME HECKONLKO NIeT B strace peanu3oBaHbl HOBbIE MO-
Ne3Hble BO3MOXHOCTH.

Beepexue

strace KaK MHCTPYMEHT MOHUTOPHUHIA B3ANMO/IEHICTBUSA [T0Ib30BATE b
CKHUX TIPOIECCOB C SIAPOM CYIINECTBYET yKe IMoYTH 27 JieT U IHUPOKO IIPH-
MEHSIETCsI JIJIsl IMarHOCTUKHU, OTJIaAKu U u3yueHus mnosemaenust 110. Muo-
TOYMCJIEHHBIE TTAPAMETPHI YIIPaBJIeHUs (puiibTpanueil 1aiT BO3MOXKHOCTD
[IOJIF30BATEIIIO Strace JIErKO U rmOKO HACTPAUBATH OTOOPAXKEHUE CHCTEM-
HBIX BBI30BOB M curHaJ0B. C KaXKJIBIM BBIITYCKOM Strace TaKmX BO3MOK-
HOCTel CTaHOBUTCs OOJIBIIE, 8 TOYHOCTh OTOOPaXKEeHUs] — BHBIIIIE.

Haunnas ¢ Bepcun 4.13, Beimymennoit B mioste 2016 roga, pacnucanme
BBIILYCKOB HOBBIX BepCHUil strace CHHXPOHU3UPOBAHO C PACIHCAHUEM BbI-
IIyCKOB HOBBIX Bepcuit sapa linux. Takum obpazom HOBbIe MHTEPEHCHI,
J106aBJIsieMble B PeJI3bI siIpa linux, compoBOXKIAI0TCS COOTBETCTBY OIIU-
MU Tapcepamu, 1o0aBJIsieMbIMU B peJin3bl strace.

strace OTHOCHTCH K TPAJIUINOHHBIM WHCTPYMEHTAM, M IOJIH30BATEIN
CO CTa)keM 33a4acCTyIO He II0/I03PEBAIOT O HOBLIX BO3MOYKHOCTHX, ITOSIBUB-
IIIXCsl B strace 3a IMOCJIeTHIE HECKOJBKO JIeT, TAKAX KaK

e orciexupanue (HailyIoBBIX IyTeil: mapamerp -y;
® OTCJIC’KMBAHUE CeTEBBIX IIPOTOKOJIOB: ITapaMeTp -yy;
® OTCJIC’KUBAHUE CTEKa BLI30BOB: ITapaMeTp -K;

e COOp CTATHCTHUKHU II0 BPEMEHHU, IPOBEIEHHOMY OTCJIE’KUBAEMBIMU
IpoIeccaMi B CUCTEMHBIX BBI30BaX: IIapaMeTp -w;
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e (buabTpaIUs CHCTEMHBIX BBI30BOB II0 (DAMJIOBBIM IIyTSIM: IAPAMETP
-P;

e (buabTpaIUs CHCTEMHBIX BBI30BOB II0 UMEHAM: C IIOMOIIBIO PEryJIsap-
HBIX BbIPayKEeHMIT 1 HOBBIX KJIACCOB CUCTEMHBIX BbI30OBOB;

o MOTUMUKAINS CHCTEMHBIX BBI30BOB: HHBLEKIIUN OMMUOOK, KOJIOB BO3-
BpaTa, CUTHAJIOB, U 3aJlepIKeK.

Orcnexusanue daiinosbix nyteii n punbTpayms no
daiinosbIM nyTam

Hauunas ¢ Bepcun 4.7, Beimymennoit B mae 2012 roma, peamsosa-
Ha, BO3MOXKHOCTB OTCJIE?KUBAHUS (PANTOBBIX ITyTeH, COOTBETCTBYIOIIUX Je-
CKpHUIITOpaM, ¢ IOMOINbIO mapaMmerpa -y. Hanmpumep,

$ strace -y -e %fstat cat /dev/null > /dev/full

fstat(3</etc/1d.so.cache>, {st_mode=S_IFREG|0644, st_size=14318, ...}) =0
fstat (3</1ib64/1ibc-2.27.s0>, {st_mode=S_IFREG|0755, st_size=1800216, ...}) = 0
fstat (1</dev/full>, {st_mode=S_IFCHR|0666, st_rdev=makedev(l, 7), ...}) =0
fstat (3</dev/null>, {st_mode=S_IFCHR|0666, st_rdev=makedev(l, 3), ...}) =0

+++ exited with 0 +++

B Toit ke Bepcun ObLa peau30BaHa BO3MOKHOCTD (PUILTPAINHN CH-
CTEMHBIX BBI30BOB 110 (DailIOBBIM IIyTSM, COOTBETCTBYIOIIAM APTyMEHTAM
CHUCTEMHBIX BbI30BOB U (ailjIOBBIM JIECKPUIITOPAM, C IIOMOIIBIO IIapaMeTpa
-P. Hampuwmep,

$ strace -P /etc/ld.so.cache ls /var/empty

openat (AT_FDCWD, "/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3
fstat (3, {st_mode=S_IFREG|0644, st_size=14318, ...}) = 0

mmap (NULL, 14318, PROT_READ, MAP_PRIVATE, 3, 0) = 0x7£21cc43c000
close(3) =0

+++ exited with 0 +++

OTcnexxnBaHue ceteBbIX NMPOTOKOJ1I0B " yCTpOﬁCTB

Hauwunas ¢ Bepcun 4.10, Beimymensoit 8 mapre 2015 roga, peasmso-
BaHA BO3MOYXKHOCTH OTCJIEXKUBAHIS XaPAKTEPUCTUK CETEBBIX IIPOTOKOJIOB,
COOTBETCTBYIOIINX JIECKPUIITOPAM COKETOB, C IIOMOIIBIO IIapaMeTrpa -yy.
Hauunast ¢ Bepcun 4.22, BBINYIIEHHON B allpejie 3TOTO T'oJia, ¢ MOMOIIBIO
3TOrO Ke TapaMeTpa MOYKHO OTCJIEZKUBATh W XaPAKTEPUCTUKU YCTPOUCTB.
Hampuwmep,

$ netcat -1 127.0.0.1 12345 & strace -yy -e %network,%desc netcat 127.0.0.1 12345 < /dev/null

socket (AF_INET, SOCK_STREAM, IPPROTO_TCP) = 3<TCP:[4100654321]>
connect (3<TCP: [4100654321]>, {sa_family=AF_INET, sin_port=htons(12345),
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sin_addr=inet_addr("127.0.0.1")}, 16) = 0
poll([{£d=3<TCP: [127.0.0.1:34567->127.0.0.1:12345]>, events=POLLIN},
{fd=0</dev/null<char 1:3>>, events=POLLIN}], 2, -1) = 1 ([{fd=0, revents=POLLIN}])
read(0</dev/null<char 1:3>>, "", 2048) = 0
shutdown (3<TCP: [127.0.0.1:34567->127.0.0.1:12345]>, SHUT_WR) = 0
poll([{fd=3<TCP:[127.0.0.1:34567->127.0.0.1:12345]>, events=POLLIN},
{fd=-1}1, 2, -1) = 1 ([{fd=3, revents=POLLIN|POLLHUP}])
read (3<TCP: [127.0.0.1:34567->127.0.0.1:12345]>, "", 2048) = 0
shutdown (3<TCP: [127.0.0.1:34567->127.0.0.1:12345]>, SHUT_RD)
= -1 ENOTCONN (Transport endpoint is not connected)
close(3<TCP:[127.0.0.1:34567->127.0.0.1:12345]1>) = 0
+++ exited with 0 +++

OTcnexunsaHne creka BbI30OBOB

Hauunast ¢ Bepcun 4.9, Boimymniennoit B asrycre 2014 romga, peasimn3o-
BaHA KCIEPUMEHTAJIbHAS BO3MOXKHOCTH OTCJIEXKUBAHUsI CTEKA BBI30BOB
dyHKIWMit ¢ momorbio napamerpa -k. Haunnast ¢ Bepcun 4.23, BBILyIIeH-
HOI1 B MIOHE TOrO I'0J1a, YCOBEPIIIEHCTBOBAHHAS PEATU3AIUsT ITOH BO3MOK-
HOCTH C UCIOJIb30BaHueM Ombamorekn libdw yke He HOCHT SKCIEpPUMEH-
TasbHbIi cTaryc. Hampumep,

$ strace -k -e rmdir rmdir /

rmdir("/") = -1 EBUSY (Device or resource busy)

> /1ib64/1ibc-2.27.so(rmdir+0x7) [0xe9fa7]

> /bin/rmdir (main+0x138) [0x401748]

> /1ib64/1ibc-2.27.s0(__libc_start_main+Oxe6) [0x21bd6]
> /bin/rmdir (_start+0x29) [0x401939]

rmdir: failed to remove ’/’: Device or resource busy
+++ exited with 1 +++

Cbop craTucTukm

Hauunas ¢ Bepcun 4.9, Boimymennoit B aprycre 2014 roma, peasmso-
BaHA BO3MOXKHOCTH COOpa CTATUCTUKU IO BPEMEHU, IPOBEIEHHOMY OTCJIE-
JKUBAEMBIMU MPOIECCAMH B CHCTEMHBIX BBI30BaX, C IMOMOIIBIO TTApaMeTPa
-w. Hampuwmep,

$ strace -cw -e execve,nanosleep sleep 1

% time seconds usecs/call calls errors syscall
99.99 1.000041 1000040 1 nanosleep
0.01 0.000124 123 1 execve

100.00 1.000164 2 total

CDvmprau,msl CUCTEMHbIX Bbi30BOB NO nMnMeHamMm

Haunnas ¢ Bepcun 4.17, Bemymennoit 8 mae 2017 roma, cuHTaKCHC
ONMCAHUS MHOYKECTBA CHCTEMHBIX BBI30BOB CYIIECTBEHHO DPACIIHPUIICS.
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B onucannm mMEH CrCTEMHBIX BBIZOBOB TEIEPD IMOIEPKUBAIOTCS Pe-
IyJgpHbIE BbIPAXKEHUA:

strace -e trace=/regexp.

B onucanmm MHOXKECTBa CHCTEMHBIX BBI30BOB IOIJEPIKUBAIOTCS OIIH-
caHusl, KOTOPBIM He COOTBETCTBYET HU OJHOI'O CUCTEMHOI'O BBI30Ba:

strace -e trace=7set.

Nmena KJIaCCOB CUCTEMHBIX BBI30BOB Tellepb HAYMHAIOTCS C IIpedukca
%:

strace -e trace=)class.

[IpexHunit crrocob mMeHOBaHUs KJIaCCOB 0e3 mpedukca % moIiepKuBa-
eTcs, HO y2Ke CUMTAETCd yCTaPeBIINM U He PEKOMEH/1yeTCd Jijisd IIpUMeHe-
HUA.

JlobaBjieHbI HOBBIE KJIACCHI CUCTEMHBIX BBI30BOB:

e /stat — stat, stat64, oldstat u ux BapHUaIWH;

%lstat — lstat, lstat64, oldlstat u ux Bapuanuuy,

%fstat — fstat, fstat64, fstatat64, newfstatat, oldfstat u ux
Bapualuy;

%hstat — stat, 1stat, fstat, fstatat, statx u ux Bapuaiuuy,

%statfs — sxBuBajenT /~(.*_)7?statv?{s;

Y%fstatfs — skBuBajenT /fstatv?fs;

Y%hstatfs — skBuBasenT /statv?fs|fsstat|ustat.

MO,EI.I/IC'I)I/IKaLI,Vlﬂ CUCTEMHbIX Bbl30BOB

Haunnasa ¢ Bepcun 4.15, BoimytieHuo#t B gexkabpe 2016 romga, peasu-
30BaH MEXaHW3M HHDBEKIWil OIMMUOOK B CUCTEMHBIE BbI30Bbl. CUHTAKCUC
syscall fault injection BeITIAUT CaemyromUM 06pa30M:

strace -e fault=set [:error=errno] [:when=ezpr]

Hauwnas ¢ Bepcun 4.16, Beimymennoit B despase 2017 roma, peasu-
30BaH OoJiee OOIUIT MEXAHN3M BMEIIATEIHCTBA B CHCTEMHBIE BHI30BBI, KO-
TOPBIi, IIOMAMO UHBEKITUI OIIHOOK, ITO3BOJISIET OCYIIECTBIIATh NHBHEKITIH
KOJIOB BO3BpaTa M CUTHAJIOB, & HAYMHAsA C Bepcuu 4.22) BBHINYIIEHHON B
ampese 2018 roma, emé n UHbLEKIUN 3aJepxKeK. urepdeiic 3T0ro HoBOroO
MEXaHU3Ma BBITJISIUT CJIEIYIONIAM 00Pa3oM:

strace -e inject=set [parameters]

rie parameters MOTYT IPUHUMATD CJIEIYIOIINE 3HAUCHUSA:
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e :error=errno aubo :retval=value — NHBHEKIMS OMIAOKU JTUOO KO-
Jla BO3BPATa;

e :syscall=syscall — noaMeHACMbIN CUCTEMHDIN BbI30OB /I NHbEK-
MK OITUOOK JIUOO KOJa BO3BpaTa;

e :signal=stg — UHDLEKIUA CUTHAJIA;

e :delay_enter=usecs — UHDBbEKIUA 3aJCPKKH IIepe]] CUCTEMHBIM
BBI30BOM;

o :delay_exit=usecs — UHDbEKIUS 33/IepKKHU II0CJI€ CUCTEMHOI'O BbI-
30Ba;

[ ] :n111e11=:ecvjo7“ — IIPaBUJIO IPUMEHECHUA MHDBEKIIUH.

IIpumep uHBEKIUU OITHOKU:

$ strace -e trace=/open -e inject=/open:when=3:error=EACCES cat /dev/null

openat (AT_FDCWD, "/etc/ld.so.cache", O_RDONLY|O_CLOEXEC) = 3

openat (AT_FDCWD, "/1ib64/libc.so.6", O_RDONLY|O_CLOEXEC) = 3

openat (AT_FDCWD, "/dev/null", O_RDONLY) = -1 EACCES (Permission denied) (INJECTED)
cat: /dev/null: Permission denied

+++ exited with 1 +++

IIpumep nabEKIMN 33 1€PKKU:

$ dd if=/dev/zero of=/dev/null bs=1M count=10

10+0 records in

10+0 records out

10485760 bytes (10 MB, 10 MiB) copied, 0.00211354 s,
5.0 GB/s

$ strace -e inject=write:delay_exit=100000 -e write -o /dev/null \
dd if=/dev/zero of=/dev/null bs=1M count=10

10+0 records in

10+0 records out

10485760 bytes (10 MB, 10 MiB) copied, 1.10658 s,

9.5 MB/s

JlntepaTtypa
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Nrope Bnacexko
Kues, ALT Linux Team

MpoekT: autoimports

CTpaTeI'I/ISI pa3BnTnAa CUCTEM aBTOMATU3aLU NN
conpoBo>XXgeHnsa nakeTos

AHHoTaums

B poknape pacckasbiBaeTcs o npogoskatoweiics paboTe no cosgaHuio
NHPACTPYKTYpPbl NOJHON LENOYKN aBTOMaTU3MPOBAHHOMO COMPOBOXAEHNS
nakeToB B Auctpubytuse. OBCYKAAIOTCA yXKE FOTOBbIE PELLUEHUS], 3a4a4N B
npouecce pa3paboTki n NoTpebHOCTU pasBUTuUS.

Ha nepssrit B3risg passutue B Base ALT cucrem aBromarusaiuu co-
[IPOBOXK/ICHUST [TAKETOB HE HECET B cebe HUKaKuX cropripu3os. Ho Ha camom
JeJte 910 He Tak. Iloc/ieiHre HECKOIBKO JIET MTPOUCXOIUT POCT HEBUIMMOMN
a3y nHPPaACTPYKTYPhI, KAK KapTOIIKK B oropoze jerom. U yxe B Oims-
JKaiiIme 1o - 1Ba IPUIET, KAaK HAJIEI0Ch, BpeMs «cOOpa ypoxKasi».

Kaxk cioxnnace Takast curyaius! Pa3surne cucreM aBTOMATH3AINN
caMmo 110 cebe sBJIsIeTCs MOAINHEHHON 3a adeil /sl 33/1a491 COIPOBOXK/Ie-
Hus makeroB. [losTomy mx pazpaboTKa IMOCTOSHHO PUCKYET MOIACTh B Ca-
MO3ATATUBAIOINIYIOCS [IETIIIO: pa3pabOTKa yIydIlnaeT IPOU3BOINTEIHHOCTD
cucTembl (yeJbHBIE 3aTPAThl BpeMeHH Ha 1 makeT B HOBOH CHCTeMe MeHb-
Ie) — ¢ €€ MOMOIIIBI0 MOYKHO COOUPATE U COIPOBOXKIATH GOJIbIIE TIAKETOB
— 3amMevaTesibHO! cobupaeM Bcé GOJIbINEe YNCIIO MAKETOB, TIOKa OOJIbIlee
YHCJIO ITAKETOB He moTpebyer 6osibinero (B abCOMIOTHBIX BeJINYNHAX) BPe-
MEHU Ha CBOE COIPOBOXK/IEHUE W HE OCTAHETCS BPEMEHH Ha Pa3pabOTKYy.

Kornma-To Takas curyanust Ka3ajach MHe HeN30€XKHOIl, & BBIXOIOM Ka-
3aJI0Ch IMIPUBJIEYUEHUE K CPEJICTBAM ABTOMATH3AINU JIDYTUX MalHTaliHe-
POB It COBMECTHOM paboTh! Ha T HakeTamu. K coXKaIeHnIo, SKCTEHCUBHOE
pa3BUTHE «HE IOILI0» — BapbepoM MMOC/IY2KIIN BBICOKUI TOPOT BXOXK 1€~
Husd 7 cjiabas pacrapauIeInBaeMOCThb 33/1a9 B PAMKAX OJHOTO IIPOEKTA.
Tem HE MeHee HEKOTOpBIE IIPDOEKTHI, TaKue, KaK perl, yIasocek «Iipoja-
BUTh», KOIJIa PBIBKOM YHCJIO ITAKETOB YBEJIUINBACTCS HA, MMOPSIJKY, BBIXO-
Jisl Ha €CTECTBEHHOE <«ILIATO», CBSI3AHHOE C MCYEPIAEMOCTHIO MCTOYHIKA
[TAKEeTOB, & BPEMs, 3aTpPaduBEMOe IIPU STOM HA WX COIPOBOXKJIEHUE, Ha-
060pOT, JarKe yMEHbBIAETC .
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IlepBasi mocmermHas MOOBITKA PACIPOCTPAHUTH YCIEX HA MOJIYJIN
python m nsydenme «mcropuit ycmexay MmoKas3ajo, 9To 3PpEPEeKT «IpoIaB-
JINBAHUs» BO3HUKAET IPU JIOCTATOYHO IOJIHOM aBTOMATH3AIUU BCeil Iie-
ITOYKY IIPOU3BOJCTBEHHOIO Mporecca. Orcroia u rajbHeInasi cTpaTerist
Pa3BUTHs: BPEMEHHBI OTKa3 OT KOJMYECTBEHHON IKCIAHCUU U BJIOXKE-
HIU€ BCEro CBOOOIHOTO BpeMEHU B MHMPACTPYKTYPY ITOJTHON IEMOYKNA aB-
romaru3anun. OJHIME U3 MOCJEHUX 3BEHBEB B PA3pabOTKe SIBJISIIOTCS
upoekTsl «Jloroseny (mpescrasien Ha sroii KoHdepenrmu) u DistroMap
(6bL1 TpencTaBieH Ha KoHMepeHnuu rox Ha3az). CerojHsIHIONn CUTya-
M0 MOXKHO XOPOIIO OIMCATH CPABHEHUEM CO CTPATErHIECKUMU UTI'DAMU.
Kak B «Railroads Tycoon», ceiiyac Bce CBOOOIHBIE CPEJICTBA BKJIAIbIBA~
I0TCsl B IPOKJIAJKY JJIMHHBIX 2K /]I MAPIIPYTOB, 3aILYCK KOTOPBIX JIOJIKEH
Pa30M OKYIHUTDb BJIOXKEHUS.

Tekymmmu 1esisiMu sIBJIsIFOTCsT MOy Il python u mpoekT Autoimports.
ITpoekT Autoimports 3aHuMaeTcss aBTOMATU3UPOBAHHBIM UMIIOPTOM IIa-
keTroB u3 apyrux gucrpudyrusos B ALT Linux m remepammeii nake-
TOB JIJIsT YIAKOBKU OMOIMOTEK CKPHUITOBBIX sA3LIKOB. B pemo3uropun
autoimports/Sisyphus ceiiuac 31.200 makeToB, PaCHIUPSIIONIIX PENO3UTO-
puit ALT Linux Sisyphus.

Butanuii Jlunatos, Amutpnii depxasuH
Cankr-lMetepbypr, OO0 «Bbazanst CMO>»
https://www.basealt.ru/

Moppep>xka ctopoHHux naketos rpm B OC AnbT

AHHoTauus

TpagmumnoHHO AUCTPUBYTUBLI OMEpPaLMOHHBLIX CMCTEM cemelicTBa AnbT
paccMaTpuBaloTcs pa3paboTymkamu B NepBylO o4epefb Kak peannsauus
NPOrpaMMHoOIi NAaT¢OPMbI 4151 COBMECTHbIX NPOrPaMMHbBIX U NPOrpaMMHO-
annapaTHbix pewenunii. [pu stom camu paspaborunku OC pekomengytoT
TEXHONOrNYECKMM NapTHEPaM OhOpMASATL CBOU MPOrpaMMHbIE NPOAYKTHI
B BUAE NaAKeTOB rpm, cODpaHHbIX B COOTBETCTBMM C NpaBUiaMu, NpPUHs-
Teimu gnsi naketoB OC AnbT, 1 ¢ nomowwblo HaTuBHbIX nHcTpymentos OC
AnbT
K coxanenuto, He BCe pa3paboTHMKM C FOTOBHOCTbLIO BHEAPSIIOT COOTBET-
cTBylowWme TexHonorum u cobntogatoT npasuna. iHorga B coBMECTHbIX Npo-
eKTax BCTPEYAlOTCs NAKETbI, Pa3pyLLUNTENLHO BAUSIOWUE HA APYrne KOMMO-
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HEHTbI U cMcTeMy B Lesiom. ABTOpbI JOKNaAa npegnaratoT KpaTkuii ob3op
BO3MOXKHbIX MOAXOAOB K PELLEHWIO 3TOW NMpobiemMbl.

OCHOBHO# UCTOYHUK TTPOBJIEMBI — YMOJTYIAIBLHOE PA3pEIIeHne Ha UCIOJb-
30BaHME IIPOU3BOJIbHBIX CIIEHApHUEB B MakeTaX. ba3a JaHHBIX Ipm II03BO-
JISTET OTCJIXKMBATH KOH(MJIMKTHI MEXK Ly MaKeTaMu Ha yposHe daitios. Ho,
€CJIN C TOYKM 3peHus pa3pabOTINKa CTOPOHHErO [0 OTHONIEHUIO K CHCTE-
Me IMakeTa KaKoW-To (ail, MpeIOCTaBICHHBIH IPYTUM MTAKETOM, ITPOCTO
HeOOXO/IMMO 3aMEHUTH — ITO JIEFKO MOXKHO CJejIaTh Ha YPOBHE CII€HAPU-
€B, BXOJSIINX B COCTAB IAKETA W aBTOMATUYECKY BBITOJIHSIOIIMXCS TPU
ero ycranoBke. Koudmkra mpyu ycTaHOBKE IakeTa He BO3HUKHET. [Ipu
[IPOBEPKE COOTBETCTBUS JEPEBa KATAJOTOB 3alMCsIM B 0a3e MaHHBIX Ipm
KOHMIUKT OyAeT 3aMetdeH, KOHEIHO K€, HO TOrma Oy/IeT yiKe TO3IHO —
MakeT yCTAHOBJIEH U «BcE paboraers. [Ipu sTom myis Takoro pazpaboryan-
K& He BIIOJIHE OYEBUHO, YTO «PabOTaeT» TOJBKO €ro 4acTh, & OCTAJIbHbIE
KOMIIOHEHTBI COBMECTHOI'O PEIIeHUsI BIIOJIHE MOTYT MIOCTPA/IATh.

K ob6cyxmennio mpejiaraercss Tpu BO3MOXKHBIX OJX0/a K PENIEHUIO
IpoOJIEMBI: 3aIPETUTH BBIIOJHEHNE CIIEHAPHUEB IIPU yCTAHOBKE U yIaJie-
HUU [1aKeTa, Pa3PEIINTDb BBIIIOJIHEHHE CIIeHAPUEB TOJIBKO JJId JOBEPEHHbIX
[TaAKeTOB, OTCJIE’KUBATH (ailjioBble OlepaIui B CIIEHAPHUSIX M CUUTATH UX
TaKUMU 2Ke MOIU(MUKAIUSIME JIEPEBa KATAJIOTOB, KAK U YCTAHOBKY (hailjioB
U3 IaKeTa.

[Tonuplit 3ampeT BBIMOJHEHUSI CIIEHAPUEB B ITAKETAX C TOYKU 3PEHUST
obecrieveHnsl 1eJJOCTHOCTA CUCTEMbI BBITJISIAUT MHOroobematome. Ho st
peasm3aln 3Toi ujen norpedyercs Kak-To (OPMaJn30BaTh U aBTOMa-
TU3UPOBATH PYTUHHBIE OIEPAIUH, JIJIsi KOTOPHIX YCTAHOBOYHBIE CIIEHAPUHI
ceffyac MCIOJIb3YIOTCS OTBETCTBEHHBIME pa3pabordnkamu. B sTom cmbic-
Jie TIOHSITHO, 9TO MOXKHO CJIeJIaTh, HAIIPUMED, C J100aBJIEHHEM TOJIb30Ba~
Teqeil U Tpynn — J00aBUTh WX B BUJE 00BEKTOB B 0a3y JAHHBIX TI'PI.
IIpu 3TOM TOSIBUTCS JIOMOJTHUTEILHOE IIPEUMYIIECTBO B BHUJE BO3MOXKHO-
CTH yCTaHABJIMBATH COOTBETCTBYIOMME 3apucuMocTu. C 3aIrycKoM U ocTa-
HOBOM CJIy>K0, TIPEIOCTABJISIEMbIX TAKETOM, HAIIPABJICHUS TIOUCKA DeIlle-
HUsI TOXKE MOHSITHBI — MOXKHO TIOITPODOBATH TAK YK€ WHTEIPUPOBATHL B Oa-
3y JAHHBIX DM unit-ul cucrembl nHUNMEAIN3an systemd. Bo3amoxkHo,
TPYA0EMKOCTh 3TOM 3a/a4i OKYIUTCS IIPEUMYIIECTBAMU OTKa3a OT BbI-
[TOJTHEHUSI [IPOM3BOJIBHBIX CIIEHAPUEB M HOBBIMU THUIIAMU 3aBUCUMOCTEIA.
Ho uro pemarb, Hampumep, co ClieHApPUSMHU MUTPAIUA — BOIPOC Oojiee
cJIoKHbIA. [leiicTBUTEIHbHO, CYIIeCTBYeT PsJi IIOX0 (POPMAIN3yeMbIX 3a-
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Jlad, pelrreHne KOTOPBIX B CJIydae OTKa3a OT BBIMTOJTHEHUs CIIEHAPUEB IIO-
TpebyeT OTAEIbHON MCCIEI0BATEIHCKON PabOTHI.

Emié o BaxKHBII acieKT 3a1peTra ClieHapUeB — PEAKITNsT COOOIeCTBA
KOMMEPYECKAX KOMIIAHUN-Pa3pabOTIMKOB Ha TaKOoe U3MEHEHHe. 3J1eCh
BayKHO UMETH B BUJLy HE CTOJIBKO IICUXOJIOIMIECKAE MOMEHTHI, CBSI3aHHbIE
C HOBBIMU 3aIlPETaMM, CKOJIBKO HEOXKHUIAHHBIE TPY/I03aTPAThI, HEOOXOIU-
MOCTb KOTOPBIX MOXKeT ObITh He odeBuAHON. [loaTomy, Bo3MOXKHO, nMeeT
CMBICJI OTHOBPEMEHHO IIPEJJIaraTh Pa3padOTUYMKAM HOBBIE I HUX TEX-
HOJIOI'UH, TIO3BOJISIIOIINE OINTHUMHU3UPOBATh COOpKY M ynakoBky 110 s
pasymmasbix oredecTBeHHbIx OC. 31eCh MEPCIEKTUBHBIMY BBITJISIIST TEX-
HOJIOTUH, Pa3pabOTAHHbIE U YCIEITHO ITPUMEHSIeMble B KOMIIAHUU DTEep-
codpt — B wactHocTH, Kopuud u epm, yKe HEOTHOKPATHO 0OCYKIABIIN-
ecsl Ha 9TOit KoHdepeHuu. Taknum 00pa3oM, mmepeiiia Ha eIuHbIi cO0poT-
HBII ClleHApUii, Pa3pabOTINKN CMOTYT CIKOHOMUTH PECYpPChl U OJIHOBPE-
MEHHO CJleJIaTh CBOU IAaKeThl OoJiee MPUTOMHBIME JIJIsI UCIIOJb30BAHUS B
COCTaBe COBMECTHBIX DEIIeHUA.

Bropoit u3 npeyiaraeMpIx MOIXO0I0B K PEIIEHUIO IPOOJIEMBI CIIEHAPH-
€B — pa3pelleHre Ha UX BBIIOJHEHNE TOJIBKO IIPA YCTAHOBKE JIOBEPEH-
HBbIX nakeroB. Hamnpumep, noanucanubix yyacTHukamu Alt Linux Team.
OTOT BapUaHT XOPOII TeM, YTO MOXKET CTHUMYJIUPOBATH KOMMEPUYECKHX
Pa3paboOTYNKOB BCTBIATH B Team W CONMPOBOXKJIATH TAM IAKETHI THUIIA -
preinstall, koTopble ceffgac IMUPOKO HUCIOIB3YIOTCA B KAYECTBE MTPOCIION-
KJ MEXK/Iy JUCTPUOYTUBHBIMU U HEIUCTPUOYTUBHBIMU MAKETAMIE, IPEIO-
CTaBJIsAs HEJIOCTAIONINE 3aBUCUMOCTH. KaK CBOHCTBEHHO IOJIyMepaM, 3TO
«pellleHney 10 CyTH He pellaeT MPobJieMy BBIITOJTHEHUS IIPOU3BOIBHBIX
CIIEHAPUEB, & IIPOCTO MEPEHOCUT €€ B JIPYIyIO IIOCKOCTh. OueBuIHO, BBE-
JIEHWE TaKOI'O PEIeHUsI B KAYeCTBE €IMHCTBEHHOIO MOYKET BBI3BaTh OUe-
peIlHoe «COpEeBHOBAaHUE CHAapsa U OPOHW» B BUJIE PACIINPEHUS CIHCKA
paspenieHuii Ha ypoBHE KOHKPETHBIX BHEJIPEHUN.

Tperunit moxxo, npeJiaraeMblii aBTOPaMu K PACCMOTPEHUIO — HHTeE-
IPUPOBATH B I'PI TEXHOJIOTUIO, ITO3BOJISIIOILYIO TIOJIHOCTBIO OTCJIEXKUBATH
U3MEHEHUs JIEPEeBa KaTAJIOTOB, [IPOUCXOJIAIINE B IIPOIECCE YCTAHOBKH I1a-
KeTa, U TPAKTOBATH UX OJUHAKOBO BHE 3aBUCUMOCTH OT TOT'O, 9€M OHU ObI-
JTU BBI3BAHBI — YCTAHOBKOM (paiiyioB mim paboToii crienapres. B kagecTse
BO3MOZKHBIX HAIIPABJIEHUN Peain3aIy MOYXKHO PacCMOTpPeTh (ailsioBbie
cucreMbl Ha Oaze oBepsieeB. QUeBHJIHO, YTO JIOIOJHUTE/bHAST IIPOBEPKA
BBI30BET POCT HAKJIAJHBIX PACXOJIOB, HO MPOOJIEMA BBIOJTHEHUS TPOU3-
BOJIBHOT'O KOJIa C MAKCUMAJIbHBIMU [TPUBUJIETUSIMUA HACTOIHKO CYIIIECTBEH-
Ha, 9TO, IPEAIOJIOKUTEIHHO, ITH PACXOIbI MOTYT OKYIUTHCS.
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ABTOpBI He ITpeIaraioT Mpu pacCMOTPEHUHN MTPOOIEMBI OPPAHUINBATH-
Cs KAKIM-TO OJIHUM W3 IIPEJJIOZKEHHBIX [TOIXO0B K PerteHnio. Bo3mMoxHo,
MeeT CMBICJ IPUMEHSATDH UX YaCTUYIHO M KOMILJIEKCHO. Tak:Ke, BHICTYILIE-
HUEe SIBJISETCS IPUTJIAIIIEHNEM K OOCY2KJIEHUIO MPOOIeMbl KaK Ha KOH@e-
PEHIUH, TaK U 32 €€ paMKaMU.

Oner Jlatuii
BpecT, pecn. Benapycb, Bpectckuii rocygapcTeeHHblii TEXHUYECKNT YHUBEPCUTET
latijoo@tut.by

BbicokonponsBogutenbHblii MOAY/1b OTPUCOBKU
rpacdhukos Ha ba3e ncnonb3oBaHus bubnmortekn Qt

AHHOTaums
B AOoKnane npeacrtaBneH aBTOpCKI/Iﬁ BbICOKOI'IpOI/I3BO,D,I/ITeJ1beIﬁ KOM-
noHeHT bubnnotekn Qt ans orpucoskn 2D-rpachukos B peanbHOM BpeMe-
Hu. MprBogaTca apxuTekTypa n 0CoBEHHOCTU peanusaunm, a Takxe pe-
3yNbTaTbl CPAaBHEHUA C OApPYrMMnm cpeacrteamMm NOCTPOEHUA rpad)l/lKOB ansa
nnatopmbl Qt. Kog npoekTa poctyneH no agpecy https://github.com/
lattoo/plotter nog nuuensueii GPL v.2.
O630p cyIecTBYIONINX CPEACTB MocTpoeHusi rpacdukoB B Qt
IIpu meobxommMOCTH peaan30BaTh (DYHKIIMOHAJ MOCTPOCHUS Tpadu-
KOB Qt-pa3zpaboTUynK CTAJKUBAETCS C BBIOOPOM M3 HECKOJBKHX BapHaH-
TOB, IPUYEM 3TO OJHA W3 HEMHOIOYKCJIEHHBIX 3aJiad, IJle Ha CEerOIHSIII-
HUI JIeHb BCE €I COXPAHSAETCs] KOHKYPEHTHOCIIOCOOHOCTDH MPOIpHUeTap-
HBIX Qt-KOMIOHEHTOB. Tak, K aKTyaJbHBIM ITOCTPOUTESIM I'PA(DUKOB It
Qt MOYKHO OTHECTH CJIEIYIOIIHE:

e QCustomPlot — Buzker Ha C++ 1711 TOCTpOEHUsI TPadUKOB U BH-
3yaJM3aliu JJAHHBIX, KOTOPHIT (DOKYCHPYETCsI B IIEPBYIO OUePE/b Ha
CO3JIAHUU BU3YaJsIbHO-IPUBIEKATEIbHLIX 2D-rpaduxos, u npu srom
JIEKJIAPUPYET BBICOKYIO MPOU3BOAUTEILHOCTD JJisi BU3YAJU3AIUN B
peanbHOM Bpemenn [1].

e QChart —mabop mist orpucoBku rpadukos ot Qt (mo pemusa 5.6.0
6ubnmorekn Qt rutarHbIil) [2].

o Qwt — 6ubsmoTeka, comepKaIiasi JOMOJHATETbHBIE BUIXKEThI, KOM-
morenTsl u ytuwintel GUI, Bkmouas dpeitmBopk myis 2D-rpadu-

KOB [3].
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e ChartDirector — mpodeccrnoHa bHBI KOMMEDPYECKHI KOMIIOHEHT
JUIsI TIOCTPOEHMsT TPa(hUKOB, M3BECTHBIN NMIUPOKUM OXBATOM THIIOB
rpacdukos [4].

OcobeHHOCTH MPOTrPaMMHOM peajin3arul OTPUCOBIIAKA

IIpuaunoit pazpaboTKu COOCTBEHHOTO MHCTPYMEHTA TTOCTPOEHUS TPa-
bukoB 111 Qt, KOTOPBI OIUCHIBAETCS B JAHHON paboTe, HOSIBUIACH HEJI0-
CTaTO4YHAS IIPOU3BOIUTEIHFHOCTD OJIHUX OECIIaTHBIX (PPEVNMBOPKOB, KOTO-
pas aejaeT UX MaJOUPUTOIHBIMU JIJIsi OTPUCOBKU JUHAMUYHO HU3MEHSIO-
muxcst rpaPUKOB B PEAJIbHOM BPEMEHM, U CUJIbHO OrpDaHUYEHHBbIE BU3Y-
aJIbHble BO3MOXKHOCTH JIPYTHUX.

Jtst HaTMCAHWM BU/XKETa OTPHUCOBKU T'PAMUKOB BHIOOD MEXKIY SI3bI-
koM C++ u sizbikoM pasmerku QML ObL1 ciesan B mob3y C++ B cuiry
TPeOOBAHUN MAKCUMAJIBHON TPOU3BOIAUTEILHOCTH KOJIA.

IIporpammuast peanm3sarus KommonenTa Plotter npecrasisier coboit
MHOTOYPOBHEBYIO apXUTEKTYPY, U4TO MO3BOJISIET HACTPOUTH MOCTPOUTEND
1071, TpEOOBAHUS TIOTH30BATEIS.

B obrmieMm cityaae cTpyKTypa KJIacCOB IPUHUMAET BUI, M300PaKEHHBIIH
Ha pucyHke 1. Kak BuIHO U3 JaHHON JuarpaMMbl, OCHOBHbIe HHTEP(deiic-
Hble 6a30Bble Kiaacchl BKiao4daor IGraphicltem, IFilledItem, ITextItem,
ITitleltem.

Tonkiaccwl, yHaciaenoBannbie Hemocpeacrsenno or [Graphicltem co-
oTBeTcTBYIOT pazimaabiM BrjiaMm Jjmaui: MainGridX u MainGridY s
orpucoBku ryaBHoil cerku, SubGridX u SubGridY st orpucoBku BTO-
puunoit cetku, ZeroLineX m ZerolLineY Jjist OTPUCOBKM HYJIEBBIX JIMHUIA,
MainTicksX u MainTicksY 1j1si OTprCOBKY IITPUXOB, COOTBETCTBYIOIIUX
riaBuoit cerke, SubTicksX u SubTicksY s orprcoBku mTpUxoB, COOT-
BercTBytomux BropuaHoii cetke u [FilledItem maa orpucoBku rpadute-
CKHUX 3JIEMEHTOB C 3aJIMBKOM.

Cuucok mojakJiiaccoB unrepdeiica [Filledltem exirouaer: Background
JUIS 3aJIMBKM BHeIIHeil objactu BuizKera, PlotArea g 3aiuBku o0J1a-
CTH TIOCTpoeHus, a TakKe Kiracc IChart, mpegocTaBsiomuii BOSMOXKHOCTD
3aJIUBKH 00JIACTH MO TPaUKOM.

Tloakmaccel, ynacaemoBanubie o ITextItem oTBewaroT 3a OTpHCOBKY
TeKCTOBBIX Tosieii n BKaovaior AxisLabelX n AxisLabelY mis orobpaxke-
nus noammceii oceit, AxisTitleX n AxisTitleY ns orobpazkeHust Ha3Ba-
uust oceir, LegendText mist orobpakenust jerenpl rpadukos, Title s
0oTOOparkeHnsT HA3BAHUSI TPadpUKOB.
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Puc. 1: ,ZLI/IanaMMa. OCHOBHBIX KJIACCOB U BHEIITHUN BU/T OTPUCOBIITUKA

Takke CTOUT YIOMSIHYTb, 9TO OJIaromapsi MHOTOYPOBHEBO apXUTEK-
Type PacdErhl JJIsI OTPUCOBKU TI'PAGUIECKUX IJIEMEHTOB OTJEIEHBI OT
HEIIOCPE/ICTBEHHON OTPUCOBKM, & B KAadeCTBe JOIMOJHUTEIbLHBIX OOHYCOB
peam30BaH SKCIOPT IpaduKoB B (HOpPMAT MACIITAOUPYEMOIl BEKTOPHOI
rpaduku SVG, u onmuoHabHOE XpaHEeHHe NakeTa HACTPOeK rpaduka B
KOoHMUryparmonHoM (aiie.

CpaBeHeHne Impou3BOANTEIbHOCTH

OueBUIHO, YTO BO3MOXKHOCTHU MOCTpOeHUsI U 0opMeHus IrpahuKoB
Yy BCEX PACCMOTPEHHBIX KOMIIOHEHT paziudatorcd. Tabsmnst 1 u 3 moka-
3BIBAIOT PE3YJIbTATHI CPABHEHMUs, HIOJyIEeHHbIE ¢ TIOMOIIHIO PABHOIEHHBIX
10 BU3YAJBHOMY O(MOPMJIEHUIO U CTPYKTyPe KOJA TECTOBBIX MPOI'DAMM,
HCITO/IB3YIOIMNX KOMIOHEHTHI B MUHUMAJBLHON KOHMUTYPAIUI: OIHOBDE-
MeHHasi OTPUCOBKA TPEX KPUBBIX CO CIJIONIHBIMU JIMHUSMHA TOJIIMUHON 1
MUKCEeJb, C JIETEHION W 3aroJIOBKOM, 0e3 KaKuX-JI00 3aJuBOK obJiacTeit
noctpoenus. [1o yciaoBusM TecTupoBaHust ObLT BHICTABICH MUHUMAIHHBII
WHTEPBaJ OOHOBJIEHUsI JAHHBIX W OTPHUCOBKU IpadUKOB, paBHbIil 5H0MC.
TecrupoBanne BBITTOIHSIIOCH Ha CHCTEME ¢ MOOMJILHON Bepcumeil mporiec-
copa Intel Celeron B820 wacroroit 1,7TT'1 ¢ oneparoHHBIMEA CHCTEMAME
Ubuntu Linux 17.10.1 x64 u Windows 7 x32.

Kak mox#O BujieTh um3 Tabiurnbl 1 B cOOpKax OTJIAJIKU U BBIILYCKA

otHOCcUTETHHO 3arpy3ku LI, Juanpyroniyro mo3uIun 3aHIMAET BUIKET
QCustomPlot.
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Tabmuma 1: CpaBHuTEIbHAS XapPAKTEPUCTHKA HHCTPYMEHTOB TIOCTPOESHUST
rpadukos (onepanuonnas cucrema Windows 7 x32)

Orpucosmuk | Cbopka Sarpyska O0béM  3aHUMAe-
IIpOIEeCccopa, MO OIlepaTUBHON
% namaTa, MB
QCustomPlot | Omiajka 0 25
Brrmmyck 0 18
QCharts Orasika 17 22
Brrmmyck 12 12,7
Plotter Ornanka 12 22
Brrmmyck 0 15,5

Tabnuna 2: CpaBHUTE/IbHAS XaPaKTEPUCTUKA UHCTPYMEHTOB IIOCTPOEHUS
Fpa@I/IKOB Ipu UCIOJIB30BaHUN CPEJACTB JIOIIOJTHUTEJIBbHOTO BU3YaJIBHOI'O
odopmiienns (oneparmonnas cucrema Windows 7 x32)

Orpucosmuk | Cbopka 3arpyska O6béM  3aHUMAae-
IpOoIEeCccopa, MO OIlepaTUBHON
% mamaru, Mb
QCustomPlot | Ormagka 16 25
Broimyck 14 18
Plotter Omiiaixa, 8 22
Brimyck 0 15

ITo anasoruu MOMOTHUTENIHHO OBLIO IPOBEIEHO CPABHEHHE [IPON3BO/U-
TEJIBHOCTH OTPHUCOBIIUKOB I'PA(UKOB IIPU HUCIIOIH30BAHUN JIOTIOJTHATE b
HBIX CPEJICTB BU3YAJIBHOTO O(hOPMIIEHUST: 33 IAHHDBIE TOJIIUHY U CTUJIh JIH-
HUU, TPaJIMEHTHAS 3aJIUBKa OOJIACTU MOCTPOEHUsI, TPA/IMEHTHAsT 3aJIUBKA
obJlacTu 3aJlHEro ILIaHa. Pe3ysibrarbl CpaBHEHHsI IPeICTaBJIEHBI B Tad-
ymiax 3 u 4. MoXKHO 3aMeTUTb, UTO JIMIUPYIONLYO MO3UIUI0 3aHUMAET
peJicTaBsseMblit Momysib Plotter.

IIpumep mcnosb30BaHUS

B suctunre Huzke MpUBEIEH MUHUMAJIBHBIN KO JIJIsl ITOJIKJIIOYEHMUS,
MHUIUATN3AIN, J00ABIEHNsT JTAHHBIX U OTPUCOBKU TpadUKa.

1 Plotterx plotter = new Plotter;
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Tabnumna 3: CpaBHUTE/IBHAST XAPAKTEPUCTUKA UHCTPYMEHTOB TOCTPOCHUS

rpadukos (onepamnuonnas cucrema Ubuntu 17.10.1 x64)

Orpucosmuk | CHopka 3arpyska O0béM  3aHUMAE-
IpoLeccopa, MOIi OllepaTUBHOI
% namaru, MB
QCustomPlot | Omrajka 10 16
Brrryck 8 15,7
QCharts Ornaka 18 11
Brrryck 19 11
Plotter Orajika 10 15,8
Berryck 10 15,7

Tabnuna 4: CpaBHUTE/IBHAST XAPAKTEPUCTUKA UHCTPYMEHTOB IOCTPOEHMS
rpaUKOB [PHU KCIIOJIH30BAHUU CPEICTB JIOMOJHUATEIHFHOIO BU3YAJIHLHOTO

W N O O WwN

odopmitennst (oneparmonnas cucrema Ubuntu 17.10.1 x64)

Orpucosmuk | Cbopka 3arpyska O6béM  3aHIMAE-
IpoIeccopa, MO OIlepaTUBHON
% mamsta, Mb
QCustomPlot | Ormagka 37 15,8
Brrryck 36 15,8
Plotter Ornanxa 9 18,3
Brrryck 8 15,5
const QString chart_name = "Chart 1";

plotter->add_chart(chart_name) ;

const QPen pen = QPen(QColor(220,170,170), 1, Qt::SolidLine);
plotter->chart(chart_name)->set_pen(pen);
plotter->chart(chart_name)->add_data(x, y);
plotter->scroll_graph();

plotter->replot();

Crpoka 3 orBeuaer 3a j106aBjieHNe rpaduKa Ha 00JIaCTh TOCTPOEHUS.
Crpoka 5 oTBeYAET 33 MHUIMAIM3AINIO TIepa OTPUCOBKH.

Crpoka 6 oTBevaeT 3a J00aBICHNAE JTAHHBIX.

Crpoka 7 HeoOXoaUMA J1J1st IPOKPYTKHU 00JIACTH ITOCTPOEHUsT IpaduKa.
Crpoka 8 nnunuupyer obiree OOHOBIEHUE 1151 OOJIACTHA MOCTPOEHUS.
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O6mmumit By rpaduka IpeICcTaB/IeH HA PUCYHKE 1 CIIPaBa.

st paboThl ¢ HACTPONKAME OTPHUCOBIMUKA OBLT paspaboTaH TOIOJ-
HUATEJTbHBIN MOIY/Ib, PEAJTU30BAHHbIH TI0 T1ad0Hy mpoekTupoBanus MVP
(model-view-presenter) [5]. JlaHHBIH MOIX0/ NO3BOJISAET YIYUIIATH Pa3iie-
JIEHWE OTBETCTBEHHOCTU B IPE3EHTAIMOHHON JIOTMKE, & WMEHHO: MOJIE/h
COJIEPKUT BCIO OM3HEC-JIOTUKY, MPEJCTABJICHAE PEAU3yeT OTOOpAKEHUEe
JIAHHBIX, TIPEJICTABUTENb PEaN3yeT JBYCTOPOHHEE B3aMMO/IeHCTBIE MEK-
JLy MOJIEJIbIO U TIpejicTaBiaeHreM. TakKe UCIOIHb30BaHNe JAHHOTO MOJIX0/Ia
peayim3aruu CBsA3u uHTepdeiica ¢ JaHHBIMHU TO3BOJISIET YBEJIUYUTH YPO-
BEeHb IIOPTUPYEMOCTH MOJLYJIS.

Monyne npesacraBiser coboit HAOOP HAIMCAHHBIX M CKOMOMHMPOBaH-
HbIX Qt-BUIZKETOB, MTO3BOJIAIONIUIT JJOBOJIBHO OBICTPO U YIA0OHO OTpEIaK-
THPOBATH BBIIIEYIOMSIHYTbIE HACTPOUKH OTPUCOBIIUKA.

JNutepaTypa
[1] Qt Plotting Widget QCustomPlot — Introduction www.qcustomplot.com/

[2] QChart Class https://doc.qt.io/qt-5.10/qchart.htm

[3] Qwt User’s Guide: Qwt — Qt Widgets for Technical Applications qut.
sourceforge.net/

[4] ChartDirector Chart Component and Control Library www.advsofteng.
com/

[5] Model-View-Presenter — Bukuneaus — https://ru.wikipedia.org/wiki/
Model-View-Presenter
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Hexnc TMbiHbKMH
Mutck, Collabora Ltd.

MpoekT: Debos https://github.com/go-debos/debos

Debos: ytunurta ansa cosganHma OC Ha ocHoee Debian

AHHoTauus
Ytunuta Debos npeaHasHad4eHa Ansd Co34aHUA KAaCTOMU3UPOBAHHbIX

BEPCUi OMEPaLUMOHHBLIX CUCTEM C UCMOJsb30BaHWeM nakeTHoil 6a3swel OC

Debian. Debos paspaboraH B ka4ecTBe MHCTPYMEHTA A5 MAKCUMasbHOrO

YNpOLEeHNst CTaHAAPTHbIX 3a4a4y, BO3HMKatowmx npu mogndurkaumsx OC,

OCTaBJIsis MPU 3TOM AOCTAaTOYHO BO3MOXHOCTElN ANS peanusauuu noboro

HETPMBUMANLHOrO 3Tana npouecca cbopku.

Vrumura Debos (https://github.com/go-debos/debos) cozmana
Sjoerd Simons B KadecTBe ajIbTEePHATUBBI CYIIECTBYIONIM CHCTEMAM 101
TOTOBKHU 00Opa30B AMCKOB Ha 0a3e mucrpubyTtnsa Debian, ¢ mpuresom Ha
BeTpamBaeMble cuctembl. OCHOBHasI 3a/1ada, KOTOPYIO pemaer Debos —
MaKCHMAaJIbHOE YIIPOIIEHNe i KOHEYHBIX I10Jb30BaTeseil ONnCcaHus CO-
37aHUsT 00PA30B CHCTEM, TOTOBBIX K HCIIOJLUIH30BAHUIO HA I[EJIEBBIX YCTPOI-
CTBaX.

st peanm3anuy OCHOBHOW 3aJ/1a9M UCIIOJIB3YIOTCS HECKOJIBKO ITPUH-
[ATIOB, 3aJI0KEHHBIX B APXUTEKTYPY IIPOEKTA!

e Bcs nabOpMAIUS O COOPKE JIO/KHA HAXOJIUTCS B KOH(MUTYPAITUOH-
HoM (aiisie uim «perenre» (recipe) mpoekra;

® CTPOrO TOCJIEIOBATEIHLHOE BBIMOJTHEHNE AEHCTBUIT IPU CO3TaHuN 00-
pa3a;

® JId KaKJIOTr0 OTHEJIbHOTO JIENCTBUA (action) CO3IaETCA CBOl MO-
AYJIb;

® JIefiCTBUS JIOJIZKHBI OBITH CaAMOJIOCTATOYHBIMHU U, B HeaJje, He CBsi-
3aHHBIMHU APYT C APYTOM;

e Kaxkji0€e JefiCTBUE JIOI?KHO OBITh MPOCTBIM — JIJIsT CJIOXKHBIX 3a71at
JIEKJIAPUPYETCsT UCTIOIB30BAHUE TI0JIb30BATEIbKUX CKPUITOB U/ TJIH
BHEIITHUX MTPOTPaMM.

CranmaprHast upobjema, KOTOpasi BO3HUKaeT HPH cOOpKe obpaza —
9TO HEOOXOMMOCTD UCIIOIb30BAHNS TIOBBINEHHBIX IPUBUJIETU JJIsi HEKO-
TOPBIX IMAroB, TAKUX KAaK YCTAHOBKA I1AKETOB. Pa3HBIMHU yTUINTAMEI
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" aucTpubyTHBAME 3Ta 3ajada perraercs mo-pasuomy. ms Debos uc-
ostb3yercs 6ubsmoreka fakemachine https://github.com/go-debos/
fakemachine, HamucanHas Sjoerd Simons. Dra OuOJIUOTEKA HCIIOIB3YET
BHUPTYyaJbHYIO Mamuay (Qemu, 1mo3BoJisisi paboTaTh € HOBBIIIEHHBIME IPH-
BWJIETHAMU B TeKyIeil cucreme. Kpome TOro, Takoil 1mojxoj mo3BOJISET
0e3 JIOMOTHUTEBHBIX 3aTPaT OPraHm30BaTh COOPKY o0Opasa 1o JIIo0yIo
apXUTEKTYpy, Mojjep:kuBaemMyo B Qemu.

B zasady yTUIMTBI HE BXOJWUT CO3JIAHUE TOBTOPSEMOTO COOPOYHOIO
okpyxkenus. [logpasymeBaercs, 9TO Il KaxKJIOTO IIPOEKTa TAKOE OKPY-
JKeHIEe YHUKAJIHHO U JIOJIZKHO CO3/aBATHCS JPYTUMHU CPEJICTBAMU, HAIPH-
mep, Docker.

CuHTtakcuc ans recipe

Kouduryparnumonusrit daity jiisg co3ganms obpasa MpeJcTaBiIsgeT Co-
60i1 baityr, OIMMCHIBAIOIIHI TIOIIATOBOE BBIIOJIHEHHE JIeiicTBUl, B (hopma-
te YAML. [Insa pacmupenusi BO3MOXKHOCTEH, MPU OMUCAHUUA KOHMUTY-
palyu UCHOJIb3yeTcs TeKCToBbl mabsonusarop (https://golang.org/
pkg/text/template).

Pertenr, ycsioBHO, MO2KHO pa3feuTh HA 2 YaCTH:

e 3arojoBokK

# Declare variable ’Var’
{{ $Var := "Value" }}

# Header

architecture: arm64

o Crucok ,ZLefICTBHfI JJId IIOIIaroBOr'O BBIIIOJTHEHU A

actions:
- action: ActionNamel
propertyl: true
- action: ActionName2
property2: {{$Var}}

1T KOMMEHTHPOBAHUS UCIOJIB3YETCA CUMBOJ «#».
Ha mammbrit MOMEHT TOIIEP>KUBAIOTCS CJIe Iy Iomme 6a30BbIe IeiiCTBHS,
KOTOPBIE MOYKHO HCIOJIH30BATD /I CO3IaHMs 00pa3a CUCTEMBI:

e apt — ycTaHOBKA IAKETOB B IEJIEBOE OKPYXKEHUE C TIOMOIILIO apt

e debootstrap — coszmanne 6a30BOro OKpy2KeHUS € TIOMOIIBIO Y THUIUTHI
debootstrap
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download — ckaunBanwue aitia 1 PacakoBKa, €CJIM ITO HEOOXOIU-
MO

filesystem-deploy — «mepeHOC» TOITOTOBJIEHHOI'O OKPY2KEeHUs Ha 00~
pas Jmcka

image-partition — cosmanue aitia-obpasa aucKa, pasMeTKa U CO-
3/IaHUE PA3JIEeJIOB

ostree-commit — dbukcupyer peBusHO («KOMMHUTUT») B PENO3ATO-
puit B popmare ostree

ostree-deploy — wmcmonb3yer BepCcHIO W3 PENO3UTOPHUS B popmaTre
ostree JIJIsT IOJITOTOBKY TEJIEBOTO OKPYKEHUSI

overlay — 1mo3BOJIIeT KOIMPOBATH (DAMJIBI U JUPEKTOPUN CO COOPOU-
HOI CHCTEMBI B I[€JIEBOE OKPYKEHHUE

pack — co3maér apxXuB C IeJIEBBLIM OKPY2KEHHEM, KaK IIPABUJIO JJIs
WCIIOJIF30BaHUs B JIDYTUX CIEHAPUSIX WX C MOMOIBI0 chroot mbo
aHAJIOTOB

raw — 3anuch aiijia HAPSIMYIO B 00pa3 JUCKa WA pasjeia I10
YKa3aHHOMY CMEIIEHUIO — dYallle BCero HUCIOJIb3yeTcd JJid 3arpys-
YUKOB

run — 3aIyCK MOJIb30BATEIbCKOIO CKPUIITA WM KOMaHJbl. MOXKHO
3aIlyCKaTh KaK B COOPOYHOM, TaK M B IIE€JIEBOM OKDPY2KEHUU

unpack — PpacCIllaKoBaTb apXUB B IIEJIEBOM OKPY>KEHHNN

ITocTostnro OOHOBIAEMAs JOKYMEHTAIUS IO CYIIECTBYIONIMM <Jeii-
crBuaM» (actions) gocrymma 1o ajpecy https://godoc.org/github.
com/go-debos/debos/actions, a npuMep s CO3/AHUS 3arPyKaeMo-
ro obpaza st Raspberry Pi 3 — https://github.com/go-debos/
debos-recipes.

PeanbHoe npumeHeHune

Ha mamubrit Moment yTtuanta Debos y»Ke HCIIOIB3YeTCs B MPOEKTE
«Apertis» (https://apertis.org) /s HOArNOTOBKH 3arpy2KaeMblX 00pa-
30B JUCKOB U rootfs (KopHeBwIX (aiinosbix cucteMm). Ilpu sToM momaep-
JKUBAIOTCsT KAK «KJIACCHYECKUey, Tak U ostree-based cucremsbl Jijist apxu-
TekTyp x86 64, armhf, arm64, B Tom uncse u g1 xkoureitnepos LXC. ITo
Mepe PaCIInpPEHus UCIOJb30BAHNS U BOBJIEYEHUS B IIPOEKT HOBBIX JIIOIEH,



36 29 ceHTsIbpsi, cybboTa

HAXOJATCH U 3aKPbIBAIOTCS OIMHOKY, & TaKKe MOSBIISIOTCS HOBBIE HJIEH
IlJIsl HOBBIX JieficTBuii (actions).

Nrope BnaceHko
Kues, ALT Linux Team

MpoekT: Jloroseg

Cucrtema Jlorosep ans asromatmsauun QA

AHHOTauus
Cucrema «JloroBen» npesHasHauveHa ansi pasbopa sioroe cbopkm u

FTBS noroe beehive n cbopa crtatuctukmu, aBTomMaTnsauny noOYMHKM na-

KETOB MO I/IHCbOpMaLI,I/II/I n3 nora Heyp,aBmelZc;l C60pKI/I, N aBToOMaTuU3aunn

psaga apyrux pabor QA. Ha 6a3se 3an0)KeHHbIX B HErO MPUHUUMNOB pa3pa-

60TaHO HOBOE COBPEMEHHOE 1 YHUBEPCAJIbHOE PeLLeHNe, NHTErpUPOBaHHOE

C ApyrumMmmn cpeactBamMm aBToMaTusaunum n npeaHasHa4eHHoOe ANA pelleHns

LLUNPOKOro Kpyra 3agay.

Cucrema <«Jloroeemy mnpegHasHadeHa JJIsi aBTOMATH3AIUMN [TOYUHKU
aKkeToB, pazbopa Joros cOOpku u apromaruzaruu pador mo QA. IIporo-
THUIIOM cuCTeMbl «JloroBeay moC/IyKuiin CKPUIITHI Pa300PKU U 00paboOTKI
JIOTOB U MTOYUHKH ITAKETOB JJIsi CUCTEMBI aBTOMAaTHU3aIuu cOOpKu 6ubmo-
Tek perl «cpanbuilders, KoTopble YACTUYHO HUCIOIH30BAIUCH U C UHCTPY-
MeHTaMu TIo/IepKKu 6ubsmorek perl B Cusude «watchscripts/perls. Ha
UX IJIeYax y2Ke IMOYTH 5 JIeT Hojep:kka 6osee 26 Thicad makeToB perl-*
B perno3utopun autoimports.

Cepanem cucrembl «Jloroeemy sBisiercs «Logoved DBy, 6a3a 3nanuit
coobIIeHnit 06 OMMUOKaxX U MPeayIperKIeHU 1 OnbIroTeKa st PADOTHI C
Heit. CoobreHnsi 006 OMMOKaxX U MPEeIyIPeXKIeHNs] B IIPOCTEHIIEM CJIydae
XPaHSATCS KaK PeryJisipHOe BBIDAXKEHUE, HO MOXKeT ObIThb 1 HabOp peryJisip-
HBIX BBIDA’KEHUI, U MOIPOrpaMMa, W BHEIHU cKpunT-puabrp. B 6aze
XPaHATCHA HE TOJBKO pa3/IMJHbie COOOINeHns 00 OmmMOKax HO W BO MHO-
TUX CIyYasix JeHCTBHUS, KOTOPbIE HYXKHO IPEIIPUHATD JJIs UCIPABICHUS
omubku (K IpuUMepy, JJisi PEJAKTUPOBAHMS SIDIN IIAKETa — CCbLIKA Ha
ckpunt st 6ubsmorekn RPM::Source::Editor). ITosromy «Logoved DB»
U Ha3bIBaeTcsl 6a30i 3HAHMIA.

«Logoved DB» moxkeT ObITH HCIIOJIb30BAH U HAIPSIMYO, HAIIPUMED, B
CHCTEME TEeCTUPOBAHUS MPUIOXKEHUN ITyTEM WX YCTAHOBKYU WM 3aIyCKa B
BUPTYaJIbHOI MAIHHE, [IJIsi PACIO3HABAHUSA UX COODIEHUN B KOHCOJIN.
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Opnako HAMbOJIEE BAXKHO TPUMEHEHUE ITON CHCTEMBI Iy 00paboTKu
JIOroB c6opku nakeroB (u nepecbopku B beehive), kak ypaunbix (1jis mo-
UCKa, [IPEYIPEXKCHUI 1 MEJKUX OMUOOK) TaK U HEyJadHBIX JIOTOB, JUIS
oMoy B odnHke makeros. OTciona u Ha3BaHUe cucTeMbl, Jloroees,.

Jljist 06paboTKu JIOroB cO60PKH /TIEpecOOPKH TAKETOB JIJIs KOPPEKTHOTO
npuMeHenns K HuM gaHHbIX n3 «Logoved DB» masio naiitu coorBeTcTBY-
formee coobirenne, HeoOXOIUMO 3HATh €ro KOHTEKCT. B mporecce cbopkn
B 3aBUCHMOCTH OT 3Talla COOPKH OJHO M TO K€ COOOIEHne MOXKET ObIThH
npusHakoM build error, warning, uim e BOoOIIE TOMKHO OBITH TPOUTHO-
PUpOBaHO Kak, K IpuMepy, coobinenue «Package gtk+-2.0 was not found
in the pkg-config search path» ma srane Boisicuenus BuildRequires makera
B hasher gyt moaroroskm chroot.

st yrounenusi kouTekcra coobmenus «Logoved DB» myxken mocpe-
HUK, mapcep joros hasher. /Ixa «Logoved DB» Takum mapcepom BeICTyTIa-
et nozcucrema «Logoved-Stream» (ocrynna B Buje OTHeIbHON He3aBU-
cumoii 6ubsmorekn). «Logoved-Streams» 1o3Bosisier pas3burh JOr cOOPKH
Ha OTJEJIbHBIE CEKIUU, a TaKKe OIPEJIESTh, YCIEIIHO JIH 3aBEPINNJIACh
KOHKPETHAsI CEKIHSI.

Texymunvu 3amagamu s JIoroBes, siBIsAOTCs:

1. Paz6op FTBS soros nepect6opku penosuropus (Sisyphus, branch,
autoimports) u remepanus OTIETa CO CTATHCTUKOM.

2. Tlounnka He(mepe)coOUPAIOIINXCS TAKETOB B PACIIO3HAHHBIX CJIyTa-
six (r1e ecTb 06PabOTINK).

3. C6op mpeypexK 1eHnii u3 JIOTOB COOPABIINXCS TAKETOB JIJIsi BBIBOJIA
B repocop, B HEKOTOPBIX CJIydasiX — MOYNHKA TAKUX [MAKETOB.
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OmuTtpuin bensiscknii
Mockea, OO0 «Kpuntokom»

MpoekT: OpenSSL, OpenVPN, XMLSec n Bce-Bce-BCe
https://github.com/gost-engine/engine

Poccuiickas kpuntorpacpus B ceobogHom MO

AHHOTauus
Mopaepxxka poccuiickoli kpuntorpadum B ceobogHom MO craHoBUTCA

BCE Bonee aKTyasbHOW B CBSA3N C TEKYLUMMUN MNOJAUTUHECKUMU TEHAEHLUS-

MW. ﬂ'OKJ'Ia,D, pacCCKa3blBaeT 06 OCHOBHbIX BapuaHTax P,Opa6OTOK CBO60,D,HOFO

MO, ucnonsaytowero OpenSSL, gns paboTbl ¢ poccuiickoli KpunTorpadu-

eil.

Koummanus «KpumTokoM»! IocieqoBaTesIbHO 3aHEMAETCS BHEIPEHHEM
mojiepKKu poccuiickoit kpunrorpadun B Open Source mpoayKThI B Te-
qeHne mocjaeaaux 15 jrer. 3a 9T0 BpeMsl HAKOILIEH OIBIT JOPADOTOK CBO-
6omu0ro I1O st mojuepxkku kpunrorpaduu mo I'OCT.

ITepBoe, ¥TO MBI C/leIaM — MPUHSIIN PEIIeHne, 9TO IO/JIEPXKKA POC-
cuiickoit kpunrorpadguu Oyaer scrpoera B OpenSSL. DTo ogus u3 caMbIx
MOILYJISTPHBIX MHCTPYMEHTOB JIJIsi pabOThI ¢ PA3HOI'O pOjia aJITOPUTMAMU U
nporokosiamu. [lognepxka ObLia mobaseHa B uHelikKy Bepcuii 1.0, Koro-
pas ocraércst akTyasbHo# 10 Kouma 2019 roga. Ona BKIIOUaIa B cebs Kak
MOINGUKAIAIO APXUTEKTYPBI, TAK U CBOOOIHYIO PEaM3AINI0 AJITOPUT-
MmoB 110 'OCT. BuocsencrBun engine ObLI BbIJE/IEH B OTIE/IbHbBINA IIPOEKT
U ceifyac OH pasBUBAETCsl OTJEJIBHO, XOTsl U IapaJuiesibHo. MHuorue 60-
Jiee MeJIKUE TaTdH, JT00aBJISIIOIIEe POCCUIICKIE AJITOPUTMbI, PACIIAPEHUST
U T.I. B 3aKPBIThIE CIIUCKM, TAKXKE BKJIIOYEHBI B Upstream.

s GosbImHCTBA TPUIOKeHUi, ucnosb3dyomux OpenSSL, mocra-
TOYHO ObecreunTh 3arpysky engine. Jlo serkm 1.1.*% 310 semanoch BbI-
soBoMm dyuknun OPENSSL config(). Ceituac akryasbHblil ciocob Tpe-
6yer BbizoBa Gynkuuun OpenSSL  add all algorithms() u cBopku -
DOPENSSL LOAD _CONTF.

ABTOpBI HEKOTOPBIX MPHUJIOXKEHUH, OCOOEHHO CPABHUTEIHHO CTapbIX,
coJiepKaT ITPUOUTHIN MBO3ISME B JIYUIIEM CJIy4Yae CIIMCOK aJrOPUTMOB, a
B XymieM — Tobko RSA. Eciin Takue npuiioykenus yaaércst IepeBecTr Ha
EVP-unrepdeiic — yuusepcasnpusiii gyt OpenSSL mocienanx Bepcmit —

Thttp://www.cryptocom.ru/
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TO TOASATCS TPEIBIAYINNE COBEThI. Kcm HeT, TO MOXKET 0Ka3aTbCsl IPOIIE
9TOT WHTEp@Eic XOTs Obl YJACTUIHO JOMHUCATD.

B ciyuae ¢ 6ubmuorekoit XMLSec mpuImiochk moJiHOCTHIO OTKJIOHUPO-
BaTh cTpyKTyphI callback-dbyukiuit u nanogants ux ['OCT-oBbIM comep-
JKaHWeM ¢ onopoil Ha yzke ynoMmsHyTelii EVP urTepdeiic.

JL71s1 IpUIIOYKEHUI, UCIIO/IB3YOIINUX HECTAH AP THBIE IPOTOKOJIBI, TAKUE
kak OpenVPN, He0CTATOYHO MEXaHUYECKH 3aMEHUTH KPHUIITONPHUMUTH-
Bel. Tak, miss OpenVPN npu pabore ¢ nogaepxkoit 'OCT wucmosnb3y-
€TCsl COZEPXKATEJbHO JIpyTras TeXHOJIOTUs UMHUTO3AIIUTEL (MMUTOBCTABKA
o 'OCT cymecrsenno ormuyaercs or HMAC) u PRF (Pseudo Random
Function) ¢ ucnosnszosannem I'OCT. B stom ciryuae TpeGyercst comepxka-
TeJbHBIN aHaJN3 KOJa.

Koctapes A. ®., bpaTuukos . A.
Mepmb, OO0 «HEBO», OO0 «Hosas MnaTtcdopma»

MpoekT: [Mnatcpopma Flexberry, Cokon-Ananutnka
https://hub.docker.com/u/flexberry/

Opranunsauus npouyecca DevOps Ha nnaTtcopme
koHTeliHepu3auun docker

AHHoTauus
B AOoKnaae pacCMaTpuMBakOTCA BOMPOCblI UCNOJIb30BAHUA TEXHONOINMN
koHTeliHepusauun docker, knactepusauyun docker swarm, docker-obpasos

Ha ocHoBe guctpubytmea ALT Linux ans nmocTpoeHus MOSHOLEHHOTO pe-

weHnsa ¢ nogaepxkoit npakTuk DevOps

OjiHa W3 BasKHBIX 3aJ@4 CTOsIIAasl IepeJ] pa3pabOTUNKOM KOHEYHBIX
pelnenuit 1y 3aKa3YnKOB — BBIOOP MMOAXOJISIIEro aucTpubyrusa Linux.
Kakoit 661 tucTpubyTuB He OBLIT BBIOpPaH, KaK IPABUJIO, BCKOPE JIJIsl TECTO-
BBIX WJIN UHBIX I€JIeil BCTAET 3a/1a9a Pa3BOPAUNBAHUS B HEM IIPOI'DAMMHO-
ro obecrevennsi, OTCyTCTBYIONMIErO B BhIOpaHHOM gucTpubyTmBe. IlopTm-
posanue cropontero [10, Kak mpaBmIo, TPYAOEMKIUII TPOIIECC TaXKe PH
HaJIMIUHU UCXOJHBIX KOJIOB.

BoJibie mpobiieMbl TakkKe BbI3BIBAET Pa3paboTKa U TECTUPOBAHUE
Pa3/IMYHBIX BepCUil pa3pabaThbIBAEMOr0 U KUCIIO/IB3YyEMOTO ITPOrPAMMHOTO
obecriedennsi, IEPEHOC HOBBIX Bepchii 3aKa34unKy U 1mepeBo (DyHKITMOHU-
PYIOIIUX CHCTEM Ha HOBBIE BHEJIPSEMbIE BEPCHUMU.



40 29 ceHTsIbpsi, cybboTa

OHuM U3 pemennii JaHHbIX TPOOJIEM SIBJISETCS NCITOIb30BAHNIE TEXHO-
Jloruy KoHrelinepuzanun docker u 3allyCKa CEPBUCOB B KJIACTEPHOM OKPY-
xenuu docker-swarm. To 06ECIICUNBACT:

® IIOJJIEPKKY IIPU Pa3pabOTKe, BHEJIPEHUN U SKCILUIYATAIIUN PA3JIAY-
HBIX BepCUii IPOrpaMMHOTO OOeCIIeYeHNST;

® ICII0JIb30BaHUe MUKPOCEPBUCHON apXUTEKTYPhI IIPU CO3JaHUN U UH-
Terpaly CUCTEMBI;

® OIEPATUBHYIO MHTETPAINIO CePBUCHOTO U KymeHTckoro 110 pazmma-
HBIX Linux-auctpubyTuBos;

® 3allyCK U TeCTHPOBAHWE KOHEYHOI'O PEIIeHUsl B PA3JIMIHBIX KOH(U-
Typalusax: MOHOCEPBED, KJIacTep B paMKaXxX OJHOI ceTH, KJlacTep B
paMKax HECKOJbKHUX CeTell BK/II0Yasi 0DJIaTHbIE CEPBUCHI;

® 1IPOCTOTY KOH(MUIYPUPOBAHUSI U PA3BEPTHIBAHUS KJIACTEPHOTO pPe-
IIEHNs [TPY UCIOJb30BAHNY TeXHOJoruu docker swarm.

B mokmame ommchIBaeTCsA OMBIT MCHOJIB30BaHUs Texaojornu docker srst
IIOJIJIEPXKKU IIOJIHOIO IUKJIA pa3spaboTKU IPOrPaMMHOI0 00eCIIedeHNs .

Bsuay nonsep:k aéHHoM HAAEXKHOCTH U yI00CTBA UCIOJIL30BaHUs B Pe-
aJbHBIX MPOEKTaxX st moctpoenns docker-oopa3os ObL1 BeiOpan docker-
obpasz mucrpubyrupa Aavm wa naamgopme p8. laHHblil aucTpubyTHB
BxoauT B Edunwili peecmp poccutlickur npozpamm 0as dNEKMPOHHIT Sbl-
YUCAUMENOHBLT MAULUH U 603 0aHHDIT.

Texnonorus docker mosaepKuBaeT MOITHBIN MEXAHU3M HACJ/IETOBAHUS
06pa30B. OH 1I03BOJISIET 3HAYNTEILHO COKPATUTD PECYPCHI, HEOOXOIUMBbIE
Jist co3nanns docker-peusenuti: TUCKOBYIO U ONEPATUBHYIO TAMATH, 00b-
€M TIepeIaBaeMbIX CJIOEB 0OPA30B IO CETH.

Ha pucynke 1 npuBeseHO JIepeBO OCHOBHBIX HCITOJIb3yeMbix docker-
0Opa3oB.

KopuesbiM 1151 GOIBIIMHCTBA, JOYEPHUX 0OPA30B sBJsSIETCS obpas
flezberry/alt.p8*, coneprkamuit MUHIMATBHBIH HAGOP KOMAHI 1 6GUG.IHO-
TeK HEeOOXOIUMBIX [IJIs 3aIlyCKa U OTIAJKM CEPBEPHBLIX IPUIOXKEHUI.

CroxHble nHGOPMAIMOHHBIE CUCTEMBI CTPOSITCS HA PA3JIMYHBIX CTe-
Kax rexHoJioruii. Texnosorusa docker 3a c46T MUKPOCEPBUCHOI apXUTEK-
TYPBI O3BOJISIET JIerKo unTerpuposars 110, co3mantoe B pa3jinyHbIX A3bI-
KaX IIPOrpaMMUPOBAHUS U CTEKAX TEXHOJIOIUI, HAIIPUMED, B OIHOMN cucTe-
Me MOXKHO coeinauTh Java, .NET u PHP-pemtenns. B wacTHOCTH, B HAIIT

! https://hub.docker.com/r/flexberry/alt.p8/
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Puc. 1: OcuoBroe mepeBo docker-o6pa3oB UCIOJIb3YEMBIX B IPOEKTAX

CTeK TEeXHOJIOruit BxomuT mporpamvuoe obecnedenne (I10) naamgpopmol
Flexberry, nanucannoe Ha sisbike C#.

Hannoe IO dbyukuumonupyer B mouepuem docker-obpase (flexberry/
alt.p8-apache2-mono) B cocraB kKoToporo BriwuéH Web-cepsep Apache2
7 akeT monod. 1ot obpa3 CTAHOBUTCS GA30BBIM JJIsl TIPUKJIAIIHOTO De-
menusi, paboTaoNEro Ha Mono4.

WEB-npusiozkeHust oJsib3oBaTesieil co3/1aloTcsI Ha OCHOBE IIPOIDaMM-
HOTrO obeclieueHusi C OTKPBITBIM WCXOMHBIM KojmoMm Flexberry FEmber
(https://github.com/Flexberry/ember-flexberry) u odopMIIsIOT-
cd B BuAe otrnaeabHbIX docker-obpa3oB B cOCTaB KOTOPBIX HAPSIY C
ko7iloM Ember-nipuioxkennst Brittodaercs OData-cepsuc, obecrieanBario-
muit REST-unrepdeiic st OOIIEHUs] NPUJIOKEHHs € 06a30i JaHHBIX
PostgreSQL.

Baza manubix Takxke dyukimonupyer B Buje docker-koHTteitHepa 00-
paza flexberry/alt.pS-postgresql?.

B pamkax paszpabaTbiBaeMbIX ITPOEKTOB MCIOJIB3YIOTCsS OUITNATLHBIE
WM OovYepHUe OT HUX o0pasbl pasamuaabix cepsucos (Pentaho, Alfresco,
jBPM, MongoDB, u ap.) penosuropust hub.docker.com. ITo Mepe BO3MOXK-
HOCTHU 3THU CEPBUCHI IIyTEM COOPKHU U3 MCXOIHBIX KOJIOB WJIN IIepeHoca Ou-
HAPHBIX KOJIOB U (DAMIOB KOH(MUTYPAIUU C UCIOJIH30BAHUEM MEXaHU3MA
coopru «multistage build» mepenocaTcs B mouepHure oOpa3bl coOnpaeMble
Ha ocHoBe flexberry/alt.p8.

WNurerpaliust cepBUCOB IIPOU3BOIUTCS HA OCHOBE KJIACTEPHON CUCTEMBI
docker-swarm, obecriednBalOIIEi:

® DacCIpeJe/ICHHBIN 3allyCK CEPBEPHBIX IIPUJIOXKEHUIT B KJIacTepe;

® MUHUMHA3AIUIO paboT Mo HACTPOIiKe (hailyioB KOHPUTYpAIIUNA CUCTE-
MBI 38 CUET UCII0JIb30BaHusi BHyTpeHHero DNS';

2 https://hub.docker.com/r/flexberry/alt.p8-postgresql/
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® JIONIOJIHUTEJIbHBI YPOBEHb 3aIUTHI 38 CYET OPTaHU3aIlN BHYTPEH-
Hell CeTH U 3aKPBITHIO IIPAMOrO JOCTYIA K BHYTPEHHUM 1opTaM (6a-
3a JaHHbiX, OData-3ampockl, U T.7.) IPOeKTa;

® DEIIMKAINIO YaCTU CEPBUCOB ¢ DAJIAHCUPOBKOM HATPY3KH;

® OTKa30yCTOHYMBOCTb 3a CUET Ilepe3allyCKa NPUJIOXKEHU Ha y3iaax
KJIacTepa IIPH BBIXOJIe U3 CTPOs OJHOTO U3 Y3JIOB.

PaszpabarsiBaembie docker-o6pa3pl 0 KOHKPETHOMY IPOEKTY SABJISIIOTCS
JIOUYEPHUMU K BBIIIEIIEPEINCIEHHBIM 00pa3aM U 9acTO COIEPIKAT 3aKPbl-
Ty10 UHAMOPMAIUIO UTO UCKJIIOYaeT UX Pas3MeIlleHue Ha ODIeI0CTYITHBIX
pecypcax (B gactaoctu hub.docker.com). B cBa3u ¢ sTum syis paborsl ¢
HUMU UCIIOIB3YIOTCA BHYTPEHHHUE PErucTpaTopsbl docker-o6pasos. Bee pas-
pabaTbiBaemble 00pasbl poekTa ¢ npedurcom dh.flexberry.ru/ xpansaTces
Ha BHyTpeHHeM penosuropun docker-obpaszos dh.flexberry.ru u nepema-
10TCsI 3aKa3unuKy B PAMKaX JIOKAJIBLHOM CeTH KOTOPOI'O TaK»Ke CO3JaéTCs
BHyTpeHHUiT penosutopuii docker-obpazos momena dh.flexberry.ru.

K coxanennio, B HACTOSIIUI MOMEHT HEBO3MOXKHO WCIOJb30Ba~
nne docker-texHosornn B CEPTUPUITUPOBAHHBIX perneHusx. Heobxomm-
MO «IIpu3eMJIsATh> docker-KoOHTeHHePHI (3AIlyCKATh CEPBUCHI KOHTEHEPOB
uenocpeactsenno B HOST-cucreme). Mcnonb3oBanue euHOr0 KOPHEBOTO
obpasza flexberry/alt.p8 ynupomaer naHHBIH OPOLECC , TAK KAK MEXAHU3M
YCTAHOBKH, KOMITUJISIIIAN WJIA 3aITyCKa CTOPOHHUX OMHAPHBIX KOJOB OTJIa-
JKMBAETCsI HA dTale pa3paboTKM mpoekTa B pamkax docker-obpasa.

Bce ucxomnble Koabl MPOEKTA BKJIOYAasi KOJBI st COOPKU 00pa3oB
(Dockerfile, dbaiinbl Kordurypaimum, BcmoMoraresbable Gaiibl, u T.11.) Be-
JlyTCs ¢ UCIOJIb30BaHUeM git-perosuropus (cM. puc. 2). DTo Mo3BOJAET
MOJIIEPKUBATE TeXHOJIOTHI0 DevOps ¢ BEPCUOHUPOBAHUEM HCXOHBIX KO-
noB u docker-o6pa3oB m BOZMOXKHOCTBIO TTOAEPXKKN PA3TUIHBIX BEPCHIA
IIporpaMMHOro obectievuenus U docker-oo6pa3os ¢ THOKUM MEXaHU3MOM IIe-
PEKJIFOUEHUs] MEXK LY Pa3/IMIHbIMI BEPCUSIMU KaK B IIpoIiecce pa3paboOTKH,
TaK U B mporecce PYHKIMOHUPOBAHUSI IIPOEKTOB § 3aKA3INKOB.

Kpome sroro docker-swarm texHomorust mMO3BOISET UCIOJIB30BATH 00-
sagnble wardopmbl Windows Azure, Amazon u npyrue jijisi BKIIOUE€HUS
B COCTaB CEPBUCOB IMPOEKTA IPUJIOKEHUH, 3AITyIIEHHBIX B 9TUX 0OJIATHBIX
rardopmax.

Wcrosb3oBanue JAHHOTO MTO/IX0/1a TO3BOJIMIIO 0DOECIIEUNTh HOJJIEPKKY
OCHOBHBIX IUKJIOB DevOps: IIaHUpOBAHUE, TIPOTPAMMUPOBAHUE, KOMIIH-
JISITIAY, TECTUPOBaHUsI, (POPMUPOBAHUST BEPCHUII U PEJIU30B, PA3BOPAINBA-
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HU€ pelleHns y 3aKa3dnKa, (PyHKIIMOHNPOBAHNS M MOHUTOPUHTA pa3pa-
6aTHIBAEMBIX CHACTEM.

B urore 310 103BOJIsIET 3HAYUTEIHFHO CHU3UTH HAKJIAJIHBIE PACXO/IbI
U pecypchl, HEOOXOIUMBIE JIJIsl TOIEPXKKU ITOJTHOIO IUKJIA Pa3pabOTKU
peleHuii.

Bce orkpreiThie pomurensckue docker-obpaser miardopmer Flexberry
pacroJjiaraloTcd B PeO3UTOpHAM https://hub.docker.com/u/flexberry/.

Hoxymenrarmio o co3manuio docker-obpa3oB m pa3BOpPATUBAHUIO HA
UX OCHOBE pelleHUil MOXKHO HaiTh Ha caiiTe https://docs.docker.com/.

Release manager
)
Developer 3 )
Production manager Q‘{@m
l k ! |

push/pull _—~ [ push/pull

push/pull

Development&testing

Release Branches

(

3akasumk 1 (i‘-‘roduction) 3akKasuuk '2‘ (Production)

Puc. 2: Tlognepxkka texuomornun DevOps 3a cuér ucrnosb3oBanus git u
docker-perozuropues y Pazpaborunka n 3akasanka

JlnTtepaTtypa

[1] Usman Ismail, Bilal Sheikh, Continuous Integration and Deployment with
Docker and Rancher. January 2016

[2] The New Stack: The Docker and Container Ecosystem, eBook SeriesThe
New Stack. AUTOMATION & ORCHESTRATION WITH DOCKER &
CONTAINERS

[3] Texuonornueckasi nporpammuas miardgopma Flexberry miusi npodeccuo-
HaJBHON Pa3spabOTKH IIPOrpaMMHOr0 obecriedenust http://flexberry.ru/.
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Jleonnp KanTtep
Joneuk, AHP, Cloud Linux Inc
https://www.cloudlinux.com

MocTpoeHne kopnopaTuUBHOW CUCTEMbI ynpaBaeHus
naeHTudmnkaymoHHon nHdopmayuein Ha 6ase FreelPA

AHHoTauus
Joknag nocesILEH ONbITY NOCTPOEHUS N BHELPEHUSI KOPNOPATUBHO CU-
CTeMbl ynpaBneHus naeHTndpurkaumoHHol nHopmaumeii Ha base cesobos-
Hbix npogykToB FreelPA n Ipsilon ¢ nogaepxkoii egnHoro Bxoaa B cuctemy
(SSO) no npotokony SAML g5 CTOPOHHNX MOCTABLUWKOB YCAYT.

NocraHoBka 3agayn

B mporecce paspuTusi Jitoboi KOMIIAHUN HEU30EXKHO BO3HHKAET MO-
MEHT, KOrJa aIMIHUCTPUPOBAHUE [TOJIH30BaTEell CTAHOBUTCS HEBO3MOK-
HBIM 0€3 eJIMHOI KOPIIOPATUBHON CUCTEMbI YIIPABJICHUS UICHTU(DUKAIIMOH-
HOIt mHOpMAIIell COTPYIHAKOB, KOTOPas ¢ OAHON CTOPOHDBI XPAHUIA ObI
OPraHU3aIMOHHYI0 NH(MOPMAIIIO O IOJb30BATENAX, TAKYIO KaK UMs, KOH-
TaKTbl, OTJeJI, JIOJIZKHOCTb; C ﬂpyFOﬁ CTOPOHBI, ITIO3BOJIfAIA 6]31 YIIpaBJIdATb
ITOJIUTUKAMHE JIOCTYIIa K pecypcaM. K 5TOMy MOMEHTY MBI y2Ke I0JIb30-
Basnch nmakeroM G Suite, B KOTOPOM ObLIM 3aBeJEHBI BCE MMOJIH30BATEIIH,
KpoMe 3TOro, Heobxomumo ObL1o mpemoctaBiasaTh gocryn k OpenNebula,
cObopouHOil cucteme, Beb-cepBepaM, cepsepam Bl m npyrum KopmopaTus-
HBIM pecypcaM, IIOCKOJIbKY II0JIb30BaTeIN Ha BCEX ITUX pecypcax J100aB-
JISUINCh MHJIUBUYAJbHO. B cilydae yBOJIbHEHUsI COTPYIHUKA HEOOXO.IU-
MOCTBb ITPOBEPKU HAJIMYUs YIETHBIX 3aIUCEl MOJIb30BATEN HA BCEX ITUX
pecypcax BbI3bIBaja OOIBINYI0 HArpy3ky Ha [T-ormer.

Bbibop FreelPA

TTockonbKy y Hac yxKe OblLia roropasi 6asa corpyauukoB B G Suite,
3BYYAJIH [IPE/IJIOXKEHUS] UCIIOJIb30BATH UMEHHO €I0 B KA4eCTBE IIEPBUYHOTO
UCTOYHUKA WJIeHTU(DUKAIMOHHON mHpopManuu. U feiicTBUTEBHO, BXOT,
Ha HEKOTOPBIE PECYPCHI y2Ke OBbLI OPraHn30BaH ¢ ucnoab3oBannem Google
OAuth2. Ho opranusosarh Takum 06pa3oM JOCTYI Ha cucTeMbl Linux 1o
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ssh B KOHCOJIBHOM OKPY?KEeHWU He IIPEICTAaBJISAIOCh BO3MOXKHBIM. [loaro-
My HeoOXOoamMa, ObIIa TaKasi CHCTeMa, KOTOPas MO3BOJIAIa Obl yIPABIATD
IIOJTUTUKON KOHCOJIBHOTO JIOCcTyIa 10 ssh u mpemocTaBisTh nieHTHdUKA-
nronHy nHdopMmarmio it G Suite ogHOBpemenHo. OCHOBHBIME apry-
MeHTamu B mosib3y FreelPA crasu:
e ITossaenue B CentOS 7.2 nocrasmuka unentuduranyu (IdP) B Bume
nakera Ipsilon 1.0.0, paboratommero ¢ FreelPA;

e IlosiBjieHrEe Ha CTOpPOHE IakeTa IpuIoKeHuii or Google moIepKKu
enuHOrO Bxoza B cucreMy (SSO) mo nporokony SAML ¢ ncnosnbzo-
BaunueM croponHux 1dP.

Bo3moxxHoctn FreelPA

FreeIPA (or Free Identity, Policy, Audit) — oTKpBITBIil IpOEKT
JIJTIsT CO3JIAHUSI TEHTPAJU30BAHHON CHCTEMBI MacTaba MpenpUsITUsl 10
YIPaBJIEHUIO UAeHTH(DUKAIIIEH TOJb30BaTeNel, 3aaHs TIOJTUTUK JTOCTY-
ma u ayaurta cereit. [lomnepxkuBaerca kommanueit Red Hat. Vcmonsaye-
Mble eI U MexaHu3Mbl cxoxku ¢ Microsoft Active Directory. Brirouaer
B cebsi ciemyromue KoMmoHeHTh: 389 Directory Server B xadecTBe cep-
Bepa LDAP; MIT Kerberos 5.0 qnsa ayrenTudukanum U eIUHOTO BXO-
na; DogTag msa yupasienusi ceprucduraramu; NTP; BIND u DHCP
mtst yupasyienuss DNS; WEB-unrepdeiic ynpasienus. Haunnast ¢ Bep-
cun 3.0.0, FreeIPA Tak:xke wucrnosibzyer Samba st maTerpanuu ¢ Active
Directory or Microsoft myTém j0BepuTEIbHBIX OTHOIIEHHIA.

Ipsilon

Ipsilon mpeacrasisier coboii MOCTABIINK WACHTH(MUKAITHOHHON HHQOP-
mvaruu (Identity Provider, IdP), noguepxusaomuii nporokoas SAML2,
OpenID Connect, OAuth2, Persona, OpenID 2.0, a Takke wabop uH-
CTPYMEHTOB, TO3BOJISIIONINN HACTPAMBATH ITOCTABIIUKU yCJyr Ha Oase
BeO-cepBepa Apache. Ilpescrasisier coboii pu/iozkeHue, paboraroliee Ha
mod_wsgi. AyrenTudukanus moip30BaTeNel BBINOIHIETCS Ha, OTIEIBHO
crosmeM cepsepe FreelPA.

BHeppeHue

[Tocne ucnbrtanuit Ha TectoBom gomene G Suite ObLIM yCTAHOBJIEHBI
ocuoBHOIt cepsep FreelPA u jiBe permku Jijist obecniedeHnst OTKa30yCTOM-
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quBoCTH. [10/rOTOBIEHBI HHCTPYKITAU JJIs TIOJIH30BATENEH 0 UCIIOIb30-
Bauuio Kerberos mjst KorncoJsibHOro u rpadpudeckoro sxomaa. Ha IPA Gbuim
3aBejleHbl paboune rpynnbl. 13 ocHoBHoro jjoMena G Suite 6611 9KCIOp-
TUPOBAH CIIKCOK II0JIb30BaTe eill. BblI HAMCAH CKPUIIT, KOTOPBIA s 110-
JIYUYEHHOI'O CIIMCKA TI0JIb30BaTe el BBIIOJJHUII CJIEIYIOIINe TeACTBUS: 10~
Gasjierne nojib3oBaressa B IPA; rereparust Ha4aIbHOrO TAPOJIsl; OTIIPAB-
Ka HAYAJIBHOTO TApOJis U WHCTPYKIUH 110 CMEHE MAPOJIs MOJIb30BATEIIO.
[Tocste omydeHnst MOTBEPKIAEHUS OT BCEX MOJb30BATENEH O BO3MOXKHO-
cTh BXoJla Ha BeO-cTpanuiry Ipsilon momen G Suite 6bL1 epeHacTpoeH Ha
ucnosibzoBanue SSO. Ilocse sToro Hauasack pabora MO MHTETPAIUU CY-
IECTBYIONUX U HOBBIX CEPBUCOB.

B nacrositiee Bpems ¢ FreelPA mHTErprpoBaHbl CjIeLyIONne BHENTHUE W
BHYTDEHHWE CEPBUCHL:

o G Suite — SAML-aBropuzanust gepes Ipsilon

e Kopnoparusnbie BebG-caiiTs Ha Apache — ipsilon-client
(mod _auth mellon)

e Konconpubrit qoctyn na Linux-cucrembr — ipa-client
(Kerberos/sssd)

e OpenNebula — LDAP
e Jupyterhub — jokaspHasi pam-aBropusarus depes3 sssd
e OpenVPN — jiokasibaast pam-aBropusanust depes sssd

e Cbopounas cucrema — 6ubamoreka python-saml Ha yposae mpmiio-
KEHUsI

B 0603puMoe BpeMst IJIAHUDYETCsI MHTErPAIUAsT TAKUX BHYTPEHHUX CEPBH-
coB, kak Jenkins u Sentry.

Ccblnkn

1. https://freeipa.org

2. https://access.redhat.com/documentation/en-us/
red_hat_enterprise_linux/7/html/linux_domain_identity_
authentication_and_policy_guide/index

3. https://ipsilon-project.org/
4. https://fedoraproject.org/wiki/Features/SSSD
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Henunc Cnnakos
Mocksa, Virtuozzo

Mpoekt: OpenVZ https://openvz.org/

LLIabnoHbl koHTeliHepoB B OpenVZ 7

AHHoTauus

Monb3soeatenn OpenVZ akTuBHO MOsb3yHOTCS WabnoHaMU KOHTeliHe-
pOB ANs1 CO3AAHMSI HOBbIX BUPTYanbHbIX oKpyxeHuii. B "legacy" OpenVZ
(c agpom 2.6.x) wabnoH npeacrasisier coboli apxnB ¢ roToBbIM 0bpazom
dalinoBoii cncTembl, KOTOPbI MOXHO HaNPSIMYO NCMOIb30BaTb A1 HOBbLIX
KoHTeliHepoB. B penosutopusix OpenVZ copepXMTCsi HECKOIBKO AECSTKOB
Kak oduumanbHbix WabsoHoB, Tak u wabnoHos oT coobuwectsa. Oduryu-
anbHble wabnoubl gnsa OpenVZ cospaBannch He KonmpoBaHuem obpasa
®C 3apaHee NOAroTOBJEHHOIO KOHTEMHEPA, @ CNeLNaNbHbIMMN UHCTPYMEH-
Ta/lbHbIMW CPEACTBaMM, BXOAAWMMU B KomMmepyeckue sepcum Virtuozzo.
BO3MOXHOCTY 3TUX MHCTPYMEHTOB CYLLECTBEHHO LUMPE, YEM OQHOPa30Basi
nogrotoeka obpasa PC gns konTteliHepa. Hauunaa ¢ OpenVZ 7, kog 3Tux
YTUAUT OTKPbIT U aAMUHUCTPATOPbI MOTYT MCMNOJIb30BaTLCA UMK HE MPOCTO
LONS1 CO3AaHNST KOHTEHEPOB, HO N A5l UX COMPOBOXAEHMSI HA MPOTSKEHUN
BCEro XXM3HEHHOro unkKna.

Buabi

B OpenVZ 7 ectb mabsonsl aByx tunoB — OC u npuioxenuii. [Tepsbie
UCTIOJIB3YIOTCS JIJIs CO3/IAHUsI KOHTEHHEPOB € 3a[aHHBIM JTUCTPUOY TUBOM,
BTOpBIE — JIJIsl YCTAHOBKU, YJIAJIEHUS U OOHOBJIEHUS KOHKPETHOIO TPUJIO-
JKeHUsT WJIM CTeKa MPOTrpaMM B KOHTeiHepe, Tie yxke ycranonjiena OC.
Kaxkaprit 1mabJyion MpuiioyKeHusl PACCIUTAaH HA MCIIOJIb30BAHUE B KOHTEH-
Hepe, CO3JaHHOM u3 ImabJioHa onpejesiénHoit OC — MOKHO CO3/1aTh KOH-
teitaep ¢ CentOS 6 #a ocuose mabdaona OC CentOS 6, a 3areMm 106aBUTH
tyaa MySQL ¢ momormisio mabiona npunoxkerns MySQL mrst CentOS 6.

MMa6aousr OC pasnensitoress Ha Gazosbiil (yeranasmusatormit OC B
MUHAMAJIBHOM BAPHUAHTE) U KACTOMU3MPOBAHHDIE, OTJINYAIONINECT OT Ha-
30BOI0 HACTPOMKAMY UM HADOPOM TIPE/LyCTAHOBJIEHHBIX TPOrPAMM.

CoryiacHo TpaBUIaM UMEHOBaHUsI, 0A30BbIf MAabJIOH COJEPKUT MM,
Bepcuio u apxurekrypy OC (manpumep, «centos-6-x86  64» ), kacroMusu-
POBAHHBIE COJEPKAT HEKOTOPBIH JoNoHUTE bHbI cyddure («centos-6-
x86 _64-server» ), a ums 11abJIOHA IPUIIOKEHUS COIEPKUT HAZBAHUE LPU-
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JIOXKeHnsl U HazBauue Gazosoro mabsona nenesoit OC («mysql-centos-6-

X86_ 64).

CrpykTypa

IMa6mou B OpenVZ 7 -310 HabOp KOHMDUTYpPAIMOHHBIX (GailyioB, Ha
OCHOBE KOTOPBIX ToToBHUTCsI 06pa3 obpaz @C. Dru dairel BMecTe ¢ 3a-
kammposanHbiMu obpazamu @C xpansTcs B aupekropun /vz/template.
Crpykrypa nojjaupekTopuii coorBercrByer Haspanuto OC mabyioHa —
nanpumep, «centos/6/x86 64». Koudurypamnus 6azosoro mabmona OC
xpanuTcsa B daitie config/os/default, kacromusupoBannbix — B daiiiax
config/os/<cyddurc>. Daiiyibl MAGJIOHOB IUPUIOKEHUN il IAHHOM
OC —B config/app/<umsa_upunoxenus>/default. Nmena daitios ca-
Morosopsinine — packages, package manager, repositories, summary u
TaK JiaJee.

[ITabs0HBI MOTYT CO/IEPXKATH CKPHUIITHI, BHIIOJTHSIEMbIE HA OIPEeJIeJIEH-
HOW CTaJuM UX Pa3BEPTHIBAHUS — IIe€pes], JUb0 cpasy I0C/e 3aBepIICHUs
ojsHOrO M3 maros cache, install, upgrade u remove. Ckpunt, BBITOJIHSIE-
MBIl [Iepej; TeM WJIM UHBIM IIaroM, uMeer npedukc «pre-» (Hampumep,
pre-install), a mocJje 3aBepiieHus ara — OpeUKC «post-».

YTunutol

VupasiieHnne madoHaMU OCYMIECTBASIETCA C IIOMOIIBIO YTHIATHI
vzpkg.

s ycranosku mabsona OC HeoOxoauMo naTh eif komaHy install
template B OpenVZ 7 sra koMaH1a cBoauTCs K ycranoBke RPM-makera ¢
daitmamu coorBercrByomiero mabsiona. [locie ycranosku mabmona OC,
JKeJIATeJIbHO CPa3y CO3JATh KIIII BXOJANINX B HETO IIAKETOB U 00pa3 IUCKA
C yCTaHOBJICHHLIMU ITaKeTaMM KOMaHJO0#i vzpkg create cache.

Nms mabiaona OC MOXKHO mepeiaTh CTAHIAPTHBIM YTHJIATAM TPH CO-
3JaHuU KOHTeliHepa:

# prlctl create cl --vmtype=ct --ostemplate=centos-6-x86_64

VcraHOBUTH MA0JIOH NPHUJIOXKEHNs B paboTaonuii KOHTeHep MOXKHO
C IIOMOIIIBIO VZPKE:

# vzpkg install cl mysql

Vrunura vzpkg MOXKeT Tak»Ke OOHOBJISITh BHYTPH PAOOTAIONINX KOH-

TEHEPOB MMAKeThbl, OTHOCSAIINECH K TOMY WX WHOMY MIAOI0HY, OOHOBJISTD
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K3IIMPOBAHHbIE 00pPA3bl U IIPOM3BOJUTH MHOTO JIPYTUX IIOJIE3HBIX JIEfi-
CTBH# — CM. man vzpkg.

MexaHusm paboTbl

IIpu cozmanum ksma aga mabaona OC, pasBopadmBaeTcsa 3apaHee
[IO/ITOTOBJIEHHOE MUHHUMAaJbHOE chroot-oKpyzkeHne ¢ «poJIHBIM» JIJIs Iie-
JIEBOI CUCTEMBI IIAKETHBIM MeHE2KEPOM, MOIUMUIMPOBAHHBIM JJIsI LIeJIei
vztt. C IOMOIIBIO 9TOrO MeHeIZKepa OCYIIECTBIISETCA YCTAHOBKA HEOOXO-
JIIMBIX TIAKETOB ([IepedrncIeHHbIX B os-packages) M3 PEIO3UTOPHEB, YKa-
3aHHBIX B 0S_repositories.

Chroot-oxkpykenust u MonudUINPOBAHHBIE I[TAKETHBIE MEHEZKePbI
BXOJAT B nakeTol vzpkgenv*. OGHOBIAIOTCS NaKeThl vZzpkgenv qocrarod-
HO P€JIKO — TOJIBKO €CJIN B HOBBIX BEPCHSIX IIAKETHBIX MEHEJ?KEPOB U CBsI-
3aHHOI ¢ HUMU MHQPACTPYKTYpe (HAUpUMep, B CIPYKType MeTaJaHHBIX
PENO3UTOPUEB) TIPOUCXOJAT PaJMKAJIbHbIe N3MeHeHUsl. ECi ke MMero-
IUiics MAKEeTHBIH MEHeJ/ZKep CIIOCOOEH YCTaHABJINBATDH ITAKETHI OT HOBOIA
BEpPCUH JUCTPUOYTUBA, TO HET HUKAKUX HPUYUH €ro He HUCIIOIb30BaTh.

CospaHne wabnoHos

IIpomie Bcero co3marh MabIOH HA OCHOBE yiKe cyrecTByforiero. Jlo-
CTATOYHO CO3/ATh KATAJIOr JIJIsi MAabJIOHA B COOTBETCTBUU C €0 MMEHEM,
CKOTIUPOBATDH (pailibl M3 MCXOTHOTO IIAabI0HA W BHECTH HEOOXOIUMBIE M3-
Merenus. Ecim Bce MoAnGUKAIINT CBOIATCA K M3MEHEHNIO Habopa maKe-
TOB WJIA HACTPOEK 10 YMOJIYAHUIO, TO MHOI'O BPEMEHU ITO HE 3aiMET.

Moo co371aTh IabJIOH C HyJs C MOMOINBIO yTHINTHI vzmktmpl u3
rmakeTa vztt-build, KOTOpOMY Ha BXOJ HAJO IepeaTh (haila ¢ HHCTPYK-
nusimu. [Ipumepsr nncTpyKiuit ectb B /usr/share/vztt/samples.
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Anexceii LLlabannn
Mocksa, OO0 «basanst CIMO>»

CeTun B 0obnakax

AHHoTauus
Mybnuunbie, npusaTHble, rMbpnAHbIe 0bnaka MOAYHUAN LUNPOKOE pac-
npoctpaHeHue B nociearme rogsl. CetTb B 0bnake SBASETCS OL4HUM U3 BUAOB
PecypcoB, HapaBHE C BbIYNCINTENBHLIMU PECYpPCamMU, CUCTEMaMMN XPaHEHUSI.
3HaHWs, KOTOpbIMU paHblue obnafanu ceTeBble aAMUHNCTPATOPLI, TeNepb
Heobxo4nMbI 1 AN afMUHNCTPATOPOB 1 Pa3paboTynkos 0biaqHbIX Npuo-
XKEHUA.

Hauunasi mosib30BaThCst 00JIAIHBIMU CEPBUCAMY, aIMUHACTPATOD BbI-
HY2KJIeH CO3/1aTh He IIPOCTO BUPTYAJbHYIO MAIUHY, I/Ie PA3MECTUT HyK-
HOE IPUJIOYKEHNE WM HAOOD IIPHUJIOXKEHWIA, HO U IEJTUKOM BUPTYAJILHYIO
ceTeByI0 NHMPACTPYKTYPY, K KOTOPOH OYIAYT HOJKJIIOYEHBI CO31aBacMble
BUPTYyaJIbHbIE MAIlIUHbI.

st coznanust ceTeil B 00J1aKe TPEIOCTABJISIIOTCS TAKUE YK€ KOMIIOHEH-
ThI, KAK 1 B PeaJIbHBIX CETAX, TOJIbKO BUPTYyaJbHbBIE:

Switch (Bupryasnbrbiit L2 KoMMyTaTop)

e Router (Bupryasbubiii L3 mapmpyrusarop)

Firewalls (FWaaS, npasuia (uibTpanyn st MapIipy TH3aTopa)
e Load balancers (LBaaS, BupryasbHblil 6aJaHCUPOBIIUK HAIDY3KH )
VPN (VPNaa$S supryasbhsiii ceppuc VPN)

Paznnanbie mybananbie ob/aka HAKIAIBIBAIOT pa3Hble OTPAHUIEHUS,
KOTOpbIE HEOOXO/IMMO YUUTHIBATH IIPH IUIaHUpoBaHuu. Hampumep:

® B CO3/IaBAEMbBIX BUPTYAJBHBIX CETAX ajpeca BBIIAIOTCS TOJIHKO IO
DHCP. CamocTosiTesIbHO H3MEHUTD aJIpec Ha BUPTYAJIbLHOU MAIHHE
cpeacrBamu OC HEBO3MOXKHO.

e IPv4 anpeca Boigatores TobKo u3 npusarHoro(RFC1918) auanaso-
Ha aJIpecoB.

® BBHIJIAHHBIN pecypc «iyouunbiii [P agpeccs HasHadaeTcs He Ha ce-
TeBoll mHTEPdENC BUPTYaIbHON MAIIWHBI, a MPUBSI3BIBACTCS I€PE3
DNAT k BHyTpeHHEMY aJpecy.
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Compute Node Network Node

Neutron Router
Project Network

Provider Network

Project Network 1 Project Network 2

B mpocTeix crieHapusx He BO3HUKAET MPOOJIEM C UCHOJB30BAHUEM CeTei
B obsakax. Ho B GoJiee C/TO2KHBIX CIIEHAPUAX, HAIIPUMEDP, reorpaduaeckn
pacIpeie/IEHHBIX ITPUJIOKEHUSIX, IIPU COEIMHEHUN ceTeii ¢ moMoIbio VPN,
HEOOXO/IMMO YUMTHIBATH BCE HIOAHCHI MPU ILIAHUPOBAHUU BUPTYAJIbHBIX
cereit.

Hukuta Epmakos
Mockea, Basanst CI10

OTkpbiTasa apxutektypa RISC-V

AHHOTaums
RISC-V siBnsieTcst apxuTekTypoli ¢ OTKpbITbIM Habopom komaHg (ISA)

OCHOBaHHOI Ha MPUHLMNAX KOMMLIOTEPA C COKPALLEHHBIM HABOPOM KOMaHZ
(RISC). Ha paHHbIli MOMEHT CyLecTBYeT Heckonbko peanusauunii RISC-V,
Hanpumep cuctembl Ha kpuctanne (SoC) ot komnanuu SiFive. Cpean pas-
pabotunkos onepaunonHbix cuctem (OC) Ha 6ase sagpa Linux, Takux kak
Red Hat, ALT, Fedora, Debian, HausaT npouecc noptuposarust OC na RISC-
V. B paHHOM foknage npuBefeHbl TEKyLMe yCrexu, a TakxKe fgasbHelilimne
nnaHel, no noptuposanumio ALT Ha RISC-V.

Apxurekrypa mHabopa komaum (ISA) sto cnenudukanmst 10 MHCTPYK-
UM WA MAITTHHOMY KOJLY KOTOPBIE MIEPEIAIOTC B IIPOIECCOD, a TaKKe
JIpYTHe JIETATN O TOM, KaK paboTaeT JaHHOe ceMeiicTBo mporeccopos. Co-
BpeMeHHbIe [SA 310 OrpoMHBIE U CJIOKHBIE JOKYMEHTHI, HO 9TO 60Jiee BayK-
HO, 6OJBIIMHCTBO [SA UMEIOT MATEeHTHI U ArPECCUBHBIE ABTOPCKUE TIPABA.
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Hampumep eciin HekTo permit He3aBucuMo peaiunzosarb ARM mporeccop,
eMy [OTpeOyeTcsi HOHECTH PACXOJbl CBsI3aHHbIE C JMeH3usMu [1].

Orkpeitbie ISA, cpeau koropbix KoTopbix RISC-V, Hanporus umeroT
nepMmuccuBHble junensun. Hamnpumep, cuerudukanun RISC-V umeror jiu-
nensuio Creative Commons license (CC BY 4.0), sce uncrpykuuu RISC-V
cBobomub! 0T narenToB. [Tomumo RISC-V cymecrByior Apyrue OTKpbIThIE
ISA, manpumep OpenSPARC [2], OpenRISC [3]. IIpoekr OpenSPARC
6bLT HavaT Kopropanueit Sun Microsystems B 2005 rojy, ObLIH OTKPBITHI
creruduranuu poreccopa UltraSPARC T1 u T2. Ha naHHBI MOMeEHT
mu3zaita OpenSPARC sapisiercst ycrapepimum. JIpyroit mpoekt OpenRISC
6epér cBoé mauaso B 2000 romy. Ha ceromusiimaumii 1eHb CyIeCcTByeT eInH-
crBennas Bepcus apxurekTypbl OpenRISC 1000 (orlk), koropas onuchi-
BaeT ceMeiicTBO 32-X m 64-X OUTHBIX TIPOIECCOPOB MMEIOIUX OMIMOHAIb-
HbIE PACIIUPEHNS TaKre, KaK I10/1ePKKa BEKTOPHBIX OIIEePAITil U IUCEJ C
mwraBaoreit 3angroit. B 2011 roxy sapo Linux 3.1 momyydnsio momiepkKy
OpenRISC u B 2014 roxy mosiBwics mopt Debian. Ognaxko B 2016 romy
nopt Debian 3akpbuicsa BejencTsue npobjieM ¢ aBTOPCKUMHE rpaBamu [4].
AkrTuBHOCTE TI0 M3MeHEHUIO Kofa siapa cBsa3anuoro ¢ OpenRISC 3ames-
JINJIACH.

RISC-V gasasercs little-endian apxurekrypoii. OjiHa U3 rJIaBHBIX 0CO-
6ennocreii apxurekTypbl RISC-V 310 €€ pacimmpsieMocTh, 9TO TO3BOJIs-
€T CO3/IaBaTh Pa3HOOOpa3Hble pean3anuu. MuHNMaIbHAS Crieru KA
apxurekTypbl RISC-V BrIO9aer B cebst TOJIBKO MHCTPYKITUH JIJTsI 3AIHCH,
COXPaHEHNs], IIEPEXO0B U IeJIOIUCIeHHOl apudmeruku. Koa nacTpyKimmit
He 3aBHCUT OT pa3Mepa Perucrpa, MUHUMaJIbHas crenudukaims 0603Ha-
qaerca RV321, RV641 wiu RV1281 nyis pasmepon onepanna 4, 8 wiun 16
GaiiT coorBercTBeHHO. CyIIECTBYIOT pa3/IMIHbIE PACIIUPEHUsI, HEKOTOPBIE
u3 HUX [5]:

o M — yMHOXKEHUE U JIeJIEHUE IeJIbIX YUCeT;

e A — aromapHbIe olepaIun;

e F — umcyo ¢ niaBaronieil 3ansaToil 0IMHAPHON TOYHOCTH;

e D — uwmciio ¢ mraBaromeii 3amsIToi ABONHON TOTHOCTH;

e () — YMCJIO C IUTABAIOIIEH 3AISATON YeTBEPHON TOYHOCTH;

o L. — necarmynas maBaiomasi TOUKa;

e C — cxxarpie 16-OuTHBIE HHCTPYKITHIH.

BoabmuucrBo Linux CcOBMECTHMBIX YHIIOB HMEIOT CHEIU(PUKAIIAN

RV32IMAFDC wmun RV64IMAFDC. Cpenu pazpaboTINKOB OIEpaIoH-
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HbIX cucTreM Ha Gaze sapa Linux, takux kak Red Hat, ALT, Gentoo,
Fedora, Debian unér akrusnbiii nporecc nopruposanus OC ma RISC-V.
Kpynnsle koMmanuu Tak»ke 3amHTEPECOBaHBI B ucioJib3oBanuu RISC-V.
Hanpumep, NVIDIA mnanupyer ucnosibzoBars RISC-V jyist 3amens! mpo-
neccopa Falcon Ha rpaduuecknx kaprax GeForce [6], komnanns Western
Digital manupyer ucnonbzosars RISC-V B cBoux Oymynmx npoekrax [7].
Takum obpazom apxurerrypa RISC-V 3amonydumia 60sbIioe BHUMaHME
poiaka T u aBisieTcst mepcueKTHBHON OTKPBITOI TEXHOJIOTHEH KOTOPas,
BO3MOKHO, TIO3BOJIUT YE€JIOBEYECTBY MIPOJIBUHYTHCS BIIEPE HA IIyTU K OT-
KPBITOCTH AIapaTHON HAYMHKYU HAINX YCTPONCTB.

JlntepaTtypa
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[4] Debian port to the OpenRISC/orlk, https://wiki.debian.org/0OpenRISC

[6] The RISC-V Instruction Set Manual Volume I: User-Level ISA, https://
riscv.org/specifications/

[6] Crmaiimsr  mpesemrammm  RISC-V in NVIDIA, 6"  RISC-V
Workshop, https://riscv.org/wp-content/uploads/2017/05/
Tue1345pm-NVIDIA-Sijstermans.pdf

[7] Western Digital to accelerate the future of next-generation computing
architectures for big data and fast data environments, https://riscv.org/
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AHnppeii HepenaHos
Mocksa, OO0 «basanst CIMO>»

MpoekT: Sisyphus altlinux.org

Mnaxbl Ha ancTpubyTuesbl AnbT 9.0

AHHOTauus
B poknape paccmaTtpuBatoTcs KAtouyeBble 0COBEHHOCTU, KOTOpbIE Nia-

HupytoTcst B guctpubytmsax Anbst 9.0.

B nmepeom kBaprase 2019 roma mianupyercst Boiryck JleBsToit miatdop-
MbI, Ha 6a3e KOTOpOil OyIyT BBIMYyIIEeHbl aucTpudyTuBbl Ajbr 9.0: s
CcepBepoB, paboUInX CTAHIHUI, 00PA30BATEIbHBIX YVIPEXKICHUN U JTOMAIII-
HUX I10JIb30BaTeJsIeil.

CepsBepHblii AMcTpubyTUB

1. Ocobbrit ymop OyjeT ciejaH Ha HAIPABJICHUS BUPTYAJIU3AIUU W

yupassienust. [Tomrmmo PVE manager, koTopsiit moctasisiiicss B AJbT
Cepsep 8, nmnanupyerca Briodenue Kubernetes njst asromarusa-
1N pa3BEPTHIBAHUS U yIpaBJeHusl KoHTeitnepamu. st 3Toro 6n11m
clieIaHbl ODUIHATBHBIE MAOIOHBI KOHTEHHEPOB AJbTa.

. Ocoboe BHMMaHWE OyJeT Y/EJEHO YIPABJICHUsS KOHMUTYPAIHIMU

B paMkKax ceru. /Jljis yIpOINEHHsI YIIpaBJIEHUs] Yepe3 TEeXHOJIO-
ruto Ansible 6ymer mnpemocrasiien Semaphore, jjis aBTOMaTH3a-
mun ¢ momombio Puppet — minardopma Puppet Server ¢ 6oxermom
PuppetDB, ynpasasiemas: ¢ momomisio Puppetboard.

. Kak B Mupe pabodux cranmuii mepemnuiu ¢ mporpaMM Ha IPHUIOKe-

HUSsI, MBI [IPeJJTaraeM He HaCTPAUBATh OTEJIbHBIE CIIYKOBI BDYIHYIO,
a IpejoCTaBUTh yHUMUIUPOBaHHYIO 1iardopmy deploy, KoTOpast
ITOMOYKET KOMAHJIAMU B KOHCOJIM PA3BEPHYTH KOHTPOJIJIED JIOMEHA
Active Directory mnu FreelPA, cepsep xarajoros 389-ds, pasying-
HbIE CJIYKObI, & TaK»Ke MPOCMOTPETh UX COCTOSIHHE W KOPPEKTHO
yaauTh. [Lmardopma mpoeKTUpyeTcss MOAYILHOMN st OBICTPOTO J10-
OaBJIeHUsI TIOJJIEPKUBAEMBIX CJIYKO.

4. onroe Bpemsi pob/IeMOil 8 IMUHUCTPUPOBAHUST KOHTPOJLIIEPOB J10-

mena Active Directory ma 6a3e Samba 661710 OTCyTCTBHIE CBOGOTHOTO
npuioXkenus, anajornanoro Remote Server Administration Tools —
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RSAT na nnardopme Windows. Mbr BKiIOunM rpadudeckoe Mpu-
JIOYKEHUE TI0 aIMHHUCTPUPOBAHUIO TIOJIh30BaTeseit u rpynn Active
Directory, paspabarsiBaemoe Ha Qt.

5. B cocrase nuctpubyTrBa OyIyT CPeICTBA IO KJIOHUPOBAHUIO IIOJIIO-
TOBJIEHHBIX JIEKTOIIOB ¥ MaCCOBOI'O Pa3BEPTHIBAHUS UX HA KOMIIBIO-
TEpHI 110 CETH.

HdecktonHble gucTpubyTussl

IIpu mpoekTupoBaHNN AUCTPUOYTUBOB CJIEIYIONIETO TTOKOJIEHNS TIPAK-
TUYIECKU €UHOTJIACHO ObLIa BbICKA3aHa WJiesd YJIyUlleHns au3aiiHa, KOTo-
pblit 1y1st AJibTa J1oJ1rue rojIbl ObLI IIPeIMEeTOM HapeKaHUil [0JIb30BATE e,
TTosTomy MBI permmmim 6ojiee BHUIMATEIBHO MOJONTH K 9TOMY BOIIPOCY.

1. Pacnosiozkenue 3,ieMeHTOB Ha pabodeM cToJie OyeT yHu(UIMPOBaH-
HBIM 1 CIAeJIaHO IPUBBIYHBIM JIJId HOJ'II)3OBE):T€JI€IL/'I7 paHee NCIOJIb30-
paBmmx Windows.

2. Ilnanupyercs pa3paboTarh COOCTBEHHYIO TE€MY, KOTOPas ITO3BOJIUT
enmHo06pa3Ho BoIrIsAeTh nputoxkerusyM GTK+ n Qt/KDE.

3. Tema 3HaukoB Oyjer BeIOpaHa Gojiee COBpEMEHHAsSI C JJEMEHTAMHU
Material Design u nmiockuM au3aitHOM.

ITomumo nu3aiina, ocoboe BHUMaHUE OYAET YJIEJIeHO YIIPABIISIEMOCTH Olle-
PAITMOHHBIX CHCTEM B KOPIIOPATUBHBIX CETSIX:

1. B aucTpubyTnBax OyayT HATH HEOOXOINMbIE KOMIIOHEHTBI IO YIIPaB-
JIEHUIO KakK ¢ IoMoIipio Puppet, Tak u ¢ nomompio Ansible.

2. Jljas UpWMeHEHHWs PA3JUIHBIX [MApAMETPOB Y JIOMEHHBIX IOJIb-
3oBaTesielt, O0beIUHEHHBIX B TPYHIBI, OyayT mpemioxkennbl Fleet
Commander ma mrardopme FreelPA u 6a30BbIii HAOOP THUIIOBBIX
rpyunoseix nosmtuk (GPO) na mwiardgopme Active Directory, s
gero Oymer mopaboran SSSD.

3. Ilpenocrasienne ymanéunoro jgocrymna 1o nporokoigam VNC, Spice,
X.2GO.

st yrIpoIneHus mOuCKa, YCTAHOBKU U Y/AJCHWsT PUJIOKEHUN B JIHC-
TpuOyTUBBI OyJIeT BKJIFOYEH gnome-software, KOTopslil craj (pakTUuIeCKu
CTaHIAPTOM IIEHTPOB yIIPaBJIeHNs IIPOrPAMMHBIM obecriedenreM B JInHyK-
ce. [Tomumo momIepKKK OOIENPUHATOrO B AJibre apt-rpm, MOXKHO Oy-
JIeT yCTaHABJIMBATHL npuyioxkenus B ¢popmarax Appimage u Flatpak. [Tpu
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9TOM OyZIeT rmepepaboTaHa u JOKaJIn30BaHa b6a3a nmpuioxkeHnit B popmare
Appdata.

I'Iop,,qep)KKa oTedeCTBEeHHbIX KpmnTorpacbmquKmx anropnTtmos

Baxkubim mrarom OyzieT mpeocTaBieHne yA00HBIX CPEICTB 3JIEKTPOH-
HO¥ TIOJIIIUCU U KOJUPOBAHUS C IIOMOIIBIO0 OT€YECTBEHHBIX aJITOPUTMOB 10

I'OCT P 34.10-2012 u 'OCT P 34.11-2012:

1. Tlommepxka anropurmoB mo ['OCT B OpenSSL, OpenVPN u
OpenSSH;

2. Bo3MOXKHOCTH €O3/1aBATh KJIIOYM W IMOIUCHIBATH CEPTU(MUKATHI B
Alterator (mns ucnosbzoBanus gocryna depe3 VPN, K npumepy);

3. Ilo/yiepKKa B3aMMOOTHOIIIEHUIT KaK CO BCTPOEHHBIM Y/I0CTOBEPSIIO-
muM 1ieHTpoM (alterator-ca), Tak u ¢ BHEITHUMU (B TOM UHCJIE JJIs
KBaJIU(MUIMPOBAHHON JIEKTPOHHOI IIOJIINCH );

4. Ymobuble coOCTBeHHBIE TI'padUUYecKre NPUIOKEHUsT i PabOTHI

¢ OII u mmdposanuem ¢ nojmepxkroit kKak Kpurrollpo, tak u
OpenSSL.

5. Boramcienne n npoBepka KouTposbHO cymmbr o 'OCT P 34.11-
2012 memocpeICTBEHHO U3 JgucCIeTdepa paitjion.

PasHble annapaTHblie apxXMTeKTypbl

Boimyck Asibr 9.0 mHTEpEceH TeM, YTO BIEPBbBIE IJIAHUPYIOTCS JIUC-
TpUOYTHUBBI HA Pa3HBIX AlMAPATHBIX apxuTekrypax. [lomumo 32-6muTHOM
u 64-6uTHOil apxuTeKkTyphI Intel, mranupyercst BITyCTUTD AUCTPUOY TUBBI
st ubbpyca (4C u 8C), meckronnsle pucrpubyrussl Ha Baiikas-T1 u
ARMvV7, a, CHHXPOHHO C IIOSIBJIEHUEM OTEeYeCTBEHHBIX IIPOLIECCOPOB C ap-
xurekTypoit Aarch64, — u Ha apxurekrype Aarch64. Takxke BO3MOXKHA
myOJIMKanys OTAeIbHBIX COOPOK Ha apxuTekTypax Little-endian MIPS64
(Loongson) u RISC-V.
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Anekcanap Bokogoii
dcnoo, Punnangnsa, Red Hat

MpoekTt: Clevis/Tang https://github.com/latchset

TexHonorus yganéHHoro wndpoBaHUsa AUCKOBbIX
noacuctem B Red Hat Enterprise Linux

AHHOTauus
Ecnn paHHble 3awmndpoBaHbl, KTO U KOTAA AO/DKEH UMETb K HUM [O-

CTyn npn obna4vHom xpaHeva? Kak NpeaoxXpaHnuTb YKpaAeHHble AaHHbIE OT

pacwndpoekn? Kak yMeHbWNTL PUCKN BOPOBCTBA NPU TPAHCNOPTUPOBKE

dumzsmnyeckoro Hocutensi? Ceoboatble npoekTbl Clevis n Tang obecneynsa-

HOT NPUBA3KY AaHHbIX K BHELWWHUM pecypcaMm. BmecTe oHn CO3[aloT NPOCTYHO

n MacwTabupyemyto naaTgopmy a8 WNPOBAHNS XPaHUMbIX LAHHBIX U

06eCne‘~|eHV|ﬂ KOHTPONA 3a NX AOCTYNOM.

Tunuunast curyarus KOrja mporaiaeT 3JeKTPUIECTBO — MAaIMHBI B
JaTalenTpe HeoOXOINMO 3arpy3uTh 3aHOBO. JIMCKM 9TUX MaIuH 3aimnd-
POBAHBI, TAK 9TO COTPYAHUKAM IPUXOIUTCH OEraThb MEXKIY KOHCOJISIMHU U
BBOJIUTH IIAPOJIH. XOTEJIOCh OBl OIPE/IEIEHHON aBTOMATHIAIIH.

Ecyiz Buepa Mbl B OCHOBHOM paboTajid HaJ TeM, 9TOObI CTaHIApPTH-
3UPOBATH KPUITOrpappUIECKUe TPUMUTUBLI U WX KCIIOJIH30BAHUE, TO Ce-
rogHst (GOKyC Ha aBroMaTm3amnuu nporeccoB. CTaHIapThl BayKHBI, HO UX
HCTIOJIb30BAHIE TOXKE JTOJZKHO OBITH YJIO0OHBIM. A 3aBTpa HaM MOTPEOyIOT-
CsI IPaBHUJIa IPUMEHEHNs] aBTOMATU3AIIAN, [IOTOMY YTO BCS 9Ta aBTOMAaTHU-
3allud ceroJHd 6I/IHapHaH: «MOZKHO JIN paS6ﬂOKHpOBaTb aBTOMATHUYE€CKU
sror ToM? ma/mer». Ho Korjga Mbl MbI BCE aBTOMATU3UPYEM, CTAHET IO
HSITHO, 9TO MBI XOTHUM PACIHIN(POBHIBATH JAHHBIE B PA3HBIX YCJIOBUSX U
COTJIACHO PAa3HBIM IpaBmjiaM. B KOHIlE KOHIIOB, BCE CBEIETCS K OTBETY
«a,/HeT?», HO MyTh, KOTOPBIA K 9TOMY OTBETY [PHBOJIWUT, MOXKeT OBbITH
U3BWJIMCTBIM. TaK YTO MOJUTUKU IPUMEHEHHUs WJIM IIpaBUja OyayT CKO-
pee «cJiaiiiepoMs, YeM IIPOCTBIM IEPEKIF0IATEIEM.

OpHaKO TEpBBIN BOIIPOC, HA KOTOPBI CTOUT OTBeTHTh — «Kak miér
aBroMaru3arus?». Bcé HaunHAETCs CO CTPAITHOM TallHBI — JAHHBIX, KOTO-
pbIe MBI XOTHM 3aIindpPOBaTh. DTU JAHHBIE MU(PYIOTCS C TOMOIIBIO CUM-
MeTpuaHOH Kpunrtorpadun. Kirow mudpoBanns HAIIX JaHHBIX CaM MTOJI-
Bepraercst MudpPOBAHKUIO C IIOMOIIBIO €Ié OJIHOIO0 CUMMETPUIHOIO KJIFOUa
mudpoBaHUs KJII0Ya MN(MPOBAHNS. JTO CTAHIAPTHAS MOJEJIb, UCIIOJIb3Y-
eMast MHOTO 171e, B gactHocTH, B mogcucreme LUKS B sape Jluryke. Cran-
JapTHAs MOJEJb IOAPa3yMEBAET, 9TO JI000H, KTO JOJIKEH PACIIndPOBATH
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KJTII04 TP POBaHUs, JOJKEH UMETh JOCTYII K IaPOJII0 KJIIo49a mudpoBa-
HUAS KJIIOYa MU POBAHASI.

Yr00bI n36€KaTh TAKOIO PACIPOCTPAHEHUS APOJIeil, MbI UCIIO/Ib3YeM
3HAYUTEJHHO DOJIee CTONKUI K0, KOTOPBI COXPAHUM B CHCTEME JIETIO-
HUpOBaHusA Kio4deil. B cirydae HeoOX0IMMOCTH MBI 3alIPOCUM 3TOT KJIIOY
U3 CUCTEMBI JeNOHUPOBaHus Kaoueit. [Ipobiiema ¢ 3T0it apxuTeKTypoil B
TOM, YUTO OHA IMOAPA3YMEBAET IEJIBIA PsJ HE BCETJIa O3BYUUBAEMbBIX TPe-
GoBaHUii:

® KaHaJI OOMEHA JIAHHBIMU C CUCTEMON JEeIIOHUPOBAHUST KJTFOUeil Hy KHO
mudpoBaTh

® KJIMEHT JOJI2KEH yJIOCTOBEPUTLCS, UTO 3aIPOC 00PabOTaH JOBEpsie-
MBIM CEPBEPOM CHCTEMBI JIETIOHUPOBAHUST KJIIOYeit

® cepBep CUCTEMBI JEIIOHUPOBaHUA KJII04ell JOJ/I?KEH yJI0CTOBEPUTLCH,
YTO 3alIPOC IIPUIIET OT JOBEPSEMOrO KJIUEHTa

e 00e CTOPOHBI JOJIZKHBI MOJJIEPXKUBATH OJIHY U Ty K€ Ielb JIOBEPH-
TeJIbHBIX OTHOIIIEHUI, ITOOBI 3Ta ay TEeHTH(DUKAIUS U [IPOBEPKA, Cpa-
Gorasa (obmuit yrocrosepsiroruii 1enTp nian KDC)

e cucTeMa JEMOHUPOBAHUS KJIIOUEH, OOIMUI yI0CTOBEPSIONIHUil EHTP
mim KDC 101KHBI CBOEBPEMEHHO O3KAIIUTHCS.

DaKkTUIeCKN, HAM HYXKHO O9KAIUTH COCTOSTHUE W KJIIOYU BCEX BOBJIE-
YEHHBIX IEHTPOB U cUCcTeM. ECIu Mbl OTEpsieM KJIIOYH, XPAHUMBIE B CH-
creMe JIETIOHUPOBAHUsI, MBI IIOTEPSIEM JIAHHBIE HA HAIIMX MalnHax. Ecim
moTepsieM KJIoun yraocrosepsiorero reatpa mwin KDC, He cmoxkem opra-
HUA30BATH 3AIUMIEHHBIA KaHAJI 00OMEHa C CePBEPAMU CHCTEMBI JEIIOHUPO-
BaHUSI.

DTO cTaHmapTHAS MOJEJb JIEIOHUPOBAHUS KJIIOYEH, 37eCh HET HIde-
IO 9K30THYIECKOTrO, €€ HMCIOJb3yIOT MHOTHE peliennst Ha pbiake. K coxa-
siernto, yszsumMoctsb HEARTBLEED mnokaszajia, 9To jjake Jijisi XOPOIIIO
nasraxkeHHoii TLS cucrembl BO3MOYXKHBI cOOM U UTeHHUE 3aIndpPOBAHHBIX
JIAHHBIX B CETH.

HEARTBLEED nayuniia nHac, 9o

® OIIACHO IIPE/III0JIaraTh, YTO IEPEHOC KJIF0Uel MOKHO 3alIUTUTD CPeJI-
crsamu TLS

® CJIOZKHOCTD apPXUTEKTYPBbI YBEJIMINBAECT IIOBEPXHOCTD [JId aTaKH

® CHUCTEMBbI JCIIOHUPOBaHUA KJIIOYEeN CJIOZKHBI JJIgd BHEAPEHUAD, dazKe
€CJIX UCIIOJIb30BaThb CPEACTBa aBTOMaTU3aIlUN
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e x.509 CcJI0’KHO HCIIOIB30BATh NpaBmwiibHO. CHUTyamnum, KOria mpuBaT-
HBI{ KJII0Y OTCHLIAETCS BMECTO IIyOJIMYIHOIO COBCEM HE €IMHIIHBI.
Kogn, peanusyromuit cranmapTsl cemeiicta x.509, ToXKe HOIBEPKEH
omubKaM, He TOBODs y2Ke O KJIACCUYeCKUX IpobyieMax ¢ KOIUpPOBa-
HUEM U JIEKOJINPOBaHMeM JaHHbIX B HOoTarmu ASN.1.

OjtHAKO, TO, 9TO MBI JIEJIAEM JIJIsT TIOJTY Y€HIs M3HAYAJIBHON CTPAITHON
TalHbI, BBINVIAINT (GAKTHIECKN Kak oOMeH Kirodamu. CTaH apTHRIH Tpo-
Tokon uddu-Xemivana Ha SIUNTAIECKAX KPUBLIX MTO3BOJISIET YIaCT-
HUKAM CO3/IaTh OOIIUIA CEKPET JIJIsl TOPOXKAEHUS KJTI0Ua JJIsi TN POBAHUS.
Kazkaplii y9acTHUK reHepupyer 1mapy IpuBaTHbI-1yOaumambit Kioun (C
U ¢ Jid KiaueHTa, S U § jid cepBepa, cooTBercTBeHHo). Oba yduacTHU-
Ka OOMEHUBAIOTCS CBOMMH IIYyOJIMYHBIMU KJIIOYAMU W UCIIOJIB3YIOT UX JIJIs
BRIUUCTIeHUs 0b01Iero cekpera K. Ecin 06a yvacTHUKA He UCTOIB3YIOT JI0-
[TOJTHUTEJIbHY 0 UH(MOPMAIMIO JIPYT O Apyre, OOMEH MOYKHO CYUTATH aHO-
auMHEBIM. [losyuennsrit obmumit cekper K jimbo npsiMo ucmosb3yercss st
mudpoBaHus, JIUOO UCIOIB3YeTCsT I TOPOXKICHNS KJII0Ya JJIsd mudpo-
BaHUS.

Konent Cepsep
Cerll,p—1] | Serl,p—1]
c=gC s =¢S5
c— — s

K=gSC=sC | K=gCS5=cS

OJtHAKO STOT TOAXOJ TOAPA3YMEBAET, 9TO KJIUEHT XPAHUT CBOM HpH-
BATHBIN KJTIOY JIJISI B3aUMOJIEHCTBU ¢ cepBepOM. MBI 2Ke XOTHM JIOOUTHCS
BOCCTAHOBJIEHUSI KJTFOUa MIN(pPOBAHUS TOJBKO IIPU HAJIMYH cepBepa. Pa3o-
ObEM [IPOIIECC HA CTAJUIO IeHepanuu (Provision) u CTauio BOCCTAHOBJIE-
Hus (recovery).

IlepBblit mar — cepBep TeHEPUPYET NPUBATHLIN KJi04. Vcmosb3ys
[IPUBATHBIN KJII0Y, OH T'€HEpUPYeT IIyOJIMYHBIA KJII0Y U IIyOJIUKYEeT ero
JJIsE T€X, KTO €ro 3apocuT. KIMeHT MOXKeT B3sATh 9TOT IIyOJIUIHBIN K0T
KaKHUM-YTOJHO CIIOCOOOM — JIM0OO CBS3ABIINCH C CEPBEPOM WJIM IIOJIYYUB
3ToT K04 B odpdaitae. Korga kimeHT 3axoder 3amudpoBaTh JIaHHbIE,
TO OH CP€HEPHUPYET CBOI IIPUBATHBIN KJIFOY U BHIYUC/IUT CBON ITyOJIMIHBII
kuto4. Vcnosib3ys myOJMdHbII KJTIOY cepBepa U CBOI MPUBATHBIN KJIIOY,
OH MOKET BBIUUCJIUTH 00t cekper K. 10T K04 (UM ero 1IpousBoj-
HYIO) KJIMEHT 3aTe€M UCIOJIb3yeT JJis H(pPOBAHUs JAHHBIX.

Korma nammbie 3ammdpoBaHbl, KJIMEHT yHHYITOXKAET o0Imit cekper K
¥ MPUBATHBIA KJIIOY KJIMEHTA. DTO O3HAYAET, 9TO y KJIHUEHTA OCTadTCs
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TOJIBKO €r0 IyOJMIHBIN KJTI0Y U IIyOJTMIHbIH KJTt04d cepBepa. Kinent 60Jib-
Ie He MOYKeT BBIYUCJIMTH OOIIHii ceKpeT K caMoCTOsITeTbHO.

1t BOCCTAHOBJIEHUST KJIUEHT MOXKET MOC/IaTh COOCTBEHHBIN MyO/IUt-
HBII K104 cepBepy. CepBep BBIYUCIHUT OOIIN ceKpeT K U OTIIPAaBUT €ro
Ha3aJ. DTOT PEKUM 3HAUYUTEJILHO Jierde, 9YeM TPAJUIMOHHAs] CUCTEMa, J1e-
TOHMPOBAaHUS KJII0Ueil. Y cepBepa HeT HUKAKOI'O COCTOsIHUsT KJINEHTa. BCE,
9TO eMy JIOCTATOYHO 3HATH — CBO MPUBATHBIN KJII04. K coXKaIeHU0, 9TOT
PEXKUM IOJIHOCTHIO HEGE30TaceH.

Bo-mrepBoix, obmmit cekper K Terepb MOCHLIAETCS IO CETH B OTKPBITOM
BHJIEe, TaK YTO OH JIOCTYIIEH ITaCCUBHOMY HabOJrojgare 0. laxe eciau stor
HaOJII0JIaTe/ b He CyMeJI IePeXBATUTh OOMEH C CEPBEPOM, MY JIOCTATOYHO
[IOJIy9UTH JOCTYI K IyOJUIHOMY KJIOUY KJIMEHTa, 9TO0BI CAMOMY ITOBTO-
puth 3ToT 00MeH. K ToMy 2Ke, cam cepBep, MOIYyIuB AOCTYI K IIyOJIUIHOMY
KJIIOYY KJIMEHTA, BBIYUCIIsAeT 00muii cekper K 1 MOYKeT CKOMIIPOMUTHPO-
BaTh KjnenTa. To ecTh, MyOIUIHbBIH KJTIOY KJIUEHTa B 9TOM OOMEHE JI0/IZKEH
OBITH CEKPETHBIM.

Mpsr Ha camMoM J1e1e MOZKEM ITOrO JOOUTHCS HEOOJIBITNM M3MEHEHUEM
ECDH, koropoe 6110 m306pereno Hararnmenem MakKasmymom nu Bobom
Penbs u3 Red Hat. Ha craguu renepamnyn audero ne mensiercs. Bee n3me-
HEHUs — [IPU BOCCTAHOBJIEHUH KJrfo4da. Kak u mpexkie, KJIMEeHT BBIIUCIISET
obmuit cekper K, mmdpyer naHHble, yHUITOXKaeT K U CBO# NPUBATHBIMA
KJIFO4, TaK YTO Telepb HEBO3MOXKHO PACIIN(DPOBATH JAHHBIE B OJUHOYKY.

T'eneparust:
Konent Cepsep
Cerll,p—1] |Ser[lp—1]
c=gC s=g8
K =¢SC = sC — s
Bribpocurs: C, K
CoxpaHurh: ¢, s

Korya HyxHO pacmiudpoBaTh JaHHBIE, KJIMEHT MeHepupyeT 3demep-
HyIo napy kiodeit. OHa co3maérest KaxKIblil pa3, KOrJa KJIUEHTY HeoOX0-
JIMMO TIOJIYYUATh KJIIOY JIJIsi PACITU(POBKA JAHHBIX. KJIMEHT CKIabIBaeT
CBOIl OCHOBHOW TyOJWIHBIN KII0Y C 3PEMEPHBIM MYyOJTHIHBIM KJIIOTYEM.
Pesynbrar @ orceuiaercs na cepsep. CepBep BBINOJHSIET CBOIO YaCTh IIPO-
toxkosa JInddu-Xemmvana, mocslaaeT odmuil cekpeT y Hasad . U KiameHT
MOXKET BBIYUC/IUTH HACTOSINUN OOmuil cekper K, BBIYUTAS U3 IOJIYIEH-
HOTO y MPOW3Be/ieHrEe IIyOJUIHOrO KJII0Ya CepBepa Ha IPUBATHBIN 3de-
MEpPHBI KJII0Y. DTO OYeHb [IPOCTasi MATEMATUKA, HO €CJIU Mbl HUKOTIa He
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pacupocTtpanseM 3peMepHyIo mapy KJOYeil, TO U HaIll IyOJnIHbIN K0T
KJIMEHTA OCTAETCSA CEKPETHBIM.

Boccranosiienne:
Kiment Cepsep
Eegr [1,p - 1]
e=gL
r=c+e
r —
y=uzS
vy
K=y—-sE
moromy uro K = gCS + gES — gSE

CepBep moJy4aeT 9To-TO, 9TO BBINJISIAT KaK CJIyYaAiHbIN MyOInIHbIH
KJIIOY. AJIropuT™My BCE PABHO, HAJT YeM ITPOU3BOIUTE BBIYUCJIEHUE, HO 3TOT
0OMeH TakKe He COJIEPXKHUT HUKAKOW WHMOPMAINH, KOTOpas MOTJa Obl
unentudumposarh KiauenTa (Kpome IP-aapeca coepunenus). s cep-
Bepa 3TO IPOCTasi OIEPAIWs, a IMACCUBHBIN HAOJIIOIATEIb HE MOXKET HU-
9ero IOAeJIaTh C IMePeXBadeHHBIM PEe3yJabTaTOM, IIOTOMY YTO y HErO HET
JOCTyTIa K 3eMepHOit Tape KIoUei.

DTOoT 06MeH yauBUTEIHHO ObICTD. B cityuae coemunenust TLS nepBbiM
JesioM BeinoJiasiercst oomen Jluddnu-Xemvana. B mamem cirydae Ham He
Tpebyercst BBITOMHATL Hudero dosibine. lludpoanne maHHbIX B ceTn He
Tpedyercsi, MOTOMY 9YTO STO HPOCTO OOMeH myOsamdHbIMu Kiodamu. Ha
cepBep He TpedyeTcs XPAHUTh KaKOe-JIH00 COCTOSHUE /st KaXK/I0r0 KJIU-
enTa. Hukakux JTOMOIHUTEHHBIX OIKAIIOB.

Ecin xitio1 cepBepa IoMeCTUTh B KPUIITO-00OPY/OBAHHE, TO CaM Cep-
Bep He OyJIeT UMETh JIOCTYTa K KAKOMY-JIN00 KPUIITO-MaTEPUAILY, KOTOPBIH
MOXKHO OBLIO OBl yKPACTh. ATAKYIOMUNA CMOYKET TOJBKO JOOUTHCS IO/~
ChIBaHHUS HECKOJIBKUX KJIIOYell, HO He CMOXKET YHEeCTH IPUBATHBIN KJIIOY
cepBepa ¢ coboit.

[TpoekT, KOTOpBIIl peajiu3yerT CEPBEPHYIO YacTh, Ha3blBaeTcs lang.
Cepsep ouenb mpoct: 310 MuHUMaBHBIT HTTP cepsep, obmaromnuiics
¢ ksmentoM npu nomor JOSE (JSON Object Signing and Encryption).
On moctaTovHO OBICTD — OJIHOMOTOYHBIN cepBep Ha OOBIYHOM HOYTOYKe
cripasiseTcs ¢ 6ostee gem 2000 3ampocoB B cekyHy. Koa MuHUMAIBHBIIL,
vMeeT MUHUMAJIbHBIE 3aBUCAMOCTHU M XOPOIIIO ITEPEHOCUM.

Ha cropone kimeHTa MBI TIPEACTABIIIA BCIO JIOTUKY B PAMKAX IIPOEKTA
Clevis. ¥ Hero Toxke MUHAMAJIbHDBIE 3aBUCUMOCTH, OH HHTETPUPOBAH C CH-
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creMmoii panneii 3arpysku B Fedora/RHEL/CentOS u co cpenoit GNOME.
Clevis mocrymen B Fedora 24+, RHEL 7.4+, a takxke B Debian Testing.

SamudpoBaHHbIE JAHHBIE TIPEICTABIAIOT 13 ce0sI CTaHIAPTHBINA TOKEH
JSON Web Encryption.

SammdpoBaHHbI OJIOK JIAHHBIX C IPUBSI3KOM K cepepy Tang MOXKHO
XpaHUTh re yrofauHo. Hampumep, ero MOXXKHO XPaHUTb B 3arOJIOBKE Me-
TagaHabix pazzena gopmara LUKS. 910 mpuMmennMo Kak K OCHOBHOMY
TOMY, KOTOPBIl Pa3b/IOKupyeTcs IpHU 3arpy3Ke, eCjii eCTh JOCTYII K Cep-
Bepy Tang, Tak 1 K TUHAMUYECKH TTOJKJIIOYAEMBIM TOMAM B rpaduIecKoit
cpene GNOME.

PazbiokupoBanne B MOMEHT 3arpy3KH IMOJIPa3yMEBaeT CETEBOM JI0-
crym u3 initrd. B pesysibrare, 1mMory4eHHbBIH TOM MOXKHO pa30/I0KMPOBATH
TOJIBKO IIPU HAJIMYUU CETEBOI CBSI3HOCTH C COOTBETCTBYIOIIMM CEPBEPOM
Tang. Eciu 3amudpoBaHHBIl AUCK MEPEBO3AT MEXKIY IEHTpaMu obpa-
OOTKH JTAHHBIX, TO 38 COXPAHHOCTH JAHHBIX MOXKHO He OECIIOKOUTDHCS.

Ho uro nenark, ecim HEOOXOAMMBI TapaHTUH JOCTYITHOCTU JIaHHBIX
TOJIBKO B pPAMKaX KOHKPETHOI'O CEPBEPa, €CJIN JTUCK BCTABJIEH B €TI0 IITACCH !

Ha momors mpuxoauT apyrasi m3BeCTHasl MaTeMaTHIeCKash MOJIENb.
MpbI XOTUM HE MPOCTO ABTOMATU3UPOBATH JOCTYII, HO CJIEJATh 9TO HA OC-
HOBaHWM OIPEIeEHHBIX TpaBui. B 1979 roay mspamiabckuii KpUIITOAHA-
smruk Ay [TlamMup mpeyIoKuI IIOPOroByIO CXeMy pa3/IeIeHnsl CeKpeTa
MeK/1y HECKOJIbKIMH YIaCTHUKAMU TaK, UTO

® JJId BOCCTAHOBJIEHHA CEKpPeTa JOCTATOTHO OHpe,ILeJIéHHOQ KOJIn4e-
CTBO YIaCTHHUKOB

® MEHbIee KOJUIECTBO YIACTHIUKOB HE MOTYT IOJIyYUTh HUKAKON MH-
dopmManmm 0 ceKpere.

Cxema pazgenenust cekpeta lllamMupa 1mo3BossieT CTPOUTD JI€PEBbsT pe-
IIEHUT, JIJIsi KOTOPBIX MOXKHO IIPEJIOIPeIe/INTh KAKIUEe BETKU JOJIKHBI IIPHU-
CYyTCTBOBaThL 00sI3aTeJIbHO OJHOBPEMEHHO Ha KaxkjoMm yposue. B Clevis
peanm3oBana cxema pazzesnenus cekpera [llamupa nis cBs3piBanus pas-
JIMIHBIX TMHOB MeXK Ty coboit. Takmm 06pa3oM, MOKHO TOTPpeOOBATH BBOJL
[IAapOJIsi, 3aIIpOC OT cepBepa Tang uiu ITo-To eIé U MOCTPOUTD ITOJTUTUKY
HA OCHOBAHWHU HYXKHBIX HaM Tpebosamuii. Bee oneparun (mmubr) Clevis
B 3aJIaHOU TOJINTUKE BHI3BIBAET MApAJLIEIbHO JIPYT APYTY, TAK YTO OHU
BBITIOJTHAIOTCS HE3ABUCHMO.

Omuo u3 nosieBcTB B bera-epcun RHEL 7.6 — momaep:kka crangap-
ta TPM 2.0 B xauecrse nuna Clevis. Ha mrardopmax, riae npucyrcrByer
TPM 2.0, MmoxkHO XpanuTh KJI049 /s pasbmokupoBanus pasznena LUKS
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B ammaparaom moxayse TPM 2.0. Ecau B onmucanun nosmmruku Clevis nc-
[I0JIb30BATh cxeMy pasfesnenus cekpera [Ilamupa u nmorpeboBaTh IOMOJ-
HUATEJIBHO NPUBSA3KY K cepBepy Tang, To mpu MCHOJIB30BAHUHU IIOPOTa 2
MbI (paKTUIECKH TpedyeM OJHOBPEMEHHO HaxoxKjeHue paszesna LUKS B
OIIPEJIEJIEHHOM IACCH U JIOCTYII K OIpeieIEHHOMY cepBepy Tang.

Esrennin CunenbHunkos
Capatos, OO0 «basanst ClMO»

Mpoekt: Group Policy Object Manager https://github.com/altlinuxteam/gpom

Peanusauus rpynnoBbix nonMTuk B peweHusx Ha base
anctpubytusos ALT

AHHoTauus
[pynnoBbie nonnTuky — 370 Habop NpaBuA U HACTPOEK AJsi CEPBEPOB
1 pabounx CTaHUMiA, peasn3yeMbix B KPYMHbIX KOPMOPATUBHbBIX PELUEHNSIX.
Peannsaumns rpynnoBbix NosinTuK TpebyeT TECHOW MHTErpauun MHOXECTBA
HE3aBNCUMBbIX MoAyseil onepaunoHHoi cuctembl. [daHHbili foknagd noces-
WEH peannsauumn noagep)xku rpynnoebix nonuTtuk Active Directory B pe-
weHmsx Ha 6ase guctpubytusos ALT u Sisyphus.

CyuecTByeT J1Ba OCHOBHBIX BUJA TaK HA3bIBAEMbIX I'PYHHOBBIX I10-
JHATUK. DTO NOAUMUKY OAA KOMNBIOMEPOS U NOAUMUKY OAA NOAL306A-
meaed. Ilpuaém nmop3oBaTe 00bIIHO JOOABIAIOTCS B TPYIIIBI, YTO BHO-
CUT HEOJHO3HAYHOCTH — O KAKUX I'PYIIAX U MOJATHKAX UIET pedb?! Ecim
O IpyIIax IoJib30BaTeseil, To0 NpuIéM TyT KomibioTepbl! Ecau o6 ot-
JIeJIBHBIX 00'bEeKTaX I0JIb30BaTE b U KOMIIBIOTED, TO IIOYEMY MTOJUTUKU
CpYIIOBBIE?

Tak BOT, KpPOMe TPYII 6e30MaCHOCTH (B KOTOPBIE OOBITHO BKIIFOUAKOT-
ca moJib3oBaTesn) B nporokojie LDAP npemycmorpena nepapxusi 00beK-
TOB, XPAHSIIUXCA B JIEPEBE KATAJIOrOB (M B COOTBETCTBYIONIEH MepapXu-
yeckoil 6aze maHHbIX). [Ipu 9T0M 0OBEKTHI HOJIb30BATEIN U KOMIBIOTEPDI
B 9TOM JiepeBe OObEKTOB MOI'YT OBITH CO3IAHBI B PA3HBIX KOHTEHHEPax U
MOTYT HEPEHOCUTHCSI U3 OJIHOTO KOHTEHHepa B JIPpyToil. A IpyHIUPOBKa
OO'BEKTOB, Ha, KOTOPhIE PACIIPOCTPAHSIIOTCSI TPYIIIIOBLIE IOJIUTUKH, [TPEK-
Jie BCEro, PacipoCTPaHseTCsl UMEHHO Ha PACIIOJIOXKEHHe 00bEKTOB B 9TUX
koureitnepax. B Active Directory Takue KOHTeHHEPDHI IPUHATO HA3BIBATD
OPraHU3alMOHHBIMY TI0Jpa3/iesaeHusMu (organizational units).
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Sajada peaju3anuy MOJJEPKKI IPYIIIOBLIX MOJUTHK B Linux-pere-
HUSIX OTJIUIAETCS, TPEXKJIe BCEro, TeM, UTO CBSI3aHA CKOPEEe ¢ KJIUEHTCKOM
CTOPOHOH U POOJIEMOI, «KaK MPUMEHUTD Te WJIM WHBIE TIOJUTUKU? », & He
TOJIBKO C T€M, «TJle UX XPAHUTh M KaK WX IOJIy4uTh Ha KjueHTe?» Tem
He MeHee, juist Active Directory, BTopoit BOIIpOC CTAHOBUTCSI TOYXKE OYEHBb
BaXKHBIM, IMOCKOJBKY HMCXOJHOE XPAHWINIIE HACTPOEK HM3HAYAJIHLHO OPH-
€HTUPOBAHO TOJBKO HA KJIMEHTCKue paboume cranmumu Ha 6aze Microsoft
Windows. U perennio "MEHHO 9TOTO BOIPOCA, & TAKKe MOMEHTa O TOM,
KaK MHTEPIPETUPOBaTh HepoaHble Windows mojuTuky Ha Linux KjueH-
TaX ¥ HOCBSIIEH 3TOT JOKJIaJ.

CrouT OTMETUTD, UTO MOIXO/IbI 10 YIPABIECHUIO KOHMUTYPAIUIMU HA
yposue komibioTepos (Configuration Management) yxe 1aBHO CyIecTBy-
or B Bujie periennii Ha 6aze Chef, Puppet, Ansible u T. m. macTpymen-
TOB. A BOT yBsI3Ka TAKOTO YIPABJIEHUS C YIIPABIEHUEM IIOJH30BATEIISIMA
B paMKax IIeJIOCTHON MH(PACTPYKTYPhI U €JIMHBINA MOIX0/ K XPAHEHUIO U
YIIPABJIEHUIO STUMU KOH(MUTYpaIusMu — 3aja4a 00Jiee BBICOKOTO YPOBHS.
Ora 3a7@9a BKIIOYAET B €e0s1, CO CTOPOHBI KJIMEHTA, HE TOJHKO MEXAHU3M
VIPaBJIEHUST HACTPONKAME OTIEIHHBIX MPUJIOXKEHUH, HO U WHTETPAIUIO
[IPUMEHEHUS JIOTIOJTHUTEIHHBIX HACTPOEK B IIPOIECCE ayTEeHTUMUKAIIMN 1
aBTOPHU3AIlUU, & TaKyKe YIIPABJIEHUs dJIeMEeHTaMU I'padUIecKoro MHTEP-
deiica 1 IPUBA3KY ITUX HACTPOEK OTJEIHHBIM CECCHSM IOJIB30BaTENCH,
NpUYEM HE TOJHKO JIOKAJIBHBIM, HO U CETEBBIM.

B cBsi3u ¢ 9TuM, JIJTs IPUMEHEHUS [TOJIb30BATEIbCKIX HACTPOEK B IIPO-
€KTe gpOom MBI PA3JeJIUIN 0Jb30BATEIbCKUE TOJUTHKU HA CJIEIYIONIIe
KaTeropuu:

® IIOJINTUKY IIPUMEHsIEMbIE TIPU BXOJIE I0JIb30BaTE]IsI, HA ITAIE CO3/a-

nusi ceccun (PAM session u NSS initgroups);

® II0JIL30BATEJILCKHE MTOJUTUKH, TPeOYIOIuUe aJMAHACTPATUBHBIX
npusmieruii (nacrpoiika CUPS u T.11.);

® IIOJIUTUKH, TPEOYIOIe KOHTEKCT IpadUIecKOil ceccuu, BBIIOJIHIE-
MbI€ C [OJIB30BATENLCKUME TpuBrieruaMu (o paboduero croJa,
JIONOJIHATEJbHBIE SAPJIBIKA Ha pabodeM CTojie U T. 1L.).

Ha Tekymuii MOMEHT B paMKax [IPOEKTA 110 IPUMEHEHUIO IPYIIIOBBIX HO-
JUTHK [1] MBI ZeTabHO Pasobpasiu NoCaeA0BATEAbHOCTD YTEHUs IPYIIIO-
BBIX TIOJUTUK (puc. 1):

e xpanenue B LDAP (na yposue npussisku (GPLink) 06bexToB rpyi-
noebix moautuk (GPO) k LDAP-o6bekTaM 10JIb30BaTEIn U KOM-
[LIOTEPDI );
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e cueHapuii UX npuMeHeHns (Ha yPOBHE MOPIKA NeHiCTBUIL 110 yIeTy
CIIEIMAJILHBIX Orpanudenuii — ntSecurityDescriptor).

X
I.ISIEF -

1 poli ly —host_
1 policy apply as)‘

| set hostname as |
! an account name |
(e.g. CLOS) I

[RE

1app\y(‘CL05‘)

| find_user('CLOS")
| | cLOS record
i L3
3 getall clos groups

r

SID h | h
| get GPLinks for CLOS
R[GFLWK]
1_for each GPLink
B

H 1 get GPO from GPLink \ 1 |

GPO record |

get ntSecuriryDescriptor for GPO

ntSecurityDescriptor

check that the user allowed to apply this GPO !
<

Puc. 1: I[lociaenoBarebHOCTD YTeHUS I'PYMIIOBBIX ITOJIUTAK

Kpome Toro, MbI feTabHO pa30bpasn moc/ie10BaTe IbHOCTD AeHCTBU
[0 TPUMEHEHUIO HECKOJbKUX TPYIIOBBIX IOJUTUK — YCTAHOBKA IIPO-
rpaMMHOIO ODecIieueHHsI, CMEeHa HACTPOeK pabodvero Croja, YCTaHOB-
Ka npuHTepa. llernmouka JieficTBUI 110 TPUMEHEHUIO T'PYIIOBBIX MOJUTUK
IpeJICTaBJIeHA Ha, PHUC. 2:

e buibTpanys 1 0TOOparkeHne CyIEeCTBYIONUX MOJINTHK Ha yXKe pe-
AJIN30BAHHBIE;

e urenue u3 Sysvol (Ha ypoBHE CIIMCKA PACHIMPEHUN IPYIIOBBIX II0-
sutuk — GPE u HACTpOEK KOHKPETHBIX KJIUEHTCKUX PACIIMPEHUit
— CSE) [2].

Cureyromuii mar 1o BKJIIOYEHUIO JAHHOTO MEXAHU3Ma I[IPeJIIo/Iaraer
JajbHeHmuit pa3bop u KiaacCupUKAIUIO CYIMIECTBYIONMX IPYIIOBBIX IO-
JINTUK, BKJIIOYEHUE JIOMOJHUTEIbHBIX CEPBUCOB KOTOPBIE MO3BOJIAT MPU-
MEHSITh TPYIIOBbLIE MOJUTUKU 0e3 Mmepe3arpy3Ku M BBIXOJA MOJb30BaTe-
Jisl U3 CHCTEMbI, a TAKXKe PACIpEJIeJICHIe PA3IMIHBIX BUJIOB MMOJIUTHK B
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L1
alt  / [allowed]

add GPO to the result list
<

not faflowed]

skip this GPO

[P

T_for each GPO in the list
R

fetch GPO from Sysvol

done
<

parse policies in fetched GPO
i(:f:ur :ea:lch policy in the list
I

fetch policy payload if needed

done
<

2 S N SR
i !

‘D

Puc. 2: IlociemoBaTesbHOCTD IPUMEHEHUS IPYIIIOBBIX HOJIATHK

pPaMKaxX COOTBETCTBYIONIMX CHCTEMHBIX CEpBUCOB — Hampumep Restricted
Groups [3] ma yposre SSSD nm nomosauTensrOro NSS-MOyIIs.

Jlnutepatypa

[1] David Mulder, Samba Group Policy for AD DC, 2017, https:
//sambaxp.org/archive_data/SambaXP2017-SLIDES/Day3/Track2/
SambaGroupPolicyforADDC-DavidMulder.odp

[2] David Mulder, Group Policy Client Side Extensions, 2018,

https://sambaxp.org/fileadmin/user_upload/sambaXP2018-Slides/
Mulder-SambaXP-2018_2--klein.pdf

[3] Marc Muehlfeld, Managing local groups on domain members via GPO
restricted groups, 2017, https://wiki.samba.org/index.php/Managing_
local_groups_on_domain_members_via_GPO_restricted_groups



[OHesHoe 3acepanme (15.10-18.30) 67

leopruii Beictpernn, Cepreit BybHos
Capatos, OO0 «Baszanst CMO»

Mpoekt: Infra https://github.com/altlinuxteam/infra

PassépTbiBaHue nHdpacTpykTypbl cpegcteamu Ansible
Ha PVE cepsepe

AHHOTaumsA
B maHHoM poknaje npeacTaBneHbl HawmM HapaboTku no aBTomaTuye-

CKOmMy pa3Bépr|BaH|/|l0 60eBbIX N TECTOBbIX BUPTYaJ/ibHbIX MaLWIWH CpeaCcTBa-

mu Ansible Ha Proxmox VE Cepsepe (Ha 6a3e nnatcopmbl Anbt Cepeep 8).

OcobeHHOCTbIO AaHHOro cnocoba aBTOMATUYECKOrO yNpaBAeHUs BUPTyab-

HbIMU OKPYXEHUAMU ABNAAETCA BO3MOXHOCTb 6bICTpOrO BOCCTaQHOBJ/IEHWNA

IllHd)paCprKTypbl K pa6oqemy COCTOAHUIO B Cay4ae C60€B, a TakK>Xe BO3-

MOXXHOCTb BbICTPO Mepeco3gaTh BMPTYasbHblE MALLWHbLI C PaHEE 3a4aHHbIM

COCTOSIHUEM ANA Leneil TeCTUPOBaHNS.

B pemenusx na 6ase muctpubyrusoB ALT B KadyecTBe IPOMBINLIEHHOMN
CHCTeMbl BUPTyaIn3aIiund ucmoab3yercd Proxmox Virtual Environment
(PVE-cepsep). IIporpaMmusiii naTepdeiic /71 yIIpaBIeHNs] BUPTYAIbHBI-
Mmu okpyxkerusmu B PVE npemycmorpen [1], Ho cpeicrsa yupasieHusl,
KpoMe KakK web-umaTepdeiic, Hy>KHO yCTaHABIUBATH OTIEIBHO. B cBsA3U C
9THM BO3HUKAET MPOOJIEeMa aBTOMATH3AINN PA3BEPTHIBAHUS.

OpHoit U3 1eIell, Ipy pelleHny TaHHON 3a/1a49d, sIBJII€TCS] aBTOMAaTH-
YecKoe TeCTMPOBaHWe M3MEHEHWil, a TaKyKe BOCIIPOU3BOIUMOCTD OIMUOOK
U BBISIBJIGHHUE PErpeccuil, 0COOEHHO B CIydae HEBO3MOXKHOCTHU TOJIY I€HUS
JOCTYTIa B 3aKPBITHIIT KOHTYp 3aKa3duka. JIpyroii, He MeHee BayKHOI I1e-
JIBIO, SIBJISIETCS aBTOMATHYECKOe Pa3BEPTHIBAHUE 00eBOil MHMPACTPYKTY-
PBI, aHAJIOTUYHON TOIl, KOTOpasl Pa3BEPTHIBAETCS 1IPU TECTUPOBAHUU.

B pamkax mOArOTOBKH CPEICTB aBTOMATHYECKOTO YIIPABJICHUS JIJIsi
PVE-cepBepa, B mpoekre Infra, 3amgaua 6bu1a pa3jesreHa:

® ABTOMATH3AINS MMOATOTOBKU PabOImX 0Opa30B;

® aBTOMAaTH3aldd IIPOLEeccCa MHTErPAllMOHHOIO TECTUPOBAHUA U Pas3-
BEPTHIBAHUA paboueil MHPPACTPYKTYPHI.

st aBToMaTnueckoit reHepanuu o6pasos Obl1 BbiOpan Packer [2], kax
WHCTPYMEHT IO3BOJISIIONIUI MOJIyUYUTh U3 IIyOJIMIHO-IOCTYIIHBIX 00Pa30B
AUCTPUOYTUBOB YCTAHOBJIEHHBIE U IIOJITOTOBJIEHHBIE O0PA3BI JIJIs 3AILyCKa
B CHCTEME BUPTYAJIU3AIINAM.
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g aBTOMATHYIECKON yCTAHOBKU HPUJIOXKEHWIT M 3aIlycKa HeoOXOIu-
MOro HabOpa BUPTYAJIBHBIX y3JI0B ObLIM PACCMOTPEHBI CJIEYIOIIIE Bapu-
AHTBI:

e Vagrant, KaKk MHCTPYMEHT pa3paboTdnKa 4Yepe3 ILJIarMH-IIPOBaiiIep
K PVE-cepBepy;

e Terraform [3], Kak MHCTpYMEHT Jiisi Pa3BEPTHIBAHUA OOJATHBIX
pereHuii, i KOTOPOTO CYIIECTBYIOT PpeaJu3alliu IpoBaiijepa
proxmox, HanucaHuble Ha Go;

e Ansible — pemienune, KOTOpoe MOXKeT OBITH HCIIOJIB30BAHO KaK JIJIst
samycka cuenapues (playbooks) wepes ssh-mporokos, Tak u s
yIIPaBJIeHUs BUPTyaJIbHBIME y3JaMu Ha Proxmox VE gepes moysnb
proxmoxer [4].

B wurore, nanbosiee cTabMIbHBIM, HAIEKHBIM, YHUBEPCAIBHBIM U IIOITO-
TOBJIEHHDBIM 17151 paboTol ¢ PVE-cepBepom mokazast cebst mocsieiHuit Bapu-
aHT.

Jlorumuecku KOH(MUIrypalus MIpoeKTa COCTOUT U3 HECKOIbKUX (hailioB-
onucanuii Ha s3bike yaml:

e JIJIsI IPUJIOXKEHUI B Bue mocjienoBareabnocTu Ansible cienapues;

® J|jIsl OKPY2KEHUIl B BUJie HAOOpa HACTPOEK BUPTYAJIbHBIX Y3JI0B (I1y0-
mmaabie ssh-xiroun paspaborankos, URL-pemno3uropres ncTtoaHu-
KOB, HACTPONKHU JIOCTYIIa B BUPTYyaJibHOE OKpy:keHme — Ha PVE-
cepBep);

® JIJIs ONMCAHUS CTEKA CETEBBIX HACTPOEK, KOJIMIECTBA W TUIA BUPTY-
AJIbHBIX y3JI0B.

MpunoxeHus

IIpumoKeHnsIMU ABIAIOTCA KOHEUHBIE CEPBUCHI ¢ KOTOPHIMHU TE€M WJIH
UHBIM 00pa30M OOIAeTCsi KOHEYHBIN I0JIb30BaTe/Ib CTEKA BUPTYAJbHBIX
y350B (00bekToB creka). Jlia npumepa: samba domain controller, ntp-
server, dhcp-server, tftp-server, bind, NFS-share, redmine, u T.7.

Kazk1oe npusiozkenne KECTKO [IPUBI3aHO K 00bEKTY (aM) CTeKa U pas3-
BOpaAYMBAETCs HA HUX. FKCn yKe MIeo/Iorus IPUIOXKEHHS T0Pa3yMEBAET
dyuxuu Beicokoit gocrynroctu u/man Fault Tolerance, To oHo MoxKeT
OBITH PAa3BEPHYTO HA HECKOJIBKUX OOBbEKTAaX CTEKA.

Takzke mpuIOKeHNEe MOXKET UMETh COOCTBEHHBIN HaOOp HACTPOEK B
paMKaxX KOHKPETHOT'O CTEKa. DTa BO3MOXKHOCTDH CYIIECTBYET CKOpee JIJIst
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yI0OCTBA M MIOMOTAET ITOJIEPYKUBATH OOIIYI0 KOHMDUIYPAIMIO TPUIIOXKE-
HUIl JIAKOHUYHOW ¥ HE 3arPOMOXK/JIATH €€ JINIITHUMHE JIeTAJISIMMA.

Okpy>xxeHune

Omnpeneniernst B KOHGUTYPAIUH OKPYKEHUsI OMUCHIBAIOT OOIIHE CYIII-
HOCTHU XapaKTepHbIe /I BceX 00beKTOB. TaKuMu MOTYT SIBIATHCH: CIIU-
COK TIoJTh30BaTeseit ¢ ux ssh-kioyaMu u pgp-KJodamMu, UCTOIYHUKH
apt-perno3uTopues, yYETHbIE JIAHHBIE JJIA JIOCTYyIIa K CUCTEMaM BUPTY-
aMM3aIMU U/ 0bJIaKaM, U T.JI.

Crek

CrekoM sBJISIETCSI HEMPOTHBOPEYMBOE C TOYKU 3DEHUs KOHMUrypa-
[N MHOXKECTBO OO'HEKTOB HMCITOJTHSIONINX TPUIOKEHUST PA3BEPTHIBAEMBIX
B PaMKaX KOHKPETHOI'O OKpPYy2KeHus. IMu MOryT OBITh: BUPTYaJIbHBIE Ma-
[IIUHBI, YKeJIE3HbIE CEPBepa, YK3EMILISPh B 00JIaYHbIX cepBucax, u T.1. Oc-
HOBHBIM U €JIMHCTBEHHBIM CTPOTrUM TPeOOBaHWEM K OOBEKTY CTEKa SIBJIsi-
ercs Hajmuue noctyna o ssh m Gecmapossubiii sudo, aubo mocTym mo
ssh o nosmb3oBaresieM root.

Konduryparmsa creka MOXKeT BKIIOYATH B ceOsi: MMs JTOMEHA, CITUCOK
DNS-cepBepoB, CIICOK BUPTYAJBHBIX MAIIWH C lIapaMeTpaMu, KOH(pUry-
palyst ceTu U Jpyrue obiue Jijis BCeX MPUJIOXKEHUN IapaMeTphl.

NudpacTpykTtypa

Habop nactpoex B nmpoekre Infra pazpaboran Tax, 4ToObI JeTaad HH-
dpacTpykTyphl ObLIH OT/EEeHBI OT 0CHOBHBIX Ansible-ciienapues. Pa6o-
qee OKPY2KEHUe JjIs PA3BEPTHIBAHUS CTEKOB COCTOUT M3 TPEX dacTeil:

1. mabop momnosHuTebHBIX Ansible-ciienapues u poieit;
2. koHdUrypanus OKpyKEHU U CTEKOB;

3. 6aza ¢ mapossiMu OT MuGPOBAHHBIX TAPAMETPOB OKPYKEHUI U CTe-
KOB.

Konukpernsie mpumeps! ¢aitioB onucanuit MOXKHO HAUTH B JJOKYMEHTAIIH
IIPOEKTA.
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Poman Cumakos
Mypom, OO0 «PEJ CODPT>»

Mpoekt: CYB/ Peg Basza HdanHbix www.reddatabase.ru

HoBble Bo3amoxHocTu CYB/[ Pep Baza danHbix 3.0

AHHoTauus
Hoknap Hanpaenen Ha ob3op nsmerenunii 8 CYB/ Peg Basa JaHHbix

3.0 n onucaHue cambix BaxkHbiX yHkumii. C MOMeHTa Bbinycka Bepcuu
2.6 npowno mHoro Bpemenn u B CYB/[ ynanocb peannsoBatb MHOXeCTBO
YAYYLWEHUA 1N AOMOJIHEHNIA: MHOFOMOTOYHAs apxXUTEKTypa cynepcepsepa C
obLWMM KeleM, MOoAAEP)KKY MaKeTOB, OKOHHbIE U CTaTuyeckue pyHKuuu,
coBmecTumocTb ¢ SQL-2008, gByHanpasneHHble Kypcopbl, 64 BuTHble CHET-
HYUKN TpaH3aKLl,I/II7I, HOBblE METOAbI ayTeHTVId)VIKaLI,VIVI, B TOM 4ucne gomMeH-
HOWA 1 BCE 3TO no-npexHemy nmeet ceptudpmkat PCTIK.

ApxutekTypa cepBepa

Hopasi Bepcuss CYBJI Pen Basza Jlamabix 3.0, ocHOBaHa Ha sape
Firebird 3.0. KiroueBoit 0COGEHHOCTBIO SIBJISETCH ITepepabOTaHHAsT APXU-
TEKTypa, MOJIHOCTHIO TOJIEPKUBAIOIIAS MHOIOMOTOYHOCTh. OOImuii Kerr
MHOTOTIOTOYHOTO cepBepa crrocobeH 6osiee 3PEKTUBHO UCIIOIb30BATE BbI-
YUCJIUTE/IbHBIE MOIHOCTH, IOBBINIAS B Pa3bl MACIITAOMPYEMOCTh U IIPO-
MU3BOJUTEILHOCTD ITPUKJIAIHBIX CUCTEM. BJIOKMPOBKM CTPAHWI] B TAKO
apXUTEKType 3aMeHsIoTcs Ha 6ojiee jerkosecubie jaran. Tecter TPC-C
ITOKA3BIBAIOT KPATHBIN IPUPOCT IPOU3BOAUTETLHOCTH.
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Kpome Toro, B HOBOiT Bepcuu ObLin yHUMDUIUPOBAHBI UCIOJTHAEMBIE
daitael. KondurypupoBanme apXuTeKTypbl OCYIIECTBJSETCS OIIUSIMA
daitioB kouduryparmn. B ToM yncse 370 YHUPUITUPYET U yIPOIIAET pa-
6ory meitnreiinepos makeros B OC.

Ilepexom K MOJYyIBbHON apXUTEKTypPe MO3BOJISIET UCIOJIb30BATh JIJIs
Kaxk 1011 Bepcuu daitia BI cBoit mpoBaiijiep, peajn30BaHHbII B BUIE IL1a~
TUHA 7 3a0BITH O IPOOJIEME TTO/IEPKKU 0OPATHOI COBMEeCTUMOCTH (hailjioB
Pa3HBIX BEpPCHUIA.

N3meHenune B a3bike SQL

B obnacru dyuknumonanbaoctu Pen Basa Jlanuabix 3.0 peasmsyer
Tpurrepbl Ha omepamuu DDL, mossossisi obpabareiBare B BJI coObI-
THUS TOJKJIIOYEHNsI U OTKJIIOUEHHS TI0JIb30BaTe e, Hadaa U 3aBEePIIeHUs
TPAH3AKIINIA, CO3/IAHNA U YIAJEeHUusT 00 bHEKTOB.

IMonuepxka nakeros (Packages), obecnednBaer rpynnupoBKy IpOLe-
Jayp 1 GOYHKIMI U [I03BOJISET II€JIOCTHO YIIPABJISATH IIpaBaMU JIOCTyIa K
auM. Kpome sToro, mosiBmirach BO3MOXKHOCTH co3iaBaTh SQL-dyHknmum n
[IO/IIIPOTPAMMBI.

B coorsercrBue co crammaproB SQL-2008 peannzoBaHbl OKOHHBIE U
craTucTudecKre (QyHKIMU, MOJIE3HBIE JJIsi BBIIOJHEHUS] AHAJUTHIECKIX
3aIpOCOB, a TakKKe ToJiHas momauepkka oneparopa MERGE.

Kpowme 3roro, peann3oBaHbl JBYHAIPABIEHHBIE KYPCOPBI, TTO3BOJISIIO-
e IBUTAThCA IO HaGOpy BIEPEn, Hazald n Ha N IO3UIMIA OTHOCHTEIHLHO
TeKyiero mnojoxenus, T gaHabix BOOLEAN, yHukaJibHbIE CTOJIOIBI,
YIPOITAIOIINE CO3aHue TepBUYHbIX Kioueil, database linger, yuep:xkusa-
oI HEKOTOPOE BPEMSI PECYPChI CepBepa MOC/Ie OTKJIIOUEHUS TOCJIEHErO
[TOJIKJIIOUCHHUSI.

VBenuyeHobl orpaHundedna CVYB/[

Hauunas ¢ sepcun CYBI Pen Basza Hansbix 3.0, MaKCHMAJIbHBIN pa3-
mep daitna B cocrasisier 64T6.

Cuéruynku TpaH3akiuil craju 64-Xx OUTHBIME, YTO IO3BOJISET IIPaK-
TUYECKN 3a0bITh 00 WX IEPEIOJIHEHUN, JaXKe MPHU OOJIBIIOM KOJIMIEeCTBE
TpaH3aKIUil B €IMHUIYY BpeMeHHu. /lomoiTHuTe IbHbIE PACXOIbl HA XpaHe-
HIe He IIOSIBJISIIOTCS [IOKa, CUSTYINKN MEHbIIEe SHATEHHs 252,
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MeTogabl ayteHTudmkauymm

B gononnenne kK MeromaMm ayrentudukanun Bepcun 2.6: M0 MaposIio,
o ceprudukary, ¢ ucrnoabzoBanuem LDAP, peanu3zosan miarun mposep-
ku nogymaHOCTH GSS, KOTOPBIiT 06eciednBaeT ABTOMATHIECKYIO ay TEHTH-
dukanmo noaL30BaTENEH, y2Ke MOy IUBIINX TUKET [IPU BXOJIE B CUCTEMY.

Be3sonacHocTb

Kuracesr 6e3onacnocru u yposan samuménnoctu CYBJL Pen Baza
Hauuerx 3.0 Hacieayer B pamkax ceprudurara OCTIK Poccun Ne2729,
JeiicTBytoriero 10 8 okTsiOpst 2018 1., MOATBEPKIAIONIETO COOTBETCTBUE
TpeboBaHusaAM D KJlacca 3aIMUIEHHOCTH 10 PyKOBOJSAIEMY JTOKYMEHTY
«CpencTBa BLIYUCIUTETBHON TEXHUKHI. 3AIUTa OT HECAHKITMOHUPOBAHHO-
ro gocryna K mHdopmannu. [lokazarean 3amunEéHHOCTH OT HECAHKIIHO-
HUPOBAHHOTO JIOCTYIIAa K NHMOPMAITUN» U TPeOOBaHUIM 110 4 YPOBHIO KOH-
TPOJIsi HEJIEKJIAPUPOBAHHBIX BO3MOYXKHOCTEI 110 PyKOBOSIIIEMY TOKYMEH-
Ty «3almra OT HeCAHKIIMOHUPOBAHHOIO JIOCTyIa K mHMopMmanuu. JacTb
1. ITporpammuoe obecrieaenne cpencTs 3amuThl nadopmarun. Knaccudu-
Kallisd 0 YPOBHIO KOHTPOJISI OTCYTCTBUS HEJIEKJIAPUPOBAHHBIX BO3MOXK-
nocreit». CYBJI Pex Baza Janubix 3.0 MOXKeT IPUMEHSATHCS B MOCyaap-
CTBEHHBIX MH(MOPMAIMOHHBIX CHCTEMAaX JIO [IEPBOI0 KJIACCA 3alUIIEHHO-
CTH BKJIIOYUTEIBHO W WHMOPMAIMOHHBIX CUCTEMAX ME€PCOHAJIHHBIX JIaH-
HBIX JI0 ITIEPBOI'0 YPOBHS 3aIUIIEHHOCTH TIEPCOHAJBHBIX JTAHHBIX BKJIIOUU-
TEJIHHO.

3akntoveHune

CYB/l Pen Basa JlaHHbIX NpOIOJIKAET PA3BUBATHCS W PEIIATH 3a-
Jlady [IpOMbIILIeHHOro Maciuraba. OHa obJsiagaer BceMu HEOOXOMMMbIMUI
MHCTPYMEHTaMU, BXOJIUT B PEECTP 0TE€YECTBEHHOIO IIPOrPaMMHOI0 obecIie-
genus (No 1) u pa3BuBaeTCs CHJIAME HOJHOCTHIO KOMIIAHUEH POCCUHACKUX
pa3paboOTINKOB.
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Koctapes A. ®@., bpaTuukos . A.
Mepmb, OO0 «Hesog», OO0 «Hosas MNnatdopma»

MpoekT: TexHonorudveckas nporpammHas naatgopma Flexberry
http://flexberry.ru/, https://github.com/Flexberry

TexHonornyeckas nporpammuas nnatcgopma Flexberry
C OTKPbITbIM UCXOA4HbLIM KOAOM A1 npodeccnoHaibHo
pa3paboTkn nporpaMmmMHOro obecneveHus

AHHoTaumsa
B goknage paccmaTpusaetcs paspabaTbiBaemasi Ha MpuUHLMNax CBO-
6oaHoro nporpammHoro obecnedenus nnatcdopma Flexberry — nnatdopma

L1151 NPOEKTUPOBaHUS, Pa3paboTKy N NOAAEPIKKN CIOXKHbIX NHEDOPMALMOH-

Hbix cuctem. MNnatdpopma Brnroyvaer B cebss UML-pegaktop n BusyanbHbiii

KOHCTPYKTOpP hOpM npunoxeHunii, hpeliMBOPK Ansi cO3aaHnsi MOBUIbHBIX

n Web-npunoxeHnii, nogcncTemy Ansi XpaHeHUsi, CO34aHUs, PefaKTUpPoBa-

HUS, aHanM3a n oTobpaxeHus reorpacdumueckoli nHOPMaLUKM, CEPBUCHYIO

WNHY 1 Apyrue KOMMOHeHTbI, nossossitowme N T-noapasgeneqnsim npea-

npusaTAR U KOMMNaHNSIM-Pa3paboTHMKam ONTUMU3UPOBATL MPOLECC MPOEK-

TUpOBaHUs, Pa3paboTKM U NOAAEPKKMN NHOPMALMOHHBIX CUCTEM.
IIporpammuast mrardgopma Flexberry Bobpasia B cebst GoraThiii OnbIT pas-
paboTKu HHPOPMAIMOHHBIX CUCTEM Ha MMPOTsKeHNH mocyieauux 20-Tu jier
pa3BUTHS.

[Tnardopma bazupyercst #Ha cBobogHOM 1O 1 OTKPBITHIX TEXHOIOTHSX.
KowmmonenTs! mmaTdopMbl TaKKe pa3spadaThIBAIOTCS B OTKPBITHIX PEO3M-
TOPHSX II0JT CBOOOJIHOM JIUIEH3UEH. DTO MO3BOJISIET CO3/ABATH OTKPBITHIE
PpellleHus] ¢ UCIIOJIb30BAHUEM ILIAT(OPMBI.

B Hacrosiiee Bpemsi cucreMa MIMPOKO UCIOJIb3yeTCsl B pa3pabaTbiBae-
MBIX CHCTEMAaX KJIACCA:

e KowmiljiekCHbIE YIETHBIE CUCTEMBI.

e Apromaruzarusi GUBHEC-IIPOIECCOB U JIOKYMEHTOOO0OPOTA.
e BebG-nipmitozkenus.

o MoOuibHbIE TTPUTOXKEHUS.

e llurerparmus nHGPOPMAIMOHHBIX CUCTEM.

e AHaJINTHYECKNE CUCTEMbI.

e [econnrdopmaIimoHHbBIE CHCTEMBI.
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UcnonbzoBanne mwrardopmor Flexberry maér paspaborankam cireyio-
IIe TPEenMYIIecTBa;

e DricTpoe co3manue IPOTOTUIIOB IIPOI'PAMMHOIO PEIIEHNS;

o [loBbimenne 3hdEeKTUBHOCTH B3aMMOJIEHCTBUASI C 3aKA3YNKAMU 33,
CUET IPUMEHEHUs BU3YaJbHBIX MOJEJell CUCTEeM U IIPOIECCOB;

o CHuKeHHe TPYIOEMKOCTH HPOIEcca pazpaboOTKU U COIPOBOXK/ICHUS
nHGMOPMAIMOHHBIX CUCTEM;

e B0o3MOXKHOCTH NPUMEHEHUS TOTOBBIX MPOTPDAMMHBIX KOMIIOHEHT U
TOTOBOIT apXUTEKTYPHI;

e DBricTpoe pasBopadnBaHue B IeT€POTeHHBIX CETSX BKJIIOUYAs 00JIad-
HbIE IIAT(HOPMBL;

B ocnoBe Texmosornu cosmanus cucrem Ha miatdopme Flexberry ste-
JKUT aPXUTEKTYPA, yipasisgeMas Mojesbio (Model Driven Architecture) [1].
B pamkax 9T0i apXUTEKTYpbI CHaYAaJ A ¢ TIOMOIIBIO PeTaKTopa B (hopMare
UML wnin BU3yasibHOro KOHCTPYKTOPa (pOpM CO3AETCS MOJIEIb IIPEIMET-
HO#1 00J1aCTH ITPOEKTUPYEMOT'O IIPHUJIOKeHus1. 1o Mojiesin co3aérest mpoTo-
TUI PAbOTAIOIIEr0 IMPUJIOXKEHUsI MEeTOIOM KojioreHepamyu. JIaHHBINA 1po-
TOTUN JOPabATHIBAETCS TPOIPAMMUCTAMU. 3aTEM 3Ta MOJE/b YTOUHSIETCS
B XOJIe PA3BUTHS U MOJJIEPKKH IIPOEKTa, ITH U3MEHEHUsI TTPO3PATHBIM 00-
PA30M aBTOMATHYECKU MMEPEHOCITCS B PEAM30BAHHOE MTPUJIOKEHUE.

Koopaunamuss n paspaborka 1miaTdOpMbl PaCIpPeIeIEHHON TPYIIIbI
pPa3paboTINKOB IPOU3BOINTCS B git-perodutopun https://github. com/
Flexberry. Iliardopma oTKpbITa /1151 TOAKIIIOYEHIST HOBBIX Pa3paboTIu-
KOB K TIpoIeccy eé pa3paboTKH.

IIporecc paspaborku ¢ ucrnonb3oBanneMm Flexberry Bkiodaer B cebs
CJIeJIYIOIIHE ITAIIBI:

e Anayms u npoexkrupoanue ¢ mocrpoenueM UML-momerieit.

e [emeparnust Ha OCHOBE CO3JAHHBIX MOEseit 6a3bl JAHHBIX U KOIA.
e [loakioueHne TOTOBBIX (DYHKITMOHATHHBIX TOICUCTEM.

e Pyunaa mopaboTka Kojia.

e JlemoncTparust 3aKa3uuKy MPOTOTHUIA IPUIOKEHUSI.

o Jleramm3arnus TpeOOBaHMUIA, TOCTAHOBOK.

o Momundukamus UML-momeneit, nmeperenepaliys Koja.

e Brimyck Bepcum MpOAYKTa, MEepeXoJ K IMOAJEPKKe U COIPOBOXKIE-
HUIO.
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ApxurekTypa cucTeMbl BKIIOYAET B cebs (CM. pUCYHOK 1):

® UHCTPYMEHTApUil 10 ITPOEKTUPOBAHUIO U IIPOrPAMMUPOBAHUIO CH-
creMbl (3ran npoekTupoBanusa — Design-Time);

e HAa0Op KOMIIOHEHTOB IS CO3/aHusl MH(MOOPMAIMOHHON CHCTEMBI
(sTam ncnosnHenus: nporpamMbl — Run-Time).

Design-Time | Run-Time

Flexberry Designer ‘Web Browser / Mobile App

Bu3yanbHbli
umL 2
KOHCTPYKTO|
- § Oopmbl
CrMcKoBbIE GOPMBI | !
PEAAKTUPOBaHHA
MCK AAHHbIX)
(BBOA AGHHbIX)
AOMOAHUTEALHbIE

PUKNGAHbIE
—
leHepatop kopa o A
MeTaaaHHbIX

W AOTMKA

4 MybAvKaLms ODataService
UCXOAHBIA KOA -
TIPUAOKEHHS .
O6beEKTbI CepsepHan
OrWKa

AaHHbIX
DataService noAcHCTEM
MpurraaHaa
AOTUKa

Pab0oumii CTOA U HaBUraLMA

Ul v Gu3Hec-norvKa

Ember-moaean
noacHcTem

Flexberry Ember

KOMMMAALMA KOAG

PyuHas AoopaboTka Kopa No HEo6Xo,

Puc. 1: OcHoBHBIE apXUTEKTYPHbBIE KOMIIOHEHTHI IJIAT(HOPMBI

Flexberry ORM

MPUAOKEHNMA

Teneparops! Kozia (CM. PHCYHOK 2) MO3BOJISIIOT HA OCHOBE MOJIEJIH [IPU-
JIOYKEHUS TIOJIy49aTh UCXOIHBII Ko npuiioykenns. CreHepupoBaHHOE IPU-
JIOZKEHUE SIBJIETCsT pabOTOCIIOCOOHBIM TPUJIOKEHIEM U MOYXKET OBITH 3a-
ynieHo 6e3 HeobXoAuMbIX J10paboToK [2].

[Tnardopma BROIaeT B cebsi cjeayonme MporpaMMHbBIE KOMIIOHEH-
TBI:

o Flexberry Designer — CASE-unctpyment!, peanmayommit cram-

naprayio zHotanmo UML? u susyamsubtii (WYSIWYG) koncTpyk-
TOp POPM MPUTIOIKEHUST;

Ihttps://ru.wikipedia.org/wiki/CASE
2http://uml.org/
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HacroaeHoe npunoxenue Flexberry Designer Web-npuaoxeHue Flexberry Designer

Windows-npunoxerie Web-npuroxeHue

Microsoft SQL Server (LocalDB, Express, u Ap.)

—
—r— METanaHHbIX
MeTaAaHHBIX

VICX0AHbIN KOA

Microsoft Visual Studio 2017

PyuHas AopaboTka Koaa

0 HeoGXxoAMMOCTH
I Kauna
KOMMMASLIMA Kopa
n €HHA

Komnnaauma Koaa

Pyutian AOpafoTKa Koaa M0 HEOGX0AMMOCTH WLIEEE
Docker-o6pasa

Puc. 2: Apxurekrypa uHCTpyMeHTapus TpoekTupoBanus Flexberry
Designer

o Flexberry Ember — dpeiimBopk 15t coznanust Web- u rubpuiabix
MOOHJIHHBIX TTPUJIOYKEHUIH;

e Flexberry GIS — ¢dynkimona bHast MOJICUCTEMA XPAHEHUSI, CO3/1a~
HUs, PEIAKTUPOBAHUS, aHAJIN3a U OTOOpPaXKeHUsi reorpadudecKoi
wHdOpMaInn;

e Flexberry Service Bus — cepBucHas muHa — CpeJICTBO MHTETDAIINT
cucreM mocpeacTBoM obmena coobmenusamvu (docker 06pas);

e Flexberry Analytics — dbyHKITMOHATBHAS TOICUCTEMA OTIETHOCTH U
6usnec-anaauTuku (docker o6pas);

e Flexberry BPM — rexnoJsorust jijisi ObICTpoOil aBTrOMaTHU3amuu pabo-
qux nporeccoB B komnanuu (Habop docker-obpasos);

® 1 JIpyrue KOMIIOHEHTHI.

PazpaboTanHblit TPOAYKT Pa3BOPAUBAETCS B BUJE CTeKa docker-CepBUCOB,
BKJIFOUAIONIUI B ce0si CJIEIYIONINE CEPBUCHIL:

e Ember-ipunoxkenne ¢ Odata backend;
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e Cepsuc 6a3bl JaHHLIX Postgres.

EmberJS obecrieanBaer BO3MOKHOCTH OBICTPO U KAaIE€CTBEHHO CO3/1a-
BaTh yHHUBepcaabHbIN MoOmIbHBIN 1 WEB-unTepdeiic.

REST-unrepdeiic OData mo3Bosisier mocTpouTh MUKPOCEPBUCHYTO ap-
XUTEKTYPY BOKPYT €IMHOU TOYKHU IPETOCTABIICHUS JAHHBIX.

Baza nmanubix Postgres siBisiercst «cranymaprom de-facto» mpu cosma-
HUU CHCTEM Ha OCHOBE OTKPBLITOTO IPOrPAMMHOI0 00ECIIEUEHUSI.

Docker-Texnosorust mo3BoJjisieT MHTEIPUPOBATE JTAHHBIE CEPBUCHI B KO-
HEYHOE KJIACTEPHOE perteHue [3, 4].

IIpu Heo6XOaAUMOCTH B COCTAB CTEKA, (DYHKIIMOHUPYIOIIETO B COCTaBE
KJIACTEPA MOTYT OBITh BKJIIOYEHBI JONOJHUTEIbHBIE docker-cepBucs! mia-
topmbl Flexberry: Flexberry Service Bus, Flexberry Analytics, Flexberry
BPM u npyrue.

Jlntepatypa
[1] Apxurexrypa, yIpaBJisieMast MOJIEJIBIO: [DurexTponHbLt pe-
cypc| // Bukunenusi. URL: https://ru.wikipedia.org/

wiki/ApxuTexrTypa,_yupasageMas_Mmogenbb (nara obpamenus: 01.09.2018).

[2] HImuom H.A., Apxurekrypa miaardopMbl Ui paspaboTKu Ou3Hec-
npunoxkenuit, CoBpemenuble pobieMbl HayKu n obpaszoBanus. 2014. Ne 6.

C. 348.

[3] Docker as Platform for Assignments Evaluation, 25th DAAAM International
Symposium on Intelligent Manufacturing and Automation, DAAAM 2014

[4] Docker: [Qnexrponnsrit pecypc| URL: https://www.docker.com/ (mara 06-
pamenus: 01.09.2018).
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Muxeee Angpeii [eHHagbeBNY
Mockea, OOO «[lpoueccHbie TexHonorum»
http://www.runawfe.org/

HoBble BO3MO>XHOCTU CBOOOAHOI CUCTEMbI yNpaBaeHust
OGu3Hec-npoueccamu N agMUHUCTPATUBHbLIMY
pernameHtamu RunaWFE

AHHoTauus
B poknage paccmaTprBaloTCs BOSMOXXHOCTM, MOSIBUBLLUMECS B CBOBOA-
Holi cncteme RunaWFE 3a nocnegHwii rog. B wactHoctn, paccmatpuBa-
IOTCSt LOMONHUTENbHbIE BOSMOXHOCTM (hUSIbTPaLMmM SK3eMNAAPOB busHec-
NPOLECCOB, MCMOJIb30BAHNE NCTOYHMKOB JaHHbIX, UCMOAb30BaHMe rnobanb-
HbIX posieli, HOBble BO3MOXXHOCTU paboTbl BOTa BHELWHEro XpaHunuwa ¢
SQL-Tabavuamu.

JononHutenbHble BO3MOXHOCTM (DUAbTPALUM IK3EMNASAPOB
6usHec-npoueccos

B cucreMe mosiBuiIach BO3MOXKHOCTD BBIIOJIHATH (DUIBTPALMIO 110 Ha-
3BaHUIO 33J[aHUsI C JIONOJHUTEJBHBIMU PEKUMaMU [TPOBEPKU ITPOXOK e~
HUsI TOYKU YIIPABJICHUs Yepe3 JaHHbIN y3es. st ee UCIoIb30BaHus HAJIO0
OTMETHUTL TajIouKoil ssteMenT «Haspanne 3aganusy, BBECTH B 10JIe (PUIIb-
Tpa Ha3BaHHUe y3Ja-AeiiCTBUs BLIOpAThL OMUH U3 CJIEAYIOIINX PEeXKUMOB
[IPOBEPKU:

e 3ajaua aKTUBHA

e 3ajada BBIIOJHEHA

e 3ajada He BBIIOJIHSIACD

Tlocne coxpanenust puabTpa, B CIHUCKE 3aIYIIEHHBIX ITPOIECCOB IIO-
ABSATCS BCE CYIIECTBYIOIIIE SK3EMILISIPBI OU3HEC-TIPOIIECCOB, COOTBETCTBY-
IoIUe 33JaHHOMY KPHUTEPHIO.

Ncnonb3oBaHue rnobanbHbix poneii

T'ytobanbHast POJIb — POJIb YPOBHS MPEIIPUSTHsI, JOCTYIIHAS BO MHO-
rux Om3Hec-mporeccax. [1obanbHas PoOJib MPUBS3BIBAETC K KOHTEHHEDY,
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v | 3a0a4d acnbna

o v v
5 v o0 * ar v

6 v sop v v

Puc. 1: Pexxumbl TpoBepKU MPOXOKIEHNST TOUKHU YIIPABICHUS Uepe3 y3eI-
JleficTBue

®aiin Bua Ceofictea  OkHo

E|& | |9 @ | 2|

5 Mpou... &2 | M Borei| = B ||-U- Global &2 = 0a

P T ——
4 (= Asto Bce poan

% 3asoka

% Mnaruposarne Hazeanne Vnupanuzatop [—
(= Crnaackne et ion.&
Tapax Jfe.ext E tioni(l apax)

Ponu

Nepenerosats

Puc. 2: I'mobanbubie posn

Ha3BaHMe KOTOPOTo HadnHaeTcs ¢ Touku. [locisie aToro riobasbHas poJib
CTAHOBUTCS JOCTYITHOW BO BCEX OM3HEC-TIPOIECCAX, OTHOCSIINXCS K KOH-
Teitrepy. Ee Tak ke, Kak W OOBIYHBIE DPOJIM, MOXKHO BBIOMDATH B y3JIaX-
JeficTBusaX, 06paboTInKax, popMax, HAIUAIN3ATOPAX U APYTUX dJIEMEH-
Tax cpejbl pa3paboTKH.

MNcnonb3oBaHne NCTO4YHNKOB AdHHbIX

NcrounukoM JaHHBIX MOXKeT ObITh basza jmaHHbIX mian Excel Tabmau-
ma. Peanuzosana moamepkka paborsl ¢ 6azamu ganabix MSSQL, Oracle
u PostgreSQL. Vcrounwku JaHHBIX HCIOJB3YIOTCS B 00pabOTIMKAX:
«Buemnee xpanunnine qanabIx» U » BemmosmanTs 3ampockt SQL».

st paboThI ¢ CTOIHUKAME OBLIIO T0OABIEHO OKHO «VICTOIHUKY TaH-
HBIX»

Bo3MOXKHBI TpU THIIA UCTOYHUKOB JAHHBIX:

e Excel

e JDBC
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®aan Bwg CeoActea | OkHo
T D:{ | & | ﬂfl Neor ownbok NpuioHeHA
- Mpouecce -Fl,j‘. Botel ObbekTe SWT

R‘b 3ameyaHua No pernameHTy

& OWnBKN W 3aMEYEHUA NPoLECCa

s Wcrounnkw ganHbx
%, BoTel
o [posogHuk
O=—
o= Cxema
— -
] Ceoiictea
i}

MuHNaTH pHEIR B1Z

$F>  KomnoHeHTsl gopm

Puc. 3: Beibop oKkHa MCTOYHUKOB JIAHHBIX

e JNDI

ITaposs monknrouenns: Kk BJI 3amaercs Ha cepepe B paszene «crou-
HuKN JaHHbix». Cpena pa3paboTKy He XPAHUT MApOJIA HMOIKJIIOIEHUS K
B.

Ha cepBep nucTovHUKY JAHHBIX MOT'YT OBITH SKCIIOPTUPOBAHBI U3 CPEIbI
pa3paboTtku uan u3 daitna. Pabora ¢ ncrounmkaMu Ha cepBepe BeJIeTCs B
pasgeiie «/IcTOYHUKY TaHHBIX>.

Hosble BO3MO>XXHOCTK paboTbl 60Ta BHELIHEro XxpaHuauuia c
SQL-tabnuuamu

Panbie 60T BHENTHEr0 XpAHUJIUINA MOT B KA4eCTBE XPAHUJIUIIA, JIAH-
HBIX MCIOJIB30BATh TOJIBKO (aitibl Excel-nmokymentos. Teneps st 60-
Ta pabOThI C BHEITHUM XPAHUJIMIIEM MOXKHO TaKKe UCIOJb30BaTh SQL-
HMCTOYHUKU JIAHHBIX, KOTOPBIE BHIOMPAIOTCS B COOTBETCTBYIOMUX (hOopMax
HaCTPOHKM OOTOB.

Cchliku

1. Ccouika na caitt npoekta RunaWFE: http://runawfe.org/rus
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:: PepaktMpoBaHMe MCTOYHMKE AaHHBIX “

Haseanmne: | MSSCLIDEC
Tum: |JDBC v
Baza ganHen: | 5qlServer v

URL Gaskl gannen: | jdbaisglserver//127,0,01:5103:databaseMame=DBMNAME;

Ima Baskl gaHHB: | test |

Mma nonesoearens: | sa

Coxpanute Otmena

Puc. 4: Hacrpoiika JDBC — ncrounuka JaHHBIX

BarpyaHTi: UCTOHHMK AaHHIIX

Crucok sapanuii BuiGepute chaitn | Oaiin e ewbpan ¥

anyeruTs npouece

3arpyauTL UCTOSHIK HaHHbX
3anyugenHsIe npoueces! —

Uenonwurenu
Oruers Hazgaume ATpuByTHI
OrHowerna D5 4

Bor crakumn filePath: D\, fileName: DB1.xlsx
VICTOUHMKA AaHHEX

Cicrema

"
TrainingMaterials_4_2_ExternalStorage

B oxcel_dst filePath: D\, fileName: excell xisx

Pr— B8 jndi_toc_test1 indiName: jboss/datasources/OracleDS
Sumém 8 L0c, WrE ORAGLE TEST! dilipe Orade, dbUI i oracle Vin @locahost 1521 XE. dbName
piTep 3aMeL NIz
. dbType: SqiServer, dbUrl
i“}”?*‘e A 6 yssaLiDBe jdbe'salserver/127.0.01:5103 DBNAME:, dbName
actpoiin

test, userName: sa
Tlom cepoepa

8 oracteDs indiName: jboss/datasources/OracleDS
3aaanws corpyaHKos

dbType: Oracle, dbUri: jdbc:oracle:thin: @ocahost 1521, dbName: XE
2

8 oracleJuDBC userName: USERS!

Puc. 5: Pabora ¢ nucrounmkamMu JaHHBIX Ha CepBEpe

Muxaun LLnropun
Mockea, Bazanst CMO

AnbT Ha DnbbOpyce: obe BepLINHbI

AHHOTaums
Pabouasi ctanums «Insbpyc 801-PCx»[1] nopgaepxueaeTt Tpu agncnnes
B LUTATHOW KOMMJEKTauuuW, HO MOXET ObITb pacliuMpeHa LO ABYXMeCT-
Holl koHdurypauum (rae KaXKgoe MecTo NOAAEPXKMUBAET ONATb XKE 40 TPEX
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E Onepaumm € BHELHUM XPaHUAKLLEM n

Koncrpykrop | XML

Beinonnaemoe geiictene | SELECT v

Ycnoeue [Mpynna] == @rpynna JofapnTe aTpubyt
Bxogrod dain
ma MCTOMHWKE AaHHBLX [ARENSSOLIDBC |v‘

DB gna TrainingMaterials_4_2_ExternalStorage

AtpubyT

OracleDs

Oraclel]DBC

PostgresIDEC

Products xls

CronBey 1 Apxie ana TrainingMaterials_4_2_ExternalStorage2
Werounuk ganmex Tuna JDBC{PostgreSOL)
Weroqnuk ganner: Tuna JOBC(SqlServer)

Mepementan Tosapbl

Crpannua no Haseanue | | Ciknag

Puc. 6: Beibop ncrounnka maHHBIX [1j1st O0Ta BHEITHETO XPAHUJIAIIA.

p,l/lCI'lJ'leeB); Mbl TakK U caenanan B NHCTANAATOpPE Anbet Pa60‘-laﬂ CTaHUuunsA

ans dnsbpyc.

Pabouast cranmus «9ap6pyc 801-PCs» muér B KOMILIEKTE € TPEXTO-
JoBoit BujieokaprToir Radeon, m eciu 100aBUTH €IE OJHY TaKyio »Ke —
BO3MOXKHO Pa3MECTUTh HA OJHON MAaIHe IBa IMOJTHOIEHHBIX PAbOInX Me-
cTa: pecypcoB Jjist Hux Gosiee uem gocrarodo (8 suep, 32 I'6 O3Y), a Bor
IKOHOMIIECKUiT 3(PpDEKT MOTyIaeTCss KPATHBIIA.

Mpr permmin  onpobOBAaTh «MHOTOTOJIOBBIN» BApUAHT 3TOI BECHOMN
B pamKax noaroroeku K xordeperuun OS Day 2018|2]; criepsa BoCIosb-
30BaJICh CBOOOJHBIMU BBIXOJAME YK€ UMEIOIIEHCs BUIEOKAPTHI, HO Ta-
Kas KOHPUrypaIms ¢ TpOMeKYTOTHOI Mpocoiikoit Xephyr moaydniach
HeOBICTPOi m3-3a orcyTerBus 3D-yckopenns (y Hac yxxe MATE 1.20,
cobpanneiit ¢ GTK+3, #Ho emg He 6buto VirtualGL), mitoc pocraTtodno
rPOMO3IKOI U Hey00HO# B HACTPOliKe U 3aiycke (X0oTs 1o (hakTy U OHA
TOXKE BOZMOXKHA) — & BOT C PA3JIeJIbHLIMU BUJIEOKAPTAME BCE CTAJIO IIPO-
CTBIM W JIAKOHUYHBIM, Ha JIAHHOM 3Talle Jayke He TOTPeboBaIOCh HIUIEro
MATIUTh.

Omncanbl pasuble BapuaHThi|3,4,5] — € OJMHAKOBBIMY MM PA3IMIHbI-
mu GPU, c 3azeiicrBoBanuem logind mim 6e3 nero; ¢ yaérom ocobeHHOCTEH
wiaTOpMbl U CBOMX MPEAIIOYTEeHni octanoBmwinch Ha AByX Radeon R5
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230 (oauH MITATHBINA U OJUH JIONOJHUTENbHBINH BO BropoM cjiore PCle x8)
u wdm|6], KOTOpBIil yMeeT HOAHMMATH HECKOJIBKO X-CEePBEPOB MITATHLIM
06pazoM.

Peasnnszanus ynakosana B cocrase makera xorg-conf-e801-dualseat|7]
7 BMecTe ¢ J0paboTKOi nHcTaasaTopa nuctpudbytusa Aixst Pabovas cran-
st Jyist Dubbpyc|8] monasa B ABryCTOBCKUIN BBIIYCK PEIIO3UTOPUST U 06-
pazos|9] (nocryuner kimentam MIICT) — Tak uro obagarenn paboamx
crauamuit «Jupdpyc 801-PC» moryT yke ceitaac ooparurbest B MIICT nsa
[IOJIyYEeHUsI JIUCTPUOYTHUBA U €ro Pa3BEéPTHIBAHUS.

Ccoliikn

1. http://www.mcst.ru/elbrus_801-pc
2. http://osday.ru/

©w

http://web.archive.org/web/20101030044616/http://wiki.
c3sl.ufpr.br/multiseat/index.php/Main_Page

https://wiki.gentoo.org/wiki/Multiseat
https://wiki.archlinux.org/index.php/xorg_multiseat
http://altlinux.org/X11/DualSeat

Ne o e

http://git.altlinux.org/people/mike/packages/7p=
xorg-conf-e801-dualseat.git

®

http://basealt.ru/products/alt-workstation/

9. http://altlinux.org/ports/e2k

NBan MenbHukos, Amutpuii Tepéxun
r. Capatos, OO0 «Bazanst CMO>»

Mpoekt: ALT MIPSel https://www.altlinux.org/Ports/mipsel

ALT Ha nnatdopme MIPSel

AHHOTaums

B poknape paccmoTpeHbl chegyrowine Tembl: guHamuka cbopku na-
ketoB B Sisyphus mipsel, cbopka u npowuska obpasos ALT Ha ocHoBe
Sisyphus__mipsel gns Tasonru n BFK 3.1, npobnema rpacpukmn va BFK 3.1.
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Tabmuma 1: Tabswmra mo HemeIsaM.

Date Totally [EV is|EV is the|EV is the|same present in
missing | different same, release|same, release NEVR new repo

(we need | is smaller |is larger (we|in both |only

the latest | (we need the|need to push|repositories

version) latest build) |the fixes)
2018-06-29 | 12595 817 1844 26 3269 91
2018-07-06 [ 12513 818 1871 27 3304 91
2018-07-13 [ 12513 843 1875 26 3278 88
2018-07-20 | 12489 827 1926 37 3286 88
2018-07-27 | 12466 829 1912 38 3333 4
2018-08-03 | 12643 786 1499 40 3611 51
2018-08-10 | 12644 722 1250 43 3936 53
2018-08-17 [ 12532 295 760 49 4965 33
2018-08-24 | 12426 228 707 55 5164 29
2018-08-31 12370 216 650 59 5289 27
2018-09-07 | 12358 214 659 57 5298 28
2018-09-14 | 12335 218 629 55 5353 29

Ecrtb peniozuropuii Sisyphus__mipsel.

Ectp cbopounura, gyle-secondary.office.basealt.ru, I1O girar.

Ectp pobot, KOTOpBIT MepekIaapBaeT 3a1a9u COOPKI M3 OCHOBHOTO
Cusucda B 3Ty cbopounnity. EcTb JIfou, KOTOPBIE IIOMOTAIOT POOOTY TaM,
IJie OH He CIPABJISIETCs, alIPYBAT €r0 TACKH TaM, [Jie OH CIIPABJISETCS U
JIOCOOMPAIOT TO, YEro He XBATAET.

Ectp cratuctuka mo cbopke makeroB: http://ftp.altlinux.org/
pub/people/iv/reports/mipsel/stats.txt

Ha ocnose penozurtopusi Sisyphus mipsel cobpanmsr obpaszsr OC Alt
qutst Komibiotepa «Tasosira Tepmunasy 2BT1, B manbHeiiem nmMeHye-
moM TaBosira, ¢ GyHKIIMOHATIBHOCTHIO TOHKOI'O KJIMEHTA U JJIsT OIIEHOYHOM
mwrater BFK 3.1.

B o6passr muist TaBoaru Briiodeno 1O kmenTos ynaséaaoro pabodero
crona g nporokosos RDP, SPICE, RFB (ucnosnbsyerca VNC), NX
(ncnombayercst X2Go): connector, remmina, freerdp, tigervne, x2goclient.
[1] A rakxxe oducuoe IIO (LibreOffice). Vmerorcs: 06pasbl ¢ OKpyKeHHEM
pabouero crona MATE u Xfce.

Obpas mis BFK 3.1 nomyepKuBaeT TOJIBKO TEKCTOBBIN mHTEpdEiic
nosib3oBaresist. imeercsa 1O st paboTsl B ceTn.

Ccblika Ha KaTaJior ¢ obpa3amu:

http://ftp.altlinux.org/pub/people/jqt4/mipsel-images/

IIpomuska obpaza Alt Ha TaBosry BHITOIHSAETCS U3 T€COVETY CUCTEMbI
Ha ocHoBe Linux, ycramosiennoii npoussojguresieMm. Ilpu eé 3arpyske 3a-
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myckaeTcs mHTepdelicHas mporpamma, moxoxkas Ha BIOS x86. O6pas cy-
mecTByeT B Bujie daiiia recovery.tar onpeenéanoro popmara. OH BKIIO-
qaeT B cebst TapOos ¢ rootfs, CKpHUIT MPOIIMBKE recovery.rc, TeKCTOBBIi
daiisl ¢ mpursaleHneM K IIPOIIUBKe, 0TOOparkaeMblil B nuHTEep(deiice.

[TpormuBka MoxkeT ObITh BbiosiHeHa ¢ USB dutemnku. Takke moxker
66T cesano BoccraHosserue [10 Tasoaru ¢ daiina recovery.tar, 3amu-
carroro Ha SSD mpu nporuske.

Ecsiz npormuBka ocyiecTBiisiercs ¢ QJIEIKN, CKPUIT recovery.rc gpop-
matupyer SSD, pasbuBaeT ero Ha pasjiesibl, Pa3BOPAUUBAET TApOOJ C
rootfs u cozmaér squashfs ¢ kommeit recovery.tar. Ilpu BoccTaHOBIEHUEH
¢ SSD dopmaruposanue, pa3buBKa Ha pasieibl u co3ganne squashfs mpo-
myckaercs. [2]

Qaitn qyia npomusku Alt ma BFK 3.1 npejcrasisier coboit obpas juc-
Ka. 3anuch 06pa3a Ha JIUCK MPOU3BOIUTCS Tocse 3arpy3ku B Embedded
Linux komanzamu zcat u dd [3].

I BFK 3.1 umeerca BumeokapTa Ha OCHOBE TPaUTIECKOrO TPOIIEC-
copa SMT750. 3amyck rpaduKu ¢ UCIIOJIH30BAHUEM 3TON BUIEOKAPTHI BO3-
MOXKEH, OJHAKO IIOCJIe 3AIyCKa TEKCT B TEKCTOBBIX KOHCOJISIX CTAHOBUTCSI
HE YUTAEMBIM U BOCCTAHABJIUBAETCH TOJBKO AIAPATHON II€pPE3arpy3KOil.
Takke Ha 9KpaHe He OTOOparKaeTCsl MpaBasi YaCTh KAPTUHKU — BUTHA
MMUPOKas Y€pPHAsS T0JI0CA.

JlntepaTtypa

[1] ALT Linux Team, Ucnonszosanue «Tasoara Tepmunan» 2BT1 ¢ knnenra-
MH yzrajgéHHoro pabodero crona, 2018, https://www.altlinux.org/Ports/
mipsel/TavolgaRemoteDesktopHowto

[2] ALT Linux Team, IIpommska o6pasa Alt ma «Tasosra Tepmunmans 2BT1,
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Poman Crasues
Mocksa, 3enenorpag, AO «BAVNKAJT DJIEKTPOHUKC »

Mpoext: KomnnekT cpegcte paspabotku MO (SDK) gns BE-T1000
https://www.baikalelectronics.ru/products/T1/

Mpoueccop Bainkan-T1. NporpammHoe n annapatHoe
OKpY>XeHune

AHHOTauus

Kpatkuii 0630op CHK Baiikan-T1, ouenouHoii naatel BFK3.1 u kowm-
nnekTa cpencte paspaborkn MO SDK (BE-T1000) Ha ocHose CIO.

BE-T1000

Muxkpomporteccop BE-T1000, apyroe nazsanue Baitkaa—T1 ornocut-
cs K Tuny Cucrema-ua-kpucraiie. Mukponporneccop (MII) conepkur nsa
ssapa MIPS32r5 P5600 Warrior. Takrosasi wacrora siapa B MII cocras-
sster 1,2 T'T'n. Tlepeunciimm HEKOTOpPBIE OCHOBHBIE TIAPAMETPHI sJIpa.;

— Ajpecnoe npocrpancTso pacimupeno g0 4 Téaiir (40-6ut agpec);

— 16-cTynendarsiii KOHBelep ¢ BBIOOPKOW 4 KOMaH I 3a 1 UK

— Apudmernydeckuit corporeccop ¢ 6iaokom SIMD st onepamym ¢
32 128-6ut perucrpamu;

— PasmepHocTu BeKTOpOB B peructpax: 8x 16 out, uau 16 x8 our,
mwim 4 X32 our, wim 2 X64 6ur;

Omneparuu ¢ 8-, 16— u 32-0uT 1EIBIMU IUCTAME;

Oneparuu ¢ 16—, 32— u 64—6uT ¢ YKcjIaMU C IIABAIONIEl 3alls-
toii, crammapt IEEE-754;

— TaxTupyercs 9acTOTOMH si/ipa;

— Borimostnenue 3a ojiuH UK 4 KOMAHJ C TEJIBIMA YUCJIAMEA U 2 OITe-
pamuit SIMD;

— 64-06uT K311 KOMaH]I;
— 64-0uT K311 JaHHBIX;
— IIpornosupoBanue BeTBJIEHUIA;

— TlonnepkuBaeTcss TEXHOIOTUS ANNAPATHON BUPTYaIU3AIINAN;
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— ObecrnieunBaeT ypOBHU MPUBUJIETHH JJIsI TOCTEBOM M KOPHEBOI
OGC;

— IMomgepxxkusaer 10 15 rocrespix OC;

— Tlognepxka 6ydepa acconnarusuoit Tpancasanun TLB u kon-
tekcra comporeccopa COPO ayst rocreBoit u kopuesoit OC.
[Monnas mzonsanus OC apyr ot apyra;

— IIporpammupyemblii 6JIOK yIIpaBIEHHUS AMSITHIO;

— Bydep TLB 1 yposus, 16 3amnuceit koman1 BBoja 32 3amuceit
JIAHHBIX;

— Bydep TLB 2 yposus, oHOBpEMEHHBIH T0CTYII, (PUKCHPOBAH-
HBIE U [I€PEMEHHBbIE PA3MepPbl CTPAHWIL;

— Bydep VTLB, 512x2 3anwuceii.

MII mpousBomuTcss 1o 28—HM TEXHOJIOTUU Ha TalBaHbCKOil (dabpuke
TSMC. Pabounit nuanaszon remieparypbl MII moarBepK1€H UCIbITAHUSI-
mu B ripejiesiax 0-70°C, mo pacY€THBIM JTaHHBIM JIUANA30H PAO0OINX TEMITe-
patyp moxker gocrurath —45. .. 70°C. MII Beiryckaercs B 578-BbIBOIHOM
BGA xkoprmyce pazmepom 25X 25 MM. DHeprornoTpebeHne He TPEBBIIIaeT
5 Br.

B xaxxmom mporieccopuaom siape MII comepxkut 64-Kb6aiiT xamr man-
veix n 64-K6aiiT xom komang. Ha kmacrep m3 JAByX sjiep TPUXOIUTCS
8-KaHaJIbHBINA acconnaTuBHbI K3m L2 émkocThio 1 Mb6aiiT. Mukpompo-
1eccop CHaOXKEH yHHBEpPCAJbHBIM KOHTpoJuiepoMm mamsata SDRAM. Oc-
HOBHBIE [TAPAMETPBI KOHTPOJLIEPA:

— Coorsercreyer cuernudpukanuu JEDEC DDR3 SDRAM Specifications
JESD79-3E;
— DDR3-1600, paboyast vactoTa namsitu coctasisger 800 MI'm;

— Ionaepxusaer 00béM namsaru SDRAM no 8 I'Gaiit;

— Buemnsist muaa mmpunOil 32 6uTa ¢ 8-OUTHBIM KOJIOM UCIPABJICHUS
OIINOOK;

— Hopnep:kuBarorcst MukpocxeMbl SDRAM ¢ mupuHOil MIUHBL JAHHBIX
8 6uT u 16 Our;
— IlonnmepxkuBatoTcs ABa paHra IaMsTH.

Wurepdeiicer MII pazensrorcs Ha HU3KOCKOPOCTHBIE U BBICOKOCKO-
poctabie. Ilepeuncium coctas:

— HuskockopocTabie mHTEPDEHCH:
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— 32-6ur mopt GPIO;
— 3-6ut nmopr GPIO;
— 2 mopra UART;

3 nopra SPI;

— 2 nopra 12C;

— BricokockopocTabie nHTEPdEHCH:

— 10Gb Ethernet;

2 GMAC RGMII;
— PClIe Gen3. x4;

— 2 SATA 6G;

— 1 USB 2.0 host.

BFK3.1

Komnanueit st coOCTBEHHBIX HY2K/JI ObLIN pa3pabOTaHbl U [IPOU3BE-
nenbl 6yioku dyurkimonaasaoro kourpoia (BOK). Koropsie Tpancdop-
MUPOBAJIUCH OTJIAJI0YHbBIE [LJIATHI/OLEHOYHBIE [IJIaTHI JJIsl 3aKa3YUKOB. Pa-
Hee Bblyckasinuiicss TectoBblil kKoMmiiekT TK-T1(BO®K-1.6) B dopmare
microATX (244 %244 vmm), cmennsta onenounas mwiata BFK3.1 B dopmare
FlexATX (229x191 mm). Ha mtare ycranosien MII u peajm3oBan J0CTyIn
KO BCEM HU3KOCKOPOCTHBIM M BBICOKOCKOPOCTHBIM mHTepdeiicam.

KomnnekT cpeacts paspabotku MO (SDK)

KomiutekT cpefers pa3paboTKu [POrpaMMHOrO obecnedenus (ia-
see SDK) nosnmocreio cozman wa 6aze CIIO. SDK conepxur Kpocc-
koMuaaTop a3bikoB C u C++, pemakTop cBs3eil, OTIaunK, YTHUIATHI
U CHUCTEeMHBbIe OMOJIMOTEKH, JIOCTATOYHBIE I Pa3pabOTKU CHCTEMHOTO U
npukaagaoro 110, ucnonnsiemoro Ha MuKpompoieccopoM. B cocras SDK
BxoauT MuHUMAaJbHas guctpudbymus OC Linux jjis 1eseBoit miaTdop-
Mbl ¢ MuKpornpoleccopom Badikas-T1 (Ha ocHOBE CHCTEMHOH YTHJIUTBI
busybox). SDK nomzep:kusaer cieyomiue 1ejeBble maaTdopMbL:

~ QEMU MIPS32¢l

— Tecrossrit kommaekr TK-T1 (BOK-1.6)

— Tecrosbiii kommekr TK-T1+ (BO®K-1.6+)
— Omnenounag mara BFK3.1
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KonoTHukos Anekceii Bnagummuposny
Mockea, Baiikan JnekTpoHukc

Mpoekt: bBaiikan T1 https://www.baikalelectronics.ru/

Ontumusauyms wndposavusa Ha Baiikan-T1 no
rocT28147-89

AHHOTaums

OcobenHocTn npumeHerusi npoueccopa balikan-T1 gna wudposanus.
PesynbtaThl Ha 3agade IPsec, koTopble 4OCTUKUMBI 418 3TOrO pelleHus.

0O630p
Tabymra 1: 3 BapuanTa mudpoBAHUST

Asropurm va CPU wu pern-|c HIPUMEHEHUEM | MOIYJISIDHBIN CO-
crpax oblLIero Ha- | BEBKTOPHOIO  COIIPO- | IPOLECCOD
3HAYEHUs meccopa MSA

CKOpOCThb 2 * 150 Mbit/s 2 * 350 Mbit/s 2500 Mbit /s

MuanmasnbHOE 0 — 6e3 3amepxkku | 0 — 6e3 3amepKKNA SMKC

BpeMsl IOJIOTOB-

KU Ul HadaJa

mndpoBaHus

Bpemsa mmdposa- | “450 HC “180 uc ~20 nC

Hust GJI0Ka

BaskHo: mocTpoenne mmdpyoIero MapipyTu3aTopa morpedyer muc-
[TOJI30BAHUS BCEX AJITOPUTMOB JIJIsi PA3HBIX Pa3MepOB IMudpyeMoro ma-
KeTa.

LLincdpposarue Ha CPU un peructpax obuiero HazHauyeHus

[Mudpyercs 1 610k pazmepom 646uT.

Bpems mudposanusa 1 6sioka mo 64 6ut — 450 ns

Baxkno: Haubosnee rubkmit moax0, MO3BOJSIET peaIn30BaTh JI000M
papuanT 3auemiennsi(CTR, CBC u 1u.), HO 10CTATOYHO MeJICHHBII.

Ckopocts mMoznemn ~150 Mbit /s una sigpo. (Baiikan T — 2 spa.)
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1.4 Kpunto(onT)

— Kpunto

1.2 | — Kpunto+memcpy
CPU

— CPU(MSA)

[

o o
o Gb/s

0.2

0 200 400 600 800 1000 1200
bytes

LLIncppoBaHue c npumeHeHnem BeKTOpHOro conpoueccopa MSA

Mudpyercsa 4 610ka mo 64 Our.

Bpems mudposanus 4 6;10koB 1o 64 6ur — 720 ns

Ckopoctb Moziesn ~350Mbit /s Ha siapo. (Baiikan T — 2 siapa.)

Baxkno: PaGoraer jia nanubix 6e3 sanemwienus (ECB, CTR)

IIpum. EcTh HEKOTOpBIE CIOXKHOCTH € HCIoJb3oBaHmeM MSA B s-
pe JMHYKC T. K. TeKyIas peaJu3alius IPeAIoJaraeT, ITo UCIOIb30BaHue
MSA BO3MOXKHO TOJBKO JJIsI HEKOTOPBIX IMPOIECCOB MOJb30BATENHLCKOTO
YPOBHST

Pemenns:

1. mosimocThIO OTK/IOYATH MOAuepkKKy MSA+FPU u wncnonbsosarh
MSA TosbKO 15t InpOBAHUS

2. BKJIIOYHUTDH IIOAAEP2KKY IJId BCEX IIPOIECCOB U BCErda COXPaHATH KOH-

Teker MSA

LLincppoBaHue Ha moaynsipHOM conpoLieccope

WnmocTpariug HUXKe MOKA3bIBAET CUJIbHYIO 3aBUCHUMOCTb CKOPOCTH
mudpoBaHus OT pa3Mepa MAKeTa. T. K. B CETEBOM TpadUKe MHOI'O ITAKETOB
HeboJbIIoro pasdmepa (646aiT) ,T0 UCIIOAB30BAHUE TOJLKO MOLYJISPHOIO
comporieccopa He JIa€T XOPOIINX Pe3yIbTaTOB.
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— KpunTo
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Kpunto(onT)

— KpunTto+memcpy
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0 5000 10000 15000 20000 25000 30000 35000
bytes

TeCTI/IpOBaHl/Ie TYHHEeNnA

Iperf pexxum: TCP /IP
IPsec ESP (MTU=1500)

MoebHBIN TPUMED It IPOBEPKU KOHIIEIITA CMEITAHHOTO aJTOPUTMA
mudpOBAHUS € 3aBUCHMOCTBHIO OT pa3Mepa IaKeTa.

Hacrora CPU 1.2GHz

ECB

[Taker menee 1286aiiT mudpyercs na CPU+MSA

[Takersr Gosbime 1286aiiT mMUMPYIOTCA MOLYISPHBLIM COIPOIECCOPOM:
notok 231 M6ur/c

nymieke 159+152 M6éur/c

Pasnecenne mpepbIBaHM 1O IpaM AT 3HAYATEbHBIH IIPUPOCT:
norok 282 Mo6ur/c

nymiekc 235+184 M6éur /c

Cwmecn 7*66+4*518+1*1450 mymexkc 1094109 M6éur/c

CTR

[Taker menee 128 Gaiir mudpyercs va CPU+MSA
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ITakeTsr Oosbite 128 GailT mudPYOTCS MOLYJISPHBIM COIIPOIIECCOPOM
(cuéruuk rorosurca Ha CPU mMozyssapublil conporeccop mmudpyer B pe-
xkume ECB):

nmorok 200 M6wut/c

aymieke 1154101 M6ur/c¢

Pasznecenue mpepbIBaHUil IO IpaM ¢ OTKJIIOUEHHBIM MOJYJISAPHBIM CO-
MIPOIIECCOPOM:

norok 177 M6ur/c

nayteke 166+126 M6éur/c

Cwumech 7*66-+4*518+41*1450 nynexc 87487 Mbur/c

CBC + Imito

ITaker menee 128 6aiit mudpyercs na CPU

ITakeTs! Gosibitie 128 GaiT MUMPYIOTCT MOAYIIPHBIM COITPOIIECCOPOM:
notok 224 M6wut/c

aymiaeke 181+108 M6ur/c

Pasnecenne npepbIBaHMi 110 S/IpaM JTaéT 3HATUTENIbHBIH TPAPOCT:
norok 281 M6ur/c

nymieke 216-+188 Méwur/c

Cwumech 7T*66-+4*518+1*1450 nymiexc 92492 M6éwur/c

Meggenes [eHuc JleoHngosuy
Mocksa, OO0 "Baszanst CMO"

MeTtanHdopmaums peno3antTopues: xpaHeHne n
noJsie3Hblii cocTas

Y10 Takoe meTtauHdopmaums penosvmtopus

Meraunndopmarus perno3utopusi — 3T0 uHMOpMaIus, KoTopas B 00-
IeM CJIydae B HeM He COJIEPXKUTCs, HO CBsI3aHA C ero cojiepKuMbiM. Me-
TanH(OPMAIIAI0 MOXKHO KJIACCH(DUIUPOBATE TI0 CIIOCO0Y €€ 3aJiaHus, KaK
JIaHHBIE:

e [Ipenmaraembie pa3pabOTIMKOM
e [Ipeyiaraemble MaHTETHEPOM IIAKETA

e [IpemiaraeMbrie COCTABUTEIEM PEIIO3UTOPUS
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e [IpenmaraeMble MOJIB30BATENSIMUA PEIMO3UTOPUST — COCTABUTEISIMUI
JTUCTpUOYyTHBOB

L] HpeﬂﬂaraeMme KOHEYHbIMMU II0JIb30BaTeJIAMU

lae MoXXHO NoCcMOTpeTb 4acTb MeTanHgopMauumn B HacTosiLee
Bpemsi

e sisyphus.ru

e packages.altlinux.org
e appstream

e cve-manager

OHH JIOCTATOYHO KECTKUEe ¢ TOYKM 3peHusl jobaBjieHust MetanHgop-
MAalid, CIATAIONIEHCA Ba?KHOMI JJIe1 APYTUX BBINICYIIOMAHYTBIX KaTCrOpuii
IIOJIL30BATENICH, KPOME COCTABATEJIA PCIIO3ZUTOPHL.

Bo3moxkHble Buabl MeTanHdopmaymm

e Omnmcanusi MPUMEHEHUsI TAKeTa

e YuacTre makeTa B COCTaBe 00pa3oB

e Ceezmenus o 6e3omacHocTu nakera, 3akpoirun CVE
e PeiiTunr kadecTBa, 6€30IIACHOCTH AKETa,

e JlomouuTeabHast HHMOPMAITAS O CIIOcObaxX COOPKU IaKeTa, 3aMeva-
HUA.

o IIpuuunbl ymajieHust WM u3MeHeHUs (DYHKIMOHAJIBHOCTH (HAIIPH-
Mep, BBIKJIIOUEHHUs] COOPKH JTOKYMEHTAITHN )

e CChbUIKM Ha 3aBUCHMBIE JIOTUIECKU (HE B CMBICJE 3aBUCUMOCTEl 110
PEIIO3UTOPHIO) IIAKETHI. [IAKeTa U3 PEIO3UTOPUSI

e OcobOble 3ameuanus

e Jluunble 3amucu MaHTelHepa/IOJIb30BaTeIel TaKeTa,/CChIIKU Ha
dopymbI

TpebosaHus k metanHdopmaymn

e uTerpupoBaHHOCTH
MNuadopmanust momkHa OBITh aKTYAJIBHON, OTPAaXKATh TEKYIIEE CO-
JeprKaHue perto3uTOpus.
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e lamensemocts Ilonb3oBaTeh cucTeMbl MeTaMH(OPMAIIAN TOJPKEH
HUMEeTh BO3MOXKHOCTH HACTPOHUTD €€ COAEP:KUMOE II0 CBOEMY BKYCY, &
TaKKe UMEeTh IIPOCTYI0 BO3MOXKHOCTH OCTaBJIATH KOMMEHTAPHUH.

o KondunennmaabHocTh u focTymHOCTS MHpOpMaIns, T0MKHA OBITD
JIOCTYIIHA IIOCTOSIHHO, BHYTPEHHsisi MH(OpMaIsl II0JIb30BaTe eil
JIOJIZKHA BallAIAThCS COTJIACHO IIpaBaM JIOCTyIa. BO3MOXKHO, UTO
BHYTPEHHIOI0 MHMOPMAIIAIO HAJIO XPAHUTH HA OT/IEJIbHBIX CHCTEMAX.

Bo3moxxHblli nogxon K peanusauynmn

e IIpemnaraercs nonkiodenne WIKI k cbopounune +git+packages.
altlinux.org mwum mMnopT B altlinux.org

e Tak»ke BO3MOXKHO co3fanue HOALI diaspora.

Anekceii Typbun

zrec — cbopmaT MeTadaHHbIX peno3nTopus

AHHOTauus
Hosblii chopmaT cxaTus 3anuceli obecneunsaeT BbICOKNA koadpuum-

EHT OKaTusl 1 B TO XK€ BPEMSsI COXPAaHSIET BO3MOXXHOCTb MPOU3BOJIBHOMO
fJoctyna k 3anucam. [ns 3Toro noTtok 3anuceii pa3buBaetcs Ha Kycku
(chunking). MoaaepxunBaeTcs cHXpoHM3aums / HaCTUHHOE CKaYNBaHME Ye-
pe3 HTTP range requests.

Beepexue

[Tepen obHOBIEHMEM W3 PEMO3UTOPHUsT CKATUBACTCA OOBINON aii
¢ sanucamu naxemos (records); B apt-rpm sro daitnbl pkglist.xz
u srclist.xz, cojepxKaiiue ype3aHHbIE I'DIM-3aro/jioBKu (B Trepomd-
PEIO3UTOPHUAX 3AIUCIMU MOXKHO cuuTaTh cermedThl X ML-daiina). Paiin
pkglist.xz XOpOIIO CKAT, HO PACIIAKOBKA €0 3aHMMAET HECKOJIBKO Ce-
KyH, 1 JjaJiee OH XpanuTcd B /var/lib/apt B pa3kaToMm BujE, 3aHUMAST
JoBOsIbHO MHOTO MecTa (200-300 M6; 37€Ch HE CTOJBKO KAJIKO MECTa Ha
JUACKE, CKOJIb BO3HUKAIOT «TOPMO3a» Hpu mocryte K dbaity). [lepexkars
Ke B bostee «J€rknity dopmar pkglist Hesb3sl, MOCKOIBKY apt Tpeby-
€T IIPOU3BOJILHBINA JIOCTYII K 3aIlUCAM (KOMaH,Z[a apt-cache show pgesaer
1seek(2) u cUUTHIBAET 3AIKCDH).
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B 2017 r. aBTOp mpEAUPHUHS MONBITKY Pa3padoTaThb «JIErKmity (op-
MaT zpkglist Juis ckaTus 3amnuceil mocse ckadmBaHus [1]. 3a ocHoBy
Obla B3sTa O6ubIMOTEKA CxKaTusa LZ4; /it Heé ObLIa aJIalTHPOBAHA TEX-
HUKa CXKATHUsI CO CJOBapéM, peajm3oBaHHas B Oubiamoreke zstd. Ilepen
CXKaTUEM 3alliCHU I'PYNIUPOBAJINCH 110 4 IMTYKH, YTO 3HAYUTEBHO YJIyd-
majio KO3 @UIMEHT CXKATUsI, OJHAKO [TPOM3BOJIBHBIN JTOCTYII y2Ke Tpebo-
BaJI PACIIAKOBKU T'PYIIIIBI U3 YETHIPEX 3AIMCEN.

B mae 2018 r. Txxonartan Haiterep (Jonathan Dieter) anoHcuposas
noxoxuil mpoekr zchunk [2] (dbopmar daitina u Gubimoreka cxKaTHs).
Tlonnepxkka zchunk mobaBjena B dnf, IUIAHUPYETCH K HCIOJb30OBAHIIO
B Fedora 29 yi6o Fedora 30. zchunk ocHoBbIBaeTcs Ha ajropurMme zstd,
KOTOPBLIH criocoben, B oTiutne oT LZ4, 0becreInTh 3HAUNTETHHO 00JIee BbI-
COKMIf, «PeJU3HBbIN» YPOBEHb CxKAaTHsl (XOTs U HECKOJIBKO He JOTSATUBAET
110 xz). IToaroMy mHTEpeC aBTOpa CTaJl CMEMIATHCS B CTOPOHY UCIOJIb30Ba-
HU HOBOrO (bopMaTa st czkaTusl Ha cepsepe (cxkarbiil daiin He Tpebyer
DPACIAKOBKU Ha KJIMEHTE).

®Daitn B popmare zchunk MOXKHO ITOHAMAThH IIPOCTO KaK CXKATHIA IIOTOK
Gaittos. IIpu cxkarnm OTOK HapesaeTcst Ha Kycku (chunking) m kazxprit
KYCOK C’)KUMAETCH XOTS U OTIEIbHO, HO CO CA08GPEM, XPAHSIIIMCS B TOM
ke daiisie (YT0 3HAUUTENBHO yiaydinaeT Koadduuuent cxkarus). Ecre-
CTBEHHO, IIPU CXKaTHU 3alnuceil Hape3Ka HJET 10 I'DAHUIAM 3amuceil, HO
B OJHOM KYCKE€ MOXKET COJEePXKAThCsl M HECKOJIBKO 3amuceil. B Hauase xe
daiia xpaHuTCH uHdekc KYyCKOB: MX pa3Mepbl U Xell-cyMMbl. Hajamaune
WHJIEKCA JIeJTAeT BO3MOXKHBIM CUHIPOHU3AUUIO: KITHEHT CHAYAJIA CKAINBA-
er nngekc u norom — depe3 HTTP range requests — nemocraroriuie Kycku,
repecTpamnBasi CTapblit ailyi B HOBBII.

®opmar zchunk He ycTpamBaeT aBTOpa JIUIIb B merajisx. [lasee pac-
CMOTPEHBI HEKOTOPBIE CIIEIUAJILHBIE OCOOCHHOCTH CXKATUS U CHHXPOHU3a~
yu, KOTOPbIe IIPUBOJAT K CO3/IAHUIO aJbTEPHATUBHOIO hopMaTa — Zrec
(cokp. ot compressed records).

O nonb3e copTupoBku

[maBubIM TIpOCUIéTOM B (bopMaTe zchunk sIBISETCS €ro OOITHOCTD: OH
CXKUMaeT KaKHe-TO KYCKU, KOTOPbIE PACIAKOBBIBAIOTCS BO YTO YTOJHO.
®opmar zrec BMECTO STOT'O HOCTYJIMPYET, UTO CXKUMAEMBbIE 3aIIUCH YNopsi-
douenb, KakuM-1160 06pa3oM (HAIp., eCTECTBEHHBIM 06Pa30M — 10 UMEHU
[IAKEeTa, HO BO3MOXKHA U IPYIIIUPOBKA 110 STC.TPM). DTOT IOCTYJIAT UMEET
JIaJIeKO WJIYIIHE TOCJIE/ICTBUSI.
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Bo-miepBbIX, B OTCOPTUPOBAHHOM CIIUCKE y 3aIUCeil BO3HUKAET A0KAAD-
Hoe cxrodcmeo, KOTOpoe «He yJIaBIuBaeTcs» cioBapém. Hampumep, nake-
TBI perl-* MMeIT MeXKJy CODOil CXOJCTBO B YaCTU 3aBUCUMOCTEM U T.II.
3HaunT, IPYHINPOBKA COCETHUX 3aIMCeil TP Hape3Ke JTOJKHA ITPUBECTU
K 3HAYUTEJIHLHOMY YJIYUIIECHUIO CKaThsl. A OHOIMOTEKa TOT/Ia MOXKET pea-
JIT30BATH MPOIEIyPY CKATUSL C ABTOMATUIECKON IPYIITHPOBKOIA.

Bo-BTOpBIX, COPTUPOBKA MeHsET TPeOOBAHUS K COIIOCTABJIEHHUIO KYC-
KOB. JTO JaKe JiBe Pa3Hble MaTeMaTHIecKe 3aJaun: 1) 4To0bl yHUKATb-
HO UJICHTUMDUIIPOBATE KaXK bl KYCOK CPEJIN BCEX OCTAJIBHBIX, TPEOyeTCs
96-6muTHBIH Xen (py Yuc/Ie KycKoB nopsaaka 10° 1 BeposTHOCTH KOJLTH3HI
nopszka 10718); 2) 9T06BI ONMpeIeTh, M3MEHI/ICA JIH KYCOK, Tpebyercs
60 6uron xem-matepuana (T.k. 270 ~ 1071%). Tlosromy MoxkHO cunTaTs,
Y9TO KOI'/Ta KYCKH «PpaCCTaBJIEHBI 110 MeCTaM», TO JLJId I/I)]‘eHTI/I(i)I/IKaL[I/II/I KycC-
Ka B «JIOKAJIBHOI OKPECTHOCTU» JIOCTATOYHO 64-6uTHOTO Xerra.

pynnupoBka 3anuceii

I'pynnupoBka 3amnmceit MOXKeT 3aMETHO, XOT U HE PAJUKATIBHO, YJIyd-
muTh cKarne. Bo3pMéM daitn srclist.xz (1.86 M6) — B paskaroMm Bu-
ne 10 M6. «Commonoes cxxarue zstd -19 maér 1.97 M6. Ecim cxxumarh
KaXKJIyIo 3aIUCh 10 OTJAEIBHOCTH, ToaydaeTcsa 5.8 M6 — majo u36bITou-
nocru! PajgukasbHoe yinydnienue paér cxKaThe 3aluceil co CJIOBapéM —
2.44 M6 (cnoBapnb 512 K6, B cxxarom Buge 177 K6). Eciau Teneps emé
IPYIIUPOBATH 3aIUCH Tapamu, mosydaercs 2.26 M6, mo tpu — 2.21 M6,
o getbipe — 2.18 M6 u nasee odyenn mesjenno. B obmieM, rpynmnpoBKa
no 2-3 zammcn yiaydmaer ckarue Ha 8-10%, a takske ymenbimaer B 2-3
pasa pa3mep HHIEKCA.

3amucu ONHAKO HEJIb3sl TPYIIHAPOBATH B POBHBIX KOJMYECTBAX, 9TO
NPUBEJET K cdguzy epanuly W CAejiaeT HEeBO3MOXKHBIM CHHXPOHHU3AIUIO.
Tak, ecan U3 MOTOKa 3amuceil, CrpynnmupoBaHubIX mapamu: AB CD EF. ..
OyzeT yiaaJieHa 3amuch B, To rpanunpl nap casunyTces: AC DE F... u Bce
KyCKH II€PECTAHYT COBIaIaTh. KiraccmuecKuil moOIX0[ K PENIeHuI0 3TOH
IpOOJIEMBI COCTOUT B TOM, UTO HY>KHO Hape3aTb KyCKH [IEPEeMEHHON JJTu-
HBI [ICEBJIOC/IY 9aifHbIM 00Pa30M, OCHOBBIBASICh HA JAHHDBIX BHYTPH KYCKOB
(content-defined chunking). A mMeHHO, HaHHBIE CKAHUDYIOTCS CKOJIb3sl-
UM OKHOM U Hape3aloTCsl, KOIja KOHTPOJbHas CyMMa B OKHE IIPUHU-
MaeT OIpeje/IEHHOe 3HaJYeHUe. Y IPOIIEHHAS Peasin3alldsi TAKOrO MOJIXO0-
Ja m3BecTHa Kak rsyncable gzip. O0 onrumaJibHON Hape3Ke CM. CTaThIO
2005 1. [3] u cBexyio padory [4].
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Hama wupes yavmpaxopomxot onmumasvonoli HAPE3KU COCTOUT B
CJIEIIYTOIIEeM: 3aIllCA MOYXKHO CPABHHUBATH 10 MX XEII-KOIy. 1Orma ecju
manp. A < B < C > D < E, To ynopsiioueHHasl O/ITOCIe0BATEIHHOCTD
u obpasyer Ipyliy, a HapyllIeHue Hopsiika JaéT paspe3. Hapymenne mo-
PSLIKA MOXKHO TaKyKe BBIHY?KJEHHO JIOIYCTUTH B IIEPBBLIX JIBYX JIEMEHTAX
IpyIIbl. 910 HpuBoaUT K caepyomeit Crpareruun: 1) Ilomecturs B 0ue-
peas A, B u C. Eciu B > C, orpesars AB (u torma C craHoBUTCS
HoBeiM A). 2) Unave nobasurb B odepens D. Eciu C > D, orpesarnb
ABC'. 3) Nunaue orpesars ABCD.

OTmernM, 4TO XOT Ha [arax 1) u 2) cpaBHEHHE OJ[HO U TO K€, Bepo-
aTHOCTB ero pasnas: Pr(B < C) =1/2,aPr(C < D) < 1/2. I nockonbKy
YCJIOBHE OJIHO M TO K€, TO JIJIsI TIPEOJIOJICHIST PACCHHXPOHUBAIINN JTAETCS
6oJiee OJIHON BO3MOXKHOCTHU <«3allelIUThCsI 38 HY?KHOE MECTO», U B TO XK€
BpeMsI PACCHUHXPOHU3AIMS OBICTPO MPECEKAETCS.

OrMeruM TakzXKe BaXKHYIO NPAKMUMECKYI0 MOOUPUKAUUIO TTPOTIETYPhI
HAPE3KN: JJIsl UCIOJb30BaHUsI B KadecTBe A, B ... JKeJaTeIbHO XeInpo-
BaTh He BCIO 3allUCh, a JIUIIb UMs NakeTa (Ujid MMs STC.rpm nakera 6e3
BEPCHUHU 1P I'PYNIUPOBKE 110 src . rpm). Torja naMenenue Bepcuu y makera
He IIPUBOJUT K N3MEHEHUIO HAPE3KN: M3MEeHEeHNEe OKA3bIBAETCS [TOJTHOCTHIO
JIOKAJIM30BAaHHBIM BHYTDPH KYCKa; K PACCUHXPOHHU3AIUH MOYKET IIPUBECTH
TOJIBKO yjlajieHue u jJ00aBJIeHNEe HOBBIX ITAKETOB.

Msr1 B3stn daiis srclist.xz or 1 uions u 1 moss 2018 r. Bes rpymn-
IIIPOBKY 3aIIUCEN JJIsT PEreHepanyy HOBOro daiina HemocTaér 923 Kycka
obmmuM oobémom 271 K6, a ¢ onmcannoit rpynnupokoit — 809 Kyckos
obbémom 568 K6. IIpu sToM rpynnmpoBka Tak»Ke yMEHbIIAeT pa3Mep UH-
nekca npumepHo ¢ 80 mo 30 K6, ograko B maHHOM CjIydae yBeJIUIUBINAL-
cst 00bEM KYCKOB B HECKOJIBKO Da3 IEPEKPBHIBAET YMEHbBIIIEHNE HHIEKCA.
Buso, 9To npu HeperyJspHbIX OOHOBJIEHHSAX I'PYIIINPOBKA OKA3bIBAETCS
HEBBITOTHOM.

XewnpoBaHne n paccTtaHoBKa

IIpu s1r060M M3MEHEHUs PETO3UTOPHUsT UHIEKC Oy/IeT CKAINBATHCS MOJI-
HOCTBIO, UTO MOYKET COCTABJISTH 3HAYUTEJHHYIO YacTh CKadaHHoro. llo-
9TOMY MPEJCTABJISAET UHTEPEC IaJibHelilee yMeHbITeHne O0bEMa Xerl-
MaTepruaJja BHYTPU WHJIEKCA.

BeigennM mopzagady: mycTh KaXKblil KyCOK HaJessercsi 32-OMTHBIM
XelreM; HYKHO YCTAHOBUTb COOTBETCTBHE MEXKJy KYCKaMH B CTapoM H
HOBOM (aiiie. ZIcHO, 9TO COOTBETCTBHUE OMPEIE/IACTCA COBITAICHNEM XeIlla,
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HO TP 3TOM COBIIAJIEHUsI, HAPYIIAIOIINE «OOIIUI MOPSIOK», CINTAIOTCS
KOJUIM3USIMA U OTCEUBAIOTCS.

B obmiem Buie aTa 3a1a9a n3BectHa Kak Longest common subsequence
problem, u oxHuM u3 eé pemenuii sipasercs ajaroputMm Maiiepca [5], nc-
mostb3yeMblit B diff (1). Oxguako asropurm Maitepca BBITOJIHSIETCS, BO-
o0I1ie TOBOPS, KBaJPATUIHOE BPEMsi, KAK U BCE OCTAJIbHBIE DEIIEHUS ITOM
3ajate B Harboiee o0IeM BUIe WK B Xy/iieM ciydae. Heckosbko Toumee,
cytoKHOCTE asjroputma Maiiepca — O(nd), rae n — oblee 9UCIO SIeMEH-
TOB B JIBYX IIOCJI€JIOBATEJILHOCTSAX, & d — YHCJIO OTJIMYAIOIIMXCS DJIEMEH-
TOB. ¥YBBI, Ha 6oabmux (aittax diff (1) xoporno paboTaeT, TOJbKO eCIn
U3MEHEHUsI B HUX OKa3bIBAIOTCH HEDOJIbIIUMU. B Halem e ciydae mpu
HEPETYJISPHBIX OOHOBJICHUSX YHUCJIO OTJIAYAIONINXCH KYCKOB MOXKET OBITH
6osbrnm. OHAKO CYIIECTBYET JPYroil aJifOPUTM — AJTOPUTM XAaHTa-
IMumanckoro co cioxuoctbio O((r+n)logn), tae r — obiee ucso Bee-
BO3MOKHBIX COBIIQJIEHUIl B JIBYX IIOCJIEJ0BATEIBHOCTSX. DTOT AJTOPUTM
Jlerpajiupyer, KOrJa 9UC/I0 HEOJAHO3HAYHBIX COBIAJICHUH BeINKO (HAIPH-
Mep, U3-3a MAJION MOIHOCTH ayihaBUTA, WM KOTJa B TEKCTOBBIX (haitrax
MHOI'0 OJIMHAKOBBIX ¢TPOK). Ho B Hamem ciydae upu obiiemM KoJudecTse
KYCKOB TOPS/IKa 216 HeOTHO3HAYMHBIME COBIIAICHUSIMI (xkosumsusaMu 32-
GUTHOrO Xerna) MOKHO IIpeHeGpedb, U 3a/[aua PACCTAHOBKY DEIAeTcsl 3a
O(nlogn). Iosxke GbLIM OTKPBITHI JAPYTHUE AJTOPUTMBI C MIOXOKEH aCHMII-
TOTUKOM, KOTOPBIE UCHIOJIL3YIOTCA B Oroutdopmaruke [6, ¢. 291] (B Guonn-
dopmaruke 3a1a9a paccraHoBKU HasbiBaercd global alignment). Cu. Tk.
ob3opst [7,8].

EcrecrBenno, 32-6uTHOrO Xerra MajaoBaTO JJisi HAJAEXKHOIO COITOCTaB-
sierusi. [TosToMmy dopmMaT BBOAMT XeIIMpPOBaHHE BTOPOI'O YPOBHSI: IIYCTh
h(A) u h(B) — xemwu waynmx OOAPSAJ KyCKOB, TOLJA B JIOIOJHEHHE K
uuM Beraucigercsa H(A+ B) — 32-6utHblil «poBepodHblii» xent. Baxkuo,
uro ¢yskuuu h u H ornuuatorcs, T.e. H npemocraBiaser donosrumens-
HY0 THDOPMAIUIO O KaXKJOM KycKe. Torma Kaxaplii KyCOK OKa3bIBAETCS
HAJIEIEHHBIM 64-0MTHBIM XereM (IIOCKOJIBKY € TOYKU 3PeHHsl KarKJ0ro
KyCKa JIDYIoifl KyCOK MOXKHO CUMTATh MAapaMeTpoM). A cocTaBHas KOH-
cTpyKIust cosepkutT 96 OUTOB XeI-Marepruaa, 9To YKe JTOCTATOIHO It
yHUKAJIBbHON uaeHTuduKarun. [IpoBepodnbIil Xenr nCnoIb3yeTcs Ha BTO-
poit craguu cuaxporuzanuu: eciau h(A) u h(B) cosuanator, a H(A + B)
HE COBITQJIAET, 3HAYUT, KycKu A u B HaJI0 CKayaTh IOBTOPHO.

Temnepnb ocraércst TOJBKO MPUMEHUTH TOT YK€ AJTOPUTM TI'PYIIUPOBKA
KYCKOB, KOTODBIil IPUMEHSIETCs JJIsi TPYIIUPOBKA 3AIMCEI: I HaJIesIe-
HUsT KyCKOB COCTABHBIM XeIlleM UX HY2KHO Hape3aTb 110 2-4 mryku. Cos-
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MmaJieHre COCTAaBHBIX KYCKOB pa30MBaeT 3a1ady PacCTAHOBKU Ha MEJIKHE
noa3aJadu.

O HagéXXHOCTN KOHCTPYKLUU

Takum 06pa30M, MBI IOy IUJIH, 9TO JIJIsT JIOCTATOTHO HAJIEKHOTO COIIO-
CTaBJIEHUSI B MHJEKCE TpeOyeTCst BCEro OKOJIO H.5 GalTOB Xell-Marepuasa
Ha KYCOK, WJIN K€ OKOJIO 2 DaliToB Ha 3amuch. KoHe1THO, TaKyI0 KOHCTPYK-
A0 HEJIB3s canTaTh Kpunrorpadudeckn bezomacuoit. Kpunrorpaduae-
CKYIO IIPOBEPKY MBI IIPOCTO JIEJIETUPYEM HA YPOBEHDb BBIIIe: KOra (aiii
[IePEeCTPOEH, KJIUEHT MPOBepsieT KPUITOIPahUIECcKyo CyMMY II€pecTpo-
enHoro daira. B xymmem ciydae, Korja cyMMa He COBIIAIAET, OCTAETCs
TOJILKO CKa4IaTh BeCh (paiiyl 3aHOBO.

BouJtee BeposiTHBIM 1Ipe/ICTABIISETCS HECOBITAEHIE U3-3a TOTO, 9TO KJIH-
€HT CKadaJj pas3uble Bepcun pkglist u release daitsios. Pemnennem sB-
JISIeTCsl BKJIIOUeHNe B release He TOJIBKO CYMMBI Bcero pkglist.zrec
daiiia, HO U OTJEIBLHO CYMMBI €r0 UHIEKCA, YTOOBI TAKOE HECOBIIAICHUE
MOXKHO OBLTIO OBI cpa3y Ke 00HAPYKHUTh.
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