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AHHOTALIA

Hacrosiuii  TOKyMEHT  COJEp)KUT OCHOBHBIE CBEJIEHHS O TPUMEHEHUU
nporpaMMmHoro wuznenusi «OnepaunnonHas cuctema Anst 8 CII» JIKHB.11102-01,
cokpamieHHoe HamMeHoBaHnue — OC Aubt 8 CII, peam3 10 mia nponeccopoB VLIW
aApXUTEKTYpPHI DJIBOPYC.

Jlanee B JoKyMeHTe OyAE€T MCIOJIb30BAaThCS ajlbTepHATUBHOE HamMeHoBaHue [1U:
OC Anst CII.

Bepcus: 1.0.

Onucanue TPUMEHEHHUSI COCTOMT M3 4YEThIPEX OCHOBHBIX YacTed, B KOTOPBIX
PACKpBIBAIOTCS OCHOBHBIE BOMpPOCHl MpuMeHeHus: u ¢yHkuuonupoanus OC Anbt CII.
Takke paccMaTpuBaeTCs OpraHu3alus BXOJHBIX U BBIXOJIHBIX JIaHHBIX B CHUCTEME, U
KOH(UTYypalisi TEXHUYECKUX CPEJICTB, HEOOXOJAUMBIX ISl MPUMEHEHUs ONeparmOHHON
CUCTEMBL.

B nepBom pazjene npuBoASTCS Ha3HAUYEHHE, OCHOBHBIC MPUHIIMIIBI OpPTraHU3alINH,
BO3MO>XHOCTH ONEPAIMOHHON CHUCTEMBI, €€ OCHOBHBIE XapAaKTEPUCTHUKH, OTPAHUYCHMUS,
HaKJIaJbIBa€MbIC Ha 00JIaCTh €€ IPUMEHEHUS.

Bo BTOpOM paznesne yka3bIBalOTCS YCIOBUS, HEOOXOIUMbIE JJIs1 (DYHKIIMOHUPOBAHUS
ONEPAIMOHHON CHUCTEMBI, CTPYKTypa TEXHHUYECKUX U MPOTPAMMHBIX CpPEICTB H
TpeOOBaHUs K HUM, OOIIUE XapaKTEPUCTUKU BXOJIHOM U BBIXOJHON MH(POpPMAIIUH, a TAKKe
TpeOOBaHMSI M YCIOBHUS OPraHU3AIMOHHOTO, TEXHUYECKOr0 M TEXHOJOTHYECKOTO
XapakTepa u T. II.

B TperbeM paznene yka3pIBaeTCs ONpENECICHHE 3aJaud U METOJAbl €€ pEIICHUs,
MIPUBOAUTCS 001Iast CTPYyKTypa U anroputmel pyHkimonupoBanus OC Anst CII.

B uerBepTOoM paznene NMpUBOASTCA CBEACHUS O BXOJHBIX M BBIXOJIHBIX JIaHHBIX.
VYka3pIBatOTCS X XapaKTep U OpraHU3allnsl, YacTOTa OOHOBJICHUS U TIP.

Onucanue npuMeHeHus pazpadorano B coorBeTcTBur ¢ ['OCT 19.502—78 «Enunas
CUCTeMa TMporpaMMHOM jJokymMeHTanuu. OrnucaHue mnpuMeHeHus. TpeOoBaHHS K

coJiepKaHuI0 U 0(OPMIICHUION.
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1. HASHAYEHUE [TPOI'PAMMBbI

1.1. Haznauenue

OC Anst CII npegnazHadeHa Juisi TPYIIIOBOTO U KOPIIOPATUBHOTO MCIIOJIb30BaHUSA
B KayecTBE CpEICTBA aBTOMAaTH3alUd HWH(POPMAILMOHHBIX, KOHCTPYKTOPCKHX H

IPOU3BOCTBEHHBIX [IPOLIECCOB NPEANPUATUH (OpraHu3alui, YUpexKACHUN).
1.2. BO3MOXXHOCTH 1 OCHOBHBIE XapaKTEPUCTUKU

OC Aunbrt 8 CII npencrapisier co00il KOMIUIEKC MPOrpaMM, CO3/IaHHBIX HAa OCHOBE
OC Linux, u oOecrieunBaer 00pabOTKy, XpaHEHHUE, Nepenady HH(opMaiuu, a Takke
peanu3anuio (QYHKIHMA 3alUTBl OT HECAHKIIMOHUPOBAHHOTO JOCTyNa K HHGOpPMALNH,
oOpa0OaTeiBaéMOM Ha CpPEICTBAaX BBIYUCIUTEIBHOM TEXHHUKH, HaXOASIIMUXCS IOJ
YIPABJICHUEM JIAaHHOT'O KOMILIEKCA MPOTPaMM.
OC Aunpbt CII obnanaer ciaeayromuMi PYHKIIMOHAIBHBIMU XapaKTEePUCTUKAMMU:
- obecrieunBaeT BO3MOXKHOCTh OOpabOTKH, XpaHEHUs W Nepenayd WHGOpMalnuu B
3alIUIICHHON TPOTPAMMHOMN CPEJIE;
- obecrieunBaeT BO3MOXKHOCTh  3aIllyCKa  IOJIb30BATEIBCKOTO  MPOrpPaMMHOTO
obecrniedyeHus B cepTU(PULIUPOBAHHOM OKPYKEHUU;
- o0ecreynBaeT BO3MOXKHOCTh (DYHKIIMOHMPOBAaHUS B MHOT033Ja4HOM PEXHME
(0OTHOBPEMEHHOE BBITIOJTHEHHE MHOXKECTBA MPOIIECCOB);
- o0ecrieynBaeT  BO3MOXKHOCTh ~ MAacIITaOMpPOBaHUS ~ CUCTEMBI:  BO3MOKHA
skcrryaranss OC kak Ha onHoil [IOBM, Tak 1 B MH(POPMALIMOHHBIX CHCTEMax

Pa3IMYHOM apXUTEKTYPBI;

o0ecreynBaeT MHOTOIOJIb30BATENBCKAN PEXKUM IKCIUTyaTallUu;

o0ecrieuynBaeT MOIEPKKY MYJIbTUIIPOIIECCOPHBIX CUCTEM;

oOecreynBaeT MoAAECPKKY BUPTYaJTIbHON NaMsITH;

o0ecIeunBaeT ceTeByt0 00pabOTKy JIaHHBIX, B TOM YHCII€ pa3rpaHUYEeHHE T0CTyna

K CCTCBBIM IIaKCTaM,
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- IOAACPKUBACT MYHBTHTepMHHaHBHBIﬁ PEKUM JJIA CO3JaHHA JOIIOJHUTCIBbHBIX

pa60‘{I/IX MCCT Ha OJHOM KOMIIBIOTCPC.
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Jna noanep:kku BeimonHeHus onucaHHbix ¢yHkiuii B OC Anwst CII peanuzoBanbl
CJIEIYIOIME BO3MOXXHOCTH:

- YIpaBJIeHHE IIpoLeccaMy U HH()OPMALIMOHHBIMU PECYPCAMU;

- YIIPaBJIEHUE CUCTEMHBIMU PECYpPCaMU;

- YIIpaBJICHUE NAMATHIO;

- ynpasieHue ¢aiiaMu ¥ BHEITHUMH YCTPOICTBaMH;

- yIpaBJieHHe JOCTYIIOM K oOpabaTsiBaeMoii HH(pOpMaInu;

- 3aIIMTa XPAHUMBIX, 00pabaThbIBaeMbIX M IMEPENaBAEMbIX HH(OPMALMOHHBIX
pECypcoB KOMILIEKCOM cpencTB 3amuthl (qanee — KC3) onepaninoHHON CUCTEMBI
(manee — OC);

- aIMUHUCTPHUPOBAHUE;

- IOJIIEPKKa UHTep(deiica MPUKIaJHOTO IPOrPaMMHUPOBAHUS;

- IOJIEP>KKa MOJIb30BaTENILCKOrO HHTEpderica.

OC Anpr CII  monzepKvMBaeT  KIMEHT-CEPBEPHYIO  ApPXUTEKTYPY M MOXKET
o0CITy’)kKMBaTh NPOLECCHl KaK B IMpelenax OJHOM KOMIBIOTEPHON CHCTEMbI, TaK MU
npouecchl Ha apyrux [I9BM depes kaHambl nepeaadyn JaHHBIX WM CETEBBIE COCAMHEHUS.

Bapuantr wucnonnenuss OC Anbt CII Pabouas craHuus BKIIOYAaeT OQUCHBIE U
KJIMEHTCKUE MPUIIOKEHHS U 00€CTIEYMBACT BBIIIOJHEHUE CAEAYIOIUX (PYHKLIMI:

1) mepcoHasibHBIE CpeacTBA MH(OOPMAIIMOHHOTO OOMEHA:

- IOJIyY€HHUE U YTEHHE JIEKTPOHHOM MoYThl (1o npotokoiam POP3, IMAP);
- OTIIpaBKa IOYTHI, B TOM YHCJIE U HAPSAMYIO Ha CEpBEp MOJIydaTes;
- BEJICHUE aJIPECHON KHUTH;
- BEJICHUE KOPOTKHUX 3aMETOK;
- INTAHWPOBAHUE BCTPEY U 3a/1ay C YBEIOMJIEHUEM 00 UX HACTYIUJICHUU;
2) ToJie3HbIE BOBMOXKHOCTH:
- IPOCMOTp KaJIeHAaps;
- apu(pMeTHUECKUI KaTbKyJISATOP;
- CJIOBaphb (CO BCTPOEHHBIM aHTJIO-PYCCKUM CIOBApEM);
3) pabota ¢ JOKyMEHTaMH:

- [IpaBKa IMPOCTLIX TCKCTOBLIX JOKYMCHTOB,
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- MpaBKa JOKYMEHTOB CO CJIOKHBIM (JOPMATUPOBAHUEM;
- OJICYET B DJIEKTPOHHBIX Ta0JIMIIAX;
- IOJIrOTOBKA U MPOBEACHUE MPE3eHTAIUMH;
- IOCTPOCHHE PA3IMYHBIX CXEM U3 MPEIONPEICICHHBIX Ta0I0HOB;
- ynpaBsieHue 0a3aMu JaHHbBIX;
- CKaHUPOBAHME;
- CO3/IaHHE apXHMBOB, YTCHUE U3 apXUBOB (rar, arj, zip, tar.bz2, tar.gz, 7z);
4) cpenctBa paboTsl B ceTu uTepuer/MuaTpaner:
- MPOCMOTpP BEO-CTPAHUII, BKIIIOUAsI THIIEPTEKCTOBBIC BEO-CTPAHMUIIBI, aAYIHO U
BUJIEO;
- BOCIIPOM3BEICHNE TIOTOKOBOTO ayAUO U BHUIIEO;
- o01IeHne B ceTAX oOMEHa HEMEIJICHHBIMH COOOIIEHUSIMH (C MOIIEPIKKOM
XMPP);
- padota ¢ ¢aitnamu o nporokoiam FTP;
5) BBIBOJ MHGMOPMAITIH:
- mevyarthb Ha npuHrepe u MOY;
- coxpanenue B popmare PDF;
6) MyJIbTHUMEUA:
- MpocMOTp u300pakeHuit (popmarsl netpbm 8 u 16 Owur, tiff 8 u 16 6ut (B
T. 4. MHOTOCTpaHu4HbI), geotiff, png (B T. u. 16-6ut), jpeg2000, djvu, jpeg,
svg, bmp, gif ¢ anumaruei, ico;
- peIaKTUPOBAHUE PACTPOBBIX N300PAKCHHIA,
- peIaKTUPOBAHUE BEKTOPHBIX U300PaKECHHUI;
-3anmucb CD wu DVD (co3ganue HOBOro mpoeKTa U KOIMHUPOBaHUE
CYIIECTBYIOILETO JAUCKA);
- cOXpaHeHue B (haiiyiax COAEP>KUMOTO 3BYKOBBIX KOMIAKT-TUCKOB U BUJEO C
DVD;
- 3aITMCh 3BYKa C MUKPO(OHa;

- 3aITUCh BUJIEO C BEO-KaMephl;
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- mpocMOTp BUAeO (B popmarax avi, mpg, ogg, divx, xvid, mkv, flv, .wmv) c
cyotutpamu (.ssa, .srt, .ass);

- mpocyIMBaHKue 3BYKOBBIX (paitioB (B dhopmarax wav, flac, cue, mp3, ogg,
aac, ape);

- MPOCITYIIMBAHUE 3BYKOBBIX KOMITaKT-IUCKOB;

- BO3MOYKHOCTB IpocMoTpa DVD;

7) ALT CSP Kpuntollpo — rpaduyeckuii unTtepdeiic ans 3amycka KOMaHJ
KPHUIITONIPOBAii/iepa Ha MPOBEPKY U CO3JaHUE IEKTPOHHOU 1U(POBOI moanucu
GUITT'OCT).

OC Anpt 8 CII obOecrieurBaeT BBHITIOJIHEHHE IPOTpaMM B 3alllMIICHHON Cpeje.

B cocra OC Anwt 8 CII BkitOueHsl TNporpamMmHubie uHTepnpetatopbl (php, perl, lua,
python, nodejs) u BeO-cepBep (nginx), MNPOLIEANINE WCHBITAHUA 1O BBISBICHUIO
YA3BUMOCTEH U HENEKIAPUPOBAHHBIX BO3MOXKHOCTEM B COOTBETCTBUH C METOIMKOM!

OCTIK Poccuu B moaHoM 00beMe.
1.2.1. CnenuanbHble XapaKTEPUCTUKHU

Cpenctsa pazpadotku 1151 OC Anbt CII npenocTaBisitoTcs OTACIBHO O 3a1pocy.

IMPEAYIIPEXXIEHUE

[IporpaMMHBIE KOMIIOHEHTBI KOMIIAKT-IMCKA CO CPEICTBAMM Pa3pabOTKU MOTYT HCIOJIb30BATHCS
TONBKO JUISL pa3padOTKU  CIENHUATBbHOTO (MPUKIATHOTO) TmporpamMmHoro obecneuenus (CIIO),
npenHasHaueHHoro s ¢yHkiuonupoBanus B cpeae OC Anpt CII. B ciydae ecnu HeoOXoaumo
NpUMEHEHHE TPOTrpaMM M3 cocTaBa KoMIakT-aucka «CpeactBa pazpaboTKu» Uisi oOecredeHus
¢ynkunonuposanus CI1O, 31 mporpamMmbl 10JKHBI OBITH BKJIFOUEHBI B cocTaB pa3pabarbiBaemoro CIIO,
B TOM 4YHCJI€ B COCTaB 3arpy304HOro Moayiys (AMCTpUOyTHBa), U CEPTHU(PHUIUPOBAHBI HA COOTBETCTBUE
TpeOoBaHUSIM 0€30MaCHOCTH MH(GOPMAIIH B €TI0 COCTABE.

! MeTonuka BBISBICHHS yA3BUMOCTEH M HEAEKIapHPOBAHHEIX BO3MOXKHOCTEH B IPOrPaMMHOM
obecnieuenuu, yreepxkaena ®CTIK Poccun 25.12.2020 r.
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2. YCJIOBUA ITPUMEHEHMA

2.1. TpeGoBaHMs K TEXHUUECKUM CPEJICTBAM

Hnsa  pynkunonupoBanuss OC Anet CII  Heobxomuma IIDBM, oGnanaromast
CJIETYIOIIUMHU XapaKTePUCTHKAMHU:

- npouieccopbl VLIW apxutektypsl Onuopyc: e2kv4 (Dnpbpyc-8C/1C+), e2kvSs
(Omp6pyc-8CB), e2kv6 (Dmpopyc-2C3);

- 00beM omepaTUBHOM MaMaATh — He MeHee 1 ['6aiiT u 6onee;

- 00BEM JOCTYITHOTO MPOCTPAHCTBA HAKOMUTEINSI HA KECTKUX MAarHUTHBIX TUCKaX HE
menee 50 ['0aift (pekomenayercs 200 ['GaitT u 6osee);

- nepudepuiiHple yCTPONCTBAa BBOJA/BBIBOJIA — YCTPONMCTBO YTEHHUS W 3alKCH

KOMIIaKT-IUCKOB.
2.2. TpeOoBaHHUS U YCIOBHS OPraHU3ALMOHHOIO U TEXHOJIOIMYECKOr0 Xapakrepa

Ko Bcem monp3oBarensm OC Anbt CII mpeapsBisercs clieayroiiee TpeOOBaHHUE:
0a3oBble HaBbIKK padboThl ¢ OC cemeiicTBa «Linuxy.

K apmunuctparopy OC AnwT CII npeabsBiasitoTcs cleayronme TpedoBaHus:

- 3HaHW€ TPUHIMIIOB TOCTPOEHUS ¥  (YHKIMOHUPOBAHUS  COBPEMEHHBIX
BBIYUCITUTEIBHBIX CUCTEM, MEXaHU3MOB 3aIIUThl UHPOPMAIUH;

- HaBbIKK paboTel ¢ OC cemeiicTBa «Linux»;

- HaBBIKM QJIMUHUCTPUPOBAHUS OOIIECUCTEMHOTO0 W MPUKIATHOTO MPOTPAMMHOTO
o0ccIIcUeHHS;

- HABBIKM HACTPOMKHM CPEACTB 3alUTBl U CPEICTB JJIEKTPOHHON MOAMUCH,

ucnoiib3yeMbix B coctae OC Anbt CII.
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2.3. OrpaHryeHus Ha UCTIOIb30BAaHUE TEXHUUYECKOTO U IPOrPaMMHOI0 XapakTepa

2.3.1. OrpannyeHus: Ha UCMOJIB30BAHUE alMapaTHBIX MIATHOPM U 0A30BBIX CUCTEM

BBO/[a-BbIBOJIA

He nomyckaeTcs ucnosib30BaHue anmapaTHBIX IAT(HOPM U BepcHil 6a30BBIX CHCTEM
BBOJA-BBIBO/IA W JIpaliBEpPOB, COJEPKAIlMX W3BECTHHIC VYSI3BHUMOCTH, OIMCAHHBIC B
0OIIEOCTYTHBIX UCTOYHUKAX HH(POPMAITUH.

B cinydae ecnu ucnonb3yemasi amnmapaTHas muiatdopma, Bepcus 06a30BON CHCTEMBI
BBOJA-BBIBO/IA WJIM BEpCHsl JpaiiBepa COICPKHUT YA3BUMOCTb, TO €€ HCIOJIh30BaHUE
JOIYCKAeTCsl TOJIbKO TIOCTE MPUMEHEHHS TaTda, MPEACTAaBICHHOTO pPa3pabOTYNKOM
JAHHOW amnmapaTHOW TuIaTGopMbl, Bepcur 0a30BOM CHUCTEMBI BBOJIa-BbIBOJA UM BEPCHUU
npaiiBepa (opuIUATIBHOTO TaTya).

[Ipu OTCYTCTBMH TakOro Iarda HWCIOJb30BAHHE aIMapaTHON MmIaTGOopMBbI, BEpCUU

0a30BOI CUCTEMBI BBO/Ia BBIBOJIa WIIM BEPCHUH JIpaiiBepa HE IOIYCKAETCS.
2.3.2. OrpannyeHus Ha ACUCTBUS IPU OOHAPYKEHUU YSI3BUMOCTEN

B cinywae oOHapyxkeHus ys3zBumoctedd B mporpammubix Moayisix OC Anst CII
HEOOXOJAMMO  YCTPaHUTh  YSI3BUMOCTh MYTEM YCTAHOBKH  CEPTUQPHUIIMPOBAHHOTO
OOHOBJICHUS, JMOO TyTeM MPUHSATHUS UWHBIX OPraHU3aAlUOHHO-TEXHUUYECKUX Mep,
HaIpaBJICHHBIX HA UCKIIOYEHUE BO3MOXKHOCTH YSI3BUMOCTH.

IIpu »TOM camMu Mepbl HOCSAT BPEMEHHBIM XapakTep, a HUX MCIOJIb30BaHHUE

JOMYCTUMO 10 MOMEHTA BBIMTYCKa COOTBETCTBYIOIIETO OOHOBIICHUS.
2.3.3. OrpanuueHusi, HaKJIaJbIBa€MbIC Ha UCTIOJIb30BaHUE MexaHn3MoB KC3

OrpaHnyueHus, HaKJIaJAbIBAEMbIE€ HA UCIOJb30BaHuE mexaHnu3MoB KC3, npuBeneHbl

B IoOKyMeHTe «PykoBoACTBO 1o kKoMIuiekcy cpencts 3amuthl. JIKHB.11102-01 99 01».
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3. OIIMCAHME 3AJJAYA

3.1. Onpenenenue 3agaun

OC Aunbt CII pemaet crnenyronue OCHOBHBIE 3a4a4u:

- OpraHu3alys JUCKPEIIMOHHOTO MPUHIIUIIA KOHTPOJIS T0CTyMa K HHPOpMaIuy;

- uaeHTUGuKausa U ayTeHTUOUKAIKSI CyObEKTOB;

- pasrpaHMuYEHUE JOCTyNa K CETEBOMY B3aUMOJACWUCTBUIO, (UIBTPALUS CETEBBIX
MIOTOKOB M cOOp CTaTUCTHUKH;

- yrpaBJieHue UH(HOPMAITMOHHBIMU MTOTOKAMU;

- KOHTPOJIb CO3AaHMs U YJaJIeHUs IPOLECCOB;

- CUHXpOHH3aLUs IIPOLIECCOB;

- yaajieHue OOBEKTOB (DAMJIOBOMI CHUCTEMBbI IyTEM MHOTOKPATHOM IMEpe3anucu
YHUYTOXKAEMBbIX (CTUpPaeMbIX) OOBEKTOB (hailJIOBON CUCTEMBI;

- pacnpeaeeHUE ONEPATUBHON NaMITH MEXAY NMPUKIaJHBIMU 3a/1a4aMH;

- ouncTKa (0OHYJIeHHE) 0CBOOOXKIaeMbIX 00acTeit onepatuBHOM namstu [19BM;

- KOHTPOJIb PACTIPEIECIICHUS] CACTEMHBIX PECYPCOB;

- 33JlaHM€ TPaBWI U KOHTPOJIb 3amycka KomnoHeHToB IO, pearupoBanue Ha
NOMBITKM ~ 3amycka KommnoHeHToB [IO, mpousBeaeHHblE B HapylUIEHUE
YCTAaHOBJICHHBIX NIPaBUJI 3aimycka KOMIOHEHTOB [10;

- U30JISIUS IPOTPAMMHBIX MOJYJIEH MPOLIECCOB B MPEAENax ONEepaTUBHON MaMATH
[19BM;

- COIIOCTAaBJIEHUE NOJIB30BATEIISI C YCTPOHCTBOM;

- 10CTYyM K NepUpEpUIHBIM YCTPONUCTBAM;

- 3al1UTa BBOJIA M BBIBOJIA HA OTUYKJIaeMbIi (PM3UYECKUN HOCUTENh HH(DOPMAITUH;

- Oyepuzalysi TaHHBIX;

- B3aMMO/JICHCTBHE C YIPABISIOUIMMHU IPOrpaMMaMu annapaTHbIX CPEJICTB;

- perucTparsi W OKypHAJIUpPOBaHUE COOBITHH, B TOM YHCJIE€ — COOBITHIA

0e301acHOCTH;
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- KOHTPOJIb IEJIOCTHOCTH Tporpammubix cpeacts, KC3 u obOpabaTbiBaeMoii
uH(pOpMAaIMHY, B TOM YUCIIC peaTu3alys 3aMKHYTOH IPOrPaMMHON CPEJIbI;
- pe3epBHOE KOMHUPOBAaHHE W BOCCTAHOBIICHHE OOBEKTOB (haiJIOBOH CHUCTEMBI,

BKJTFOYAsi aCCOIMUPOBAHHBIE C HUMH aTPUOYTHI 0€30TacHOCTH.
3.2. Metoppsl penieHus

Jlist pemienust noctaBineHHbIX 3a1a4 B OC AnpT CII ncnonb3yrores:
1) cpencrtBa ynpaBieHHs POLIECCAMU, B COCTaB KOTOPBIX BXOJST:
- CITy>KOBbI KOHTPOJISI CO3IaHUS U YIAJICHHS MPOIECCOB;

- CJIy OBl CUHXPOHHU3AIUU MPOIECCOB;
- CIIy’KOBI KOHTPOJISL paclpeiesieHUsl CUICTEMHBIX PECYPCOB;
- MOICUCTEMa MEXKIIPOIIECCHOTO B3aWMO/ICHCTBUS;
2) cpeacTBa yNpaBIICHUS MAMSTHIO;
3) cpeacTBa paboThI ¢ (daiinamu;
4) cucreMa BBO/IA-BBIBO/IA, B COCTAB KOTOPBIX BXOJIAT:
- cIry>kObI Oy(epu3aliu 1aHHbIX;
- CIIyOBI JOCTYTA K IepUPEPUNHBIM YCTPOHCTBAM;
- CTy»OBl B3aMMOJICUCTBUSA C YMPABJISIONIMMH MPOrpaMMaMH  ariapaTHBIX
CPEICTB;
- CITyOBI yIIpaBJICHHUSI TIEYaTHIO;
5) cpeacTBa aAMUHUCTPUPOBAHUS;
6) KC3, koTophbIii peanu3yeT cieayromnue GyHKIMA 0€30IMacHOCTH:
- UICHTU(DUKALMA U ayTeHTHU(PUKALINS;
- yIpaBJlieHUE JI0CTYIIOM;
- peructpanus COObITHI 0€30IMacCHOCTH;
- OTpaHUYCHHE TTPOTPAMMHON CPEJIbI;
- U3OJISIIUS TIPOIIECCOB;
- 3aIIUTa MaMSITH;
- KOHTPOJIb 1IEIOCTHOCTH;

- obecnieyeHne Ha/le)KHOTO (PYHKIIMOHUPOBAHUS;
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- punpTpanms ceTeBoro NoToKa.
3.2.1. CpencrtBa ynpaBlieHUS TAMATHIO

CpenctBa  ympaBieHHST MaMsIThIO  OOECMEYMBAIOT  BBHIMIOJHEHHWE  (YHKIIAN
pacnpenenieHuss ONepaTUBHON MaMATH MEXIy NPUKIAIHBIMM 3amadamu. OnepaTuBHas
naMatb B OC Aunbt CII mMeeT CcTpaHWYHYIO OpraHu3alvio, B OCHOBE KOTOPOH JIEKHT
MPUHIUI J€JI€HUS BHPTYaJIbHOIO aJPECHOIO MPOCTPAHCTBA HA YAacTU (CTPAHULBI).
Crpanunel Bcerja wuMeEOT (UKCUpOBaHHBIM pasmep. [lepegaua paHHBIX MEXIy
ONEpPAaTUBHOM MaMATHIO U TUCKOBBIM HAKOIMUTEJIEM BCErJa OCYLIECTBISETCS B CTPAHULAX.
[Ipu sTOoM mpouecc paboOTaeT ¢ BUPTYaJbHBIMU aJpecamMH, a HE C (PU3NYECKUMHU.
[IpeoOpa3oBaHre NOPOUCXOAUT MOCPEACTBOM  BBIUMCICHHM, HUCHOJB3YS  TaOIMIIBI
JIECKPUIITOPOB U KATAJIOTHU TAOJIHII.

OC Aunbt CII nognep>kuBaeT TpU YPOBHS TAOJIHII:

- karayior Tabsumil nepBoro ypoBuas PGD (Page Table Directory);

- karajor Tabsuil Broporo ypoBHsi PMD (Medium Page Table Directory);

- Tabnuna geckpuntopoB PTE (Page Table Entry).

[IpeoOpazoBanrie BUPTYAIIBHOTO ajapeca B (PU3UYECKUM OCYIIECTBISCTCS B TpU
JTana:

1) ykazarens PGD, umeroumuiics B CTPYKTYpE ONMCBHIBAIOIIMN KaXKAblIA IpoIlecc,

npeobpaszyeTcs B ykazaresnb 3anucu PMD;

2) ykazatens 3amrcu PMD mnpeoGpa3syercst B ykazarenb B TabJWIlE TECKPUITOPOB

PTE;
3) Kk peaJlbHOMY aJpecy, YKa3blBalolEeMy Ha Hadajllo CTpaHHIbl NpUOaBiseTCS
CMELICHHUE OT €€ Havaja.
Bce nannble 00 ncnonabzyeMoit mpoueccom namsatu xpassares sapom OC Anst CII B
CHEUUAIbHBIX CTPYKTYypax.
[Ipu oTkpeiTHM (aiina BHIMOJHIETCS €ro OToOpa)k€eHue B MaMsATh (4acTh (Qaiina,
JOYUTaHHAsE JO0 pa3Mepa CTPaHULbI; Hampumep, i mporeccopoB Intel mpu ureHuu

10 6aitT OyayTt mpountansl 4096) u nobaBIeHUE B CTPAHUYHBIHN KA1 PeabHbIi ke 3ampoc

Ha OTOOpakeHue (pailyia TOIBKO BO3BpAIIAET aJIpeC Ha YKe KIUIUPOBAHHBIE CTPAHUIIBIL.
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Ha ypoBHe mpoiiecca paboTa MOKET BECTUCH KaK CO CTPAHULIAMHU HAIPSIMYIO, TaK U

yepe3 CreluaibHble CTPYKTYPHI AJpa.
3.2.2. CpencrtBa ynpaBJiieHUS IPOLIECCAMHU

CpenctBa ynpasienus npoueccamu OC AnsT CII  00ecrieynBarOT BBINOJHEHHE
clenyomux GyHKIUN:
1) ynpaBneHue npoueccamMu:
- CO3/IaHHE TMPOLIECCOB;
- yIIpaBJeHUE MPOLECCaMU;
- YAaJICHHE MPOIIECCOB;
- IJIAHUPOBAHUE MPOLIECCOPHOTO BPEMEHH;
2) pacrpeielieHUe CUCTEMHBIX PECYPCOB;
3) CHHXPOHM3AIMs IPOLIECCOB U OPraHU3ALMS MEXKITPOLECCHOTO B3aUMOIEHCTBHUSA:
- COKETBI;
- CUTHAJIBI,
- KaHaJIbl;
- ouepeau COOOIIECHHUIH;
- cemadopsr;
- pazaensiemMast aMsTh.
3.2.2.1. YnpaBnenue npoueccamu
[Ipoueccom B OC Anbr CII Ha3zbiBaeTcsi Jt00asi BBIMOJHSIONIASCS MNpOrpaMma.
OC Anbt CII, xak MHOro3ajlauHasl CUCTEMa, XapaKTEPU3YETCs TEM, YTO OJHOBPEMEHHO
MOJKET BBITIOHATHCS MHOKECTBO MPOIIECCOB, MPUHAMISKAIIUX OJHOMY WIH HECKOJIBKUM
M0JIb30BATEIISIM.
OmHOBPEMEHHO B OTMIEPATUBHOM MaMITH MOXKET HAXOAUTHCSI HECKOJIBKO MPOIIECCOB,
IpU 3TOM KaXJI0OMy paloTaroleMy Mpoleccy cucTeMa MpUCBauBaeT YHUKalbHbIM PID
(process identificator). Kaxapiii mporiecc BBITIONHSETCS B COOCTBEHHOM BHPTYaJIbHOM
aJpECHOM IIPOCTPAHCTRBE.
OC Anpr CII ympaBnser oOpa3oMm Tporiecca B ONEPaTUBHOW TaMATH WU

CCrMCHTAMHU KOJa U JAHHBIX, OIPCACIIAIOINX CPCAY BBITTOJIHCHUA. Cerment KOZa, B CBOIO
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ouepellb, COJAEPKUT peanbHble HMHCTPYKIMU IEHTpadbHOMY IMpoueccopy. JlaHHBIe,
CBSI3aHHBIE C IMPOIIECCOM, TAKXKE SBIISIOTCS 4YacThio oOpasza mpolecca, U XpaHATCA B
peructpax. st onepaTuBHOTO XpaHeHUsI pabOYMX JaHHBIX CYIIECTBYET O0JACTh MaMSTH,
BbIJICTIsIEMasl JUHAMHUYECKH, U CHOCOOBI €€ HCIOJb30BaHUS MEHSAIOTCA OT Mpolecca K
poILIECCy.

[Tpomecchl pazaensroTcs Ha: (YHKIMOHUPYIOIIME HA YPOBHE s/ipa ONMEpaIrlMOHHON
cuctembl (kernel-space) u (QyHKIIMOHHpYIONIHE BHE Spa OMNEPAIIMOHHONW CHCTEMBI
(user-space). Ilpouecchl, (GYHKIMOHUPYIOIIME HA YPOBHE fA1pa, 3allyCKaIOTCS CaMUM
sapom OC, 1u60 B BUAE MOATPYKAEMBIX Moayiel sapa. [Ipomeccsl, GyHKITMOHUPYIOIINE
B CHUCTEMHOM OKPYKEHHUH, 3aIycKaroTcsi cranaapTHbeiM miis npuioxkenuit OC Anbt CII
METO/IOM.

3.2.2.1.1. Co3gaHue npoiecca

[Iponecc mopoxmaeTcsi ¢ MOMOIIBI CUCTEMHOrO BbI30Ba. [Ipu co3maHuu HOBOTO
ITPOLIECCA BBITIOIHACTCS CIIEIYIOIIEE:

1) BBIgENSETCS MAMSTh JUIsl ONKMCATEeNsl HOBOTO Mpolecca B TabJIMIIe MPOIIECCOB;

2) Ha3HayaeTcsl YHUKaIbHBIA uaeHTudukatop npouecca PID;

3) co3maeTca JlorMyecKass KOMNHUs IIpollecca, KOTOPBIM BBIMOJHSIET TMOJHOE
KOIHMPOBAHUE COAEPKUMOTO BUPTYAJIbHOW MHaMATH POJUTEIBCKOTO Mpolecca,
KOMHUPOBAHUE COCTABJIAIONIUX SJAEPHOTO CTATHUYECKOTO M JAUHAMUYECKOTO
KOHTEKCTOB Ipollecca-MpeaKa;

4) yBeNIWYUBAIOTCS CUYCTYMKU OTKPBHITHS  (HailyioB  (MOPOXKACHHBIA  TMPOIIECC
HaCJIeyeT BCE OTKPBIThIE (haliiibl pOAUTEIHLCKOTO TIPOIiecca);

5) Bo3Bpamaercs uaeHtuukatop npormecca PID B Touky Bo3BpaTa U3 CUCTEMHOTO
BBI30BA B POJIUTENBCKOM Ipoliecce v 0 — B mponecce-noToMKe.

[Ipu mopoxkaeHuu nporecca, AJis HEro co3aaeTcs CBOM OJIOK yIpaBlICHHS, KOTOPBIM
MOMEIIAeTCsl B CUCTEMHYIO TabJIUIly TporieccoB, Haxosammxcs B sape OC. Dra tabnuia
MPEACTABISIET COOOM MACCUB CTPYKTYp OJOKOB YIIPaBIEHUS MPOLIECCAMH.

B kxaxmom 0y10ke copepkarcs Caeayromue JanHble, oTciexkuaemsbie sapom OC:

- CJIOBO COCTOSIHHUS IIPOLIECCa;

- IPUOPUTET;
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BCJIMYMHA KBAHTA BPCMCHH, BbIACIICHHOI'O CUCTCMHBIM IIJIAHUPOBIINKOM;

CTCIICHDb UCIIOJIb30BAHUA CUCTCMHBIM ITPOLICCCOPOM;

MMPU3HAK AUCIICTYCPU3 AN,

UJCHTU(UKATOP MOTB30BATENSI, KOTOPOMY NMPUHAIJICIKUT MIPOIIECC;

- 3¢ PeKTUBHBIN UACHTUDUKATOP MOJIb30BATEIS;

- peanbHbIN U 3()PEKTUBHBIN UACHTUPUKATOPHI TPYTIIIHI;

- TpyIIIa mporecca;

- UACHTU(PUKATOP MpoIlecca U UACHTUPUKATOP POIUTEIHCKOIO MPOIIecca;

- pa3mep 00pasza, pa3MeIaeMoro B 00J1aCTH MOIKAYKH;

- pa3Mep CErMEHTOB KOJIa U JIaHHBIX;

- MacCCUB CUTHAJIOB, 0’KMJIAIOIIUX 00paOOTKH.

3.2.2.1.2. YpaBieHne npoueccom

Hnsa ynpasnenus mnpoueccamu OC Anbt CII ucnonbs3yer J1Ba OCHOBHBIX THIIA

WH(GOPMALIMOHHBIX CTPYKTYD:

- IECKpUNITOp Tpoliecca — COAEPKUT HMHGPOPMALMI0 O COCTOSIHMM IIpolecca,
pacnojokeHuu o0pa3a mpoiiecca B ONEpaTUBHOM MaMATH U HA JUCKE, O 3HAUEHUU
OTJENBHBIX COCTABJIAIOMINX TPUOPUTETA, a TaKKE €ro HMTOTOBOE 3HAYCHUE —
rJI00QJIbHBIA TIPUOPUTET, UIAECHTU(GUKATOP MOJIB30BATENSI, CO3/aBIIETO TPOIECC,
uHGOpMaIUs O POACTBEHHBIX MPOIIECCaX, O COOBITHSIX, OCYIIECTBICHUSI KOTOPBIX
OXKUAAeT JaHHBIN TpoIlecC U APYTYI0 HHPOPMAIIHUIO;

- KOHTEKCT Mpollecca — COACPKUT MHPOPMAIMIO O IMpolecce, HEOOXOAUMYIO IS
BO300OHOBJICHHSI BBITIOJIHEHHUSI TIpollecca C TPEPBAHHOTO MECTa: COACPKUMOE
PErucTpOB MpoLeccopa, KOJAbl OMIMOOK, BBITOIHAEMBIX MPOLECCOPOM CHCTEMHBIX
BBI30BOB, MH(OpMaIrio 000 BCEX OTKPBITHIX JaHHBIM IporieccoM (aiiaoB u
HE3aBEPIICHHBIX OTepaIysIX BBOAA-BHIBO/IA U IPYTHE JaHHBIC, XapaKTEPU3YIOIUE
COCTOSIHME BBIYMCIUTEIBHOMN Cpeibl B MOMEHT MTPEpPhIBAHMUSL.

3.2.2.1.3. 3aBepiieHue npoiecca

3aBeplIeHHe TMpOIecca BBINOJHAECTCA C TIOMOIIbIO CHUCTEMHOIO BBI30OBA, IPHU

KOTOPOM OCBOOOX/IAIOTCS BCE MCMOJIb3yEMbIE€ PECYPCHI, TaKMe KaK MaMsTh U CTPYKTYpPHI

tabnui spa. KpoMe Toro, 3aBepiiatoTcss U JOUEpHUE TPOLECCHI, MOPOKIECHHBIE TAHHBIM
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MPOLIECCOM. 3aTeéM M3 NaMATH YAAAIOTCS CErMEHTbl KOJa M JAaHHBIX, IIOCJIE 3TOr0
POAUTENBCKHI MPOLIECC OYUIIAET BCE PECYPCHI, 3aHUMAEMBbIE JOUYEPHUMH MPOLIECCAMMU.
3.2.2.1.4. IInanupoBaHue

B OC Anbt CII peann3oBaHa BBITECHSIOIIAs MHOI033JaqyHOCTb, OCHOBaHHas Ha
UCIIOJIb30BaHUU IIPUOPUTETOB U KBAHTOBAHHSI.

Bce mnpoumecchl pa30MTBl HAa HECKOJBKO TpPYyNI, HA3bIBAEMbIX KJlaccaMu
npuoputTeToB. Kaxxaas rpynna MIMeeT CBOU XapaKTEPUCTUKHU MIJIaHUPOBAHUSI MPOLIECCOB.

JlouepHHil mpolecc HacIEAyeT XapaKTEPUCTUKH IUIAHUPOBAHUSA POAUTEIBCKOTO
Ipolecca, KOTOpPbIE BKIIIOYAIOT KJIAcC MPUOPUTETa W BEIUYMHY IPUOPUTETA B 3TOM
knacce. [Ipouecc ocraercss B JaHHOM KJlacce O T€X IOp, MOKa He OyAET BBHIIOJIHEH
CHUCTEMHBIA BBI30B, M3MEHAIOMMUN €ro kiacc. CyllecTByeT TpU NPUOPUTETHBIX Kiacca
MPUOPUTETOB: KJACC pEaJbHOTO BPEMEHH, KJIACC CHUCTEMHBIX IPOIECCOB M KJacc
IIPOLIECCOB pa3zesieHusl BpeMeHU. [IpuopuTeTHOCTh mpoliecca T€M BbIIIE, YeM OOJIbLIe
YHCIIO, BBIPAXKAIOIIEE TPUOPHUTET.

[Ipoueccel  CUCTEMHOrO  Kjlacca HCIOJIB3YIOT — CTPAaTErui0  (PUKCHPOBAHHBIX
npuopuTeToB. CHCTEMHBIM KJIacC 3ape3epBUPOBAH [UIS IPOLECCOB sIpa. Y POBEHb
MPUOPHUTETA IPOLIECCY HA3HAYAETCS SAPOM U HUKOT/Ia HE U3MEHSETCS.

[Ipoueccel peanbHOr0 BpEMEHHM TaKKE HCIONb3YIOT CTPATETHUIO0 (PUKCHPOBAHHBIX
MPUOPUTETOB, HO TIOJb30BATElIb MOXXET WX HU3MEHATh. [IpM HaIWYUU TOTOBBIX K
BBINIOJIHEHHIO MPOLECCOB PEAIbHOIO BPEMEHHU JPYTHE MPOLIECCH HE pACCMATPUBAIOTCS.

XapakTepUCTUKH IUIAHUPOBAHMS IPOLIECCOB PEAJBHOIO BPEMEHHU BKIIIOYAIOT JBE
BEJIMYMHBI: YPOBEHb TNIOOAIBHOTO NMPUOPUTETA U KBAHT BpeMEHHU. [ KaXa0ro ypoBHs
IIPUOPUTETA YCTAHABIMBAETCS 110 YMOJIYAHHIO CBOSI BEJIMYMHA KBaHTa BpeMeHH. [Iponeccy
pa3peniaeTcsi HCIMONb30BaTh PpPECypchbl MpOIEcCcCOopa B TEYEHUE YKA3aHHOTO KBaHTa
BPEMEHU, MO0 MCTEUEHHWU KOTOPOro IUIAHUPOBIIMK CHUMAET JaHHBIA TIpoLecc ¢
BBIITOJIHEHHS.

B kmacce mnponeccoB pasieieHuss BpPEMEHM JJIA  PACIpEAEsICHHs] BpPEMEHU
Ipoleccopa MeXAy NpoLUeccaMHd MCHOJb3YETCs CTpATerus NUHAMUYECKUX NPHOPUTETOB,

KOTOpas aJaliTUPyCTCs K OIICPAIIMOHHBIM XapaKTCPUCTUKAM IIPOICCCa.
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BenmnunHa nmpuopuTeTa, HA3HAYaEMOI'O IpOLIECCaM  pa3/ielIeHHus BpPEMEHH,
BBIYUCIISIETCS MPONOPLHUOHAIIBHO 3HAYEHUSIM ABYX COCTaBISIIOLIMX: IOJIb30BATEIbCKOMN
4acTH U CUCTEeMHOM yacTu. [lonb30BaTenbekast 4acTh MPUOPUTETA MOKET ObITh U3MEHEHA
CYIIEpIIOJIb30BaTEIEM TOOt U BIAAENIBLEM MPOLECCA, HO B MOCIEAHEM CIIydae TOJbKO B
CTOPOHY €r0 CHH>KCHHUSI.

CucremMHas COCTaBJSIOLIAs MMO3BOJIAECT IUIAHUPOBIIMKY YHPABIATH INPOLIECCAMH B
3aBUCUMOCTH OT JUIUTEIBHOCTH MCIIOJB30BAaHUSA UMHU PECYpPCOB MPOLECCOpPA, HE YXOHs B
COCTOSIHUE OKUJaHUS.

3.2.2.2. PactipeneneHne CUCTEMHBIX PECYPCOB

Jnsa 3anmycka npouecca, BeinonHsemoro B OC Anbt CII, He0OX0UMBI CUCTEMHBIE
pecypchl, Takue KakK MaMsATh, MOPThl BBOJA-BbIBOJA, MaMsTh BBOJA-BbIBOAA, JUHUU
MpEpbIBaHUS, a TakKe KaHalbl mamsaTH npsmoro oOpamenuss DMA (Direct Access
Memory).

CpenctBa ympaBieHuss pecypcamu, peanuzoBanHbie B OC Anbt CII, moryr
yIPaBJIATh MPOU3BOJBHBIMU pPECypcaMu, OOBEIUHSAS WX B HEPAPXUUYECKYIO CTPYKTYPY.
['moGanbHbIE pecypchl CHUCTEMbl (Hampumep, MOPTHI BBOJA-BbIBO/A) MOTYT OBIThH
pa3ziereHbl Ha TOJMHOXECTBA — HAlNpUMEp, OTHOCSIIMECS K KaKOMY-JIMOO CIOTYy
anmnapaTtHod MKHBL. OnpeneneHHble ApalBePhl TAKXKE MPHU KEITAHUU MOTYT MOJIPa3ACIISITh
3aXBaThIBAEMbIE PECYPCHI HA OCHOBE CBOEH JIOTHUECKOU CTPYKTYPHI.

O6mactp mamsATH, NpUHAANIEkKam@as nepudepuiHoMy YCTPOICTBY, Ha3bIBaeTCA
MaMAThI0 BBOJIA-BBIBOJIA, YTCHUE W 3alMCh TMOPTOB M MaMSTH BBOJA-BBIBOJIAa — paboTa
npaiiBepa. IlopTel M maMaTh BBOJA-BbIBOJA OOBEAMHEHBI OOUIMM HAa3BaHUEM — PETHOH
(v 0651acTh) BBOJIa-BBIBOIA.

JUiss  mpenoTBpalieHus  KOJUIM3UKA ~ MEXAY  pa3jIMUHbIMU  YCTPOWCTBAMH
B OC Anbt CII peanu3oBaH MeXaHU3M 3alIpoCca/BHICBOOOXKICHUSI pETHOHOB BBOJIa-BbIBOJIA
(mopThl M mNamsATh BBOJA-BBIBOAA). OJTOT MEXAaHU3M NPEACTABISCT MPOrPAMMHYIO
a0CTpaKIIMIO U HE PACTIPOCTPAHSAETCS HA anapaTHbIE BO3MOKHOCTH.

HNudopmanns o 3aperucTpupoBaHHBIX pecypcax JIOCTyIHa B TEKCTOBOM (opme u

coliepKUTCs B (pailyiax /proc/ioports U /proc/iomem. Kaxknas ctpoka nanHoro Qaitna
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O0TOOpaKaeT B MIECTHAIIATEPHUIHOM BHJIC JUATIA30H MTOPTOB, CBI3aHHBIX C PABEPOM HITU
BJIAJICJIBIIEM YCTPOMCTRBA.

3.2.2.3. CuHxpoHHU3aLUs MPOIIECCOB u OpraHu3aIus MEKIPOLIECCHOTO
B3aHMMO/JICHCTBHUS

K cpenctBam nyist opranuzanuu mexipolieccHoro Baumoaenctsust B OC Anwt CII
OTHOCSATCS: COKEThI, CHTHAJIbI, KOMMYHUKAIITHOHHBIE © UMEHOBAHHBIC KaHAJIBI, COOOIICHUS
(ouepenu cooOmieHuit), cemadopbl U pazaeseMast mamsTh.

3.2.2.3.1. CokeTnl

Coker gomena UNIX (Unix domain socket, UDS) wmmm IPC-coker (coker
MEXKITPOIIECCHOTO B3aMMOJICHCTBHUSI) — KOHEYHAs Touyka OOMEHa JaHHBIMH MEXIY
npoleccamu, paboTarolUMH B 0THOU U ToH ke cucteme UNIX.

Homennbie coequHenust UNIX sBasitoTcs, 1m0 CyTH, OaTOBBIMU TOTOKaMH,
CX0’XUMH C CETEBBIMHU COCIMHEHUSIMU, HO MPU 3TOM BCE€ TAaHHBIE OCTAIOTCSI BHYTPH OJTHOTO
KOMIIbIOTEPA (TO €CTh 0OMEH JaHHBIMU MPOUCXOIUT JIOKAJIBHO).

UDS ucnons3yroT ¢GaiaoByr0 CUCTEMY Kak aJIpecHOe IIPOCTPAHCTBO UMEH, TO €CTh
OHHM TIPEJICTABIIIOTCS MpolieccaMu Kak MHOJBI B (DailIoBOM cucTeMe (CHCTEMOM cOo3/1aeTcs
CreUHANIbHBIA (aill cokeTa MO 3aJaHHOMY MYTH). DTO TO3BOJSET JBYM Pa3IUYHBIM
IpoIieccaM OTKPBIBaTh OJAWH M TOT YK€ COKET JUIS B3aUMOJICHCTBHUS MEXIy co00M (depe3
(haiisn cokera JIFoObIE JIOKATbHBIE MPOIECCHl CMOTYT COOOIATHCS IMyTEM YTCHUS/3aMUCH U3
Hero). OIHaKO KOHKPETHOE B3aUMOEHCTBHUE, OOMEH IaHHBIMH, HE UCIIOJIB3YET (hailJIoBYIO
CUCTEMY, a TOJIbKO Oydepsl MaMsTH sJIpa.

HecmoTpst Ha TO, 4TO ApyrUe MPOIECChl paclo3HAIOT (hailibl COKETOB KaK 3JIEMEHTHI
KaTajora, YTeHUE W 3amuch (DaiJIOB COKETa MOTYT OCYIICCTBJISATH TOJBKO TE IMPOIECCHI,
MEXK]1y KOTOPHIMH YCTAaHOBJICHO COOTBETCTBYIOIIEE COSTUHEHHUE.

B3auMopeiicTBe, OCHOBaHHOE Ha HCIIOJBb30BAHUU COKETOB, SBIISICTCS OCHOBHBIM
MEXaHM3MOM MEKCHCTEMHON M MEXMpoleccHON cBsi3u. COKEThI MPEACTaBISAIOT COOOM
MporpaMMHBIN HHTEpdenc sl oOecneyeHusl IBYCTOPOHHEW CBSI3U TUIA «TOYKA-TOYKA»
MEXIy JByMs mporieccamu. HWHTepdelc COKETOB TMO3BOJSET SIBHO pa3ieiiuTh BO

B3aMMOJEHUCTBUH JIBYX MPOLIECCOB CEPBEPHYIO U KIIMEHTCKYIO YacCTh.
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B3aumopeiicTBie mpoieccoB MOCPEACTBOM COKETOB MOXET OBITh MPEACTABICHO B
o0111eM BU/JIE CIEYIOUM aJITOPUTMOM:

- CEpBEpPHBI  NPOLIECC HMHUIMATU3UPYET COKET W NPUBA3BIBAET €ro K
OINPENEICHHOMY apecy U (WJIH) MOPTY, MOCJE 3TOr0 MEPEKIIIOYAET COKET B PEXKHUM
O’KMJIAHUS TTOAKIIFOUEHHS OT KJIMEHTCKOTO IIPOLIECCa;

- KJIMEHTCKUA  MpOLleCC HMHHULIMAIA3UPYET COKET M MPUBI3bIBAET €ro K
OMPENICICHHOMY aJIpecy U (WJIN) MOPTY;

- KIIMEHTCKUW MPOLECC MHUIMUPYET MOJKIIOYEHNE K COKETY CEPBEPHOTO MPOIECCA.

[locne yctaHoBKHM coequHeHHs WHGOPMAIMOHHBIH OOMEH MEXIy MpoleccaMu
MO>KET OBITh OCYILIECTBJIEH B IBYCTOPOHHEM HaIPABJICHUU.

3.2.2.3.2. Curnansl

OC Anpt CII Takxke obOecrneurBaeT BO3MOXKHOCTb OPTaHU3AlMH MEXIPOIIECCHOTO
B3aUMOJIEUCTBUS C IOMOLIBIO CUTHAJIOB.

CurHasipl MpeACTaBISIOT COO0OW NPOrpaMMHBIE NPEPBIBAHUS W MO3BOJISIOT
YBEIOMJISITh MPOLECC WM TPYHIy MPOIECCOB O HACTYIUIEHMM HEKOTOPOrO COOBITHS.
Koraa curnan nocian nponeccy, OC npepbIBaeT €ro BBIITOJIHEHHE. FICTOUHUKOM CUTHAJIA
MOKET BBICTYIIAaTh KaK JIpyrou npouecc, Tak u cama OC.

Curnansl, noceutaeMbie OC, yBeIOMJISIIOT O HACTYIUIEHMM HEKOTOPBIX CTPOTO
MpEAOIPEACIICHHBIX CUTyaluid (HampuMmep, 3aBeplIeHHe J0YEPHEro Mpolecca, MOMbITKA
BBIMIOJIHUTH HEJOIMYCTUMYIO MAlIMHHYIO0 MHCTPYKLUIO, MMONBITKA HEIOMYCTUMOW 3alHCH B
KaHaJl U JpYyrUe), Py 3TOM KaXI0MYy COOBITHIO COMOCTABJIEH CBOM curHai. CyliecTBYIOT
TaK)K€ 3ape3epBUPOBAHHbIE HOMEpPA CHUTHAJIOB, CEMAHTHUKA KOTOPBIX OMNpEIEIseTCs
MOJIb30BATENBCKUMHU MPOLECCAMU 110 CBOEMY YCMOTPEHHUIO (HampuMep, MPoLecChl MOTYT
MOCBUIATh JAPYT APYTY CUTHAJbI C LIEJIbI0 CHHXPOHU3AIUH).

CurHamnsl ABJISIFOTCS MEXaHU3MOM aCHHXPOHHOIO B3auMozeicTeus. [Ipu nonyuenun
CUTHAJIa ITPOLIECCOM BO3MOYKHBI TPY BapUaHTa PEaKLUUX HA NOJyYEHHBI CUTHAIL:

- IpoIlecC pearupyeT Ha CHUTHaJl CTaHJApTHBIM 00pa3oM, YCTaHOBJIEHHBIM IIO

yMOJYaHuio (uisi OOJBIIMHCTBA CUTHAJIOB JEHCTBHUE M0 YMOJYaHUIO — 3TO

3aBepIIICHUE Mpoliecca);
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- MPOIIECC MOXKET YCTAaHOBUTH CIIELUATIbHYI0 00pabOTKy CUTHAJIA, B TOM CIy4yae 1o
IPUXOJly CUTHAJIA BBI3bIBACTCS (PYHKIMA-00paOOTUMK, OIIPEIEICHHAS IPOLIECCOM;

- TIPOLIECC MOKET POUTHOPUPOBATH CUTHAI.

3.2.2.3.3. Kanansl

B OC Anst CII B3aMMOIEHCTBUE MEXKIYy IPOLECCAMU OCYIIECTBIIETCS TaKXKE C
MIOMOILIbI0 HEMMEHOBAaHHBIX M MMEHOBAaHHBIX KaHanoB. Daiijbpl JaHHOTO TUIA MOJIOOHBI
COKETaM, IIOCKOJIBKY TOXK€ HCIIOIB3YIOTCSA ISl B3aMMOJCUCTBUSA MEKIY MNPOLECCAMM,
OJIHAaKO, B OTJINYME OT COKETOB, B HEMMEHOBAHHBIX KaHAJIaX JaHHBIE IIEPEIAIOTCS TOIBKO B
OJTHOM HAIpPaBJICHUU.

B3auMozeiicTBue MeXIAy PpPOIOUTENBCKUM IPOLECCOM M JO4YepHUM (IIporecc,
MOPOXKACHHBIA POAUTENBCKAM IIPOLECCOM) OCYILIECTBISIETCA IO HEUMEHOBAaHHOMY
KaHally, KOTOpPbIA MpEACTaBIseT CO0OM MPOrpaMMHBIM OJHOHAIPABICHHBIM KaHAJ
nepeay JaHHBIX MEXAY JIByMsl pOACTBEHHBIMH IpolieccaMu (POJIUTENIEM U MTOTOMKOM).
[Ipy HEOOXOIMMOCTH JABYHANPABICHHOIO HWH()OPMAIMOHHOTO OOMEHA pPOJUTEIbCKHIMA
npouecc co3aaeT aBa kaHana. [loctopoHHUI CyOBEKT BMEIIAThCsl B OOMEH JTaHHBIMHM HE
MOJKET, TaK KaK OOpallleHue K HEMMEHOBAHHBIM KaHajaM OCYLIECTBIISIETCS TOJIBKO Yepes3
MeXaHu3M (alIoBbIX AECKPUITOPOB, KOTOPbIE HACIEAYIOTCS MPU MOPOKIEHUU HOBOTO
rporuecca.

B3anmoneiicTBue MeXay HE3aBUCUMBIMU IPOLIECCAMH  OCYIIECTBISIETCA IO
MMEHOBAaHHOMY KaHaly. FIMEHOBaHHbIE KaHaJbl SBISIIOTCA OJHMM M3 CHOCOOOB OOMEHa
JaHHBIMU MEXIY H30JMpPOBAaHHBIMU Npoueccamu. VIMeHOBaHHBIM KaHail 0OecreynBacT
BO3MOKHOCTh B3aUMOJICMCTBUSI MPOIIECCOB, BBIMOJHSAIOMIMXCA KaK Ha OJHOW, Tak U Ha
pasubix [I9BM, 00beTMHEHHBIX B JIOKAJIBHYIO CETh.

VIMEeHOBaHHBIN KaHaJI CO3/Ja€Tcsl SIBHO C IIOMOIIBKD KOMAaHIbl mkfifo, W JBa
pa3IMYHBIX IPOIEcca MOTYT OOPAaTUTHCSA K HEMY 110 UMEHH.

3.2.2.3.4. Ouepeau cooOuIeHn

Ouepenb cooOlIeHUI MpeACTaBIseT cOOOW MEXaHM3M, MO3BOJSIONIUN MpoleccaM
ACUHXPOHHO MOChUIaTh cO00IIeHHs ApyT apyry. Korga cooOuieHue nojiy4eHo mporeccoMm,
OHO yaansieTcst u3 ouepean. Ouepenb COOOIIEHUH CYIIECTBYET HE3aBUCUMO OT IpoLiecca-

HCTOYHHKA M IIPpOHCCCA-IIPUCMHHUKA: ITPOLCCC-UCTOYHHUK MOKCT OTIIPABHUTDH COO6IH€HI/IC B
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ouepenb W 3aBEPIIUTHCS, & COOOIICHHE, TeM HE MeHee, OyAeT MOIYy4YeHO IMPOIeCCOM-
nprueMHUKOM. CooOIIEeHNAM MOTYT ObITh HA3HAYEHBI PUOPUTETHI. BhICOKOTIPHOPUTETHDIE
COOOIIEHHS BCErjia MPUHUMAIOTCA MEPBBIMHU, HE3aBUCHMO OT KOJHMYECTBA COOOIIECHUN B
ouepenu.

3.2.2.3.5. Cemadopsnr

Hst  cuaxporm3aruu  nporieccoB B OC Anpt CIT  mpumensitorest  cemadophl.
Cemadopbl UCTIONIB3YIOTCS KaK OJOKUPYIOMINI MEXaHW3M, MO3BOJISIONINNA Pa3rpaHUINTh
JOCTYIl TapajyieibHO pPabOTaIOUX MPOIECCOB K KPUTUYECKUM HHOOPMAIMOHHBIM
pecypcaMd M HCKIIOYHUTh BO3MOXKHOCTH MCIIOJIB30BaHUSI CETMEHTA NaMSITH JABYMS
MPOIECCAMH OJTHOBPEMEHHO.

3.2.2.3.6. Pazgensemast maMATh

PaznensiemMas mamMsiTh UCTONB3YETCS AJI TOTO, YTOOBI YBEJIMYHUTH CKOPOCTH OOMEHa
JAaHHBIMH MEXAY MpolieccaMu. B OonbIIMHCTBE ciiydaeB oOMeH MHGOpMaIe Mexmay
MPOIECCAMH OCYIIECTBIIICTCSl YEPE3 S/IpO, B TO BPeMsl KaK MEXaHW3M B3aUMOJICUCTBUS
MPOIIECCOB  MOCPEACTBOM  PA3AeisieMOM TMaMsTH IO3BOJSIET OCYIIECTBUTH OOMEH
uH(popmaIuen, UCIOoIb3ysd HEKOTOPYIO YacTh BUPTYAJIbHOTO aJpPECHOTO IMPOCTPAHCTBA,
KyJla TOMEIIATCA U OTKYyJla CUMTHIBaIOTCA JaHHble. [locne noOaBieHust pasnenseMoro
CEerMEeHTa TaMsATH K COOCTBEHHOMY BHUPTYyaJIbHOMY MPOCTPAHCTBY IOJIb30BATEIHCKUN

MPOIIECC MOXKET paboTaTh C HUM KaK ¢ OOBIYHBIM CETMEHTOM TIaMSITH.
3.2.3. CpenctBa paboThI ¢ paiinamu

CpenctBa pabotsl ¢ daitnamu OC AnsT CII oOecrieunBarOT BO3MOKHOCTh paOOTHI €
daiinamu, cChIJIKaMU, KaTaJlorTaMy M pa3feliaMy U MOJACPKUBACT Cleayronme (haiaoBbie
CUCTEMBI:

1) o6mmii unrepderic k daitnoeim cuctemaM VFS (Virtual File System);

2) (aiinoBble CHCTEMBI, TOJICPKUBAIOIINE AUCKPEIIMOHHBIA KOHTPOJIb JOCTyMNa K

uHbOopMaIuu:
- ceteBas ¢aiinosas cuctema NFS (Network File System);
- paitnoBas cuctema ReiserFS;

- paitnoBas cuctema ext2 (Second Extended File System);



23
JIKHB.11102-01 31 01

- paitnoBas cuctema ext3 (Third Extended File System);
- paitnoBas cuctema ext4 (Fourth Extended File System);
- paitnoBas cucrema XFS;
- paitnoBas cucrema JFS (Journaled File System);
- pactipesienienHas ceteBas ¢aiopas cuctema CEPH;
- pactipeiesieHHas ceteBas ¢aiopas cuctema GlusterFS.
OC Anbt CII m03BOJSET BBHIMOIHATH CIEIYIOIINE ONepaluu ¢ (aiinamu:
- co37laHue U MpocMoTp (aiina;
- KopoBaHue (aiina;
- IEpEeMMEHOBaHNE U TIepeMelIeHHe (Paiisios;
- 3aIlyCK HUCTIOIHSAEMBIX (DailsioB;
- ynanenue ¢Ghaisios;
- Iouck ¢aios;
- U3BMEHEHHUE MPaB J0CTyIA K ¢aiiam.
[Ilpumeuvanue. na kaxnoro daitna B OC Anwt CII ycTaHaBnmBaroTcsi mpaBa
J0CTyIa.
XKecTkas cchlika MpeACTaBIIET COOON JOMOJHUTEIBHOE UMS JIJIs UCXOAHOTO (paitna
U CCbUIAETCAd Ha HOMEP HHJIEKCHOTO JECKPUIITOpa HCXOIHOro (aiina, cieaoBaTeibHo,
TaKMe CChUIKM MOTYT YKa3bIBaTh TOJIbKO Ha (pailyibl, pacnoiokeHHbIE B TOM ke (aiioBon
CUCTEME, 4YTO U JKecTKas cchbuika. IIpu wu3MeHeHum (Qaiina KECTKOM CCBUIKH,
ABTOMATUYECKU U3MEHSIETCS M OObIuHbIN (aitn. [Ipu ynaneHun >KecTKOW CChUIKH, (aiin
yaangeTrcss TOJbKO B TOM Cllydae, €ClId Ha HEro HeT OOJblle >KECTKUX CChUIOK, B
IIPOTUBHOM CJIy4ae yAAIAEeTCs TOIbKO CChIIKA.
CumBoaMYeCcKas CChUIKA MPEJCTABISIET cO00M (haiis, mpu 0O0pallleHuu K KOTOPOMY
OC oOpamaercs k apyromy ¢aiiny. B oTinune OT *KECTKHX CChUIOK CHMBOJMYECKUE
CCBUIKM MOTYT yKa3blBaTh Ha (hailjibl, pacmoJio’KEHHbIE B ApPYroil QailiioBoil cucrteme,
HarpuMep, Ha MOHTHUPYEMOM HOCHTENle, WJIM JpyromM Kommbiorepe. B ciywae, ecinu
UCXONIHBIN (alin ynajaeH, CHUMBOJMYECKAs CChUIKA HE YAAISIeTCs, HO CTaHOBUTCS
Oecrione3Hoi. CHUMBOJIMYECKas CChUIKA HE MMEET IMpaB JOCTyMa, OHA HaclleqyeT IpaBa

JocTyma ot (paitia, Ha KOTOPBIN CChIIAETCH.
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OC Aunbt CII m03BOISIE€T BBINOIHATD CIAEIYIONIME ONEPALUN C KaTaJOTaMHU:

- IPOCMOTP COACPKUMOI'O KaTalJiora,

BBIBOJ HMCHHU TCKYIICTO KaTaJlora,

CO3JJaHHC U YIAJICHHUC KaTajiora,

CMCHA KaTraJiora,

W3MEHEHUE MPAB JIOCTYIA K KaTajory.

B cayuae, eciiu quckoBeId HakomuTeNnb U3 coctaBa [IDBM pa3but Ha pasnensl, Ha
Ka)KJIOM pasjielie OpraHu3yeTcsl OTaeNbHas (pailioBas cucremMa ¢ COOCTBEHHOM CTPYKTYpOH
KaTtajnoroB. Jlyist mons3oBaTens ¢ailyioBasi cucTeMa IpeAcTaBisieT co0oil enuHoe nenoe. B
JEUCTBUTEILHOCTH, pa3Hble YacTU (DAMIOBOM CHCTEMBbI MOTYT HAXOJUTHCS Ha Pa3HBIX
YCTPOMCTBAX: pa3ziesiax JUCKOBOr0 HAKOMUTENSA, CheMHBIX HOCUTENSAX HH(OPMALIUH.

OC Anpt CII n0o3BOJISIET BBINOJHATH CICAYIOIIME ONEPALUU C Pa3ACIaMH:

- CO3J/aHME pa3Jiena;

- MOHTHPOBAHUE, PA3MOHTUPOBAHKE pa3Jena;

- hopmatrpoBaHue pa3fena;

- IpoBepKa (paitIoBoM CHCTEMBI pa3jena.
3.2.4. CuctemMa BBOJIa-BbIBOIA

Cucrema BBO/1a-BbIBOJIa 00ECIIEUUBAET BHIMOJHEHHUE CIAEAYIOMIMX (QYHKIUI:

- JOCTYII K BHEIIHUM YCTPOKCTBAM;

- Oy(depuzanus JaHHBIX;

- B3aUMOJIEHCTBHE C IPOrpaMMaMH YIIPaBJICHUSI BHEIIHUMU ycTpoiicTBamu [I[D9BM;

- CIIy>KObl yIIpaBIICHUS M1€YATHIO.

3.2.4.1. JlocTyn K BHEUIHUM YCTPOMCTBAM

B OC Anbt CII noctyn k pu3n4eckoMy yCTPOMCTBY OCYIIECTBIISIETCS C MOMOIIBIO
cnenuaibHoro ¢aina ycrpoiictBa. [Ipu BeImosHeHHUU ¢ (ailioM yCTpoHCTBa orepanui
OTKPBITHSI, YTEHUS WM 3alUCU OCYLIECTBIAETCS OOMEH JaHHBIMH C (PU3UYECKUM
ycTporcTBOM. Dailsibl YCTPOUCTB XPAHATCS B KaTallore /dev.

B OC Aunbt CII ncnonb3yroTes CTaHAapTHBIE IMEHA YCTPOWCTB:

- ttyN — KOHCOIB;
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- MOUSe — MAHUITYJISITOP TUTIA «MBIIIIbY;
- audio — 3ByKOBas KapTa;

- modem — MoJieM;

- ttySN — nmocnenoBarenbHbIN HOPT;

- IpN — napayuienpHbIN TIOPT;

cuaN — MOT'YT 0003Ha4YaTh IMOCJICA0BATCIIBHBIC IIOPTHI;

sdXxN — HaKOIHUTEb Ha )KECTKUX MarHUTHBIX JUCKax,

fd0 — mepBBIi AUCKOBO, AJ1sI THOKUX JTUCKOB;

stN — ctpumep ¢ unrepdeiicom SCSI;

- nrtfN — 3amomMuHaronmiee yCTpPOWCTBO Ha NPHHIMIIC MAarHUTHOM 3alliCH Ha
JICHTOYHOM HOCHTEJIE, C TTOCIIEA0BATEIBHBIM JOCTYIIOM K JaHHBIM ¢ HHTEpQeicoM
FDC,;

- mdN — maccuB RAID;

- ethN — ceTeBad 1m1ara;

- null — mycroe ycTponcTBO.

[Ipumeuvanue.N—HOMEp ycTpolicTBa (Harpumep, ttyl — repBas KOHCOJIb).

3.2.4.2. bydepuzanus 1aHHBIX

CpenctBa Oydepuzanuu BBIIOMHACT (YHKIWIO KIMI-TIAMATH IO OTHOIICHHWIO K
JMCKOBOMY Hakomurtesnto. KaImmpoBaHue AMCKOBOTO HAKOMHTENS YMEHBIIIAET CpPEIHEe
BpeMs JO0CTyla K JaHHBIM, XpaHAIMUMCS Ha HeM. JIr0Ooi 3ampoc Ha BBOJ/BBIBOA K
(hu3ryecKoMy yCTpPOMCTBY IIpeoOpa3yeTcs B 3alpoc K nojcucreme Oydepusaiuu, Kotopas
MPEACTABISIET CO00M Oy(pepHBIN Myl U KOMILIEKC MPOTPaMM YIIPABJICHUS ITYIIOM.

Bbydepnbiii myn coctoutr u3z OydepoB, Haxomsmmxcs B obOnactu sapa. Pasmep
oTnensHOTO Oydepa paBeH pazmepy 0JI0Ka TaHHBIX HAa TUCKOBOM HAKOIUTETIE.

C xaxnaeiM OydepoM cBsi3aHa clienuaibHAs CTPYKTypa — 3arojoBok Oydepa,
B KOTOPOM COJACPKHUTCS CeAyIomIas HHPOopMaIus:

1) manHbIle 0 cocTostHUH Oydepa:

- 3aHAT/CBOOOCH,;

- YTeHUE/3aIHCh;



26
JIKHB.11102-01 31 01

- MPU3HAK OTJIOKEHHOU 3aITUCH;
- omrnOKa BBOJIa-BbIBO/IA;
2) naHHble 00 YCTpPOMCTBE — HCTOYHHMKE HH(OpMAlMK, HAXOMASIICHCS B 3TOM
oydepe:
- TUI YCTPOWCTBA,
- HOMED YCTpPOMCTBA,
- HOMep OJI0Ka Ha yCTPOMCTBE;
- anpec Oydepa;
3) ccpulka Ha cienyromuid Oydep B odepenu cBoOOAHBIX OydepoB, Ha3HAYCHHBIX
JUTSl BBOJIA-BBIBOJIa KAKOMY-JTHMOO yCTPOMCTRBY.

3anpoc k moacucteMe Oydepusaluy BBHIMOTHIETCS C TOMOIIBIO CIEAYIONINX
OCHOBHBIX (DyHKIIMH:

- GYyHKIIUUA CUHXPOHHOM 3aInCH;

- GYHKIINA aCHHXPOHHOM 3aITHCH;

- GYHKIUU OTJIOKEHHOU 3aIUCH;

- GbyHKUUN MOTydeHus: 0JI0Ka TaHHBIX.

B pesynbrare BeIMoONHEHWS ~(YHKIMM CUHXPOHHOW 3amMCH  HEMEIJICHHO
WHULMUpYeTCsl (pu3nmyeckuii oOMEH C BHEIIHUM YCTPOMCTBOM, IPOIIECC, BBIIABIIHIA
3ampoc, 0’KUJAeT Pe3yIbTaT BBHIIIOJHEHHUsS ONEpalliy BBOJAa-BhIBOJA. B maHHOM ciydae B
MPOIIECCE MOXKET ObITh MPEAYCMOTPEHA COOCTBEHHAS PEAKIINS HA OUTMOOUYHYIO CUTYALIHIO.
Takolt TWUI 3amUCU  HKCHONB3YeTCs, KOIJa HEoOXOoIWMa TapaHTUsl MPABWILHOTO
3aBepIICHMsI ONEPallii BBOIA-BBIBO/IA.

B pesynbraTe BbIMOSHEHUS (PYHKIIMU ACHHXPOHHOM 3alUCH Tak)Ke HEMEJICHHO
WHULUUAPYETCsl (pu3ndeckuii OOMEH C YCTPOWCTBOM, OJIHAKO 3aBEPIICHUS OIeparuu
BBOJIa-BBIBOJIA TPOIIECC HE JOXKUAAETCA. B 3TOM cilydae BO3MOJXKHBIC OIIMOKH BBOJIA-
BBIBOJIAa HE MOTYT OBITh TIEPEIaHbI B MPOIIECC, BRIIABIINHI 3ampoc. Takas onepaius 3anicu
1enecoodbpasHa Mpu MOTOYHOM 00paboTke (alyioB, KOorja OXXHUJAHHE 3aBEPIICHUS
omepanuyd BBOJA-BBIBOJA HE 00S3aTEIBHO, HO €CTh YBEPEHHOCTh B IMOBTOPEHUH 3TOU

omeparum.
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B pesynbrare BhIMONHEHUS (DYHKIMHM OTIOKCHHOW 3allMCH Tepefava JTaHHBIX U3
cucteMHoro Oydepa He npousBoguTcs. B 3aronoBke Oydepa co3gaeTcsi OTMETKA O TOM,
410 Oydep 3amoJIHEH U MOXKET OBITh BBITPYKEH, €CIIM MOTPEOYyeTCs €ro 0CBOOOUTH.

Kaxnas 3 dyaknmii momydeHus: 6j0ka MaHHBIX HUIeT B OydepHOM myne Oydep,
coliepKalluii ykazaHHbI OJIOK JaHHBIX. B ciydae, ecinu Takoi 0ok B OypepHOM myne
OTCYTCTBYET, OCYIIECTBIISIETCS] TIOUCK JIFOOOTO CBOOOMHOTO Oydepa (Impu 3TOM BO3MOXKHA
BBI'PY3Ka Ha JHCKOBBIM HAaKomHUTENb Oydepa, coaepik aliero B 3arojiOBKE NpPU3HAK
OTJIO)KCHHOW 3amucH), JTUO0O OpPTraHu3yeTcCsl €ro 3arpy3ka B KaKoW-HUOyIb CBOOOJHBIN
Oydep. B cmyuae, ecnmu cBoOOmHBIE Oydephl OTCYTCTBYIOT, NMPOU3BOJMUTCS BBITPY3Ka
Oydepa ¢ OTII0KEHHOH 3aMHChIO.

3.2.4.3. B3aumMoaeCTBHE C MPOrpaMMaMH YIIPABICHHSI BHEIIHUMH YCTPOMCTBAMH
[15BM

[Iporpammel ynpaBieHusi BHEIIHUMH ycTporcTBamMu [I9BM npenHazHaueHbl Jis
VIOpaBJICHUS TIepenadeii JaHHBIX MEKy BHEITHUM YCTPONCTBOM U OTIEPATUBHOU MAMSITHIO
[19BM.

Cesa3p sapa OC ¢ TakuMU TporpaMmamMu 00ECIeuHMBAETCS C TOMOIIBIO JBYX
CUCTEMHBIX TaOIUIIL;

- Tabnuiia OJOK-OPUEHTUPOBAHHBIX YCTPOUCTB (YCTPOMCTBA, HAIPUMED, AUCKOBBIC
HAKOINUTENU, MH(OpManus Ha KOTOPBIX XpAaHUTCS B OJIOKax (PUKCHPOBAHHOTO
pa3mepa, UMEIOIINX CBOWM COOCTBEHHBIN ajipec);

- Tabnmuiia  OalT-OpPUEHTUPOBAHHBIX  YCTPOMCTB  (YCTpOMCTBA,  HampuMmep,
TEPMHUHAJIBI, CETeBOE OO0OpYyIOBaHHE, TEHEPUPYIOIIHNE WM MOTPEOIAIONNe
MOCJIEIOBATEIHLHOCTh OAHTOB).

Jl7is CBSI3M MCTIONB3YyeTCsl cheayronas nH(opManus U3 WHACKCHBIX JECKPHUIITOPOB

CHIeUAIIBHBIX (DAMIIOB:

- KJ1acC yCTpoicTBa (0alT-OpUEHTUPOBAHHOE HIIH 0JI0K-OPUECHTUPOBAHHOE);

- TUI yCTPOMCTBA (JICHTOYHBIM HOCHUTEIh, HAKOIUTEIh HAa THOKOM MarHUTHOM
JTMCKE, HAKOTIUTENIb Ha KECTKOM MarHUTHOM JHUCKE, YCTPOWCTBO MeYaTH, JUCTUICH,
KaHaJ CBSA3U U APYTHUE);

- HOMEpP YCTpPOMCTBA.
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Knacc yctpoiicTBa onpeaenser BEIOOp TaOIUIbl OJI0K- WM 0alT-OPHEHTUPOBAHHBIX
YCTPOUCTB. DTHU TaONHUIBI COJAEpXKAT ajpeca MPOTPAaMMHBIX CEKIUi npaiiBepoB. Tum
yCTpOMCTBA ompeieNsieT BEIOOp npaiiBepa.

3.2.4.4. CnyxObl yripaBiaeHUS TIEYATHIO

B OC Aunbt CII ocHOBHOW cHCTEMOH medaTH sBIsAeTcs cepBep nedatu Common
UNIX Printing System (nanee — CUPS).

CepBep meuatm CUPS ¢GyHKOHOHHpPYET B BHIE OTACIBHON CIY’)KOBI M MOXKET
yIPABIATHCS AIMUHUCTPATOPOM (TIPElyCMOTPEHAa BO3MOKHOCTh YACTUYHO MepeaBaTh
IpaBa Mo yIpaBJICHUIO 33JaHUSMHU M0JIb30BATENS).

B cocras cepsepa neuatu CUPS BXOAAT clleyrOIIMe KOMIOHEHTBI:

- IMCHETYEep OYepean nevat (IIaHUPOBUIHK);

- cpeAcTBa (prIbTpaLy;

- Back-end-cucrema.

Cepgep neuatu CUPS pabGoTaeT B COOTBETCTBUU CO CJICAYIOIIUM aJIrOPUTMOM:

- cepBep IMeyaTH NPUHUMAET 3a/laHhe€ Ha Te4aTh OT MPOrpaMMbl (aKTHBHOTO

mpoliecca) U epeaet ero JucreTyepy ouepeiu nevaTu Wi MIaHuPOBIIHKY;

- IUCTEeTYEp OYepear NevaTu N00aBiseT 3aJlaHue Ha MeYaTh B COOTBETCTBYIOIIYIO

ouepenb;

- IUCTETYep OdYepeau MedaTh NeperaeT 3aJaHue Ha IedyaTb B COOTBETCTBUHU C

ouepesiblo cucteMe (hUIbTpaluy;

- cpeacTBa GUIBTpaK 00padaTHIBAIOT JTaHHBIC: OCYIIECTBIIICT BCE HEOOXOAMMBIC

npeoOpa3oBaHusl TAHHBIX B COOTBETCTBUM C MPUMEHSIEMBIMU JJIsI STOTO 3aJaHus

buIbTpaMu U MEPEBOAUT UX B (POpMAT, MOHATHBIN IPUHTEPY.

3.2.5. CpencrBa aAMUHUCTPUPOBAHUS

CpenctBa  agMUHUCTPUPOBaHUS 00ECMEUYMBAIOT BO3MOXKHOCTH  BBITIOJHEHUS
HacTpoiiku kKoHpurypanuu OC, B 4aCTHOCTH:
- ycranoBka OC Anbt CII 1 Ha3HaUYeHNE TapaMETPOB CUCTEMBI;

- CO3JIaHHUC 3aIpy309HLIX JTHCKOB,
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- KOH(UTYpUPOBAHUE TTAPAMETPOB JaThl U BPpEeMEHH, TpaduuecKoi Cpebl, CPEIICTB
BBO/Ia U BHIBOJIA;

- HACTpOMKa W  yNpaBlieHUE CUCTEMHBIMM CEpBUCAMH U  CIIY)KCOHBIMU
porpaMmamu;

- HACTpoOMKa U yrpaBJeHUue cucteMoil yrpasieHusi nakeramu Advanced Packaging
Tool (mamee — APT);

- oonoBnenue OC u npukiagaoro [10 u3 ee cocrana;

- HACTpoMKa W yNpaBlieHWE YYETHBIMU 3alUCAMU U TpaBaMH  JIOCTyIa
MOJIb30BaTeIICH;

- KOHQUTYPUPOBAHUE CETH /etc/net U MPOBEPKA €€ PabOTOCTIOCOOHOCTH;

- Hactpovika FTP-cepsepos;

- HacTpoiKa ciry:k0 DNS;

- HAaCTpOMKa M yIpaBleHUE KAIUPYIOIUMHU MPOKCH-CEPBEPAMHU;

- HACTpOMKa CepBEPOB IEKTPOHHOM MOUTHI postfix;

- HaCTpOMKa cepBepHOro u kimeHtckoro [10;

- HAaCTpoOMKa U ynpaBiieHHe 0a3aMH JTaHHbIX;

- HACTpOMKa U YIPABJICHHUE M1€YATHIO;

- HaCTpOWKa MOAKII0YaeMbIX HOCUTETEH;

- YIIpaBJieHWE BCTPOCHHBIM MEKCETEBBIM DKPAHOM;

- HAaCTpoOKKa U yIPaBJICHUE BUPTYaTbHBIMHA MAIIMHAMH,

- HaCTpOIiKa U yrpaBlieHNE CPEACTBAMHU KOHTEHHEPHU3AIlHH;

- HACTpOMKa U YIPABJICHHE CUCTEMOM yMpaBlieHUus 0a3aMu JIaHHBIX;

- HacTpoiika PHP;

- HACTpOMKa U YIPaBJICHHUE YIAICHHBIM JOCTYIIOM TI0 Ssh;

HACTpOWKa U yrpasieHue NTP.

[IpumMeyanue. 3ammra OT OMMOOYHBIX JCUCTBUH  aJIMHHHCTpPATOpa
npeaycMaTpuBaeT UX OOHapyXeHHE M OTOOpaK€HHME KOMIIOHEHTAMH OIEepalMOHHON
CUCTEMBI.
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3.2.6. KoMIUIeKC CpeiCTB 3allUuThI

KC3 npennaznaden st odecriedeHus: 6€30macHOCTH MHPOpPMAIIUU, XpaHsIIencs u
oOpabatbiBaemoii B [I9BM.

KC3 oGecrneunBaeT BBITIOJHEHUE CASAYIOMUX GYHKIIMA O€30TTaCHOCTH:
- UICHTUPUKALUS U ayTeHTUDUKAIHS;
- YIpaBIlIEHUE TOCTYIIOM;
- perucTpaiusi COObITHI 0€30MacCHOCTH;
- OrpaHUYEHUE MTPOTPAMMHOM Cpe/ibl;
- U3OJISIUS TIPOIIECCOB;
- 3aIIUTa MaMSsITH;
- KOHTPOJIb IIEIOCTHOCTH,
- obecrieueHue HaJIeKHOro (PYHKIMOHUPOBAHUS;
- puibTpalys ceTeBOro NoToKa.
3.2.6.1. Peructpariusi coobITH1 0€301aCHOCTH
MexaHu3M ayauTa COCTOUT U3 HECKOJIBKUX KOMIIOHEHTOB:
1) MOgynb siApa — TIEpEeXBATHIBAET CUCTEMHBIE BBI30BbI (syscalls) W BbIMONHSET
pPEruCTpalrIo COOBITU;
2) ciyk0a auditd — 3anuceIBaeT 3aperucTpUPOBAHHOE COOBITHE B (haii;
3) cnyxk6a audispd — ocyiecTBIsI€T MEPEChUIKY COOOUIEHUI (BBICTYNMAET B POJIH
JHUCIETYEPA) K APYrOMY MPHIOKEHHUIO;
4) psig BCIIOMOTaTENbHBIX MPOrPaAMM:
-auditctl — mporpamma, ympaBisitolias MOBEAECHUEM CHUCTEMbI ayauTa U
MO3BOJISAIONIAs KOHTPOJUPOBATh TEKYIEE COCTOSHHUE CUCTEMBI, CO3[aBaTh
WM YAAJSATh TIPaBUIa;
-aureport — MporpaMma, TE€HEpHUpyIolllas CyMMapHbIE OTYeThl O paboTe
CUCTEMBI ayJIUTa,;
-ausearch — mporpamma, TO3BOJNISAIOMIAS TPOU3BOAUTH TMOUCK COOBITUN B
KypHaJIbHBIX (haiinax;
-autrace — TporpaMMa, BBHITIOJHSIONIAS ayOUT COOBITHUH, MOPOKTAEMBIX

YKa3aHHBIM IIPOLECCOM.
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[IporpaMmMbl  OTCHUTAIOT 3alyCH, TMPEAHA3HAYEHHBIC [JI1 TPOTOKOJIMPOBAHUSA,
cucteMHoMy JieMoHy auditd, KOTOPBIM HACHTHPUITUPYET THI KaXKIO0W MPUIIEIIICH 3aITUCH
1 00pabaThIBacT 3aUCh CIIOCOOOM, ONPEICICHHBIM JIJI JAHHOTO THIIA.

JIJIsl Ka)KJ0TO M3 PETUCTPUPYEMBIX COOBITHI B JKypHalax (GyHKIHH 0€30TMacHOCTH
coOMparoT CIACAYIONIYIO HH(POPMAITHIO:

- 1aTa U BpeMs;

- CYOBEKT, OCYIIECTBIISIONINNA PETUCTPUPYEMOE ACHCTBUE;

- THII COOBITHS (€CITM PETHCTPUPYETCS 3aIPOC Ha JOCTYII, TO YKA3bIBAIOTCS OOBEKT U

THUII IOCTYTA);
- YCIICIITHOCTh OCYIIECTBIICHUS COOBITHS (0OCTYKEH 3arpoc Ha JOCTYIT UJIU HET).

OC Auxbt CII oOecricuuBaer:

BO3MOXXHOCTh IPOCMOTpPA KypHaJIa ayJIuTa TOJIbKO aIMUHUCTPATOPY CUCTEMBI;

BO3MOKHOCTH ITOMCKa COOBITHI B KYPHAJIC ayJUTa,

BO3MOKHOCTb BIOOPa COBOKYITHOCTH COOBITHI, MMOJBEPTAIOIINXCS AYAUTY;

oOecrieynBaeT MPEJOTBPAIICHUE MOTEPU JAHHBIX ayJuTa MPU MEPErnOJHEHUU
JKypHajla PEerucTpaluyd 3a CYeT 3alUCH COOBITUH MMOBEPX CTApbIX XPaHUMBIX
3amMcel ayauTa, a TaKKe 3a CYeT MepeAauyd AaHHBIX ayauTa sl BHEIIHEro
XpaHEHUs.

Oynkuun 6e3onacioctu OC Anbt CII ciocoOHBI reHepUpOBaThH 3aMUCH AyAUTa JJIs
CJIEIYIOLIUX COOBITH, MOTEHIMATBHO MMOABEPTraeMbIX ayJUTY:

- 3aITyCK W 3aBEPIIICHUE BHITIOJIHEHUS (DYHKIIUHN ay/IuTa;

- IEUCTBUS, MPENTPUHIUMAEMBbIE B OTBET Ha BO3MOKHbIE HAPYIIEHUS 0€30MacCHOCTH;

- Bce MoauuKkanuu KoHpUrypamuu ayamnTa;

- YTeHHE MH(OpMaLMKU U3 3alUCel ayInTa;

- HEYCIICIIHbIE MOMBITKA YUTaTh HHPOPMALIMIO U3 3aUCeil ayuTa;

- IpepUHUMAEMBbIC IEUCTBUS MpU cOOE XpaHEHUS KypHaIa ayaunTa;

-BCE 3ampochl Ha BBINOJIHEHHE oOnepauuid Ha O0ObEKTe, Ha KOTOPBIU

PacIpOCTPaHSIOTCS MOMUTHKY (HYHKIIHA 0€3011aCHOCTH;
- BCE TIOTBITKH SKCTIOPTUPOBATH HHPOPMAIIHIO;

- BCC PCHICHMA 110 3aIIpoCaM Ha PIH(l)OpMaL[I/IOHHBIe ITIOTOKH,
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- IOCTIDKEHHUE  OTpPaHMYEHUs] HEYCHEUIHBIX TMOMBITOK  ayTeHTHPHUKAUH |
NPEANPUHATBIE JEUCTBUS, a TakXke, MpU HEOOXOJAMMOCTH, TOCIEayIoIIee
BOCCTAaHOBJICHME HOPMAJIBLHOTO COCTOSIHHS (OJIOKMpOBaHME Y4YETHOM 3amucu B
pe3yabTaTe MPEBBIIICHUS] MAKCUMAIBHOTO YHCIIa HEYCIEIIHBIX MOMBITOK BXOJa B
CUCTEMY);

- OTKJIOHEHUE WM TpUHATHE (YHKIUKU O€30MaCHOCTU JIIOOOTO MPOBEPEHHOTO
CEeKpeTa;

- BCE CJIy4au MCMOJb30BaHUS MEXaHU3Ma ayTeHTU(UKALINH;

- pe3ynbTaT AEeUCTBUA KaXXIOr0 aKTUBU3MPOBAHHOIO MEXaHHM3Ma ayTeHTU(HUKAIIH
BMECTE C UTOTOBBIM PEIICHUEM;

- BCE CITy4yau HCIOJIb30BaHUS MEXaHU3Ma MACHTU(DUKAINY MOIH30BATENs, BKIIOYAs
MPEICTaBICHHBIN HIEHTU(DUKATOP MOJIH30BATENS;

- YCHEIIHOE UM HEYCHEIIHOE CBSI3bIBaHHE aTpUOYTOB OE30MaCHOCTH MOJIb30BATENS
C CyOBEKTOM;

-BCE MOAM(PHUKALMU peXUMa BBINOJHEHU (QYHKUUMH U3 uuciaa (QYHKIUH
0e30I1aCHOCTH;

-BC€ MOAM(PUKAUMM 3HAYEHHH aTpuOyToB O€30MacHOCTH  (BKJKOYas BcCe
MOAU(UKAIIMKA 3HAUYCHUU aTpUOYyTOB O€30MAaCHOCTH, UCIOIB3YEMBIX JJII CMEHBI
HayaJlbHOW ayTeHTU(UKauMOHHOW uHpopManuu nonb3oBatens OC mocne
OJTHOKPATHOTO MCIIOJIb30BAHMS );

- MO (UKALMK HACTPOMKH MO YMOIUYAHUIO PAa3pelIalOINX WM OTPaHUYUTEIbHbBIX
TIPABHIT;

- Bce Mou( KAy HaYaIbHBIX 3HaYEHUHN aTpuOyTOB 0€30MaCHOCTH;

-BCc€ MOAM(UKAUMK 3HAYEHUW JAHHBIX (YHKIMH O€30MacCHOCTH (BKJIIOYas BCE
MOAU(PUKALNY ayTEHTU(PUKAITMOHHON HH(DOPMAIIN);

- Bce Moau(uKauyu OTpaHUYCHUN TaHHBIX (PYHKIIUN O€30MaCHOCTH;

-Bce  MomupUKANUUA  JEHCTBUM, TNPEANPUHUMAEMBIX TPH  HAPYIICHUSIX
OTpaHUYECHUN;

- Ha3HauUEHUE CpOKa JAeUCTBUA Ui aTpuOyTa;

- IEUCTBUSI, PEANPUHATBIE 10 NUCTEUEHUH HA3HAYEHHOTO CPOKa;
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-3aMMCh ayauTa sl COOBITHH, CBSI3aHHBIX C HWCTEYCHUEM YCTAaHOBJICHHOTO
aJIMUHUCTPATOPOM CpOKa JACHCTBUS ApOJIs;

-3alUCh ayauTa JJisl COOBITUM, CBSI3aHHBIX C HWCTEYECHUEM YCTaHOBJIIEHHOIO
aIMIHUCTPATOPOM CpOKa ACHCTBUS uaeHTHUGHKaTopa nois3oBarens OC;

- ICTIOJIb30BaHUe (PYHKIIUHN yIpaBIICHHUS;

- Mot (DHUKAITUS TPYIIIBI TOJIh30BATEIICH;

- BBITIOJTHEHUE U PE3YyIbTaThl CAMOTECTUPOBAHUS (DYHKIIMH 0€30TIaCHOCTH;

- TUN cOO0S WK MPEphIBaHUS OOCTY>KUBAHMUS;

- I3MEHEHUS BHYTPEHHETO MPE/ICTABICHUSI BPEMEHU;

- Bce onepanuu OC Anbt CII, npepBanHbIe U3-3a cO05;

-BCE TIONBITKA HCIOJIL30BaHUS (PYHKIMM paCHpEleeHUs PECypCcoB C Y4YETOM
MPUOPUTETHOCTH OOCTY>KUBAHMUS;

- Bce oOpaieHus K GyHKIUSIM pachpeliesiCHUus pecypcoB, YIpaBisieMbIX (DyHKIIMH
0e301acHOCTH;

- OTKJIOHEHHE HOBOT'O CEaHCa, OCHOBAHHOE HA OTPAHMYEHUU YMCIIA MapauIeNIbHbBIX
CEaHCOB;

- BCE MOIBITKY pa30JIOKUPOBAHUS UHTEPAKTUBHOTO CEAHCA;

- 3aBEpIICHUE UHTEPAKTUBHOTO CEaHCAa MEXaHM3MOM OJIOKMPOBAHUS CEAHCa;

- BCE TMOIBITKY OTKPBITUSI CEaHCa MOIb30BaTEs;

- IOJIHOTEKCTOBAs 3alUCh MPUBWICTUPOBAHHBIX KOMaHJ (KOMaHJ, YIPaBIISIFOUIUX
CUCTEMHBIMH (PYHKITUSIMHU);

- IPUMEHEHHE MeXaHu3Ma BOCCTaHOBJICHUSI HH(OpMaLINY;

- I3MEHEHHUE HACTPOCK MEXAaHN3MOB YHUUTOXKEHUS (CTUPAHUS) TAHHBIX;

- cOou B paboTe MexaHH3Ma U30JISUU TPOLECCOB;

- TIOTIBITKA  YCTAHOBKM BHEIIHMX MOAYJICH YpOBHA sjpa, HE TPOBEPEHHBIX
pa3paboTuyukoM (TIPOM3BOAUTENIEM), WM BHEIIHUX MOJIYJIEH YpOBHS sapa C
HapyLICHHOM LEJIOCTHOCTBIO;

- TIOTIBITKU 3aIycKa KOMIIOHEHTOB MPOTPAMMHOTO 00eCIIeYeHUsI, TPOU3BECHHBIX B
HapyIIEHWE YCTAHOBJEHHBIX TIPABWJI 3alycka KOMIIOHEHTOB IPOTPaAaMMHOTO

oOecrieueHus.
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[Ipu oOHapyxeHuu mnoTeHIHaTbHOr0 Hapymenus OezonacHoctu OC Anbt CII
UMEET BO3MOXHOCTh HHPOPMUPOBATH AMUHUCTPATOPA CUCTEMBI.

OC Anbr CII cniocoOeH mepenaBaTh JaHHBIE ayauTa IO MPOTOKONY syslog u
3aIIMIIATh OT HECAaHKUMOHUPOBAHHOTO PpACKPBITHS, 3a CYET Nepelayd JaHHbIX B
HEYUTAEMOM BHJIC.

3.2.6.2. Unentudukanus 1 ayTeHTUPUKAIUSI

B OC Anpt CII mns mpenoTBpalieHusi HECAaHKIIMOHUPOBAHHOTO JOCTYIAa CyOBhEKTa
noctyna (MoJjb30Baressi) B MPOTPAMMHYIO  CpElly  UCIOJB3YIOTCS  MEXaHU3MBbI
uaeHTuukanuu (orpeneacHue Mojb30BaTeNsl M0 UMEHU — JIOTHMHY) U ayTeHTH(PHUKAIUU
(moaTBepKAEHKUE NMOATMHHOCTA UMEHH MOJIb30BATENs C TIOMOIIBIO TApOJIsl) MOIb30BaTEs.
[Ipouenypsl uaeHTU(UKAIUKU W ayTEHTU(UKAIMK TI0JIb30BATENd BBINOIHSAIOTCS MpU
Kaxou nonbITke goctyna B OC.

Oyukuun 6e3omacHoctd OC Anpt CII oOecneunBaroT, 4YTOOBI BCE MOJIB30BATENN
OC ObUIM yCHEMHO UAESHTU(DUIIMPOBAHBI U ayTEHTU(ULIHUPOBAHBI 10 pa3pelIeHus JII000ro
JEeMCTBUS, BBINOIHAEMOIO IpU NOCpeIHNYECTBE (DYHKIIMU 0€30IaCHOCTU OT UMEHHU 3TOr0
nosib3oBarenst OC, TpeOyroT NpeIbsABICHHUS YHUKAIBHOTO UAEHTU(UKATOPA U TTAPOJIS UIIH
ayTeHTU(PUKALMOHHON MH(POPMALIMK U3 DJIEKTPOHHOTO UACHTHU(PHUKATOPA.

AJMUHHCTPATOP CUCTEMBI YCTAHABIIMBAECT:

- TpeOOBaHUSA K CJOXHOCTH TMaposiei, (QyHKuuu Oe30MacHOCTH CHOCOOHBI

BepU(ULIMPOBATH, YTO NAPOJIb OTBEYAET YCTAHOBICHHBIM TPEOOBAHUSM;

- MAaKCUMAaJIbHOE KOJMYECTBO HEYCIEHIHBIX MOMBITOK ayTeHTHU(PUKAIUHU, (PYHKIUH
0€30MacHOCTH CHOCOOHBI 3a0JIOKMPOBATh YYETHYIO 3alUCh IPU MPEBBILICHUU
HEYCIEUTHBIX MONBITOK ayTeHTU(UKALINH.

OC Anpt CII xpanut creayrouryto HHGOPMAaIKIO O MOJIb30BaTele:

- UMl TI0JIB30BATelIsl — PETUCTPAIMOHHOE UM CYObEKTa A0CTYIA;

- UIGHTU(PUKATOP TMOJIb30BATENIl — WHAMBUIYAIbHBIN YHCIOBOW HACHTU(UKATOD
CyOBEeKTa JIOCTYIA, UCTIOIb3YEMBII IIPU BHIMOJHEHUHU MTPOLETYPbl UACHTU(PUKALINH
B OC (3amaercs wu3 paumanazoHa «0..65535», wuymcio «0» COOTBETCTBYET

MOJIb30BaTEIIO TO0t);
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- MACHTH(UKATOP TPYHIbl — YHUCIOBOM WACHTU(PUKATOP TEPBUYHON TPYIIIIBI
MoJIb30BaTeNsl (MMOMUMO TEPBUYHON TPYIIbI MOJIb30BAaTElIb MOXET BXOAUTH B
COCTaB JIPYTUX TPpyM, uaeHTU(UKaTop rpynmsl 0 COOTBETCTBYET IpyIIE root);

- IapOJIb — MApOJIb MOJIH30BATENS;

- CpOK JieficTBUs UIeHTU(PUKATOPOB (YueTHBIX 3anuceil) noias3zoBareneit OC ;

- IOMAallHUM KaTaJor TI0JIb30BaTelsl — B KauyecTBE JIOMAallHEro KaTajora
UCIIOJIB3YETCSl KATaJIOr /home/<uMsa NOJb30BaTeNs >;

- obonmouka CcyOBeKTa JOCTyNma — KOMAHJIHBIM HWHTEPIPETATOP IMOJIb30BATES,
KOTOPBIN UCIOJIb3YETCS UM 110 YMOJYaHUIO (3allyCKaeTCs MPU BXOJI€ MOIb30BaTENS
B OC).

Nudopmanus o mnonws3oBaTene xpaHuTcsa B (aillie /etc/passwd, Mapoiad B

3amr(poBaHHOM BUJIE XPAHATCS B pailyie /etc/tcb/<muma nombzosBaTensa >/shadow.
[TonpzoBatento OC mnOpemocTaBiSIIOTCS TOJBKO YCIOBHBIE 3HAaKM BO BpeMs
BbITIOJIHEHUSI ayTeHTuguKanuu. Oyukiun 6ezonacHoct OC mpenoTBpalialoT XpaHeHHe
Y YTEHUE ayTeHTUPUKAITMOHHON MH(OPMAIIUU B OTKPHITOM BHUJIE.

[Iponienypa wnenTudukanun u ayreHTUukanmu cyobekta B OC Anwt CII
BBITIOJIHSIETCSI B COOTBETCTBHH CO CIEAYIOLIUM aJITOPUTMOM:

- IOJIB30BATEIb MOchUIAaeT 3anpoc Ha goctyn B OC Anst CII;

- aBTOMATHYECKH CHUCTEMOM BBI3bIBaeTCA MporpamMma login, (HMcmonb3yeTcs s
3alyCcKa HOBOI'O CeaHca B CHCTEME), KOTOpas BbIBOAMUT NpuriameHue login Ha
TEpPMHUHAJ [TOJIb30BATENS;

- TI0JIb30BATENIb TMPEIBSABISET CBOE PErUCTPALlMOHHOE UM (Jajnee — JIOTMH) U
napoJb;

- MOyJIM Tiepekitouarens ciyx6 mmen Name Service Switch (mamee — NSS)
NepexXBaThIBAIOT JIOTUH TMOJIb30BATENsl M OCYUIECTBISIOT €ro MOUCK B (pailiax
BUPTyaJIbHOM 0a3bl JTaHHBIX TMOJB30BaTEICH cHUCTeMBbl (11 KOH(UTYpaIuu
UCTOYHUKOB  BHpTyaimbHOoM  BJI  monb3oBareneit  ucnombiyercss  (aidn

/etc/nsswitch.conf): B ¢aliax /etc/passwd, /etc/shadow, /etc/group;
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-ecnu Moayiau NSS HaxondT JOTMH Mojb3oBarens B dainax /etc/passwd,
/etc/shadow, /etc/group, CUCTEMa oOpaliaeTcss K MOAKIIOYAEMbIM MOIYJISIM
ayrentudukanuu, Pluggable Authentication Modules (manee — PAM) wu
3aImyCcKaeTcs MPoIEecC ayTeHTU(PUKALIUH;

- Moayiu PAM cpaBHUBAIOT JIOTUH U HapoOJib, NPEAbSIBICHHBIE MOJIb30BATENEM CO
3HAUCHUSAMH, XpaHAIMMUCS B ©Oa3ze nOaHHbIX: B (ailnax /etc/passwd,
/etc/shadow, /etc/group;

- €CJIM  BBEJICHHBIE UM U TMapojb CyObEKTa COOTBETCTBYIOT 3HAUYCHHUSIM,
xpansmuMest B 6a3e nanubix, KC3 mnpenocraBisier aoctyn cyowsekry B OC,
uH(popMalus 0 pe3yybTaTe MOMBITKA I0CTyIa COXPAHSIETCA B CUCTEMHOM >KypHalie
/var/log/;

- €CJIM BBEJICHHBIE UMS U MAPOJIb CYObEKTa HE UJICHTUYHBI 3HAUCHUSAM, XPAHSAIIUMCS
B 0Oasze nanHbix, KC3 otkionser 3ampoc jgoctyna cyobekta B OC (s
BBITIOJTHEHUS  TMOBTOPHOW  TOMBITKM  ayTeHTU(UKAIMU  CYOBEKT  JOJIKEH
WHUIIMAPOBATh HOBBIM 3allpoc JOCTyna), MHPOpMALUS O pe3yjbTaTe MOMBITKH
JIOCTYyTa COXPAHSAETCS] B CHCTEMHOM >KypHalle.

B xondwurypanuu @aitna /etc/nsswitch.conf MOXHO YKa3aTh HECKOJIbKO
HMCTOYHUKOB (paiijioB 0a3bl JaHHBIX MOJIb30BaTENICH, HAapUMEp, B KauyeCTBE HMCTOYHMKA
yKazaTh jnepeBo karajgoroB LDAP. B ciyuae, ecnu j0oruH ¥ mapoib MoJab30BaTeNs OyayT
OTCYTCTBOBaTh B (paitnax /etc/passwd, /etc/shadow, /etc/group, mMoayiau NSS
OCYILECTBIISIIOT MOUCK B iepeBe katanoroB LDAP, mocrie 4ero cooTBeTcTByronme MOIyJIn
PAM BBINOJHSIOT ayTEHTU(HUKALMIO TMOJIB30BATENA (MM OMOBEIIAlT 00 omuoOkKe B
CJIy4ae HECOOTBETCTBHUS JIOTHA U TIAPOJIf).

B ciayuae HeoOX0auMOCTH peanu3aluy CeTeBOM ayTeHTU(UKAIMU MOoJIb30BaTeNeH B
CUCTEME TPEIyCMOTPEHAa BO3MOXKHOCTHh ayTeHTHdUKanuu ¢ Tmomomsio Kerberos c¢
XpaHeHHeM HHQpOpMaIlUU O MmoJib3oBaTeNsax B AepeBe kataigoroB LDAP (Kerberos moxer
MCIIOJIb30BATHCA U JUISL OCYILECTBICHUS JIOKAJTbHOM ayTeHTU(DUKALIMY TTOJIb30BaTENEH ).

3.2.6.3. YupaBieHue 10CTyIIOM

OC Anbt CII peanusyer THCKPEHUOHHOE YIPABIEHUE JOCTYTIOM.
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JIMCKpEMOHHOE pa3rpaHMYeHUE JOCTYIAa OCYIECTBISAECTCS IS
1) cyObekToB pocTyna (MpoIeccoB, MOpokaaeMbIX nosb3oBatensiMu OC);
2) o0bekToB AocTyIa ((aitoB, KaTaaoroB, yCTPOMCTB);
3) omepamuii CyOBEKTOB JOCTyma Haa OOBEKTaMH JOCTyMma (YTEHUE, 3aIlkCh,
BBITIOJIHEHUE), OCHOBBIBASICh Ha:
- arpubyTtax cyowsekroB noctyma: GID, UID, SUID, SGID;
- arpubyTax 00bpekToB aoctymna: GID Bmanensua, UID Branensbia;
- arpubyTax 0e30MacHOCTH KOHTPOJIS JOCTyMa: CIHUCOK KOHTPOJS JOCTyma
st onpeneneHHbix UID, cnmcok KOHTposiss AocTyna Juisli ONPEAESTICHHBIX
GID, mpaBa noctyna s Biajeiblia 00beKTa (€CiM UCIOJIb3YeTCsS CIUCOK
koHTpoist noctyna ACL, To mpaBa JgocTyma i Blajeiblia OObEKTa,
ykazanHbele B ACL), npaBa noctyna s Tpyninbl Biajenblia 00beKTa (eciu
UCIIONb3YyeTCs CNHUCOK KoHTposia noctyma ACL, To mpaBa poctyma st
rpynmnsl Biajenblia o0bekTa, ykazaHHble B ACL), addexTuBHas Macka,
mpaBa JIOCTyna JUisl IIOJb30BaTENsl «BCE OCTalbHBIE», IIpaBa JIOCTYIA,
STICKY BIT, IMMUTABLE, APPEND.

Oynkiuun  6e3onacHoctd OC  MpeoCTaBIAIOT — AJMUHUCTPATOPY  CHUCTEMBI
BO3MOXKHOCTh Ha3HayaTh HaydalibHbIE 3HAYCHHUS 10 YMOJIYaHUIO aTpHOYTOB OOBEKTOB
JOCTYTIa TIPH CO3JaHIHN OOBEKTA.

B cooTBercTBMM ¢ IHUCKPEIMOHHBIM TPHHIIUIIOM YIIPABICHUS JOCTYIIOM IS
kaxaoro daina u karaiora B OC Anbt CII ycraHaBiauBaroTCS MpaBa JOCTYIIA,
OTIPENIEIISIONMEe BO3MOXKHOCTh JOCTyMa T0JIb30BaTeNsd K OOBEKTYy jJocTyma (dai,
KaTaJioT), a TaK)Ke BO3MOKHBIC OTIEPAIIH HAJT HUM.

[IpaBa nmocTyma yCTaHAaBAWBAIOTCS OTIEIBHO JJIs  Pa3IUYHBIX KaTeropui
ITOJIb30BaTENEH:

- BJaJIeNIel] — T0JIb30BaTellb, CO3MaBmUi (aitn (a1 Toro 4ytoObl co3daTh daii

HEOOXOJMMO HMMETh IMPABO 3alKMCH B KaTajor, B KOTOPOM co3naercs (aiii, mpu

ATOM IS BJaJeliblla YCTAaHABJIMBAIOTCS IpaBa HA YTEHUE M 3aIlCh, JUIT BCEX

OCTaJIbHBIX ITOJIb30BaTEJIEH — TOJILKO Ha t-ITeHI/Ie);
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- rpymnmna — Habop mojib30BaTeNiel, OPraHU30BAHHBIX, HAMpPUMEp, A pabOThl C
ornpejieieHHbIM HabopoM ¢aioB (Biaaesiell MOXKET pa3pelIuTh WU 3alpEeTUTh
JOCTYTI K (paitiam Jj1st 4JICHOB TPYIIIIBI);

- IPOYME — BCE OCTAJIbHBIC MTOJIH30BATENH.

OCHOBHBIMH  OTEpalMsIMH,  BBINOJIHSIEMBIMH  HaJd  OObEKTaMU  JOCTYyIa

B OC Anbt CII, SBISITOTCS ClIEIYIOIINE:

- yrenue (read, r);

- 3amuch (write, w);

- UCITOJTHEHUE (execution, X).

Urenne s Qaiia o3HayaeT MpaBO MOJIydaTh COAECPKUMOE [0 HHACKCHOMY
neckpunrtopy. g karajgora — O3HAYaeT MPaBO MOJy4yaTh CIHUCOK HMEH OOBEKTOB,
coJepKaluxcs B HeM. B ciydae, eciu JOCTYIT Ha YTEHHE K KaTaJlory 3alpelieH, IpoLecc
HE CMOXET NOJY4YUTh CIHCOK HMMEH, OJHAKO JOCTYI HEMOCPEICTBEHHO K (ailty,
HaxoJAIIEMYyCsl B KaTajore, peryjaupyercsa IpaBOM HCIOJIb30BAHUS (MCIIOJHEHMS)
KaTajora, a He IpaBOM YTECHUS.

3anuch A aiina o3Ha4aeT MpaBo MOAU(PUIUPOBATH COJEPKUMOE 110 UHAEKCHOMY
neckpuntopy. Jljis katamora — o3Ha4yaeT mpaBo MoAuMUIIMPOBaTH CIUCOK ¢aiisioB. bes
mpaBa Ha WCMHOJb30BaHUE (MCIOJHEHWE) KaTrajlora MpaBO Ha 3alMHUCh MPAKTUYECKU
HETPUMEHUMO.

Ncnonn3oBanue s (aiisia 03HavaeT MpaBo 3aIyCKaTh €ro B KAYECTBE MPOTPaMMBI.
PaznmuuaroT OuHapHbBIE UCTIONHSAEMbIE (haiiyibl, KOTOPHIE HEMOCPEICTBEHHO 3arpy KatoTcs B
naMaTh B BHUJE IMpolecca (BO3MOXKHO, MOCPEACTBOM JTWHAMUYECKOW KOMIIOHOBKH C
paszensieMbIMU OMOJIMOTEKaMHU) U CIICHApUU, JIJIS BBITIOJIHEHUSI KOTOPBIX 3aIlyCKaeTcs
nporiecc U3 apyroro (¢aina, a Tekymui ¢aii oTnaeTcs eMy B KadecTBE Mapamerpa
KOMaH/JHOM CTpOKHU (ClieqoBaTeNbHO, NIl pabOThl 3allyCKaeMoro clLeHapus TpeOyeTcs
TaK)Xe TOCTYIl Ha YTCHUE).

Jlnst  katajora JOCTyll Ha WCIOJb30BaHHWE (MCIOJHEHUE) O3HAadaeT MpaBo
mpeoOpa3oBbIBaTh HWMEHAa OOBEKTOB, HAXOMSIIUXCA B KaTalore, B WHJCKCHBIC
neckpuntopbl. Cicok uMeH (ailioB B KaTajiore, JOCTYITHOM IPOIIECCY HAa YTEHUE, HO HE

Ha UCIO0JIb30BaHue, OyAeT BUACH, HO caMu (ailjibl OCTaHYTCS HEJIOCTYITHBI.
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Jns paboTtbl ¢ ONOYHBIMM U CHUMBOJBHBIMH ycTpoiictBamu B OC mnpu
MOHTHPOBAHUU CO3/AIOTCS ClielMalIbHbIE (Dailibl, 00ecreuynBaOINe MTPOU3BOJILHBIN UITU
NOCJEN0BATENbHBI  JOCTYN COOTBETCTBEHHO THUIIYy YCTPOWCTBA, KOTOPOMY OHH
HazHaudaroTcs. lIpaBa mocTyma At y4eTHBIX 3amucedl IMOJIb30BATENsl M BBI3BIBAEMBIX
MPOLIECCOB HA3HAYAIOTCSI HA COOTBETCTBYIOIIUN CO3aHHBIN (aii.

[IpaBa nocTyma K JOKaJIBHBIM COKETaM Ha3HAYalOTCA HA CHEeLHaIbHBIN (pailsl cokeTa
M0 3aJaHHOMY IIyTH, Y€pe3 KOTOPBIM K COKETYy OyAyT cOoOOIIaThCs JIIOOBIE JOKAJIbHBIC
OpoLecChl IMyTeM 4YTeHUus/3anucu W3 Hero. l[IpM HCMOIb30BaHMM CETEBOTO COKETA,
co3maercs aOCTPAaKTHBIA OOBEKT, MPUBA3AHHBIN K CIIYIIAIOIMIEMY MOPTY OINEPaAIMOHHOM
CUCTEMBI M ceTeBoMy HuHTepdelicy, 3areM emy mnpucBaubaetrcs INET-ampec, xoTopbiii
MMeEET ajipec uHTepdeiica U Caylarouero nopra, u gajee odpamieHue 0yaeT NpoucXoanuTh
K a0CTpakTHOMY OOBEKTY COTJIaCHO Ha3HAUCHHBIM ITPaBaM.

[IpaBa nocTyna MMEHOBAHHOIO KaHalla aHAJOTWYHBI MpaBaM JOCTyna K ¢aimy.
OOpaiieHne K UMEHOBAaHHOMY KaHally OCYIIECTBIISIETCS TaKkKe, KaK U K OOBIYHOMY (aiiiy.
B cBa3u ¢ atuM, g pa®oThl ¢ MMEHOBAHHBIMU KaHajlaMH IpoleccaM HeOoO0XOAUMO
IPEIOCTABIIATh MpaBa JIOCTyNa JUIsl YTeHus (3anuck) u3 (B) kanai. [Ipu cozganuu kaHaia
HEOOXOJUMO YUYWThIBaTh, 4YTO KaHajbl CO3/JAIOTCS C TMpaBamMu jocTtyna «0666y,
MoAUGUITMPOBAHHBIMA MAcCKOM mpaB aocTymna umask(2) BeI3biBatoiiero npoiecca. Takxke,
YTUJIUTA CO3/1aHus KaHaja TpeOyeT MpaBo Ha 3alUCh B POJUTENILCKUM KaTajor.

IIpaBa nocTynma K CHUMBOJIBHBIM CCBIJIKAM BCErAA BBIMTIAIAT KaK «TWXIWXIWX»,
MOCKOJIBKY TPU HUCIOJIb30BAaHUU CCBUIKH JpaiiBep (aillioBOM CUCTEMBI MEPECUUTHIBAET
peanbHbId MyTh K (paiily W NPUMEHSAET IMpaBa JOCTYIA, ONPEEIEHHBIE NIl PEaJbHOrOo
MyTH yXke 0€3 yueTa caMOil CUMBOJIBHOM CCBUIKH.

IIpy BBIUMCIIEHMH MpaB JOCTyIa NMPUHUMAETCS BO BHMMAaHHUE YPOBEHb JOCTYyIa
npoiiecca K ¢aiiny, KOTOPbIi BRIUUCISAETCA CIAEAYIOIUM 00pa3oM:

- ecyiu UID ¢aitna u akryansubiii UID mporecca coBmanarT, mpoiece CUUTaeTCs

BIIaJIebIIeM (aiina;
- B IpoTUBHOM ciyuae, ecnu GID ¢aiina coBnagaer ¢ aktyansHsiM GID mpouecca

HJIK BXOOUT B CITMCOK T'PVYIIII, ITPOHECC CHUTACTCA YICHOM I'PDYIIIIbI,
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- ecnii 00a YCJIOBUSI HE BBITIOJIHECHBI, TPOIECC CYUTACTCS UYyKUM IO OTHOIICHHIO K
Gbaiiy.

[IpaBa nmocTyma BKIIOYAOT CIUCOK W3 JeBIATH aTpuOyToB (OWTOB) (aiina,
3aMKUChIBAEMBIX B (POpME «rWXTIWXIwX»: MO TpU BHUJAA JOCTyna (uyTeHue — read, 3amuch —
write, UCIIOJHEHUE — eXecute) NIl TpeX TPYIN — MoJib30oBaTeNs-Biaaeiba (u), rpyIbl-
BJa/ieNiblia (g) U BCEX OCTANBHBIX (0) COOTBETCTBEHHO. Kaxablii MyHKT B ATOM CIIMCKE
MOXKET ObITh JM0O paspemieH, JubOo 3ampemieH (paBeH 1 wiam 0). B ciyuae, ecnm
HEKOTOPBIN AOCTYI 3allpelieH Ha HEKOTOPOM YPOBHE, BMECTO CUMBOJIA ITUIIETCS 3HAK «-».
ATpuOyThl HEOTTOPXKUMBI OT (pailyia, Tak Kak XpaHATCS B €ro METaJaHHBIX (MHIEKCHOM
JECKPUNTOPE), U HE 3aBUCIT OT KOJIMUECTBA UMEH (CChUIOK Ha (haiisl) U UX PacroOKCHUS
B JIEPEBE KaTaJOroB.

[IpaBa noctymna (aitioBoro 00beKTa MOTYT OBITh U3MEHEHBI, €CIIM 3TO Pa3perieHo
TEKYIIMMHU TpaBWIaMHu (CaHKIIMOHUPOBaHO). MoauduimpoBaTh IMpaBa J0CTyNla MOXKET
TOJIBKO MpoILIECC-BIAAEIEL] (monp30BaTENb-BIAACIICI) daiina, 1160
CYTIEpIIONIb30BATEIBCKUM (3aMyIIEHHBIH OT MMEHHM TMoJsib3oBaTens root) mporecc (UID
nporiecca = 0).

OnucaHHbIe BBINIE MPaBa BBICTABIAIOTCS C MOMOIIbI0 QyHKIMU umask (user file
creation mode mask). Umask omuHakoBbIM 00pa3oM paboTaer sl BCE€X OOBEKTOB:
KaK]IbIi yCTaHOBJIEHHBIM OUT umask 3ampeniaer BbHICTABIEHUE COOTBETCTBYIOLIErO OWTa
npaB. VckitoueHreM W3 STOTO 3ampera SBIAETCS OUT HMCHOJHSEMOCTH, KOTOPBIN IS
OObIYHBIX (halJIOB 3aBUCUT OT CO3JAONICH MporpaMMmbl (TPAHCIAATOPHI CTaBIT OUT
UCIIOJIHSIEMOCTH Ha Co3/laBaeMble (haliibl, JPyrue MporpaMMbl — HET), COOTBETCTBEHHO,
WCKJIIOUYEHUEM SIBIIIFOTCA COKEThl M KaHalbl MEXKIPOIECCHOIO B3aUMOJCHCTBUS U
MOHTHUpPYEMBIE alapaTHble ycTpoilcTBa. B ciywyae karamoroB umask cienyer oOuiemy
MpaBuIy.

IIpu obpaienun npoiecca K 00BEKTY (C 3alIPOCOM JIOCTyIa ONPEIeICHHOTO BUA)
CUCTEMA TMPOBEPSIET COBIAJIEHNE WAECHTU(UKATOPOB BIAACIBIICB MIPOIIECCa U BIIAJEIBIICB
¢aiina B OMpenereHHOM TOpPSIKe, U B 3aBUCHMOCTU OT PE3yJIbTaTa, MPUMEHSET Ty WU

VHYIO TpyNIy Mpas.
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B cnywae, eciau TeKymMMHU MpaBUJIAMU pa3pelieHO (CaHKIMOHWPOBAHO), IMpaBa
noctyna (ainoBoro 00beKTa MOryT OBITh U3MEHEHBI.

Kpome o6mieit cxemsr paszrpannuenus aoctyna OC Anst CII nonnep:kuBaeT Takxke
ACL, c moMOIBIO KOTOPBIX MOKHO [UISI KaXJIOTO OOBEKTa 3a/JaBaTh IIpaBa BCEX
CyOBEKTOB Ha JOCTYI K HEMY.

MexaHu3M JUCKPEUMOHHOrO pa3rpaHUYEHHs TOCTyNna 00eCeYrBaeT BO3MOKHOCTh
CaHKLIMOHMPOBAaHHOIO MW3MEHEHHUS CIIMCKAa IOJIb30BAaTENIE M CIHCKAa 3allUIIaeMBbIX
(haityIoBBIX OOBEKTOB.

[Ipyn ocymecTBIEHUU PE3EPBHOTO KOMUPOBAHUSA (DAMIIOB M KaTaJIOroB (PyHKUIUU
6e3onacHoctr OC 3KCIOPTUPYIOT JaHHBIE MOJIB30BATENS C aTpUOyTaMU O€30IaCHOCTH.

Oynkuun 6e3onacHocTd OC 3ampenaroT NoJb30BaTeasIM MOAUMUIIMPOBATE SIAPO U
€ro JApaBepbl/MOAYJIH, )KypHAJIbI ayIuTa O€30MacCHOCTH, O0le OMOINOTEKH, CUCTEMHBIC
ucnojHsieMple  ¢aiibl, (alabl KOHPUIypallMd CHCTEMbI, a TakXKe 3alpeuiaroT
MOJI30BATENSIM YATATh JaHHbIE ayauTa coObITHi Oe3omacHoctu OC.

Oyukuun  Oe3omacHoct  OC  mpenocTaBiSIIOT  BO3MOXKHOCTh — OTPaHUYUTh
MaKCUMaJIbHOE YUCJIO MapajlieibHBIX CEAHCOB, NPEJOCTABISEMBIX OJHOMY U TOMY XK€
nonb3oBarento OC.

AJMUHHUCTPATOP UMEET BO3MOKHOCTh YCTAHOBKM MHTEpBaJla BpeMEHU Oe31ecTBUs
nonb3oBatenst OC, mo uCTeYeHHe KOTOpOro (yHKUUHU O€30MaCHOCTU OJOKUPYIOT
MHTEpakTuBHbIA ceaHc mnonb3oBatens OC. Ilpm stom mnomp3oBaremo OC  Takxke
NPEIOCTaBIEHa BO3MOXXHOCTh HWHUIMAIMM  OJIOKUPOBAHUS CBOErO COOCTBEHHOI'O
MHTEPaKTUBHOIO CEaHCA.

[Ipu GnoxupoBaHMM ceaHCa MPOU3BOJIUTCS OYHCTKA WJIM TEPE3anuch yCTPOUCTB
OTOOpaKEHHUS, MPUAAHME HX TEKYIIEMY COJIEPKAHUI0O HEYUTAEMOro BHAA, a TaKkKe
0JIOKMpOBaHUE JIOOBIX JNEUCTBUM MO AOCTYNY K JAHHBIM MOJb30BaTels (yCTpoHCTBaM)
OTOOpaKEHUSI, KpOME HEOOXOAMMBIX TSl pa30oKupoBaHus ceanca. Jyist pa30JIoKUpOBKU
TpedyeTcs MOBTOpHAs ayTeHTUduKanus noyub3osatens OC.

Oynkuun 6e3onacHocTd OC crmocoOHbI 0TKa3aTh B OTKPBITUH CEAHCA, OCHOBBIBASICh

Ha uaeHTuuKarope nmoaszoBarenss OC, cpoke AeHCTBUS UACHTU(GUKATOPA TOIB30BATENS
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OC, ayreHTHdUKaIMOHHON MH(POPMAIH, aTpUOyTax, CBSI3aHHBIX C BpEMEHEM JIOCTyNa B
OC.

Buemnsiss mamsth, ucnonb3dyemas OC, pacrnojaraercsi Ha OTICIBHOM pasfelie
JUCKa, TpeACTaBIeHHOM B (ailloBoil cucTeMe crneuuaibHbIM (aiioM, TO0CTyHn K
KOTOPOMY HEIMOCPEICTBEHHO W3 MPOrpaMMbl KOHTpoJupyercs AuckpernuoHHbiMu [1P]].
[To ymomuaHuIO TOCTYN K pa3jienaM JUCKa UMEET TOJIBKO TIOBEPEHHBIN CyOBEKT WIIH WieH
rpynmnsl «disky.

[Ipu nepBOHa4YaIbHOM HAa3HAYEHUH WM IIPU NIEpepacipeielieHu BHEITHEN naMaTu
KC3 moxer orpanuumBath AOCTyNn cyObekTa k octarounoit HDD-undopmammu ugepes
MEXaHu3M «0e30macHoro yjaaneHus» (ailioB  (cnenuanbHbld — aTpuOyT  aiina,
YKa3bIBAIOIUN Ha HEOOXOIMMOCThH TMepe3anucu (PU3NIeCKol 00JacTh HOCHUTENS IHCKa
nocie ynaiaeHus ¢daitna). Eme ogHuM crocoOOM SBISIETCS HUCIOIb30BaHUE KOMAaHIbI
shred, oOecrieunBaroieit 6e3onacHoe yaaieHue Gpanios.

3.2.6.4. OrpannyeHre NpOrpaMMHON CPEBI

Oynkiuu 6e3onacHoct OC:

- IPEJOCTABISIOT BO3MOKHOCTh YCTaHOBKH [1O TOJNBKO aIMUHUCTPATOPY CUCTEMBI;

- o0ecrieunBalOT BO3MOXKHOCTh 3aJaHHsl TEPEYHsT KOMIIOHEHTOB IPOTPaAMMHOTO
o0ecrnieueHus1, pa3pelIeHHbIX U 3alpelICHHBIX Ui aBTOMaTHYECKOT0 3aycKa Mpu
3arpyske OC;

- o0ecrieurnBalOT BO3MOXKHOCTH 3aJaHUSl TEPEYHs KOMIIOHEHTOB MPOrPaMMHOTO
o0ecriedyeHuns, pa3pelieHHbIX U 3alpelieHHBbIX JUIs 3alycka B IpoLecce
¢bynkunonupoBanuss OC 3a cuer ucnosb3oBanusi texHosornn NOT EXECUTE
BIT (Out 3ampera uicnofHeHus1). Y CTaHOBKA OUTA MCIIOJHEHUSI TTO3BOJIEHA TOJIBKO
aJIMUHUACTPATOPY CHUCTEMBI;

- KOHTpOJUPYeET 3amyck kKomnoHeHToB 10O u mpu oOHapyKEHUH MOMBITKHA 3aITyCcKa
koMnoHeHTOB I1O, mnpou3BeNeHHBIX B HapyIICHHE YCTAaHOBJIEHHBIX MPaBUI
3anycka komrnoHeHTOB I1O, oGecrieunBaeT OJIOKMpOBaHUE TOMBITKU 3alycKa, a
TaK)K€ OMOBEILIEHUE TOJB30BATEINsI, BBHIIOJIHSIOIIETO 3alyCK, U aJMUHUCTPATOpa

CHCTCMBEI.
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3.2.6.5. 301511451 mpoLieccoB

OC Anbr CII mpenoctaBisieT Juisi KaXKIoro Ipolecca B CHUCTEME COOCTBEHHOE
M30JIMPOBAHHOE aJpecHOe MpocTpaHcTBO. Kaxawlii mpoiiecc paboTaeT co CBOUMHU
BUPTYaJIbHBIMU aJJpeCaMH (B CBOEM BHPTYaJIbHOM aJpPECHOM MPOCTPAHCTBE), TPAHCIISLIUS
KOTOPBIX B (PU3NYECKUE BBITIOJIHIETCS Ha almnapaTHoM ypoBHE ¢ omolsto spa OC.

[Tonb30BaTENbCKUM MPOLIECC JIMIIEH BO3MOXXHOCTH HANpsIMyr0 OOpaTUThCA K
CTpaHUI]aM OCHOBHOM TMaMsTH, 3aHATHIM UWHGOpMaIMed, OTHOCSIIEWCS K JIPYyruM
nporeccaM. B pe3ynprare mpouecchl CTAaHOBATCS HW30JMPOBAHHBIMH APYr OT Apyra.
duznyeckass NaMATh paCHpenessaeTcs HE3aBHCHMO OT paclpelelieHUusT BHPTYyaIbHOU
namsTH oTnenbHOro npouecca. g Becex npoueccoB OC BblIENsIET cllydyallHble 00J1acTH
ONIEPATUBHOM MMAMSTH.

Oynkuun  6e3omacHocT  OC i M30JSUMM  TApajUIeNIbHBIX — MPOIECCOB
OCYIIECTBISIOT YIPaBICHUE BPEMEHEM HCIIOJIb30BAHUS IPOLIECCaMU OOIIKMX PECypcoB,
MMEHOBAaHHE TMPOLIECCOB, NPEIOCTABICHUE MPOLECCY BHPTYAIbHOIO  aJpPECHOIO
IPOCTPAHCTBA, OJIOKUPYIOT MOMBITKUA yAaJeHUs (ailioB, HAXOASIIMXCS B CIELHUAIbHBIX
Karajorax, Ha KOTOpble YyCTaHOBJEHa (yHKUUS OJOKUPOBAHUS, €CIM B MOMEHT
oOpaiteHus K (ailiry mporiecca OH UCIOIB3YETCS IPYTUM MPOLIECCOM.

3.2.6.6. 3amura namsaTu

ITo 3aBepmienuto pabotel akTuBHOro mpoiecca OC Anbt CII  ocymiecTBiseT
OUMCTKY onepatuBHOM mamsatd (RAM-namsiT), MpeaocTaBiasieMO ASTOMY MpPOIECCy.
OuncTKa OINEpaTUBHOM MAaMATH OCYIIECTBISIETCS IOCPEICTBOM 3allMCU HYJEH WU
MacKupyroueid nHopMaIui B NaMsATh [IPU €€ 0OCBOOOKIEHNH (TIEpepaclpeesIeHUN ).

Ounctka 0cBOOOXKIaeMbIX 00J1aCTeH ONEepaTUBHON MaMATH MPOUCXOAUT B Ipoliecce
nepeBoja sapoM OC KaxJI0i CTpaHUIbl MaMSITH B pa3psij «HEHCNOIb3yeMbIx» (free). 9T1o
03HAYaeT, B YKHCIIe POYETO, YTO HU OJIHA CTPAHUIIA U3 YHCIIA HEUCIOJIb3yeMbIX HE OyJeT
COJIepKaTh JAaHHBIX, KOTOpbIe TaMm pa3Meniaiia OC wiM NpUIOKEeHUs B Ipolecce padoThl
CUCTEMBI. Sapo BBICBOOOXKAAET CTPAaHUIIBI, HAYMHAIOIIMECS C YKa3aHHOW, pazmepa
[pasmep ctpanunbr * (2 * kpatHOCTh)]. OOMACcTh BO3BpAIIAETCS B MAacCUB CBOOOJIHBIX
oOnacteldi B COOTBETCTBYIOIIYIO TO3MIMIO M TIOCIE STOr0 MPOUCXOAMUT TMOIBITKA

00bEIMHUTHL HECKOJIBKO 00J1acTel JIsl CO3/IaHusl OJTHOM OOJIbIIIETo pa3Mepa.
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B pabGoraromieit cucreme wuHpopmarus 00 OYHCTKE OCBOOOXKIAEMBIX OO0IacTe
naMsATd JOCTYIIHa B KaTajore BUPTYyaJdbHOW CiIyxKeOHOW (ailloBOM  CHUCTEMBbI
/sys/kernel/mm/sanitize memory/. 31ech cbaﬁn level COACPKHUT 3HAUYCHHUC
mapamMeTpa smem, a (aili count — KOMMYECTBO TaMmsATH B OaiTax, 0O0paOOTaHHOMU
noacucteMor  ounctku.  OuncTka  OCBOOOXKHaeMblx  oOjacTe  maMaThd  He
pacmpocTpaHseTcs Ha swap.

OC Anpt CII moamep>kuBaeT MEXaHM3M «0€30MMacHOTO  yAaJeHUs»  (ailyioB.
JIisi Hame)KHOTO ynaajneHus WH(OpPMAIMU HUCIOJIB3YeTCs] YTUIUTAa KOMAHIHOW CTPOKHU
shred, koTopass cmocoOHa MHOTOKpPAaTHO TMEPE3alUChIBaTh YHUUYTOKAEMbIE€ OOBEKTHI
CHeuaIbHBIMU OUTOBBIMU TOCIIEOBATEIIBHOCTAMH.

B OC Aunbt CII peanuzoBana texHosorus ASLR, kotopas oGecniedrBaeT 3alIUTy
OT BBINOJHEHUS TPOU3BOJBHOTO KOJa BCIEACTBUE IepenoyiHeHus Oydepa myrem
pPaHIOMM3AIUU Pa3MEIIECHUS aPECHOTO MTPOCTPAHCTBRA.

3.2.6.7. KOHTpPOJIb IETOCTHOCTH

[Tox 1ENOCTHOCTHIO MOJIpa3yMEBaETCS CBOMCTBO HEU3MEHHOCTH HCIOJHSIEMOIO
MPOTrpaMMHOTO KoJla ® HacTpoek. [lo mepedHro mapaMeTpoB, oOmpeaeIsieMoMy B
KOH(pUTypalMOHHOM  (paitne, cosmaercs 0a3a JaHHBIX, B KOTOPOM COACPKHUTCS
OTpeeNCHHbI Ha0Op TMapamMeTpoB, OMNUCHIBAIOIIMX COCTaB M KOH(UTYpAIUIO
porpaMMHOTO Koja. CuuTaeTcs, 4To 3TH MapaMeTphl JOHKHBI OCTABaThCS HEM3MEHHBIMU
B Tpoiiecce (PyHKIIMOHUPOBAHUS CUCTEMBI, a JII000€ M3MEHEHHE OJHOTO U3 HHUX SIBIISIETCS
CUTHAJIOM O TOM, 4YTO OBbLIa TIPOW3BECHA IMOMBITKA HEJETaIbHOTO JNOCTyma. Takxke Ha
OCHOBE pAa3JIMYHBIX aJITOPUTMOB CO37acTCS KOHTPOJIbHAs CymMMa, KOTOpas JIOJDKHA
ocTaBaThCs HeW3MeHHOW. ba3za naHHBIX, cO3/laHHAas B YCIOBHUSAX, KOTJIa TMOMBITKA
HEJICTAJIbHOTO JIOCTyla HEBO3MOXKHA, CUYUTACTCS OJTATOHHOW. BriOpaHHBIE O0OBEKTHI
CUCTEMBI C TMapaMeTpaMH, 3aHECEHHBIMH B JTAJIOHHYIO 0a3y MaHHBIX, XPAHATCA B HX
TEKYIIEM COCTOSIHIH B KAYECTBE ATATIOHHBIX.

CozpnanHas B mpoiiecce paboThl 0aza AaHHBIX cuMTaeTcsi padoueil. PabGouast 6a3a
JTAHHBIX CPABHUBAETCS C STaJOHHOW BO Bpems 3arpy3ku OC, nanmee NMEpHOIUYECKU B
mporecce paboThl, a TakkKe I10 3ampocy aJIMHHHCTpaTopa cHCTeMbl. [lapameTrpsl

CpaBHEHUSI OMpPENENsIoTCs KOH(GUTypalMoHHBIM (aiimom. B cioyuae coBmagenus 0as
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JAHHBIX CYMTAETCS, YTO LIEJOCTHOCTh CHUCTEMBI HE HapylleHa. B ciyyae BOZHMKHOBEHUS
COOBITHUSI HECOOTBETCTBUS pabodeil M ATajoHHOM 0a3 JaHHBIX, HH(DOpPMALMS O COOBITHH
3aHOCHTCS B CUCTEMHBIN KYpPHaJ IPU ITOMOIIH CPEACTB IPOTOKOJIUPOBAHUS.

OyHKIMKM 6€30MaCHOCTH KOHTPOJIUPYIOT HEIOCTHOCTB!

- komnoHeHToB 1O, pa3pemieHHOro s 3amycka, U NMpu OOHApYKEHHH IOIBITKU
3aIyCcKa KOMIIOHEHTOB MPOrPaMMHOTO O0ecTeueH s, IeJIOCTHOCTh KOTOPBIX Obliia
HapyleHa, 00ecleuynBalT OMOBEUIEHUE aIMUHUCTPATOPA CUCTEMBI U OJIOKHPYIOT
IIOTIBITKH 3aITyCKa;

- KOMIIOHEHTOB, KPUTHYECKH BaXHBIX JUI1  (YHKIIMOHUPOBAHUA  CPENCTB
BUPTYJIN3alluH, U JAHHBIX CPEACTB BUPTYaJIU3ALNH.

3.2.6.8. ObecnieueHrne HaIEKHOTO (YHKIMOHUPOBAHUS

B OC Anbt CII peanin3zoBaHa KIMEHT-CEPBEPHAs] CUCTEMA CO3AAHUS U YIIPABIICHUS
PE3EpBHBIMU KONMUSAMM JIaHHBIX, @ TAK)KE€ UX PE3EPBHOIO BOCCTAHOBIEHUA. B ToM uucie
pEe3epBHOE KOMMPOBAHWE BUPTYAJIbHBIX MaIIMH (KOHTEHHEPOB), JAHHBIX CpPEJICTB
BUPTYyaJIN3aLUU.

Oynkuun Oe3onacHoct OC MO3BOJIAIOT CO3/1aBaTh OTKAa30yCTOMYMBBINA KilacTep,
00ecreynBaoIMi JOCTYITHOCTh CEPBUCOB U MH(GOPMALIMH, MIPU BBIXOAE U3 CTPOSI OJHOIO
U3 TEXHUYECKUX CPEJICTB.

[Ipy  HEOOCTYNHOCTM WM  MOBpexAeHUM  (dailla  ayTeHTU(DUKATUOHHOU
nHpopmanuu pyHkuun 6e3onacHoctd OC OJIOKUPYIOT BCE MOMBITKUA ayTEHTU(UKALIMH.

KaxxnoMmy cyObeKTy 0CTyIa yCTaHABIMBACTCS MPUOPUTET JOCTYIA K MPOLIECCOPY.
[IpeaycMoTpeHa BO3MOXKHOCTb —pe€alu3aldd MAaKCUMaJbHBIX KBOT IMPOILIECCOB H
ONEpPAaTUBHON IaMSTH, KOTOpbIE OTIENbHBIE Mojab30Bareau OC MOTyT HCIIOJIB30BaTh
OJIHOBPEMEHHO.

['enepupoBaHue BPEMEHHBIX METOK M CHHXPOHHU3AIMS CUCTEMHOTO BpeMeHu B OC
obecneunBaroTcs cpencrsamu openntpd. [IpegycmorpeHa BO3MOKHOCTh CHHXPOHU3ALUU
JIOKQJILHOI'O CUCTEMHOTI0 BpeMeHHU ¢ yaaneHHbIMU N'TP cepsepamu.

3.2.6.9. ®unpTpalys CETEBOro MOTOKa

OC Aunbt CII ocymectBiser (UIBTPAIMIO CETEBOTO MOTOKA JJIS OTIpPaBUTENEH

uHpopmanuu, noiydarened uHPopManuu, cereBoro Tpaduka W BCEX ONEpaluii
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nepemenieHuss kontpoiupyemoir OC wuHbopManuu cereBoro Tpaduka K y3jiaMm
MH(POPMAIMOHHON CHCTEMBI M OT HHUX, Ha KOTOPBIE PACIPOCTPAaHSETCS (QUIbTpaLys
CETEBOT0 IIOTOKA.

Pasrpannuenue poctynma Kk cereBomy B3auMozeicTBuio B OC BBINOJHAETCA
IIOCPEICTBOM NakeTa iptables, B paMKax BBINOIHEHUS CAEAYIOMIMX (QYHKIUI:

- cOOp CTATHCTUKH 1O CeTeBOMY TpaduKy (ydeTa CTATUCTHKH MaKETOB);

- pasrpaHUYEeHus JOCTyNa K CETU OTAEIbHBIM MPUIIOKEHHSIM;

- pasTpaHMYEeHUsl JIOCTYNAa K CETH Ul OIPENEICHHBIX II0JIb30BATENICH CUCTEMBI

(kpome ICMP-niakeToB, A1 KOTOPBIX HEBO3MOXKHO ONPEIEIUTh BIaIebLA);

- (puIIbTpaIMK MAKETOB AJIs1 BXOJAIINX U UCXOSALIUX COEITUHEHU;

- (UIBTpALIMK TAKETOB MO JaTE\BPEMEHU;

- (UIBTpALMK MPOTOKOJIOB MPUKJIAJTHOTO YPOBHS.

Oynkuun Oe3onacHoctd OC  BBINONHAIOT aHaIW3 aTpuOyTOB 0€30MacHOCTH
cyOBeKTOB  (OTHmpaBUTENs, TMoOdy4yaTens) W HUHPopMauuu (cereBoro  Tpaduka).
Ha atpubyrax 6e3omacHocTH hopMupyercs Habop mpaBuil PUIBTpALMHM, OCHOBBIBAsICh Ha
KOTOPBIX IMPOUCXOAUT SIBHBIH 3aIpeT WIH pa3pelieHue MHPOPMAIIMOHHOTO MOTOKaA.

OtnpaBuTenb M TOJydaTelb MMEIOT TUN — arpulyTa: CEeTeBOM  ajapec
y31a  oTnpaBureis/monyyatens. CereBol  TpaduK HMMEET  CIEAYIOIIME  THIIbI
aTpuOyTOB:

- CETE€BOM MPOTOKOJI, KOTOPBIM UCTIOJIB3YETCS ISl B3aUMOACHCTBUSA,

- TPAHCTIOPTHBIN MPOTOKOJI, KOTOPBIM UCIIOJIB3YETCA IS B3aUMOJICUCTBHUS;

- IOPTHI UCTOYHMKA U TOJTydaTessi B paMKax ceaHca (CecCHM);

pa3pernieHHbIe/3anPEIeHHbIC TTPOTOKOJIBI TPUKIIATHOTO YPOBHSI.
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4. BXOAHBIE U BBIXOJHBIE JAHHBIE

4.1. BxoaHble faHHbBIE

O6men wunpopmarmeit  mexay OC Anbt CIIT M BHEIIHUMHU — UCTOYHHKAMU
OCYIIECTBJISIETCS. C  TOMOIIbI0  MH(GOPMAIMOHHBIX  COOOUIEHUH MO  JIOKAJIbHOM
BBIYHUCIUTENLHOM ceTH min cetu Internet ¢ ucnonpzoBanuem mnporokosnoB TCP/IP, ICMP,
FTP, HTTP, POP, SMTP, IMAP, SLIP, PPP, RIP, IPX u NetBIOS.

Takke BXOAHBIMHU JTaHHBIMU SIBJISIIOTCS YIIPABISIONIME KOMaHbI MOJb30BaTENEH U
aamuHucTparopoB [IOBM, BBejneHHBIE € HCIOIB30BAHUEM KJIaBUATYpbl W (WJIK)
MaHUITYJISITOPA THIIA «MBITITB):

- oOpaieHre cyOnekToB jaocrtymna (mporeccoB U komana CYBJl) k 3amuiiaeMbiM
MMEHOBAaHHBIM 00beKTaM joctyna — (aiiam (mporpammam, OHOIHOTEKaM,
daiimaMm ¢ TMOJIB30BATENBCKOW H  CIyX)eOHOM uHOpMalKeil), KaTtaioram,
crienualibHbIM (haitsiam (ycTpoiicTtBaM, cebuikaM, kaHanaMm FIFO), 6azam gaHHbIX U
X dJeMeHTaM (Tabiauuam, 3amMcsM, MOJsM 3aluceld, TPUITEpaM), a TaKKe
cpenctBam [PC (mopram, coketam, cemadopam);

- aTpuOyTHI, OMPEIEIAIONME TOJHOMOYMS CYOBEKTOB JOCTyna U TIpaBWIIa

pasrpaHUueHUsl 10CTyna K 00beKTaM JOCTyIIa.
4.2. BeixogHble JaHHBIE

Boixonubimu  ganubiMu 1t OC Auset CII siBRsitoTCsL  pe3ysibTaThl  00pabOTKH
YIIPABJISIONIMX KOMAaHJI CO CTOPOHBI MOJIB30BATEIICH, aIMUHUCTPATOPA U aAMUHUCTPATOPA
6e3onacHocTH, pe3ynbrarbl oOMeHa uHdopmanmenn mexay OC Anept CII u BHemHUMU
WCTOYHUKAMU TI0 JIOKAIBHOM BBIYMCIMTEIIBHOM ceTu Wi cetu HHTepHer ¢
ucnoias3oBanueMm nporokojoB TCP/IP, ICMP, FTP, HTTP, POP, SMTP, IMAP, SLIP,
PPP, RIP, IPX u NetBIOS.

Takke BBIXOJHBIMU JITAHHBIMU SIBJISIIOTCS PE3yJbTaThl WCIOJIB30BAHUS CYOBEKTOM
J0CTyna  3alluIaeMoro OObEeKTa, TMPEAOCTABICHHOTO €My B COOTBETCTBHH C

YCTAHOBJICHHBIMM TPAaBWIAMHM pas3rpaHuueHus noctyna. K Takum pesynbTraTaM MOTYT
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OTHOCHUTBCS: 3allyCK MpPOrpaMMbl, peJaKkTUpoBaHuEe (paiia, CO3JAaHHE COKETOB,

no06aBJIeHUE JaHHBIX B 0a3bl JaHHBIX U JIPYyTHE TCUCTBUS.
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ITEPEYEHb COKPAILIEHUIA

— KOMILJIEKC CPEJICTB 3alUThI HHPOPMAITUH;

— MHOTO()YHKIIMOHAIBHOE YCTPONCTRO;

— OlepalMoHHas CPEe/CTBa;

— IIporpamMMHOe 00ecIieYeHHE;

— TIEpCOHAJIbHAS AJICKTPOHHAS BRIYMCIUTEIbHAS MAIIMHA,
— CHeHaIbHOE MTPOrpaMMHOE 0OecTIeueHHE;

— CUCTEMa yTpaBlieHUs 0a3aMu JIaHHBIX;

— 3JIEKTPOHHAs LU(pOBask NOANHKCH.
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