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AHHOTALIA

Hacrosiumii  TOKyMEHT COAEpPKUT OCHOBHBIE CBEACHUS O [PUMECHEHUU
nporpaMMmHoro wusnenus «OnepannonHas cuctema Aner 8§ CII» JIKHB.11100-01,
cokpamieHHoe HanMmeHoBanue — OC Aunbt 8 CII, pesam3 10 Ha mporeccopax apXUTEKTYp
64 out (AMD, Intel), AArch64 (ARMv8).

Jlanee B 1oOKyMeHTe OyZET MCHOJb30BAThCS AIbTE€pHATUBHOE HammeHoBaHue [1U:
OC Anst CII.

Onucanue NPUMEHEHHUS COCTOMT M3 YETBIPEX OCHOBHBIX YacTel, B KOTOPBIX
PAcCKpBIBAIOTCSI OCHOBHBIE BONpOChl NpuMmeHeHus u (yHkuuonupoBanuss OC Anst CIIL
Takke, paccMaTpuUBaIOTCS OpPraHU3alMsl BXOJHBIX M BBIXOAHBIX JAHHBIX B CHCTEME, U
KOH(UTYypalsi TEXHUYECKUX CPEJICTB, HEOOXOAUMBIX ISl MPUMEHEHUs ONepalmOHHON
CUCTEMBI.

B nepBom paszgene npuBOASTCS Ha3HAYEHUE, OCHOBHBIE MPUHIIMIIBI OPraHU3alINH,
BO3MOKHOCTH OIIEPAallUOHHON CHUCTEMBI, €€ OCHOBHBIE XapaKTEPHCTHKH, OTPaHUYCHMUS,
HaKJIaJbIBa€MbI€ Ha 00JIaCTh €€ MPUMEHEHUS.

Bo BTOpOM paznesne yka3bIBalOTCs YCIOBUS, HEOOXOAUMBbIE I (PYHKITMOHUPOBAHUS
OTIEPAITMOHHOM CUCTEMBI, CTPYKTYpa TEXHUUYECKUX U MPOrPaAMMHBIX CPEJICTB U TPEOOBAHUS
K HUM, OOIIHE XapaKTEPUCTUKN BXOAHOW U BBIXOJAHOW MH(POPMAIIUH, a TaKKe TpeOOBaHUS
Y yCIIOBUS OPraHU3allMOHHOI0, TEXHUYECKOr0 U TEXHOJIOTMYECKOr0 Xapakrepa u T. .

B Tperhem paznerne yka3blBarOTCS ONPEACNICHHs 3alayd U METONbl €€ PEIICHHS,
MIPUBOAUTCS 00IIasi CTPyKTypa u anroputmsl pyHkimonupoBanusi OC Anst CII.

B uerBepTOoM paznene MpUBOASATCA CBEACHUS O BXOJHBIX U BBIXOJHBIX JAaHHBIX.
VYKa3bpIBaIOTCA UX XapaKTep U OpraHu3allusl, 4acToTa OOHOBIICHUS U TIP.

Onucanve npuMenenust pazpadborano B cootBercTBun ¢ ['OCT 19.502—-78 «Enunas
CUCTEMa MpOorpaMMHON JokyMeHTauuu. OmnucaHue mpuMeHeHus. TpeOoBaHuS K

COJIEPKaHUIO U O(POPMIICHUION.
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1. HABHAYEHME ITPOI'PAMMbBI

1.1. HazHauenue

OC Anst CII npennazHadeHa i1 TpyINInoBOro ¥ KOPHOPaTUBHOTO UCIIOJIb30BaHUS B
KauyecTBE CpEACTBa  aBTOMATH3alMM  HWH()DOPMAIMOHHBIX, KOHCTPYKTOPCKHX U

IPOU3BOJICTBEHHBIX MIPOLIECCOB MPEANPUATHN (OpTraHU3ALMM, YIpEKICHUN).
1.2. BO3MOXHOCTH ¥ OCHOBHBIE XapaKTEPUCTUKH

OC Aunbt CII npencrasisier coO0l COBOKYIMHOCTh MHTETPUPOBAHHBIX HPOrPAMM,
CO3/IaHHBIX Ha OCHOBE sifpa «Linux», n obecneunBaeTr 0OpabOTKy, XpaHEHHE U Mepeaady
uHbOpMallMi B 3alIMIIEHHOW TMPOTPAMMHON Cpele B KPYIJIOCYTOUHOM pEKUME
AKCILTyaTal|H.

OC Aunpbt CII o6nanaer cieayomuMi QYHKIMOHAIBHBIMU XapaKTEPUCTUKAMMU:

o0ecreuynBaeT BO3MOKHOCTh 00paOOTKH, XpaHEHUsI U nepenadyu uHpopMaiu B

3aIIUIIEHHON POrpaMMHOM CpeJE;

- oOecreynBaeT BO3MOJKHOCTb 3aIlyCKa II0JIb30BATEIBCKOTO IIPOrPAMMHOIO
o0ecrniedyeHus B cepTU(PULUPOBAHHOM OKPY>KEHUU;

- olecreyrBaeT BO3MOKHOCTb (DYHKIIMOHUPOBAHHMSI B MHOI033JJaUHOM PEXHUME
(0OHOBPEMEHHOE BBINOJIHEHHE MHOKECTBA IIPOLIECCOB);

- oOecreyrBaeT  BO3MOXHOCTh  MAacIUITaOMpPOBAHHUS  CHUCTEMBI:  BO3MOXKHA
skcrryaranss OC kak Ha oaHou [I9BM, Tak 1 B MHPOPMALIMOHHBIX CHCTEMAaX
Pa3IMYHON APXUTEKTYPHI;

- o0ecneynBaeT MHOTOIOJIb30BATEIbCKUI PEXKUM IKCILTyaTalluu;

- o0ecrnieunBaeT NOAAEPKKY MYJIbTHUIIPOLIECCOPHBIX CUCTEM;

- olecrneynBaeT MoAEPKKY BUPTYalIbHON aMsITH;

- o0ecrnieunBaeT CETEBYIO0 00pabOTKY JaHHBIX, B TOM YHCIIE pa3rpaHUYeHHE 10CTyna
K CETEBBIM IAKETaM;

- MOAJAEPNKUBAECT MYJbTUTEPMUHAJIBHBIN PEXUM I CO3JaHUS JOIMOJIHHUTEIbHBIX

pabo4rx MECT Ha OJTHOM KOMIIbIOTEpE.
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Jna noanep:kku BeimonHeHus onucaHHbix ¢yHkiuii B OC Anbt CII peanuzoBanbl
CJIEIYIOIME BO3MOKHOCTH:

- yIpaBJ€HHE MPoLeccaMu U MHPOPMAIIMOHHBIMU PECYPCaMU;

- YOpaBJICHUE CUCTEMHBIMH PECYPCAMU;

- YIPABJICHUE ITAMSTHIO;

- ympaBieHHe (aillaMu 1 BHEIIHUMHU yCTPOUCTBAMHU;

- yOpaBJICHHE TOCTYIOM K 00pabaThiBaeMoil HHGOpMAIIHH;

- 3alIuTa XpaHUMBIX, OOpalaThIBa€MbIX M IEpeaBacMbIX HH(GOPMALMOHHBIX
pPECYpCOB KOMILIEKCOM CpeACTB 3anuThl (nanee — KC3) onepalinoHHON CUCTEMBI
(manee — OC);

- aJIMUHUCTPUPOBAHME;

- mojJepkka uHTepderica NpuKkiIaaHoro MporpaMMUPOBAHMUS;

HOJIIEPKKa MOJIb30BaTENbCKOTO HHTEpPeiica.

OC Anpr CII  monzepKuMBaeT  KIMEHT-CEPBEPHYIO  ApPXUTEKTYPy M MOXKET
00CITy’KMBaTh MPOLIECCHI KaK B Mpeesiax OAHON KOMIIbIOTEPHOI CUCTEMBI, TaK U MPOLIECCHI
Ha apyrux [I9BM 4yepes kaHamsl epeadyn JaHHBIX UIN CETEBBIE COCAMHEHUS.

Bapuantr ucnonnennss OC AnwT CII Pabouas craHuusg BKiIO4aeT O(QUCHBIE H
KJIMEHTCKUE MPUIIOKEHUS U 00€CTIEYMBACT BBIIIOJIHEHUE CIIETYIOMNX (PYHKIIMIA:

1) nepcoHasbHbIC cpencTBa HHGOPMAITMOHHOTO 0OOMEHa:

- IOJIyY€HUE U YTEHUE IJIEKTPOHHOM 1ouThl (1o npotokoiam POP3, IMAP);
- OTIIpaBKa IOYTHI, B TOM YHCJIE U HAPSAMYIO Ha CEpBEpP MOJIy4daTes;
- BEJICHUE aIpECHON KHUIH;
- BEJICHUE KOPOTKHUX 3aMETOK;
- INIAHKPOBAHUE BCTPEY U 3a/1a4 C YBEIOMJIEHUEM 00 MX HACTYILJICHUU;
2) TOJIe3HBIE BO3MOKHOCTH:
- IPOCMOTp KaJIeHAaps;
- apu(pMeTHUECKUI KaTbKyJIATOP;
- CJIOBaphb (CO BCTPOEHHBIM aHTJIO-PYCCKUM CIOBapEM);
3) paboTa ¢ JOKYMEHTaMHU:

- [IpaBKa IMPOCTLIX TCKCTOBLIX JOKYMCHTOB,
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- MpaBKa JOKYMEHTOB CO CJIOHBIM ()OPMATHPOBAHUEM;

- IOJICYET B DJIEKTPOHHBIX Ta0JIMIIAX;

- IOJITOTOBKA U MPOBEACHUE MPE3eHTAIUMH;

- IOCTPOCHHE PA3JIMUHBIX CXEM U3 MPEI0NPEICICHHBIX 1a0JI0HOB;

- yripaBjieHue 0a3aMu JaHHbBIX;

- CKAaHHPOBAHHUE;

- CO3JITaHUE apXHUBOB, YTCHHUE U3 apXUBOB (rar, arj, zip, tar.bz2, tar.gz, 72),

4) cpenctBa padoThl B ceTr MHTepHEeT/IHTpaHeT:

- MPOCMOTpP BEO-CTPAHUII, BKIIIOUAs TUIIEPTEKCTOBBIC BEO-CTPAHUIIBI, ayAHO U
BUJIEO;

- BOCITPOM3BEICHNE TIOTOKOBOTO ayAUO U BHUIIEO;

- o0lIIeHrne B CeTAX OOMEHa HEMEIJICHHBIMH COOOIIEHUSIMH (C TOMIEPIKKOM
XMPP);

- padota c ¢aitnamu o nporokonam FTP;

5) BBIBOJ HH(DOPMAITHH:
- meyarthb Ha npuHrepe u MOY;
- coxpanenue B popmare PDF,;
6) MyabTHMEIHA:

- mpocMOTp n300paxenuit (popmatel netpbm 8 u 16 Our, tiff 8 u 16 6uT (B T. U.
MHOTOCTpaHu4HbIN), geotiff, png (B T. 4. 16-6uT), jpeg2000, djvu, jpeg, svg,
bmp, gif ¢ anumarueit, ico;

- peIaKTUPOBAHUE PACTPOBBIX N300PAKCHHIA,

- peIaKTUPOBAHUE BEKTOPHBIX N300paKEHUN;

-3anmuce CD wum DVD (co3manve HOBOTO TpOEKTa H KONUPOBAHHE
CYIIECTBYIOILETO JAUCKA);

- COXpaHeHue B (hailyiax COAEP>KUMOTO 3BYKOBBIX KOMIAKT-UCKOB U BUJEO C
DVD;

- 3aITMCh 3BYKa C MUKPO(OHa;

- 3aITUCh BUJIEO C BEO-KaMephl;
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- mpocMoTp BUIEO (B hopmarax avi, mpg, ogg, divx, xvid, mkv, flv, .wmv) ¢
cyotutpamu (.ssa, .srt, .ass);

- IpocyIMBaHKue 3BYKOBBIX (paitioB (B dhopmarax wav, flac, cue, mp3, ogg,
aac, ape);

- MPOCTYIITNBAHUE 3BYKOBBIX KOMITAKT-IUCKOB;

- BO3MOYKHOCTB IpocMoTpa DVD;

7) ALT CSP Kpunrollpo — rpadwuueckuii wuHTepdeiic IS 3amycka KOMaH]I
KPUIITONIPOBaii/iepa Ha MPOBEPKY U CO3JaHHE JIEKTPOHHOU HUPPOBOM MoAmHCH
(OUITTOCT).

Bapuant ucnonnenuss OC AnwsT CII CepBep BKIIOYAET CIEAYIOUIUME CEPBEPHBIE

KOMIIOHEHTHI:

- CYB/ PostgreSQL, CYB]] MariaDB,;

- BeO-cepBep Apache;

- cepsep npunoxenui PHP;

- mo4utoBbii cepBep Postfix;

- IMAP u POP3 cepsep Dovecot;

- FTP cepsep;

- TFTP cepsep;

- (paitnoBeIit cepBep Samba;

- (paitnoserit cepep NFS;

- cymnepcepsep xinetd;

- cepBep YIaJIeHHOTO JIOCTYIa MO MPOTOKOIY Ssh;

- DNS cepsep bind;

- DHCP cepsep;

- cepsep SambaDC (xonTposuiep noMmena Active Directory);

- cepBep rpynnoBoii paboter SOGO;

- cepBep KoHTpoJuiepa gomeHa Linux FreelPA;

- LDAP cepsep;

- cepsep Kerberos;

- cepsep neuyatu CUPS;

- cepBep Bpemenu NTP;

- CpelCTBa BUPTyaIU3allNy;

- CpeacTBa KOHTEHHEPU3ALUH.
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OC Anbt CII peanusyer B COOTBETCTBUUM C TpeOOBaHUAMU MO O€30MaCHOCTU

HH(OpMAIIMK K CPEACTBAM BUPTYAIHU3aIluK 4-T0 Kiacca 3alliThll  CICAYIONHe (QYHKIHHA

0€30IaCHOCTH:

JIOBEpPEHHAs 3arpy3Ka BUPTYaJbHbBIX MAIIWH;

KOHTPOJIb LIEJIOCTHOCTH;

perucTpanus coObITHI1 0€30MaCHOCTH;

YIPABJIECHHUE TOCTYIIOM;

pEe3epBHOE KOIIMPOBAHUE;

ylpaBieHUE MOTOKaMH UH(popmanmu;

3aluTa NaMsITH;

OrpaHUYEHHE MPOTPAMMHOM CPEJIbI;

UACHTU(DUKALMS U ayTeHTU(UKAUS I0JIb30BaTENEH;

LHEHTPaJIU30BaHHOE  YIpaBleHHE o0pa3aMd  BHUPTYaJbHBIX  MAIIUH U

BUPTYAaJIbHBIMH MalllMHAMMU.

OC Anptr CII peanuzyeT B COOTBETCTBUM C TpeOOBaHUSMHU IO O€30MacCHOCTH

uH(GOPMALIMK K CPEICTBAM KOHTEHHEpH3AKHK 4-T0 KlIacca 3allUThI? CIeAYIonre Gy HKIUii

0€30IacHOCTH:

W30JIS1UsI KOHTEHHEPOB;

BBISIBJICHUE YSI3BUMOCTEN B 00pa3ax KOHTEUHEPOB;
IIPOBEpPKa KOPPEKTHOCTU KOH(DUTypallMK KOHTEHHEPOB;
KOHTPOJIb LIEJIOCTHOCTH KOHTEHHEPOB U UX 00pa30B;
peructpanus coObITUI OE30MaCHOCTH;

YIPABJICHHUE TOCTYIIOM;

UACHTU(DUKALMS U ayTeHTU(UKAIUS TT0JIb30BaTENEH;

[EHTPAIU30BaHHOE yIpaBjeHUE 00pa3aMu KOHTEHHEPOB U KOHTEHHEpaMHU.

! B coorerctBuu ¢ nokymentom «TpeGoBanus 1o 6€30HacHOCTH HH(OPMAMU K CPEICTBAM
BUpTyalIu3auu», yreepxkaeHHbIM npukazoM @CTIK Poccun ot 27 okrsiOpst 2022 r. Nel87.

2 B cooTBeTCTBHH ¢ HOKyMeHTOM «TpeGoBanust mo 6Ge3omacHOCTH WH(OPMAIMH K CpeICTBAM
KOHTeWHepu3aumn», yreepxaeHabM rpukazom @CTIK Poccun ot 4 utomnst 2022 r. Nel18.
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1.2.1. CnenuanbHble XapaKTEPUCTHUKU

Cpenctsa pazpadotku st OC Anbt CII npenocTaBisitoTes OTAEIBHO O 3apocy.

I[MPEAVYIIPEXKIEHUE

[IporpaMMHBIE KOMITIOHEHTBI KOMIIAKT-IMUCKA CO CpPEICTBAMH pPa3pabOTKH MOTYT
HCIIOJIB30BaThCA TOJBKO IS pa3pabOTKU CIEHHAIBHOIO (IIPUKIAIHOTO) MPOrPaMMHOIO
obecneuenus (CIIO), npegnaznauennoro qist ¢pyakiuonuposanus B cpeae OC Anwt CIIL
B ciyuae ecian Heo6X0AMMO MPUMEHEHHE MPOTPaMM U3 COCTaBa KoMIakT-aucka «CpeacTsa
paspaboTku» s obecrieuenus GpynknuonnpoBanus CI1O, 3Ti mporpaMMbl TOTHKHBI OBITH
BKJIIOUEHBI B cocTaB paszpabdarsiBaecmoro CIIO, B ToM 4rciie B COCTaB 3arpy304HOTO MOIYJIS
(muctpulyTHBa), U CEepTUPUIMPOBAHBI HA COOTBETCTBHE TPeOOBaHMSIM O0€30MaCHOCTH
MH(pOpMAIUU B €70 COCTABE.
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2. YCJIOBUA ITPUMEHEHNU A

2.1. TpeboBaHUs K TEXHUYECKUM CPEACTBAM

Hnsa  pynkunonupoBanuss OC Anet CII  Heobxomuma IIDBM, oGnanaromast

CJIEIYIOIIUMU XapaKTEPUCTUKAMMU:

nporeccopsl apxutektyp 64 outr (AMD, Intel), AArch64 (ARMvS));

00BEM onepaTuBHOM MaMaTu — He MeHee 512 MoaiiT (pekomenayercs ot 1 ['6aift
u Oosee);

00BbEM JOCTYITHOTO MPOCTPAHCTBA HAKOMHTENS Ha )KECTKUX MAarHUTHBIX JHUCKaX
He meHee 30 ['6aiit (pexkomenayercs 200 ['6aiit u Goree);

nepudepuiiHpie YCTpOICTBa BBOJA/BBIBOJA — YCTPOWCTBO YTEHUS U 3alllUCU

KOMIIaKT-IUCKOB (OMIIMOHAIBHO JIJI1 MHCTAJUISIIIMK TUCTPUOYTHBA).

2.2. TpeGoBaHus M yCIOBUS OPTraHU3AIMOHHOTO M TEXHOJIOTHIECKOTO XapaKkTepa

Ko Bcem monp3oBarensm OC Anbt CII mpeapsBisercs clienyroiniee TpeOOoBaHHUE:

0a3oBble HaBbIKK padboThl ¢ OC cemeiicTBa «Linuxy.

K apmunuctpatopy OC AnwT CII npeabsaBisitoTes cleayronpe TpeooBaHus:

3HAaHWE TPUHIUIOB TOCTPOEHUS W  (QYHKIIMOHUPOBAHUS COBPEMEHHBIX
BBIYHCIIUTEILHBIX CHCTEM, MEXaHU3MOB 3aIIUTH HHGOPMAIIHH;

HaBbIkH paboThl ¢ OC cemeticTBa «Linuxy;

HABBIKH aIMUHUCTPUPOBAHUS OOIIECUCTEMHOTO W MPHUKJIATHOTO MPOTPAMMHOTO
o0ccCIICUCHHS;

HABBIKM HACTPOMKM CPEACTB 3alllUTBl U CPEACTB DJIEKTPOHHON TOJIHUCH,

ucnoiib3yeMbix B coctae OC Anbt CII.
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2.3. OrpannueHus Ha UCTIOJIb30BAaHUE TEXHUYECKOTO U MTPOTPAMMHOTO XapakTepa

2.3.1. OrpanuyeHus: Ha UCIIOJIb30BaHUE aIlllapaTHBIX IIATGOpM U 0a30BBIX CUCTEM

BBO/a-BbIBOJIA

He nomyckaeTcs ucnosib30BaHue anmapaTHBIX IAT(HOPM U BepcHil 6a30BBIX CHCTEM
BBOJa-BbiBOIa U UEFI-npaiiBepoB, colepKalnx U3BECTHBIC YSI3BUMOCTH, OMMCAHHBIE B
00111€IOCTYITHBIX UCTOYHUKAX UH(OPMAIIUH.

B cnyuae ecnu mcnonb3yemas anmapatHas miaTdopma, Bepcusi 0a30BOM CHCTEMBI
BBOJ1a-BbIBOJIa Uiy Bepcusa UEFI-npaiiBepa coaepKuT ya3BUMOCTh, TO €€ UCIIOJIb30BAHUE
JIOMYCKAeTCs TOJIBKO MOCIIE MPUMEHEHUS IaT4a, MPEICTABICHHOTO pa3pabOTYNKOM JaHHOU
anmapaTHoi miatopmel, Bepcur 0a30BOil cUCTeMbl BBOAa-BhiBojga wiu Bepcun UEFI-
npaiiBepa (0pUIHAIBHOTO TIaTYa).

[Ipu OTCYTCTBHUM TaKOTO IaTya MCIOJIb30BaHUE aMMapaTHOW IMIaTGopMbl, BepcUu

6a30Boi1 cuctembl BBoJ1a BbiBoAa uiu Bepcuu UEFI-apaiiBepa ne gomyckaercs.
2.3.2. OrpanuveHus Ha ACUCTBUA MTPH OOHAPYKEHUU YA3BUMOCTEH

B cinywae oOHapyxkeHus ys3zBumocted B mporpammubix Moxayisix OC Anst CII
HEOOXOJAMMO  YCTPaHUTh  YSI3BUMOCTh MYTEM YCTAHOBKH  CEPTUQPHUIIMPOBAHHOTO
OOHOBJICHUS, JMOO TyTeM NPUHSATHUS UWHBIX OPraHU3aAlUOHHO-TEXHUUYECKUX Mep,
HaIpaBJICHHBIX HA UCKJIIOYEHHUE BO3MOXKHOCTH YSI3BUMOCTH.

[Tpu »TOM camu MepbI HOCAT BPEMEHHBIN XapakTep, a UX UCTOJb30BAHUE JOMYCTUMO

710 MOMEHTA BBITTyCKa COOTBETCTBYIOIIETO OOHOBJICHHMS.
2.3.3. OrpanuydeHusi, HaKJIaIbIBaeMbl€ Ha MUCIOJIb30BaHue Mexanu3MoB KC3

OrpaHnydeHus1, HAKJIaIbIBAEMbIC Ha UCIIOJb30BaHue MexaHu3mMoB KC3, npuBeneHsbl B

nokymeHTe «PykoBocTBo o komruiekcy cpeacts 3anuThl. JIKHB.11100-01 99 03».
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3. OIUCAHME 3AIAYN

3.1. Onpenenenue 3anaun

OC Aunbt CII pemaet crneayronme OCHOBHBIE 3a1a4Hu:

OpraHu3anus TUCKPEIUOHHOTO TPHUHIIAIA KOHTPOJISI TOCTYTa K HH(POPMAIIHH;
uaeHTHUPUKAIMSA U ayTeHTU(DUKAIHSA CyObEKTOB;

pasrpaHUYCHUE JOCTYIA K CETEBOMY B3aUMOJICUCTBHUIO U COOP CTATUCTHKY;
COIIOCTaBJIEHUE TIOJIB30BATEINS C YyCTPOUCTBOM;

KOHTPOJIb CO3/IaHUs U YJIaJICHUS TIPOLIECCOB;

KOHTPOJIb PacTpe/IeNIeHNs] CHCTEMHBIX PECYPCOB;

M30JISIUSL IPOTPAMMHBIX MOJIYJIEHM MTPOIIECCOB B IMpejesiax ONepaTUBHOM MaMsITH
[19BM;

CHHXPOHHU3AIHS MIPOLIECCOB;

pacrpejiesieHie ONepaTUBHOM MaMITH MEX/Ty PUKIIATHBIMU 3a]]a4aMu;

ouncTka (0OHyJIEHHE) OCBOOOXKIaeMBbIX 001acTeit onepatuBHOM namstu [19BM;
JIOCTYTI K nepudepuiiHbIM yCTPOICTBAM;

3alllMTa BBOJIA M BBIBOJIA HA OTUYKIaeMbIi (DU3NYECKUN HOCUTENb HH(POpMAIINK;
Oydepuzanus JaHHBIX;

B3aMMOJICHCTBHE C YIPABJISIONMMHU ITPOrpaMMaMu almapaTHbIX CPEJICTB;
perucTpanuss W KypHaJIUPOBAaHHWE COOBITHH, B TOM 4YHCIE — COOBITHI
0e301acHOCTH;

KOHTPOJIb IIEJIOCTHOCTH mporpaMMHbiX cpeactB, KC3 u oOpabarbiBaemoit

uH(pOpMaIMK, B TOM YUCJE peaan3alns 3aMKHYTON NpOrpaMMHON Cpeibl.



13
JIKHB.11100-01 31 03

3.2. Metoap! peieHus

Jns  pemennss noctabieHHbIX 3amad B OC AnwsT CII  jOrmYecku  BBIJEICHBI
CJIEIYIOILUE CUCTEMBI:
1) cucrema ympaBieHUS TMPOIECCAMH, B COCTaB KOTOPOW BXOMAT CIEIYIOIINE
CpeJCcTBa:
- CITy’KOBI KOHTPOJISI CO3AaHUS U YIAJICHUS TPOIECCOB;
- CITy’KOBbI CHHXPOHHU3AIIUU TTPOIIECCOB;
- CITy>KOBbI KOHTPOJISI pacTpe/IeIeHs] CACTEMHBIX PECYPCOB;
- IOJICUCTEMA MEKIIPOIECCOPHOTO B3aUMOJICHCTBUS;
2) cucTeMa yIpaBJCHHS aMSThIO;
3) cucreMa paboThI ¢ (aiimamu;
4) cucTeMa BBOJIa-BBIBOJIA, B COCTAB KOTOPOU BXOJIAT CIICAYIOIINE CPECTBA!
- CIIyk0b1 Oyepu3aliuu TaHHbBIX;
- cITy>kOBbI 10CcTyNa K NepupepuitHbIM yCTPOHUCTBAM;
- CITy’KOBbI B3aMMOJICHCTBUS C YIPABJISIIONIMMHU MPOTPAMMaMH  aIllapaTHBIX
CPEIICTB;
- CJIyOBbI YIIpaBJICHUS TI€YaThIO;
5) cucreMa aIMUHUCTPUPOBAHHS;
6) KC3, B cocTaB, KOTOPOTro, BXOJAT CJICIYIOIINE CPEICTBA:
- CITy>KObI MACHTU(PUKALIMY U ayTEHTU(UKAUU CyOBEKTOB JJOCTYIIA;
- CITy>KOBI yIIpaBJlieHUs MOTOKaMU WH(OpMaIUy;
- CITy>KObI perucTpaIi COOBITHIA;
-CcIy’)kObl ~ OOecriedeHHs]  ILEJTIOCTHOCTH  MPOTPAMMHBIX  CPEICTB U
oOpabaTbiBaeMoi HH(pOpMaLUK;

- CpeJICTBA BOCCTAHOBJICHUSI.
3.2.1. Cucrema yrpaBieHUs TAMSATHIO

Cucrema  ymopaBieHMs NaMmsTbIO  OOECHEYMBAET  BBIMNOJHEHUE  (YHKUUN
pacnpeneneHuss ONEpPaTUBHOM MaMATH MEXAY MNPUKIAAHbIMM 3anadamu. OrnepaTuBHas

namaTh B OC AnbT CII uMeeT CTpaHMUYHYIO OpraHU3alyi0, B OCHOBE KOTOPOM JIEKUT
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NPUHLMI JEJI€HUS BHUPTYaJIbHOIO aJPECHOrO MNPOCTPAHCTBA HA YacTU (CTPaHULBI).
Crpanunpl Bcerja wuMe0T (UKCUpOBaHHBIM pasmep. [lepegada gaHHBIX MEXIy
OMEepPaTUBHON MaMSTHIO U JIUCKOBBIM HAKOIMMUTEIEM BCETJia OCYIIECTBISIETCS B CTPAHUIIAX.
[Ipu sToM mporecc paboTaeT ¢ BUPTYaIbHBIMH aJpecamMH, a HE C (PUINYCCKUMHU.
[IpeoOpazoBaHue MNPOUCXOAUT TMOCPEACTBOM  BBIUMCICHUN, UCIOJNb3Ysl  TaOIUIBI
JECKPUIITOPOB U KATaJIOTH TaOJIHII.

OC Anbt CII mognep>xuBaeT TpH ypOBHS TaOIUIL:

- katainor tabdaun nepsoro ypoHs PGD (Page Table Directory);

- Kkarajor Tabaui Broporo ypoBHs PMD (Medium Page Table Directory);

- Tabnuua geckpunropoB PTE (Page Table Entry).

[IpeoOpazoBaHue BUPTYaJIbHOTO apeca B PU3NYECKHUI OCYIIECTBIISIETCS B TPU 3TAIA:

1) ykazarenp PGD, uMeromuiicsi B CTPYKType ONHCHIBAOIIMN KaXIbIil TpoIiecc,

npeobOpasyercs B ykazaTenb 3anucu PMD;

2) ykazarenb 3anmucu PMD npeoOpa3syercs B ykaszareib B TaOJIHIE JECKPUIITOPOB

PTE;
3) K pealbHOMY aJpecy, YKa3bIBalOIIEMy Ha Hayalo CTPAHHIBI MPUOABISCTCS
CMEUIEHHUE OT €€ HaJaia.

Bce nannbie 00 ucnonbszyemoit mporeccom namsitu xpasstes sapom OC Anwt CII B
CHEeUUaIbHBIX CTPYKTYpax.

IIpu oTkpeiTHM (aiina BBINOJHAETCS €ro OoToOpak€eHue B MaMATh (YacTh (Qaiina,
JOYUTAHHAS 10 pa3Mepa CTpaHUIIbl; Harpumep, 1 mpoueccopos Intel mpu yrennn 10 Oaiit
OynyTt npountanbl 4096) u goOaBieHUE B CTpAaHUYHBIM KdII. PeanbHBIN ke 3ampoc Ha
oToOpaxkeHue (haiiya TOIBKO BO3BpAIAET aApec Ha YXKe KAIINPOBAHHbBIE CTPAHUIIBI.

Ha ypoBHe nporiecca paboTa MOXET BECTUCh KaK CO CTpaHUI[AMU HANPSMYIO, TaK U

yepe3 CreIuaibHbIC CTPYKTYPHI sJIpa.
3.2.2. Cuctema ympaBlieHHUs MPOIIecCaMu

Cuctema ympasnenuss mnpoueccamu OC Anbpt CII  obOecrnieuriBaeT  BBINOJHEHUE
CJIEYIOIIUX (PYHKIIHIA:

1) ynpaBieH#e IporieccamMu:
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- CO3/IaHHE MPOIIECCOB;

- yIIpaBJeHUE MPOILECCaMU;
- ylaJICHHE MPOIIECCOB;
- IJITAHUPOBAHUE MPOIIECCOPHOTO BPEMEHH;

2) pacrpe/elieHue CUCTEMHBIX PECYPCOB;

3) CHHXpPOHU3AIHS TPOIECCOB M OPTaHMU3AIINS MEXKITPOIIECCHOTO B3aMMOICHCTBUSI:
- COKETBHIL;
- CUTHAJIBL;
- KaHaJIbl,
- ouepeau COOOIIECHHUIH;
- cemadopsr;
- pazzaenseMast mamsTh.

3.2.2.1. YnpasieHue npoieccamu

[Ipoueccom B OC Anbr CII Ha3zpiBaeTcsi J1t00asi BBITOJHSIONIASCS MNpOrpaMma.
OC Anbt CII kak MHOTro3ajjauHasi CUCTEMa XapaKTEpU3YEeTCsl TEM, YTO OJHOBPEMEHHO
MO>KET BBIMOJIHATHCSI MHOXKECTBO IIPOLIECCOB, MPUHAIEKALINX OTHOMY MJIM HECKOIbKUMU
MOJIb30BATESIMHU.

OAHOBPEMEHHO B ONEPATUBHOM MaMITH MOYKET HaXOAUTHCSI HECKOJIBKO MPOIIECCOB,
MPU 3TOM KaXJIOMY paloTarolieMy MPOIECCy CHUCTeMa MpPHUCBAWBAeT YHUKaIbHbIH PID
(process identificator). Kaxnerii mporiecc BBITIOJIHSIETCS B COOCTBEHHOM BUPTYaTbHOM
a/JIpeCHOM IPOCTPAHCTBE.

OC Anet CII  ympaBnsier oOpa3oMm Tmpoliecca B ONEPATUBHOM MaMsITH WK
CEerMEHTaMU KOJia U JaHHbIX, ONPENESIONINX cpeay BbinogHeHusl. CerMeHT Ko/a, B CBOIO
ouepeslb, COACPKHUT pealbHblE WHCTPYKLIHUU LEHTpaJbHOMY TMpoieccopy. JlaHHble,
CBSA3aHHBIE C MPOILIECCOM, TAKXE SBISIIOTCA YacThiO OOpasza Mpoliecca, U XpaHITCS B
peructpax. [y onepaTUBHOrO XpaHeHHsI pabOUnX JaHHBIX CYHIECTBYET 00JIaCTh MaMsTH,
BbIICTIsieMasl AMHAMHUYECKH, M CIOCOOBI €€ HCIIOJIb30BaHHUS MEHSIOTCS OT Tpolecca K
nporeccy.

[Ipoueccel pazpenstorcs HA: GYHKIMOHMPYIOIIME Ha YPOBHE Spa ONEpaiMOHHOM

cuctembl (kernel-space) u GyHKIMOHUpYIOIIME BHE sApa ONEPAIMOHHON CHCTEMBI
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(user-space). [Ipornecchl, GyHKIMOHUPYIOIIUE HA YPOBHE S/Ipa, 3aITyCKAIOTCS CAMUM SIIIPOM
OC, nmubo B BHIE MOATrpyXaembix Mopayjed snpa. Ilpouecchl, (GyHKIMOHUPYIOIIHE B
CUCTEMHOM OKpPY>KEHHUH, 3amycKaroTcs cTaHaapTHeiM g npuioxkenuid OC Anwt CII
METO/IOM.

3.2.2.1.1. Co3nanue npoiiecca

[Ipouecc mopoxaaercs ¢ MOMOIIbIO CHUCTEMHOIO BbI3oBa. llpu co3manuu HOBOTO

IIPOLIECCA BBIMIOJIHSETCS CIIETYIOLIEE:

1) BBIICNISACTCS MaMATh JIIsl OIIKCATEIIS HOBOT'O MpoILiecca B TAOIHUIIE MTPOIECCOB;

2) Ha3HAuYACTCS YHUKAIBHBIA UIeHTHHUKATOP mporecca PID;

3) co3maeTcst JIorMyeckas KOMUs MPOIECca, KOTOPBIA  BBIMOJHIET IOJHOE
KOIUPOBAHUE COACPKUMOTO BHPTYAIbHOW MAMSITH POAUTENBCKOTO Ipoliecca,
KOIUPOBAaHUE COCTABJISIIOIIUX SIAEPHOTO CTAaTUYECKOIO U JUHAMUYECKOIO
KOHTEKCTOB IIPOLIeCCA-TIPEKA;

4) yBENMUYNBAIOTCS CYCTUYNKN OTKPBITHS (aiiiioB (ITOPOKICHHBIN MPOIECC HACICTYeT
BCE OTKPBITHIE (haijIbl POJIUTEIHCKOTO MPOIIecca);

5) Bo3Bpamaercs uaeHTrdukaTop nporecca PID B Touky Bo3BpaTa U3 CHCTEMHOIO
BBI30BA B POJAUTENBCKOM Ipoliecce U 0 — B mponecce-noToMKe.

[Tpu mopoxaeHnu mpoiiecca, Il HETo CO3/1aeTCsl CBOM OJIOK yIpaBlieHUs, KOTOPBIN

MOMEIIAeTCsl B CUCTEMHYIO TaOIMIly MpolieccoB, Haxosamuxcsa B sape OC. Dta Tabnuia
MPEACTABIISIET COOOM MaCCUB CTPYKTYp OJIOKOB YIIpaBJIEHUS MPOLIECCAMH.

B kxaxmom 6110ke comepkarcs cleayomue JanHble, oTciaexkuBaembie sapom OC:

CJIOBO COCTOSAHMHA ITPOLECCA,

MIPUOPHUTET;

BCJIMYMHA KBaHTA BPEMCHU, BBIACIICHHOI'O CUCTEMHBIM IIJIAHHUPOBIITUKOM;

CTCIICHDb UCIIOJIL30BAHUA CUCTCMHBIM ITPOIECCOPOM;

MPU3HAK JUCIIETYCPU3ALINY;

UJISHTU(PUKATOP MOJIH30BATEIISI, KOTOPOMY MPUHAJICKUT MPOIIECC;

7 HexTUBHBIN UACHTH(HUKATOP MOTH30BATEIS;
- peanbHbIN 1 3QHEKTUBHBIN UICHTU(PUKATOPHI TPYTITIHI;

- Tpymma mporecca;



17
JIKHB.11100-01 31 03

- WACHTH(PUKATOP MpoIecca U HACHTU(PUKATOP POIUTEITHLCKOTO MPOIIECCa;

- pa3mep obpaza, pa3MenIaeMoro B 00J1acTH MOJKAYKH;

- pa3Mep CErMEHTOB KOJia U JIaHHBIX;

- MaCCUB CUTHAJIOB, 0>KMIAIOIINX 00padOTKH.

3.2.2.1.2. YupaBneHue npoueccom

s ynpasnenust nporieccamut OC AnbT CII ucnons3yeT [aBa OCHOBHBIX THIIA

HH()OPMAITMOHHBIX CTPYKTYD:

- IGCKPUNTOP TMpolecca — COACPKUT HHGPOPMAIMIO O COCTOSIHMM IpoIlecca,
pacmojoXeHnu o0pasa Mmpolecca B ONepaTUBHON MaMsITH U HA JUCKE, O 3HAYCHHUU
OTJICJIBHBIX COCTABJISIONIMX MPHOPUTETA, a TAKXKE €ro MTOroBOE 3HAYCHUE —
JI00aNbHBIA MPUOPUTET, MIAECHTU(UKATOP MOJIB30BATENS, CO3/JABIIEr0 MpPOLECC,
uHpOpMaIUs O POACTBEHHBIX MPOIIECCaX, O COOBITHSIX, OCYIIECTBICHUS KOTOPBIX
O’KHJIaeT JaHHBIN MPOIIeCcC U APYTYI0 HHPOPMAIIHUIO;

- KOHTEKCT Mpolecca — COAEPKUT MH(POPMALMIO O MPOLEcCe, HEOOXOIUMYIO IS
BO300HOBJIEHMSI BBIIIOJIHEHUSI IIpOLECCa C MPEPBAHHOIO MECTa: COJEPKUMOE
PErUCTPOB MPOIECCOPa, KOJbI OUIMOOK, BBITOJIHAEMBIX MPOLIECCOPOM CHUCTEMHBIX
BBI30BOB, MH(OpMamio 000 BCEX OTKPBITHIX JaHHBIM IporeccoM (aiaoB u
HE3aBEPIIIEHHBIX OTEPAIMsIX BBOJIA-BbIBOIA U JAPYTHE JAHHBIC, XapaKTEPHUIYIOIIIE
COCTOSIHAE BBIYMCIIMTEIILHOMN CPEIbl B MOMEHT MPEPhIBAaHUS.

3.2.2.1.3. 3aBepuieHue mporecca

3aBeplIeHHE MPOoIecca BHIMOIHIETCS C TOMOIIbIO CHCTEMHOTO BBI30Ba, PU KOTOPOM

OCBOOOKIAIOTCSI BCE HCIIONB3YyEeMbIE PECypChl, TAKHE KaK MaMsITh U CTPYKTYpPbI TaOJIHII

anpa. Kpome Toro, 3aBepiiaioTcsi W JOUYEpPHUE TMPOIECChI, MOPOXKICHHBIC JTaHHBIM

nporeccoM. 3aTeM U3 TMaMsITH YIOAISIOTCS CETMEHTHl KOJa W JaHHBIX, TOCJIE STOTrO

POIUTENBCKHI MPOIIECC OYUIIIAECT BCE PECYPCHI, 3aHUMAaEeMbIe TJOUCPHUMHU MPOIECCAMH.
3.2.2.1.4. TlnanupoBanue

B OC Anbt CII peanuzoBaHa BBITECHAIONIAS MHOT03aJa4yHOCTh, OCHOBAaHHas Ha

WCIIOJIb30BAaHUHU IPHUOPUTETOB M KBAHTOBAHUSI.
Bce mporieccrl pa3ouThl Ha HECKOJIBKO TPYIIN, HA3bIBAEMBIX KJIaCCaMU MPUOPUTETOB.

Kaxxnas rpymnma nMeer CBOM XapaKTEpUCTUKH TUIAHUPOBAHUS MTPOLIECCOB.



18
JIKHB.11100-01 31 03

JlouepHuil mpoliecc HacleAyeT XapaKTEPUCTUKHU IUIAHUPOBAHUS POAUTEIHCKOTO
npoliecca, KOTOpbIe BKITIOYAIOT KJIAaCC IPUOPUTETA U BEIMYMHY IMPUOPUTETA B ’TOM KJIacce.
[Iporiecc ocraercs B JaHHOM KJlacce JI0 T€X MOp, MOKa He OyJEeT BHIMOJHEH CHUCTEMHBIN
BBI30B, MU3MEHSIONMN ero knacc. CylllecTByeT TPU MPUOPUTETHBIX KJlacca MPUOPUTETOB:
KJIACC peajbHOr0 BPEMEHHU, KJIacC CUCTEMHBIX MPOLIECCOB U KIIACC MPOIECCOB pa3ieiIeHUs
BpeMeHU. [IpropuTeTHOCTh Tpollecca TEM BHIMIE, YeM OOJIBIIE YHCIO0, BBIPAXKAIOIICE
MIPUOPUTET.

[Ipomiecchl  CUCTEMHOTO KJjlacca HCHONB3YIOT —CTpaTeruio  (UKCHUPOBAHHBIX
npuoputTeToB. CHCTEMHBIN KacCc 3ape3epBUPOBAH [Ji MPOIECCOB fAlipa. Y POBEHb
MIPUOPUTETA MIPOLIECCY HA3HAYAETCS SIAPOM U HUKOT/1a HE N3MEHSIETCH.

[Ipomecchl peaibHOTO BPEMEHHM TaKXKE€ HMCIOJIB3YIOT CTPATETHUIO (PUKCUPOBAHHBIX
MPUOPUTETOB, HO TMOJB30BATEIb MOXKET HMX H3MEHATh. [IpyM HaMUM4YMKM TOTOBBIX K
BBITIOJTHEHUIO TIPOLIECCOB PEAIBHOTO BPEMEHH JIPYTHE MPOLIECCHl HE pacCMaTPUBAKOTCS.

XapaKTEepUCTUKHU TUIAHUPOBAHUSL MPOILIECCOB PEATIbHOTO BPEMEHU BKIIIOYAIOT JIBE
BEJIMYUHBI: YPOBEHb TJIOOAIBHOTO MPUOPUTETA U KBAHT BpeMEHH. JJi1 KaKoro ypoBHS
MIPUOPUTETA YCTAHABIMBAETCS 10 YMOJIUYAHHIO CBOSI BETMUMHA KBaHTa BpeMeHu. [Iponeccy
paspeniaeTcsi UICHOJb30BaTh PECYPCHI MPOLECCOPA B TEUEHUE YKa3aHHOTO KBaHTa BPEMEHH,
10 UCTEYEHNUH KOTOPOTO MJIAHUPOBILIMK CHUMAET JTAaHHBIN MPOLECC C BBHIMOIHEHHUS.

B knacce npoiieccoB pa3zesieHust BpeMEHU IS pacipeiesICHUs] BpeMEHH IpoLeccopa
MEXy MpOIECcCaMH HCIOIb3YeTCsl CTpaTerus IMHAMUYECKUX IPUOPUTETOB, KOTOpas
aJanTUPYETCs K ONEpPallMIOHHBIM XapaKTEpPUCTUKAM TIpoliecca.

Benuuuna npuopuTeTa, Ha3HAYya€MOTo TMpoOLeccaM  pas/eNieHUus BPEMEHH,
BBIYUCIISIETCS] MPONOPLMOHAIBHO 3HAYEHUSIM JBYX COCTABJISIOIIMX: IOJIb30BATEIbCKON
4acTU U CUCTeMHOMU 4acTu. [losib30BaTenibckas 4acTh MPUOPUTETA MOKET ObITh U3MEHEHA
Cyleprioib3oBaTeiaeM 00t W BiaAenblieM MpoIecca, HO B MOCIEAHEM Cilydae TOJbKO B
CTOPOHY €r0 CHH>KEHHUSI.

CucrteMHasi COCTaBIIIONIAsT MO3BOJSICT TUIAHUPOBIIUKY YIIPABIATH MPOIECCAMH B
3aBUCHUMOCTH OT JIJTUTEIBHOCTH HMCIOJIb30BaHMSI UMH PECYPCOB MpOLECCOpa, HE yXOIs B

COCTOAHHUE OXUIaHHA.
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3.2.2.2. PacripeiesieHre CHCTEMHBIX PECYPCOB

Jlnst 3amycka mpouecca, BoinoiHsieMoro B OC Anbt CII, He0OX0AMMBI CUCTEMHBIE
pecypchl, TaKME€ KakK MaMsATh, MOPThl BBOJA-BbIBOAA, MaMSATh BBOAA-BbIBOAA, JWUHUU
NpephIBaHus, a TakkKe KaHaIbl maMsaTd mpsimoro oOpamenuss DMA (Direct Access
Memory).

Cuctema yripaBiienus pecypcamu, peanuzoanHas B OC Anwst CII, MOXeT ynpaBisTh
MIPOU3BOJIBHBIMH PECypcamMu, OOBEIUHSS UX B UEPAPXUYECKYIO CTPYKTYpy. [mobanpHBIC
pecypchl CUCTEMbI (Hampumep, MOPThl BBOAA-BBIBOJIA) MOTYT OBITh pasleieHbl Ha
MTOJIMHOKECTBA — HAIlpUMEpP, OTHOCSIIHUECS K KAKOMY-TMOO CJOTY allapaTHON IIWHBI.
OrnpeneneHHble ApaBEphl, TAKXKE, MNPH JKEJIAHUH, MOTYT MOAPA3AEIATh 3aXBaThIBAEMbIC
peCypchl Ha OCHOBE CBOEH JIOTHYECKOUN CTPYKTYPHI.

O6mactp mamsATH, NpUHAANIEKam@As MnepudepuiiHoOMy YCTPOICTBY, Ha3bIBAETCS
MaMAThlI0 BBOJIA-BBIBOJIA, YTCHUE W 3alMCh MOPTOB M MaMSITH BBOJA-BBIBOJIAa — paboTa
npaiiBepa. [lopTel U mamMsATh BBOAA-BBIBOAA OOBEIMHEHBI OOIIUM Ha3BAHUEM — PETHOH (WU
00J1acTh) BBOJa-BBIBO/IA.

JI1s1 ipe o TBpalleHUs KOJUIU3UK MexX Iy pa3nnuHbiMU yeTporictBamu B OC Anbt CIIT
peann30oBaH MEXAaHW3M 3arpoca/BbICBOOOXKIAEHUS PETMOHOB BBOJIa-BbIBOJA (MOPTHI U
MaMsaTh BBOJA-BBIBOJIA). DTOT MEXaHU3M MPEJCTABIAET MPOTPAMMHYIO a0CTPAKIIUIO U HE
pacnpocTpaHseTCsl Ha anmnapaTHbIe BO3MOKHOCTH.

Nudopmanus 0 3aperucTpupOBaHHBIX pecypcax AOCTyIIHA B TEKCTOBOM (opme U
collepKUTCs B (pailyiax /proc/ioports U /proc/iomem. Kaxknag cTpoka nanHoro Qaitna
O0TOOpakaeT B IMIECTHAIIATEPUYHOM BHJIEC TUATIA30H MOPTOB, CBSI3aHHBIX C JIPAaiBEPOM HIIU
BJIAJICJIBIIEM YCTPOUCTBA.

3.2.2.3. CunxpoHu3aiusi  TPOLIECCOB M OpTraHM3aiusi  MEXIPOIECCHOTO
B3aNMOJECHCTBUS

K cpenctBam st opranumzanuu mexmponeccHoro Baumoaenctsus B OC Anwt CII
OTHOCATCS: COKEThI, CHTHAJIbI, KOMMYHUKAIIMOHHbIE 1 UMEHOBAaHHbIE KaHAJIbI, COOOIIEHUS

(ouepenu cooOienuii), cemadopsl U pazjaesemMas MamsTh.
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3.2.2.3.1. Coxkertsl

Coker gomena UNIX (Unix domain socket, UDS) wmmu IPC-coker (coker
MEXIPOLIECCHOTO B3aMMOJCHCTBUSI) — KOHEYHAs TOYKAa OOMEHa JaHHBIMH MEXKIY
npoleccamu, paboTaromKUMI B OHOU U Toi ke cucteme UNIX.

Homennbie coenunernst UNIX siBisitoTCs, MO CyTH, 6aTOBBIMU TOTOKAMHU, CXOKUMH
C CETEBBIMU COEAMHEHUSIMH, HO TPU STOM BCE€ JaHHBIE OCTAIOTCS BHYTPU OJHOTO
KOMIThIOTEPA (TO €CTh OOMEH JaHHBIMH MMPOUCXOIUT JIOKATHHO).

UDS ucnone3ytot (ailyioByt0 CUCTEMY KaK aJpecHOe MPOCTPAHCTBO UMEH, TO €CTh
OHH TIPECTABISAIOTCA MPOLIECCaMU KaK MHOJBI B (hailioBOil cucTeMe (CUCTEMON CO37aeTCs
CrenuaibHbld (haliyl COKeTa MO 3aJlaHHOMY IyTH). OTO MO3BOJISET JBYM DPa3IM4YHBIM
MpoIeccaM OTKPBIBaTh OJWH M TOT K€ COKET JUIsl B3aUMOJICHCTBUSI MEXKIYy cOOOH (duepes
(aiin cokera JIt0ObIE JOKAIbHBIE MPOLECCH CMOTYT COOOIIATHCS ITyTEM YTEHHUS/3aIIUCU U3
Hero). O1HaKo, KOHKPETHOE B3aUMOJICHCTBUE, OOMEH JIaHHBIMU, HE UCTIONIB3YeT (HaiIOBYIO
CUCTEMY, a TOJIbKO Oy(ephl MamsITu sjipa.

HecMoTps Ha TO, 4TO ApyrUe MpOIECcChl paclo3HAIOT (Haiiibl COKETOB KaK dJIEMEHTHI
KaTajiora, 4YTeHHe W 3amuch (aijoB COKETa MOTYT OCYIIECTBIATH TOJIBKO TE€ MPOIIECCHI,
MEXy KOTOPbIMUA YCTAHOBJIEHO COOTBETCTBYIOIIEE COCUHEHUE.

B3anmoneiicTBre, OCHOBAaHHOE HAa HCIIOJIb30BAaHUU COKETOB, SIBIISIETCSI OCHOBHBIM
MEXaHM3MOM MEXKCUCTEMHON U MeEXIpoiiecCHOM CBs3u. COKEThl MPEJCTaBISAIOT COOOM
MpoTrpaMMHBIN HUHTEpdenc s obecriedeHus: JBYCTOPOHHEH CBS3U THUIA «TOYKA-TOUYKA
MEXIy JByMs mporeccamMu. WHTepdelc COKETOB TMO3BOJSET SIBHO pa3leiiuTh BO
B3aUMOJICHCTBUH JIBYX IIPOLIECCOB CEPBEPHYIO M KIMEHTCKYIO YaCTh.

B3auMopeiicTBue mpoIeccoB MOCPEACTBOM COKETOB MOXKET OBbITh MPEACTaBICHO B
oO011eM BUJIE CIEYIOIIUM aJITOPUTMOM:

- CEpBEpPHBIM TMpOIECC HWHULIHAIU3ZUPYET COKET U TMPUBS3BIBACT €ro K
OMpEICICHHOMY aJipecy U (M) MOPTY, MOCIIE 3TOr0 NEPEKITIOYAET COKET B PEKUM
OKHMJIaHUS TIOAKITIOUCHHS OT KJIMEHTCKOTO MPOoIlecca;

- KJIMEHTCKUW TIPOIECC HWHUIMAIM3UPYET COKET U TMPUBI3BIBAET €ro K
OMPENICICHHOMY aJIpecy U (WJIN) MOPTY;

- KJIMEHTCKUU MPpOoIecc MHUIMUPYET MOAKIIOUEHHUE K COKETY CEpBEPHOIO Ipoliecca.
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[Tocne ycTaHOBKM cOoeAWMHEHUST WH(POPMAIMOHHBIH OOMEH MEXIy MpOIeCcCaMu
MOJKET OBITh OCYIIIECTBJICH B JIBYCTOPOHHEM HaIlpaBJICHUU.

3.2.2.3.2. CurnHaibl

OC Aunbt CII Takxke obecrmeunBaeT BO3MOKHOCTH OPTraHU3AIMU MEXIPOIIECCHOTO
B3aMMOJICUCTBHS C IOMOIIBIO CUTHAJIOB.

CurHanel TIPEACTABISIIOT COOOM TMPOTpaMMHBIC TIPEPHIBAHUS W TIO3BOJISIIOT
YBEIOMJISITH IIPOTIECC WK TPYTIITY MPOIIECCOB O HACTYIIICHUH HEKOTOPOTo coObIThsi. Korma
cur”ai nocias npoueccy, OC npepbIBaeT ero BelnojHeHrne. ICTOYHMKOM CHUTHaIa MOKET
BBICTYIATh KaK JIpyrou mnpoiecc, Tak u cama OC.

Curnanei, noceutaembie OC, yBeIOMIISIIOT O HACTYIUICHMM HEKOTOPBIX CTPOTO
MIPEIOTIPEACIICHHBIX CUTYalluid (HAampuMep, 3aBEPIICHUE TOYEPHETO IMpOoIecca, MOIbBITKA
BBITIOJTHATH HEJOMMYCTUMYIO MAITMHHYI0 HHCTPYKIIUIO, TTOTIBITKA HETOMYCTHMON 3aIiCH B
KaHaJl U JpYyTrue), Py 3TOM KaKJIOMY COOBITHIO COTIOCTABJIEH CBOM curHai. CyIecTBYIOT
TaK)Ke€ 3ape3epBUPOBAHHBIC HOMEpPAa CHTHAJIOB, CEMaHTHKA KOTOPBIX OIMPEIeIsIeTCS
MOJIb30BATEILCKUMHU MPOIECCAMU 110 CBOEMY YCMOTPEHHUIO (HampuMep, MPoILecchl MOTYT
MOCBUIATh APYT IPYTy CUTHAJIBI C LETBI0 CHHXPOHU3AINN).

CurHajbl SBISIFOTCS MEXaHU3MOM aCHHXPOHHOTO B3auMoaercTBus. [Ipu momyuennn
CUTHAJIa TTPOIIECCOM BO3MOKHBI TPY BapUaHTa PEAKIIMU Ha TOJyUYCHHBIN CUTHAIL:

- TpoIlecC pearupyeT Ha CHUTHAJ CTAaHIAPTHBIM OOpa30M, YCTAaHOBIJICHHBIM TIO
yMoT4aHuto (st OONBIIMHCTBA CHTHAJIOB JACHCTBHE 1O YMOJYAHHUIO — 3TO
3aBepIIICHUE TIPoIIecca);

- TPOIIECC MOXKET YCTAHOBUTH CTICITUATBHYIO 00pa0OTKYy CUTHAJIA, B TOM CITydae 1o
MPUXOY CUTHAJA BBI3bIBACTCS QYHKIUSI-00paOOTUHK, OTpe/IeICHHAs ITPOIIECCOM;

- TMPOIIECC MOYKET MPOUTHOPHUPOBATH CUTHAIL.

3.2.2.3.3. Kanannr

B OC Anbt CII B3auMOJIeiCTBME MEXKIY MOPOLIECCAMHU OCYILECTBIISIETCA TaKXKE C
MTOMOIIBI0 HEMMEHOBAHHBIX W WMEHOBAHHBIX KaHaioB. Daljabl JAHHOTO THIIA MOJAOOHBI
COKETaM, IOCKOJBKY TOXXE€ HCIOJB3YIOTCS [JIsi B3aUMOJEHCTBUS MEXAY MPOIECCAMU,
OJIHAaKO, B OTJIMYME OT COKETOB, B HCMMEHOBAHHBIX KaHAJIaX JTaHHbBIE TIEPEIAOTCS TOIBKO B

OJHOM HallpaBJICHUMU.
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B3aumoneiicTBue MeXAy PpPOJUTEIbCKAM MPOLIECCOM U JOYEepHUM (mpolecc,
MOPOXKIEHHBIN POJIUTEIIBCKUM MPOIECCOM) OCYIIECTBIISETCS 110 HEMMEHOBAaHHOMY KaHaITy,
KOTOPBIM TMpEACTaBIsseT CcO0OM MPOTrpaMMHBIM OJHOHAMNPABICHHBIN KaHal TIepeaadu
JAHHBIX MEXAY JBYMsI POJCTBEHHBIMHM mMpolieccamu (poauteraeM U moToMkoM). [lpu
HEOOXOUMOCTH JIByHAIIPaBJIECHHOTO MH()OPMAIIMOHHOTO 0OMEHa POJAUTEIBCKUM MPOIIECC
co3maeT nBa KaHaja. [loctopoHHU CyObEeKT BMEIIATLCSA B OOMEH JaHHBIMHA HE MOXET, TaK
Kak oOpaleHre K HEMMEHOBAHHBIM KaHajaM OCYIIECTBIISIETCS TOJBKO Yepe3 MEXaHH3M
(hailJIOBBIX JIECKPUIITOPOB, KOTOPHIC HACIEAYIOTCS MPH MOPOKICHUN HOBOTO MpoIiecca.

B3aumogenictBue Mexay HE3aBUCUMBIMH TPOLIECCAMHM  OCYIIECTBISAECTCA 10
MMEHOBAaHHOMY KaHajly. VIMeHOBaHHBIE KaHaJbl SBIISIIOTCS JBYHAIPaBICHHBIMH, YTO
MO3BOJISIET OCYIIECTBISATH OOMEH COOOIICHUSIMU MEXKTY JBYMSI MTPOIIECCAMU MTOCPEACTBOM
SIMHCTBEHHOIO  KaHayja. VIMeHOBaHHBIM  KaHall  OoOecCIleyMBacT  BO3MOXKHOCTH
B3aUMOJCHCTBHUS MPOIIECCOB, BHIMOJHAIOIINXCS KaKk Ha OAHOM, TaKk U Ha pa3HbIX [I9BM,
00bEIMHEHHBIX B JIOKAIBHYIO CETh.

MMeHOBaHHBIM KaHald co3maeTcs SBHO ¢ IHomombio koMmaHasl mkfifo, m nBa

Pa3INYHBIX IIpOoHeCCa MOI'YT 06paTI/ITBC5I K HCMY I10 UMCHH.
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3.2.2.3.4. Ouepenu coobieHn

Ouepenp cooOlEHUN TPEACTABISIET COOOM MEXaHW3M, MO3BOJISIIONIMHN MpoleccaM
ACUHXPOHHO MOChUIaTh CO00IIeHUs ApYT Mpyry. Korga cooOuieHue nojiy4eHo mpoieccoMm,
OHO yaansieTcst u3 ouepenu. Ouepenb COOOIIEHUI CyIIECTBYeT HE3aBUCUMO OT Tpolecca-
UCTOYHMKA U Tpoliecca-MPUEMHUKA: TPOIECC-UCTOUHUK MOXKET OTIPaBUTh COOOIIECHUE B
ouepenb W 3aBEPIIUTHCS, a COOOIICHHWE, TeM HE MeHee, OyAeT MOIydeHO MPOIEeCCOM-
npueMHUKOM. COOOIIEHUSIM MOTYT OBITh Ha3HAYEHBI TIPUOPHUTETHI. BEICOKOTIPHOPUTETHBIC
COOOIIEHHS BCErjia MPUHUMAIOTCA MEPBbIMHU, HE3aBUCHUMO OT KOJUYECTBA COOOIECHUI B
ouepeu.

3.2.2.3.5. Cemadopsl

Jns  cunxponuzanuu  npoiueccoB B OC Anbt CII mpumensitorcss  ceMadophl.
Cemadopbl UCTIONB3YIOTCS KaK OJOKUPYIOIIMN MEXaHW3M, MO3BOJISIOMNNA Pa3rpaHUIUTh
JOCTYIl TapajyieIbHO pPabOTAaIOIUX TMPOIECCOB K KPUTHYECKUM HUHOOPMAIMOHHBIM
pecypcaMi W HWCKJIIOYHTh BO3MOXXHOCTH HCIIOJB30BAHUS CETMEHTA TMaMATH JBYMS
MpoIleccaMy OJHOBPEMEHHO.

3.2.2.3.6. Pa3nensemas namMsITh

Paznensemas mamMsaTh UCTIOIB3YETCS JJIS TOTO, YTOOBI YBEITUIUTH CKOPOCTh OOMEHA
JaHHBIMH MEXAY MpolieccaMu. B OGonbIIMHCTBE ciydyaeB oOMeH MHGOpMaIHed MEXITy
MPOIIECCAMH OCYIIECTBIIIETCS Yepe3 SIpO, B TO BPeMs KaK MEXaHWU3M B3aWMOJCHCTBUS
MPOIIECCOB  TOCPEACTBOM  PA3ACISIEMOM TMaMSTH  TIO3BOJIIET OCYIIECTBHTH OOMEH
uH(dopmaImen, UCIoab3ysd HEKOTOPYI0 YacTh BUPTYAJIbHOTO aJpPECHOTO MPOCTPAHCTBA,
KyJla TIOMEIIA0TCS M OTKyJa CUYMTHIBAIOTCSA AaHHBIC. [locie moOaBieHHs pa3aeinseMoro
CEerMEeHTa TaMsTH K COOCTBEHHOMY BHUPTYaJIbHOMY MPOCTPAHCTBY TOJb30BATEIbCKUIN

MPOIIECC MOXKET paboTaTh C HUM KaK C OOBIYHBIM CETMEHTOM MaMSATH.
3.2.3. Cuctema paboThl ¢ (aiinamu

Cucrema pa6otsl ¢ paitnamu OC AnbT CIT o6ecnieunBaeT BO3MOXKHOCTH pabOTHI €
daiinamMu, cChIJIKaMU, KaTaloTaMy M pa3feliaMy U MOAICPKUBACT Cleayromue (aiaoBbie
CUCTEMBI:

1) o6mmit maTepdetic k daitmossiMm cucremam VFES (Virtual File System);
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2) (haiiyIoBBIE CHCTEMBI, IOJICPKUBAOIINE JUCKPEIIMOHHBIA KOHTPOJb JOCTYIA K
uHpopMaruu:
- ceteBas (aiinoas cucrema NFS (Network File System);
- haitmoBas cucrema ReiserFS;
- paitmoBas cucrema ext2 (Second Extended File System);
- paitmoBas cucrema ext3 (Third Extended File System);
- paitmoBas cucrema ext4 (Fourth Extended File System);
- parinmoBas cuctema XFS;
- paitmoBas cucrema JFS (Journaled File System);
- pacnipenenieHHas ceTeBas ¢ainoBas cuctema CEPH;
- pacnpeiesieHHas ceTeBas QaittoBas cucrema GlusterFS.
OC Anbt CII n03BOJSICT BBHIMOJIHATH CIEIYIONIUE ONEepaluy ¢ GpaiaaMu:
- CO3JIaHH€ U TTPOCMOTp (aiina;
- KomMpoBaHue (aiina;
- MepeMMEHOBaHUE U TIepeMeleHne (ailyios;
- 3aIyCK UCHOJHAEMbIX (haitiioB;
- ynaneHue (aiios;
- TOuCK (hailyios;
- W3MEHEHHE IpaB JocTyna K Qaiinam.
[Ipumeuanue. s kaxnoro ¢aina B OC Anst CII ycTaHaBIMBarOTCS paBa
J0CTyma.
Kectkas cchlika peACTaBIIsIeT COO0M JOMOJHUTEIBHOE UM JIJI1 UCXOIHOTO (haitna
Y CChUTAETCsl HA HOMEP UHACKCHOTO IECKPUIITOPA UCXOAHOTO (haiia, Cie10BaTeIbHO, TAKHE
CCBUIKHM MOTYT YKa3bIBaTh TOJBKO Ha (pailyibl, pacroioKeHHbIE B TOM k€ (paillioBOl cucTteMe,
YTO W >KecTKas cchuika. [Ipu u3MeHeHuu Qaiiina >KEeCTKOM CCBUIKA, aBTOMAaTUYECKHU
U3MEHsIeTCsl M 00BIuHBIN (aiin. [Ipu ynanenun sxecTkoi cchUIKH, (ailn ynansercs TOJIbKO B
TOM CJIydae, €CJIM Ha HETO HET OOJIbIIE KECTKUX CCHUIOK, B MPOTHBHOM CITydac yaaliseTcs
TOJIBKO CCHLJIKA.
CumMBoJIMYECKasl CChIIIKA MPECTaBsieT coboi (aits, mpu oOpalieHuu K KOTOPOMY

OC oOpamaercs k apyromy ¢ainy. B oTnnunme OT KECTKHX CChUIOK CHMBOJUYECKHE
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CCBUIKM MOTYT yKa3bIBaTh Ha (hailjibl, pacmoJiOKEHHBbIE B APYroil (QailnoBoil cucrteme,
HaIpuMep, Ha MOHTHPYEMOM HOCHTEJE, WM APYroM KommbroTepe. B ciydae, eciu
UCXOAHBIM (aill ynajaeH, CHUMBOJIMYECKas CChUIKA HE YJajseTcsi, HO CTAaHOBUTCS
OecnionezHoi. CuMBOJIMYECKas CChIJIKA HE MMEET NpaB JOCTyla, OHa HacjleayeT Ipasa
J0CTyMa OT (ailyia, Ha KOTOPBIM CChUIAETCS.

OC Aunbt CII m03BOISIET BBHINOIHATD CIEIYIONIME ONEpAllUU C KaTaJOTaMHu:

IPOCMOTP COJEPKUMOTO KaTaJora;

BBIBOJ HMCHHU TCKYIICTO KaTaJlora,

CO3JJaHUC U YIAJICHHUC KaTajiora,

CMCHA KaTaJiora,

M3MEHEHHE MPaB J0CTYyIA K KaTaJory.

B cnyyae, ecnu nuckoBbli HakonuTenb U3 coctaBa [IDBM pa30ut Ha pasnensl, Ha
KaXXJIOM paszielie OpraHu3yeTcs OTAeNIbHas (ailioBasi cucTremMa ¢ COOCTBEHHOM CTPYKTYpou
kaTajnoroB. Jyist mons3oBaTens ¢ailyioBasi cucTeMa IpeacTaBisieT coooi enunoe nenoe. B
JEUCTBUTEILHOCTH, pa3Hble YacTU (DAMIOBOM CHCTEMBI MOTYT HAXOJUTHCS Ha Pa3HBIX
YCTPOMCTBAX: pa3jesiax JUCKOBOTO HAKOMUTEISI, CheMHBIX HOCUTENSX HMH(POPMAIIUH.

OC Anpt CII n103BOJISIET BBIMOJIHATE CICAYIONIME ONEPALUU C Pa3ACIaMH:

- CO3JIaHUE pas3jena;

- MOHTUPOBaHHE, PA3MOHTUPOBAHUE PA3ECIIA;

- (opmaTupoBaHue paziena;

- mpoBepka (aiisoBOM cUCTEMBI pa3jena.
3.2.4. Cuctema BBOJIa-BBIBO/IA

CucrteMa BBO/Ia-BbIBO/IA OOECIICUNBACT BBITIOTHEHUE CIASAYIONTUX (hYHKITUI:

JOCTYT K BHEIIIHUM yCTPOWCTBAM;

Oydepuzanus JaHHBIX;

B3aMMO/ICHCTBHE C MPOrpaMMaMH yIpaBJeHUsI BHEITHUMHU ycTpoiicTBamu [IDBM;

CITY>KOBI YIIpaBJICHUS TI€UaThIO.
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3.2.4.1. locTyn K BHEIIHUM yCTPOMCTBAM

B OC Anst CII goctyn Kk puU3NYEeCKOMY YCTPONCTBY OCYIIECTBIISIETCS C TTOMOIIBIO
crienualibHOTO (haita ycrpoicrBa. [lpu BeioaHeHHHn ¢ (aitsioM ycTpoicTBa omeparuit
OTKPBITHS, YTEHUS WIM 3alMCH OCYIIECTBISETCS OOMEH MaHHBIMH C (HU3HIECKUM
ycTpoucTBOM. DaliIbl YCTPONCTB XPaHATCS B KaTajore /dev.

B OC Aunbt CII ncnonb3yroTcs CTaHAapTHBIE UMEHA YCTPOWCTB:

- ttyN — koHCOIB;

- MOUSe — MaHUITYJISITOP THIIA «MBIIIbY;

- audio — 3ByKkoBas KapTa,

- modem — mozem;

- ttySN — nocnenoBaTenbHBIN TOPT;

- IpN — mapasutenbHbIi OPT;

- cuaN — moryT 0003Ha4aTh MOCIEA0BATENbHBIE IOPTHI;

- sdXN — HaKOMHUTEIb HA KECTKMX MarHUTHBIX JUCKAX;

- fdO — mepBBIii AUCKOBOJ JIJISI THOKUX JTUCKOB;

- StN — ctpumep ¢ unrepdeiicom SCSI;

- nrtfN — 3amomwuHarolee yCTpOWCTBO Ha NPHUHIMIIE MArHATHOW 3allUCH Ha

JICHTOYHOM HOCHTEJIE, C TIOCIIEI0BATEIBHBIM JOCTYTIOM K IaHHBIM C HHTepdericom
FDC;
- mdN — maccus RAID;
- ethN — cereBas mara;

- null — mycToe ycrpoiicTso.

[Ipumeuanue.N—HOMEp ycTpolicTBa (Hapumep, ttyl — mepBasi KOHCOJIb).

3.2.4.2. bydepuzanus qaHHBIX

Cucrema Oydepuzanuu BBITIONTHICT (QYHKIUIO KAII-MAMSITH IO OTHOIICHUIO K
JMCKOBOMY HaKomurtesnto. KaImmpoBaHue AMCKOBOTO HAKOMHTENS YMEHBIIIAET CPEIHEe
BpeMs J0CTyla K JaHHBIM, XpaHSIMMUMCS Ha HeMm. JIroO0o# 3ampoc Ha BBOJI/BBIBOJ K
(bU3IYIeCKOMY YCTPOUCTBY IIpeoOpa3yeTcs B 3ampoc K nojcucreme oydepusamnum, Kotopas

MPEACTABISIET CO00M OypepHBIN Myl U KOMILIEKC MPOTPaMM YIPABJICHUS ITYJIOM.
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Bydepusiit myn cocrout uz OydepoB, Haxoasmuxcs B obmactu sapa. Pasmep
otnenapHOro Oydepa paBeH pazmepy 0JI0Ka TaHHBIX HAa TUCKOBOM HAKOIUTEIE.
C xaxneiM OydepoM cBsi3aHa clielMalibHAs CTPYKTypa — 3arojoBok Oydepa,
B KOTOPOM COJCPIKUTCS Cieayromas nHpopMaIius:
1) nanHbIC O cocTOosTHUM Oydepa:
- 3aHAT/CBOOOJICH;
- YTEHHUE/3aIHUCh;
- PU3HAK OTJIOKEHHOM 3aIUCH;
- oIrOKa BBOIa-BBIBOJIA;
2) naHHbIC 00 YCTPONCTBE — UCTOYHMKE MH(DOPMAITUH, HAXOIAIICHCs B 9TOM Oydepe:
- TUIl yCTPOMCTBA;
- HOMED YCTpPOMCTBA;
- HoMep OJI0Ka Ha yCTPOMNCTBE;
- anpec Oydepa;
3) cchlIKa Ha cieayroiuii Oydep B ouepear cBOOOIHBIX OyhepoB, Ha3HAYECHHBIX 11
BBO/Ia-BbIBOJIa KAKOMY-TTHOO YCTPOUCTBY.
3anpoc k moacucteMe Oydepu3anuu BBHITIOJHACTCS C TIOMOIIBIO  CIEAYFOIINX
OCHOBHBIX ()YHKITUH:

- (pyHKIIMU CUHXPOHHOM 3aIUCH;

(yHKUHMHA aCHHXPOHHOM 3aIlUCH;

GYHKIMH OTJIOKEHHOM 3aIUCH;

(GyHKUMIA OTy4YeHus: 0JI0Ka TaHHBIX.

B pesynbrare BbIIONHEHUS (DPYHKIMM CHHXPOHHOW 3allMCH  HEMEIJIEHHO
MHULUUpYeETCs (PU3NUECKU OOMEH C BHEIITHUM YCTPOMCTBOM, MPOIIECC, BBIAABIIMIA 3a11poc,
OKHJIaeT Pe3yNbTaT BBIOJIHEHH ONepalluil BBOa-BbIBOAa. B naHHOM ciydae B mporecce
MO>KET OBITh MTPeIyCMOTpEeHa COOCTBEHHAs peakliys Ha OIMOOYHYIO cuTyanuio. Takoil Tun
3aliCH UCIIOJIb3YETCs, KOT/1a He0OX0IMMa TrapaHTHs MIPaBUIIBHOTO 3aBEPIICHUS OTEepPaIH
BBOJIa-BBIBOJIA.

B pesynbraTe BhINONHEHHS (DYHKIMH ACHHXPOHHOM 3amMCH TakKe HEMEIJICHHO

MHULMUPYETCS PU3NYECKU 0OMEH C YCTPOWCTBOM, OJTHAKO 3aBEPILIECHUS ONEPALHU BBOIA-
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BBIBOJIA MPOLECC HE JOXKUAAETCS. B 3TOM cirydyae BO3MOKHBIE OIUMOKK BBOJIa-BbIBOJA HE
MOTYT OBITh MepelaHbl B TMpPOIECC, BbIAABIIMK 3ampoc. Takas omnepamus 3amucu
nenecoobpasHa Mpu MOTOYHOM 00paboTke ¢alaoB, Korjga OXUAaHUE 3aBEpIICHUS
olnepalyy BBOJA-BbIBOJA HE O0O0A3aTENBHO, HO €CTh YBEPEHHOCTh B IOBTOPEHUH 3TOMU
oreparuu.

B pesynbrare BhINONHEHUS (DYHKIMM OTJIOKEHHOW 3allMCU IepeAada JaHHBIX U3
cucteMHoro Oydepa He mpousBoauTcs. B 3aronoske Oydepa cozmaercst OoTMETKA O TOM, UTO
Oydep 3amoaHeH U MOXKET OBITh BBITPYKEH, €CIIU MOTpeOyeTCs ero 0OCBOOOIUTD.

Kaxnas u3 dynknmii momydeHus: 6j0ka JaHHBIX UIIET B OydepHOM myne Oydep,
coJiep Kalluii ykazaHHbIA OJIOK JaHHBIX. B ciiydae, ecnu Takoi 00K B OypepHOM myJsie
OTCYTCTBYET, OCYIIECTBIISICTCSI TTIOMCK JIIOOOT0 CBOOOAHOTO Oy(depa (mpu 3TOM BO3MOKHA
BBITpy3Ka Ha JHMCKOBBIM HakomuTellb Oydepa, COAEp)Kallero B 3arojoBKE MpPHU3HAK
OTJIO)KCHHOW 3amucH), JTUO0O OpPTraHM3yeTCsl €ro 3arpy3ka B KakoOW-HUOyIb CBOOOIHBIN
oydep. B ciiyuae, ecnu cBoO01HBIE Oyhepbl OTCYTCTBYIOT, MPOU3BOAUTCS BRITPY3Ka Oydepa
C OTJIO’KEHHOM 3aIHCHIO.

3.2.4.3. BzauMoieiicTBHE C MpOTpaMMaMH YIIPABJICHHUS BHEUTHUMHU yCTPONCTBaMU
I[15BM

[Iporpammel ynpaBieHusi BHEIHUMH ycTpoiictBamu [IOBM npenHazHaueHbl s
yIpaBJiieHUs Tiepefadyeil JaHHBIX MEXy BHEIIHUM YCTPOUCTBOM U ONEPATUBHOM MaMATHIO
I[I5BM.

Csa3p sapa OC ¢ TakuMU TporpaMmMamMu 00ECTeuMBAEeTCS C TOMOIIBIO JABYX
CUCTEMHBIX TaOIUIIL;

- Tabnuia OJOK-OpUEHTUPOBAHHBIX YCTPOMCTB (YCTPOMCTBA, HAIIPUMED, TUCKOBBIC
HAKOIUTENU, UH(pOpMAIMs Ha KOTOPBIX XpAHUTCS B OJOKaX (PMKCHPOBAHHOIO
pa3zMmepa, UMEIOILKUX CBO COOCTBEHHBIN ajpec);

- Tabnuma  OalT-OPUEHTHUPOBAHHBIX  yCTPOMCTB  (YCTPOKMCTBA,  Hampumep,
TEpMUHAJIBI, CeTeBOE OOOpYJOBaHUE, TEHEPUPYIOIIME WIH MOTpeOstomue

MOCJIEIOBATEIHHOCTD OAHTOR).
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Jlis CBSI3M MCTIONB3YyeTCsl cheayronias nHGOpMalus U3 WHACKCHBIX JECKPUIITOPOB

CIIeIIMAIIBHBIX (DAMIIOB:

KJIacC ycTpoicTBa (0alT-OpUeHTUPOBAHHOE WM OJIOK-OPUEHTUPOBAHHOE);

TUTl YCTPOWCTBA (JICHTOYHBI HOCHUTENb, HAKOMUTEIh HA THOKOM MarHUTHOM
JTUCKE, HAKOMUTEIb Ha JKECTKOM MAarHUTHOM JHCKE, YCTPOWCTBO II€YaTH,
JUCILIEH, KaHaJ CBSI3U U APYTHUE);

HOMEpP yCTPOKMCTBA.

Krnacc ycTtpoiicTa onpenensier BIOOp TabIUIIbI OJIOK- WU OAUT-OpHUEHTUPOBAHHBIX

YCTPOMCTB. DTH TaOIHIBI COAEpXkAT ajapeca NPOrpaMMHBIX CEKUUN ApaiiBepoB. Tumn

yCTPOMCTBA OmNpeiesieT BEIOOp npaiiBepa.

3.2.4.4. Crryx0bI ynpaBleHUS TIEUYATHIO

B OC Anbt CII OCHOBHOM CHCTEMOM medaTH sBIsAETCs cepBep nedatu Common

UNIX Printing System (manee — CUPS).

CepBep neuatu CUPS (yHKIMOHUPYET B BHUIE OTICIBHON CIIY>KOBI M MOXET

YIPABIATECA AIMHUHUCTPATOPOM (HpeﬂYCMOTpeHa BO3MOXHOCTb YaCTHYHO IICPCAaBATb

IIpaBa I10 YIIPAaBJICHHUIO 3aJaHUAMU HOHBSOB&TGHH).

B coctaB cepsepa neuatu CUPS BXOIdT cieAyromne KOMIOHEHTHI:

JUCTEeTYep ouepean nevyatu (IIaHuPOBILIUK);
cuctemMa QUIbTPALINH;

Back-end-cucrema.

Cepgep neuatu CUPS pabGoTaeT B COOTBETCTBUH CO CJICIYIOIIUM JITOPUTMOM:

CepBep IeyaTH NPUHUMACT 3aJaHUe Ha IeYaTh OT MPOTpaMMbl (aKTHBHOTO
mpoliecca) U mepeiaet ero JUcrneTyepy ouepeau rnevaTy Wid MIaHuPOBIIUKY;
JUCTIETYEp OYEepEeIn IeUaTh J00aBISICT 3aJaHre Ha IeYaTh B COOTBETCTBYIOIIYIO
ouepenp;

JUCTIETYep OuYepear IeuaTd TepenaeT 3aJaHue Ha IedaTh B COOTBETCTBHH C
ouepe/iblo cucteMe (pUIbTpalum;

cuctemMa GuibTpanuu o0padaThIBaeT JaHHBIC: OCYIIECTBISET BCE HEOOXOIMMBIE
npeoOpa3oBaHusl JAaHHBIX B COOTBETCTBUHU C MPUMEHSCMBIMH JIJIS 3TOTO 33 aHUs

buIbTpaMH U MEPEBOAUT UX B (pOpMAT, MOHATHBIN PUHTEPY.
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3.2.5. Cuctema aIMUHUCTPUPOBAHUS

Cucrema AIMUHUCTPHUPOBAHUSA oOecrnieunBaeT BO3MOXHOCTD BBIITOJIHCHU A

HacTpoiku koHpurypauu OC, B 4aCTHOCTH:

yctaHoBka OC AnpT CII 1 Ha3HaUeHUE TApaMETPOB CUCTEMBI;

CO3JaHHE 3arpPy304YHbIX JHCKOB;

KOH(HUTypUpOBaHUE TaPaMETPOB JAaThl U BpeMEHH, rpadUIeCKOl Cpeibl, CPEACTB
BBOJIa U BBIBOJIA;

HACTpOMlKa W  yNpaBJICHUE CUCTEMHBIMH CEpPBHCAMU M  CIY>)KEOHBIMU
porpaMMaMu;

HACTpOMKa M yIrpaBieHue cuctemMoi yrpanieHus naketamu Advanced Packaging
Tool (manee — APT);

oonosnenue OC u npuknagHoro 10 u3 ee cocrana;

HACTpOMKa M yOpaBJICHHE YYETHBIMU 3alUCIMH W I[paBaMu JIOCTYyIa
MOJIb30BaTENEH;

KOH(UTYPUPOBAHUE CETH /etc/net U MPOBEPKA €€ pabOTOCIIOCOOHOCTH;
HacTpolika FTP-cepBepos;

HacTpoiika ciyx0 DNS;

HACTpOMKa U YIPABICHHE KAIUPYIOIIMMU IPOKCH-CEPBEPAMU;

HACTPOWKA CEPBEPOB AIEKTPOHHOMN MOUTHI postfix;

HacTpoiika cepBepHoro u kiaueHTckoro 110 Samba myist ocyiiecTBieHUs] CBSI3U
UNIX-mamun ¢ cetsimu Microsoft u LanManager;

HACTpoIKa U yrpaBiieHHe 0a3aMU TaHHBIX;

HaCTpPOMKAa U YIIPABIICHUE NEYATHIO;

HACTpOMKa MOJKIII0YaeMbIX HOCUTENIEH;

yIpaBJI€HUE BCTPOCHHBIM MEXCETEBBIM YKPAHOM;

HACTpOMKa U YIPaBICHUE BUPTyaIbHBIMU MalllUHAMM;

HacTpoiika PHP;

HACTpOWKa M yIpaBJiIeHUE YIAICHHBIM JOCTYIIOM 10 ssh;

HacTpoiika u ynpasieuue freeipa, ldap;

HacTpoiika u yrpasienne NTP.
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[Ipumeuanue. 3ammra oOT OMHUOOYHBIX JACUCTBUA  aJAMHHUCTPATOpPA
MpeaycMaTpuBaeT UX OOHapyXeHUE M OTOOpaKEHHWE KOMIIOHEHTAMH OIEpalMOHHON
CUCTEMBL.

3.2.6. Komruiekc cpeicTB 3aiuThl

KC3 npennaznaden st odecriedeHus: 6€30MacHOCTH MHPOpPMAIIUU, XpaHsIIencs u
oOpabarbiBaemoii B I[IDBM, a Takxke ympaBiser mponeccaMd ayTeHTU(UKauuu
MOJIb30BaTeNIC, CO3/IaHUsS HOBBIX IIOJIb30BATENICH, HAa3HA4YeHWs TpaB JOCTyma
UMEHOBaHHBIX CyObekTOB U TpoiueccoB kK oObektam OC Anbt CII, peructpanuu
CUCTEMHBIX COOBITUH U KYpPHAIMPOBAHUS.

B cocraB KC3 Bxomdr cieayromue JIOrn4eCKne KOMIIOHEHTHI:

CUCTEMA YIPABJIEHUS JOCTYIIOM;
- CHCTEMa YIPAaBJICHUS MaMSThIO (OUUCTKA);

- CHUCTeMa yIpaBJICHHS MPOrPaMMHBIMU MMaKETaMU;
- cucTteMa 00ecrevyeHus LeTOCTHOCTH;

- CHCTEMaA COIIOCTABJICHU I1I0JIB30BAaTCIIA C yCTpOﬁCTBOM;

CUCTEMa MIPOTOKOJIMPOBAHUS COOBITHH.
KC3 obecrnieunBaeT BBITIOJHEHUE CACAYIOMUX (HYHKIIHIA:
1) B yacTH ynpaBJIeHUs TOCTYIIOM:

- UICHTU(DUKAIMIO U ayTEHTU(DUKAIUIO CYOEKTOB JIOCTYTIA,

- KOHTPOJIb JIOCTyMa CYOBEKTOB JOCTyma K oObekTaM nocTyma ((aitinam,
Karajoram, NpoIleccaM), OCHOBAHHOTO Ha MPHUHIUMNAX JAUCKPEIMOHHOTO
KOHTPOJISl J0CTyNa K nH(popmanuu;

- HACTPOMKY MPaBUJI pa3rpaHUUYCHHS JOCTYIa CYyOBEKTOB K O0BEKTaM JOCTYTIA;

-3aIIUTy BBOJAa U BBHIBOJA HAa OTUYYKIACMBIH (PU3NYECKU HOCHUTENh
MH(}OpMAIMU U COMOCTABIIEHUE MOJIB30BATENS C YCTPOUCTBOM;

- M30JIAIMIO TIPOTPAMMHBIX MOJYJICH OJHOTO TMporecca OT MPOrPaMMHBIX
MOJIyJIEW IPYTUX MPOLIECCOB;

2) ouncTKy (0OHYJICHHE) 0CBOOOKIACMBIX 00JIACTEH OMEePaTUBHOM MaMSITH;
3) OYHCTKY BHEIIHEH MaMsITH Ha JHUCKOBBIX HAaKOMUTEIsX (Oe30macHoe yaalicHHe
dbaiinoB);

4) obecnieuenue 1enoctHocty siapa OC, mporpaMMsl 3arpy3Ku sapa u moaysiei KC3;
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5) perucTpanuro ciIeayronmx COObITHIA:
- UICTIOJIb30BAHUE  WACHTHU(PUKAIMOHHOTO  MEXaHW3Ma U MeXaHu3Ma
ayTeHTU(UKALINH;
-3ampoc Ha JIOCTYN K 3alluiaeMomy pecypcy (OoTkpwiThe (aiinia, 3amyck
IPOrpaMMmBbl U T. 11.);
- CO3/IaHM€ U YHUUTOXKEHUE 00BEKTa,
- nercTBUsA no usmMenenuto 11P/1.
JUJ1st KaX0T0 U3 3TUX COOBITUI PETUCTPUPYETCs clieytolas nHdopmaus:
- JlaTa ¥ BpeMms;
- CYOBEKT, OCYIIECTBISIONINN PETUCTPUPYEMOE TeHCTBHE;
- THII COOBITUSA (€CTM PETUCTPUPYETCS 3aMpOC Ha AOCTYI, TO OTMEYAETCSI OOBEKT U
THII JOCTYNA);
- YCHEHIHOCTh COOBITHSA (00CTYKEH JIU 3alpoC Ha TIOCTYII WU HET);
- OYHMCTKa NaMsITH Ha JUCKOBBIX HAKOMUTENSIX (Oe30macHoe yaaneHue (aition).
Hapsiny ¢ atum OC Anbt CII BKiTIOYaeT B ce0s JOMOTHUTENIbHbIE (DYHKIIMH 3aITUThI
JTAHHBIX, pealu3yeMble Ha YPOBHE CHUCTEMHBIX MPUJIOKCHUA W TPHUKIATHBIX MPOTPaMM,
HaIpuMep: CUCTEMBI yTIPaBJICHUS 0azamu JAHHBIX, OpaHaMay3pHI,
Proxy-cepBepsl.
3.2.6.1. Cucrema ymnpaBieHHs TOCTYIIOM
3.2.6.1.1. Unentndukamnus u ayTeHTUPUKAIUS
B OC Anpt CII nnst mpenoTBpalieHusi HeCaHKIIMOHUPOBAHHOTO JTOCTYIA CyOBhEeKTa
noctyna (IMOJb30BaTesl) B MPOTPAMMHYIO  CPEIy  HCIOJB3YIOTCS ~ MEXaHU3MBI
uaeHTUGUKAIMKN (OTpeIeJICHUE MOJIb30BaTeNsl 0 UMEHU — JIOTUHY) U ayTeHTU(PUKAINH
(moaTBepKACHNE TOTMHHOCTH MMEHH TIOJIH30BATEISI C TIOMOIILIO MTApOJIsl) TIOIB30BaTEIIS.
[Ipouenypsl uaeHTU(UKAIMU W ayTCHTU(GUKAIMK TI0JIb30BATENsl BBITOJHAIOTCS TIPH

Kakou noneiTke nocryna B OC.
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OC Anbt CII xpaHuT cienyronyo nH(HOPMALIKIO O TOJIb30BaTENE:

- UM [T0JIb30BATENS — PETUCTPAIIMOHHOE UMSI CYOBEKTa JI0CTYIIA;

- UACHTU(DUKATOP TMOJB30BATEIs — WHAMBUIYAIbHBIM YHCIOBOM HACHTU(PHUKATOP
CyOBEKTa TOCTYIIA, UCTIOIL3YEMBII TIPH BBIMTOJIHEHUH TIPOLICTYPHl HACHTH(PUKAIIH
B OC (3amaercs u3 auanaszona «0..65535», uncio «0» COOTBETCTBYET MOJIb30BATEIO
root);

- HICHTU(PUKATOP TPYNNbl — YHCIOBON HWIACHTU(UKATOP TEPBUYHON TPYIIIBI
Mojib30BaTeNsl (MIOMHMO TEPBUYHOM TPYMIBI IMOJb30BaTEIbh MOXET BXOJUTH B
COCTaB IPYTUX TPyM, uAeHTU(HUKATOP TPyHIbl 0 COOTBETCTBYET TPYyIIE r00t);

- IapOJIb — NAPOJIb MMOJIB30BATENS;

- peaibHOE HMSI TIOJB30BaTENsl — OOBIYHO TMPEJACTABISIET COOOW peaabHOe
(bakTHyeckoe) uMsl MOJIb30BATEIIS;

- IOMAIIHUI ~ KaTajor TOJIb30BaTelid — B KA4eCTBE JOMAIIHEro Karajiora
HUCIIOJIB3YETCS KaTajor /home/<mMmsa nosib30BaTesNsd >,

- 00070UKa CyOBbEKTa JOCTylla — KOMAaHJHBIA MHTEPHPETaTOp IMOJIb30BaATENS,
KOTOPBIN UCIOJIb3YETCS UM 110 YMOJTYaHUIO (3allyCKaeTcsl MPY BXOJI€ MOIb30BaTENs
B OC).

Nudopmarus o monb3oBaTene xXpaHUTCs B (aillie /etc/passwd, Mapojad B

3amu(pOBAHHOM BUJIE XpaHATCA B pailie /etc/tcb/<uma nosbzosaTena >/shadow.

[Iponenypa wunentuduxkauun u ayreHTudurkanuu cyobekta B OC Anwt CII

BBITIIOJIHACTCA B COOTBCTCTBHHU CO CIACAYIOIIHNM aJITOPUTMOM:

MOJIb30BaTEIb NOockUIaeT 3anpoc Ha goctyn B OC Anbt CII;

- aBTOMATHYECKH CHCTEMOM BBI3bIBAa€TCA Mporpamma login, (MCOJB3yeTCs IS
3aIycKka HOBOTO CeaHCa B CHUCTEME), KOTopasi BBIBOAUT IpuriamieHue login Ha
TEpMUHAJ MMOJb30BATENS;

- TI0JIb30BaTEb MPEIBSBISIET CBOE PETUCTPALIMOHHOE WM (fajee — JIOTUH) U
napoJb;

- Moayiu mepeknmouareias ciy:k0 umeH Name Service Switch (mamee — NSS)

NEPEeXBaThIBAIOT JOTMH MOJB30BaTENsl U OCYLIECTBISAIOT €ro MOUCK B (haiimax

BUPTyaJIbHOM 0a3bl JaHHBIX TMOJIb30BaTelied cucTeMbl (i KOH(PUTypauuu
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UCTOYHUKOB  BUpTyanbHOoil  BJl  momp3oBareneit  ucmombiyercss — Qaiin
/etc/nsswitch.conf): B ¢paiiax /etc/passwd, /etc/shadow, /etc/group;

- ecimu monynu NSS HaxomsaT JOruH moiib3oBarens B (aiinax /etc/passwd,
/etc/shadow, /etc/group, CHCTEMA 06paH1aeTC$I K IIOAKIIOYAaCMbIM MOLYJISAM
ayreHtudukanuu, Pluggable Authentication Modules (mamee — PAM) wu
3aIyCKaeTcsl MpoLEeCcC ayTeHTU(PUKALIY;

- monynu PAM cpaBHUBAIOT JIOTWH U MapOJb, PEIBIBICHHBIE TIOJIB30BATEIEM CO
3HAYCHUSIMH, XpaHsmuMucs B 0a3e JaHHBIX: B (Qailax /etc/passwd,
/etc/shadow, /etc/group;

- eCIM BBEACHHbIE HMs M Mapojib CyOBEKTa COOTBETCTBYIOT 3HAUYECHMSIM,
xpansuuMest B 0aze ganHbix, KC3 mpepocraBisier noctyn cyobekty B OC,
uH(popMamusi O pe3yJbTaTe NOMBITKH JOCTyNa COXPaHSIETCS B CHUCTEMHOM
J)KypHale /var/log/,

- eCIM BBEJIEHHbIE MM U Taposib CyObEKTa HE UACHTUYHBl 3HAYCHUSIM,
xpansuuMes B 6a3e nanabix, KC3 oTkionseT 3anpoc nocryna cyonekra B OC
(11 BBIMOJIHEHMST TMOBTOPHOM MOMBITKM AyTEHTU(UKALMU CYOBEKT IOJKEH
MHUIIMUPOBATh HOBBIM 3ampoc J0CTyma), UHopMalus o pe3yibTare MOMbITKU
JIOCTYIIAa COXPAHSAETCS B CHCTEMHOM YYypHaJe.

B xondurypauuu @aitna /etc/nsswitch.conf MOXHO YKa3aTh HECKOJbKO
HCTOYHUKOB (pailyioB 0a3bl JAHHBIX MOJb30BaTeNIel, HAIPUMEp, B KAaueCTBE HCTOUYHMKA
yKa3aTh aepeBo karajgoroB LDAP. B ciyuae, eciu JOTMH ¥ Maposib MOJIb30BaTENs OyayT
OTCYTCTBOBaTh B (paitnax /etc/passwd, /etc/shadow, /etc/group, mMoayiau NSS
OCYILECTBIISIIOT MOUCK B iepeBe katanoroB LDAP, mocne 4ero cooTBeTcTBYOIME MOIYIJIH
PAM BBITIONHSIOT ayTEHTHU(PUKAIIMIO TI0JIb30BaTeNs (MM OMOBEMIAOT 00 OMUOKe B cliydae
HECOOTBETCTBUS JIOTHHA U MapOJIs).

B ciyuae HeoOX0quMOCTH peasin3alii CEeTeBON ayTeHTU(UKALIUY TT0JIb30BaTeNeil B
CHUCTEME NpPEeIyCMOTPEHa BO3MOXKHOCTh ayTeHTH(uKauuu c mnomoulsio Kerberos c
XpaHeHHeM MH(pOopMaluu O Mmojb3oBarelsix B aepeBe katanoroB LDAP (Kerberos moxer

MCIIOJIb30BAThCS U JIJIS1 OCYILECTBICHUS JIOKATbHON ayTeHTU(UKALIUY TTOJIb30BaTENeH).
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3.2.6.1.2. YnpaBneHue 10CTyoM

B OC Anst CII pazrpanudeHue 10CTyna CyObeKTOB JOCTyIa K OOBEKTaM JIOCTYIIa

OCYmMCCTBIACTCA B COOTBCTCTBUU C ITPUHIHIIAMHA JUCKPCHUOHHOT'O YIIPABJIICHUA JOCTYIIOM.

B OC Aunbt CII paznuyaroT ciaeayromnme TUmsl Gansos:

oObIuHBIE (paiinbpl (IpeaHa3HAaYeHbl JJI1 XPaHEHUS CUMBOJIBHBIX U JBOMYHBIX
JTAHHBIX );

KaTajord (IpeaHa3HaueHbl Ui OpraHu3alluy 10CTyma K (aiiam);
CUMBOJIMYECKUE U JKECTKHE CChUIKM (IpeJHAa3HAa4YeHbl ISl IPETOCTABIICHUS
J0CTyNa K (paitiiam, pacrioyIoKEHHbIM Ha JTFOOBIX HOCUTEIISX);

(aiinbl OJIOUYHBIX U CUMBOJIBHBIX YCTPOMCTB (TpeAocTaBieHue UHTepdeiica ams
B3aMMOJICUCTBHUS C alllapaTHbIM 00ECIIEYEHUEM KOMITBIOTEPA);

KaHAJIbl W COKETbl (OpraHu3anusi MEXIIPOILECCOPHOTO B3aUMOJICHCTBUSA B

OIEPAIIMOHHOM CUCTEME).

3.2.6.1.3. [Toacucrema AUCKPEITMOHHOTO 00CCTICUCHHSI KOHTPOJISI TIOCTYTIA

B cooTtBercTBHE C JUCKPCOUOHHBIM IIPUHOUIIOM VIIPABJICHHUA JOCTYIIOM IJIA

kaxgoro ¢aina u karanora B OC Anper CII ycraHaBnuBaroTCs TpaBa JOCTyIIa,

OTIpEeIEIIIONIME BO3MOXKHOCTD JOCTYIIA MOJIH30BATEIISI K 00BEKTY JocTyna (¢aiii, kaTaior),

d TaKJKC BO3MOKHBIC OIICpAallM HAl HUM.

[IpaBa gocTyma ycTaHaBIMBAIOTCS OTACJIBHO IS PA3IUMYHBIX  KaTEropuid

OJb30BaTEJIEN:

BIIJIeTIeI] — IOJB30BaTEeIb, CO3MaBIIMK (aitn (s Toro 4toObl co3maTh (aiin
HE0OX0IMMO MMETh MPABO 3alUCH B KaTaJIoOr, B KOTOPOM co3faercs (aiis, npu
9TOM ISl BaJeiblla yCTAaHABIMBAIOTCS IIpaBa Ha YTCHHE W 3alHCh, JUIS BCEX
OCTaJILHBIX MOJIH30BATEJICH — TOJIBKO HA YTECHUE);

rpynmna — Habop MOJb30BaTeliel, OpraHW30BaHHBIX, HANPUMED, IJIs pabOTHI C
omnpeelIcHHBIM HabopoM (aiiioB (Biaaeier] MOXKET Pa3pelIuTh WM 3alpEeTHTh
JOCTYTI K (paitram Jj1s 4ICHOB TPYIIIIBI);

IMPpO4YUC — BCC OCTAJIBHBIC ITI0JIB30BATCIIN.
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OCHOBHBIMU OTIEpALUSIMH, BBITIONHsIeMbIMU Hal 00bekTamu qoctyna B OC Anst CII,
SBJISIFOTCS CJIEAYIOIIHUE:

- urenue (read, r);

- 3ammch (write, w);

- HUCHoJIHeHHE (execution, X).

Urenne s (Qaimta o3HaA4aeT MPaBO TOJMydYaTh COAECPKUMOE IO HHIACKCHOMY
neckpunrtopy. Jlyis karajgora — O3HAYaeT MPaBO IMOJydaTh CIUCOK HMEH OOBEKTOB,
coJiepKalmxcs B HeM. B ciydae, eciiu TOCTYIT Ha YTEHHE K KaTajlory 3aIrpelieH, mIporecc
HE CMOXET TIOJYyYUTh CIUCOK HWMEH, OJHAKO JOCTYH HEMOCPEICTBEHHO K (aiiny,
HaxoJIAIIEMYCsl B KaTajore, peryjaupyercs IMpaBOM HCIOIb30BaHUS (MCIIOJTHEHMS)
KaTajora, a He IPaBOM YTEHUSI.

3anuch A aitna o3HadaeT npaBo MOAU(PULIUPOBATH COIEPKUMOE MO UHJIEKCHOMY
neckpunrtopy. Jns karamora — o3HayaeT mpaBo MoAUGHUIIMpOBaTh cnucok dainoB. bes
mMpaBa Ha WCIOJb30BaHWE (MCIOJHEHHWE) KaTajora MPaBO Ha 3alMHCh IPAKTUYCCKU
HEMIPUMEHUMO.

Ncnons3oBanue 1is (aiisia 03HavaeT MpaBo 3alyCcKaTh €ro B Ka4eCTBE MPOTPAMMBI.
PaznmuuaroT OuHapHBIC UCTIOMHSAEMBIE (haiiibl, KOTOPHIE HEMOCPEICTBEHHO 3arpyKaloTcs B
naMaTh B BHUJE IMporecca (BO3MOXKHO, MOCPEJACTBOM JTUHAMUYECKOW KOMIIOHOBKH C
pasnensieMbIMU OMOJIMOTEKaMH) W CIICHApWUH, JIJIS BBITIOJIHCHHSI KOTOPBIX 3aIlyCKaeTCs
nporecc U3 Apyroro ¢aina, a Tekymuil ¢aili oTmaeTcs emMy B KadecTBE Mapamerpa
KOMAaHJTHOM CTPOKH (CIIeOBATENbHO, JUIsI paOOThl 3allyCKaeMOTro CIieHapHusi TpeOyeTcs
TaK)Xe TOCTYI Ha YTEHUE).

Jlnst  katayjiora JOCTyIl Ha WCIOJb30BaHUE (MCIOJHEHWE) O3HadaeT MpaBo
peoOpa30BEIBATH UMEHA OOBEKTOB, HAXO/ISIIIUXCS B KaTAJIOTe, B MHACKCHBIC JECKPUTIITOPHI.
Crnmcok wumeH (ailloB B Karajore, JIOCTYITHOM IIPOIIECCY Ha YTEHHWE, HO HE Ha
UCIIOJIb30BaHue, OyJIET BUCH, HO caMU (DaiiJTbl OCTAHYTCSI HEJOCTYITHBI.

J11st paboThI ¢ OJIOYHBIMHU M CHMBOJIBHBIMU ycTpoiicTBaMu B OC py MOHTHPOBAHUH
CO37Al0TCA  CHenuaibHble  (ailyibl,  oO0ecrmedyuBaromuye  MPOW3BOJIBHBIA WK

IIOCJIEAOBATEAbHBIA  JOCTYIl COOTBETCTBEHHO THUIIYy YCTPOWCTBA, KOTOPOMY OHH
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HazHaudaroTcs. IIpaBa mocTyma Al ydeTHBIX 3amuced IMOJIb30BATENS M BBI3BIBAEMBIX
MPOLIECCOB HA3HAYAIOTCS HA COOTBETCTBYIOIIMNA CO3/JTaHHBIN (haii.

[IpaBa nocTyrma K JOKaJIbHBIM COKETaM Ha3HAYaIOTCS HA CHelHalIbHbIN (pailsl cokera
[0 3aJJaHHOMY TyTH, Yepe3 KOTOPBIM K COKETy OymyT COOOMmAaThCs JItOOBIE JOKAThHBIC
MPOLIECCHI ITyTeM YTeHUSI/3amucK U3 Hero. [Ipu ncnonb30BaHuM CETEBOTO COKETa, CO3/1aeTCs
abCTpakTHBI OOBEKT, MPUBA3AHHBIN K CIYLIAIOMIEMY MOPTY ONEPAlMOHHOW CHUCTEMBI U
ceTreBoMy HHTepdeiicy, 3areM emy npucBauBaercs INET-agpec, koTopslii uMeeT azapec
uHTepdeiica W Chaylawilero mnopra, W Jjainee oOpaiieHue OyJIeT NPOUCXOIUTh K
abCTpakTHOMY OOBEKTY COTJIACHO HA3HAYCHHBIM MPaBaM.

[IpaBa nmocTynma MMEHOBAHHOI'O KaHajla aHAJIOTMYHbI IpaBaM JOCTyna K (aiimy.
OO6parieHue K UMEHOBAaHHOMY KaHaJTy OCYIIECTBIISIETCS TaKKe, KaK U K 00bIYHOMY (haility.
B cBa3u ¢ atuM, ang paOOThl ¢ MMEHOBAHHBIMU KaHajlaMH IpoleccaM HeoO0XOAUMO
IIPEIOCTABIIATH MpaBa JOCTyIa JUIsl YTeHUd (3anmucu) u3 (B) kaHail. [Ipu coznanum kaHana
HEOOXOJMMO YYMTBIBATh, YTO KaHaJbl CO3JAIOTCS C MmpaBamMu joctyna «0666y,
MOU(PULIIMPOBAHHBIMU MAcKOH IpaB AocTyna umask(2) BeI3pIBatoOIIEro npoiecca. Takxke,
YTUJIUTA CO3JJaHuUs KaHaa TpeOyeT MpaBo Ha 3alluCh B POAUTEIbCKUN KaTajlor.

[IpaBa nmocTynma K CHUMBOJIbHBIM CCBIJIKAM BCErAa BBITTSAIAT KaK «TWXIWXIWX»,
MMOCKOJIBKY TIPY HWCIOJIb30BAaHUHU CCBHUIKU JApaiiBep (ailyioBOil CHCTEMBI MEPECUUTHIBAET
peanbHbI MyTh K (Daiily M IPUMEHSIET MpaBa A0CTyMa, ONpeIeJIeHHbIE 111 PEAIbHOTO TyTH
yke 0e3 yueTa caMOi CUMBOJIbHOM CCBUIKH.

IIpy BBIUMCIIEHMH MpaB JOCTyIa NMPUHUMAETCS BO BHMMAaHHUE YPOBEHb JOCTYyIa
npoiiecca K ¢aiiny, KOTOPbIi BRIUUCISAETCS CIEAYIOIUM 00pa3oM:

- ecnu UID ¢aitna u akryansubiit UID mporiecca coBnagaioT, mpoIecc cuuTaercs

BIIaJIeTblIeM (aiina;
- B IpoTUBHOM ciyudae, eciau GID ¢aiina coBnanaer ¢ aktyansubiM GID mporecca
WIM BXOJUT B CIIMCOK TPYMI, MPOLECC CYUTAETCS YIEHOM I'PYIIIIbI;

- ecau o0a YCIIOBUA HC BBINMOJHCHBI, ITPOUCCC CUUTACTCA UYKHM 110 OTHOIICHUIO K

daitny.
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[IpaBa nmocTyma BKIIOYAOT CIOUCOK W3 JeBITH aTpuOyToB (OWTOB) (aiina,
3aMKUChIBAEMBIX B (DOpME «rWXIWXIrwX»: MO TpHU BHUJAA JOCTyna (4yTeHue — read, 3amuch —
write, UCIIOJIHEHUE — eXecute) NIl TpeX TPYIN — MoJib30BaTeNs-BiIaaeiba (u), rpyIbl-
BIaeNnbla (g) W BCEX OCTAIBHBIX (0) COOTBETCTBEHHO. KaXKIblii IMMyHKT B 3TOM CITHCKE
MOKET OBITh MO0 paspeliieH, 1u6o 3anperieH (paBeH 1 unu 0). B cinydae, eciii HEKOTOpBIi
JOCTYTI 3alPeIleH Ha HEKOTOPOM YPOBHE, BMECTO CUMBOJIA MUIIETCS 3HAK «-». ATPUOYTHI
HEOTTOPKUMBI OT (paiiyia, Tak KaK XpaHATCS B €0 METaJaHHBIX (MHICKCHOM JIECKPUIITOPE),
U HE 3aBHUCIT OT KOJIMYECTBA MMEH (CChUIOK Ha (paill) U MX pacCMOJIOXKEHHUS B JIepEBE
KaTaJIOTOB.

[IpaBa noctymna QaitioBoro 00beKTa MOTYT OBITh U3MEHEHBI, €CIIM 3TO pa3perieHo
TEKYIIMMHU TpaBWIaMH (CaHKIIMOHUPOBaHO). MoauduimpoBaTh IMpaBa JOCTyIla MOXKET
TOJILKO poIiiecc-Biaaeel] (monp30BaTEb-BIAACICIT) daiina, h195(80)
CYTIEpIIONIb30BATEIBCKUM (3aMyIIEeHHBIH OT MMEHH TMoJib3oBaTens root) mporecc (UID
nporiecca = 0).

OmnucaHHbIC BBIIIC MpaBa BBICTABIAIOTCSA ¢ momolnbio (yHkimu umask (user file
creation mode mask). Umask oaurakoBsIM 00pa3oM paboTaeT it BceX 00bEKTOB: KK IbIit
YCTaHOBJICHHBIH OWUT umask 3amperraeT BBICTABICHHE COOTBETCTBYIOIIECTO OWTa TIPaB.
HckiroueHreM U3 3TOro 3arpeTa sBIsSeTCs OUT UCIOJIHAEMOCTH, KOTOPBIN I OOBIYHBIX
(hailJIoB 3aBUCUT OT CO3/IAIOIICH MPOrpaMMBbI (TPAHCIATOPHI CTABSAT OUT UCIIOJIHSIEMOCTH Ha
co3maBaeMble (DaliIbl, ApPyrue MPOTPaMMBI — HET), COOTBETCTBEHHO, HCKIIOUECHHUEM
SBJISIFOTCS. COKETHl M KaHalbl MEXIPOIIECCHOTO B3aMMOJICHCTBUSI M MOHTHUPYEMbIC
ammapaTtHble yeTpoicTBa. B ciydae karamoroB umask ciieyer o0IemMy mpaBmiy.

IIpu obpamennn mporecca K 00BEKTY (C 3aIPOCOM JIOCTYIa ONMPEICICHHOTO BUA)
CHUCTEMa TPOBEPSIET COBITAJICHUE HICHTU(DUKATOPOB BIIAEIIBIICB MPOIIECCA W BIIAJICIIBIICB
¢aiina B ONMpenesIeHHOM TOPSAIKE, ¥ B 3aBUCHMOCTH OT pe3yJibTaTa, MPUMEHSCT Ty WU
WHYIO TPYNIyY TPaB.

B cnywae, ecam TeKymMMU TpaBWJIaMH pa3pemieHo (CaHKIIMOHWPOBAHO), IpaBa

noctymna (haiaoBoro 00beKTa MOTyT OBITh U3MEHEHBI.
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Kpome o6mieit cxemsr paszrpannuenus aoctyna OC Anst CII mommepkuBaeT Takxke
ACL, ¢ TOMOIIbIO KOTOPBIX MOKHO JIJIsl K&XKJI0TO 00BEKTa 33/1aBaTh MpaBa BCeX CyOBEKTOB
Ha JIOCTYH K HEMY.

MexaHu3M JUCKPEUMOHHOrO pa3rpaHUYEeHHs T0CTyna 00eCeYrBaeT BO3MOKHOCTh
CaHKIIMOHUPOBAaHHOTO HW3MEHEHUSl CIHMCKa IOJIb30BaTEIe M CIHCKa 3allMIIaeMBbIX
(halIoBBIX 00BEKTOB.

3.2.6.1.4. YnpaBneHue J0CTYIOM K CETEBOMY B3aHMOICHCTBHUIO

B OC Anbr CII  ocymiecTBisieTcsl  pa3srpaHUYEHHE  JIOCTylla K  CETEBOMY
B3aMMOJICHCTBHIO TOCPEICTBOM IMakera iptables, B paMkax BBINOJHEHHUS CIETYIONINX

GyHKIIMIA:

cOOp CTaTUCTHKH IO CETEBOMY TpaduKy (ydeTa CTATUCTHKH MaKETOB);

- pasrpaHUy4eHHs] TOCTYIA K CETH OTACIbHBIM MPUIOKEHUSAM;

- pasrpaHUyYeHMs] JOCTyna K CETH Ui OIPEACIICHHBIX IO0JIb30BATENIEH CUCTEMBI

(kpome ICMP-niakeToB, A1 KOTOPBIX HEBO3MOKHO ONPEIETUTh BIaAEIIbLIA);

- (uIbTpaLMU NAKETOB JUISl BXOASIIUX U UCXOSIINX COSIUHEHMIA;

- (uIBTpalUU MAKETOB 110 TaTe\BPEMEHU;

- (puibTpanMM NPOTOKOJIOB MPUKIIATHOTO YPOBHSI.

3.2.6.2. Cucrema yrmpaBieHHUs TaMSTHIO

B cocraB cuctembl yrpapieHus MaMIThO BXOJAT CIEAYIOINE KOMIOHEHTBI:

- MOACHCTEMA YNPABJICHUS ONEPATUBHON MAMSTHIO;

- IOACHCTEMA YIIPABJICHUS BHEIIHEH MTaMATHIO.

3.2.6.2.1. Tloacucrema ympaBieHHUs ONEPATUBHON MaMSITHIO

Kaxnprit mportecc B OC Anbt CIT paboTtaet co cBoMMH BUPTYaJbHBIMU aipecaMu (B
COOCTBEHHOM BUPTYaJIbHOM aIpECHOM MTPOCTPAHCTBE), TPAHCIISLIMS KOTOPBIX B (PU3UUECKUE
BBITIOJIHSIETCS] HA anmapaTtHoM ypoBHe ¢ noMmoibio siapa OC. [Tonas3oBaTenbekuii mpoiece
JIMILIEH BO3MOXXHOCTH HAIPsIMYI0 OOpaTUThCA K CTPAHMUIIAM OCHOBHOW MaMATH, 3aHSTHIM
uHpopmanuen, oTHocsAmEehcs K apyruM mpoieccaMm. CrenoBareiabHO, MPOIECCH
CTAaHOBATCS M30JIMPOBAaHHBIMM Apyr OT japyra. dusmyeckas MamsaTh pacnpenessieTcs

HC3aBUCHMO OT PACIIPCACICHHUA BI/IpTyaJIBHOI;‘I IMaMATH OTACIBbHOI'O IIPOLCCCa.
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[To 3aBepmiennto paboThl akTUBHOTO mporiecca KC3 oCyIecTBIsSET OYHUCTKY
onepatuBHOM mamsaTH (RAM-mamsTi), npegocraBisieMoil 3ToMy mpoueccy. OducTka
POU3BOJUTCS 3alMChI0 HyJEeH WM MacKupyiomeid HHPopMaluMd B NaMsITh IMPU €€
Ha3HAYECHUH IOJIH30BATEII0 UIN OCBOOOKICHUU.

Crpannnia mnamsata  ocBoboxmaercss sapoM OC Anpet CII. OHO BBICBOOOXTACT
CTPAaHMIIbI, HAUMHAIOUIMECS C YKAa3aHHOW, pa3Mepa [pa3smep cTpaHuubl * (2KpaTHOCTH)].
OObnacTh BO3BpalaeTcs B MacCUB CBOOOHBIX 00JacTei B COOTBETCTBYIOIIYIO MO3ULIUIO U
MI0CJIE€ ATOTO MPOUCXOAUT MOMBITKA OOBEAMHUTH HECKOJIBKO 00J1acTel I CO3/IaHUs OJTHOM
OompITieTo pazmMepa.

3.2.6.2.2. TloacucremMa yrnpaBlieHUs] BHEIITHEH MaMSIThIO

Buemnss namsate, ncnonszyemasa OC, pacnosiaraeTcs Ha OTICIbHOM pa3ielie IUCKa,
MPEACTABICHHOM B (DAIJIOBOMl CHCTEME ClelHaIbHBIM (haldjioM, JOCTYIl K KOTOPOMY
HEIIOCPEJICTBEHHO W3 MpPOrpaMMbl KOHTpoaupyercs auckpeunoHHeimu IIPII.  Ilo
YMOJIYAHUIO JIOCTYN K pa3fenaM JHCKa UMEET TOJIbKO JIOBEPEHHBIM CYOBEKT WU YJIEH
rpynbl «disky.

[Ipu nepBoHa4YaIbHOM HAa3HAYCHUH WM TIPU NIEpepacipeieieHu BHEITHEN aMaTu
KC3 moxer orpaHnuuBath A0CTyn cyObekTa K ocrarouHoid HDD-undopmanuu uepes
MEXaHu3M «0e30macHoro yjaaneHus» (aiioB  (cnenuanbHbId — aTpuOyT  (aiina,
YKa3bIBalOUIMH Ha HEOOXOAMMOCTH Iepe3anucH (pu3ndeckod oO0JIacTH HOCUTENS JMCKa
noce yaanenus (aiina). Eme onHuM crmocoOoM sSBIsSETCS UCIOJIb30BaHUE KoMaH bl shred,
oOecrieunBaroIiei 0e3omnacHoe ynaneHue Ghausos.

3.2.6.3. Cucrema ymnpaBieHHs MPOTPAaMMHBIMU TTAaKETaMHU

st pabotel ¢ mporpammubiMu maketamu B cpene OC Anwt CII ucnonbsiyercs
cUCTeMa ympaBjieHUs NporpaMMHbIMH Tlaketamu APT, obecneunBaromniasi KOHTPOJb
LEJIOCTHOCTH ¥ HEMPOTUBOPEUNUBOCTU ycTaHoBieHHOro [10.

Cucrema ynpaBieHus nporpaMmMHbIMy aketamu AP T pernaer cieayronime 3a1auu:

- YCTaHOBKA, y/iaJieHue U OOHOBJICHUE TTAKETOB;

- paspelleHue 3aBUCUMOCTEN aKEeTOB OT OOIINX PECYpPCOB;

- TIOHWCK MMAaKETOB MO 3a/IaHHBIM KPUTEPHSIM;

- MPOCMOTP NOJPOOHBIX CBEICHUI O TTAKETaXx;
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-  MaHMIIYJMPOBAHME KIFOYAMH OT PENO3UTOPUEB;

- KOHTPOJIb LIETIOCTHOCTH.

B npornecce (pyHKIIMOHUPOBAHUS CHCTEMA YIPABJICHUS MPOTPAMMHBIMU [aKETaMU
APT wucnons3yer aBe 0a3bl JaHHBIX, OJHA W3 KOTOPBIX OINMUCHIBAET YCTAHOBJICHHBIE B
CUCTEME IaKEeThl, a JApYyras ONUCBHIBAET BHEIIHUNA PEIO3UTOPHUIl, B KOTOPOM COACPKHUTCS
MeTauHpopMaIusi O MaKeTax — HUHJCKCHI MaKEeTOB, COJEPXKALIMXCA B PEMO3UTOPHUH, U
CBEJICHUS O HHX.

Cucrema ynpaBiieHUsl IporpaMMHbIMU NakeTaMu APT OTClexKUBaeT LEN0CTHOCTh
YCTAaHOBJICHHOW CHCTEMBI M, B CIydae OOHApyX E€HUs MNPOTUBOPEUUN B 3aBUCUMOCTSIX
[IAKETOB, PYKOBOJCTBYETCS CBEJICHHUSAMHM O BHEIIHEM pEINO3UTOPUM I Pa3pELICHUs
KOH(JIUKTOB U MOUCKA KOPPEKTHOTO MyTH UX YCTPAHECHHUS.

3.2.6.4. Cuctema obOecriedeHns 1eJI0CTHOCTH

[Toncucrema obecneyenust uenoctHoctu u3 cocraBa OC Anbt CII  BeImoiHSET
KOHTPOJIb LEJIOCTHOCTH MPOrPAMMHBIX CPEJICTB U 00padaThiBaeMOil HHPOPMaLIUU.

B OC Anpr CII gt KOHTPOJIA ILEIOCTHOCTH MPEAYCMOTPEHO MCIOJIb30BAHKE
porpaMMel Osec. JlOMOJHUTENBHO MPOorpaMMa 0sec 00eCeunBaeT BO3MOKHOCTh ITOMCKA
MOTEHIMAIBHO OMAacHBIX (paiyioB, HaNpuUMep, (PailyioB ¢ yCTaHOBIEHHBIMU OWTaMU IpaB
cMeHbl uieHTu(uKaTopoB mosib3oBaTens (suid), rpymmber (sgid) u ¢ 00menoCTyHON
3aMHCHIO.

[Ipu 3amycke mporpaMMmbl OSE€C B COOTBETCTBUU C KOH(PUIYpalMOHHBIM (hailjiom
co3maercs 0a3a JaHHBIX (C COOTBETCTBYIOIIMMHM KOHTPOJBHBIMU CyMMaMH), KOTOpas
OnpeaeNsieT TEKYIIEe COCTOSTHUE MPOTPAMMHBIX CPEICTB U 00padaThiBaeMOi HH(POPMALIUU.
Jlasiee OCYIIECTBIISIETCSI CPABHEHWE AKTYyaJbHBIX 3HAYEHHH KOHTPOJIBHBIX CYMM C
KOHTPOJIbHBIMH CyMMaMH, KOTOpbIE€ ObLIM TOJYyYEHbl NPHU MNPEAIIECTBYIOIIEM 3aIlyCKe
MIPOrpamMMBlI.

Hanuuue paznmmuuii MexXny KOHTPOJIBHBIMU CYMMaMH CBHJIETEIBCTBYET O TOM, YTO
Kakue-n100 ¢aiibl M uX aTpuOyTHI (IpaBa J0CTyMa) ObUTH U3MEHEHBI.

B cocraB nporpamMmel 0Sec BXOJAT CIEIYIOINE KOMIIOHEHTHI:

- 0SeC — nporpamma coopa JaHHBIX, PE3yJIbTaThl pa0OTHI [0 YMOTYAHUIO MTOIAIOTCS

B He(popMaTUPOBAHHOM BHJI€ B CTaHJAPTHBIN MOTOK BhIBOJIA stdout;
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- 0Sec_reporter — mporpamma-QGuIbTp 751 CO3/IaHUS OTYETOB, TPUHUMAET HA BXOJ
He()OpMATUPOBAHHBIA BBIBOJI MPOTpaMMbl 0S€C W TIPEJICTABIsAECT JaHHbIE B
yI0OHOM BHJIE IJ1s1 UT€HUS (pe3yIbTaThl pa0OThI TAKXKE MOAAIOTCS B CTaHIAPTHBIN
IIOTOK BBIBOJIA stdout).

[Iporpamma Osec moJIepKUBAET padOTy B ABYX PEKUMAaX:

- PEXUM «UTCHUEY;

- PEXHUM «UTEHHE-3AMUCH» (110 YMOJIYAHHUIO).

B pexume «ureHue» B ciayyae OOHApy>KEHHUs H3MEHEHUH mporpamMma O0SeC
BBITIOJIHSET OMNOBEIICHHE 00 OOHApPY)KEHHBIX W3MEHEHHUSX C IIOMOIIBIO BBIBOJA
COOTBETCTBYIOIIETO COOOIICHUS] B CTaHAAPTHBIM MOTOK BbIBOAA. B pexume «dreHue-
3alUCh» B cCllydyae OOHApyXEHUs HW3MEHEHUM nporpaMma Osec OINOBEIIeHHEe 00
OOHapyKEHHBIX M3MEHEHMSX, a TAKXKE COXpaHSET HOBOE COCTOSIHHME CUCTEMBI B 0azy
TAHHBIX. /{715 KaXK10r0 KOHTPOJIUPYEMOT0 KaTajiora mporpaMmmMa 0Sec CO34aeT YHUKAJIbHbBIN
(aiin 0a3bl NaHHBIX W TMOMEIIAET €r0 B KaTaJlor 0a3bl JAaHHBIX, YKa3aHHBIH B OMIIUU -D
(db_path).

[lepnoMYHOCT  KOHTPOJS  LEJIOCTHOCTH Uil  KOHTPOJIMPYEMBIX  (ailnos
pazBepuytoii OC Anbt CII ycTaHaBiMBaeTcss HOPMaTUBHbIMU JokymeHTamu AC, B
kotoport Oyzner wucnonbzoBatbes OC Anpt CII, u ompenensieTcs aaMHUHUCTPATOPOM
06e3zonacHocTH. KOHTpOJIb OCYHIECTBISETCS BPYUYHYIO JHOO C MOMOILBIO HACTPONKHU
pacrucaHuil B CrieMaIbHBIX POrPAMMHBIX CPEJICTBAX.

Kontpons  umenoctHoctw  ang  KoHTposmpyembix  ¢aiiinoB OC Anet CII
PEKOMEHYETCsl BBIMOJIHATH C IEPUOJUYHOCTHIO HE PEXeE, YeEM OIUH pa3 B MECHL.

3.2.6.5. Cucrema npoTOKOJIUPOBAHUS COOBITHI

B cocraB cucteMbl IPOTOKOIMPOBAHUS COOBITUI BXOAST CIEAYIOIINE KOMIOHEHTBI:

- MOJICUCTEMA KYPHAIUPOBAHMUS;

- MOJICUCTEMA ay/IHTA.

3.2.6.5.1. TloacucremMa xKypHaIUpPOBAHUS

B OC Anst CII dpyHKuus 3anucu nHOOPMAITUU O CUCTEMHBIX COOBITHSIX U COOBITUSIX

0€30I1acHOCTH 00ECIIeUYNBAETCS C TIOMOIILI0 CUCTEMHOM CTy>KObI syslogd.
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[loncucrema KypHaIMpOBaHUA (PYHKIIMOHUPYET B COOTBETCTBUU CO CIIETYIOIIUM
QJIITOPUTMOM:

- TporpaMMbl (MCTOYHHKH PETHCTPUPYEMBIX JaHHBIX) (HOPMUPYIOT MPOCTHIC
TEKCTOBBIE COOOIIECHUSI O MPOUCXOMAAIIUX B HUX COOBITUSAX U MEpPearoT UX Ha
00paboTKy B AP0, HHUIMATU3NUPYS IPH STOM CUCTEMHBIN BBI30B;

- cuctemHas ciayx6a syslogd cpaBHHMBaeT KaXXIyl0 MOCTYIHUBIIYIO 3alHCh C
IpaBUJIaMH, KOTOPBIE HAXOAATCA B (paiine KoHPUrypaiuu /etc/syslog.conf: B
ciydae OOHapyKeHHsI COOTBETCTBHS CiykOa syslogd oOpabGarbiBaeT 3ammch
OTNKMCAaHHBIM B KOH(UTYPAITMOHHOM (ailsie syslog.conf c1ocoOoM.

[Toncucrema xypnanuposanus B OC AnbT CII QyHKIMOHUPYET B COOTBETCTBUU CO
CJICTYIOIIUMU OCHOBHBIMH TTOJIOKCHHSIMHU:

- (opMupoBaHHE COOOLIEHUI O COOBITHSX M MX Hepedada OCYLIECTBISIETCS IO

oIpesesIeHHbIM IIpaBuiiaM (poTokoa Syslog);

- Teperavya TEKCTOBBIX COOOIIEHUH OCYIIECTBIISIETCS C MCIOJIb30BAHUEM CETEBBIX
WJIH JOMEHHBIX COKETOB;

- WCTOYHHUKHU COOOIIEHUH MOTYT PacIoiaraThCs Ha pa3HbIX MAIIMHAX.

Bce perucrpupyemble COOOIIEHHS NO YMOJYAHMIO 3alUCBHIBAIOTCS B KaTaJor
CHUCTEMHOTO XypHala /var/log, MPU HEOOXOAMMOCTH MOTYT OBITH yKa3aHbl M JIPyTHE
XpaHWIMILA (151 KaKJOU CITy>KObI MOXKET ObITh YCTaHOBJIEHO COOCTBEHHOE XPAHUJIUIIIE UITU
HECKOJIbKO XPaHWJIMIIIL).

[Ipumeuvanue. i1 OYUCTKA CHUCTEMHBIX >KYPHAJIOB OT COOOIIEHUN 00
ycrapeBiux coobsitusix B OC Anbt CII ucnonb3yetcs cinyx0a logrotate.

3.2.6.5.2. Tloacucrema ayura

B cocTaB noacucTeMbl ayauTa BXOJAT CIEAYIOMINE KOMIOHEHTHI:

1) Momynb sipa — TEpeXBaThIBACT CHUCTEMHBIC BBI3OBBI (syscalls) u BBITIOJIHSET

PETHCTPAIINIO COOBITHUIA;
2) ciryx0a auditd — 3amMChIBACT 3apETUCTPUPOBAHHOE COOBITHE Ha TUCK B (aii;
3) ciayx0a audispd — OCyIIECTBIIIET MEPECHUIKY COOOIICHUI (BBICTYIAeT B POJIH

UCIIeTYepa) K IpyroMy npuioKeHHIO;
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4) psit BCIOMOTATEILHBIX CITYkKO:

-auditctl — cmyx0a, ympaBnsiomas IMOBEICHHEM CHCTEMBl ayauTa |
[O3BOJISIIOIIAST KOHTPOJIUPOBATh TEKYIEE COCTOSHHUE CUCTEMBI, CO3/1aBaTh
WJIM yIAISTH TPABUJIA;

- aureport — ciy»0a, reHepupyrolas CyMMapHble OTYETBI O PabOTe CUCTEMBI
ayJnTa;

-ausearch — ciyx0a, TO3BOJISIONIAs MPOU3BOAWUTH TIOMCK COOBITHI B
KYpHaJIbHBIX (haiinax;

-autrace — cmyx0a, BBIIOJHAIOMASA ayJUT COOBITUH, TMOPOKITAEMBIX
YKa3aHHBIM IIPOLIECCOM.

OC Aunpbt CII peructpupytorcs CaeAyOIHe TUIIBI COOBITHIA:

3anyck u 3aBepuieHue pabotsl OC Anbt CII (mepe3arpys3ka, OCTAHOBKA);
- 3aIyCK M OCTaHOBKa MPUJIOKECHUI;

- BBITIOJTHCHUE CHCTEMHBIX BHI30BOB;

- HCIOJb30BaHUE MEXaHU3Ma UJICHTU(DUKAIIUU U ayTeHTU(PUKAIINN;

- 3ampoc Ha JOCTYM K 3alUIIaEMOMY PECYPCY;

- CO3JIaHWC ¥ YHHUYTOXKCHHUE O0BEKTA;

- geucTBuda no usMeHenuto 11P/1;

WHUIIAAIINAS CETEBOTO COSAMHEHUS UJIM H3MEHEHUE CETEBBIX HACTPOCK U APYTHE.
[IporpaMMbl  OTCHUTAFOT 3allMCH, TPEAHA3HAYCHHBIC [JI TPOTOKOJIMPOBAHUSA,
cucteMHoi cimyx6e auditd, koTopast HACHTUPHUITUPYET TUTT KaXKIOW MPUIIESAIIEH 3aiuCcH U
00pabaThIBaeT €€ B COOTBETCTBUU C TUIIOM 3aIKCH.
JIJIst KaKJIOTO M3 PETUCTPUPYEMBIX COOBITHI B )KypHaIaX yKa3bIBaeTCs CIEMYIOas

uHpopmanusi:

Jlata U BpeMsi;

- CyOBEKT, OCYIIECTBIISIIOITUN PETUCTPUPYEMOE JICHCTBHUE;

- TUI COOBITUS (€CIIM PETUCTPUPYETCS 3aMPOC HA JOCTYII, TO YKA3bIBAIOTCA OOBEKT
Y TUII JOCTYyTa);

- YCHENIHOCTh OCYIIECTBIEHUS COOBITHA (00CTYKEH 3ampoc Ha IOCTYT WX HET).
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4. BXO/IHBIE 1 BBIXO/IHBIE JAHHBIE

4.1. BXoaHble JaHHBIE

O6men wunpopmarmeit  mexay OC Aner CII ¥ BHENIHUMH —~ HWCTOYHHKAMU
OCYUIIECTBJISIETCS. C TOMOIIbI0  MH(GOPMAIMOHHBIX  COOOIIEHUH MO  JIOKAJIbHOM
BBIYMCIIUTEIBLHON CeTH Ui ceTu Internet ¢ ncnons3oBanueM npotokonos TCP/IP, ICMP,
FTP, HTTP, POP, SMTP, IMAP, SLIP, PPP, RIP, IPX u NetBIOS.

Takke BXOAHBIMU JAaHHBIMU SIBJISIIOTCS YIPABJISIONIME KOMaH/bI MOJIb30BaTeIe 1
aagmuHuctparopoB [IDBM, BBeneHHblE € HCHOIB30BAHMEM KJIaBUATYpbl U (WJIM)
MaHHUIYJIATOPA TUIA «MBIIIbY:

- oOpamenue cyobekToB nocryna (mpoieccoB u komana CYBJl) k 3amuimaemMbim
MMEHOBaHHBIM OOBEKTaM JocTyna — (aimam (mporpammaM, OUOIHOTEKaM,
dailiaM ¢ MOJB30BATEIbLCKOM U CiIy)KeOHOM uHQopmalueit), Karajoram,
crienualbHbIM (haitsiam (ycTpoicTBaM, cehlikaM, kanainaM FIFO), 6azam 6aHHBIX
U UX dJIeMeHTaM (TaOiuiaM, 3amucsiM, TOJIAM 3aluced, TpUrrepam), a TaKKe
cpenctBam [PC (moptam, coketam, cemadopam);

- arpuOyThl, ONpPENEISAIONINE TOJHOMOYUS CYOBEKTOB JIOCTYNla U MpaBHIIa

pasrpaHUYeHHs T0CTyNna K 00BEKTaM JIOCTYIIA.

4.2. Beixoguble JaHHBIE

Bexogueimu  manabiMu it OC Anet CIT sBasitoTCSt  pe3yabTaTthl  00pabOTKH
YIPaBISIONIUX KOMaHJ CO CTOPOHBI MOJIH30BATENICH, aIMUHUCTPATOPA U aIMUHHUCTPATOPA
Oe3omacHoCTH, pe3ysibTarhl oOMeHa uHdpopmaruenn Mexay OC Anst CII u BHEMIHUMU
WCTOYHUKAMHU TI0 JIOKAIBHOW BBIYUCIMTEIBHOM Ce€TH wWin cetu HHtepHer ¢
ucnoas3oBanuemM nporokosioB TCP/IP, ICMP, FTP, HTTP, POP, SMTP, IMAP, SLIP, PPP,
RIP, IPX u NetBIOS.

Takke BBIXOJAHBIMHU JAHHBIMU SIBJISIOTCSI PE3YJIbTaThl MCIOJIB30BAHUS CYOBEKTOM
JOCTyMa  3allyIaeMoro O00BEKTa, MPEJOCTABIIGHHOTO €My B COOTBETCTBUHM C
YCTAHOBJICHHBIMHM TIPaBWJIAMHM pa3rpaHuueHusi goctyna. K Takum pesynbTraTaM MOTYT
OTHOCHUTKCS: 3aITyCK MPOTPaMMBbI, peakTUpoBaHue ¢aiisia, CO3JaHhe COKETOB, 100aBJICHHE

JaHHBIX B 0a3bl JaHHBIX U APYIruc I[GﬁCTBHH.
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ITEPEYEHb COKPAIIEHWI

— KOMIUIEKC CPEACTB 3alllUuThl HH(POPMAITUH;

— JIOKaJIbHas BBIUMCIIUTEIbHAS CETh,

— OomepanuoHHas CUCTEMA,;

— IIepCOoHaIbHAs JICKTPOHHAS BEIUMCIUTEIIbHAS MaIIMHA;

— OJICKTPOHHAs BBIYUCIINTCIIbHASA MallIMHA.
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