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AHHOTALIUA

JlaHHBIN TOKYMEHT omuchiBaeT KomIuieke cpencts 3amuthl (KC3) nmporpammuoro
m3nenus «OmneparpionHas cuctema Anbt 8 CI» (OC Anwt 8 CII) mis mporieccopos
apxutekTyp X86/x86-64 (AMD, Intel), armh (ARMv7), AArch64 (ARMv8), ppc64le
(POWER).

Bepcus noxkymenta 1.4.2.

PykoBoactBo mo KC3 coctrouT H3 M[ATH OCHOBHBIX YacTe, B KOTOPBIX
PACKpBIBAIOTCSI OCHOBHBIE BOMPOCHI MPUMEHEHUs, CTPYKTYpbl M (DYHKIIMOHMpPOBAHUS
koMmruiekca cpeAacTs 3amuTel OC AnsT 8 CII.

B nepBoM paznene npuBoautcs kpatkuii 0630p Bo3moxkHocter OC Anpt 8 CII mo
3aIIUTE TAHHBIX.

Bo BTOpoM pasznene NpUBOIUTCS OMUCAHME MOJAECHH 3amuThl. ONUCHIBAIOTCS
MIPUHITUIIBI 3aIIUTHI, UCTIOJIb3yeMble B pa3inudHbiX nojacuctemax OC Anbt 8 CIIL.

B Tperbem pazjene NpUBOIATCS THUMOBbIE (YHKIMM M 3ada4d O€30MaCHOCTHU
aIMUHUCTPATOPA, @ TAKXKE OMHUCHIBAIOTCS KOHKPETHBIC MHCTPYMEHTHI ISl BBIMOJHEHUS
TUX PYHKIUH U 3a7a4.

B detBepTOM paznene mpuBOIATCS CBEICHUSI O HACTPOUKE U MPOBEPKE 1ETOCTHOCTH
KOMILIEKCA CPEJCTB 3aIIUThI.

[TsaTe1it pa3aen comepxxut uHpopmaruio no oonosnenno OC Anst 8 CIL
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1. OBIIUE CBEJIEHUS

OC AnpTr 8 CII  mpenHa3HaueHa  Juisi  TPYNIOBOTO M KOPIIOPATUBHOTO
UCIIOJIb30BAaHUSI B KAauecTBE  CpPEJCTBA  aBTOMAaTH3allMd  HHPOPMAIMOHHBIX,
KOHCTPYKTOPCKMX M TPOU3BOJCTBEHHBIX MPOIECCOB MPEANPUATHN (OpraHu3aiui,
YUPEKJICHHM ).

OC Anpt 8 CI1  monaep uBaeT KIMEHT-CEPBEPHYIO AapXUTEKTYpy M MOXKET
00CITy’KMBaTh MPOILECCHl KaK B Mpeiesiax OJTHON AJIEKTPOHHON BBIYUCIUTEIBHON MaIllIUHbI
(IT5BM), Tak u mporeccel Ha Apyrux [I9BM uyepe3 kaHanel nepeauyd JaHHBIX WU

CETEBBIE COCIUHEHMUS.
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2. CTPYKTYPA KC3

2.1. Jlornueckasi CTpyKTypa

KC3 npencrasisier co0oil crnienralibHble MaKeThl MPOrpaMM OTNEPALIMOHHON CpPefibl,
Bxojsne B coctaB siapa OC u cuctemubix 6ubmmorek. KC3 cocTouT U3 clieayromux

JIOTHYECKUX KOMIIOHEHTOB (pHc. 1):

- IOJICICTEMA YIIPaBIIECHUSI IOCTYIIOM;

- HOACHUCTEMA PCTUCTPpALIMN U YUCTA,

- [IoACHUCTCMAa oOecneueHus OCJIOCTHOCTH,

- HOACHUCTEMA YIIPABJICHUA ITaMATBIO.

BOOAN BHINOAY

!
| KC3
[
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Puc. 1 — Jlornueckne xomnoueHTsl KC3

KC3 obecrieunBaeT BBITIOJHEHUE CAEAYIOMUX (PYHKIIUMI:

1) B uacTH ynpaBJCHUS TOCTYIIOM:

r (
| |
\ UEeNOCTHOCTH :
| I
Mexanuimsl
: NEPHOANMECKOTO : ARG Mexann3Mbt O4MCTM
| e | MAPHNPOBKH &
| KOWTPONA | ONEPATHBEHOR NAMATH
| | AORYMENTOR
| UENOCTHOCTH '
| I

- UACHTU(UKAIUIO U ayTeHTU(DUKALINIO CYOBEKTOB JIOCTYTIA;
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KOHTPOJIb JIOCTyla CyOBEKTOB JAOCTyNa K oOBbekTam jaocTyna ((aiimam,
KarajoraMm, paszjieliaM I[poleccaMm), OCHOBAaHHOTO Ha  MPHUHIUIE
JUCKPELIMOHHOTO YIIPaBJIEHUS JOCTYIIOM;

HACTPOMKY TMpaBWJI pa3TpaHUUEHUsT JOCTyNMa CyOBEKTOB K OOBEeKTaM
JOCTYTIA;

KBOTHPOBAHKE JUCKOBOTO MPOCTPAHCTBA;

3alIUTY BBOJAA U BBIBOJA HA OTYYXKIAeMbI (PU3NYECKUIl HOCUTEIND
uHpopMauu;

M30JIALUI0 TTPOTPAMMHBIX MOJYJIEH OJHOTO Tpoiiecca (OJHOro CyOBEKTa)
OT IPOrPaMMHBIX MOJyJIEH IPYTUX MPOLIECCOB;

OuUCTKY (OOHYJIEHHE) OCBOOOKIaeMbIX 00JIaCTEH ONEepaTUBHOMN NaMATH;
OUMCTKY MaMsATH Ha JMCKOBBIX HaKONUTENsSIX (Oe30macHoe yAaleHHe
daiinon);

oOecrieuenue wnenoctHoctd sapa OC, mporpamMmbl 3arpy3ku  siipa H

moaynei KC3;

2) PETUCTPAIUIO CIACAYIOIIUX COOBITHH:

UCIIOJIb30BAaHUE  WACHTU(PUKAIMOHHOTO MEXaHW3Ma ©  MEXaHH3Ma
ayTeHTU(PUKALINH;

3alpoc Ha JOCTYN K 3allUIaeéMOMy pecypcy — OTKpbITHE (paiina, 3amyck
MIPOTPAMMBI U IPYTUE ACUCTBUS IO €T0 YTEHUIO U U3MEHEHUIO;

CO37[aHNE M YHUUYTOKEHHUE O0BEKTa;

NENCTBHUS 10 U3MEHEHMIO ITpaBui pasrpanndenus gocryna (ITP/I).

JI1st Kaxa0T0 U3 3TUX COOBITHI PETUCTPUPYETCS Clieytomias nHdopmaIus:

- 1aTa U BpeMsi;

- CyOBEKT, OCYIIECTBIISIOIUN PETUCTPUPYEMOE ICHCTBUE;

- TUN COOBITHSI (€CTTU PETUCTPUPYETCS 3aMpOC Ha JIOCTYI, TO OTMEUAETCS OOBEKT U

THUII JOCTYNA);

- YCIICUTHOCTH COOBITHSI (0OCITY>KEH JI 3ampoC Ha IOCTYII UK HET).
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2.2. Anroputm pabotsl KC3

Oynkunonnpoanue KC3 ocymiecTBisieTcss B COOTBETCTBUHM CO  CJICAYIOIIMM

AJITOPUTMOM.

1)

2)

3)

4)

5)

6)

7)

8)

9)

BEITIONIHSIETCS  3amyck [IDBM, mo 3aBepmienmio 3amycka (opmupyercs
COOTBETCTBYIOILIEE cooO1eHne " nepenaercs MEXaHU3MaM
ayJInTa/)KypHAIUPOBAHUS;

nocse 3anycka [I9BM mnonp3oBareneM OCYLIECTBISETCA 3alpoC HA JIOCTYI B
OC Aunbt 8 CII, nmonp3oBaTenb yKa3blBa€T CBOW YHUKAIbHBIA HACHTHU(PUKATOP
(manmee — MOTMH) ¥ ApOJIb, HAUUHAETCA MPOLEAypa UIACHTUPUKALNY;
MEXAaHU3Mbl UIACHTU(PUKAIMN BBINOJHSIOT MOUCK JIOTMHA YYETHOW 3alucH B
BUPTyalbHbIX 0Oa3ax AaHHbIX (nanee — bBJ[) monb3oBareneil, u eciau JOrUH
OTCYTCTBYET B BHUpPTyaldbHbIX bJl, TO ceaHCc cOequHEHUs C CHUCTEMOM
IpeKpalaercs;

€CIM  MEXaHW3Mbl HUACHTU(PUKALMK HAXOAAT JIOTMH IOJb30BaTeNsl B
BUpPTyalbHbIX BJl, TO WaeHTHpUKALMS CUUTAETCA MPOUIECHHON YCHEIIHO H
HA4YMHAETCS MPOLeCC ayTeHTU(PUKAINHY;

€CJIM yKa3aHHbIA MapoJib HE COOTBETCTBYET JIOTMHY, TO CEAHC COEAUHEHUS C
CUCTEMOI MPEKPaILAETCS;

€CJIM YKa3aHHBIA T0JIb30BaTeIeM Napojb COOTBETCTBYET €ro JOTUHY, TO
ayTeHTU(PUKALMS  CUUTACTCS MPONJACHHOW YCIEIHO U  I0JIb30BaTellIo
IPENOCTABISAETCS JOCTYI B CUCTEMY;

BCE CBeACHHS OO0 WCIONBb30BAHUM MEXAaHHW3MOB WACHTH(PUKALUU U
ayTeHTU(UKALNY NePeJaloTCs MEXaHU3MaM ayauTa/sKypHaIupOBaHUS;

JOCTYIl TOJIb30BaTeNsi K OOBEKTaM CAHKIIMOHUPYETCS JAUCKPELHUOHHBIM
MEXaHU3MOM Pa3rpaHUUuEHUs TOCTYIIA;

BCE 3aMpOChl MMOJIB30BATENS Ha JOCTYIN K 00bEKTaM (PUKCUPYIOTCS MOACUCTEMOI

perucTpanuu coObITUM;



11
JIKHB.11100-01 99 01

10) kaxnplid 3ampoc MoJb30BaTeNsl K OOBEKTY AOCTYIA BBIMOIHACTCS HEKOTOPBIM
IIPOLIECCOM;

11) noacucrema ympaBieHus maMaTbio (Haxoautcs B sape OC)  Beimenser
HEOOXOMUMBIA MHUHHUMYM CBOOOJHOW ONEpaTMBHOM MaMSITH [JIsl 3TOTO
npoliecca;

12)mpu >TOM JAMCHETYEp JOCTYyNa pPa3TPaHUYMBACT JOCTYH K TaMSITH 3TOTO
IIPOLIECCA B COOTBETCTBUU € AUCKpenoHHbIMU [1P/1;

13) mo 3aBepiieHH0 pabOTHI Hpoliecca MaMsATh, 3aHMMaeMash UM, OYMINACTCS U
nepepacnpenensieTcs NoJCUCTEMON YIpaBIEHUs TaMAThIO;

14) Bce omepanuu IO HM3MEHCHUIO CIIHCKA TOJb30BATENCH, CIHCKAa OOBEKTOB
(aiinoBoii cuctemsl, o u3mMenenuto [1P/1, 3ampocsl Ha AOCTYN K 3alIUIIAEMbIM
oObeKkTaMm (hailJIOBO CHUCTEMBI, a TAKXKE BCE IMOMNBITKA HICHTU(PUKAUUUA H
ayTeHTU(UKALUA B CHUCTEME PETUCTPUPYIOTCS MEXaHU3MaMHU IOACHCTEMBI
perucTpanuu coobITUi ()KypHaIMPOBAHUE, AyIUT);

15) nporpaMMHBIH KOMILUIEKC KOHTpOJIS IeiocTHOCTH osec (mamee — IIK osec)
o0ecrieunBaeT KOHTPOJIb COCTOSIHUS BCEX KIIFOUEBBIX 3JIEMEHTOB CUCTEMBI (s171pa,
Mexann3MoB KC3, cBefieHui 0 cyObeKTax U 00BEKTaX CUCTEMBbI) — (DUKCUPYET

coctosinue cucteMbl B MOMEHT otcyTcTBUsl HCJI B OC u coxpaHsieT cBeeHUs B
¢aiinst B/I.
2.3. Onrcadnye MOJIEIN 3aIUThI
[TokazaTenu 3alUIIEHHOCTH OT HECAHKIIMOHWPOBAHHOTO JOCTyMNa K MH(OpMmaIuu,
oO1asi MojJeNib 3allUuThl CTPOUTCS Ha 0a3e pacCHIMPEHHOW MUCKPEIMOHHOW MOJIEIN

3aIIUThI, MOJACIN I/II[eHTI/I(I)HKaI_[I/II/I u aYTeHTI/I(I)I/IKaI_II/II/I, MOJACIIN KOHTPOJIA HCJIOCTHOCTH,

MOJCIN IIPOTOKOJIHMPOBAHUSA CO6BITPII>1, a TaK)KC Ha MOJICJIN YIIPABJICHUA I1aMATBIO.
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2.3.1. CyOBeKTsl 1ocTyna

CybObextamu pocryna ssisitorcs nosibzoBatenn OC Anbt 8 CII: monb3oBatens,
aAMUHUCTPATOP (ITOIH30BATEIH C HACHTU(PUKATOPOM 100t).

OyHKIMY, 3aJa4d  TO0JIb30BATENs, a TAaKXKE KIACChl KOMAaHJ, HCHOJIb3YEeMbIX
M0JIb30BAaTEJIEM, M UX OMHCAHUE MPUBEACHBI B JOKyYMEHTE «PyKOBOICTBO MOJIb30BATENS.
JIKHB.11100-01 91 01».

O6mue ¢yHKUMM, 3a7a4d  AAMUHUCTpATOpa, a TakkKe KJIacChl KOMAaH],
UCIONB3YEeMbIX aIMUHUCTPATOPOM, M HX ONHUCAHUE TPUBEACHBI B JOKYMEHTE

«PykoBoactBo aamunuctparopa. JIKHB.11100-01 90 01».

2.3.2. OOBEKTHI JOCTYIIA
OObeKkTaMu JOCTYMA ABIISIOTCS:
- (paiinbl (IpeIHa3HAYEHBI 1JI1 XPAHEHHS] CAMBOJIBHBIX U IBOMYHBIX JTAHHBIX);
- KaTajoru (mpeaHa3HaueHbl AJI1 OpraHu3aliy 10cTyna K daiiaam);
- CAMBOJINYECKHE M JKECTKHE CCBUIKM (MpPEJHA3HAYEHbl I MPEAOCTABICHUS
J0cTyna K (paitiiam, pacriosIoKEHHBIM Ha JHOOBIX HOCUTEIIAX);
- ailyibl OJIOYHBIX U CHUMBOJIBHBIX YCTPOMCTB (mpenocraBieHue uUHTepdeiica s
B3aMMOJICUCTBUS C annapaTHbIM 00€CIIEYEHUEM KOMITbIOTEPA);
-KaHaJbl U COKEThl (OpraHu3anus MEXIPOIECCOPHOIO B3aUMOACHCTBUS B
OINEepallMOHHON CUCTEME);
- mexanu3Mel [PC (paznensemast mamsth, cemadopbl, OUuepean COOOIIEHUN).
2.3.3. OCHOBHBIE ITOJIOKEHU MOJIEIIH 3aILNTHI
B ocHOBe Mozenu 3alUTHI JICKUT PAA IOJOKEHUW O HAJWYUMU Yy IMOJIb30BaTelen
(rpynn noJib30BaTeliel) YHUKAJIbHBIX UACHTU(PUKATOPOB, O JEHCTBUTEIBHBIX CYOBEKTaX U
ypoBHe peanuzanuu [1P/].
2.3.3.1. YHUKaJIbHBIA YHMCICHHBINA UISHTU(PUKATOP MOIb30BaTENCH
C KaxIbIM MOJB30BATENIEM CUCTEMbl CBSI3AH  YHUKAJIBHBIA  YMCIIECHHBIN
uneHtudukarop — uaeHtudukatop nosszosarens (UID), koTopblil siBIsS€TCA KIIIOUOM K
cooTBeTCTBYIOMmIEeH 3amucu B bBJl monb3oBateneit, couepkaimieil WHGOPMAIUIO O

IMOJIB30BATCIIAX, BKIIIOYasa NX pCaJIbHBIC U CUCTCMHBIC HMCHA.
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b/l monp3oBaTenen MoAgAepKUBaeTCA U ynpasisieTcss aanMuHuctparopoM. UID ects
ApJBIK CyObeKkTa (HOMHHAJIBbHBIA CYOBEKT), KOTOPBIM CHCTEMa MOJb3YyeTCs JUIs
ompenesieHuss  npaB  goctyna. COOTBETCTBME  BXOJHBIX HWMEH  YHUKaJIbHBIM
unentuukaropam (UID) mnonp3oBareneil ycCTaHABIMBAETCS B MPOCTPAHCTBE HUMEH,
cnenupuIMpoBaHHOM B ¢aiine /etc/nsswitch.conf. B OC Anpt 8 CII no ymomyanuio
ucrnoyibdyercs (¢GaijgoBoe MPOCTPAHCTBO MMEH: MyOJM4yHas YydeTHas uH(opManus
[OJIb30BaTENe XpaHUTCS B (Qailie /etc/passwd, NpuBaTHas — B (aiinax Buaa
/etc/tcb/<Bxonmuoe mmsa>/shadow.

BmecTo (paiimoBoro mpocTpaHcTBa MMEH s opranusauumud bJ[ mosb3oBaTeneit
MOXET HUCIIOIb30BaThCA OAHA M3 peanusauuil nporokona LDAP — maker OpenLDAP,
Bxosmuii B coctaB OC Aunbt 8 CIL.

2.3.3.2. YHUKaNbHBINA YUCIEHHBIA WACHTU(DUKATOP TPYIIIHI MOJIb30BaTeNeH

Kaxaplii monp30BaTeNlb BXOAUT B OJHY WM OoJiee rpynm. ['pynma — 3TO CIHCOK
MOJIb30BaTENe cucTeMbl, uMeromuii coocTBeHHbld uaeHtudukarop (GID). Ilockonbky
rpymnmna OObEIMHSET HECKOJIbKO TMOJIb30BaTeNed CUCTEMbI, B TEPMHUHAX MOJUTUKHU
0€e30IaCHOCTH OHa COOTBETCTBYET MOHATHUIO «MHOXKECTBEHHbIH cyObekT». GID ecth
SAPJBIK MHOXKECTBEHHOTO CyOBEKTa, KOTOPHIX Y HOMUHAIBHOTO CYOBEKTa MOXKET OBIThH
6osiee ogHoro. Takum obpazom, ognomy UID cooTtBerctByeT ciucok GID.

BxoxxneHune 1onb30BaTeNsi B «IEPBUUHYIO» TPYIIY OTpaXeHO B  (aiiie
/etc/passwd, BO BCE OCTallbHbIC — B (pailyie /etc/group.

2.3.3.3. JlecTBUTENbHBINA CYyOBEKT

Ponw neiictBuTenbHOro (padoTaromiero ¢ o0bekTaMu) CyObeKTa WUrpaeT MpoIecc.
Kaxkaplii 3ammyiieHHbIN MPOIEecC B CUCTEME CHA0XKAETCsl YHUKAIBHBIM UIACHTU(PUKATOPOM
(PID, Process ID), oTo6paskaercs B TaOJIMIIE MPOIECCOB U COMOCTABIISETCS KAaTAJIOTy BHU/IA
/proc/<PID>, COJAEpKAIIEMy pa3IHUHyI0 HH(POopMaIrio 0 paboTe mporecca.

Kaxnapiii mpomecc cHaOxkeH enuHctBeHHbIM UID -  uageHTtHduKaTopom
3aMyCTUBIIIETO  TIPOIIECC  HOMHUHAIBHOTO  cyObekTa  (mosmb3oBatens). [lpormecc,
MOPOXKAEHHBI HEKOTOPBIM IpoLeccoM mnoJib3oBarens, Haciueayer ero UID. Takum

o0pa3oM, Bce MPOIECCHI, 3allyCKaeMbIe 0 JKEIAHUIO IOJIb30BaTelisA, OyIyT MMETh €ro
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uaeHtudukatop. Bce mporeccsl, mpuUHAIEKAIIME IOIb30BATEN0, 00pa3ylOT CeaHC
noJsib3oBatesis. [lepBbIit mpoliece ceaHca Moyb30BaTENs OPOXKIAETCA MOCIE MPOXOKICHUS
npouenyp uneHtudukanuu u ayreHtudukanuu. [Ipu oOpamenun mporecca K 00BEKTY
JOCTYT MPEAOCTABISIETCS MO pe3yabTaTaM MPOIEIypbl aBTOPU3AIUHU, TO €CTh 00paboTKU

3arpoca Ha OCHOBE AuCKpennoHHbIX [1P /1.
2.3.3.4. YpoBenb peannzanuu Mmexanuzma [1P]J]

Mexanuzm [IPJ] peamusoBan B siape OC, 4yto oOecrneyumBaeT €ro MPaBUIIBHOE

(I)YHKHI/IOHI/IPOBaHI/IC ITpHU UCIIOJIb30BAHHUHN JTFOOBIX KOMIIOHCHT, ITPCAOCTABJIACMBIX OC.

2.3.4. Mopenb uieHTu(PUKaIUY U ayTeHTU(PUKAIIUH
Mopnens uMACHTH(PUKALMK W ayTEeHTUPUKAUUHA TOJIb30BaTENs (DYHKIIMOHHPYET B
COOTBETCTBHUH CO CJIEAYIOLIUM aITOPUTMOM

- I0JIb30BATEIIb ITOCBUIAET 3aIIPOC HA JOCTYII K CHCTEME;

- aBTOMAaTHUYECKU CHUCTEMOM BBI3BIBA€TCS Iporpamma login, (ucmosnb3yercs s
3allyCKa HOBOT'O C€aHCa B CHUCTEME), KOTOpas BBIBOAWUT MpurianieHue login Ha
TEPMUHAJ [10JIb30BATENIS;

- IOJIb30BATEIb MPEABABIISIET CBOE BXOJAHOE UMH (Jajiee — JIOTHH) U MapoJib;

- Moy NSS, repexBaThIBatOT JOTHH MOJIB30BATENS U OCYILECTBISIOT €r0 TOUCK B
¢daiinax BuptyansHoil bBJ[ monb3oBaTeneil cuctembl (I KOH(Urypanuu
UCTOYHUKOB  BUpTyanbHOM  BJI  momb3oBatenelt  ucnosnb3yercs  (aiin
/etc/nsswitch. conf)Z B (baﬁnax /etc/passwd, /etc/shadow, /etc/group;

-ecnmu Moayiu NSS HaxoaaT JOrMH Tosb3oBatenst B (aitnax /etc/passwd,
/etc/shadow, /etc/group, TO 3aT€M MepenaroT ux moayism PAM, HaunHaercs
MpOIIECC ayTeHTU(DUKAIINH;

- moayinu PAM cpaBHHBAIOT JIOTMH M MApOJb, IPEABSABICHHBIE MOJIB30BATEIIEM CO
3HAYCHUSIMU, XpaHAIUMHUCS B (pailiax /etc/passwd, /etc/shadow, /etc/group;
-€CIIM  BBEICHHbIE HUMS U TMAapoJib CYObEKTa COOTBETCTBYIOT XPaHSAIIMUMCS
3HaueHusM, KC3 npegocrasnset noctyn cyobekty B OC Anbt 8 CII, nndopmanus
O pe3yJibTaTe TMOMbBITKH JAO0CTyna (QUKCHUpYETCs MOACUCTEMON perucTpanuu

COOBITHI;
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- €CJIM BBEJICHHBIE UM U MapOJib CyObEKTa HE UACHTUYHBI 3HAUCHUSIM, XPaHAIIUMCS
B 0a3e mannbix, KC3 otkionsier 3amnpoc gocryna cyonrekra B OC Anbt 8 CII (ans
BBINIOJIHEHUS ~ MOBTOPHOM  MONBITKA — ayTeHTU(PUKAUUU  CYyOBEKT  JOJIKEH
WHUIIMAPOBATh HOBBIM 3alpoc A0cTymna), MHGOpMamus O pe3yJbTaTe IOMBITKH
JOCTyTa COXPAHAETCS] B CHCTEMHOM >KYpHAJE;

-B KoH(purypauuu (Paitia /etc/nsswitch.conf MOXHO YyKa3aThb HECKOIBKO
ucTOYHUKOB (aitmoB bJ] mosb3oBaTeneil, Hampumep, B KadyeCTBE HCTOYHHKA
yKa3aTh JiepeBo katanoroB LDAP;

-eCIM JIOTUH W Mapojib MOJIb30BaTelisl OTCYTCTBYIOT B (aiinax /etc/passwd,
/etc/shadow, /etc/group, MOAyau NSS OCYIIECTBISIIOT IOUCK B JEpPEBE
katajgoroB LDAP, u 3aTem nepenaroT ux MoayisiMm PAM;

-monynu PAM cpaBHHBAIOT JIOTMH M MAPOJb, NMPEABABICHHBIE TOJIB30BATEIIEM CO
3HAYCHUSIMH, XpaHALIUMHUCS B JepeBe kaTtanoros LDAP;

-€ClIi BBEJICHHbIE HMS M TApOJb CYOBEKTa COOTBETCTBYIOT XPAHSIIUMCS
snaueHusM, KC3 npegocrasnset noctyn cyobrekty B OC Anwt 8 CII, nundopmanus
O pe3yJbTare TMOMBITKU J0CTyna (QUKCHUpYeTCsS TMOJACUCTEMON PpPETrUCTpaIUU
COOBITHI;

- B ClIy4ae HEOOXOAMMOCTH peajn3allid CETeBOM ayTeHTHU(UKAIIMU TMOJIh30BaTEICH
B CHCTEME MPEyCMOTPEHA BO3ZMOXKHOCTh ayTeHTU(UKAIMKU ¢ Tomoibio Kerberos
C XpaHeHueM uHpopmanuu o noib3oBarensx B nepese kataioroB LDAP (Kerberos
MOXKET HCIOJIb30BaTbCS U JUIsl OCYIIECTBJICHHS JIOKAJbHOM ayTeHTU(PUKAIUU
M0JIb30BaTeINeH);

- B uH(opMaius 0 pe3ysbTarax MonbITOK JOCTYIAa PETUCTPUPYETCS MOJACUCTEMOM
pErucTpaIiyu COOBITHIA.

CxeMa anropurma npuBe/ieHa Ha puc. 2.
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Puc. 2 — Anroput™m uaeHTUPUKAUYA U ayTeHTUDUKAITIH

2.3.5. Mogenb TUCKPEeIIMOHHOTO pa3rpaHUyueHus JOCTyIa

2.3.5.1. O6mme cBeneHMsI

MexaHu3M JUCKPEIMOHHOTO pa3TpaHUuYCHHsS] JOCTyNa pealiM30BaH B  sIpe
OC Anwt 8 CII m 3akmrouaeTcs B TOM, UTO Ha 3allldIIacMble MMEHOBAHHBIE OOBEKTHI
YCTAaHABJIMBAIOTCS (aBTOMATHYECKHM TIpU WX co3nanuu) Oaszoseie [IPJ[ B BuIe
uaeHTU(GUKATOpOB HOMHHAIBHBIX cyObekToB (UID wm  GID), kortopele Bpase
pacnopspKaThest TOCTYIIOM K JAHHOMY OOBEKTY, U TTpaBaMU JIOCTYIA K OOBEKTY.

Paznuyator Tpu BuAa AOCTYIA: YTEHUE, 3amuCh U HcnosHeHue. [lpu obpamieHuun
mpoiiecca K 00BEKTy (C 3ampocoM JIOCTyMa OMPENEICHHOTO BHJIa) CHCTEMa IPOBEpSET

COBNAJCHUE WIEHTU(UKATOPOB BIAJEIBIEB IMpolecca | BlajenblieB (Qaila B
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ONPENICICHHOM MOPSAJIKE, U B 3aBUCHUMOCTH OT pe3yJibTaTa, NPUMEHSAET Ty WU HHYIO
IpyNIy Mpas.

B ciyuae ecnu TekyuuMu MpaBWIIaMH pa3penieHo (CaHKIMOHUPOBAHO), TO IMpaBa
noctymna (aitnoBoro 00beKTa MOTYT OBITh U3MEHEHBI.

Kpome oOmeit cxembl pasrpanudenus aocryna, OC Anet 8 CII mopnmepxuBaer
takke ACL, ¢ TOMOIIBIO KOTOPBIX MOXHO JJIsl KaKJI0ro 0ObEKTa 3ajlaBaTh IpaBa BCEX
CyOBEKTOB Ha JOCTYII K HEMY.

MexaHu3M JUCKPELMOHHOTO pa3rpaHUyeHUs! JOCTyna 00ecreynBaeT BOZMOXHOCTh
CAaHKI[MOHUPOBAHHOTO M3MEHEHHUSI CIIMCKA TMOJIb30BaTeNed M CIHCKA 3allUIaeMbIX
(hainoBeIX 00BEKTOB.

MexaHu3M JUCKPELMOHHOTO pPa3rpaHUYEHUs JIOCTYIa 3aTPArvBaeT CIEAYIOIIHE
MOJCUCTEMBI:

- MexaHu3mel IPC;

- paiinoBeie cuctembl Ext2/Ext3/Ext4;

- ceteBas (aiinoBas cuctema NFS;

- BUpTYyanbpHas (aitnoBas cucrema VFES;

- paiinoBeie cuctemsl JES, XFS, ReiserFS.

K 3ammiaemMpiM 00beKTaM JA0CTyTa OTHOCSTCS:

- OOBbIUHbIE (aIbI;

- KaTaJjoru;

- )KECTKHE CCBUIKM (MpaBa JOCTyNa Ha >KECTKHE CChUIKM OyAyT B TOYHOCTHU

TyOJIUpOBaTh MpaBa J0CTyMna (ailyioB, HA KOTOPbIE OHU CCHIJIAIOTCS);

- OJIOYHBIE U CUMBOJIbHBIC YCTPONCTBA;

- noMeHHbIe cokeTsl (IPC-coketsr);

- KaHaJIbl MEKITPOLIECCHOTO B3aUMOECHCTBUS (MMEHOBAHHBIE);

- mexanu3Mel [PC (pasnensemast maMsTh, oueped COOOIICHH U JIp.).

[Ilpumeuanue. MexaHusM JAUCKPEHIMOHHOTO  pa3rpaHUYEHUs  JIOCTyNa
OC Anpt 8 CII He pacmpoctpansiercss Ha ceTeBble cokeThl (INET-cokeTsl), cChUIKH,

YCTPOMCTBA U KAHAJIBL.
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2.3.5.2. Mopenp 3amuThl (aitinos
2.3.5.2.1. OGuras cxema pasrpaHU4YeHHs T10CTyma
B OC Ansbt 8 CII paznuuaiot cienyromme TUIbI (haiaoB:
- 00bIuHbIE (Daiisibl (MpenHa3Ha4YeHbl U1l XPAHEHUS CHUMBOJBHBIX M JBOWYHBIX
JTAaHHBIX );

- KaTasioru (TmpeaHa3HavYeHbI 711 OpTaHu3aluy JOCTyMa K (aitnam);

- CAMBOJIMYECKHE M JKECTKHE CCBUIKM (MpeJHa3HAauYeHbl MJisi MPeAO0CTaBIICHUS
J0CTyNa K (pailiiam, pacoyIoKEHHbIM Ha JIFOOBIX HOCUTEIISX);

- paiinbl OJOYHBIX M CHMBOJIBHBIX YCTPOMCTB (IIpeAocCTaBlieHHE HHTepdeiica s
B3aMMOJICUCTBUS C alapaTHBIM 00eCIIeYeHUEM KOMITbIOTEPA);

-KaHaJgbl W COKEThl (OpraHM3anusi MEXIPOLECCOPHOTO B3aWMOJICHCTBUSA B
OTIepallMOHHON CUCTEME).

Onpenensitorcst Tpu BUAA AOCTYIIA:

- YTCHHUE (read, r),

- 3aIUCh (write, w);

- UICITIOJIHEHUC (execution, x).

OnucaHHble najnee MEXaHU3Mbl JEWCTBYIOT Uil CChUIOK, YCTPOWMCTB, KaHAJIOB U
COKETOB.

Urenne s Qaiina o3HayaeT MNpPaBO MOJYyYaThb COAEPKUMOE MO HHIECKCHOMY
neckpunrtopy. g karajgora — O3HAYaeT MPaBO MOJy4yaTh CIHUCOK HMEH OOBEKTOB,
cozepxkaiuxcs B HeM. 1Ipu 3ToM, eciu 10CTyn Ha YTEHHE K KaTaJloTy 3alpenieH, IpoLecc
HE CMOXET IOJyYUTh CIUCOK HMEH, OJHAKO JOCTYyH HENOCPEICTBEHHO K (Qaiity,
HaxoJAIIEMYyCsl B KaTajore, peryaupyercs IMpaBOM HCIOIb30BaHUS (MCIIOJTHEHHUS)
KaTajiora, a He IPaBOM YTEHUSI.

3anuce s ¢aiina o3HayaeT IpaBo MOJIU(PUIIMPOBATH COAEPKUMOE 110 UHIEKCHOMY
neckpunrtopy. Jms karamora — o3HayaeT mpaBo MOAUGHUIIMPOBATH CIHUCOK ¢ainoB. bes
npaBa Ha MHCHOJb30BaHUE (MCIOJHEHUE) KaTajllora NpaBO Ha 3alHUCh PAKTUYECKU

HCIIPUMCHHUMO.
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Wcnonuenune mis aiina o3HayaeT MpaBO 3allyCKaTh €ro B KAa4eCTBE MPOTPAMMBI.
Pa3znuyaror GuHapHbIe UCHONHSAEMBIE (ailyibl, KOTOPbIE HEMOCPEACTBEHHO 3arpyKaroTcs B
namsaTh B BHUJAE Ipolecca (BO3MOXHO, IOCPEICTBOM JAMHAMHYECKON KOMIIOHOBKH C
pazzensieMbIMu OMOJIMOTEKaMH) M CLEHApWUU, JUJISl BBIIOJHEHHS] KOTOPBIX 3aIlyCKaeTcs
npouecc u3 Apyroro ¢aina, a Tekyliuid (aia oTgaeTcss eMy B KauyecTBE IapamMerpa
KOMaHJHON CTPOKU (ClIeoBaTeNbHO, JJIsi pabOThl 3allyCKaeMoro cleHapus TpedyeTcs
TaKKe JOCTyll Ha ureHue). (11 karamora JOCTyN Ha HCHOJb30BAHHME (KCIIOJHEHUE)
O3HayaeT MpaBO IMpPeoOpa3oBbIBATh HMMEHAa OOBEKTOB, HAXOMASIIMXCS B Karajore, B
MHJEKCHbIE JecKpunTophl. CMCOK MMEH (aillioB B Karajore, JOCTYIHOM IpOIECCY Ha
YTEHHE, HO HE Ha UCII0JIb30BAHUE, OYAET BUJIEH, HO caMU (Daiiibl OCTaHYTCSI HEAOCTYIIHBI.

Jns paborbl ¢ OJOYHBIMM UM CUMBOJIBHBIMH ycTporictBamu B OC mpu
MOHTUPOBAHHMM CO3JAIOTCS CHElUalbHble (Pailibl, 00ecreunBaroIie MPOU3BOIbHBIA HIIN
[IOCJIEIOBATEIbHBIM  JTOCTYIl COOTBETCTBEHHO THUIIy YCTpPOMCTBA, KOTOPOMY OHH
HazHayawoTcs. [IpaBa mocTyma Al y4eTHBIX 3amucedl IMOJIb30BATENsl M BBI3BIBAEMBIX
IPOLIECCOB Ha3HAYAIOTCS HA COOTBETCTBYIOLUI CO3/IaHHBIN (aii.

[TpaBa mocTyma K JIOKaJdbHBIM COKETaM Ha3HA4YaroTCs Ha CHELMATIbHBINA (ailsl cokeTa
M0 3aJlaHHOMY TYTH, Y€pe3 KOTOPBIM K COKeTy OyayT oOpalmarbes JII0Oble JTOKaJIbHBIE
IpOLECChl IMyTeM YTeHHus/3anucu U3 Hero. [Ipu HCHoib30BaHUM CETEBOIO COKETa,
co3faeTcsi abCTpPaKTHbI OOBEKT, MPUBA3AHHBIA K CIyIIAOUIEMY MOPTY ONEPalMOHHOU
CUCTEMBI M ceTeBoMy HUHTepdelicy, 3areM emy npucBauBaercsa INET-agpec, koTopbii
MMeeT aipec uHTepdeiica U COyIIarero mopra, u gauee odpamieHue 0yaeT NpouCcXoauTh
K a0CTpakTHOMY OOBEKTY COIVIACHO Ha3HAUYEHHBIM IIPABaM.

[IpaBa nmocTynma MMEHOBAHHOTO KaHaja aHAJOTMYHBI MpaBaM JOCTyma K Qailny.
OO6pamieHue K MMEHOBAHHOMY KaHaJIy OCYIIECTBIISICTCS TaK e, KaKk U K OOBIYHOMY
¢aiiny. B cBsizu ¢ 3TuM, A1 pabOThl C MUMEHOBAaHHBIMU KaHAJIAMHM MPOIeccaM HEOOXO0IUMO
MPEOCTAaBIATh MTpaBa JOCTYIA JUIsl UTeHUs (3anucu) u3 (B) kaHai. [Ipu co3manum kaHana
HEOOXOJIMMO YYHUTBHIBATh, YTO KaHaJbl CO3JAlOTCs C TpaBaMu jgoctyna «0666,
MOAU(PUIMPOBAHHBIMA MAacKOM IpaB JIOCTYIa umask BbI3BIBAIONIETO Mpoliecca. Takxke,

YTWJINTA CO3/IaHUs KaHaia TpeOyeT mMpaBo Ha 3aIUCh B POJIUTEIHCKUN KaTaJIOT.
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[IpaBa gocTyna K CHUMBOJBHBIM CCBUIKAM BCETJa BBIMJSIAT KAK rwxrwxrwx,
MOCKOJIbKY TIPU HCIIONBb30BAaHUM CCHUIKM ApaiBep (ailioBOi CHUCTEMBl MEPECUUTHIBACT
peanbHbId MyTh K (ailily U MpPUMEHSET IpaBa JOCTYIA, ONpPENEJICHHBIC NIl PEalbHOIO
nyTH yxe 0e3 ydeTa caMoil CUMBOJIbHOM CCBUIKH.
[Ipy BbIUMCIIEHHM TIpaB JOCTyNa MPUHUMAETCS BO BHUMAHHUE YpPOBEHb JIOCTYyNa
npolecca K gailry, KOTOPBIM BBIYUCISETCS CIEAYIONUM 00pa3oM:
-eciiu UID ¢aitna u akryansnasii UID mporiecca coBmamarT, IpoOece CYATACTCS
BIaJeNbIeM Qaiina;

- B IpoTUBHOM ciydae, ecinu GID daiina coBnagaet ¢ aktyanbhbiM GID mporecca
WM BXOJUT B CIUCOK TPYMII, MPOIECC CUUTAETCS YIEHOM I'PYIIIIbI;

- eciiu 00a yCJIOBHSI HE BBINOJIHEHBI, MPOLIECC CUUTAETCA YY>KUM MO OTHOLUEHUIO K
Gaitny.

[IpaBa gocTyma BKJIIOYAIOT CHOMCOK W3 JAEBATH aTpuOyToB (OUTOB) (haiina,
3aMHUCBHIBAEMBIX B POPME rwxrwxrwx. [0 TPU BUJA JIOCTyna (UTEHHE — read, 3alUCh —
write, HICIIOJIHEHUE — execute) JUIS TPEX TPYMI — MOJIb30BaTENsI-BIaAe/bIA (1), TPYIIIIbI-
BIajieNblia (g) U BCEX OCTAIBbHBIX (0) COOTBETCTBEHHO. KaXK/blif MyHKT B 3TOM CITUCKE
MOKeT ObITh OO0 paszpemieH, aubo 3ampemeH (paBeH «1» wimm «0»). Taxxe ecnu
HEKOTOPBIM JOCTYI 3alpelieH Ha HEKOTOPOM YPOBHE, BMECTO CUMBOJIA MUIIETCS 3HAK «-».
ATpuOyThl HEOTTOPXKHUMBI OT (paiiyia, TaKk Kak XpaHATCS B €ro METaJaHHBIX (MHIECKCHOM
JIECKPUIITOPE), U HE 3aBUCST OT KOJIMYECTBA UMEH (CChUIOK Ha (haiil) U UX PacroIOKEHUH
B JIEPEBE KaTaJOroB.

OmnucaHHbIC BBIIIIE [TPaBa BHICTABIISIOTCS C MOMOIIBIO QYHKIMU umask (user file
creation mode mask). umask OJWHAKOBBIM 00pa3oM paboTaeT i BCEX OOBEKTOB:
KK/l YCTAHOBJICHHBIA OUT umask 3allperiaeT BBHICTABICHUE COOTBETCTBYIOIIETO OUTa
npaB. MckitoueHneM M3 3TOro 3ampera sBISETCS OUT HCHOJHAEMOCTH, KOTOPBIM s
OOBIYHBIX (halJIOB 3aBUCUT OT CO3JAONICH MporpaMMmbl (TPAHCIATOPHI CTaBIT OUT
WCIIOJTHSIEMOCTH Ha co3/laBaeMble (haliibl, JPyrue MporpaMMbl — HET), COOTBETCTBEHHO,

HCKIIOYCHUEM SBJIAIOTCA COKCETbI MW KaHaJIbl MCKIIPOLCCCHOI'O BSaHMOﬂeﬁCTBHH )51
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MOHTHpYEMBIE ammnapaTHble YCTpoicTBa. B cilydae KarajqoroB umask cieayer oOmiemy
MpaBUILY.

[IpaBa noctymna ¢aitioBoro 00beKTa MOTYT OBITh U3MEHEHBI, €CIIU ATO Pa3pelieHo
TEeKYLUIUMHU TpaBujaMu (CaHKIMOHUPOBAHO). MoauduimpoBaTh MpaBa JOCTyINa MOXKET
TOJIBKO IIPOLIECC-BIAIENEN (monBp30BaTENb-BIACIICL) daiina, 1100
CYTIepIIONIb30BATEIbCKUM (3aMyIIeHHBIH OT MMEHHM MoJsib3oBaTens root) mponecc (UID
nporiecca = 0).

Cyrmepronabp30BaTeIbCKHUI MPOIECC UMEET PaBo MOJMEHITh CBOU akTyanbHbie UID
u () GID Ha nmpou3BosIbHBIE UIEHTU(DUKATOPHI CUCTEMBI U BOCCTAHABIUBATH UCXOHBIC
uaeHTUuPuUKaTOphl Mpu HeoObxoauMocTH. [Iporiecc, mopoKaEHHBIH HEKOTOPHIM MTPOLIECCOM
C W3MCHEHHBIMH HJICHTU(UKATOpAMU, HACIEAYeT HE aKTyaJbHbIE, a CHCTEMHbIC (HE
M3MEHEHHbIC) UIEHTUPUKATOPHI.

[Ipormecc, 3anymeHHBIN ¢ UASHTUPUKATOPOM OOBIYHOTO MOJIb30BATENs, HE HUMEET
mpaBa M3MEHATH €ro, a TaKXke HUIACHTU(GUKATOP TPYIIbl W COHCOK Tpynmbl. Jlis
BPEMEHHOTO TOBBIIICHUSI WIM W3MEHEHHS TMpaB MPEIyCMOTPEH MEXAHU3M IOIMEHBI
aktyanbHoro UID u (wnmm) GID npu 3anycke nporpammsel u3 ¢aitna. Branenen daitna wim
aaMuHUCTpaTtop MoxkeT yctaHoBuTh atpuOyT SETUID (SUID) ucnonusemomy ¢aiiny. B
cilyyae, KOorjaa 3TOT (hailyn 3arpykaeTcsi B MamsiTh B Ka4e€CTBE MPOTPaMMbI (3TO UCKIIIOYAET
3amyckaeMble clieHapuH), aktyainbHbld UID nouepHero mporiecca okaxkercs papHbiM UID
¢aitna (UID nonws3oBaTens-Brnaaensia ¢aina), a He UID poaurensckoro npoiecca, Kak B
CTaHJIapTHOM ciydae. AHAJIOTUYHO, IIpH 3anmycke u3 (aitna ¢ arpudyrom SETGID (SGID)
nouepHuit pouiecc ynacneayer GID He y poauTenbckoro mnpoiiecca, a y ¢aitna. J{mns Toro
yTOOBl HEKOTOPBIM TMOJB30BaTEIh MOT OCYIIECTBUTH HW3MEHEHHE O00beMa IIpaB
MMOCPEACTBOM 3aIlycka Takoro aiijia, JOCTaTOYHO, 4YTOOBI y HEro ObUI JOCTYIl Ha
MCIIONIb30BaHue (3amyck) »Toro ¢aina u ¢aimoBas cucteMa, cojaepxkaiias ¢aiin, Obuia
cMOHTHpoBaHa 0e3 3anpera Ha SUID/SGID.

Takum o00Opa3oM, OCYIIECTBISETCS yIOpaBisiemas TIepeaada IMpaB  OJHOTO

nosnb3oBatenst  Apyromy. IlpaBa  cymepmnosib3oBaTensi, COOTBETCTBEHHO, MOTYT
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nepeaaBarbCsa TOJIBKO C  CAHKIHMU  CYICPIIOJIB30BATCIIsI W TOJIBKO B o0BeMe

(hYHKITMOHATBLHOCTH, IIPEIOCTABIAEMON KOHKPETHOM POrpaMMOii.
2.3.5.3. Access Control List

Pacmmpennass Mojenb AUCKPEHMOHHOTO YIPABJICHUSA JOCTYIIOM KOHTPOJHPYET
JOCTYT CYOBEKTOB K 00BEKTaM COTJIACHO CIEIUANBbHBIM CIHCKaM, Ha3bIBA€MbIM CIIHCKaMH
KOHTpOJs joctyna. Crimcku KoHTpods joctyna «Access Control Listy (mamee — ACL)
coJiepkaT aHHbIe 000 Bcex cyObekTax (monp3oBaTtessx wiu rpynnax ACL) u ux mpaBax
JOCTYIa K TpeOyeMOoMy OOBEKTY WJIU TUITY OOBEKTa.
HNudopmarnus o npaBax AocTyna NpecTaBieHa B BUJE TOCIEI0BATEILHOCTU OAT,
HA3bIBAEMOM MAacKOW MpaB JocTymna CyObheKTa K oO0BeKkTy. B ciyuae eciam oTcyTcTBYyeT
OTJIeJIbHASI MacKa IpaB JIOCTyNa CyObeKTa K O0BEKTY, IIpaBa K POJUTEIHCKOMY OOBEKTY
OyIQyT YCTaHOBIEHBI B COOTBETCTBHHM CO 3HAUYCHUSMH, NPHHSITBIMH IS BEPIIHHBI
HMepapXuMu HacJEeACTBEHHOCTH. HaBepxXy wuepapXuum HaCIEICTBEHHOCTH HAXOIUTCS
3HaueHue napamerpa ACL mo ymoiuaHuio JIj1sl KaKJ0ro TUIa 0ObEKTa.
Kaxmomy aitmny OC Anet 8 CII mocraBien B coorBerctBue ACL, KoTOpHIi
COJIEPKUT OCHOBHBIC (BNajeiell, TpYyIa-Biajeiel], OCTaJbHbIE) M PACIIUPEHHBIC
aTpuOyThI JOCTYIIA.
Pacmmpennsie aTpuOyThl ONMpenessioT MpaBa JoCTyma K (ailly ais OTACIBHOTO
MOJIH30BATEIS WJIA OT/AEIIbHOM TPYMIIBI MOJIh30BaTEICH.
Hoctyn k (aiimy ompeaensieTcss MO CIEAYIOIIEMY aJIrOpUTMy B YyKa3aHHOMU
MOCJIE0BATEIBHOCTH!
- €CJIM TIOJIB30BATENb SABJISIETCS BiajienblieM (aiiia, TO JOCTYN OCYIIECTBISAECTCS B
COOTBETCTBHH C ITPaBaMH BIIAJIEIIbIIA;

-eclld JUIsl TOJB30BaTeNsi CyIIeCTBYeT crenuanbHas 3amuck B ACL, TO
UCTIONB3YETCsI 9Ta 3aIUCh;

- €CITM  TIOJIB30BATeNIb SIBIISIETCS WICHOM TPYMIbI-Biaaeiblia ¢aiina, To JOCTym

OCYHICCTBJICTCA B COOTBECTCTBUM C IIPpaBaAMU TI'PYIIIILI-BJIAACIIbIIA.
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B ACL npocmatpuBaroTcs 3anucu o rpynnax. Kak Toyibko HailieHa nepsas rpymnmna,
WICHOM  KOTOPOM  SBJSIETCS  JAaHHBIA  IOJIb30BATeNb, JAJBHEUINUHA  IPOCMOTP
[IPEKPAILAETCs, U UCIIONIB3YOTCS IIpaBa JOCTyIa 3TOM IPYIIIIBI.

B cnydae ecnu monb3oBaTenb HE SABISACTCS YICHOM HU OJHOM M3 YKa3aHHBIX B
CIIMCKE T'PYIII, UCIIOJIB3YIOTCS IIPaBa, ONPEACIICHHBIE 1)1 OCTAJIbHBIX.

ACL ucnons3yroTest ajis JocTyna K (paityiaM 1 JUPEKTOPHSIM.

2.3.5.4. Monens 3amuThl MexaHnu3MoB [PC (MeXmpoI1iecCHOTO B3aMMOICHCTBHS)

2.3.5.4.1. CokeTnl

Coker gomena UNIX (Unix domain socket, UDS) wumu IPC-coker (coker
MEKIIPOIIECCHOTO B3aMMOJICUCTBUSI) — KOHEYHAs TOouka OOMEHAa JaHHBIMU MEXIY
mpoIieccaMu, paboTarOIUMHU B OOHOM U Tol ke cucteme UNIX.

Jomennsie coenuuenus UNIX gBisitoTcs Mo cymecTBy OaWTOBBIMH MOTOKaMw,
CXOKMMHU C CETEBBIMU COCIMHEHUSIMU, HO TIPU 3TOM BCE€ JJAHHBIE OCTAIOTCS BHYTPHU OJIHOTO
KOMITbIOTEPA (TO €CTh OOMEH JaHHBIMU MPOUCXOIUT JIOKATIBHO).

UDS ucnons3ytoT GpaiioByl0 CUCTEMY KaK aJpeCHOE MPOCTPAHCTBO UMEH, TO €CTh
OHM TIPEJCTABJISIOTCS MPOIECCAMU KaK MHACKCHBIC JECKPUNTOPHI B (aillioBON cucteme
(cucTteMol co3naercs CrenuaibHbIN (Qaiiia cokeTa Mo 3aJaHHOMY IyTH). DTO MO3BOJISET
JIBYM pa3JIMuHbIM TIpolleccaM OTKPBhIBATh OAWH M TOT € COKET Jis B3aUMOJCHCTBUS
MEXy coboit (uepes (aitnm cokera JrOOBIE JIOKAIBHBIE IPOIECCHI CMOTYT COOOIIATHCS
MyTeM UTeHUs1/3anucu u3 Hero). OIHaKo, KOHKPETHOE B3aUMO/JICUCTBUE, OOMEH JTaHHBIMU,
HE UCMOJIb3YyeT (DailyioByIO CUCTEMY, a TOJIBKO Oydephl maMsTH siapa.

HecMoTpst Ha TO, 4TO apyrue mpolecchl pacno3HatoT (Hailsibl COKETOB KaK dJIEMEHTHI
KaTajora, 4YTeHUE U 3amuch (DailJIoB COKETa MOTYT OCYIIECTBISTH TOJIBKO T€ MPOIECCHI,
MEK]ly KOTOPBIMH YCTAHOBJIEHO COOTBETCTBYIOIIEE COCIUHEHHE.

2.3.5.4.2. Kanansl

NmenoBannbie kaHanel (named pipes, FIFOs) mogoOHbI cokeTaM, TOCKOJIBbKY TOXE
UCTIONB3YIOTCS 11 B3aUMOJACHCTBUSI MEXKy MTPOIIECCAMHU, OJIHAKO, B OTIUYUE OT COKETOB,

B HMMCHOBAHHLIX KaHallaX JJaHHBIC IICpCAarOTCd TOJIBKO B OJHOM HaIIpaBJICHHHU.
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HiMeHoBaHHBIN KaHAJI CO3/a€TCsA SBHO C MOMOINBIO KoMauabl mkfifo, n 1Ba pa3muyHBIX
npoliecca MOryT oOpaTUTHCA K HEMY 110 UMEHHU.

HenmeHnoBaHHBIA KaHANl MPEICTABISET COOOM MPOrpaMMHBIN OJHOHAIPABICHHBIN
KaHaJI Tepefadyd JaHHbIX MEXIy ABYMs POJCTBEHHBIMHU IIpoliecCaMH (pOAMTENEM U
noToMkoM). [locTopoHHMI CyOBEKT BMelIaTbcsi B OOMEH JAaHHBIMU HE MOKET, TaK Kak
oOpamieHe K HEMMEHOBAaHHBIM KaHajaM OCYLIECTBIISIETCS TOJBKO 4YEpe3 MEXAHH3M
(balI0BbIX JECKPUIITOPOB, KOTOPHIE HACIEAYIOTCS MPH MOPOKIASHUN HOBOTO IIpoIecca.

2.3.5.4.3. System V IPC

[Ipy MCrONB30BaHUM CHCTEMBI MEXIPOLIECCHOTO B3ammoaenctBusa System V IPC
00OBEKTaMU JOCTYIA SABISAIOTCA ceMadopbl, ouepeau COOOLIEHNI U pas3zenseMasl NaMsTh.
Joctyn K 3THM OOBEKTaM OCYIIECTBISIETCS C TNOMOIIBIO KItOUeH, (YHKIHOHAIBHO
SKBUBAJICHTHBIX (halJOBBIM Jeckpunropam. Y kaxzaoro oobekra System V IPC umeercs
HaOOp MpaB JOCTyIla K HEMY, aHAJIOTUYHBIA HaOopy N (aillioB, TO €CcTh pa3pelieHue
YTEHUS] COJAEPKUMOro OOBEKTa JUIsl BIIaJeNblla, TPYNIbl U OCTAJbHBIX IOJIb30BATEINIEH,
paszpeleHre U3MEHEHHUs 00bEKTa U pa3pellieHUue YIpaBIeHUsI 00BEKTOM.

2.3.5.5. Aitroput™  (QpYHKIIMOHUPOBAHUSI MOJIEIN JTUCKPEIIMOHHOTO YIPaBIICHUS
JOCTYIIOM

Mopnenb TMCKPELIMOHHOTO YNPABIEHUS AOCTYNOM (DYHKIIMOHUPYET B COOTBETCTBUU
CO CIJIEAYIOIIHMM AJITOPUTMOM:

1) cyOBEeKT JUCKPEIMOHHOTO AOCTYIA BBIMOIHICT 3aMpOC Ha JOCTYI K O0ObEKTY;

2) BBITIONHSETCS TPOBEpPKA TNpaB JOCTyNma CyObeKTa JOCTyma K OOBEKTy B
COOTBETCTBHUM CO CIUCKaMU KOHTPOJIS 1OCTYIIA;

3) B cHHCKax KOHTPOJIA JOCTYIa OCYIIECTBISCTCS IMOUCK 3allMCH, B KOTOPOWM
onpeJieNIeHbl pa3penieHus Jisl JAHHOTO CyObeKTa JOCTyMa;

4) ecnu 3ammMch JUIs CyObeKTa JOCTyNa HaiilieHa, BBIMOJIHICTCS YCTaHOBKA
paspelleHuil ajig cyObeKTa, Mocie Yero CyObeKT MOoJy4aeT AOCTYI K OOBbEKTY
JUCKPEMOHHOIO JOCTYIa C YCTAaHOBJIEHHBIMU NPAaBaMHU JIOCTYTIA,;

5) ecnm 3ammch JUIs CyOBbEKTa JOCTyHa HE HaiJcHA, BBIMOJHIETCS IMPOBEpKa

COOTBETCTBUSI MJICHTU(PUKATOPOB CyOBEKTa JOCTyNa M BIajeiblla OOBEKTa,
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€CIM UIAEHTU(UKATOPHI COBIAJAIOT, IJIsl CyObEKTa yCTaHABIMBAIOTCS MpaBa B
COOTBETCTBUHM C PAa3PEUICHUSIMHU, HCIOJIB3YEMBIMH [JIsI  MOJIb30BATEIIA-
BJajieNblla O0BEKTA;

6) ecnu maeHTU()UKATOPHI HE COBIAJAIOT, BHIMOIHIETCS MPOBEPKAa COOTBETCTBUS
UACHTU(DUKATOPOB TPYyII JJsi CyObeKTa M OOBEKTa, €CU HICHTHU(HUKATOPHI
COBIIAJAIOT, JUIsl CyOBEKTa YCTAaHABIMBAIOTCS IpaBa B COOTBETCTBHH C
pa3pelIeHUsIMU, UCIIONIb3YEMBIMU ISl TPYIIBI-BIAIeIblia O0OBEKTA;

7) eciu UICHTU(HUKATOPHI HE COBIMAJAIOT, IS CyOhEKTa YCTAHABIMBAIOTCS TpaBa
B COOTBETCTBHM C pPa3pEUICHUSIMH, UCIOIb3YEMBIMU JIA MOJIb30BaTEEH, HE
ABJIAIOIINXCS BIaeIblaMu 0O0BEKTA.

AJTOpUTM (QPYHKIMOHHPOBAHUS MOJENIU JUCKPELUOHHOTO YIPAaBIEHUS TOCTYIIOM

NPUBEJICH HA pUCYHKE (puc. 3).

3anpoc cybbekTa

I
| |
OVCKPELIMOHHOTO | Mowck cooTBETCTBYOLLEN Crcku |
1 y KOHTpOns
[ocTyna Ha AocCTyn K | 3anucu B Tabnuue ACL |
06beKTy | nocryna |
I |
aa

' | |
| |

YcTaHoBKa R [

paspeLueHu ans
3afaHHOro
none3oBartens

MpoBepka cooTBETCTBUSA
MOEHTMMKATOPOB Nonb3oBaTens n
BnagensLa obbekTa

MpoBepka cooTBeTCTBUA
MOEHTMMKATOPOB rpynn Ans
cybbekTa n obbekTa

HEeT

A

YcTaHoBKa npas
YcTaHoBKa npas YcTaHoBKa npas I'IOJ'II>63088TeJ'IF|
nonb3oBatena-snagensua rpynnel-Bnagenbua OoObekTa

v

Pa6ota cy6bekra ¢ o6bektom |
[OVCKPELMOHHOTO AOCTYNa

Puc. 3 — Aaroputm GyHKIMOHUPOBAHUS MOJIEIN TUCKPELIMOHHOTO YIPABJICHUS TOCTYIIOM

A\ 4

Y
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2.3.6. Monenb yrpaBiieHUS TTAMSIThIO
2.3.6.1. [Toacucrema yrpaBiaeHHs ONEPATUBHOMN MaMSTHIO

B xauectBe cxembl ympaBinenus mnamaTeio B OC Anbet 8 CII  ucnonbiyercs
BUPTYaJIbHAs MTAMSITh.

Nudopmanus, ¢ KoTopod paboTaer mporpamMMa (akTUBHBIM  Mpoiiecc),
pacnoyiaraeTcsi B OIIEpaTUBHOM NaMATH. B cxemax BHUpPTyaJdbHOM HaMATH IIPOLECC
IpeanoaraeT, YTo Bcsi HeoOxoaumas eMy MH(pOpMalus MMEETCs B OCHOBHOM HaMsTH
(BpLIENIEHHON eMy mamsTh). i1 3TOro 3aHuMaeMas MpoLEecCOM NaMsATh pa3OuBaeTcs Ha
HECKOJIBKO 4YacTed (Hampumep, cTpanull). Jlornueckuil agpec (Jiornyeckas CTpaHuIa), K
KOTOpOMY oOOpalaercs mpouecc, AMHAMUYECKH TpaHCIUpyeTrca B (U3Myeckuid aapec
(bu3MYecKyI0 CTpaHUILY).

B Tex cimyuasix, korna crpaHulia, K KOTOpoi oOpalaeTcsi mpoLecc, He HaXOIUTCS B
(u3nUecKoi mamsTH, Hy’)KHO OpPTraHU30BaTh €€ MOJKAUKY C IucKa. J{Ji1 KOHTPOJId HaTn4Ius
CTpaHULBl B MAMSITH BBOJUTCS CHELMAJIBHBIM OUT NPUCYTCTBUS, BXOASILUMNA B COCTaB
aTpuOyTOB CTPAHULIbI B TAOJIUIE CTPAHMUII.

Takum 00pa3oM, B HaJWYMHM BCEX KOMIIOHEHTOB MpOLIECCa B OCHOBHOW MaMATH
HE0OXOAMMOCTH HET. BcnencTBue Takoil opraHu3aivu, pa3Mep MaMsTH, 3aHUMaeMOU
MPOLIECCOM, MOXKET OBITh OOJIbILIE, YEM pa3MEpP ONEPATUBHON MaMsTH.

2.3.6.1.1. 3omsauus

Kaxnaplii mpouecc paboTaeT cO CBOMMH BHUPTYalbHBIMU ajpecaMu (B CBOEM
BUPTYyaJIbHOM  aJpPECHOM IPOCTPAHCTBE), TPAHCISAUUSA KOTOPhIX B  (pu3nyeckue
BBITIOJIHSIETCSI HA armapaTHoOM ypoBHe ¢ noMorisio sapa OC Anst 8 CII.

[Tonb3oBaTENbCKUNA MPOLIECC JIMIIEH BO3MOXXHOCTH HAIpPSIMYI0 OOpaTUThCA K
CTpaHMIIAM OCHOBHOM TNaMATH, 3aHATBIM HHPOpMalMeld, OTHOCSAUIEHCS K JIpyruMm
nporeccam. B pe3yapTaTe npouecchl CTAaHOBSTCS U30JIMPOBAHHBIMU APYT OT ApYTa.

duznyeckast naMATh paclpeessieTcs] HE3aBUCUMO OT paclpeeleHUs] BUPTyalIbHOU

[maMATH OTACJIBHOI'O IIpoHecca.
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2.3.6.1.2. Ouncrtka mamsTi

B xone BemosHeHnuss B OC AnbT 8 CII  CaHKIIMOHMPOBAHHBIX  IPOIECCOB,
CBS3aHHBIX ¢ 00paboTkoi mHpopmaluu, B onepatuBHON namsitu [I9BM mnpucyrcTByeT
ocTaTtouHasi ”HpopMaIusi.

OuncTka OnepaTUBHOM MaMITH OCYLIECTBISIETCS MOCPEACTBOM 3alUMCU HYJIEH WU

MacKkupymoiiei nHhopMaIuu B aMsITh IPU €€ OCBOOOXKICHUU (TIepepacipeie]ICHIHN ).
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HeoOxoaumocTh mo100HBIX Mep OOBICHAETCS CIEIYIOIIMMH TPUYUHAMHU:

- co3nanre OydepHBIX U «TEHEBBIX» O0JacTel mamsTu C Ienblo obOecreueHus
HE0OXOAMMOMN MPOU3BOAUTEIBHOCTH;

- QyHKIIMOHUPOBAaHNWE MEXaHW3Ma BUPTYaJIbHOW MaMATH, PACIIUPSIONIETO 00BEM
ONEpaTUBHOM MaMATH 3a CUET BHEIIIHEH;

- IcTIoJib30BaHue Oydepa oOMeHa JaHHBIMHU MEXTy TporieccaMu (TTPHIIOKEHUSIMU ).

Taxum oOpazom, Mo 3aBepieHn0 padboThl akTUBHOTO Mporecca KC3 ocymecTisier
OuuCTKYy omnepaTtuBHOM mnamsatH (RAM-namstu), npegocTaBiseMOil 3TOMY IPOIECCY.
OuncTKa TPOU3BOAMUTCS 3aIUCHI0 HYJIEW WU MacKUpYIOIeil HHPOPMALMK B MaMsTh MPU
€€ Ha3HauY€HUU TOJIb30BATEN0 UM OCBOOOXKICHUN.

OurncTKa 0CBOOOXKAAEMBIX 00JIacTEel ONIEPATUBHOM MaMsATH MMPOUCXOAMT B IIpoOLIEcce
nepeBoaa sapoM OC KaXI0M CTpaHULBI TaMATU B pa3psij «HEUCTOIb3yeMbIx» (free). 9T1o
O3HayaeT, B YMCJIE NMPOYEro, YTO HU OJIHA CTPAHMIlA U3 YHCIIA HEUCIIOJIb3YEMBIX HE OyAeT
comepkaTh MaHHBIX, KoTopble Tam pasmemiana OC AnsT 8 CII mnm mnpuiaokeHus B
npouecce paboThl cHUCTEMBI. SIpo BBHICBOOOXKIAET CTPaHUIbl, HAYMHAIOIIHUECH C
yKa3aHHOW, pa3Mepa [pasmep crpanuusr * (2~  kparHocts)]. OO0JacTh
BO3BpAIlA€TCAd B MAacCUB CBOOOJHBIX 00JIACTEl B COOTBETCTBYIOIIYIO MO3MIMIO U MOCTE
ATOTO TPOUCXOIUT MOMbITKA OOBEAUHUTH HECKOJIbKO O0JacTed s CO3/IaHMsl OJHOU
OombIIIero pazmepa.

B paOotaromieit cucrteme uHdpopmaius 00 OUYHMCTKE OCBOOOXKIAEMBIX o00OiacTeit
naMaTH JIOCTYyIIHA B KaTaJore BUPTYaJbHOM ClyKeOHOW (haljioBOM  CHCTEMBI
/sys/kernel/mm/sanitize memory/. 37ech (Qaill level COAECPKUT 3HAUYCHHE
napamerpa smem, a ¢ala count — KOJMYECTBO NaMATH B OaiiTax, oOpaboTaHHOM
noJicucTeMoi ounucTku. Takum 00pa3oM, eciu siIpo 3arpyKeHo 0e3 MOANEPKKH OUHCTKH
0CcBOO0XKIaeMbIX 00JacTeil MaMsaTH, YKa3aHHbIN KaTajaor HE CO3/1aeTCs.

Ounctka 0cBOOOXKIAaeMBIX OOJacTell mamsATH HE pacHpocTpaHseTcss Ha swap. B
CBSA3M C OTHUM, €clii Tpedyercs HCHOJb30BaHUE STOW (YHKUIUHU, Swap HE IOJIKEeH

HCIIOJB30BaThCA (HE TOHKEH OBITh MOJKIIFOYEH MM J0JKEH BOOOIIE OTCYTCTBOBATH).
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2.3.6.2. Tloncuctema ynpaBieHUs BHENTHEN MTaMsIThIO

Buemnsas namsate, ucnosnb3yemas OC, pacronaraeTcsi Ha OTAEIbHOM pasese
JNCKa, TMpeACTaBIeHHOM B (ailloBOil cucTeMe creuuaibHbIM (aiioM, TO0CTyHn K
KOTOPOMY HEIMOCPEICTBEHHO M3 MPOrpaMMbl KOHTPOJUPYETCS AUCKpelroHHbIMH [1PJI.
[To yMomuaHuIO TOCTYN K pa3jienaM JUCKa UMEET TOJIBKO TOBEPEHHBIM CYOBEKT WM YJIEH
rpynmnbl «disky.

[Tpu nepBoHa4YaIbHOM Ha3HAYEHWU WJIU IIPU IEpepacipeeIeHUN BHEIIHEN NaMsATH
KC3 moxer orpanmumBath AOCTyNn cyObekTa k octarounoit HDD-undopmammu uepes
MeXaHM3M «0e30macHOro  yJajieHus» (aiiaoB (crmeuualbHBIM — aTpuOyT  (paiina,
yKa3bIBAIOUIMI Ha HEOOXOAMMOCTh Iepe3anucu (pU3MUecKoi 00JIacTH HOCUTEINs JAHMCKa
nocie ynaineHus (aitna). Eme ogHuM crnocoOoMm SIBIASIETCS HCIOJIB30BAaHUE KOMAaH]IbI

shred, oOecrieunBaroieit 6e3onacHoe yjaaieHue Gpanios.

2.3.7. Moaenb KOHTPOJIS LIETOCTHOCTH U PE3EPBHOIO KOIMUPOBAHUS

[lox UENOCTHOCTBIO MOJPA3yMEBAETCS CBOMCTBO HEU3MEHHOCTH HCIOJIHIEMOIrO
MIPOrPaMMHOT0 KOAa U HACTPOEK.

[To mnepeuyHio mapameTpoB, ONpeAeIsieMOMy B KOH(UrypanmoHHOM (paiine,
co3faeTcss 0aza JaHHBIX, B KOTOPOW COJEPKHUTCS ONpEEICHHbI HabOp mapameTpoB,
OIUCHIBAIOUINX COCTaB W KOHQUIYypalMi0O MporpamMmHoro kozga. CuuTaercsi, 4To 3TH
napamMeTpbl JOJDKHbI OCTAaBaThCS HEU3MEHHBIMM B Ipouecce (PYyHKIMOHUPOBAHUS
CUCTEMBI, a JIt000€ M3MEHEHHE OJHOTIO M3 HUX SABIISETCS CUTHAJIOM O TOM, YTO ObLIa
IIPOMU3BEJCHA IOIBITKA HECAHKIMOHUPOBAHHOrOAOCTYyNa. Takke Ha OCHOBE pPAa3IM4YHBIX
QIrOPUTMOB CO3JAETCSl KOHTPOJIbHAS CyMMa, KOTOpas JOJDKHA OCTaBaThCS HEU3MEHHOM.
ba3za [aHHBIX, cO3[aHHasg B YCIOBHSX, KOrJa IIONBITKA HEJIETaJbHOTO JOCTYyIa
HEBO3MOJKHA, CYMTAETCS TAJOHHOM.

BoiOpanHble 00BEKTHI CUCTEMBI C MapaMeTpaMu, 3aHECEHHBIMHU B 3TaJOHHYIO 0a3y
JaHHBIX, XPAHATCSA B UX TEKYILIEM COCTOSHUU B KA4€CTBE STAJIOHHBIX. XpaHeHHe (ailoB
OpraHU30BHIBAETCSA C TIOMOIIBIO CPEJICTB PE3EPBHOTO KOMUPOBAHUS U BOCCTAHOBJICHUS U

IMPOU3BOAUTCA HAa OTACIIbHBIX PEC3CPBHBIX HOCUTCIIAX.
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CoznmanHas B mporiecce paboThl 6a3a JaHHBIX cuuTaeTcsi pabodeit. PabGouas Gaza
JaHHBIX CpaBHHMBaeTcs ¢ dTamoHHOW Bo Bpems 3arpy3ku OC Anbt 8 CII u  nanee
nepuoguyeckd B mporecce  pabotel.  [lapameTpsl  CpaBHEHUS  ONPEIENISIIOTCS
KOH(UTYPAILIMOHHBIM (haliIoM.

B cnyuae coBnageHusi 0a3 JIaHHBIX CYUTAETCS, YTO ILEIOCTHOCTh CHUCTEMBI HE
HapyIICHA.

B cimydae BO3HMKHOBEHHS COOBITHS HECOOTBETCTBUSA pabOyell M 3TATOHHOW 0a3
JaHHBIX, HHOOPMAIUS O COOBITUN 3aHOCUTCSA B CUCTEMHBIN sKypHaJ MpU MOMOIIM CPEJICTB
npoTtokonupoBanus. [Ipy  W3MEHEHMH B  KOHTPOJIHMpPYEeMbIX (¢aimax cucrema
NPUHYIUTEIBLHO MEePEHIET B OJHOMOB30BATEILCKUN PE&KUM (CM. HacTporiku B 1. 3.6.1.6)
C BO3MOXKHOCTBIO TIOCJE€ BBOJA MapOisl aIMHUHUCTPATOpa MPOCMOTPETh CHCTEMHBIH
’KypHAaJI WJIM BHECTH UCTIPABIICHUSI.

[Ipy HeoOXOaUMOCTH, C TIOMOIIBIO CPEICTB PE3EPBHOIO KONUPOBAHUS MU
BOCCTAHOBJICHHSI U3BJICKAETCS TOCTEAHSAS paboyasi KON XPaHUMBIX O0BEKTOB CHCTEMBI C
KOPPEKTHBIMH KOHTPOJBHBIMU CcymMmamu. Jlaniee BBITIOJNHIETCS 3aMEeHa HM3MEHEHHBIX

(TOBpEXKIEHHBIX) OOBEKTOB U3BJICUCHHBIMHU.
2.3.7.1. TloncucremMa KOHTPOJIS IIEIOCTHOCTH

B OC Anptr 8 CI1 nyst  oOHapyXeHHsI pa3IudUii MEXIy ABYMS COCTOSHHSIMH
cucteMsbl npeaycMorpeHo ucnosib3oBanue IIK oOsec. Taxxke [IK Osec mpegnasHadeH s
MOMCKa MOTEHLUAILHO ONACHBIX (pailioB, HanpuMep, (PailyioB ¢ yCTAHOBIEHHBIMU OUTaMU
paB CMEHBI UAeHTU(PUKATOPOB MoJib30oBatens (suid), rpynmsl (sgid) u ¢ obmenocTymHOM
3aIUChIO.
IIK osec coCTOUT U3 IBYX 4acCTEH:
- 0SeC — mporpaMmma coopa JIaHHbIX, PEe3yJbTaThl PA0OTHI M0 YMOTYAHHUIO MOJAI0TCS
B He(popMaTUPOBAHHOM BHJI€ B CTaHJAPTHBIN MOTOK BhIBOJIA stdout;

- 0SeC_reporter — nmporpamMmma-QuiabTp Ui CO3JaHUSI OTUYETOB, MPUHUMAET Ha BXOJT
HedopmaTupoBanubiii BeIBOJ [IK osec u mpeacTaBisieT maHHbIC B yIOOHOM BUJC
JUISL 9TeHUS (pe3ybTaThl pabOThI TaKXKe MOJAIOTCA B CTaHIAPTHBIN MOTOK BBIBOJIA

stdout).
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[1K osec moxeT paboTaTh B peKUMaX «TOJBKO /IS YTEHUS» U «UTECHUE-3AMKICH (T10
ymoiyaHuio). B pexume «urenue-3anuck» [IK osec cooOmaer o0 oOHapy>KEHHBIX
U3MEHEHHSIX U COXPaHSAET HOBOE COCTOSIHME CUCTEMBI B CBOIO 0a3y JaHHBIX. [ Kaxa0ro
KoHTposmpyemoro karamora IIK osec co3maeT yHuKambHBIN (aitnm 0a3pl JaHHBIX U
MOMEIIAET €T0 B KaTauor 0a3bl JaHHBIX, YKA3aHHBINA B OMIUH -D (db path).

2.3.7.2. Iloncucrema IMA/EVM

IMA/EVM  (Integrity measurement architecture and Extended verification
module) — moncucTeMa, MO3BONSIONIAST OCYIIECTBIIATE KOHTPOJb IEIOCTHOCTH (hailioBOH
CUCTEMBI, pealiu3yeT MeXaHU3M 3aMKHYTOU nporpammHoii cpenbl. B OC Anwt 8 CIT IMA
BcTpoeHa B sapo OC. IMA Bxmodaer B cebs aBe moacuctembl — IMA-measurement
(n3mepenue) u IMA-appraisal (omenka). I[lepBas codupaeT xemni-oopassl (haiiaoB, BTopas
CpaBHUBAeT COOpAHHBIM Xl C COXPAHEHHBIM XEIIeM M 3amlpeliaeT JOCTyl B Ciyyae

HECOOTBETCTBUA (puc. 4).
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Onpegenerie Habopa dailnoe, pa3pe e HHBX
JUTH HCTIONHE HHA

[ A-measurement l

Mapxipoeka BeIDpaHHBIX daiinoe

l

[Ipoeepka daiinoe MpH 3amycKe

IMA -appraisal

Her

poBepka npoiigeHa?

Janper Pazpewienue
HCTI0JTHE HHA HCTI0/THE HHA

Puc. 4 — CxeMa pyHKIIMOHHPOBAHUSA

CoOpaHHble Xem-o0pa3bl XpaHATCA B PACUIMPEHHbIX aTpuOyTax (aiaoBoii
CUCTEMBL. Monyib paclIMpeHHON MIPOBEPKH (EVM) peAoTBPAIIACT
HECaHKIMOHUPOBAHHbIE U3MEHEHUS 3THUX PACIIMPEHHBIX aTpUOYTOB B (PailyioBOM cucTeMe.

IMA/EVM ocHoBbiBaeTcst Ha pabore LSM wmoayna. LSM (Linux Security
Module) — ¢peliMBOpK, MO3BOIAIOMINN W3MEHHTH CTaHAAPTHOE IOBEAECHHE MPOTrPAMMBbI
MOCPEACTBOM TepexBaTa CHCTEMHOTO BBI30BA W TMeEpeAadd YIpPaBICHUS MOMYISIM

0€30MacHOCTH CUCTEMBI (pHC. D).
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Mok 30BaTeNbCKHI
npotjecc

I'lpocrpa HCTBO [M0/1Ib30BaTe 14

....... -.i-------

CHCTeMHBbIH [pocrpascTeo sapa
BLI30B

T ..
| Moayms
‘ LSM hook Moy LSM S

Her . Ha
< Hoctyn paspenien? >
3anper i Pazperienue
HCTIO/HE HHS HCTIO/THEHHA

Xem-CyMMBbI

I [TpoBepka nogmucH 1

Tlpegocrariexue
' Aocryna

Puc. 5 - HepeXBaT CUCTCMHOI'O BbI3OBa U IICpCaava YIIPpaBJICHHUA MOAYJIAM 0e301acHOCTH

2.3.7.3. Kontpomas nienoctaoctu KC3 mpu 3arpyske OC

CxeMa mpoBEepKHU LEJIOCTHOCTHU TPH 3arpy3Ke CUCTEMBI IIOKa3aHa Ha puc. 6.

K mapamerpam komanaHou ctpoku IMA oTHOCATCS ima appraise, ima hash.
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( Crapr 3arpy3ki CHCTEMbl

)

v

3anyck integalert.service no
3aBHCHMOCTAM

!

Janyck osec.cron

CTPOK C H3IMEHEHHAMH

[Monyuenuse uepes pipe.conf B journal

'

 Ecmh uamenenna B aitnax? -

Her

v

Hunpmpyerca rescue target

.

lposepka Bpyuryio

Hcnpagaerie npo6ieM 1{€/10CTHOCTH
Janyck/sbin/integalert

&

[Moxka integalert ve BuigacT OK B karecTse exit
i ecsm 13MeHeHis GbUTH BHECEHbI ITATHO

v

~ B cucTemy BHeCeHbl Noae3Hble

< u3MeHeHRs, TpeGyiolHe YyeTa B NojACHCTEME

~ KOHTPO/I8 L{e10CTHOCTH?

Her

3anvck integalert fix

<

4

Buixoz 13 rescue target

]

Y

< Koney

)

Puc. 6 — Cxema npoBepKu 1EJIOCTHOCTH MPHU 3arpy3Ke CUCTEMBbI
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ima appraise MOXET NPUHUMATH OJHO U3 YETHIPEX 3HAYCHUM:

- enforce — <(OKECTKHI» pPEXHM, paspeliaer 3almyCcK MNporpaMM TOJbKO MpH
IpOXOXKAEHUHU TIpoBepku. B stom pexume IMA onenuBaer ¢daiiasl B
COOTBETCTBHUH C MOJIUTUKOU. J[OCTYI K olleHuBaeMoMmy (hailily 3amperiaercs, eciu
XeIll OTCYTCTBYET WJIM HE COOTBETCTBYET COOpaHHOMY 3HAYECHHUIO;

- log — pPEXUM <«OKypHATUPOBAHUS», AHAJOTHYCH (OKECTKOMY» PEKHMY, 3a
UCKIIIOYEHHEM TOTO, YTO JOCTYNl K H3MEHEHHOMY ¢ailly He 3amperaercs, a
OyJIeT TOJILKO 3apEeTUCTPUPOBAH;

- off — OTKJIIOYAET Bce OLEHKU. COXpAHEHHbIE XEUIM HE MPOBEPSIOTCS, U HOBBIE
X€IlIM HE CO3JIAl0TCSl M HE OOHOBJISIIOTCS;

- fix — «MATKHID» PEXHUM, HCIHOIB3YETCS Ha JTale HACTPOUKE CHUCTEMBI H
paszperaer 3aIyCcK JTHOOBIX IpOrpamm, pEruCTpUpys cOOBITHUS
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa B JKypHaje. 3almyCcKk B 3TOM PEXHUME
PUMEHSIETCS JIsl IEPBUYHON MapKUPOBKU CUCTEMBI.

ima hash — xem-pyukus ("shal" | "md5" | "sha256" | "sha512" | "wp512").

2.3.7.4. Tloncucrema OCyIECTBIECHUS PE3EPBHOTO KOMUPOBAHUS U BOCCTAHOBJICHUS

nHpopMaru

B pamkax npemoctaBieHus ~CpeACTB A OO€cleueHus  LEJOCTHOCTH,

OC Anwst 8 CI1 momnepxuBaer pabotry IIK Bacula — kimeHT-cepBepHYIO CHCTEMY
CO37aHUsl W YIPABICHUS DPE3EPBHBIMU KOMHUSMU JaHHBIX, a TaKXKe HX PE3EPBHOTO
BOCCTaHOBJICHHUSI.

1K Bacula cocTouT U3 CIIeAYIOIIMX KOMIIOHEHTOB (pHC. 7):

-ueHTp ynpasienuss (Director) — ympaBiaseT omnepauudsMH  KOIUPOBAHMS,

BOCCTaHOBJICHUsI, Bepudukanuu u apxuBanuu. Vcmonp3yercs s 3amycka
3aJlaHdli Ha KOMMPOBAaHWE W BOCCTAHOBIICHWE JAaHHBIX, a TaKXKe ISl BEICHUS

KypHajia coObITHI. BeimonaHseTcs Kak JEMOH B JOHOBOM PEXKHUME;
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. SQL ceprep
- = \\\
Hurepdeiic qns ynparneHus "'\, :
(,

KOIMHPOBaHHEM |
¥ BOCCTaHORTeHHEeM
Pabouas cranims y HenTp ynpasaenusn
aAMHHHCTPAaTOpa \
\ q [opT 9101

Cnyxoa
Karasioros

Koncommn Mopr 3106

3anyck 2aasuii no
rpadHKy, KOHTPOL 3a
BbLIMIOTHEHHEM,

Cnyxoa dainos J ayTeHTHOUKaLHA
MopT 9102 - TOAKTIONE HIH
A
Xpanwmime

N = v IopT 9103
[IpHnoxens, BLMONHAIOLIHCCH Ha |

KOMMNBHOTEPAx C AdHHBIMH T
PE3€PBHPOBAHWA

3anuch apXHBOB Ha
BHEILHHIT HOCHTEIb

Puc. 7 — BzaumonetictBue ciryx0 Bacula

- koHcob (Console) — mo3BodsieT B3aUMOJIEMCTBOBATH CO Ciyx00i1 Director.
Cnyx6a Console goctynHa B 3-X BapuaHTaX: TEKCTOBBIA MHTepdenc (KomaH Has
ctpoka), GUI-unrepdeiic, Web-unrepdeiic;

- cmyxo0a ¢aitnio (File Service) — knuentckas yacth [IK Bacula, ycranaBiauBaetcs
Ha [I19BM, undopmarirs Ha KOTOPOM TpeOyeT Pe3ePBHOTO KOMTUPOBAHUS;

- cmyk0a xpanunuia (Storage Service) — HaOOp MPOrpaMM, KOTOPHIE BBITIOJIHSIOT
3aMiCh U BOCCTAHOBJICHHE aTpUOYTOB (halijloB U CaMUX JTAaHHBIX Ha (PU3HUECKHE

HocuTenu (Toma). B kadectBe (pusznueckux HOCUTENIEH MOTYT OBbITh MarHUTHBIC
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JICHTBI, JIGHTOYHbIE OMOMMoTeKkH, (aitnbl Ha kecTkux auckax, CD/DVD nawmckw,
USB-ycrpoiicTBa;

- cinyx0a katamoro (Catalog Service) — Habop mporpamm, OTBETCTBCHHBIX 3a
noJiiepKaHue MHAECKCOB (ailioB 1 0a3 TaHHBIX TOMOB JJIsl BceX (hailioB, KOTOpbIE
KonupytoTcss Ha Toma. Ciyxk6a KatanoroB mo3BojisieT agMUHUCTPATOPy WIH
MOJIb30BATENI0 OBICTPO HAWTH TMOJIOKEHHE Komuu Tpedyemoro daina u
BocctanoBuTh ero. I1K Bacula mognepxuBaer Tpu Buga 6a3 ganabix: MySQL,
PostgreSQL, SQL.te.

[1K Bacula oGecrieunBaet Tpu ypoBHSI KONUPOBAHUS TAHHBIX

-TIOJHAsl KOMMsI — KOMHUPYIOTCA Bce (aillibl U3 CIUCKAa HE3aBUCHUMO OT JIaThl
CO3/IaHUsI 1 MOAU(UKAIUY;

- nudepeHanbHas KOMUs — KOMUPYHOTCA (Dailyiel M3 CHHUCKA, KOTOpHIE
U3MEHUJIUCh N1OCIIE MOCIEAHETO MOJHOTO KOMUPOBAHUS;

- ”HKPEMEHTaJIbHAsI KOMUS — KOMUPYIOTCS (ailiibl U3 CIUCKA, KOTOPbIE M3MEHUIIUCH
1ocje IOCJIETHEro IMOJHOTo, Iu(pdEepeHINaTbHOTO WM WHKPEMEHTAIBHOTO

KOIIMPOBAHMA.

2.3.8. Mopenb 3ammThl BBOJA M BBIBOJIA HA OTUYKIaeMbI (DU3UIECKUN HOCUTEIb

2.3.8.1. Monenb B3aMMOJICUCTBHS C YCTPOMCTBAMHU BBOa-BhIBO/IA

Otuyxnaembie (U3MUECKHE HOCHTEIM MOTYT pPacCMaTpPUBATHCS OTHOCHUTEIBHO
OC Anbt 8 CII ¢ 1ByX TOYEK 3pEHUS:

- KaKk OJIOYHBIE WJIM CUMBOJIbHBIE YCTPOWCTBA BBO/1a-BBIBO/IA;

- KaK 0JIOUHOE YCTPOMCTBO, KOTOPOE MOXKET ObITh CMOHTHPOBAHO.

B mepBoM ciyuyae ycTpOHCTBO TpeACTaBiIseT COOOM CHenuaabHbINA (haniaoBbIid
00BEKT, TOCTYI K KOTOPOMY KOHTpoJupyercs nuckpenronubivMu [1PJ] o6praHBIM 00pa3zom
1, CIIEJIOBATEIIbHO, BBOA-BBIBOJI OCTACTCS B paMKaX KOHTPOJIS 3THX TpaBwil. Bo BTopom
ciIydae OTYYXKJAaeMbI HOCHUTENb HH(POpPMAIUA COACPKUT B cebe obpas daitoBoit
cuctembl (naiee — DC), koTOpast U XpaHUT AaHHBbIC. J|aHHBIH HOCHUTENh MOXET OBIThH
CMOHTHPOBAaH B 3aJaHHBIA Katajor, ¥ mpu 3ToM DC HOCUTENS CTAaHOBHUTCS YaCThIO

(npencraBnenHoil B Bume nojanepena) kopueBoir MC. loctyn k oObekram nmanHout OC
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nogunHsieTcs: auckpeunoHHbM [1P/] oObraHbIM 00pa3oM H, cleaoBaTeIbHO, BBOJ-BBIBO
Ha OTYYXKAAEMbIH HOCUTEIb OCTACTCS B PAMKAX KOHTPOJIA ITUX IPABUIL.

Jist  OC  BO3MOMHOCTb CAaHKLUMOHUPOBAHHOI'O MOHTHPOBAaHHS KOHKPETHBIM
MOJIb30BATEIEM  KOHKPETHBIX HOCHTeled ¢ KOHKpeTHbiMu @DC  onpenensercs

AJIMHUHUCTPATOPOM.

2.3.8.2. Monenb OCyIIeCTBICHHS TeYaTH

B OC Aunbt 8 CII ocHOBHO# cucTeMOii meuyaTu sBisieTcs: cepBep nedatu Common
UNIX Printing System (CUPS).

B coctaB CUPS BX0IAT creayronye KOMIOHEHTHI:

- IUCTIETYEP OYEpEeIU NevaT (TIaHUPOBIIHK);

- cuctemMa (pUIbTPALINU;

- Back-end-cucrema.

CepBep neuatn CUPS (yHKIHOHUPYET B BHUJI€ OTACIBHON CIIY>KObI M MOXET
YIPaBIATHCS  BBIACICHHBIM  aJMUHUCTPATOPOM JHOO OOLIUM  aJMUHUCTPATOPOM
(mpegycMoTpeHa BO3MOKHOCTh YAaCTHUYHO TEpeAaBaTh MpaBa Mo yMPaBICHUIO 3aIaHUSMU
nonb3oBatens). CepBep meuatu CUPS wumeer coOCTBeHHBIM BeO-mHTEphErc s
aMUHUCTpUpOBaHusA, pabotatomuii yepe3 Internet Printing Protocol (manee — IPP), a
takke CUPS wucnonszyer IPP B kauecTBe OCHOBBI ISl yHpPAaBIEHUS 3aJaHUSMH U
OuYepesIIMU.

Cepsep neuatu CUPS paboTtaeT cienyromum o0pa3om:

-cepBep IeyaTH MNPUHUMAET 3aJaHue Ha MedyaTrb OT MPOrpaMMbl (aKTHUBHOTO

npolecca) U NepeaeT ero JUCeTyepy ouepeIu nevaTy Win IUIaHUPOBILIUKY;

- IMCTIETYep Ouepeny meyaTu J00aBiseT 3a/laHre Ha Me4yaTh B COOTBETCTBYIONIYIO

ouepenb;

- IMCTIETYep OdYepeAr TMevaTh TepefacT 3aJaHhue Ha TedaTh B COOTBETCTBUHU C

ouepe/iblo cucteMe (pUIbTpaluy;

- cuctemMa GuUIbTpanuu o0pabaThiBaeT JaHHBIC. OCYIIECTBISIET BCE HEOOXOIUMBIC

npeoOpa3oBaHusl TaHHBIX B COOTBETCTBUU C MPUMEHSIEMBIMHU ISl STOTO 3aJaHUs

buIbTpaMu U MEpEeBOAUT KX B PopMaT, TOHITHBINA TPUHTEPY;



39
JIKHB.11100-01 99 01

- Back-end-cucrema ormpaBisier mepedopmMaTupoBaHHBIC JaHHBIE HA YCTPOHCTBA
reyaTu.

2.3.9. Mogenb oOecrieueHUsT JOBEPEHHOW 3arpy3Kd CpEICTB BBIYUCIUTEIHHOM

TEXHUKU
2.3.9.1. Tlonnepxka pexxuma «Secure Boot»

OC Anpr 8 CII mopnmepxuBaer pexuMm «Secure Boot» — ¢ynkuuo UEFI,
MpEeIOTBpAlIAlONIyl0  3allyCK HE  aBTOPU30BAaHHBIX  ONEPALMOHHBIX CHCTEM U
pPOrpaMMHOT0 OOEeCTieueHusi BO BpeMs 3allycka KommbioTepa. B pexume «Secure Booty
3arpy3ka pa3nuyHbiX OC MOXKET BBINOJHATBCA TOJBKO C 3apaHee OMPEACIICHHBIX
MOCTOSIHHBIX HOCHUTENIeW (HampuMep, TOJIBKO € JKECTKOrO JUCKA) IMOCJIE YCHEIIHOIO
3aBEpPUICHUS CHEUUAJbHBIX MPOLEAYpP: TMPOBEPKU LEJIOCTHOCTH TEXHUYECKUX U
nporpammHbIX cpeAcTB [I9BM (¢ ucnonb3oBaHMEM MEXaHHW3Ma IMOIIArOBOTO KOHTPOJIS
LEJIOCTHOCTH) U HJIEHTU(PHKAMN/ayTeHTU(UKAIIMHN TOJIb30BaTEIs.

[Ipu nomomu pexuma «Secure Boot» UEFI-coBmecTuMas mOpomMBKa MOXKET
MPOBEPUTH TMOJJIMHHOCTh HCHOJHSIEMBIX €M BHEIIHUX KOMIIOHEHTOB (3arpy34yHKOB,
npaiiBepoB u UEFI OptionROM). OTu ucnojHsIeMble KOMIIOHEHTHI JOJDKHBI OBITh
MO/MKICAHBI AJIEKTPOHHO-IIU(DPOBOI MOMMCHIO, KOTOpasi IPOBEPSIETCS BO BPEMsI 3arpy3KH,
U B CIyyae €€ MOJHOTO OTCYTCTBHUS, MOBPEXKICHHS, OTCYTCTBUSI B CIIMCKE JIOBEPEHHBIX
(db) wmnm mpucyrcTBUs B chHcke 3amnpernieHHbIX (dbx) 3amyck COOTBETCTBYIOIIETO
KOMITOHEHTa HE TPOUCXOIUT.

[Io ymomuanuto mnpommBka UEFI Oyner 3arpyxkarh TONBKO 3arpy3dMKw,
MOAMKUCaHHbIe KITt04oM, BcTpoeHHBIM B npommBKy UEFI — To ecTh OyneT BBIMOTHATHCS
3arpy3ka B pexume «Secure Boot» (Oe3omacHoit 3arpy3ku) wim Trusted Boot
(moBepeHHOI 3arpy3KH).

3arpy3uuk OC AnwT 8 CII moamucaH AOBEpPEHHBIM KIOYOM. TakuM o0pa3oMm,
OC AneT 8 CII MoxkHO 3arpykatb B pexume «Secure Booty, 4ro mo3Bosiser

MPEIOTBPATUTH MOJIMEHY 3arpy34HKa.
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2.3.10. Mojenb corocTaBlIeHHS TI0JIb30BATEIIS C YCTPOMCTBOM

OC Anpt 8 CI1  obecrieunBaeT BBOA-BBIBOJ HH(MOpMalMK Ha 3ampoIIeHHOE
MOJIb30BaTEIEM YCTPOMCTBO Kak JJisl IPOU3BOJBHO HCIOJIB3yEMbIX UM YCTPOMCTB, TaK U
JUISL UACHTU(DUITMPOBAHHBIX (MPU COBMAJACHUN MapKUPOBKH).

OC Anbt 8 CII BkIIOWaeT B ceOs MEXaHHU3M CONOCTABJIICHHUS IIOJIL30BAaTENsl C
yCTpoicTBOM, peann3oBaHHbli B OC, a Takxke o0ecreyuBaeT Mpu NPOBEPKE COBMAJACHUS
MapKUPOBOK HOCUTEJNS U MOJIH30BATEIIsl MpUMEHEHHE TUCcKpermoHHbIX TTP/].

Kpome Toro, B OC Anwt 8 CIl mommepXwBaroTCs OTpaHWYEHUE WM 3alpeT
WCIIOJIb30BaHUsl BHEIIHMX HocuTened npu noMoum npasun APl 6ubnmortexn polkit

u (uan) udev.
2.3.11. Mopenb cuCTeMBbI IPOTOKOIUPOBAHUS COOBITUI

Cucrema MPOTOKOJIUPOBAHMS COOBITUNA TO3BOJSET COPTUPOBATH COOOIIECHHUS IO
VMCTOYHHMKAM U CTENIEHU BaXHOCTH UM HANPABIIATH UX B Pa3JUYHbIC TYHKTHl HA3HAYCHUS . HA
TEpMUHAJbI MOJIb30BATENIEH, HA JIpyrue aBTOMAaTU3UPOBAHHBIE pabouyne mecTa (nanee —
APM) u B cieunanbHble (pailiibl — cUCTEMHBIE KypHaibl. CHCTEMHBIN )KypHall — 3TO 0a3a
JaHHBIX ¢ MHpOpMaluel, coXpaHsieMol B TEKCTOBOM (hopmare U OTCOPTUPOBAHHOM IO
BPEMEHU UCIIOJTHEHUS.

B cucrteme peructpupyroTcs cieayromue TUIbI COOBITHIA:

- ICTIOJIb30BaHKUE UJICHTU(PUKAIMOHHOTO U ayTEHTU(DUKATMOHHOTO MEXaHU3Ma;

-3alpoc Ha JOCTYN K 3alllMIIaeMOMy pecypcy — OTKpeiTHe (haiina, 3amyck

IIPOrpamMMBbl U JPYTUE NEUCTBUS MO €ro0 YTEHUIO U U3MEHEHUIO;

- CO3/IaHH€ U YHUUTOXEHUE O0BEKTA;

- IEWCTBUS 110 U3MEHEHUIO NTPABUJI Pa3TPaHUYEHUS JOCTYNA;

- IIOTIBITKH JOCTYIIA U ACHUCTBUSA aAMUHUCTPATOPA.

[IporpaMmbl OTCBIIAKOT 3alMCH, MPEAHA3HAYEHHBIE JUIsI IPOTOKOJIMPOBAHMS,
CUCTEMHOMY JE€MOHY, KOTOPBIH HACHTHUPUIUPYET THUI KaXIAOW MPUIICIIICH 3amucu U

0o0pabaThIBaeT 3aMrch CIIOCOOOM, OTPEICICHHBIM JIJIs1 JAHHOT'O THUIIA.
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JIJst KaXKJIOTO M3 PETUCTPUPYEMBIX COOBITHI B KypHaJlaX yKa3bIBACTCs CIEAYIOIIAs
uHpopMmarus:
- 1aTa ¥ BpeMs;
- CYOBEKT, OCYIIECTBIISIONINN PETUCTPUPYEMOE ICHCTBUE;
- TATI COOBITHS (€CITM PETUCTPUPYETCS 3aMPOC Ha JIOCTYII, TO YKa3bIBAIOTCS OOBEKT U
THII OCTYyTA);

- YCITEITHO JIM OCYIIECTBUIIOCH COOBITHE (0OCITYKEH 3ampoc Ha JOCTYT WA HET).

2.3.11.1. MexaHu3M XypHaJIUPOBaHUS

Mexanusm xypHanupoBanusi B OC Anbt 8 CII pyHKIIMOHHpYET MO CleAyIoleMy

aANrOpPUTMY:

- IporpaMMbl (MCTOYHHKH PETUCTPUPYEMBIX JIaHHBIX) (OPMHUPYIOT TPOCTHIC
TEKCTOBBIE COOOIIECHUS O MPOUCXOSIIMX B HUX COOBITUAX M MEPENAIOT MX Ha
00paboTKy B AJIp0, UHUIIUATU3UPYS IMPU 3TOM CUCTEMHBIN BBI30B;

- CUCTeMHBI JIeMOH syslogd cpaBHHUBaeT KaXKIyl TMPUIIEAIIYIO 3alUCh C
paBUJIaMH, KOTOpbIEe HaXosaTcsl B Qaitie KoHpUrypanuu /etc/syslog.conf, U
Korja oOHapy>KUBaeTcsi COOTBETCTBUE, syslogd oOpabdaThiBaeT 3amuch OMMCAHHBIM
B syslog.conf cmocoOom;

- popMupOBaHUE COOOIIEHUN O COOBITHSIX M HX I[epeAada MPOUCXOIUT TIO
OTpeIeJICHHBIM MpaBmiiaM (poTokoi Syslog);

- Iepeadya TEKCTOBBIX COOOIIEHUIN MPOUCXOIUT C HUCMOJb30BAHUEM CETEBBIX WIIU
JIOMEHHBIX COKETOB;

- ICTOYHUKHU COOOIICHUN MOTYT pacrojarathCsi Ha pa3HbIX MallllHAX;

- BCE PETUCTPUPYEMbIC COOOIIEHUS MO YMOJTYAHHWIO 3alMCHIBAIOTCS B KaTajor
CUCTEMHOI0 >XypHana /var/log, OJHAKO NpPH HEOOXOAUMOCTH MOTYT OBIThH
yKa3aHbl W JpYyrue XpaHwimima (s KakJIOoro JeMOHa MOXET OBITh CBOE

XPaHWJIHIIE, WK HECKOJIBKO XPAHUJIHIII).
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2.3.11.2. MexaHnu3Mm ayauTa
MexaHHu3M ayiuTa COCTOUT U3 HECKOJIbKMX KOMIIOHEHTOB (puc. 8):
1) Monmynb simpa — TMepexXBaThIBACT CUCTEMHBIC BBI3OBHI (Syscalls) u BeImoHSsET
PErUuCTpaIuo COObITUH;
2) ciyx6a auditd — 3amUCBHIBaCT 3apErUCTPUPOBAHHOE COOBITHE B (haii;
3) ciyx6a audispd — oCyIIecTBIsAET MEPEChUIKY COOOMEHUH (BBICTYIIACT B POJIH
JUcIieTyepa) K Ipyromy MpuiioKeHUIO;
4) psio BCTIOMOTATEILHBIX TPOTPAMM:
-auditctl — mporpamma, ympapisiomas IMOBEACHHEM CHCTEMBI ayJauTa M
MO3BOJISAIONIAsl KOHTPOJUPOBATH TEKYIEE COCTOSHUE CHUCTEMBI, CO3/1aBaTh
WM YAAJSATh PaBUIa;
-aureport — mporpaMma, TeHEpHUpyolllas CyMMapHblE OTYEThl O paboTe
CUCTEMBI ayJIUTa;
-ausearch — mporpamma, MO3BOJSIONIAS MPOU3BOIUTH TOUCK COOBITHIA B
KypHaJIbHBIX (haiinax;
-autraceé — mporpamma, BBIIOJHAIOMIAS ayJUT COOBITUH, MOPOKIAEMBIX

YKa3aHHBIM ITPOLICCCOM.

! OemoH |
! . M a i
| audispd oAyne Afpa :
BcnomoratenbHble !
| JemoH YyTUAUTBI ‘
| auditd auditctl, aureport, ‘
3 ausearch, autrace |

Puc. 8 — CocTaBHBIE KOMITOHEHTHI TTOJICUCTEMBI Ay IUTA

B OC Anbt 8 CII peructpupyrorcs CleayroIIiue TUTIBI COOBITH:
- 3ammyck u 3aBepirenue padbotet OC AsnbT 8 CII (mepe3arpys3ka, OCTAaHOBKA);

- 3aIlyCK U OCTaHOBKA IIPUJIOKECHUM;
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- BBIIIOJIHEHUE CUCTEMHBIX BBI30BOB;
- UCTIOJIb30BaHUE MEXaHU3Ma UICHTU(UKALIMY U ayTEHTU(PUKALUY;
-3alpoc Ha JOCTYyN K 3alllulIaeMOMYy pecypcy — OTKpbITHE (ailia, 3ammyck
POrpamMMbl U APYTUE NEUCTBUS MO €r0 YTEHUIO U U3MEHEHUIO;
- CO3/IaHUE U YHUUTOKEHNE OOBEKTA;
- nevicTBUs o u3MeHenuto I11P/;
- HTHUIMAIUS CETEBOTO COEIMHEHHSI MM U3MEHEHUE CETEBBIX HACTPOEK U JPYTHE.
[TporpaMMbl OTCBIIAIOT 3allUCH, MpPEJHA3HAYEHHbIE I IPOTOKOJUPOBAHUS,
cucteMHOMY JieMoHy auditd, KOTOpbI HACHTUPUIUPYET TUI KAKI0W NpUILEIICH 3aUCH
1 00palaTeIBaeT 3aMuch CIOCOOOM, ONPEAETICHHBIM Ul JAHHOTO TUIIA.
JI1sl KaXK10r0 M3 PETUCTPUPYEMBIX COOBITHI B )KypHallaX yKa3bIBaeTCs CIEAYIOIIAs
uH(popmanus:
- 1aTa U BpeMs;
- CyOBEKT, OCYHIECTBISAIOINNA PETUCTPUPYEMOE ACHCTBUE;
- TUIT COOBITHS (€CIN PErUCTPUPYETCS 3aIPOC Ha JOCTYII, TO YKa3bIBAIOTCS OOBEKT U
THII JOCTYIA);

- YCIIEWTHOCTh OCYILECTBICHHS COOBITHS (00CITYy>KEH 3aIpoc Ha JOCTYI WIH HET).

2.3.12. CpenctBa cbopa ceTeBOi CTATUCTUKU U (DUIBTPAIIUU CETEBBIX MAKETOB

B kadecTBe CpeiCTB cOOpa CTAaTHCTUKH CETEBOTO B3aUMOJCHCTBUS M (DHIIBTPAIUH
cereBbix makeToB B OC Anbt 8 CII ucnionb3yercs yrunura iptables.

Yrunuta iptables mosBosser ¢uiIbTpOBaTH CETEBbIC MAKEThl IO  CICTYHOIINAM
napameTpam:

- Ha OCHOBE CETEBBIX aJpecoB otTnpaButTenass u mnohydarens (IP-ampeca,

MAC-anpeca);

- 1o npoTokoaam tcp, udp, icmp;

- C Y4ETOM BXOJIHOTO M BBIXOJHOTO CETEBOTO MHTEpdeiica;

- Ha OCHOBE HCIOJIb3yEeMOI0 IOPTa;

- C y4CTOM JaTbl U BPCMCHHU.
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2.3.13. CpencTBa KOHTPOJIS 3aITyCKa KOMIIOHEHTOB MPOTPAaMMHOTO 00eCTIeUeHHUsI

B OC Anbt 8 CII MexaHu3M KOHTpPOJSl 3allyCka KOMIIOHEHTOB MPOrpPaMMHOTO
o0ecrieueHHs peall3yeTCsl PU TTOMOIIH ITPOrpaMMbI CONtrol++,

Control++ mo3BoJiieT NepeKIoYaTh PEKUMBI, KaXAbId U3 KOTOPBIX OIMpPEACNIeTCS
cBouM (alJloM OrpaHUYEHUM, a TaKKe CBOUM HAa0OpOM OINHUCAHUA MpaB Ha ¢alibl
CHUCTEMBI H 3aITyCKAaEMbIM CIICHAPUSIM 00O0JIOYKH.

Control++ mo3BoJisieT TakXke KOHTPOJUPOBATh COOTBETCTBUE MEXK]Y MapamMeTpaMmu

YCTAHOBJICHHOI'O PaHCC PCKUMA U TCKYIIIUM COCTOAHUCM CHUCTCMBI.
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3. YITIPABJIEHHUE KC3

3anyck OC Aunbt 8 CII BbIONHAETCS aBTOMaTH4ecKu mocie 3amycka [I9BM wu
oTpaboTku Habopa nporpamm BlOS.

KC3 crapryer Bmecte ¢ OC Anbt 8 CII, mpoxos HEMOCPEACTBEHHO Yepe3 dTaIlbl
JOCUCTEMHOW 3arpy3Kd, TECTUPOBAHUS SAPOM OKPYKEHHUS TMPOIECCOB U 3aIlyCcKa

daitoBoii cucremsl (nanee — @C), a Takke UHUIHATH3AMNN TIEPBUYHOTO Tporiecca init.
3.1. Ucnonw3oBanue AP| 6udmmoreku polkit

API OoubIMoTeKN polkit UCTIOJTB3YETCSI TUTST IIPEI0CTABIICHUS
HEMPUBWJICTHPOBAHHBIM IPOIIECCaM BO3MOYKHOCTH BBHITIOJTHEHUS IEUCTBUM, TPeOYyrOMUX
npaB agMuHucTparopa. IIpu stom Polkit He Hanmenser mpouecc Moab30BaTENs MpaBamMH
aJIMMHHCTPATOPA, a TIO3BOJISIET KOHTPOIUPOBATH, UTO Pa3peIieHo, a UTO 3aIpeIeHO.

Polkit Takke TMO3BOJISIET MOJIL30BATENSAIM IMOJIYYUTh BPEMEHHOE pa3pelicHue
MOCPEACTBOM ayTeHTU(UKALMU JU00 aIMUHUCTPATOPA, JIUOO MOJIb30BATEIS.

JIro00i1 3ampoc Ha BBHINOTHEHUE JACUCTBUS B CUCTEMHOM KOHTEKCTE, MOCTYIUBILUN
0T paboTaroIIero MojIb30BaTENbCKOIO Mpolecca, oTciexkuBaercs polkit. B cooTBeTcTBUM C
UMEIOIMMHUCS TpaBwiaMu, polkit mpuHHMaeT penieHue O TOM, MOXKET JU ObITh
BBITIOJTHEHO ATO JCHCTBHE, U €CIIM MOKET, TO TIPU BHITIOJHEHUH KakuX ycioBui. [Ipunsaroe
peleHre (3ampeT, pa3pelieHre WIM pa3pelieHHe C yCJIOBHEM) MepefaeTcsi CUCTEMHOMN
nmporpaMMe, KOTopasi 3aTeM JeHCTBYeT COOTBETCTBYIOIUM 0OpazoM. Takum oOpa3om, nmpu
B3aUMOJICMCTBUM TMOJb30BAaTEIbCKOrO Tmpouecca (Subject) W NpPUBUIETMPOBAHHOTO
cucremHoro mpoiiecca (Mechanism) polkit BeicTymaer B kadecTBe TpPEThEH CTOPOHBI,

MIPUHHAMAIOLEH PENIEHNE O CAHKIIMOHUPOBAHHOCTH JENCTBUM.

3.1.1. ®aiinel neiicTBU

Bce momutuku polkit HaxoaaTcst B /usr/share/polkit-1/actions/ B dopmare
*.policy.

HNmena (aiiioB cocTaBieHbl W3 Ha3BaHUs pa3paboTyMKa MIPOrpaMMHOTO

oOecrieueHus (BeHI0pa), Ha3BaHUS MPOTPaMMBbl UJIU TPYIIbI AEUCTBUN U 3aKaHYMBAIOTCS
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cioBoM policy. Msa kaxmoro ¢aiiia BHOJHE COOTBETCTBYET TOM Tpymmne eHCTBHIA,
KOTOpbIE B HEM Tepeurciienbl. CpeqHsia 4acTh UMEHU (pailia — Ha3BaHWe TPOrpaMMbl WK
IPYIIBI TIEUCTBUM — SIBJISETCS B IAHHOM CIIy4ae CMBICIIOBOI.

Kaxnas momutuka mpeacraBiser coboit xml-¢aiis, B KOTOPOM OIHCHIBAIOTCS
3amnpochl K polkit. Kaxxapiii 3anpoc UMeeT TpH YCI0BUSI, MPOINKMCAHHBIX B cekiuu defaults:

- 3aIIpoC OT JIFOOOT0 MOIB30BATENS — TET <allow any>;

- 3alpOC OT HEAKTUBHOIO MOJIb30BATENS — TE€T <allow inactive>;

- 3alpOC OT aKTUBHOTO MOJIb30BATENS — TET <allow active>.

BHyTpu Kakgoro Tera MpoOMHCHIBAETCS BO3BpallaeMoe 3HadeHue. Mcmomb3yroTces

CJIEYIOIINE BAPUAHTHI 3HAUEHU

yes — IPEIOCTaBUTh Pa3pelLCHU;

no — 3a0JIOKUPOBATh pa3pelIeHus;

- auth self — IOJIb30BATENb JTOJKEH BBECTH CBOM MMAPOJIb ISl ayTEHTU(PUKALNN;

- auth self keep — TIIONB30BATENb [JOJDKEH BBECTH CBOW IApOJIb IS
ayTeHTU(PUKALUU OJMH Pa3 3a CECCHUI0, pa3pellieHue MPeIOoCTaBIseTCs IS BCeH
Ceccuu;

- auth admin — MOJI30BaTENb JOJDKEH BBECTHM NAPOJIb AIMUHHCTPATOpPA IIPU
KaXJI0OM 3a1poce;

- auth admin keep — NOJIb30BATENIb JOJDKEH BBECTH NApOJIb aIMHUHHMCTPATOPA,
paspenieHne NpegOCTaBISIETCS ISl BCEU CECCHU.

[IpencraBineHHble B JUPEKTOPUM /usr/share/polkit-1/actions/ mpaBuia
SABJSIFOTCS  TPUHATBIMA 1O  yMoJyaHuio. Jlomyckaercss HX U3MEHEHHE IyTEM
penaktupoBaHuss XML-¢ainoB .policy. OIHaKO HEOOXOJUMO YUUTHIBATh, YTO JIAHHBIN
METOJI HE SIBJISIETCS PEKOMEHIYyEeMbIM, TaK KaK MpU OOHOBJIICHUU MPOTPAMM BHECEHHBIC

M3MEHEHHUS OYIyT Mepe3anrcanbl HACTPOUKAMHU 10 YMOITYAHUIO.
3.1.2. ®aiinsl npaBuI
N3mensaTs mpaBuia ¢opmarta .policy PEKOMEHIYETCS IyTEM HCIOJIb30BaHUS

¢dainoB Tuma .rules, KOTOPBIC TMEPEONMPENETSAIOT TpPaBHUIia, YCTAHOBJICHHBIC 10

YMOJTYaHUIO B (pailax AeiCTBUN .policy.
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@aiutbl . rules pacloJIOKEHBI B IBYX KaTajaorax:

- /etc/polkit-1/rules.d — IMpPEAINIONAraercs, 4Yr0 31EChb PaCIOJIararoTcs
HEKOTOpBIe (halljIbl MpaBwil, MOATOTOBICHHBIE Pa3pabOTUYMKaMU JUCTPUOYTHUBA U
Bce (ailsibl IpaBWI, MOATOTOBJIEHHBIE aJAMHHHUCTpaTOpoM. IIpu mnepcoHampHON
HACTPOIKEe MpaBWJI pacHojaratb COOTBETCTBYIOIIME (ailyibl HaJl0 UMEHHO B 3TOM
KaTaJore;

- /usr/share/polkit-1/rules.d — JaHHBIA KaTaJIOT COJACPKUT (haiiypl MpaBui,
KOTOpBIE HAMKCaHbl pa3padOTYMKaMU MPWIOKEHUH U AUCTpuOyTHBa. PazMemaTs
(baiiyibl CO CBOMMU IIPABWIIAMH 3/1€Ch HACTOSTEIBLHO HE PEKOMEHYETCS U3-3a TOTO,
YTO MPU OOHOBJIEHUU MPOTPAMM CJlI€JTaHHBIE H3MEHEHHUS, CKOPEE BCETrO, MPOIMAIYT.

HacTtpauBaTh npaBuiia MOXHO Kak MPaBKOM CYIIECTBYIOIIUX (PailJIoB . rules, Tak U

CO3JaHMEM HOBBIX B KaTajore /etc/polkit-1/rules.d. Co3naHue HOBBIX (ailnoB

.rules gBIIsIeTCa Ooyice OC30IIACHBIM H HaJACKHBIM MCTOAOM, ITOCKOJIBKY IIO3BOJIACT

ObICTpO M 0€3 MOTEepPh BEPHYTHCS K HCXOJHBIM HACTpOWKaM IyTeM yhaieHus (aiina c

HEKOPPEKTHO 3aJaHHBIM IMPABUIIOM, BBI3BABILIUM COOIA.

3a11aBa;1 HNMs1 (bal”ma, MOJKHO IIPOCTO M HAACKHO OIIPCACIIUTL IIOPAJOK YTCHHUA

(daitioB .rules. Hampumep, myTeM BHECEHHUs B Hadajie HMMEHHM (aila MOpsSIKOBOrO

Homepa. Ilpu sTom (ailbl rapaHTUPOBAHHO OYIYyT YUTATHCA B TOM K€ TOPSJIKE, B

KOTOpPOM BO3PaCTarOT 3TH YHCJIA.

Heobxoaumo y4uuThIBaTH, YTO TMpaBWia, KOTOpPBIE CcojAepx aTcsi B (Qailnax,

MIPOYUTAHHBIX PaHbIe, IEPEONPEACIAIOT paBuia B ¢aiaax, MPOUYUTAHHBIX MO3XKE.

AJITOpUTM CO3JjaHuUs MpaBuia (Bce ASHCTBUS BBITIOJHSIOTCS OT root):
1) OnpenenuTh KaKyro MOJUTUHKY HYKHO U3MEHHTD, JIJISl 9TOT0 HEOOXOIUMO HAMTH
B /usr/share/polkit-1/actions/ TpeOyemyto.
2) Co31aTh HOBOE MPABUIIO:
touch /etc/polkit-1/rules.d/99-vashe pravilo.rules
3) OTKpBITH HA PEAAKTHPOBAHUE CO3aHHbIN (Al

mcedit /etc/polkit-1/rules.d/99-vashe pravilo.rules
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4) BCTaBUTH TEKCT:

polkit.addRule (function (action, subject) {
if (action.id.match ("mericTrBUe") &&
subject.isInGroup ("rpynnanojge3oBaTreyen") ) {

return polkit.Result.npaBuio;

riae:

- meiicTBMe — OTO 3HAYCHUE id B AJIEMEHTE action B HY)XHOM daiisie aeHdCcTBUI
.policy,

- rpynna nojib3oBaTesielr — O3TO OJHA U3 PEAIbHO CYLIECTBYHOIIMX B
omepalMoHHON cucteMe rpynn. Hampumep, 3To MOKeT ObITh Ta rpymnma, KOTopast
ObLJIa CO3/1aHa MPU 3aBEICHUH M0JIb30BATENS B CUCTEME;

- npaBwio — 3TO CIEAYIOIIME 3HAa4YeHusd. NO, YES, AUTH SELF, AUTH ADMIN,

AUTH SELF KEEP, AUTH ADMIN KEEP.
3.1.3. XKypuanuposanue neiictuii polkit

Hcnonb3ys mpasuia polkit MOKHO Takke JefaTh 3alMCU B CUCTEMHBIN KypHal.
Meron 1log() 3amuchiBaeT COOOIIEHHWE B CHUCTEMHBIA JKypHaj. 3alucH >KypHaia
UCHOJB3YIOT (yar LOG AUTHPRIV, MO3TOMY 3alucu OynyT HpPOU3BOAUTHCS B (aiin
/var/log/secure.

[Ipumep:

polkit.addRule (function (action, subject) {

if (action.id == "gemctrue")
polkit.log("action=" + action);
polkit.log("subject=" + subject);

}
)

B mapamerpe action mnepenaerca OOBEKT ¢ uWHGOpPMAIMEl O COBEPUICHHOM

MPOIIECCE U CBSI3AHHBIE C 3TUM JAEHCTBUEM MNapaMeTphbl (HAIpuMep, €CJIM 3arnpolIeHHOE
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JeiCTBHE MOHTHPOBAHHE CHEMHOTO IHCKa, TO B MapameTpe action OyAyT MepeaaHsbl
CepUITHBIN HOMEp JHCKA, eTo id, (haioBas cuctemMa u T. 11.).

B mapamerpe subject mepemaercs OOBEKT C HMH(pOpMALUEN O MOIb30BATEE,
3aIyCTUBILEM IIPOLIECC.

OTOT 00BEKT UMEET CIEAYIOLIUE aTPUOYTHI:

id — uaeHTu(UKATOp IpoIecca;

- user — UMl MOJIH30BATETIS;

- groups — CIIUCOK TPYIII, B KOTOPBIC BXOIUT MOJB30BATENb;

- seat — MECTOHAXOXJEHNE CyOBheKTa (MyCTOE 3HAUYCHHUE, €CIIM MECTOHAXOXKICHUE
HE JIOKAJIbHOE);

- session — ceccHs CyOBbeKTa;

- local — true, TOJIKO €CIIM MECTOHAXOXKJICHUE UMEET JIOKAJIbHBIN XapakTep;

- active — true, TOJBKO €CJIM CEAHC AKTUBEH.
3.2. CpencTBa ynpaBlieHUsS YYETHBIMU 3aITUCSIMU TT0JIb30BaTENCH

Co3naHne, pENaKTUPOBAHME W YAAJICHHUE YYETHBIX 3allUCEd MOJIb30BAaTEIEH
BBITIOJHAETCS] aIMUHUCTPATOPOM B COOTBETCTBUH C PYKOBOJSALIMMH PEIICHUSMU O0BEKTa
aBToMatu3anmu. Mnentudukamnus nosns3oBatens (mpucBoenue emy konga UID) moxer
oOecnieunBatbes Kak aBromarnyecku KC3, Tak v BpyyHyI0 aAMUHHCTPATOPOM IO CBOEMY
YCMOTPEHHUIO.

[Ipu poGaBnenum mosb3oBaTenss B OC  aAMUHUCTPATOpP  BBIIAET  €MY
perucTpaloHHoe uMs (MAEeHTU(UKATOp) I BXOJa B CUCTEMY M Mapoib, KOTOPBIN
CIIYKHUT Il TOATBEpKAECHHUsSI uaeHTU(uKaTopa mnois3oBarens. B npanpheilimem KC3
o0ecreynBaeT ayTeHTU(UKAIUIO TOJIb30BaTENs, TO €CTh €ro ONO3HAHUE MO0 MUMEHU U
napoiro. BBoauMmele mosp30BaTeNeM CHUMBOJIBI MApojs HE OTOOpakaroTcsl Ha SKpaHe
TepMHUHAaJA.

[Ipumeuanue.B cnyyae paborsl OC B rpaduueckoM pexumMe CUMBOJIBI TAPOIIS

3aMCHAIOTCA 3BC3J0YKaAMMU.
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AnMuHHCTpaTOp W (MIM) MOJIB30BATENb MOIYT M3MEHUTHh Mapojib KOMAHJIION
passwd. [Ipu BBoge 310#t komauabsl OC AnpT 8 CII 3anmpammBaeT BBOJ TEKYILIETO MapoJis,
a 3aTeM TpeOyeT BBECTU HOBBII Mapoib.

B cinywae ecnau npemnioxeHHbld napoib ciaumkom mpoct, OC Anbst 8 CII moxer
MOTIPOCUTh BBECTH Apyroul. Takxke, ecnm TPeaIOKEHHBINM TMapoib YAOBICTBOPUTEIICH,
OC Aunbt 8 CII nmpocHT BBECTH €0 CHOBA C TEM, YTOOBI YOSAUTHCS B KOPPEKTHOCTH BBOJIA

napoJs.

3.2.1. Obmas unpopmarus

st Bcex monw3oBarenedt u rpynn BHYTpu OC AnbT 8 CII BBesieHBI COOCTBEHHbBIE
udposeie unentuduraropsl B kareropusix UID u GID cooTBeTCTBEHHO.

[lonp30BaTens MOKET BXOAUTH B OAHY WJIM HECKOJIBKO Tpymil. [lo ymomyanuro oH
BXOJIUT B TPYIINY, COBHAJAOIIYI0 C €ro umeHem. s mojaydeHusi CBEACHUM O TOM, B

KaKHe €I11€ TPYIIbl BXOJUT MOJIH30BATENb, HEOOXOAUMO BBIMIOJHUTH KOMaHY:
id user name
TAC user name — UM 11OJIB30BATCIIA.
Hanpumep:
$ 1id test
uid=500 (test) gid=500(test) rpynnu=500 (test), 16 (rpm)

Takast 3anmuch O3Ha4aeT, 4To MoJib3oBaTelnb test (udposoit unentuduxarop 500)
BXOJIMT B TPynmbl test U rpm. PasHpIe TPYIITEI MOTYT UMETh Pa3HBIM YPOBEHB JTOCTYIA K
TEM WJIM UHBIM KaTajoram; 4eM B OO0JIbIlIee KOJIMYECTBO IPYIIT BXOAUT MOJIb30BaTElNb, TEM
OOJIbIIIE MPAaB OH UMEET B CUCTEME.

[IpumMeuyanue. B cBi3u ¢ TeM, 4TO B JUCTPUOYTUBAX H3ACIUS OOJBITUHCTBO
MPUBUJIETUPOBAHHBIX CHCTeMHBIX yTwiuT umelor He SUID-, a SGID-6ur, Oyabte
MpPEACIbHO BHUMATEIBHBI W OCTOPOKHBI B TICPCHA3HAUCHUHW TPYIIOBBIX IpaB Ha

CHCTCMHBIC KaTaJIOI'u.
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3.2.2. O6Bs3ka passwd
s oOHOBNCHMSI ayTCHTH(PUKAIMOHHBIX JaHHBIX ITOJH30BATENS HCIIOJIB3YETCS

passwd. OOBsizka passwd MOAACPKUBAET TPAAMIIMOHHBIC OIIUUH passwd M yTHIAT

shadow.
CuHTakcuc:
passwd [ONUUA...] [VMS IIOJIb3OBATEJISA]
Onumu:

1) -d, --delete —yJoaluTh MAPOIb ISl YKA3aHHOW 3aIIHCH;

2) -f,--force — (OPCUPOBATH OIEPAITHIO;

3) -k, -—-keep-tokens — COXPaHUTh HE YCTAPEBILIUE ITAPOJIH;

4) -1, --lock — OJIOKHPOBATh YKa3aHHYIO 3aITHCh;

5) --stdin — IpOYUTATH HOBBIE MAPOJIH U3 CTAHIAPTHOTO BBOJIA;

6) -S, --status — BBIBECTH OTYET O CTATyCE MapoJsl B yKa3aHHOU 3aIHCH;
7) -u, -—unlock — pa30JIOKHPOBATh YKa3aHHYIO 3aITHCh;,

8) -2, --help — MOKa3aTh CIPABKY U BHINTH;

9) --usage — J1aTh KOPOTKYIO CIIPABKY IO HCITOJIb30BAHHIO;

10) -v, --version — BBIBECTH BEPCHIO ITPOTPAMMBI.

[Ipumeuanue. Ilpy ycnemHoM 3aBEepLICHMM KOMAaHAA passwd 3aKaHYUBAET
paboty ¢ xoaom Bbixona «0». Kox Bbixoma «l» o3HayaeT, 4To MPOM3OILIA OIIMOKA.
TexcToBoe onucanue OMMOKH BHIBOJUTCS Ha CTaHAAPTHBIA MOTOK OITHOOK.

TonbKo Cynepnoyib30BaTelib MOKET OOHOBUTH MApOJIb APYTOTO MOIb30BaTEIS.
3.2.3. JloOaBiieHrE HOBOTO ITOJIL30BATEIISA

Jns  nmoGaBieHUsT HOBOTO TOJIb30BaTeNss HEOOXOAMMO BBINOJIHUTH KOMaHIY

useradd.
# useradd test

rae test — umMst HOBOTO MOJIb30BaTeNs (MOKET OBITH BRIOPAHO JIFOO0E MM, OTIIMYHOE

OT y>K€ UMEIOLIUXCS B CUCTEME).
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[Toce moGaBneHUsT MOIB30BATENS B CUCTEMY HEOOXOIMMO BBITIOJIHATH YCTAHOBKY
MAPOJIS U1 YYETHOW 3aIMCH MOJIBb30BATENS, ISl STOTO UCIOIb3YETCS KOMaHIa passwd!

# passwd test

[Tocne BBIMOJHEHHS JTAaHHOW KOMaHbl B KOHCOJb OYyJIeT BBIBEJICHO COOOIIECHUE, C
MPEUIOKEHUEM O BBOAE MapoJid JJIsl YYETHOM 3alliCH TMO0JIb30BATENSl Enter new
password: (Beemure HOBLIT mapoJis:), B OTBET HAa KOTOPOE HEOOXOIUMO BBECTH IAPOITh
(mmmHa W cOCTaB TApoJisl JOJDKHBI  YJOBJIETBOPSATH HAJOXKEHHBIM  IapOJIbHBIM
OTPAHUYCHHUSIM).

[Tocne BBOjma mapojis JUIsl YYETHOM 3alMCH IOJb30BaTelisd, B KOHCOJb Oyaer
BBIBEICHO COOOIIEHUE C MPEJI0KEHUEM O MOBTOPHOM BBOJIE MAPOJISl IJII UCKIIOUCHUS
(HHH6OKIHHIBBOHCPetype new password: (HOBTOpMTe BBOL naponH:LIBOTBQFHa
KOTOPO€ HEOOXOAMMO BBIMIOJIHUTH TOBTOPHBIA BBOJ MapOJIs.

B cinydyae ecnam BBeJCHHBIC MapoOJd COBIAIM, B KOHCOJIb OyACT BBIBEICHO
cooOlieHne passwd: all autentification tokens updated (naponb: BCe
MAapKepPH INIPOBEPKM IIOIOJIMHHOCTU OGHOBﬂeHHL‘HI)BCBOK)OqepQHBCBHﬂﬁTmﬂxﬂByeT
00 yCIeIIHON yCTaHOBKE MapoJisl ISl OJIb30BaTENsl.

B pesynbraTe onmucaHHBIX ACUCTBUN B cucTeMe OyAeT CO3/aH IMOJb30BaTelb test ¢
3aJIaHHBIM TIApPOJIEM.

B ciydae ecnu maponb okaszaics HeOe30macHbIM, Ha 3KpaH OYJEeT BBIBEJICHO
COOTBETCTBYIOIIIEE COOOIIEHUE C MPETYyIPEKICHUEM .

1) ecau mapoiab KOPOTKUH:
«Weak password: too short» («HeHapmeXHHM IapoJib : CJIMIIKOM
KOPOTKMM»)

2) ecnv Tapoyib HE COOTBETCTBYET TpPEeOOBaHMSIM K KiIaccaM MCIIOJIb3YEMbIX

CHUMBOJIOB (ITapOJIb JOJDKEH COCTOATH U3 OYKB BEPXHETO M HIDKHETO PErucTpa,

nudp 1 Ipyrux CUMBOJIOB):
«Weak password: not enough different characyers or classes for
this length» («HeHameXHHM napoJb : HemoCcTaTOUHO KJIaCCOBEIX

paBJ'H/IEU/HZ MeXIOy MCIIOJIb3yeMbBIMIM CMMBOJ'IaMM»)
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3) ecnu TIpU OBTOPHOM BBOJIE MAPOJIM HE COBIAJIH, B KOHCOJbL OYJIET BBIBEIACHO
NPEAYIPEXKACHUE, C TMPEMIOKEHUEM BBECTM HOBBIM IapoJib, a TaKke

OIrpaHNYCHHUSAMH Ha JOIIYCTHUMBbI CUMBOJIBL.

«Sorry, Passwords do not match. Try again.

You can now choose the new password or passphrase.

A wvalid password should be a mix of upper and lower case
letters,

digits, and other characters. You can use a 8 character long
password with characters from at least 3 of these 4 classes.

An upper case letter that begins the password and a digit that
ends it do not count towards the number of character classes
used.

A passphrase should be of at least 3 words, 6 to 40 characters
long, and contain enough different characters.

Alternatively, if no one else can see your terminal now, you
can

pick this as your password: "high-worth*outset"»
[Ipumeuanue. Jlanee NpUBOIUTCA TEPEBOJ CUCTEMHOTO COOOIIEHUS C
MIPEVIOKEHUEM BBECTH HOBBIM MAPOJIb C YYETOM OTPAHUYEHHU Ha JIOMYCTHUMBbIE

CHUMBOJIEI.

«llaponmm He coBnazawoT. llonpobyMre eme pas3. Bel MoxeTe BHOPaThH
HOBHIM IapoJib MM T[apoJibHYyK OG&pasy. IlIpaBUJILHEM [HapOJib JOJDKEH
coueTaTb B cebe IIPONMCHBIE UM CTPOUYHBE OYKBB, LUMOPE ¥ OpyI'ue
CMMBOJIEI. BH MOXeTe  MCIOJb30BAaTh [IapOJM OJIMHOM M3  BOCBMU
CMMBOJIOB, OTHOCHAWMXCSH, IO KpalHeM Mepe, K TpeM M3 JYeTHpex
KJIaCCOB. BykBa BEpPXHEIO pPerucTpa, C KOTOPOM HauMHAeTCsda [IapoJlb U
uuodpa, KOTOPOM  MapoJib 3aKaH4YMBaeTCHd, He  YUMTHIBAKTCSH  IIpU
nomcyeTe KOJMUYECTBA MCIOJBb3YEMBIX KJIACCOB CHUMMBOJIOB. IlaposbHasa
bpaza @QmoJpkHa COCTOATH, IIO KpaMHeM Mepe, U3 Tpex CJOB IJIMHOU
or 6 mo 40 CUMBOJIOB, COIEepXallMx pPas3HBEE KJIaCCh CHMMBOJIOB. Kpowme
TOTO, ecnn uHOOpPMaALUHA, oTobpaxaeMasa B HacTodllee BpeMsa Ha
TepMMUHaJe, HeIoCTyIHa nIJig [OpoCMOTpa I[IOCTOPOHHMM  JIMllaM, B

KayueCcTBe I[apoJisg BB MOXeTe MCIoJNb30BaTh «high-worth*outset»
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B nanmpHedmeM IMOJb30BaTENb MOXKET HW3MEHUTHh CBOW IApOib MPU TMOMOIIH
KOMAaHbI passwd.

B OCAmt8CIl ngns mnpoBepkd mapojedl Ha cnabocTh  UCIOJIb3YETCs
NoJAKJII0OUYaeMbli Moaysib ayTeHTHudukanuu (Pluggable Authentication Modules, nanee —
PAM) passwdqc.

[Iporpamma useradd rmMeeT MHOKECTBO MapamMeTPOB, KOTOPHIE MO3BOJISIIOT MEHSTh
€€ TOBEJCHHE [0 YyMOJYaHUI0. B TOM 4ucie mpeaocTaBisieTcs BO3MOXKHOCTH
NPUHYAUTENBHO yKa3aTh, kakoi Oyaer UID wnm k kakoi rpymme OyAeT MpuUHAIIeKaTh
II0JIB30BATENb.

CuHrakcuc nporpammsl useradd:
useradd [napamerprr] LOGIN
useradd -D

useradd -D [nmapameTper]

[Ipu BBI30BE O€3 omIuu -D, KOMaHAa useradd CO3JAaCT HOBYIO YUYETHYIO 3aITHCh
MOJIb30BATEIS, UCIIOJIb3YS 3HAUEHUs, YKa3aHHbIC B KOMaHJIHOU CTPOKE IUIIOC 3HAYCHUS 110
YMOJTYAHUIO U3 CHUCTEMBI. B 3aBHCHMMOCTH OT mapaMeTpOB KOMaHIHOW CTPOKH, KOMaH/a
useradd OyJeT OOHOBISATH CHUCTEMHbIE (ailyibl, a TaKk)Ke€ MOXET CO3/1aTh JOMAIHUN
KaTaJIOT HOBOTO TOJI30BATENSI i CKOTTMPOBATH UCXOTHBIC (haiiibl.

Onuuu:

1) -c, --comment KOMMEHTAPUM — jro0as TekcToBas cTpoka. OOBIYHO, 37€Ch
KOPOTKO OTHCHIBACTCS yUETHAS 3alUCh, M B HACTOSIICE BPEMS MCIIOIB3YETCS KaK
noJie JUIsi UMEHH W (paMIJINK TT0JIh30BaTEIIs;

2) -b, —--base-dir BABOBHI KATAJIOT — 0a30BBI KaTajor sl IOJIb30BaTEIIs.
Ecnu mapamerp HOME DIR HE yKa3aH, TO 0a30BbIil KaTaJor OMNpeNessieTcs Mo
MMEHU TI0JIh30BATES;

3) -d, --home JOMANHW/ KATAJIOT — JJsl CO3/IaBacMOr0 MOJb30BaTelsl OyJer
MCIIOJIb30BaH KaTajor BA3OBHY KATAJIOI' B KauecTBE JOMallHero katainora. Ilo
YMOJTYaHUIO, 3TO 3HAYCHHUE TMOydaeTCsl 0ObEIUHEHUEM VIMEH TOJIB30BaTEIs C

BEA3OBEM KATAJIOT'OM H HUCIIOJB3YETCA KaK UM TOMAITHETO KaTajiora,
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4) -e, --expiredate JIATA YCTAPEBAHMA — JaTa, KOIJa Y4YeTHas 3alluCh
noJsib3oBartens Oynaer 3abnokupoBana. Jlara 3agaercs B popmate [TTT-MM-/1/1;

5) -f, --inactive [HEJ/ — 4YHCJIO JHEHW, KOTOpBIC OJDKHBI IPOWTH TIOCIC
ycTapeBaHMs MapoJisi, YTOObI yueTHas 3amuch 3a0JIoKupoBajiach HaBcerga. Eciu
yKa3zaHo 3HaueHue 0, To ydeTHasi 3alucCh OJOKUPYETCsl cpas3y IMociie ycTapeBaHus
napoJisi, a NpU 3HAYEHUU -1 JaHHAsg BO3MOXKHOCTh He wucnoisdyercs. Ilo
YMOJITYaHHIO UCTIOIB3YETCS 3HAUCHHE —1;

6) -g, --gid TPYNIA — MM WIH YHUCIOBOH HMICHTHU(HUKATOP HOBOH HAYallbHOM
rpymnbl moJib3oBarens. MaeHTuduxkarop rpynmbl AOMKEH YKa3blBaTh Ha YKe
CylecTBytomyto rpynmy. Unentudukatop rpynmnsl o yMOJTYaHUIO paBeH | wim
3HAUYCHUIO, YKa3aHHOMY B (aiiie /etc/default/useradd,

7) -G, --groups I'PYNNAL [, TPYNNA2, ... [, TPYIIAN] ] ] — CIIUCOK
JOTOJTHUTENbHBIX TPYII, B KOTOPBIX YHUCIMTCS MoJb30Barelnb. [lepeuncnenue
IpyIIl OCYIIECTBIIAETCS Yepe3 3alsaTyro, 0€3 MpoMexyTouyHbIX mpodenoB. Ha
yKa3aHHbIE TPYIIbl JEUCTBYIOT TE€ K€ OrPAaHMYEHHS, 4YTO WU JJIS TPYMIHI,
yKa3aHHOW B mapameTrpe -g. [lo yMon4aHuio mosib30BaTellb BXOAUT TOJBKO B
HavyaJbHYIO TPYMIY;

8) -h, -—help — MoKa3aTh KPATKYIO CIIPABKYy U 3aKOHYUTH PabOTY;

9) -m, --create-home — €CIIM JIOMAIIIHETO KATAJIOTa MOJIH30BATEISI HE CYIIECTBYET,
TO OH OyJET CO3/1aH;

10) -, --key KJIOU=3HAUEHVE — WCIOJB3YETCS ISl M3MCHCHUS 3HAYCHHUU TI0
YMOJTYaHHIO, XPaHUMBIX B (paiiie /etc/login.defs (UID _MIN, UID MAX, UMASK,
PASS MAX DAYS u aApyrux). Ilpumep: -K PASS MAX DAYS=-1 MOXKHO
UCIIOJIb30BaTh MPHU CO3J]aHUM CUCTEMHOW YYETHOW 3aMUCH, YTOOBI BBIKIIOYUTH
ycTapeBaHWE MapoJisi, Jake eCIM CUCTEMHas y4eTHasl 3alKuch BOOOLIE HE MMEET
apoJis;

11) -N, --no-user-group — HE CO3/1aBaTh TPYIMIYy C TEM K& HMEHEM, YTO H
M0JIb30BaTelb, HO JOOABUTH MOJI30BATENS K IPyNIE, YKa3aHHOW OoMIuell —g Win

IEPEMEHHOM Irpynnsl B (aiiine /etc/default/useradd,;
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12) -0, --non-unique — MO3BOJIIECT CO3/IaTh YUYETHYIO 3alHUCh C YKE MMEIOLIMMCS
(ne ynukanbnabiM) UID;

13) -p, --password TAPOJIb — MIH(PPOBAHHOE 3HAYCHHUE AP0, KOTOPOE
Bo3BpamaeT ¢pynkuus Crypt. [lo ymondanuio yueTHas 3anuch 3a0JI0KMPOBAHA;

14) -s, --shell OBOJIOUKA — HMMS PETHCTPAIIMIOHHOW OOOJOYKH TOJIH30BATEIIS.
Eciu 3agate mycroe 3HaueHue, TO OyJET MCIOJb30BaHa PErUCTPAMOHHASA
000J104Ka M0 YMOJIYAHUIO;

15) -u, --uid UID — uHcIOBOE 3Ha4YeHHWE uicHTU(UKaTopa moib3osareis (ID).
OHO A0KHO OBITH YHUKAJBHBIM, €CJIIM HE UCIIOB3YETCs MapaMeTp —o. 3HAUYECHUE
JOJDKHO OBITh HEOTpHUIATENbHBIM. [I0 yMOJIYaHHIO MCIONB3YETCs HauMEHbIIIEe
3HayeHue ID Oombiiee 999 u Golibliiee JIFOOOTO APYroro 3Ha4YCHUSI TTOJIH30BATEISL.
3nauenuss ot 0 g0 999 00BIMHO 3ape3epBUPOBAHBI MJII CUCTEMHBIX YYETHBIX
3aMuce;

16) -U, -—user-group — CO3lIaTh IPYIIIY C TEM )K€ UMCHEM, YTO U MOJIb30BATEIIb, U
100aBUTH TIOJIB30BATENS B ATy TPYIILY.

[Tpu BBI30BE KOMaHBI useradd TOJBKO C OMIMEN -D, MOKAKET TEKYIIHEe 3HAYCHUS

10 YMOJ'ILIaHI/IIOZ
# useradd -D
GROUP=100
HOME=/home
INACTIVE=-1
EXRIPE=
SHELL=/bin/bash
SKEL=/etc/skel
CREATE MAIL SPOOL=yes

3.2.4. Jlob6aBneHue/pelakTHpOBAaHKE MOJIb30BaTeNel B rpaduueckoid 000J0UKe U B

BeO-uHTEpJetice
Monyne llentpa ynpasienus cuctemoit (I[YC) «JlokaibHble y4deTHBIC 3amUCH»
alterator-users IPEAHA3HAYEH I aJMUHUCTPUPOBAHUS JIOKAJIBHBIX IOJIb30BATEIICH.

Monyns «JIokabHblEe ydeTHbIE 3anmucu» AocTyleH kKak B GUI B 3KcHEpTHOM pexume
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(pazmen «llomb3oBatemm» — «JlokanpHBIE y4YeTHBIE 3amucw») (puc.9), Tak U B
BeO-uHTEpdeiice Mo aapecy https://ip-address:8080 (paszen «llomp3oBaTenu» —
«JlokanpHble yueTHble 3anucu») (puc. 10). JlaHHBI MOAYIIh MO3BOJIIET CO3/]aBaTh HOBBIX

MIOJIb30BATENEH, PETaKTUPOBATh U YIAIATH YK€ CYHIECTBYIOIIMNX MOJb30BATEIEH.

p ynpasnieHns cucteMon (oT cynep =lEE
© rnasHas {ﬂPemuM skcnepTa | X Boixog @Cnpaaxa
HoBas y4ETHas 3anuchk: [new_used ] Co3paTh
user KoMMeHTapui:
i
[omawHmi katanor: /homeftest
WHTepnpeTaTop KoMaHA: /bin/bash ;J

BXoguT B rpynny aoMUHUCTPATOPOB

Mapone: Co3aaTh 3aBTOMaTUHECKM
{1 (sBeauTe dpazy)
{ (nosTopuTe dpazy)

ABTOMaTU4YECKWUI BXOA B CUCTEMY
Pexxum kuocka OBbiyHbIA paboyuid cTon lJ

MpUMeHnTL YnanuTe NonL308BaTens

Puc. 9 — Yopasienue n1okaasHBIMU MOJIb30BaTeNAMH B rpaduyeckoM untepdeiice [[YC


https://ip-address:8080/
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JNOKAJIbHBIE YHETHbIE 3AMNMWCU | Hacrpoika | Cnpaeka H BhidTH

Hoeas yy4eTHan 3anuck; Co3gathb

(user | [! KommeHTapwii:
test

NomawHnin katanor:  /home/user
WHTepnperatop komana:  /bin/bash L[

| BxoguT B rpynny agMMHACTpaTOPOR
] Coaparts aromaTiyeck

MNapons: (sBeanTe dpa3sy)

(nosTopuTe dpasy)

© e

Puc. 10 — YnpaBneHue J0KaabHBIMHE MTOJIB30BaTeIsIMU B BeO-uHTepdetice [[YC

Jnst co3manusi HOBOM Y4E€THOM 3amucu HEOOXOJWMO BBECTU MMSI HOBOWM YYETHOM

3aMKuCcH U HaXKaTh KHOMKY «Co3/1aThy, MOCIe Yero UMl OTOOPA3UTCs B CIIUCKE CJIEBA.

JI71s1 JOTIOMHUTENBHBIX HACTPOEK HEOOXOJMMO BBIJCIUTH JT00aBICHHOE MMS, JHOO,

€CJIM HEOOXOMMO U3MEHHUTH CYIIECTBYIONIYIO YYETHYIO 3alMCh, BEIOPATH €€ U3 CIHCKA.

Kax o1l yueTHOM 3anucu MOKHO 33/1aTh:

- KOMMEHTapuil — MPOU3BOJIBHBI KOMMEHTAPHUM K YYETHOW 3amucu. Hacto 3aech
YKa3bIBaeTCs peajibHble UMS U (haMUJTUS TI0JIb30BATENS;

- IOMAITHUM KaTaJIOT — KaTaJIoT TI0JIb30BaTelis, B KOTOPOM OH OyZeT UMETh MOJHBIC
npaBa. B ciywae perucTpauuy MOJIb30BaTeNsl B KOHCOJIM pabdOTa HAYMHAETCS
UMEHHO B OJToM Karamore. OOBIYHO JOMAIIHUN KaTajor TOJb30BaTels
pacrionaraeTcs B /home/umMsa nose3osaTesns, 1€ UM MO0JIB30BaTCIA — 3TO UMSI
YYETHOU 3aIIHNCH;

- IHTEpIIpeTaToOp KOMaH]l — KOMaHHasi 000J104Ka, 3amycKaeMas 1o yMOJTYAHUIO TIPU
perucTpanuy noJib30BaTelsdl B TEKCTOBOM KOHCOMM. [0 yMOiyaHuIO HCIONIB3yeTCs

/bin/bash,
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- BXOJIUT B TPYIIIY aIMUHUCTPATOPOB — MPU YCTAHOBJICHHOW OTMETKE MOJIb30BaTEIh
UMeeT BO3MOXKHOCTh MOJIYYMTh IpaBa aJAMHUHHUCTparopa (root). Hampumep, mpu
MOMOIIM KOMaHJIbl su - (JJIs1 5TOT0 HEOOXOIMMO 3HATh MAPOJib AJIMUHUCTPATOPA);
- apojib — MapoJib YYETHOM 3alucH MOXXET OBITh CI€HEpUPOBAH aBTOMATUYECKU
(«Co3nath aBTOMaTUYECKH»), JIMOO CO3/IaH CaMOCTOsTEeNIbHO. Bo BTOpOoM ciiydae
HEO0OXOMMO BBECTH €T0 MOJTBEPKICHHE.
3.2.5. Hactpoiika maposibHbIX OTpaHHYEHUN
Hacrtporika I1apOJIbHBIX OTPaHUYCHUU IIPOU3BOIUTCS B daitne
/etc/passwdqgc.conf.

passwdgc.conf — ¢ain koHpUrypaluu libpasswdgc. libpasswdgc — 3TO
npoctas OubIMoTeKa IS MPOBEPKU HAJIEKHOCTH Tapojei. [Tomumo mpoBepKH MpOCTHIX
napojiei, TOIJEPKUBAIOTCA MapoyibHbie  (paszpl.  Dailn  KOHPUTYpaIMd  MOXKET
HCIIOJIB30BAThCA JUIsl IEPEONPENEIICHUS CTAHAAPTHBIX HACTPOEK 1ibpasswdgc.

®aiin passwdgc. conf coctout u3 0 wim 6osee CTPOK ciaeayrouero gopmara:

OlIIMA=3Ha4YeHN e

[IycTble CTPOKM W CTpPOKHM, HAUYMHAIOIIMECS CO 3HaKa pemerka («#»),

urHopupytotcsi. CUMBOJIBI po0esa MeXKAy ONIMel U 3HaAYEHUEM He J0ITyCKaloTCs.
Onuuu, KOTopble MOTYT ObITH MEpeJaHbl B MOAYJb (B CKOOKax yKa3aHbl 3HAYECHHSI
0 YMOJIYaHHUIO):

min=N0,N1,N2,N3,N4 (min=disabled,24,11,8,7) — MHHAMAJIbHO IOIMyCTHUMAs
JUTMHA TIapOJIA.

Hcnonb3yemble THUNBI Napojeil Mo KilaccaM CHUMBOJIOB (andaBuT, YHCIIO,
CIIEIICUMBOJI, BEpXHUN U HUKHUIN PETUCTP) ONPENEIISIOTCS CIIETYIONTUM 00pa3oM:

-TUN NO HUCHOJIb3yeTCs JJIsl Mapojei, COCTOSIIIMX W3 CHUMBOJIOB TOJIBKO OJHOIO
KJ1acca;

- TUI N1 UCHOJIB3Y€eTCs JUIsl NAapOoJIeil, COCTOSIIMX U3 CHMBOJIOB JABYX KIIACCOB;

- TN N2 WCHOJIb3YeTCs I MapoibHBIX (Ppa3, Kpome ATOro TpeOOBaHUS JJIMHBI,

napoJibHasa (bpasa JOJDKHA TaKXKE€ COCTOATHh U3 JOCTATOYHOI'O KOJINYECTBA CIIOB,
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-TUIIBI N3 W N4 HMCHOJIB3YIOTCS I MapOoJI€i, COCTOAIIMX W3 CHUMBOJOB TPEX M
YEThIPEX KJIACCOB, COOTBETCTBEHHO.

KiroueBoe citoBo disabled UCHOJIB3YETCA AJIA 3allpeTa NapoJell BBIOPAHHOTO TUIA
NO — N4 HE3aBHCUMO OT UX JJIMHBI.

[Ipumeuanue. Kaxnoe cnemyroliee 4uciio B HACTPOUKE «miny» JOHKHO OBITh HE
0oJbIIIe, YeM MIpeabIAyIIEe.

[Ipu pacuere KoJMYECTBA KJIACCOB CMMBOJIOB, 3arjlaBHbIE OYKBBI, UCIIOJIb3yEMbIC B
KayecTBE MEPBOr0 CUMBOJA W LU(P, UCHOJIb3YEMbIX B KayeCTBE MOCIEAHEr0 CHUMBOJIA
MapoJisi, He YUYUTHIBAIOTCA.

max=N (max=40) — MakKCHUMaJbHO JOMYCTHMAas IJIMHA MapoJisi. JTa OMLUS MOXKET
OBITh MCMOJIB30BaHA ISl TOTO, YTOOBI 3alPETUTh MOJIb30BATEIISAM YCTAHABIMBATH MAPOJIH,
KOTOPbIE MOTYT OBITh CJIIMIIIKOM JJIUHHBIMH JJIsI HEKOTOPBIX CUCTEMHBIX CIY»0. 3HaUeHUe
8 obOpabaThiBaeTcs 0COOBIM 00pa3oM: MapoJid JJIMHHEE 8§ CHMBOJIOB, HE OTKJIOHSIOTCS, a
oOpe3aroTcsi 10 8§ CHUMBOJIOB JJisi MPOBEPKU HAACKHOCTH (IOJH30BATEIh IPU ITOM
MIPEAYIIPEKIAACTCS).

passphrase=N (passphrase=3) — YHCJIO CJIOB, HEOOXOIMMBIX I KIIIOUEBOM
(dpazsbl (3HaueHue 0 OTKIIFOYAET MOAACPKKY MApOIbHBIX dpa3).

match=N (no ymosuauuio match=4) — JJUHA OOIEH MOJICTPOKHU, HEOOXOTUMOMN
JUISL BBIBOJA, YTO IMApOJIb XOTS Obl YaCTUYHO OCHOBAaH Ha WHGOpMAIMK, HAWJACHHOW B
CHUMBOJIBHOU cTpoke (3HaueHue () OTKItouaeT mouck noactpoku). Ecnu Halizena ciaOas
MOJICTPOKA MapoJib He OyAEeT OTKJIOHEH; BMECTO 3TOr0 OH OYJeT MoABepraThcs OOBIUHBIM
TpeOOBaHUSAM K TMPOYHOCTH TpH yHajdeHuu ciadoit moxactpoku. Ilowck moacTpoku
HEUYBCTBUTEJIEH K PETUCTPY U MOXKET OOHAPYKUTh U YAAIUTh OOIIYI0 MOJCTPOKY,
HaIMCaHHYIO B 00paTHOM HaIpaBJICHHH.

similar=permit |deny (similar=deny) — HapaMeTp similar=permit
paspelaeT 3a7aTh HOBBIN MMapOJIb €CIIU OH TTOX0X Ha CTaphIi (mapaMeTp similar=deny —
3anpemiaet). [lapoau cyMTarOTCA MOXOKHMMH, €CIIM €CTh JOCTAaTOYHO JUITMHHAsS oOIas
MOACTPOKA, M MPH STOM HOBBIA TApOJIb C YACTUYHO YJaJIEHHOW MOACTPOKOW Oyner

Cl1a0bIM.
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random=N{[, only] (random=42) — pasMep CIy4alHO CTreHEpPUPOBAHHBIX
napoJibHBIX ¢pa3 B 6utax (0T 26 10 81) munu 0, 4TOOBI OTKIHOYUTE 3Ty GyHKIHUI0. JIto0as
napojibHasg (paza, KOTOopas COACPKHUT MNPEIIOKEHHYIO CIIy4YallHO Cre€HEPHpPOBAHHYIO
CTPOKY, OyJIeT pa3pellieHa BHE 3aBUCUMOCTH OT JPYTUX BO3MOXKHBIX OTPAHUYEHUH.

3HaueHHe only UCTIONB3YETCS AJIA 3alpeTa BHIOPAHHBIX MOJIB30BATENEM MapoJieH.

enforce=none|users|everyone (enforce=users) — ImapamMeTp
enforce=users 3aJlaeT OTPaHUYCHHUE 33JaHUA Mapojeil B passwd Ha mosb3oBareneil 6e3
nmoaHoMouni root. Ilapamerp enforce=everyone 3aaeT OrpaHUYCHUE 3aJaHUA HApOJIEH
B passwd M Ha NOJb30BaTeNle, U Ha cynepnosb3oBarens root. [Ipu 3HaYeHHH none
Moayinb PAM OyneT ToJbKO MpeaynpexaaTh O ciadbIX Mapoisx.

retry=N (retry=3) — KOJIMYECTBO 3aI[POCOB HOBOI'O IApOJIsi, €CIIHU MO0JIb30BaTEIb
C IEPBOTO pa3a HE CMOKET BBECTH JOCTATOYHO HAAECKHBIM MAPOJIb U IOBTOPUTH €TI0 BBOJ.

Jlanee mnpuUBOAUTCA TpUMEp 3aJaHUsl  CIEAYIOIMX 3HauYeHu B  (haiiie

/etc/passwdgc.conf.
min= 8,7,4,4,4
enforce=everyone
B YKa3zaHHOM IIPHUMCPC I10JIb30BaTC/IAAM, BKIIIOYAsA CYIICPIIOJIIB30BATCIIA I'OOt, 6y,ueT

HEBO3MOXHO 3a]1aTh IMapOJIu:
- TN NO (CMMBOJIBI OJTHOTO KJIacca) — JJIMHON MEHbIII€ BOCBbMHU CHUMBOJIOB;
- Thna N1 (CUMBOJIBI JBYX KJIACCOB) — JITTMHOM MEHBIIIE CEMU CUMBOJIOB;
- Thna N2 (mapoJibHble (pasbl), TUNA N3 (CUMBOJIBI TPEX KJIAcCOB) U N4 (CHUMBOJIBI
YEeThIPEX KJIACCOB) — ITTMHOW MEHBIIIE YETHIPEX CHMBOJIOB.

3.2.5.1. YnpasieHue cpokoM ACHCTBUS MapoJis

JIns  ympaBlIeHMsT CPOKOM JEWCTBHUSL MapoJied MCIONb3YyeTCs KOMaHJa chage
pa3zpenieHa TOJbKO [Jis AJMUHUCTPATOpa, 3a MCKIIOYEHUEM HCIOJb30BaHUSI €€ C
napamMeTpoM -1, KOTOpPbIA TMO3BOJISIET HENPHUBUIIETUPOBAHHBIM  IOJIH30BATENSM
ONpPENENIUTh BPEMSI, KOTJa UCTEKAET UX NapoJib UITK, KOTJa yCTapeeT YUETHAs 3allKCh.

chage M3MEHSET KOJMYECTBO NHEH MEXAY CMEHOU Mapojs U AATOM MOCIEIHETO
M3MEHEHHUS TIapoJIs.

CuHTakcuc KOMaHJIbl: chage [mapameTp] JIOTMH

Komanna mist mpocmoTtpa cripaBo4HOM WHGOpMAIMN 00 YTUITUTE: chage --help

OcHOBHBIE MApaMETPHI:

- -1 — mpocMOTp UHGOPMAIIUU O CTAPEHUU YUETHOM 3alKiCH MO0JIb30BaTEIIs;

- -d, --lastday LAST DAY - H3MEHSETCS 3HAU€HHE LAST DAY Ha JI€Hb, KOrja

OBLIT U3MEHEH MAapoJib NocheaHul pa3 (uucno auei ¢ 1 suBaps 1970). [ara taxxe
MOKeT ObITh Yka3aHa B popmate [ TTT-MM-/1/];
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- -m, --mindays MIN DAYS - HU3MEHSETCS 3HAUEHUE MIN DAYS HA MUHUMAJbHOE
YUCJIO JTHEW MeXIy cMeHoUM maposs. 3HaueHre 0 B 3TOM moJie 0003HA4YaeT, uTo
MOJIb30BATENb MOKET U3MEHSTh CBOM MAPOJIb, KOTAA YTOJHO;

- -M, --maxdays MAX DAYS H3MEHAETCS 3HAYEHUE MAX DAYS HAa MaKCUMAaJbHOE
YUCJIO [IHEW, B TEYEHUE KOTOPBIX Mapoib eme aehcrteuteneH. Korma cymma
MAX DAYS W LAST DAY MEHbIIE, YeM TEKYyIIUd JeHb, y MOJb30BaTens Oyaer
3aMpoIIeH HOBBIM MapoJib 1O Hadajga pabOThl B CHUCTEME. JTa ONEPALHs MOKET
NpeBapsATLCS MPEAYNpPeKIcHIUEM (TTapaMeTp —W);

- -E, --expiredate EXPIRE DAYS HCHOJIb3YE€TCS IJIA 3aJaHUs JaThbl, C KOTOPOH
y4€THasl 3aluCh IOJIB30BATENS CTAaHET HEAOCTYNHOU. [lapamerp EXPIRE DAYS —
gucino aHeit ¢ 1 suBaps 1970. Jlata Takke MOXeT ObITh yKazaHa B ¢opmare
[TTT-MM-J1/1;

--I, --inactive INACTIVE MWCHOJIb3YETCA U1 3aJaHHs KOJWYEeCTBA JHEH
«HEAaKTUBHOCTU», TO €CTh JHEH, KOrJa IO0Jb30BaTelb BOOOIIE HE BXOJIWI B
CUCTEMY, TIOCJIE KOTOPBIX €ro y4yeTHas 3amuch OyaeT 3abimokupoBaHa. [lapamerp
INACTIVE €CThb KOJMYECTBO «HEAKTUBHBIX» JHEH. 3HaueHHe (0 OTKIFOYaeT 3TOT
pexuM;

- -W, --warndays WARN DAYS — 3HAQ4€HME WARN DAYS 3aJaeT YHUCIO JHEH N0
UCTEYEHUs] CPOKa JEWUCTBUS MMapoJid, HAUMHAs ¢ KOTOPBIX MOJB30BATEN0 OyleT
BbI/1aBaThCA MPEAYIPEXKACHUE O HEOOXOAUMOCTH CMEHBI ITapoJIsl.

3.2.6. Hactpoiika HEMOBTOPAEMOCTH TAPOJIs

Jns  HAaCTpOMKM  HENMOBTOPSIEMOCTH  NApOJEd  HMCHOJB3YETCS  MOAYJIb
pam pwhistory, KOTOPbIA COXPAaHSET IMOCIEAHUE IMApPOJH KaXIOTO IOIb30BATENS] U HE
MO3BOJISIET TOJB30BATENII0 NPU CMEHE MapoJisi 4YepeaoBaTh OJWMH M TOT XK€ MapoJib
CJIMILIKOM YacTo.

Jlnst  HACTpOMKM  ATOTO  OrpaHMYEHUS  HEOOXOAMMO  W3MEHUTh  (haili
/etc/pam.d/system-auth-local-only TakuM OOpa3oM, YTOOBI OH BKJIIOYAT MOIYJb
pam_ pwhistory HOCIE IIEPBOr0 NOSBIECHUS CTPOKH C IapOJIEM:

password required pam_passwdgc.so
config=/etc/passwdqgc.conf
password required pam pwhistory.so debug
use authtok remember=10 retry=3

BHUMAHUE!

B namHOM cnydae CHCTEMHBIM KaTajJor CTaHET JOCTYMHBIM ISl  3alUCH
MOJIb30BATEISIM ~ TPYNIBl  PW_users (co3maiiTe »dTy Tpymmy ¢ BKIIOYUTE Tyla
MOJIb30BaTEIICH ).
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BHMMAHMUE!

baza wucnome3yeMbIx maposieii Bemerca B (ailie /etc/security/opasswd,
B KOTOpPBIM MOJIb30BaTEIM JOJKHBI UMETh JOCTYN Ha YT€HHE W 3amuch. [Ipu 3TOM OHUM
MOTYT 4YHUTaTh XOIIM Tapojiell OCTalbHBIX TMojdb30oBareneil. He pekomenmyercs
MCIOJIb30BaTh HA MHOTOTIOJIb30BATEIbCKUX CUCTEMAX.

Cozpmaiite  ¢aitn  /etc/security/opasswd H JaliTe TpaBa Ha 3aIKCh

ITOJIB30BATCJISIM .

install -Dm0660 -gpw users /dev/null /etc/security/opasswd
chgrp pw users /etc/security
chmod g+w /etc/security

[Tocne noOaBneHust 3TOW CTpOoKUM B (aiie /etc/security/opasswd OyayT
XpaHuTbes mnociennue 10 maposedt mosb3oBaTens (COAEPKUT XAOUIM Maposiel Bcex
VYETHBIX 3allUCEeH TOJb30BaTeNiel) W TP TOMBITKE WCIOJIB30BAHKUS TApOJsS W3 3TOTO
criicka OyJieT BhIBeIcHA OIMOKa:

Password has been already used. Choose another.

B ciygae ecam  HeoOXoaumo, 4YTOOBI TMpOBEpKa BHIONHSAIACH W JUIA

CYIIEpIIOJIb30BaTENS r00t, B HACTPOMKH HYKHO TOOABUTH MapaMeTp enforce for root:
password required pam pwhistory.so
use authtok enforce for root remember=10 retry=3

3.2.7. Moaudukaius y>xe UMEIOIINUXCS MOJIb30BATEIbCKUX 3aIncen
Jlnst MomuUKaUKA YK€ WMEIOIIMXCS TOJb30BATCIbCKUX 3alUCeH TPUMEHSICTCS

yTrimTa usermod.
CuHTakcuc: usermod [napameTper] LOGIN

Omnu:

1) -a, --append — n00aBUT MOJB30BaTEAs B Trpymnmy. Mcmonab3yeTrcs TONBKO
COBMECTHO C OIIUEN -G;

2) -c, --comment KOMMEHTAPUJ — Jt00asi TEKCTOBas cTpoka. HoBoe 3HaueHue
KOMMEHTAPHS;

3) -d, -—-home [OMAIHVIA KATAJIOT — Ha3HAYUTh HOBBIM JIOMAIIHUI KaTaJlor IJIst
noibp3oBaTessi. Eciv  BBelEHA TakXke ONIUS -m, COAEPXKUMOE TEKYIIEro
JIOMAITHEr0 KaTajora MoJib30oBaTelisa OyleT mepeMelleH B co3naBaeMmblil. Ecnu
ATOTO KaTajora He CyIIECTBOBAJIO — OH OYAET CO3/IaH;

4)—e, -—expiredate JATA YCTAPEBAHMA — n1ara, KOrga Y4e€THasd 3alucCh
noJib30Bartelist OyaeT 3admokupoBana. Jlara 3agaercs B popmare ['TTT-MM-J1/;
5) -f, --inactive [JHEJ — 4YHCIO JHEW, KOTOpPbIE IO/UKHBI MPONTH IMOCTE
yCTapeBaHUs MapoJiisg, 4ToObl y4eTHas 3almuch 3a0JI0KHpoOBajiach HaBcerna. Ecim
yKa3aHO 3Ha4eHue 0, TO y4eTHas 3aluch OJOKUPYETCS Cpa3y Mocie yCTapeBaHuUs
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napojisi, a TMNpd 3HAYEHUU -1 JIaHHAs BO3MOXHOCTb HE HCHOJb3YyEeTCH.
[To yMOI4aHHIO UCTIOIB3YETCA 3HAUCHHE —1;

6) -g, --gid TPYNNA — HUMS WJIM YHUCIOBOM HACHTH(HUKATOP HOBOH HAYaJIbHOM
rpynnsl moJsib3oBaTens. MaeHtudukarop rpynmnbl JOHDKEH YKa3blBaThb Ha YKe
CYIIECTBYIOILYIO TPYMIY;

7) -G, --groups TPYIMAL [, TPYIIA2, . .. [, TPYIIAN] ] ] —  CIHCOK
JIOTIOJTHUTENBHBIX TPYII, B KOTOPBIX YHUCIMTCS TMoJb3oBaTelnb. [lepedncienue
TPYIIl  OCYIIECTBIISIETCS uepe3 3amsTyro, 0e3 MPOMEXKYTOUHBIX MPOOEsOB.
Ha ykazaHHble rpynmbl JEUCTBYIOT T€ K€ OTPAaHUYEHHUS, YTO W ISl TPYMIIHI,
yKa3aHHOW B mapamerpe -g. Eciau monp3oBarenb COCTOUT B IpyIIe, KOTopas He
OblIa TMepeyuclieHa, IOJb30BaTeNb OyAeT yAalleH M3 3TOH TPYIIbI, 3TO
MOBEJEHUE MOKET OBITh U3MEHEHO, €CIIM UCIOJIb30BATh TAKKE NapameTp -a;

8) -1, --login NEW LOGIN — HMMs IOJIb30BaTesl OyJeT W3MEHEHO ¢ LOGIN Ha
NEW LOGIN. Hukakue qpyrue napameTpsl MOJb30BaATENS HE U3MEHSTCS;

9) -1, --1ock — 3a0JI0KHPOBATH MAPOJIb MTOJIB30BATEIIS;

10) -h, --help — MOKa3aTh KPATKYIO CIIPABKY U 3aKOHYUTH PabOTY;

11) -m, --move-home — TIEPEMECTUTh COJCPIKAHHWE JIOMAIIIHEIO KaTaJiora

noJsib3oBarelis. FIcnoib3yeTcst TONbKO COBMECTHO € OMUIUEH —d;

12) -p, --password TAPOJIb — MIH(PPOBAHHOE 3HAYCHUE MAPOJsI, KOTOPOE
BO3BpaIaeT GyHKIUS crypt;

13) -s, --shell OBOJIOUKA — HMS PETHCTPAILIMOHHON OOOJOYKH TOJIH30BATEIIS.
Ecnu 3agate mycroe 3HaueHue, TO OyJeT HMCHOJIb30BaHa PETUCTPALMOHHAS
000J104Ka 10 YMOJTYaHUIO;

14) -u, --uid UID — YHCIOBOE 3Ha4YcHHWE HicHTHU(HKaTopa mojb3oBareis (ID).
OHO J1O0KHO OBITh YHHKAJbHBIM, €CJIM HE UCIOJIb3yeTCs TMapameTp -o.
3HaueHUe JOJHKHO OBITh HeOoTpularenbHbIM. [0 yMOJTYaHHMIO HCHONB3YyeTCs
HauMeHbIee 3HaueHue ID Goinbiee 999 u Gomplnee 10000 IPYroro 3HaAUCHUS
nosib3oBatens. 3HadueHus oT 0 g0 999 o00bIYHO 3ape3epBUPOBAHBI IS
CUCTEMHBIX YUYETHBIX 3alUCEH;

15) -U, -—unlock — pa30JOKUPOBATH MAPOJIb MOJH30BATEIIS.

JloGaBuTh noap3oBarens B rpynmsl audio, rpm u testl:

# usermod -G audio, rpm,testl testl

Takasi KOMaHJa U3MEHHUT CIIMCOK TPYII, B KOTOPbIE BXOJUT MOJIb30BaTENb testl —

Terephb BXOAUT B rpymiibl audio, rpm u testl.

Cwmena nMenu noJip3zoBates ¢ testl Ha test2:

# usermod -1 test2 testl

BpemenHo 3a0710KupoBaTh BO3MOXKHOCTh BXO/Ia B CUCTEMY T0JIb30BaTENIO test2:

# usermod -L test2


https://www.opennet.ru/cgi-bin/opennet/man.cgi?topic=crypt&category=3
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Pa36ioxupoBath nosbs3oBatens test2:

# usermod -U test?2

OTKITIIOYNTH UHTEPAKTUBHBINA BXOJI MOJIb30BaTENIO teSt2:

# usermod --shell /sbin/nologin test2

N3meHeHuss BCTynSIT B CUJIYy TOJIBKO TMPU CJEAYIOIIEM BXOJ€ IOJb30BaTelsl B

CUCTEMY.

[Ipy HEe WHTEPAKTHMBHOM CMEHE WIM 3aJaHuW NapoJied UId LEJON TIPYyNIbI
I0JIb30BaTENEe HEOOXOIUMO HUCIIOJIb30BATh YTUINTY chpasswd. Ha crangapTHBIN BXoa el
clieqyeT TOoJaBaTh CIHCOK, Kaxzaas CTpOKa KOTOporo OyAeT BBIMJISAETh Kak

<mmMmA> : <IIapojib>.

3.2.8. Y ganenue mon3oBareiei

Jlns ynaneHus moJib30oBaTelield UCIoJib3yeTcs mporpamMma userdel.

CuHTakcuc:

userdel [-r] LOGIN

V naanTh moJIbp30BaTeNs test2 U3 CUCTEMBI:

# userdel test2

Ecau Oynmer AOMOMHUTENBHO 3ajlaH MMapaMeTp -r, TO OyAeT YHUYTOXEH H
JOMAIIIHUK KaTaJlor MoJib3oBatens. Henb3s yaanuTh IOJIb30BATENs, €CJIU B JaHHBIN

MOMEHT OH ell¢ paboTaeT B CUCTEME.

3.2.9. OrpanuyeHue MOJTHOMOYHUH MOJIb30BaTeNen

CMoTtpuTe Taxkke MHPOpMALUIO 10 OJOKMPOBAHUIO CEaHCa AOCTYNa B JOKYMEHTE
«PyxoBoactBo anmunanctparopa. JIKHB.11100-01 90 01».

3.2.9.1. Hactpoiika orpaninueHu# MOIb30BaTENEH TI0 NCIIOIB30BAHUIO0 KOHCOJIEH

UToObl OrpaHUYUTh KOHCOJIBHBIN JOCTYI JUIsl TIOJIb30BATENCH/TPYMI C MOMOIIBIO
MOJTYJIsI pam_access.so HEO0OXO0IUMO BHECTHU M3MEHEHUS B daiin
/etc/security/access.conf.

UtoObl OrpaHUUYUTh JOCTYI JUIsl BCEX MOJB30BaTeNiel, KpOME MOJIb30BaTENsl root,
cleAyeT BHECTHU CIEAYyIolue U3MEHEeHHS B (Daill /etc/security/access.conf:

-:ALL EXCEPT root: tty2 tty3 tty4d ttyb tty6 localhost

JlocTym MOKET OBITh OTpaHUYEH ISl KOHKPETHOTO MOJIh30BaTEIIS:

# vim /etc/security/access.conf
—-:user: tty2 tty3 tty4 tty5 tty6e LOCAL

Jloctym MoKeT OBITh OrpaHWYEH JJis TPYIbI, CcoJepKameid HEeCKOJIbKO
MOJIL30BaTEJICH:

# vim /etc/security/access.conf
—-:group:ttyl tty2 tty3 tty4d tty5 tty6 LOCAL
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Jlanee HeoOxoammo ckoHUrypupoBaTh cTek PAM i MCTOIB30BaHUS MOTYJIS
pam_access.S0 il OrpaHUYeHHs JIOCTYNa Ha OCHOBE OTPAaHUYEHUM, OMpPE/EeTICHHBIX B
¢aiine /etc/security/access.conf.

Jlns aToro pomucaTth B (aitn /etc/pam.d/system-auth-local CTPOKY account

required pam access.so IIOCJIC CTPOKHM account required pam tcb.so.

auth required pam_tcb.so shadow fork prefix=$2y$ count=8 nullok
account required pam_tcb.so shadow fork

account required pam_access.so

password required pam_passwdgc.so config=/etc/passwdgc.conf
password required pam_tcb.so use authtok shadow fork prefix=$2y$
count=8 nullok write to=tcb

session required pam_tcb.so

session required pam mktemp.so

session required pam limits.so

3.2.9.2. brokupoBanue ceanca. Cepuc timeoutd

CepBuc timeoutd (maker timeoutd) ocyimecTBisIeT OTrpaHWYCHHE IO BPEMEHH,
ompenesieHHoe B (ailine /etc/timeoutd/timeouts. Korma nmanHas mnporpamma
3aIlyCKaeTcsl B pexXUMe JieMoHa (0e3 mapamMeTpoB), TO OHa OCTaeTcsi paboTaTh B CUCTEME B
(OHOBOM peXHMMEe U KaKIYI0 MHHYTY CKaHUpyeT ¢aill /var/run/utmp W MPOBEPSET B
¢aiine /etc/timeouts 3alHMCH, COOTBETCTBYIOIINE UMEHH MOJIB30BATEINS O CIAEAYIOLIUM

napameTpam:

TCKYHICC JJaTa U BPCM,

YCTPOMCTBO tty ¢ KOTOPOTO MOJIb30BATEb BOLIEI B CUCTEMY;

unentudukarop nouszosarensd (UID);

rpynIa noJib30BaTes.

Ecnu HaiiieHO COOTBETCTBHE HAa OTpaHMYEHUS IS JAaHHOM 3amucH, To login
MPOIIECCy JTaHHOTO Tojbk3oBaTenst Oyner nociad curdan SIGHUP, 3a kotopeiM uepes 5
cekyH crnenyeT SIGKILL s mpoBepKkH, YTO MOJIb30BATENb BBILIET U3 CUCTEMBI.

Bo Bcex cnywasx, Korja 3TO BO3MOXKHO, 32 N MHHYT (BpeMs ompejaensercs B
/etc/timeoutd/timeouts, MO YMOJYaHUIO 5 MHHYT) IO UCTEUYEHHs BpeMeHHu timeoutd
OyJeT KaXXIyl0 MUHYTY TIOCBLIATh MOJIb30BATEIIO MPEAYNPEKIAIOUIEE COOOIICHHE.

Timeoutd MO3BOJSET OrpaHUYUTH KaK BpeMs MPOCTOS, TaK U CyMMapHOE BpeMs

HaXO0XACHUA II0Jb30BaATCIIAA B CHCTEME 3a CCCCHUIO U 3a ACHD.
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®ailn /etc/timeoutd/timeouts UCMONB3YETCs CIyxk00ii timeoutd asist ycTaHOBKU
OTpaHUYCHUIN Ha BpeMsi pabOThI HEKOTOPHIX IMOJIB30BATEICH WM TPYII MOJIb30BATEIICH,
Ha TEPMHHAJ, C KOTOPOTO IIOJIb30BAaTelh MOXKET BXOAWTh B CHCTEMY, HAa BpeMs
HaXOXKJICHUS TOJIH30BATEIsI B HEAKTUBHOM pEXHMME, Ha BpeMs pabOThI 3a OJHY CECCHIO, U
Ha BpeMs pabOThl B TCUCHUE JHS HA YKA3aHHOM TEPMUHAJIE.

Bce cTpoku ¢aiina /etc/timeoutd/timeouts JOHKHBI UMETh BUI:
TIMES:TTYS:USERS: GROUPS :MAXIDLE [ ; MESSAGE] :MAXSESS [ ; MESSAGE] : MAXDA
Y[;MESSAGE] : WARN : LOCKOUT [ ; MESSAGE ]

NI

TIMES:TTYS:USERS:GROUPS: LOGINSTATUS [;MESSAGE] O

Onuuu timeoutd nMpuBeeHbI B TabauIe 1.

Taonuma 1—3HayeHus omuu I t imeoutd

Omus Bo3MosxHOE 3HaueHIE Ommucanne
TIMES DD[DD...] [SSSS- TIMES — pazneneHubie 3ansTHIMU OTPE3KU
EEEE] BpPEMEH, JIJI1 KOTOPBIX JIOMYyCTUMA 3aIUCh. 3aMHCh

OyZeT MOJIHOCTBIO IPOUTHOPHUPOBAHA 32
npeesaMy 3TOr0 BpPEMEHH.

DD sto oxno u3 3HaueHuii SUMO Tu We Th Fr Sa
WK Al (Su — Bockpecenbe, Mo — nmoHenenbHuK, Tu
— BTOpHUK, We — cpena, Th — uetsepr, Fr —
nsaTHUIA, Sa — cyo6oTta, Wk — paGouue quu, Al —
BCE JHM).

SSSS u EEEE — HauasibHOE ¥ KOHEYHOE BPEMS B
24-0ii HOTAIUU

TTYS ttyS3,ttySs Cnucok koHconed. CuMmBoa * Oyner
COOTBETCTBOBATH BCEM tty yCTpOUCTBaM

USERS user, test CHOucoK 1oJib30Bareliei

GROUPS user, test Cnucok rpyri

MAXIDLE | <ppema B MuHYyTax> | JIOmyCTUMOE BpeMs 0€31eCTBUS MOJIb30BATEIS
(Bpemsi, BO BpeMsi KOTOPOTO HE OBLIIO OOHAPYKEHO
AKTUBHBIX JIEMCTBUH MOJIH30BATEI)

MAXSESS | <ppeMa B MMHyTax> | MakCMMaJbHOE YUCJIO MUHYT, B TECUEHUE KOTOPBIX
MTOJIL30BaTEeNIb MOKET HaXOAUThCS B CUCTEME B
TeYeHHUe OJJHOU CEeCCUU
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Oxonuanue mabauyol 1

Onuus | Bo3MoxkHOE 3HAUYCHME Onuncanne
MAXDAY <BpemMa B MMHYTax> | MaKCUMaJIbHOE YMCIO MUHYT B J€Hb, B TCUCHHE
KOTOPBIX MOJIb30BATEIb MOKET HAXOIUTHCS B
CUCTEME
WARN <BpemMs B MMHYTax> | YBeJOMJICHHE IS I10JIb30BaTEIEH, KOTOPBIE

npesbicuiu 3HaueHust MAXSESS nnin MAXDAY.
[Tonb3oBarTens OyJeT MOMy4daTh
peaynpekIalnee COOOUEHUE KaKIyI0 MUHYTY
B TeueHMM WARN (1o ymonuanuto 3HaueHue 5)
MUHYT, IOCJIE YEro ero ceccusi OyAeT 3aKphITa

Omumss NOLOGIN — wucnone3yercss uisi  OTPaHUYEHHST BpPEMEHHM, KOraa
ONpENENICHHBIA MOJb30BATENb WM TPYyIIA JIOJEH MOTYT HCHOJb30BATHh OINPEICICHHbIE
KOHCOJIH.

[Ipu mpocmotpe (aitia /etc/timeoutd/timeouts, naeMoH timeoutd Oyner
HCIIOJB30BaTh NEPBYIO 3amuch, At kotopor Bce nosst TIMES: TTYS:USERS:GROUPS
COOTBETCTBYIOT IIPOBEPSAEMOMY I10JIb30BATEIIIO.

[Ipumep HaCTPOUKU:

1) BKITIOYUTH CITyKO0y timeoutd B aBTO3aITyCK M 3aIlyCTUTh €¢:

# systemctl enable timeoutd

# systemctl start timeoutd
2) OTpeAaKTUPOBATh (ailll /etc/timeoutd/timeouts. HAIPUMED:

- 3aIIPETUTH TMOJB30BATENIO test PETUCTPUPOBATHCS BO BCEX KOHCOJISIX:
Al:*:test:*:NOLOGIN

- yCTAaHOBUTh BpEMS HEAKTUBHOCTH paBHBIM 10 MHHYTaM I BCex
noJib3oBaTesiei (0e3 orpaHuYeHUs TI0 BPEMEHU Ha CECCHUI0):
Al:*:*:%:10

- HE OTPaHUYUBATH MOJIH30BATEIS USET:

Al:*:user:*:0:0:0:0
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- pa3peluTh MOJIb30BATEN0 Newuser B  koHcosn ttyS3 20  MuHYT
HeakTUBHOCTH, 240 MUHYT paboTHI 3a ceccuro, U 480 MUHYT B JIeHb (BpeMs

MCKOY CCaHCaMU NOJDKHO COCTABJIAATh HC MCHBIIIC 20 MI/IHYT)Z

Al:ttyS3:newuser:*:20:240:480:10:20
- BCEM OCTAJIbHBIM Pa3pelInTh TOJBKO JOCTYN K KOHCOMHM ttyS3 B Teuenue 120
MUH 3a ceccuto, 1 240 MUHYT B JICHbB:
Al:ttyS3:%:%:20:120:240:5
3) 9TOOBI IPUMEHHUTH HOBBIC TIPABHJIa HEOOXOAMMO TIEPE3aIyCTUTh CITYKOY
timeoutd:
# systemctl restart timeoutd
3.2.10. PexxuM orpaHuyeHus ACHUCTBUI TOJIb30BaTENS (PEXKUM KKHOCKY)
PexnuM «KHOCK» CITYUT AJII OTpaHUYCHUS TIPaB MOJb30BaTEIICH B CHCTEME.
[Mpodwmis kuocka — daitn .desktop (0OBIYHO M3 /usr/share/applications),
pa3MelaeMbli B KaTalor /etc/kiosk. 3amarh npoduib KHOCKA JJISl TOJIb30BATEIS
MOkHO B MOyJib LIV C «JlokanbHbIe yueTHBIC 3anucKy alterator-users (toseko GUI).
B kadectBe mpumepa pacCMOTPUM HACTPOUKY PEKUMA «KHOCK» JIJISl TIOJIb30BATEIIS
kiosk. ITonp3oBarento Kiosk Oyaer pa3perieHo HCIOJIb30BaTh TOJLKO BeO-Opay3ep firefox.
JInst HacTpOWKHM peXuMa KHOCKa JUIsl TOJIb30BaTeNsl, HEOOXOAUMO BBIMOJIHUTH
CICIYIOIINE JECUCTBUSA:
1) co3math Karajor /etc/kiosk (€CJIM OH €IE HE CO3JIaH):
# mkdir /etc/kiosk
2) ckomupoBath (aia firefox.desktop W3 /usr/share/applications, B
KaTaJior /etc/kiosk:
# cp /usr/share/applications/firefox.desktop /etc/kiosk/
3)ecnmn  HeoOXoaMMO YTOOBI TpU  3almycke BeO-Opay3epa  OTKpHIBajach
OTpeNeliCHHas CTpaHWIla, HEOOXOJWMO BHECTH HU3MEHeHus B  (hailn

/etc/kiosk/firefox.desktop:
# vim /etc/kiosk/firefox.desktop
[Desktop Entry]

Exec=firefox http://<ampec caiira>
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4) zammyctuth LIYC u B Moayine «JIokaibHbIe ydeTHBIE 3alMCH», BHIOPAB YUCTHYIO
3anuch kiosk (ecnu ydeTHOM 3amucy HE CYIIECTBYET, HEOOXOAMMO €€ CO3/1aTh), B
BhIMafatonieM crnucke «Pexum Kuocka» BbIOpaTh TYyHKT «Beb-Opaysep
(firefox.desktop)» u Haxatb kHOTIKY «[IpumennTH» (puc. 11);

5) 3aBepIIUTh CEaHC TEKYIIEro IOJb30BaTeIsl M BOWTH B CHUCTEMY HCHOJb3Ys
yueTHyro 3amuch mnoinb3oBarens kiosk. Ilomp3oBatemo kiosk Oymer moctymen
TOJIEKO BeO-Opay3ep firefox, mo ymoirganuio OyaeT 3arpykeHa CTpaHHUIIA, aipec

KOTOPOH yKa3aH B lapaMeTpe Exec B Qailsie /etc/kiosk/firefox.desktop.

& __LleHTp ynpaBnieHws cucTeMou (oT cynepnonbsosaren:) BEE)
O rnasHas @Pe;«wm skcnepta | X Boixog @ Crpaska

HoBas y4€THas 3anuchb: Co3paTh

user KoMMeHTapui:
test

fifsee et St /nomelkiosk

WHTepnpeTaTop komaHa: /bin/bash _~J

BX0oAWT B rpynny agMUMHUCTPATOPOB

Napone: Co3aaTh aBTOMaTUHECKM
4 (sseauTe dpazy)
{ (noeTopure dpazy)

ABTOMaTU4YECKWU BXOA B cucTemy

PeXxum Knocka ‘ Obbi4HbIA pabounin cTon ‘

Beb-6payaep (firefox.desktop)

[T ——— T
TMpUMeHnTL YaanuTe nonb3oBaTens

Puc. 11 — Hactpoiika pexxuma «KHOCK» Aiis ojip3oBarenst Kiosk

3.2.11. OrparanveHne HEYCIEITHBIX MOIMBITOK BX0/1a B HHGOPMAIMOHHYIO CUCTEMY

Jlnst  orpaHWYEHUS HEYCIENIHBIX TIOMBITOK BXOJA HCHOJB3YETCS MOIYIb
pam tally2(armh(ARMV7)) wunm pam faillock, KOTOpbIE CYHMTAIOT KOJHYECTBO
MOMBITOK  JIOCTymna/HeyJadHble  TOMBITKH — ayTeHTH(UKALMHA, MOXET  3alpeTUTh
A0CTYI/OIOKUPOBATh YUETHYIO 3alMCh B ClIydae, €CJIM CIIMIIKOM MHOTO IOIBITOK BBOJA
MapoJIs 3aBEPIIUIIOCH HEYJAYHO MJIU TIPEBBINICHO KOJMYECTBO TOIMBITOK BXOIA.

Mo>kHO 3a0JT0KUPOBATh YUETHYIO 3aMUCh: MO0 HA OMPEeNIEHHBIN CPOK, INOO TIOKa

ee He pa30JIOKUPYET aIMUHUCTPATOP.
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JlobaBnenue cnenayromneid cTpoku B ¢aiil /etc/pam.d/login 3a0JOKHUPYET BCE
yUeTHBIE 3allMCH, KPOME T00t, Ha J[Ba Yaca, MOocje YeThIpeX HEeyAauHbIX MOMBITOK BXO/a B
CUCTEMY:

auth required pam tally2.so deny=4 unlock time=7200

WIn

auth required pam faillock.so authfail deny=4 unlock time=7200

JloGaBneHue 3Toi CTPOKU B (aill /etc/pam.d/sshd 3a0JIOKHPYET BCE y4YETHBIE
3aIlucH, KpOMe root, Ha JIBa 4yaca, MOCJIe YeThIPEX HEYJAYHBIX IMOMBITOK BXOJa B CHCTEMY
1o Ssh.

B cimyuae ecnm HEoOXOQMMO, YTOOBI MOAYIb pam tally2/pam faillock
KOHTPOJIUPOBAJI W YYETHYIO 3allMCh CYIEPIOIb30BaTEIs ro0Ot, B HACTPONKH HYKHO
n00aBUTh TMapaMeTp even deny root. JloOaBineHuwe crienyromeil cTpoku B (aiin
/etc/pam.d/login 3a0JOKMpYyeT BCE YyYETHBIC 3allMCH, BKIIOYAs YYETHYIO 3aIluCh
CYIIEPITIOJIL30BATEIIS T0Ot, TIOCIE YEThIPEX HEYJauHBIX MOMBITOK BXOJIa B CUCTEMY:

auth required pam tally2.so deny=4 even deny root unlock time=7200

NN

auth required pam faillock.so authfail deny=4 even deny root unlock time=7200

Monynb pam tally2/pam faillock MOXKET OTOOpaKaTh KOJUYECTBO HEYJAUHBIX
MOMNBITOK BXOJa IMOJIb30BaTENEH, cOpachiBaTh WHIWBHIyaIbHbIE CUCTUYMKH, UM OYMILATH
BCE CUETUHKHU.

[IpuMeuanue. YCTaHOBKA HMCKYCCTBEHHO 3aBBIIIEHHBIX CYETYMKOB MOXKET
MCIIOJIB30BATHCS JUTsl OJIOKUPOBKY TOJIB30BATENEH 0€3 U3MEHEHUS UX MapoJIei.

3amyck KOMaHIbl pam tally2/yTWIHTBI faillock ©0€3 ONIMA TO3BOJISET
MPOCMOTPETH KOJIMYECTBO HEYCHENIHBIX MOMBITOK BX0/1a B CHCTEMY BCEX MOJIb30BATEIICH.

Kosim4ecTBO HEyJauHbIX MOMBITOK BXOJa KOHKPETHOTO Toib3oBarens test, B
3aBUCUMOCTH OT UCIIOJIB3YyEMOT0 MOAYJISL, MOKHO YBUJIEThH C IOMOIIBIO KOMAaH/IbI:

# pam tally2 --user test

Nny ¢ mOMONIbIO yTUIIUTBL. # faillock --user test

[Ipumeuvanue. Jlusg mOAydeHHS JONMOJHUTEILHON WHGOPMALUU CMOTPUTE
CTpaHHIbl man pam faillock M faillock.

Pa3010kupoBaTh YUETHYIO 3allMCh MOJIb30BaTeNs Oe3 TaiimayTa:

# pam tally2 --user test --reset

Nmn # faillock --user test —--reset
PAM ¢ukcupyer BCe HEyHauHbIC IOMBITKA BXOJa B cHcTeMy B syslog, ecnm
HCO6XOI[I/IMO 3alIUChIBATh BCC ITIOIIBITKX BXOJJ14 B CI/ICTeMy (YCHCH_IHBIe n HCYCHCHIHI)IC), TO

B (paiin /etc/pam.d/login HY)KHO T100aBUTh CTPOKY:
account required pam warn.so
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3.2.12. OrpanuyeHue yrciia napajuiebHBIX CEaHCOB JIOCTYyNA JIJIsl KaXKI0M y4EeTHOM

3aIIMCH I10JIb30BaTCIIsA HH(l)OpMaHHOHHOfI CHCTCMBI

B ¢aitne /etc/security/limits.conf ONPEACNAIOTCS OTPAHUYCHHS PECYPCOB

CUCTCMBI U ITOJIb30BATCIIA UJIN I'PYIIIIBI I10JIb30BAaTEIICH. (DOpMaT q)aﬁﬂa:

<domain> <type> <item> <value>

[TepBoe nose (domain) MOXKET COIEPIKATh.

- M1 TIOJTb30BATEIS;

- ums Tpynnbl. [lepea uMeHeM rpymnmbl Hy>)KHO YKa3aTh CUMBOIT «(@»;

- cuMBOJI «*y». JlaHHOE oTpaHndYeHue OyAeT OrPAaHNYCHUEM 110 YMOJTIAHHIO.

Btopoe nosnie — 310 TN orpanudeHusi: msrkoe (soft) mmm xectkoe (hard). Msrkoe
OTpaHUYCHHE OMPEEISIET YUCIO CUCTEMHBIX PECYpPCOB, KOTOPOE MOJIB30BaTENb BCE €IIe
MOXKET TPEBBICUTH, >XECTKOE OTPAHWYCHUE IPEBBICUTH HEBO3MOXKHO. [Ipm moOmBITKE
CZeJIaTh 3TO, MOJIH30BATEb MOIYUUT COOOIIEHUE 00 OIMUOKeE.

DneMeHTOM orpaHuueHus (item) MOKeT ObITh:

- COre — orpann4eHue pasmepa (daiina core (Koaiir);

- data — makcuMasIbHBIN pa3mep AaHHbIX (KOaiT);

- fsize — makcumansHbIN pasmep daiina (Koaiir),

- memlock — MmakcumainsHOE 3a0JIOKUPOBAHHOE apecHoe pocTpaHcTBO (KOaiT);
- nofile — MmakcuMaTbHOE YHCIIO OTKPBITHIX (PAIIOB;

- stack — makcumanbHbIN pa3Mep creka (KoaiT);

- CpU — MakcUMaJbHOE BpeMs mpoleccopa (MUHYTHI);

- NProc — MakCMMaabHOE YHCIIO MPOLIECCOB;

- &S — orpaHHuYeHHE aAPECHOTO MPOCTPAHCTBA;

- maxlogins — MakcUMaTbHOE YHCIIO OJJHOBPEMEHHBIX PETUCTPAIUil B CUCTEME;
- locks — makcuManbHOE ynCTO (haiiIoB OJOKHPOBKH.

Yr1oO05I YCTAaHOBUTb MAKCHUMAJIbBHOC YHCIIO IMPOOCCCOB JIA IIOJIB30BATCIIA USCr B

(hails1 1imits.conf HY>)KHO 0OABUTH 3aIHCH:

user soft nproc 50
user hard nproc 60

ITepBas cTpoka omnpeneiseT Markoe orpanndenue (pasaoe 50), a BTopast — JKECTKOE.
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Cnenyromme CTpokd oOecmedaT OJHOBpPEMEHHYH0 paboty He Oomee 15

MOJIb30BaTeNIeH U3 KaXI0W IpyNIbl Mojiab3oBareseit (groupl u group?):

@groupl - maxlogins 14
@group?2 - maxlogins 14
B IICPpBOM M BTOPOM CJIydac H3 Ka}I(,HOﬁ I'PYIIIIBI MoJIb30BaTenei OIHOBPCMCHHO

pabotatb cMmoryT He Oonee 15. [lpu perucTparuu mecTHAANATHIN MMOJH30BATENb YBUIAUT
cooO1IeHue:. Too many logins for ' groupl'.
Crnenyromasi 3amuch OTPAHUYHUT YHUCIO TMApaUICbHBIX CEaHCOB JOCTyHa JIs

Ka)XJI0M YYETHOM 3aIlMCH MOJIb30BATENEH: * - maxlogins 5

3.2.13. OnoBelieHne MOJIB30BATEIIS TIOCJIE YCIEITHOrO BX0Aa B MH(OOPMAIIMOHHYIO

CUCTCMY O €TO IIPCABIAYIICM BXO/JC B I/IH(l)OpMa]_II/IOHHYI-O CUCTCMY

Ecnu 3aiftu B cucteMy mosb3oBareneM test (IO COOOpakeHUSIM O€30MaCHOCTH

BBOJAMWMBIC CHUMBOJIBI I1IAPOJIA HC ITOKA3BIBAKOTCS Ha 3KpaHC):

login: testl

Password:

Last login: Fri Mar 24 16:53:20 2017 from localhost on tty2
[test@host-15 ~1$

To mocme yCHGHIHOﬁ ABTOpH3allMy, CHCTEMA OIIOBCHIACT II0JIL30BATCIIA O
npcaplAymcM BXO0A<C B I/IH(I)OpMaLII/IOHHYI-O CHCTEMY.

Last login: Fri Mar 24 16:53:20 2017 from localhost on tty?2
3.2.14. Pa3pemienue (3ampeT) EWCTBUN TIOJB30BATENCH, pPa3peUICHHBIX 10

UJeHTUPUKAIIUY U ayTeHTUPUKAITIT

[To ymomyanuio 10 ayTeHTU(PUKAIIMU TOJb30BATEISIM JOCTYIIHBI CIEAYIOIINE
JEHUCTBUS. BO3MOXKHOCTh BBIKITFOUHTB/TIEPE3arpy3uTh KOMITBIOTEp, MOMEHSTh PACKIIAIKY
KJIaBUATYPbI, TOCMOTPETH CIHUCOK MOJIb30BaTECH.

Uto0mI CKPBITh CIIUCOK MOJIb30BATEIIEH HE00X0TUMO B Gbaiin
/etc/lightdm/lightdm.conf AOOUCATh CTPOKY. greeter-hide-user=true

J{71s1 TOrO 4TOOBI OTKIIFOYUTH BO3MOKHOCTh BBIKJIFOUUTR/TIEPE3arpy3uTh KOMITBIOTED,

cosmaiite haiin /etc/polkit-1/rules.d/lightdm.rules (cM. m. 3.1):
# touch /etc/polkit-1/rules.d/lightdm.rules
B koTopom HE0OX0IMMO MPOMHCATH:

polkit.addRule (function (action, subject) {
if (action.id.indexOf ("org.freedesktop.loginl.") == 0) {
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if (subject.isInGroup ("wheel")) {
return polkit.Result.AUTH SELF;
}

1)

Ecnu Heo0X01MMO 3anpeTHTh TOJIBKO Mepe3arpys3Ky, TO MPaBUio OyJIeT TaKUM:

polkit.addRule (function (action, subject) {

if (action.id.indexOf ("org.freedesktop.loginl.reboot") == 0) {
if (subject.isInGroup ("wheel™)) {
return polkit.Result.YES;
} else {

return polkit.Result.AUTH SELF;
}
}
b) i

3.2.15. Hacrpoiika npenynpeskeHus MoJIb30BaTeNsl MPU €ro BXOJE B CUCTEMY

Ins  peanuzanuu  QYyHKIUM NOPEIYOPEKACHUS HEOOXOAUMO c€o31aTh  (paiin

user login message B KaTaJore /etc/X11/xinit CO CICTYIOUIUM COIAECPKUMBIM:

#!/bin/sh -e

[ "id -u” -gt 0 ] || exit O

[ -n "which zenity~™ ] || exit O

message="IlpenynpexieHue! B cucrTeMe pealM30BaHBE MEPH 3alMTH MWHbOOPMaLUM,
HeoBxXooyMO COOJIIATE YCTAaHOBJIEHHBIE OINepaTopoM OpaBuia o0paboTku MHbOOPMALIUU.
IOna mnpomoinkeHmsa paboTel HaxumuTe '[POOOIXUTL', eCcaM He XOTUTEe NPOIOOJIKEeHUS
3arycka I0JIb30BaTeJIbCKOM ceccum HaxummuTe 'BemiTm'"

exec zenity --warning --text "Smessage" --ok-label="llpomoixurs" --

extra-button "BemTm"

BryTpu daiina npu HeOOXOIUMOCTH ITOIIPABUTh IMIEPEMEHHYIO "message" — BBECTH
coo0IIIeHne, KOTOPOE HEOOXOIUMO TTOKA3bIBATh MOJIb30BATEIIO.

B (daiin kondurypammu /etc/X11/Xsession cpa3y mociae CTpOYKU
/etc/X11l/xinit/xrootwarn || exit

ﬂ06aBHTLCTpOKy/etc/Xl1/xinit/user_login_message || exit

Brimonnute nepesarpysky OC.

Temnepb mociie BBOJA JIOTMHA U TApOJIsi B OKHE 3arpy3Ku, Mepea MOJHBIM CTapTOM
CEeCCHMU  TMOJb30BaTeNh OyAeT TMOody4yaTh MPEAyNpekKICHHE C  yKa3aHHBIM B
/etc/X11/xinit/user login message cooOiieHueM (puc. 11a).

Mpegynpexgenne!
‘/ ! \b B cucTeme
Caaass peannsosansl
MEepbl 33WNThI
nidopmauun,
Heobxoaumo
cobnioparti
YCTAaHOB/IEHHBIS
onepatTopomMm
npasxwna
obpaboTku
nHpopMaunm

Npogonxnre Buintm

Puc. 11a
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3.3. CpenactBa ynpasieHus nuckpernonubiMu [TP ]

3.3.1. Komanma chmod

Komanaa chmod M3MeEHsIET mpaBa AOCTYIa YKa3aHHOTO (haiija FILE B COOTBETCTBUU
C IpaBaMM JIOCTyIla, YKa3aHHbIMU B IIapaMETpe peXHUM, KOTOPbII MOXKET ObITh
OpEICTaBI€H KakKk B CHMBOJIBHOM BHJAE, TaK W B BHUJE BOCBMEPUYHOIO YMCIA,

MpCaACTaBJLAOIICTO 6I/ITOBYIO MACKy HOBBIX IIpaB JOCTYIIA.

CuHTakcuc:

chmod [ONUMA]... PEXUM[,PEXM] ... OQAWII...

chmod [OMNIMA] ... BOCHBMEPVUHHI-PEXV/M ®ANI. . .

chmod [ONUMA]... —--reference=MOANI OAWII. ..

Omnu:

1) -c, --changes — TOX€ YTO M --verbose, HO COOOIICHO OYyJET TOJBKO O

BBIITOJIHCHHBIX U3MCHCHUAX,

2)-f, --silent, --quiet — HE TIOKa3bIBaTh OOJIBIIIMHCTBO COOOIIECHUN 00
omnoOKax;

3) -v, --verbose — BBIBOJIUTh JIUATHOCTUYECKYI0 HH(POPMALHUIO I Ka)XJIOTo
daiina;

4) --no-preserve-root — He 00palaThiBaTh «/» CHEIHAIBHBIM 00pa3oM (IO
YMOJTYaHUIO);

5) --preserve-root — HE BBITOJHATh PEKYPCUBHBIC OMEPAIIUH C «/»;

6) —--reference=/oAII — HCIIOJIL30BATh PEIKUM (aiisia VAT,

7) -R, -—recursive — peKypCUBHO U3MEHATH (DalsIbl M KATAJIOTH.

@opmMaT CUMBOJIBHOTO PEXUMA CJIC YOI
[ugoa...][[+—-=] [pazpewmerHUs. .. ] ...]

31ech pa3perieHus — 3TO HOJIb WM Oosiee OyKB M3 HaOOpa rwxxXst WJIM OJHA U3

OykB 13 Habopa ugo.
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Kaxxaplif apryMeHT — 3TO CIIMCOK CUMBOJIBHBIX KOMaHJ U3MEHEHUS MpaB JIOCTYIIa,
paszzenensl 3anmaTeiMu. Kaxkas Takas koMaH/1a HaYuHaeTcsl ¢ HyJs win 6onee OyKB ugoa,
KOMOMHALMs KOTOPBIX YKa3bIBa€T, YbM IIpaBa JAOCTyna K (ailiay OyayT H3MEHEHBI:
II0JIb30BATEsl, BIAACIOIIEro (paitsiom (u), HoJIb30BaTeNel, BXOIAUINX B IPYIILY, K KOTOPOM
npuHaaIexKuT Gais (g), oCTAIbHBIX MOJIb30BaTENEeH (0) WM BCEX MOJb30BaTenei (a).
bykBa «a» skBuBajeHTHa ugo. Ecau He 3amana HU oHA OyKBa, TO aBTOMAaTHYECKH OyeT
HCIIOJIb30BaHa OyKBa «a», HO OUTHI, YCTAHOBIIEHHBIEC B umask, HE OyIyT 3aTPOHYTHI.
Omneparop «+» no0OaBnseT BbIOpaHHBIE IpaBa JOCTyHa K YK€ HMEIOLUMCS Yy
KOKI0TO (pailyia, «-» yJaisieT 3TH MpaBa. «=» MPUCBAUBAET TOJBKO 3TH MpPaBa KAKIOMY
yKa3zaHHOMY (aitny.
BykBBI rwxXst 3aJal0T OMTHI JAOCTyHa ISl MOJB30BATENEH: «1» — YTEHHUE, «W» —
3alUCh, «X» — BBINOJHEHUE (MJIM TOUCK ISl KaTajoroB), «X» — BBINOJIHEHUE/TIOMCK
TOJIBKO €CJIM 3TO KaTaJIOT WU K€ (Pailsl ¢ yKe yCTAaHOBJICHHBIM OMTOM BBITIOJHEHUS, «S)» —
3ajgaTh ID nmonb30Batens U rpynnbl IPU BHIIOJHEHUH, «t» — 3aIPET yaIeHHUs.
YucnoBol pexXuM COCTOUT U3 HE OoJiee YeThIpeX BOCbMEPUUYHBIX HUGp (OT HYyJA 110
CEMH), KOTOPbIE CKJIABIBAIOTCS U3 OMTOBBIX MAaCOK € paspsaaMu «4», «2» u «1». JIroOsie
MPOIYIIEHHBIE Pa3psiibl JONOJHAIOTCS JTUIUPYIOLIUMU HYJISIMU:
- IEpBbIN pa3psi BHIOMPAET YCTAHOBKY HUJEeHTU(DHKaTOpa nosib3oBaTens (setuid) (4)
i unentudukaropa rpymisl (setgid) (2) unm sticky-6ura (1);

- BTOPOW pasps BbIOMpaeT mpaBa JOCTyna Ajisi MOJb30BaTeNs, BIIAJCIOLIETO
JTAHHBIM (aitioM: uteHue (4), 3anuch (2) u ucnonnenue (1);

- TpeTHil pas3ps BBIOMpAeT MpaBa JOCTyHa JUIisl MOJb30BaTeNlel, BXOASIIHUX B
JAHHYIO TPYMILY, C TEM K€ CMBICIIOM, YTO U Y BTOPOTO pa3psaa;

- YeTBEPThI pa3psia BbIOMpaET MpaBa JOCTyMNa JJIsl OCTAIbHBIX MOJIb30BaTeseil (He

BXO/SIIIUX B IAHHYIO rpyr[ny), OIIAATBh C TEM KE€ CMBICJIOM.
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[Ipumepsr:
1. YToObI yCTaHOBUTH IpaBa, MO3BOJIAIONINE BIACNbIly YATATh U MIUCATh B (paili, a
YJieHaM TPYIIbl U MPOYUM IOJIB30BATENISIM TOJIBKO 4YMTaTh, Hamo ciaoxutbh 0400, 0200,

0040 u 0004. Takum oOpa3oM, KOMaHIy MOXHO 3aITUCaTh ABYMS CIIOCOOaMHU:
chmod 644 f1

chmod u=rw,go=r fl
2. [103BOUTH BCEM BBIMOIHSTH (paid £2:

chmod +x £f2

3. 3anpetutsh yaanenue Qaitna £3:
chmod +t £3

4, I[aTB BCCM IIpaBa HAa YTCHHC 3aIIMChb U BBIIIOJIHCHHUC, 4 TAKIKC Ha IICPCYCTAHOBKY

uaeHTU(UKaTOpa TPYIIBI IPU BBITIOJHEHUU (aiina £4:

chmod =rwx,g+s f4

chmod 2777 f4
3.3.2. Komanna chown

Komanga chown u3MeHseT Biajeniblia U (WIW) TPYINMNy, BIAJACIONUIYI0 KaXKIbIM W3
yKa3aHHBIX (haiiIoB, COTJACHO 3aJIaHHBIM apryMEHTaMm, KOTOpPbIe MHTEPIPETUPYIOTCS B

IMOCJICAOBATCILHOM ITOPAIKE.

CuHrakcuc:

chown [KJIOU]..[BJIALEJIEL] [: [TPYNNA]] ®ANII

chown [ONIUA]... --reference=MOAWI OAWUI. ..

Omnu:

1) -c, --changes — TOX€ YTO M --verbose, HO COOOIICHO OYIET TOJBKO O

BBIITOJIHCHHBIX U3MCHCHUAX

2)-f, --silent, --quiet — HE IIOKa3bIBaTh OOJBIIMHCTBO COOOIICHUN 00
onnoOKax;

3) -v, --verbose — BBIBOJUTh IUATHOCTUYECKYIO HH(POPMALHIO I Ka)I0To
daiina;

4) --no-preserve-root — HE 00padaThIBaTh «/» CHEIHMAIBHBIM 00pa3oM (1o

YMOITYaHUIO);
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5) --preserve-root — HE BBIOJHATh PEKYPCUBHBIC OMEPAIIUH C «/»;

6) --reference=UOAII — HCIIOJIB30BATh Biaeiblia ¥ IPyIy (aiiia UoAILI;

7) -R, -—recursive — peKypCUBHO U3MEHATH (Dbl M KaTaJIOTH.

W3MeHuTh Biaiebiia MOXKET TOJIBKO BIaAeNel] (aiisia Win Cyneprnoib30BaTeib.

B cinydae, ecnu 3amaHO TOJIBKO MMS TOJIb30BaTeNsl (WJIM €ro YHCIOBOM
UACHTU(PUKATOP), TO JAHHBIM TMOJH30BATEIh CTAHOBUTCS BIAJIETbLEM KaXIOrO U3
yKa3aHHBIX (ailioB, a Tpymnmna 3tux ¢aitnoB He u3Mmenserca. [Ipu 3ToM ecnu 3a UMeHEM
M0JIb30BATEJIsl Yepe3 JABOCTOUYME CIEAYyeT MMs TPYNIMbl (MM YUCIOBOM HIEHTU(DUKATOP
rpynmsl) 6e3 nmpoOenoB MeXAy HUMHU, TO M3MEHSETCS Takke U rpynna ¢ainos. Takxke
€CJIM 32 UMEHEM II0JIb30BaTENs CIEAYET IBOECTOYME WM TOYKA, HO TPyIIa HE 3aJaHa, TO
JTAHHBIN MOJB30BATENb CTAHOBUTCS BJIAJIETIBIIEM YKa3aHHBIX (DAisIOB, a rpyIa yKa3aHHBIX
(aiiloB M3MEHSAETCS Ha OCHOBHYIO TPYIIy MOJb30Barens. TakkKe eciau ONyIIEHO HMs
MOJIH30BATES, & JIBOETOYME MM TOYKA BMECTE C TPYIION 3aJaHbl, TO Oy/leT U3MEHEHa
TOJBKO TpyMIa yKa3aHHBIX (DAilIoB; B 3TOM Cilydae chown BBINOJHAET Ty K€ (YHKIIHUIO,
4YTO U chgrp.

[Ipumepsr:

1. IlomeHaTh Bameblia KaTajor /u Ha IIOJIb30BaTes test:

chown test /u

2. TlomeHsaTh Bazenblia v TPyIIy KaTajgora /u:

chown test:staff /u

3. IlomensaTh Brageplia KaTajora /u M BIOKCHHBIX (haiiyioB Ha test:

chown -hR test /u
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3.3.3. Komanga chgrp

KoMaHna chgrp M3MEHSIET TPYIIY, BJIAJICIONIYI0 KKIBIM U3 yKa3aHHBIX (aijioB
FILE, HA TPYIIy GROUP, KOTOpas MOET OBITh 3aJjaHa UMEHEM TPYTIbI WIH YHCIOBBIM
UACHTU(UKATOPOM T'PYIIITHI.

CuHTaKCHuC:

chgrp [ONLUMSA].. TPYIIA OANI

chgrp [ONUIMA]... --reference=NOANT OAWII. ..
Onuuu:
1) -c, --changes — TOX€ YTO M --verbose, HO COOOIICHO OYJIET TOJBKO O

BBIITOJIHCHHBIX U3MCHCHMUAX

2)-f, --silent, --quiet — HE IOKa3bIBaTh OOJBIIMHCTBO COOOIICHUN 00
omnoOKax;

3) -v, --verbose — BBIBOJUTH JAWATHOCTHYCCKYIO HH(POPMAIUIO I KaKIOTO
datina;

4) --no-preserve-root — HE 00padaThIBaTh «/» CHEIHMAIBHBIM 00pa3oM (1o
YMOJTYaHUIO);

5) --preserve-root — He BBINOJHATh PEKYPCUBHBIC OMEPAITUH C «/»;

6) —--reference=/oAIJ — HCIIOJL30BATh BIAJICIIbIIa U TPYIITY (aiiia oA,

7) -R, -—recursive — peKypCUBHO U3MEHSTH (DaiJIbl ¥ KATAJIOTH.

3.3.4. Komanna umask

Komanga umask 3amaer Macky pexuMa co3faHus (Qaiina B TeKyleH cpeje
KOMaHJIHOTO MHTEPIIPETATOPA PABHOM 3HAYCHUIO, 3aJaBAEMOMY ONEPAHJIOM PEXUM. ITa

MacKa BJIMSCT Ha HadaJlbHOE 3HAaueHHE OWTOB IIpaB A0OCTYyIIa BCCX CO3JaBACMbLIX HAJICC

(aiinos.
CuHTaKcuc:
umask [-p] [-S] [pexum]

[Tonp30BaTENBCKON Macke pekuMa co3laHus (ailioB MpHCBaWBaETCA yKa3aHHOE
BOCBMEPUYHOE 3HaueHue. Tpu BOCbMEpHYHBbIC LHUQPPHI COOTBETCTBYIOT IIpaBaM Ha

YTEeHUE/3aINCh/BLITTOJTHEHUE IJI1 BJIaAcCiibld, YICHOB T'PYIIIIBI U IIPOYHX MOJIb30BaTeNIe
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COOTBETCTBEHHO. 3HAYCHHWE KAXKIOW 3aJaHHOW B Macke MHQPHl BBHYUTACTCS W3
COOTBETCTBYIOIICH «ITU(MPHI», ONMpeIeIEHHON CUCTEMOM TIpu co3aanuu (daitna. Hampumep,
umask 022 yJajsieT MpaBa HA 3alKCh IS YICHOB TPYNIbI U MPOYMX MOJb3oBaTene (y
(aitlyioB, CO3/1aBaBIINXCSA C PSKUMOM 777, OH OKa3bIBaeTCs paBHBIM 755; a pexum 666
npeodpaszyetcs B 644).

Ecnm macka He yka3aHa, BBIJAETCS €€ TEKYIllee 3HaUYCHHUE.

KOMaH,ZIa umask pPaCHO3HACTCI M BBIIIOJHACTCA KOMAHIHBIM HHTCPHPETATOPOM

bash.

3.3.5. Komanna chattr

Komangna chattr — u3mensier atpulyThl (aiisioB daiaoBoii cucteMbl ext2fs.

CuHTaKcuc:

chattr [ -Rvf ] [+-=aAcCdDeijsSTtu] [ -v Bepcusa ] odariw...

Omnepatop '+' o3HauaeT n00aBiieHHE BHIOPAHHBIX ATPUOYTOB K CYIIECTBYIOIIUM

'

aTpuOyTaM; '-' O3HaYaeT WX CHATHE, '=' O3HAYaeT ONMpEACIICHUE TOJHKO ITUX YKa3aHHBIX
aTpuOyTOB 17151 (paityios.

CumBOIBI 'ASacDdijsTtu' yKa3blBalOT HAa HOBBIC aTpPUOYTHI 1Jisi (haijioB: HE
OOHOBIIAITH BpeMsl TOCJIEIHETO nocTymna (atime) K Qaiiny (2), CHHXpOHHOE OOHOBJICHUE
(s), Tompko mobOarienue K ¢ainy (a), cxaTeii (c), CHHXpOHHOE OOHOBJICHHE KaTaJOroB
(D), He apxuBHpoBaTh (d), HeusMeHseMblii (i), >KypHaIupoBaHue JaHHBIX (),
Oe3omacHoe ynaneHue (s), BepliuMHa uepapxum kKaraioroB (T), Her tail-merging (t),
HeyaansieMbld (u).

Onuuu:

1)-R — PpEKYpPCHBHO HW3MEHATh aTPUOYThl KaTaJOTOB W HUX COICPKHMOTO.

CHUMBOJIMYECKHE CCBUTKH UTHOPUPYIOTCS;

2) -V — BBIBOJUT PACIIUPEHHYIO0 HHGOPMAIIHIO U BEPCUIO TIPOTPAMMBI;

3) - f — MOJaBIATH COOOIIEHHS 00 OIMOKaX;

4) -v Bepcusa — YCTAHOBUTH HOMEp BepCUH/TeHepalun (aiina.

[Mpu u3menenun ¢aina ¢ arpudyrom (A) Bpems MOCIACIHETO AOCTYIa K HEMY HE

HU3MCHACTCA.



81
JIKHB.11100-01 99 01

daiin ¢ atpubyToM (a) MOXKHO OTKPBITH JUISI 3AIIMCH TOJIBKO B PEKUME T0OABICHUSI.
Tonbko CyNeproJib30BaTeb W MpoIIeCcC c BO3MOKHOCTBIO
CAP_LINUX IMMUTABLE MoxeT ycTaHaBiIMBaTh U CHUMATh 3TOT aTpUOYT.

®aiin ¢ arpuOyToM (c) aBTOMAaTHYCCKH COKUMAETCS HA JUCKE siapoM. UTeHue w3
Takoro (paiiyia Bo3BpamaeT Hecxkarble nanHblie. [Ipu 3anucu B Takoil daitn gaHHbIe niepen
3alUChIO HA JUCK CKUMAIOTCS.

[Tpu m3MeHeHnu Karajora ¢ aTpuoyToM (D) M3MEHEHHS CHHXPOHHO 3aITMChIBAIOTCS
Ha JUCK. OTO 5SKBHUBAJCHTHO OIIMM MOHTHPOBAHUSA dirsync NPUMEHEHHOW K
MOJIMHOKECTBY (haiIoB.

daiin ¢ arpubyrom (d) He SBIACTCS KaHIWAATOM HAa apXUBUPOBAHHE IIPH
HCIIOJIb30BaHUN KOMaH/bI dump.

ATpubyT (E) HCIOJB3YETCS DKCICPUMEHTAIBHBIMM CKMMAIOIIMMH TaT4aMH IS
TOT0, UTOOBI TOKA3aTh, YTO CKATHIN (ailyl coepKUT oMok cxaThsd. OH HE MOXKET ObITh
YCTAHOBJIGH WJIH COpOIIEH C MOMOIIbI0 chattr, XOTS €ro MOXHO IPOCMOTPETh C
IIOMOIIIBIO 1lsattr.

ATpubyT (T) MCIOJIB3yeTCsS KOJOM htree I TOTO, YTOOBI TIOKA3aTh, YTO KATAJIOT
WHJIEKCUPYETCSl C MHCMOJIb30BAHUEM XDJIIH-PYIOMUX JiepeBbeB. OH HE MOXKET OBbITh
YCTAHOBJICH WM COpOIIEH ¢ TOMOIIbI0 chattr, XOTS €ro MOXHO MPOCMOTPETh C
IIOMOIIBIO 1lsattr.

®aiin ¢ arpuOyToM (i) HEe MOXET ObITh U3MEHEH: OH HE MOXKET OBITh yJAJICH WJIH
MEepEeuMEHOBaH, K AToMY (ailsly He MOTYT OBITh CO3/IaHbI CCHUIKH, U HUKAKWE JaHHBIC HE
MOTYT OBITh 3amucaHbl B 3TOT (haitsi. ToJIbKO Cyneprnoiab30BaTedb WIH MPOIECC C
BO3MOXXHOCTBIO CAP LINUX IMMUTABLE MOET YCTaHaBJIMBAaTh U CHUMATh 3TOT aTpUOYT.

[pu 3amucu B (aiin ¢ atpudyTom (5) BCe JaHHBIC, 3allMChIBacMbIe B Takou ait,
3aMUCHIBAIOTCS B JKypHaJie ext3, mpee 4eM OHU OYyIyT 3amucaHbl HEMOCPEJICTBEHHO B
¢aitn, ecnu (aiyioBas cucTeMa CMOHTHpPOBaHa C OMNIUSAMH data=ordered WIHU
data=writeback. Eciu (aiiioBas cucremMa CMOHTHpPOBaHa ¢ OMIMEN data=journalled,

TO BCE JAaHHBIC KXYPHATUPYIOTCS, U 3TOT aTpuOyT He naeT HuKakoro 3ddekra. Tombko
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CYNepIoib30BaTelb WJIM TMPOIECC C BO3MOXKHOCTBIO CAP SYS RESOURCE MOXET
YCTaHaBJIMBATh WM CHUMATh ATOT aTpUOYT.

Korna ynansiercst daiin ¢ arpuOyToM (s), BCce ero 0JI0KH 3arOHIIOTCS HYJISIMH.

[lpu wu3smeHenun aitna ¢ arpubyrom (S), BCE H3MEHEHUS CHHXPOHHO
3aMKUCHIBAIOTCS Ha JIMCK; 3TO 3KBUBAJIEHTHO OIMIIMKA MOHTHUPOBAHHUA 'Sync' MPUMEHEHHOHN K
MOJIMHOXECTBY (paiiiioB.

Karayior ¢ arpubyrom (T) OyJeT MOTHAT Ha BEPUIMHY HEPApXHH KaTaJIOTOB JIJIs
1ene Orlov block allocator.

VY (aiina ¢ atpudyrom (t) B KoHIle He OyaeT partial block fragment coenuueHHOTO
¢ Apyrumu Qaitnamu (1 Tex (aiIoBBIX CHCTEM, KOTOpBIC TOIepKUBaOT tail-merging).
O10 HeoOxoauMo st mpuiiokeHud, Takux kak LILO, xotopele uuTaroT (aitioByro
CUCTEMY HaNpsIMyI0, U KOTOPbIE HE MOHUMAIOT tail-merged Qaiiini.

[lpu ynanenun daiina ¢ atpubyrom (u) €ro CoAepPKUMOE COXpaHsSeTcs. OTO
MTO3BOJISIET MOJIB30BATENI0 BOCCTAHOBUTH (Paiii.

ATpuOyT (X) HCITONB3YETCs SKCIIEPUMEHTATBHBIMY CKUMAIOIUMU TIaT4aMH, YTOOBI
MOKa3aTh, YTO MCXOJHOE COJEPKUMOE CKaThIX (haliIoB AOCTYIMHO Hampsimyro. B manHoe
BpeMsi OH HE MOXKET OBbITh YCTAHOBJICH MJIM MEPEYCTAHOBJICH C MOMOIIBIO chattr(l), HO
MOKET OBbITh TIOKa3aH C TOMOIIBIO 1sattr.

ATpubyT (Z) HCIONIB3yeTCs SKCIIEPUMEHTALHBIMU CKUMAIOIIMMU TTaTYaMH, YTOOBI
MoKa3aTh, 4YTO CXKaTbld (Qailn He coxpaHeH. OH HE MOXET OBbITh YCTAHOBJIEH WIIU

IEPECYCTAaHOBJICH C MMOMOILIBIO chattr, HO MOXET OBITH IMOKa3aH C MMOMOIIBIO 1sattr.

3.3.6. Komanma 1sattr

Komanna 1sattr — BbIJAaeT CIMCOK aTpuOyTOB (haitioB Ha Linux ext2fs.

CuHTakcuc:

lsattr [ -RVadv ] [ danjel... |

Onmmu:

1) -R — pEeKypCHMBHO H3MEHATh aTpUOYThl KAaTajOroB W HX COACPIKHUMOTO.

CHUMBOJIMYECKHUE CCHUIKU UTHOPUPYIOTCS;

2) -V — BBIBOJUT PaCIIUPEHHYIO0 HHGOPMAIIHIO U BEPCUIO TIPOTPAMMBI;
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3) -a — mpocmarpuBaeT Bce (aiiibl, B KaTaJore BKJIKOYas TE, MMEHA KOTOPBIX
HaYMHAITCA C '.';

4)-d — oToOpakaeT KaTaJlorm TaKke, Kak M (ailliel BMECTO TOTrO, YTOOBI
IIPOCMATPUBATH UX COJICPIKHMOC.

5) -v — mpocmarpuBaeT HoMepa BepcHid/TeHepaluii (haiios.

3.3.7. Komanma mksock

Komanma mksock co3maer coker jgomeHa UNIX (IPC-coker) — cokeT

MEXKIIPOIIECCHOTO B3aMMOICHCTBHSI.

KomMaHma mksock 00mamaeT CiaeayromuM CHHTaKCHUCOM

mksock [OIINM] UMA. ..

Omnu:

1) -m, --mode=PEXVM — Ha3HAYUThH MIPaBa JOCTYIIa HA COKET.

3.3.8. Komanma mkfifo

KOMaHIIa mkfifo co3gaeTt MMEHOBAHHBIN KaHaJ.

CuHTakcuc:
mkfifo [OPTION]...NAME...
Omnu:

1) -m, --mode=PEXVM — Ha3HAYUTH MPaBa JOCTYIIA HA COKET.

3.3.9. Komanaa getfacl

Komanpga getfacl BBIBOOUT JJIsl KQXKIOTO (aiiya ero xapakTepucTUKU: uMsl (aiina,
BIajenbua, rpynny-siagensia u ACL. B cayudae, ecim karamor umeer ACL mno
YMOJIYAaHUIO, TO getfacl BRIBOAUT Takke ACL nmo ymomuanuro. @aniel HE MOTYT UMETh

ACL 1o yMOJYaHUIO.
CuHTakcuc:
getfacl [-dRLP] damn
Onmmu:
1) --access — BoiBecTH TOJbKO ACL ¢aiina;
2) -d, --default — BbBecTH TOJbKO ACL 10 yMOT4aHHIO;

3) —--omit-header — HE MOKa3bIBaTh 3aroj0BOK (MMs (aiiia);
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4) --all-effective — MOKa3bIBaTh BCe IPPEKTUBHBIC ITPaBa;

5) --no-effective — He MOKa3bIBaTh 3PPCKTUBHBIC IIPaBa,;

6) --skip-base — NpoOIycKaTh (Haiiibl, IMEIOIINE TOJIBKO OCHOBHBIC 3aITHCH;

7) -R, -—recursive — sl TOJIKATAJIOTOB PEKYPCHUBHO;

8) -1, --logical — clie0BaTh MO CUMBOJHUYCCKUAM CCHUIKAM, JaXKe CCIIU OHHM HE
yKa3aHbl B KOMaHIHOM CTPOKE;

9) -p, --physical — HE CJEIOBATh [0 CUMBOJIMYCCKHM CCBHUIKAM, AK€ €CIIH OHH
yKa3aHbl B KOMaHIHOM CTPOKE;

10) --tabular — UCMOJIL30BATh TAOYJIUPOBAHHBIN (OpMaT BEIBOJIA;

11) --numeric — MOKa3bIBaTh YKCIOBHIC 3HAUCHHUSI MTOJTL30BATEIIS/TPYIIIIBL;

12) --absolute-names — HE YAQIATh BEAYIIUE «/» U3 MyTH (aiina.

dopmar BBIBOJIA:
# file: somedir/
# owner: lisa
# group: staff

user: rwx

1
2
3
4
5: user:joe:rwx #effective:r-x
6: group::rwx feffective:r-x

7: group:cool:r—-x

8: mask:r-x

9: other:r-x

10: default:user::rwx

11: default:user:joe:rwx #effective:r-x

12: default:group::r-x

13: default:mask:r-x

14: default:oter:---

CTpoku 4eThIpe, MECTh U ACBATh OTHOCITCS K TPAIUIIMOHHBIM OUTaM MpaB JOCTyMa
K (aiiimy, COOTBETCTBEHHO, JJIsl BJajeiblla, TPYIIbI-BIAEIblla U BCEX OCTAIBHBIX. JTU
TPU dJIEMEHTa SBIAIOTCS 0a30BbIMU. CTPOKH TSATH M CEMb SIBISIOTCS JJIEMEHTAMH IS
OTIIETBHBIX TOJIb30BaTeNs U rpymibl. CTpoka BoceMb — Macka 3(GEeKTUBHBIX TIpaB. DTOT

AJIeMEHT orpaHuyuBaeT 3(G(EKTUBHBIE TMpaBa, MNPEIOCTaBISEMbIE BCEM TIpyNNaM U
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OTIIETFHBIM TOJb30BaTesIM. Macka He BIMSET Ha MpaBa JyuIsl Biajenbiia daiia U Beex
npyrux. CTpoku C JecATOd MO 4eThipHaAlaryio mnokasbiBatoT ACL 1o yMoiuaHuio,

aCCOHHHpOBaHHLIﬁ C JaHHBIM KaTaJIOI'OM.

3.3.10. Komanpga setfacl

Komanpa setfacl usmenser ACL k ¢aitnam mim karaioraMm. B koMaHaHOM CTpoke
3a TMOCIEAOBATEIIbHOCTRI0O KOMaH[ HJAET IOCJIEI0BATEeILHOCTh (halyioB (32 KOTOPOH, B
CBOIO OUY€pEe/Ib, TAKIKE MOXKET UJITU MOCIEA0BATEILHOCTh KOMaH/ U Tak Jajee).

CuHTakcuc:

setfacl [-bkndRLP] {-m| -M| -x| -X ... } damnun

Omnu:

1) -m, --modify=acl - m3MeHHUTH Tekymmi ACL mis daiina;

2) -M, --modify-file=file — mpoumrtarh 3amucu ACL mis mMomudukanum wus3

datina;

3) -x, —~—remove=acl — ynanutb 3amucu u3 ACL ¢atina;

4) -x, --remove-file=file — nmpountaTh 3anucu ACL s yaanenus u3 (aiiia;

5) -b, --remove-all — yIanuTh Bce paspemeHnbie 3amicu ACL;

6) -k, —~-remove-default — ynanmutb ACL 1o ymMoia4aH#uIo;

7) --set=acl — ycranoButb ACL s daiina, 3amenuB Tekymmii ACL;

8) --set-file=datei — npountats 3anucu ACL nis yctaHoBiieHus u3 (daiiia;

9) --mask — mepecuyuTaTh MacKy Y3(PPEKTUBHBIX ITPAB;

10) -n, --no-mask — HE NEPECUNUTHIBATH MACKy 3(PPEKTHBHBIX MpPaB, OOBIYHO
setfacl MEPECYUTHIBAET MACKy (KpoMme ciydasl SBHOTO 3aJaHUsl MAcKu) Jist
TOTO, YTOOBI BKJIIOUUTHh €€ B MaKCUMAaJIbHBI HA0Op MpaB JOCTyMa AJIEMEHTOB,
Ha KOTOpbIe BO3JECUCTBYET Macka (s BCeX TPYNN U  OTIAEIbHBIX
MOJIb30BaTeNe);

11) -d, --default - mpumeHuTh ACL mo ymouaHuro;

12) -R, --recursive - IS MOAKATAJIOTOB PEKYPCHBHO;

13) --restore=file - BOCCTAHOBHTH PE3CPBHYIO KOIHIO IIpaB JOCTYIIa,

CO3JaHHYI0 KOMaHAOW getfacl -R wiM el monoOHoW. Bce mpaBa moctyma
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J€PEBA KAaTAJIOrOB BOCCTAHABIIMBAIOTCS, UCIIOIB3Ysl 3TOT MeXaHu3M. B ciydae,
€CJIM BBOJMMBIC JTAHHBIE COJEPMAT BJIEMEHTHI ISl BIAJENblia WIA TPYMIbI-
BJIAJIETIbLIA, U KOMAaHAA setfacl BBIITOIHAETCA MOJIB30BATEIEM C UMEHEM r0Ot,
TO BJIAJIENICI] U TpyMIa-Biajenel] Bcex (aioB TakkKe BOCCTaHABIUBAIOTCS. JTa
OIS HE MOJKET HCIOJIB30BATbCS COBMECTHO C JPYTMMHU ONUUSAMH, 34
VCKJIIOYEHHUEM OIIUH --test;
14) --test - pexum tectupoBanus (ACL He u3MeHsoTCs).
[Ipu mcnonb30BaHUM ONUUN --set, -m U —-x JOJOKHBI OBITh MEPEUHCIICHBI 3alHCH
ACL B koMangHOU cTpoke. DnemeHTsl ACL paznenstorcss oqMHapHBIMU KaBbIYKAMHU.
[Tpu urenun ACL u3 ¢aiinia npu nmomMomu omniui -set-file, -M U -X KOMaHJa
setfacl TNPUHUMAET MHOKECTBO AJIEMEHTOB B (popMaTe BbIBOJIA KOMaHJbl getfacl. B

CTPOKE 0OBIYHO COJIEPIKUTCS HE OobIe oaHoro 3nnementa ACL.
3.3.11. Daementer ACL

Komanpa set facl ucnonesyert ciaeayrouue popmatsl anemMenToB ACL:
1) mnpaBa gocryma OTAENBHOTO mosib3oBatens (ecim He 3agan UID, to mpasa
JOCTYyTIa BiIajieliblia Qaiia):
[d[efault]:] [ulser]:]JUID [:[+]|"]perms]
2) mpaBa JIOCTymna oTaenbHOW rpynmbl (ecim He 3amanH GID, To mpaBa mocryma
TPYIIIbI-BIaACNbIIA):
[dlefault]:] glroup]:GID [:[+]|"]perms]
3) Macka 3((EKTUBHBIX TPaB:
[d[efault]:] m[ask]:[+]|"] perms
4) mpaBa JI0OCTyIa BCEX OCTaIbHbBIX:
[d[efault]:] o[ther]:[+|"] perms
Onement ACL siBrsieTcss aOCOIIOTHBIM, €CJIM OH COJIEPKUT TOJIE PErms U SBISCTCS
OTHOCUTEJIBHBIM, €CIM OH BKIIOYAeT OAMH U3 MOIU(DUKATOPOB: «+» WIH «».
AOCOIOTHBIE 3JIEMEHTBHI MOTYT HCIIOJIb30BAaTbCAd B  OMNEpalMsIX YCTaHOBKH WIIU
Moaudukanu ACL. OTHOCHUTENbHBIE 3JIEMEHThl MOTYT MCIOJIb30BaThCS TOJBKO B

oneparuu moaudukaruu ACL. [IpaBa moctyna ajis OTACIBHBIX MOJIH30BATENICH, TPYIIIIHI,



87
JIKHB.11100-01 99 01

HE cojepkamue HuKakux mojied mocie 3HadeHuit UID, GID (mone perms mpu 3TOM
OTCYTCTBYET), UCTIOJIb3YIOTCS TOJBKO JJI YAAJICHUS SJIEMEHTOB.

3nauenus UID u GID 3agarorcs mMmeneM uiu gucioM. Ilone perms MoOKeT OBITBH
MPEJICTAaBICHO KOMOMHAIIMEH CUMBOJIOB r, w, x, — Wutd 1udp (0 — 7).

3.3.12. ABTOMaTHYECKH CO3/IaHHBIC MPaBa J0CTYyIIa

N3navanbHo ¢aiiibl U KaTajaord cojaepxkaT TOJbKO Tpu 0a3oBbix sneMeHta ACL:
JUISL BIIAJEIIbIIA, TPYIIbI-BIIAIENbla U BCEX OCTANBHBIX Mojb3oBaTeneil. CylecTByeT psj
MPaBUJI, KOTOPBIE CIIEIYET YUUTHIBATh IPU YCTAHOBKE MPAB AOCTYyIIA:

1) He MOTYT OBITh YAaJICHBI CPa3y TPHU 0A30BBIX AJIEMEHTA, JOJDKEH MPUCYTCTBOBATH

XOTsI OBbI OJTNH;

2) eciu ACL cozepsxuT mpaBa IOCTYyIa JJis OTJACIBHOTO MOJb30BaTES WU TPYIIIIbI,
To ACL Takke goykeH cojiepkath Macky 3QGEeKTUBHBIX MPaB;

3)ecmu ACL coxmepxut kakue-nmuOo smemeHTel ACL 1o yMmoOJYaHHWIO, TO B
MOCJIETHEM JIOJDKHBI TaKyKe MPUCYTCTBOBATh TP 0a30BBIX dJeMeHTa (T. €. MpaBa
JOCTYTIa 0 YMOJIYAHUIO JIJIsl BJIaJIeTbla, TPYIIbI-BJIa/IeIblla U BCEX OCTAJIbHBIX);

4)ecmn ACL 10 yMOJYaHHIO COJCP)KHT IIpaBa JOCTyNa JUIsI BCEX OTACIbHBIX
nosb3oBarene unu rpynn, To B ACL Takke A0KHA NMPUCYTCTBOBAaTh Macka
3¢ (PEeKTUBHBIX MpaB.

Jlist Toro 4yToObl TOMOYhL TIOJIb30BATENIO BBIMOJIHATH ATH MpaBHiia, KOMaH[a
setfacl CO3MAaeT TMpaBa JAOCTyNa, MWCIOJb3Ys YK€ CYLIECTBYIOIINE, COTJACHO
CIEAYIOIIUM YCIOBUSIM:

1) ecniu mpaBa JocTyna IS OTIACIBHOTO IMOJIB30BATENs MM TPYIIBI JI0O0ABJICHBI B
ACL, a macku mpaB HE CYLIECTBYET, TO CO3/Ia€TCS Macka C MpaBaMH JOCTYyIa
TPYIIbI-BJIAJICIIbIIA;

2) ecnu cosnad sneMeHT ACL mo ymonganuio, a Tpex 06a30BBIX 3JIEMEHTOB HE OBLIO,
TOTJIa JeJIaeTCs UX Konus U oHu noobasisitorcs B ACL o ymonuanuio;

3)ectn ACL 10 yMOJYaHHMIO COACPXKHUT KaKHe-TMOO TpaBa JOCTyma JIs

KOHKPCTHBIX ITOJIB30BATCJIS WUJIW I'PYIIIBI U HC COJACPIKUT MACKY IIpaB AOCTYIIA 110
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YMOIYAaHHUIO, TO IIPU CO3JaHNH 3Ta MACKa 6y,ueT HMCTb TC JKC IIpaBa, 4TO H

rpynmna no yMoJ4aHuIo.
3.4. CpezncTBa ynpaBlieHUs U OYUCTKHU MaMsITH

3.4.1. YnpapneHue MeXaHU3MOM OYHMCTKH OTIEPATUBHON NMaMsTH

[Ipu nmepBoHA4YaIbHOM HAa3HAYEHUH WJIM MIPU MEepepacTpe/IeTICHUH BHEUTHEN MaMsITH
KC3 3atpynnser cyObekTy AOCTyI K octaTouHoi nHpopmanmu. [Ipu nepepacnpenencHuu
onepatuBHOM namsaTu KC3 ocyliecTBISET €€ OUUCTKY.

Buemmnsis nmamsth, ucnosbdyemas OC, pacnonaraercss Ha OTIEIBHOM paszfese
JUCKa, NPEICTaBICHHOM B (DaiJIoBOM CHUCTEME CIEeUHUANbHBIM (aiaoM, AOCTyN K
KOTOPOMY HETMOCPEJCTBEHHO M3 MPOrpamMMbl KOHTPOJUPYETCs mMpaBamu jaocTyma Linux.
[To yMo4yaHuI0 JOCTYI K pa3fenaM JAUCKa UMEET TOJIbKO JOBEPEHHBIN CYOBEKT WU YJICH
rpynmbl «disky.

[Ipu m1000M BBIJICICHHH TPOLIECCY OIMEPaTUBHON MaMATH OHA MPEIBAPUTEITHLHO
OYHMIIAETCS.

OC AnpT 8 CI1  comepXUT MEXaHH3M OYHCTKM OCBOOOXKIaeMBbIX 0O0JIacTei
OTIEpaTUBHOM MaMSITH. JTOT MEXaHU3M HE BKJIIOYEH MO YMOJYaHHUIO MO COOOpa)KEHUSIM
MIPOU3BOJIUTEIIBHOCTH U B CBSI3U C TEM, UTO 3allUTa MaMsTH, OCYLIECTBIIIEMAs SAPOM I10
YMOJIYAHUIO, JIJISl MHOTHX MOJIENIEN YTPO3 SBISETCA IOCTATOYHOM.

OuucTtka 0CBOOOXK1aeMbIX 00IacTel ONepaTUBHOM MaMATH MPOUCXOIUT B MPoOLIecce
nepeoja siapoM OC KakI0W CTpaHUIIBI TAMSTH B Pa3psijl «HEUCTIONb3yeMbIx» (free). DT1o
03HayaeT, B YKUCJIE MPOYETo, UTO HU OJHA CTPaHUIIA U3 YUCJIA HEUCIIOIb3YEMbIX HE OyaeT
COJIepKaTh JTaHHBIX, KOTOpbIe TaM paszmeniaia OC win NpuiioKeHUs B Mpolecce padoTh
CUCTEMBL.

B paOotaromieit cucrteme uHdopmaius o0 OYHCTKE OCBOOOXKTAAeMbIX oOnacTei
maMsaTH JIOCTYyIIHA B KaTaJore BUPTYalbHOW CIy)KeOHOW (halIoBOM  CHCTEMBI
/sys/kernel/mm/sanitize memory/. 3mech @Qailn level COHEPKUT 3HAUYCHUE
mapameTpa smem, a (daiim count — KOJIMYECTBO MaMmsTH B OalTtax, 00pabOTaHHOMU
MOJICUCTEMOM OUYUCTKU. Eciu sapo 3arpyxeHo 0e3 MoIaep KK OYUCTKA OCBOOOKIaeMbIX

oOyacTell maMsTH, YKa3aHHBIN KaTaJloT HE CO3/1aeTCsl.
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[Ipumeuvanue. OuncTka  OCBOOOXKJAaeMbIX  oOjacTel  maMaTd  He
pacnpoctpansiercs Ha swap. Eciu Tpebyercs ucnosnb3zoBaHue GyHKIUNA OUUCTKH MaMSITH,
Swap He JOJDKEH HCIOJIb30BaThCs (HE JOJKEH ObITh MOAKIIOYEH WM JIOJDKEH BOOOIIE
OTCYTCTBOBATb).

Jna  ynmaneHuWss [JAaHHBIX B [AMATH  MCIOJNB3YETCS IAapaMeTp fAIpa smem
(ycTaHaBiuBaeTCs MPU YCTAHOBKE CUCTEMBI).

JInst u3MEHEeHHsI apamMeTpoOB MEXaHHW3Ma OYHMCTKM OCBOOOXIAAEMOW ONepaTUBHOU
naMsITH HeoOxoauMo B (aillie /etc/sysconfig/grub2 B 3HAYCHHH TEPEMEHHON
GRUB_ CMDLINE LINUX DEFAULT M3MEHHUTH [IAPAMETP smem.

[lamee mpencraBieH OpUMEpP, B KOTOPOM B IIEPBOM CTPOKE OJHO 3HAYCHHUE

HepeMeHHOﬁ, BO BTOpOﬁ APYroc 3HA4YCHUC!

' quiet=1 panic=30 splash smem=1'"

' quiet=1 panic=30 splash smem=2'

JIOCTYIIHBI ~ CIIENyIOLIME 3HAYEHUs IEPEMEHHOM smem, NPEIOCTABISAIOLINAE
HAaCTPOWKHU OYUCTKH MMaAMSITH:

- 2 — 3aM0JIHEHNUE NaMATH CIIy4YallHbIM 1Ia0JI0OHOM;

- 1 — 3aHyneHue onepaTUBHON MaMsITH.

Jlnst OTKIIIOUEHHsI swap HEOOXOIUMO 3aKOMMEHTHUPOBATh (WM YIalHWTh) B (paiiie
/etc/fstab CTPOKY, COAEpXkallylo cI0BO swap. CTpoka MOXKET BBIIVIAAETh CIACAYIOLIUM

obpazom:

UUID=[...] swap swap defaults 0 0
[Tocne BHeceHWil mM3MeHeHUM B (aiiabl /etc/sysconfig/grub2 U /etc/fstab

HeoOxoauMo rnepesarpy3uts [I9BM.
3.4.2. OuncTKa JUCKOBOH ITaMSTH

I[J'IH o0ecIeyeHHsT OUNCTKHU AUCKOBOT'O IIPOCTPAHCTBA IIPH BBIXOAC IIOJIB30BATCILA U3

cucTeMsl 00aBbTe B (ailsl /etc/lightdm/lightdm.conf B CEKLHUIO [Seat:*] CTPOKY:
session-cleanup-script=sfill -11zf /home

Baumanue, npu OoibIIiOM 00BEME JHUCKOB JTO 3HAYUTEIBHO 3aMeyIseT

BO3MOXKHOCTB BX0OJa HOBOT'O ITOJIb30BAaTCIIA.
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B03MO0XHOI anbTEpHATUBOU SIBISETCS 3aIlyCK KOMaHAbI sfill MPU MOMOLIM Cron,
Hanpumep, st CepBepa, 100aBUTH 3a7auy: * * * * * sfill -11zf /home
Komanna sfill mpenHasHayeHa JUisl yaajleHus B O€30MaCHOM pPEKUME JaHHBIX,
PaCIOJIOKEHHBIX Ha JIOCTYITHOM JMCKOBOM MPOCTPAHCTBE HOCUTENEH (OUMCTKA OT CJIEI0B
yIaJ€HHBIX JAaHHBIX CBOOOJHOTO MeCTa). DTH JaHHbIE BIIOCIEICTBHM HE MOTYT OBITH
BOCCTAHOBJICHBI. be3omacHsbIil mpoliecc yaaleHusl JaHHbIX sfill BBIMISAUT CIACAYIOUUM
obpazom:
- 1 mpoxox ¢ 0xff;
- 5 caywaiiHeIX npoxonoB. Mcnombe3yercs /dev/urandom s Oe3omacHo RNG
€CJIM TAaKOBBIE UMEIOTCS;
- 27 IpOXOJI0B CO CNENUATIBHBIMU 3HAYCHUSIMU;
- 5 ciy4aiiHpIx mpoxonoB. Mcnoms3dyercsi /dev/urandom st 6e3omacHoit RNG
€CJIM TaKOBBIE UMEIOTCS.
- TIOCJIE TOTO, TEHEPUPYETCS TaK MHOTO BPEMEHHBIX (DAISIOB, KaK 3TO BO3MOKHO,
JUJISL TOTO YTOOBI OUMCTUTH MPOCTPAHCTBO MHACKCHBIX JIeCKpunTopoB. [locie Toro,
KaK BpeMeHHbIe ¢aiibl 00Jibllie He MOTYT OBITh CO3/IaHbl, OHU OYAYT yJaJeHbI U
sfill OyJeT 3aBepIieH.
CHuHTaKCHC KOMaHIbI.
sfill [-f] [-i] [-I] [-1] [-1] [-v] [-z] directory/mountpoint
Omnimu KOMaHabI.
1) -f — ObICTpHIH (1 HEOE30MACHBIH) PEXKUM: HE UCTIONB3YETCs /dev/urandom, HET
peXrMa CHHXPOHU3AIUY;
2) -i — OYHCTHUTH TOJBKO MPOCTPAHCTBO HMHICKCHBIX JECKPHUIITOPOB, HE CTHPATh
MecTa Ha JINCKE;
3) -1 — OYHCTHUTH TOJHKO MECTO Ha JWCKE, HE OYHMIIATh MPOCTPAHCTBO MHICKCHBIX

ACCKPUIITOPOB,
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4) -1 — yMmeHbInaeT 0e30MacHOCTh. BBIMONHAETCS TOJIBKO JIBa MPOXOJa: MPOXOJ C
Oxff 1 okOHYATENBHBIN TPOXOJI CO CIIYYANHBIMHA 3HAUECHHUSIMU;

5)-1 — -1 BTOpOH pa3 yMEHbBIIAET OE30MACHOCThH €IIe OOJIbIINe: BBITOTHACTCS
IPOXOJ TOJBKO € 3aMUCHIO CIy4YailHbIX 3HAUEHUH;

6) -v — MOIPOOHEII PEKUM;

7) -z — IenaeT MoCIeHUH MPOXO0]] C HYISIMH BMECTO CITy9alHBIX JTAHHBIX;

8) directory/mountpoint — MeCTOIOJIOKeHHEe (haiiiaa, CO3JAHHOTO B Ballc
¢aitnoBoil cucreme. OH JOKEH HAXOIUTHCS B pasjeie, KOTOPbIH HEOOXOAUMO

nepe3arnucarh.
3.5. CpencTBa KOHTPOJISE BBOJa-BbIBOIA

3.5.1. CpenctBa B3aUMOJEHCTBUS C YCTPOICTBAaMH BBOJ1a-BbIBOJIA

B OC Anptr 8 CIl nmoctyn Kk (U3HUECKOMY YCTPOMCTBY OCYIIECTBIISIETCS C
MOMOIIBIO CHeuanbHOro (Qaitna ycrpoicrsa. [Ipu BblmonHeHHH ¢ (ailzioM ycTpoicTBa
omnepauuid OTKPBITHS, YTEHHS WJIA 3alUCH OCYLIECTBISETCS OOMEH [aHHBIMU C
¢u3ndeckuM yctpoiicTBoM. Dailiibl yCTPOUCTB XpaHATCS B KaTajlore /dev.

B OC Anbt 8 CII ucnions3yroTcst CTaH1apTHbIE UMEHA YCTPOUCTB:

- ttyN — KoHCOIIB;

- MOUSE — MaHUIYJISITOP TUTIA «MBIIIbY;

- audio — 3ByKOBasi KapTa;

- modem — mozewm;

- ttySN — mocnenoBarenbHbIN TOPT;

- IpN — napannensHbIi IOPT;

- cuaN — MoryT 0003HayaTh NOCIIEAOBATENbHBIE TOPTHI;

- SAXN — HaKOnUTEh Ha )KECTKUX MArHUTHBIX TUCKAX;

- fd0 — mepBbIit AUCKOBO TSI THOKUX JMCKOB;

- StN — ctpumep ¢ untepdeiicom SCSI;

- nrtfN — 3anoMuHaromee ycTpOHCTBO Ha NPUHIUIIE MAarHUTHOW 3alicH Ha

JIEHTOYHOM HOCHUTEJIe, C MOCJIeI0BATENIbHBIM JOCTYIIOM K JJaHHBIM ¢ UHTEpQercoM

FDC;
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- mdN — maccus RAID;

- ethN — cereBas 1uiara;

- null — mycToe ycTpoicTBO.

[Ipumeuanue. N—HOMep ycTpoiicTBa (Hanpumep, ttyl — nepBast KOHCOJIb).

3.5.2. CpencrtBa  KOHTPOJII  MCHOJIb30BaHUs MHTepdeiicoB BBoja (BBIBOJA)
uH(pOpMaIIMU Ha MAIlIMHHBIE HOCUTENIU JJAHHBIX

B OC Anwr 8 CIl nojnepuBarOTCsi OTpaHUYEHUE WM 3alpeT MCIOIb30BAHUS

BHEIIHUX HOcHTener mpu nomomty rnpasmit APl 6ubnmorexu polkit u (nmm) udev.

3.5.2.1. Orpannyenus npu nomoiy npasuwit APl 6udarorexu polkit

VYerpoiictBa XxpaHeHuss WHGOpPMalMKM JIETATCS Ha CHCTEMHBIE, KOTOpbhIE HeE
CUMTAIOTCS W3BIICKAEMBIMU, M HECUCTEMHBIE, K KOTOPBIM OTHOCSITCS TOJKJIOYaeMble
Hakonutenn tuna USB, Flash mMenua m ontuyeckue mpuBojabl. JIJIsi KakIod W3 TPy
YCTPOMCTB, CHCTEMHBIX U HECHCTEMHBIX (M3BJEKaeMbIX, removable), 11 oHol onepaiuu
MOKET MOHAJA00UThCs HacTpoiika AByX polkit actions — Mo ogHOMY Ha KaXIylo TpyHILy
YCTPOMCTB.

YToObI y3HATH, ABJISETCA JU YCTPOUCTBO CHUCTEMHBIM M PACHpPOCTPAHSIETCSA JU Ha
HEro JEWCTBUE org.freedesktop.udisks2.filesystem-mount-system, HEOOXOIUMO
BBINOJIHUTH KOMaH]ly, KOTOpasi BEIBEAET BCE MOAKIIOYEHHBIC HAKOITUTEN:

udisksctl status

Jlajiee HY»KHO BBITIOJTHUTh KOMaHIy C HIMEHEM YCTpPOWCTBa (HAarpumep, /dev/sdb).
Craryc true mns HintSystem, B BbIBOJ€ KOMaHAbI TOBOPHUT, UTO ITO CHCTEMHOE
YCTPOMCTRBO:

udisksctl info -b /dev/sdb|grep ' Device:\|HintSystem'

Device: /dev/sdb

HintSystem: true

JIns  HECcHCTEMHBIX YCTPOWCTB, HAa KOTOpbIE pacHpOCTPAaHSACTCA JIEUCTBUE
org.freedesktop.udisks2.filesystem-mount-other-seat, a1 HintSystem craryc

Oyner false.
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3a pa3penieHus: BBOJAa-BbIBOAA HA MAIIMHHBIE HOCUTENU JAHHBIX OTBEYAOT:

- org.freedesktop.udisks2.filesystem-mount-system — pa3pelICHUC Ha
MOHTHUPOBAHUC q)aﬁJIOBLIX CUCTEM CHUCTEMHBIX YCTpOﬁCTB;

- org.freedesktop.udisks2.filesystem-mount-other-seat — pa3pcUICHUEC
Ha MOHTHpOBaHHUE (aANIOBBIX CHUCTEM C YCTPOMCTB, MOJKIIOYEHHBIX B JIPyroe
MECTO;

- org.freedesktop.udisks2.eject-media-other-sea — pa3pClICHUEC Ha
H3BJICYCHHC JIOTKA OIITUYCCKOI'O ITPUBOJA,

- org.freedesktop.udisks2.power-off-drive-other-seat — pa3pCIICHUC Ha

m3BiacucHue USB-HakonuTes.

Jlanee mpuUBOIUTCS TIPUMEP CO3JAHUS MPaBuUia, pa3pelialoniero Mojab30BaTeo U3
CHUCTEMHOM I'pymIibl Xgrp BbIIOJIHATL MOHTHPOBAHUC WM H3BJICUCHHUC YCTpOﬁCTB — C
3ampocoM maposis. [lpy  3TOM [yt OCTalbHBIX MOJIB30BATENEH JACHUCTBUSA IO
MOHTHUPOBAHHIO U U3BJICUCHUIO 6YIIYT 3alIpCIICHLI.

I[JBI paspCliCHusd IIOJIb30BATCIIIO MOHTHUPOBAHHUA W HU3BJICUYCHUA YCTPOﬁCTB
HEOOXOJIMMO BBIMOJIHUTH CIEAYIOIIUME JEUCTBUS (BCE JEUCTBUS BBIMIOJHSIOTCS OT
aJIMUHUCTPATOPA):

1) Coznathk daiin npaBmia 99-udisk2 mount.rules:

# touch /etc/polkit-1/rules.d/99-udisk2 mount.rules

Z)I{aHOHHHTB99—udisk2_mount.rulesCﬂeﬂyKHHHWICOﬂemeHHeMZ
polkit.addRule (function (action, subject) {
if (action.id=="org.freedesktop.udisks2.filesystem-mount-
system") {
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;

i
if (action.id=="org.freedesktop.udisks2.filesystem-mount-

other-seat") {
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if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;

i
if (action.id=="org.freedesktop.udisks2.eject-media-other-
seat") {
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;

i
if (action.id=="org.freedesktop.udisks2.power-off-drive-other-
seat") {
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;

}
}):
3) Co31aTh CUCTEMHYO TPYIIITY Xgrp (€Ciu ¢ eIIe HeT):
# groupadd -r xgrp
4) J106aBUTh MOJIB30BATEIS B TPYIIITY XZIP:
gpasswd —a uMMA MOoJIb30BaTeJId XJrp
3.5.2.2. KonTpons mpu nomortu npasui polkit
[TpaBuna polkit Takxe mo3BoJIAIOT GOPMHUPOBATH MPABUIIA IS 1OOABICHUS 3aMKceit
B CHUCTEMHOM >XypHayie. Hampumep, mpu MOAKIIOYEHUH CHEMHOTO YCTPOMCTBA MOKHO

3aIIMChIBATH B JKypHAaJI, KAKOC YCTpOfICTBO OBLIIO INOAKIIIOYCHO U KaKHUM IT1OJIB30BATCIICM.
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J151s 3TOT0 HEOOXOIUMO BBITIOJIHUTH CIIEAYIONINE ACUCTBUS:

1) Co3nats daiin npaBmiia 70-udisk2 mount.rules:
touch /etc/polkit-1/rules.d/70-udisk2 mount.rules
2) HamoJHUTb €ro COAepKUMBIM
polkit.addRule (function (action, subject) {
if (action.id=="org.freedesktop.udisks2.filesystem-mount-
system") {
polkit.log ("mount action=" + action);
polkit.log ("mount subject=" + subject);
return polkit.Result.YES;
i
if (action.id=="org.freedesktop.udisks2.filesystem-mount-
other-seat") {
polkit.log ("mount action=" + action);
polkit.log ("mount subject=" + subject);
return polkit.Result.YES;
i
})
Teneps npu MoHTHpOBaHUN USB-11cKka B /var/log/secure MOSIBATCS 3alUCH:
# tail -2 /var/log/secure
Nov 22 12:57:12 host-15 polkitd[9879]: /etc/polkit-1/rules.d/99-
udisk2 mount.rules:4: action [Action
id='org.freedesktop.udisks2.filesystem—-mount-system'
id.version="'FAT32' id.usage='filesystem'
drive.serial="11101094E6BA1AOO0A4A5200A" id.label="ALT p8
xfce/x86 64' partition.flags='0x00000000"
polkit.gettext domain='udisks2' drive='UFD 2.0 Silicon-Power4G
(/dev/sdbl) ' partition.number='1' id.uuid='F076-C625"'
drive.vendor='UFD 2.0' device='/dev/sdbl' id.type='vfat'
partition.type='0x0b' polkit.message='Authentication is required
to mount $(drive)' drive.revision='PMAP' drive.model='Silicon-
Power4G"']
Nov 22 12:57:13 host-15 polkitd[9879]: /etc/polkit-1/rules.d/99-
udisk2 mount.rules:5: subject [Subject pid=4673 user='test'
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groups=
uucp, proc, cdrom, floppy, cdwriter,audio, radio,users, scanner, Xgrp,
vmusers,audit group,auditl, test, seat='seat(0' session='5"

local=true active=true]

Takum o00pa3oM, B CHCTEMHOM 3JKypHaje 3aperucrpupoBano, yto USB-nmuck c

CEpHUITHBIM HOMEPOM 11101094E6BA1A00A4A5200A ObUT MOJKIIIOYEH NOJIB30BATENEM test.

3.5.2.3. Orpanuuenus npu nomouiu npasui Udev

Udev — cepBuc, KOTOPBIH TOIXBAThIBACT U KOH(PUIYPUPYET BHEIIHUE YCTPONCTBA,
noydas yBemomieHus: ot siapa OC. Udev rubko HacTpamBaeTcs moj 00OpyJAOBaHHUE H
3aJlayd  C TOMOIIbI0 crnenuanbHbix mnpaBwi. I[lpaBuna Udev xpaHsTcs B mamke
/etc/udev/rulres.d. @aia npaBuiI 0053aTEIBHO IOJKEH UMETh PACIIMPEHHE . rules.

Tunosoe mnpaswio Udev CcOCTOMT W3 HECKOJBKHUX Hap «KIOY — 3HAYCHUEY
pasfeneHHbix 3ansaTod. OIHU KITIOYM HUCHOJB3YIOTCS ISl TPOBEPKH COOTBETCTBUS
YCTPOMCTBA OIpPEACICHHOMY MpaBUIy, B TaKMX KIIIOYaX HCIOJIB3YETCS 3HAK «==)» A
pasnenenus mnapbl. Creayromuid mpuMep OTpakaeT MPUMEHEHHE IMpaBWiIa TOJIBKO IS

cinyuas, ecnu 3HaueHus kinroya SUBSYSTEM nist aToro yctpoiicTBa paBHO block!
SUBSYSTEM=="block"

[pyrue KiIO4YM HCHONB3YIOTCS U1 YKAa3aHWS JIEWCTBUSA, €CIU BCE YCIOBHUSA
COOTBETCTBUS BBIIOJIHAIOTCA. Ji1d pa3aeneHus nap B TaKUX KJIIOYaxX MCIOJB3YETCS 3HAK
paBHO «=». Hampumep, B ciydae ¢ NAME="mydisk" mpaBwio OyAeT BBIIJISAETD

CIEAYIOIIMM 00pa3oMm:

SUBSYSTEM=="block", ATTR(size)=="1343153213", NAME="mydisk"
OTO TPaBWIO BBHIMIOJHUTCS TOJBKO IS YCTpoWcTBa mojcucteMbl block u ¢

pazmepom 1343153213 Gaiir.

Jns mpaBust Udev cyiiecTBYIOT ClAeayONMe KUY COOTBETCTBHUS:

SUBSYSTEM — IMOJICUCTEMA YCTPOMCTBA,;

KERNEL — UM, BbIJaBAEMOE YCTPOMCTBY SJIPOM;

DRIVER — JpaiBep oOCITy>KUBAIOUIUN YCTPOMCTBO;

ATTR — sysfs arpubyT ycTpoiicTBa;

SUBSYSTEMS — ITOJICUCTEMa POAUTEILCKOTO YCTPOWCTBA.
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JIns1 TeCTBUM UCTIONB3YIOTCS KIIFOYH:

- NAME — YCTaHOBUTB UM (paiisia yCTpONCTBa;

- SYMLINK — aJlbTEpPHATUBHOE UMS yCTPOWCTBA;

- RUN — BBINIOJHUTH CKPUNT NPU NOAKIIOUYEHUH YCTPOICTBA;

- GROUP — TpyIIMa, y KOTOPOH €CTh JOCTYII K (paity;

- OWNER — BJajiesnenn (paiisia ycTponcTBa;

- MODE — MacKa Mpas JOCTyTaA.

Kitou ATTR mo3BoJisIeT MoJIy4uTh UHPOpMaIuio 00 ycrpoiictBe. [locMoTpeTh Bce
Bo3MokHbIe Udev mapameTpsl il yCTPONRCTBAa MOKHO € TTIOMOIIBIO KOMaHIbl udevadm.

Hampumep, mis nucka /dev/sda KOMaHAa TMPOCMOTpa MapaMeTpoB OyaeT

BBITJISIZIETh CIEAYIOITUM 00pa3oM:

S udevadm info -a -n sdal

Jlist co3nanus Qaitna ¢ mpaBUjiaMy HY>KHO BBITIOJIHUTD CIIEAYIONIYI0 KOMAaHTY:

touch /etc/udev/rules.d/usb.rules

[TpaBmiio OTKIIOYEHHUS PYYHOTO MOHTHUPOBAHHS, JUIsI BCEX IMOJIb30BAaTENECH HE W3
rpynnsl plugdev, koTopoe HE0Ox0nUMO N00aBUTH B (haill usb.rules, OyAET BBIMISACTD
CJIeIyIOUM 00pazoM:

BUS=="usb", SUBSYSTEM=="block", KERNEL=="sd*", ACTION=="add",
GROUP="plugdev", MODE="660"

ITpaBmwiio, KOTOpOE€ NpPH MOAKIIOUEHUH USb-yCTpPONCTBA 3alyCKaeT CKpPUIT
/etc/udev/usb _on.sh, U cIelaeT HEOOXOAUMBbIE NEUCTBUS (HANMpUMeEp, 3aMUILIET B

log-daiin HeoOxoauMyI0 HH(GOPMAIIHIO), OyIeT BHIMISACTD CICIYIOIIMM 00pa3oM:
ACTION=="add", SUBSYSTEM=="block",
ENV{ID BUS}=="usb|mmc|memstick|ieeel394", RUN+="/bin/bash
/etc/udev/usb_on.sh %E{ID SERIAL SHORT} $E{ID MODEL}
$E{ID VENDOR}"

rIe:
- ACTION — OTCIIC)KMBAEMOE JIEUCTBHE, add — IMOJKIOUYEHUE YCTPOUCTB, remove —
OTKJIFOUYCHHUE;

- ENV — [I€p€YEHb OTCJIEHKNUBAEMBIX YCTPOMCTB IO THUILY;
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- RUN — UCTIOJTHSIEMOE JICHCTBHE.

Ckpunty usb _on.sh udev MNepeAaeT CIeAYIOIINUE JaHHBIE!

- $E{ID SERIAL SHORT} — cepuiHbiii Homep USB-yctpoiicTa;

- $E{ID MODEL} — monenb USB-ycrpoiicTBa;

- $E{ID VENDOR} — npou3sBojauteiab USB-ycTpoiicTa.

Hcronp30BaHre CKPUIITA TTO3BOJISCT BBITIOIHITH 00J1€ THOKYI0 HACTPOMKY TIPaBUII:
MOXHO HE TOJIBKO MOHTHPOBATh YCTPOWCTBA, HO W BBIMIOJNHATH JAPYTHUE JCHCTBUS
(komMpoBaTh, MEHATH BIaJeNblla U Tak gainee). Tak kak udev BBHIMOIHICTCS OT UMEHH
YYETHOW 3alHCH CYIEPIOIb30BaTeNs root, TO W CKPUNT OyACT BBIMOITHATHCS OT MMCHH
COOTBETCTBYIOIICH Yy4YE€THOM 3amucu. Takxe OmycKaeTcs 3ajlaBaTh THIT JOCTyHa K
nH(pOpMAaIUU HA HOCUTENIE, HATIPUMED, «TOIBKO IS YTCHUSD).

Jlanee mpuBOAATCS IPUMEPHI 0POPMIIEHUS APYTHX BO3MOXKHBIX MpaBuiI i1 udev:

- OTKJIt0UNUTh Bce USB-MopThI:

BUS=="usb", OPTIONS+="ignore device"

- OTKJIFOUHTH BCE OJIOUHBIE YCTPOICTBA, NpucoeanHeHHble K USB-nopTam:
BUS=="usb", SUBSYSTEM=="block", OPTIONS+="ignore device"

- HA3HAYUTh MOCTOSIHHOE UMs (aitiry ycTpoiictBa BToporo IDE-nucka:
KERNEL=="sdb", NAME="my spare"

- urHopupoBatb Bropoit USB SCSI/IDE-auck, nonkmtouennsiii mo USB:
BUS=="usb", KERNEL=="hdb", OPTIONS+="ignore device"

3.5.2.4. Hactpoiika orpanuuenuii B Beo-unrepdeiice L{YC

Monyns HYC «Kontponb moctyma k moptram» (alterator-port-access) mo3BoJjsieT
HAaCTPOUTh OIPAHMYECHHUS HA  MCIOJIb30BAaHWE BHEIIHUX HOcutened. Mopayib
alterator-port-access nmeet BeO-uHTEpPEIC.

JlomxHbl OBITH yeTaHOBIIEHBI TakeThl alterator-fbi u alterator-ports-access:

# apt—-get install alterator-fbi

# apt-get install alterator-ports-access
3amyctuth cayx0y ahttpd:

# systemctl start ahttpd



99
JIKHB.11100-01 99 01

Jlanee HEOOXOIMMO OTKPBHITH B Opay3epe aapec https://localhost:8080 WU
https://ip address:8080 W BBECTH IMapoJib aAMUHUCTparopa. [ns HacTpoiiku
OTpaHUYCHHUI Ha WCIOJIb30BAHWE BHEIIHUX HOCUTENEH B MeHIO «CucteMa» HeoOX0IuMO
BbIOpaTh MyHKT «KOHTpOJIb HOCTYIIA K TopTamy (puc. 12).

Jis 3amaHusi AOCTyNMa K TOCIIEIOBATEIBHBIM TIOPTaM, HEOOXOAMMO BBIMTOJIHUTH
CJIeyIOIIKeE Iary:

- BBIOpATh TOPT;

- pa3peIIUTh WU 3aMPETUTH JOCTYI K BEIOPAHHOMY TIOPTY;

- HaXKaTh KHOMIKY «COXpaHUTh HACTPOUKH MOCIEAOBATEIHHOTO TTOPTaY;

- mpocMoTpeTh pazaen «CtaTyc», 4TOObl yOEIUTbCS B KOPPEKTHOW pabote

HACTPOEK.


https://localhost:8080/
https://ip_address:8080/
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@aitn  [lpaska Bwg Mypuan 3aknagkm  WMHcTpymentel  Cnpaeka

2 Kowtpone goctyna k noprar X ‘ +

L G |':i:' & hitps://192 168.3 4:8080/FqTs TGXUhZ 7ni/portsctrl 90% {_‘;| m o =
KOHTPOJIb [IOCTYIA K NOPTAM | Hactpoiixa | | crpaska | | Beim |
Cucrema
;,MEH KouTpone nocnegpoeatensHeIX NOpToBR
Hata u BpemMA
CHCTEMHBIE Xy PHANLI L=30 | »
KnuenT Bacula
‘OGHOBNEHWE CHCTEMGI "
HacTpolikn NnocnegoBaTeNsHOTo NopTa % | 3HaveHne L

KoHTpone ocTyna Kk mopTam

MocneQoBaTENEHI NOPT: | NOKANYACTE EMGEPHTE M3 CMNCKE BhILS
BhitnioueHHe KOMNbOTERA

CHcTEMHBIA Ay auT Paapewes: | | [a j

MporpammHoe oBecneYeHne

WcTounnkm gna yctadoskd MO
Koutpons USB-noptoe

CepBepbl

- . CNUCOK PA3PELLEHHLIX YCTPOWUCTB

Cepeep ofHoBnEHHH

Mpokcu-cepeep Mp Ne & | ID np mrena % | ID npoaykta % | Cepuithban N % | Mnchopmaumn L] |
OpenVPN-cepsep

Monb3oBarenn

- YacTu npasuna % | 3HaqeHune % |
AJMUHUCTPATOP CHCTEMbI 1
Monb30EATEMM ID npowascanTens: :
Fpynno! 1D npoaysTa:

AYTEHTHDUKALIMA I
CeTw CopHAHLIA HOMBP: :
o Moneanan nHdopmauna of yoTpoicTes:

Ethernet-uHTepheics T

PPTP-coeguHetmun NoGaBnTh HOBOE NpaBWNo

PPPoE-coeauHeHun
HacTpoitkn proxy

CpenVPN-coeguHetnn NoAKNKYEHHBIE USB YCTPOWCTEA

CTaTHCTHKA D npoxzEOOUTENA % | ¥YcTpoicTeO % | CepuiHbii N2 % |ID npouzeoguTenA % | ID npogykTa %
- Generic USBE2.0-CRW 20100201396000000 | Obda 0139
Mpoxcu-cepsep General USB Flash Disk 047601100004362E | 8644 8005
BpaHamay3p CraHuposats USB ycTpoiicTBa
-
BHewHWe ceTH

Cratyc

KoHTpone nocnegoBaTenbHbix NOPTOE BolknroueH =0T PTG 1 Dy PG DTy TN L ER N TR Tl [ T
LG DN PSS GG BRI L BranuuTe konTpone USB-nopTos

[apameTphl AOCTYTIE K MOV ...

Puc. 12 — KoHTpoab nocTymna K mopram

Jlyis Toro 9TOOBI OTKITIOYUTH MOANEPKKY Bcex USB-ycTpoiicTB kpoMme 3agaHHBIX,
HE00X0MMO HaxaTh Ha KHONIKY «BximounTts koHTposis USB-niopToBy.

Jnst Toro urodsl n00aBUTH USB-ycTpoiCTBO B CHMCOK pPa3pelleHHbIX HYKHO
yKazaTh ofuH (unu Bce) w3 uaeHtuduxatopoB: |D mpoumsomutens, ID mpoxykra,

CepuiiHblii HOMEpP B COOTBETCTBYIOIIIEE MOJIE€ U HAXKaTh KHOMKY «Jl00aBUTh MTPaBUIIO.
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Jns omnpenenenust mnonakiatoueHHbIX USB-ycTpolcTB Hy)XHO HaxaThb KHOIKY
«CxkanupoBatb USB-yctpoiicTBa», BBLACIUTh YCTPOHCTBO, KOTOPOE HEOOXOIUMO
pa3pelnTh U HaxaTh KHONKY «Pa3pemuTs BeIOpaHHOe ycTpoicTBO» (puc. 13).

B Tabnune «Crnucok pa3pemeHHbIX YCTPOHUCTBY NEPEUUCIISIIOTCS BCE pa3peIICHHbIE
USB-ycrpolicTBa. /{15 yaaneHus npaBuia U3 CIUCKa, HEOOXOAMMO BBIIEIUTH MIPABUIO U

Ha)KaTh KHONKY «Y 1aJUTh BEIOPAHHOE MPABUIION.

Koutpons USB-noptoe

CMNUCOK PA3PELUEHHBIX YCTPOWUCTE

MNpasuwnge N2 % | ID nponseoguTenn % | ID npogykta % | CepuAHen N % | MHdropmaumnn ]
L] BG44 8005 047601100004362E Genaral USE Flash Disk
YacTu npaeuna % | 3HauveHwe $

ID npowaeocaMTeNRA:

1D npogykTa:
|
CapvAHBIA HOMER:
I

Moneaxan nHdopmaunA of yeTponcTes:

AofaBuTh HOBOE NPAaBUNo

NOAKNKOYEHHEIE USB YCTPONCTBA

ID npoxssogMTENA % | YeTpohcTeo % | CepuiHbain N % | ID npowaeogurenn % | ID npogyxkTa &
Geanarnc UsB2.0-CRwW 201002013206000000 | 0bda 0138
Ganeral USE Flash Disk 047801100004362E B644 8005

CraHWpoBaTe USE ycTpoicTBa

Puc. 13 — JTo6aBnenne USB-ycTpoiicTBa B CIHUCOK pa3pelIeHHBIX YCTPOHUCTB
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3.6. CpencTBa KOHTPOJIA LIEIOCTHOCTH M PE3EPBHOTO KOTIUPOBAHUS

3.6.1. IIporpaMMHBIif KOMIUIEKC MPOBEPKH LIETOCTHOCTH cucTeMbl Osec

B OC Anpt 8 CIl 1y oOHapyXeHHST pa3Iuduii MEXIy ABYMS COCTOSIHUSIMH
CHCTEMBl IPEIyCMOTPEHO HCIOJb30BAaHUE MPOrPAMMHOIO KOMIUIEKCA HPOBEPKU
LIEJIOCTHOCTU Osec. Osec SBISAETCS JETKOBECHBIM IPOrPAaMMHBIM KOMIUIEKCOM MPOBEPKH
LEJTOCTHOCTU cUCTeMBbl. Osec TakKe MPeOCTaBIsET BO3MOKHOCTD BBIIIOJIHUTEH MIPOBEPKY
CHCTEMBbl Ha HAaJM4YUE OMAaCHBIX (ailIoB, HampuUMep, C YCTAaHOBJICHHBIMH OUTaMHU IpaB
cMeHbl HieHTH(UKAaTOpOoB Toyb3oBaTenst (suid), rpymmbel (sgid) u ¢ 00menoCcTymHON

3aIIUCBIO.

3.6.1.1. Ynpagpnsiomue KOMaH bl

CuHTakcuc KOMaHbI OSEC:

osec [IIAPAMETPH] [KATAJIOT...]
osec [IIAPAMETPH] --file=FILE [KATAJIOT...]

[TapameTpsr:
1) -r, --read-only — paboTaeT B peXKUME KTOJIHKO YTCHHUEY;
2) -R, -—allow-root — 3allyCTUTh B PEKUME MPUBUICTHPOBAHHOTO MOJIE30BATEIIS;

3) -n, --numeric-ids — He 3ameHATh Uid/gid Ha username;

4) -u, --user=USER — 3aJaeT HMs Y4YCTHOH 3aIUCH HENPUBUICTHPOBAHHOTO
II0JIb30BAaTEIS;

5) -g, --group=GROUP — 3aj7aeT MMs YYETHOW 3alUCH HEIPUBUICTUPOBAHHOM
TPYIIIbL;

6) -D, -—dbpath=PATH — 3aJa€T MyTh K KaTaIory ¢ 0a30il JaHHBIX;

7) -f, -—file=FILE — MO3BOJISET MOJYYUTh CIIUCOK KaTaJoroB u3 (aina FILE;

8) -x, -—exclude=PATTERN — HCKIIOYHTH (ailsibl, COOTBETCTBYIOIIKE I1a0JIOHY;

9) -X, -—exclude-from=FILE — MPOYUTATH I1A0JIOHBI HCKIIIOUCHHU U3 (aiina;

10) -i, --ignore=LIST — He MNOKa3bIBaTh M3MeHeHus: checksum (koHTposbHAS
cymma), symlink (cumBosmueckasi cchlika), USer (Biaaenerr), group (rpymma),

mode (pexxum), mtime (Bpems u3MeHeHus1) uin inode;
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11) -t, --hash-type=NAME — HCIOJb30BaTh YKa3aHHBIA THI XO3II-(YHKIHH.
[TognepxuBaembie TUIBL: shal, sha256, sha512, stribog512 (1o ymodanuio);

12) -v, --version — BEIBOIUT HH(OPMAIIHIO O BEPCUH ITPOTPAMMBI;

13) -h, -—help — BEIBOJUT CIIPABKY O MPOTpaMMe U €€ MapaMeTpax.

Crucok myTell K OOBEKTaM KOHTPOJS TIICIOCTHOCTH XpaHUTCA B  (aiiie
/etc/osec/dirs.conf, 0a3a JaHHBIX B KaTajore /var/lib/osec.

Osec MoxeT paboTaTh B PEXHMAaxX «TOJNBKO IS YTCHUS» WU «UTECHHUE-3aIHCH)
(10 yMOIJIYaHUIO).

B pexxume «ureHue-3anucey 0sec 0yaeT coodmaTh 00 00HapyKEHHBIX U3MEHEHMSIX,
U COXpaHATh HOBOE COCTOSIHWE CHCTEMBbI B CBOIO 0a3y maHHBIX. [[s Kakmoro karajora
0sec CO3/1aeT YHUKAIbHBIN (haiin 0a3pl JaHHBIX M IOMEIIACT B HETO KAaTajor, yKa3aHHBIN B
OIIUH db_path.

[Ipumeuanue. B cnydae 3amycka 1moji y4eTHOW 3alMCBIO CYIIEPIIOIb30BaTEIs
root, Osec Oynmer paboTaTh B pPEKHUME HEIPUBUICTHPOBAHHOTO ITOJB30BATEIS C OJHOU
JTOTIOJIHUTEJIBHOM BO3MOYKHOCTBIO «uTeHHe-TIoNCK» («dac read searchy).

3.6.1.2. AxtuBanus u padora Osec

Bce neiicTBust mpou3BOASTCS OT UMEHH aJIMUHUCTpATOPA.

1) TIpoBepuTh, YTO CEPBHC KOHTPOJSA IEIOCTHOCTH IPH 3arpy3Ke aKTHBHUPOBAH
(enabled) — BBINOJIHUTH KOMaHAY:

# systemctl is-enabled integalert

JIst akTUBAIMK CepBUCA OT AIMHHKUCTpATopa (r00t) BEITIOJHUTH KOMAaHTY:

# systemctl enable integalert

2) OrmpenenuTh KaTaJoTH sl TPOBEPKH LEJIOCTHOCTH 0SeC cM. 1. 3.6.1.3.

3) BhINOIHKUTE 3aMMyCcK Osec:

- BBIIIOJIHUTb KOMAaHAY:
# integalert fix

-k cPOpMHUPOBATH KOHTPOJIBHBIE CYMMBI [IJIi  HM3MEHEHHBIX/HOBBIX
O6T)CKTOB 1 3aHECTU UX B 63.3y JAHHBIX — BBIIIOJIHUTDH KOMaHJIy:

# osec -f /etc/osec/dirs.conf -D /var/lib/osec/
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Jnsa ¢ukcauun HW3MEHEHUM W TPOBEPKH KOH(UTypaluy BHIOJHUTH
KOMaHy:
# systemctl restart osec
IIpoBepka 1LIETOCTHOCTM CHCTEMbl TIpU TOMOIIM OSEC BBIIOJHSAETCS  OT
aJIMMHHCTpAaTOpa KOMaHJON integalert.
[Ipy HEOOXOAMMOCTH MOXHO HAaCTPOUTH/M3MEHUTH MEPHOIUYHOCTH 3aIlycka OSEC

cm. 11. 3.6.1.4.

[Topsimox BocCTaHOBIICHHUS 1IETOCTHOCTH CUCTEMBI puBeeH B 1. 3.6.1.5.
3.6.1.3. Onpenenenne/M3MeHEHHE KaTaJlOTOB JIJIsl POBEPKH IIEJIOCTHOCTH

[To ymon4aHUIO OTCIIEKMBAIOTCS MU3MEHEHMSI B Mankax /bin, /sbin, /usr/bin,
/usr/sbin.

Jns Toro, 4ToOBI ONpEAeIuTh WM HU3MEHUTH CIMCOK KaTaJloroB IS MPOBEPKHU
LEJIOCTHOCTH, Hampumep: /bin, /sbin, /lib, /1ib64, OTPEHAKTHUPYWUTE CIIUCOK
KaTajoroB, KOTOpbIM xpaHuTca B  (aitne /etc/osec/dirs.conf  (CTPOKH,

HAaYMHAIOUIMECS CO 3HAKA PEUIETKA «#», HTHOPUPYIOTCS):

# vim /etc/osec/dirs.conf
[Tocne BHeceHus wu3MeHeHUW B (daill /etc/osec/dirs.conf HEOOXOIUMO

BBITOJIHUTH 3aITycK 0Sec cwm. 1. 3.6.1.2 3).

3.6.1.4. TlepuoguyHOCTH 3amycka 0SEC

Kpome makera IIK osec B cucteMmy ycraHaBiMBaeTcsi makeT O0Sec-cronjob. Ou
IMO3BOJISIET 3a71aTh cnoco0 51 MEePUOANYHOCTD 3amycKa 0sec (daiims
/1lib/systemd/system/osec.service, /lib/systemd/system/osec.timer).
B makere 0Sec-Cronjob ects (aiin ¢ 3agaHMeM A IEMOHA Cron M KOH(HUIyparmOHHBIC
¢aitel (dirs . conf).

Jns mpoBepku cTaTyca MEPUOAUYECKOr0 KOHTPOJS LEJIOCTHOCTA BBINOJIHUTH

KOMaH/Iy:

# systemctl status osec.timer
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I[J'I}I AKTHUBalMU MICPUOJUYICCKOTO KOHTPOJIA HEJIOCTHOCTU BBIITIOJIHUTH KOMAaH/bI:
# systemctl enable osec.timer

# systemctl start osec.timer

[Io ymomyaHuio0 B osec.timer 3aJaH 3alyCK NPOBEPKU KaXIbId JI€Hb B
JBEHaAIaTh 4acoB Houd. Eciau HeoOXoauMo 3a/1aBaTh Apyrue Mepruoibl 3amycka 0SeC, To
HEO0XOIMMO CO34aTh q)al?m /etc/systemd/system/osec.timer C HU3MCHEHHBIMU

nepuoAaMHy U Niepe3arpy3uTh JeMoH systemd:

# cp /lib/systemd/system/osec.timer /etc/systemd/system/osec.timer
# vim /etc/systemd/system/osec.timer

# systemctl daemon-reload

[Iprmep ayst HACTPOMKHU osec.timer HA 3allyCK IPOBEPKH LEITOCTHOCTH KayKIbIE
30 MUHYT:

[Unit]

Description=osec run every half hour

[Timer]
OnBootSec=1min

OnUnitActiveSec=30min

[Install]

WantedBy=multi-user.target

3.6.1.5. TTopsmok BOCCTaHOBJICHUS IIETIOCTHOCTH CHCTEMBI

B ciydae BeIsSIBIICHHSI HAPYIICHHSI TICJIOCTHOCTH

1) Tpu MPOBEPKE IMEITOCTHOCTH CUCTEMBI KOMaHIOW integalert;

2) mpu 3arpyske OC — BBIBOJ BH3YaJbHOTO OIOBEIICHUS C 00sA3aTEIHHBIM
noATBepkAcHUEM panbHenmen 3arpy3ku OC. Cucrema 3arpyxaercd B
OJTHOIIOJIb30BATEILCKOM pekuMe (MPU akTHBAMKA pekuMa cMm. 1. 3.6.1.6) c

3aIlIpOCOM IIapOJIA cynepnonL3OBaTeJm:
login [root]:

Password:
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[Topsimok BOCCTaHOBIICHUS:

- OT aJMUHHUCTpaTOpa (root) BBIIOJHUTH MPOCMOTP JIOra ayAuTa M HAWUTH
HapyIIeHue 1eaoctHocTr (em. 1. 3.6.1.7);

- BOCCTAHOBUTh OOBEKT C HApPYIICHHOHW IICJIOCTHOCTBIO — 3aMCHHTh Ha
ITAJIOH/TIEPEYyCTAHOBHUTh; WM MPOIYCTHTh IMPH TMOIATBEPXKICHUH KOPPEKTHOCTH
BHECCHHOTO M3MEHEHHS B OOBEKT;

- 3aMyCTUTh BOCCTAHOBJICHUE IIEJIOCTHOCTH CHCTEMbI (€CIM CHUCTeMa KOHTPOJIS
uenoctHoctd  IMA/EVM  we wunuinmanusupoBana (cM. wuHaue 1. 3.6.2.5)),

BBIIIOJIHUTDH KOMaHI[y:
# integalert fix

Nnu C(l)OpMI/IpOBaTB KOHTPOJIBHBIC CYMMBbI IJIA M3MEHEHHBIX/HOBBIX OOBEKTOB U

3aHCCTHU UX B 6a3y JAHHBIX — BBIIIOJITHUTH KOMaHI[y:
# osec -f /etc/osec/dirs.conf -D /var/lib/osec

U TIEpE3arpy3uTh CUCTEMY.

3.6.1.6. OgHOMOIB30BATENBCKHUM PEKUM TTPU HAPYIICHUH 1IETOCTHOCTU

[Ipu HEoOXOIMMOCTH HACTPOWKH MPU HAPYIICHUH MEITOCTHOCTH CHUCTEMBI TPH
3arpy3ke OC mepexoJuTh B OJHOMOJIB30BATEIbCKUN pexuM (pekuM emergency) OT
aAMUHUCTpATOpa CKOMMPOBATH (ailn /1ib/systemd/system/integalert.service B
/etc/systemd/system U OTPEIAKTUPOBATH €T0:

- yOpaTh KOMMEHTapUH, HAUNHAIOIIHUECS C #;

- B TIOCJIETHEN CTPOKE 3aKOMMEHTHUPOBATh CTPOKY # Wanted-by;

- W BBIIIOJIHUTBb KOMAHALI IICPC3aIlyCKa CCPBUCOB!

systemctl daemon-reload
systemctl disable integalert
systemctl enable integalert

O)KHI[aeMLIﬁ pe3ysibTar:. CUCTCMaA 6y,Z[eT 3arpyKatbCia B OJHOIIOJIB30BATCIILCKOM

PEKUME C 3aIIPOCOM TAPOJIs T0Ot P HAPYIICHUH IIETOCTHOCTH

login [root]:
Password:
[locne Bxoma OT aAMHHHUCTpPATOpa HEOOXOAMMO BBINOJIHUTH MPOCMOTP KypHaia

ayauTa 11 HOJdy4YeHUss HHPOPMAaIUK 0 HapyIeHuH 1estocTHoctr (em. 1. 3.6.1.7).
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3.6.1.7. Otuetnr Osec
[IpocMoTpeTh 3anucu 0SEC B CUCTEMHOM KyPHaJIe MOKHO BBIITOJTHUB KOMAaHY:
# journalctl | grep osec

BriBeCcTH OTYET O KOJIMYECTBE U3MCHCHUM:

# journalctl | grep "\[osec\]"
BrimonHuTh MOPOCMOTP COOOIIEHUHM JKypHajda ayauMTa C MOMEHTa MOCJIeaHEN

3arpy3ku OC:

# journalctl -b

[Tocse mepBoro 3amycka B CHCTEMHBIH KypHai (Syslog) Oyaer nobasiieHa 3amucCh, O
TOM, YTO KOHTPOJIbHBIE CYMMbI OOBEKTOB C(OPMHUPOBAHBI M 3aHECEHbI B 0a3y JaHHBIX
/var/lib/osec.

HpI/I MMOCJICAYIOINUX 3aIllyCKax, B CJIydac, CCJIM B CHUCTCMC IIOCJIC IIPCAbIAYIICTO
3aIryCKa 0S€C HHYCI0O HE MCHAJIOCH, B OTYECTC 6YI[€T YKa3aHO, 4YTO HCT HHKAKHUX

H3M€HCHHﬁ, HaIIpUMCpP:
No changes|[osec] Daily security check (chg=0,add=0,del=0) - hostlb5

Finished
B cnyqae, CCJIIM B CHUCTCMC HpOI/IBOHIJII/I U3MCHCHUA, TO B >1<ypHaﬂe, COI[Gp)KI/ITCH

OTYeT 00 U3MEHEHHBIX (haiiax.

3.6.2. [Toncucrema IMA/EVM

3.6.2.1. Yrunura evmctl

Vruaura evmctl mMoskeT HMCIONB30BaThCs IS CO3MAHHS W IPOBEPKH ITH(PPOBBIX
MOJIITUCEH, KOTOPBIC UCIOJB3YIOTCS TOJACKCTEMOM 1eaoctHocTH sapa Linux (IMA/EVM),
a Takke JJIs 1oOaBJIeHUs KJIFoUel B Ha0Op KITtoueH siipa.

CuHrakcuc koMauas! evmcetl:

evmctl [-v] <xomaHne> [llapameTpH]

Komangsr:

-—-version

help <command>

import [--rsa] pubkey keyring

sign [-r] [--imahash | --imasig ] [--key key] [--pass password]

file
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verify file

ima sign [--sigfile] [--key key] [--pass password] file
ima verify file

ima hash file

ima measurement file

ima fix [-t fdsxm] path

sign hash [--key key] [--pass password]
hmac [--imahash | --imasig ] file
[TapameTpsr:

1) -a, ——hashalgo - shal (default), sha224, sha256, sha384, shab512;

2) -s, --imasig — caenarh noamnuck IMA;

3) -d, --imahash — caenaTh xa11 IMA;

4) -f, --sigfile — XxpaHuTh noAnuck IMA B daiisie .sig BMECTO xattr;

5) --rsa — KMCHOJB30BaTh THI Kit04a RSA u cxemy nmomanucu vl;

6) -k, --key — OyThb K KIouy noanmucu (MO0 YMOJYAHHUIO:
/etc/keys/{privkey,pubkey}_evm.pemﬁ

7) -p, —-pass — MapoJjb I 3aITU(PPOBAHHOTO KJII0Ya MTOIHUCH;

8) -r, —-recursive — PEeKypCHBHO B KaTaJor# (TIOAIMHUCH);

9) -t, —-type — THIOB (aiyioB ;i ucnpasicHus fdsxm (f: ¢aiin, d: karaor,
s : Oyok/char/cchuika);

10) x — mpOmyCTUTh WCIPABJICHUE, €CIAM CYIIECTBYIOT Xattrs ima ©u evm
(MCTIOIB30BATH C OCTOPOKHOCTHIO);

11)m — ocTaTbes B TOM ke (ailyioBoi cucTteMe (Harmpumep, 'find -xdev');

12) -n — BBIBOJUTH PE3yNIbTAT HA CTAHJAPTHBIM BHIBOJ BMECTO YCTAHOBKH Xattr;

13) -u, --uuid - wucnoas3oBaTh mnoib3oBarenbckuii UUID FS mmas EVM
(ae ykazano: u3 FS, mycTo: He UCTIOIB30BATH);

14) --smack — ucmonb3oBath gomnonauteabHbie SMACK xattrs mst EVM;

15) --m32 — dopcupoBare EVM hmac/moanuce st 32-0UTHOM 11EI€BOM CUCTEMBI;

16) --m64 — dopcupoBarb EVM hmac/moanuce s 64-0UTHOM 1IEJICBOM CHCTEMBIL,

17) -v — yBenM4YUTH MOAPOOHOCTH BBHIBOJIA;

18) -h, --help — moKa3aTh ATy CHPABKY U BBIITH.
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[Monmuce EVM 3ammimaer Meragansble ¢aiina, Takue kKak aTpuOyTsl (aiina u
pacipeHHble aTpuOyThl. IMA nmoanuck 3amuiaer coaepxumoe Qaiia.

Hanpumep, koMaHa MpoBEPKH 1ETOCTHOCTH (aiiyia /bin/ping:
evmctl -v ima verify /bin/ping

/bin/ping: verification is OK
3.6.2.2. Ynpasstonue KOMaHIbI

CuHTaKCcuC KOMaHJbl integrity-sign:

integrity-sign [ --stdin ] [ --verbose ] [ --verify | --hashalgo=algo ]
integrity-sign [ --stdin ] [ -1 | --noimmutable ]

integrity-sign -1 | --list

integrity-sign -h | --help

[TapameTpsr:

1) --stdin — mpounTaTh (HalIbl CO CTAaHAAPTHOTO BBOJIA;

2) --verbose — BKIIOYUTH MMOAPOOHBIN BHIBOJI;

3) —--verify — npoBepka (Haiios;

4)——hashalgo=algo-—3aﬂaTbaHFOpHTN[XGHHpOBaHHH;

5)-i, --noimmutable — CHATh aTPUOYT IMMUTABLE C (haiisioB;

6) -1, --list — BBIBOJAMT CIIMCOK BCEX HCIHOJHAECMBbIX (haiiiioB W (haiiioB

OMOJINOTEK;

7) -h, --help — BBIBOAMT CIPABKYy O IPOrpaMMe H e mapameTpax.

Hampumep, komana npoBepKH IEIOCTHOCTH ¢aiiia /bin/ping:

# integrity-sign --stdin --verbose --verify /bin/ping

integrity-sign: /bin/ping: OK

Komanna BbIUMCIIEHUSI XEII-CYyMMBI, T€HEpaIlMu TMOJNUCH U J00aBJIEHUS €€ B
pacipeHHbie aTpuOyThl (HAMITOB:

# integrity-sign —--verbose

[Io ymomuaHuio WUCHONB3yeTCs] anropuTMm xemmpoBanus shal. JlomycTtumsbie
snaueHus: shal, md5, sha256, sha512, wp512.

Jnsg nepBUYHOW MapKUPOBKM CHUCTEMBI, a TakKXe i MApPKHUPOBKU IOCIIE

OOHOBJICHUSI, CUCTEMA JOJKHA OBITh 3arpy’KeHa B «MSTKOM» pexuMe (mapameTpsl siapa

ima appraise=fix evm=fix)



110
JIKHB.11100-01 99 01

Jlanee HEOOXOAMMO HMHMIMAIU3UPOBATH CHUCTEMY KOHTPOJS  IIE€IOCTHOCTH
(mpou3BecTH MapKHPOBKY daitoB) (cMm. 1. 3.6.2.4).

[locne 3arpy3ku CHUCTEMBI B  <(GKECTKOM» pexkume (mapameTpbl — sapa
ima appraise=enforce evm=enforce) CHCTeMa OyaeT paboTaTh C BKJIIOUCHHOMN
ouieHkoi. Cucrema OyeT MpoBepsITh Xell (aiiyia Mo COXpaHEHHOMY 3HAYEHHIO MepeJl ero
ucrnoJyib3oBanueM. Eciu xemn He coBmazaeT, To JitoOOM OCTyI K (ailiny OyaeT OTKJIOHEH ¢
omnOkoi «OTKa3aHO B JOCTYIIEY.

IIpu mapamerpax sapa ima appraise=off evm=off WM €CIU 3TU NapaMeETpHI
yaaJeHbl — mojcucTeMa KoHTpours neinoctHoctr IMA/EVM oTkiroueHa.

KypHan 1enocTHOCTH, 3aperucTpUpOBaHHBIN mnojacucremoit IMA, Xxpanutcs B

¢aiine /sys/kernel/security/ima/ascii runtime measurements:

# less /sys/kernel/security/ima/ascii runtime measurements
10 457a77e270cece2273d063£3e5368d367090beba ima-ng
shal:782eacd35clefadb33a4a64c24057cd231daebff /bin/sleep
10 e57560db£f485ee91853£8006290bc2995d9%9e4520 ima-ng
shal:581f0675aee3da04fa8b97a7010257¢c9f18ba8bf /bin/rm

®dopmMar ¢aiina:

- pcr (Platform Configuration Register) — peructpbl KOHGUTYpaIUK 1IaTHOPMEI;

- template-hash — XeIl 3HAYEHUS XEII-CyMMBI COJEPKUMOro (aitia u myTH
daitny (pathname);

- template — MOJYJIb PACIIMPEHHOMN MPOBEPKH (ITO YMOJTYAHHIO ima-Ng);

- filedata-hash — Xelll cCOAEPKUMOTO (paitna;

- pathname — (aiin.

[IpocMmoTpeTh pacimpeHHbie aTpuOyThI (aiiia MOKHO, BBIITOJTHUB KOMaHTY

getfattr -m . -d /bin/ping

getfattr: Removing leading '/' from absolute path names

# file: bin/ping
security.evm=0sAwICp4gxkQEAMIOyppROsgOVVE8GIOK2I2FUkJHgBWvV76WGrIOWQ
UlalVAXEhd/g3gQmiu027hZVgHV6TcPW2/j1iWwEwAkwd4 6ZrRh9t+PZ6BNn4vRB9A
gtwIp9aSivGvILMiXDa3ncnL3SMghpu588KZu7VmiObbMcCt82WDV7XzgDO/K78yv
OWA3b1pAMzTENalhyG8nQoLl9+HRIGtWFhMIWL+BgJtNZrKRFfKEI /hIm43x8I1i2u
geGSWAcsxP101BMglFRtyy8Ha20XKpv4JIt1Ng4cLUGINCW127PctiPDy5ITmdTLV
GOWrNO9pEm9SkoeobkpItGPCVRxylfPacdmrel2y2sbGA==
security.ima=0sAwICp4gxkQEAtWiVgCRM6nNNfGv7SQab9J4MfRBCZMDwkd/10SB
Dn9vVeOQmXkCI9hEB2sW8Cntu6iXnalg/vzokq/vTBQOaEm93vS+4XkfjnglsNDi4du
CPjvXwgGAA8+AJYINVPCGAKX5TGMSTBRIGENZzQx1C945ACEHEnSMc8VSOF8Pj+u2
1rLANcxuxEDeOpPoSFwkxZnQgoltMITHAmMr fMz36Q2bZESuSZy13SW4dcgdxo21s9B
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dYNJePzCLm1KvWhjw2ANg3B/JED+SVEKSJVKyDhbtE8hvOS3JgmuDUfPnbiILfo3H
WOz53iMRdjzSLcHF/a3Zz7UlrHBk/e/Ohbox/NObzS9%w "

3.6.2.3. Ciyx0a omoBerienus — integrity-notifier

Cnyx0a integrity-notifier — omoseraer mosjp3oBaresisi B TOM cliydae, €CiiM OblLia
3aIyIieHa MOBPEXACHHAs IPOrpaMMa.

[Ipumeuanue. Cuayxba integrity-notifier momkHa 3amyckaTbCsi TpPH 3arpys3ke
CUCTEMBI.

Coo011eHns U3 CHCTEMHOTO JKypHajia ¢ IOMETKOM INTEGRITY DATA (UIBTPYIOTCS
cyxk00i integrity-scanner W CKJIQABIBAIOTCA B KaTtalor /var/log/integrityd/. B
(dailnie /var/log/integrityd/current TOAJIEPKUBACTCS OKHO COOOIICHUN 3a
YCTAHOBJICHHBIM MHTEpBall BpeMeHU (1o ymonuanuio 5 wmunyT). Crapele 3amnucu
CKJIJIBIBAIOTCS TaM e, C UMEHaMu, HaunHaroumucs Ha "@" (o ymomuanuto 50 daitnon
MakcumyM™m).  Hactpoilku 1o  yMOJIY4aHMIO  MOXHO  H3MEHUTh B (pailne
/var/log/integrityd/config.

Cnyx0a omnoBemenus (integrity-notifier) yuTaeT cBekue COOOIICHUS U3 OKHA U
OTOBEIIaeT COOTBETCTBYIONIMX IMOJIH30BATENICH MOCPEACTBOM KOMaH/bI write.

CooO1ieHre, KOTOpPO€ OTMPABIAETCS IOJIb30BATENIO, HAcTpauBaeTcs B (aiiie
/etc/integrity/message. DTO JOKEH OBITH MIa0JIOH printf ¢ KOJTUYESCTBOM CTPOKOBBIX

apryMEHTOB He 0oJiee IByX MTYK. [1o yMOT4aHUIO UCTIONIB3YETCS CTPOKA:

o°

You have attempted to run a damaged file: %s (%s)

Koupurypauronssiii gaitn /etc/integrity/also COCTOMT U3 HaOOpa UMEH TeX
MOJIb30BATENEH, KOTOPHIX HYKHO OMNOBEIIATh O KaXKIOM COOBITUM INTEGRITY DATA. Ilo
YMOJTYAHHIO B HEM 3allMCaH aMUHUCTpaTop (root).

[IpenycMoTpena mnporpamma Jjisi OTHPAaBKM OIMOBEUIEHUWH Ha pabouuid cToda —
/usr/bin/integrity-notifier. OHa HCHOJB3YyET KOMAHAY notify-send.

TekcT 3arojioBKa M COOOINCHUS IS OIOBEIICHUH Ha paboduii CTOJI 3amacTcs B
¢aiine /etc/integrity/desktop message.

MoryTt ObITh U ApyTHE CIIy>KObl OMOBEIIEHUS MOJIb30BATEIBCKOTO YPOBHS, TaKXkKe

YUTAIOIINE COO0IeHus u3 (Baia /var/log/integrityd/current.
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3.6.2.4. HacTpoiika KOHTPOJIS 1IETOCTHOCTH

I[JISI HaCTpOfIKH KOHTpPOJII HCJIOCTHOCTH H€06XO,ZIHMO BBITIOJIHUTL CJICOYIOIIHNC

JIIEUCTBHUS:
1) 3MeHUTh TapaMeTpbl MOHTHPOBaHUs (haiioBoi cucteMsl. s aToro ciemyer
BBICTaBUTh MapaMeTp iversion Ha BceX 3amucax B (aiine /etc/fstab

OTHOCAIIUXCSA K MCCTaM, I'IC MOT'YT OBITH MCIIOJTHSIEMEIC (1)8,1‘/’1.]11312

# vim /etc/fstab

UUID=c7834d14-d0f0-4d70-94f5-f1ce09fdal00c / extd relatime, iversion 1 1
UUID=16b090bf-8b7a-4e69-8df6-6a4374£3d550 /home ext4 noexec,nosuid,relatime,iversion 1 2

2) HAaCTPOUTDH ITOJIMTUKY KOHTPOJIA OCIIOCTHOCTH, IJIA 9TOI'O CKOIINPOBATD ITIOJIMTUKY
B /etc/integrity/policy:
# cp /usr/share/doc/ima-evm-integrity-check-*/policy.example
/etc/integrity/policy
JI71s1 aKTUBAIIUU KOHTPOJIA IIEJTOCTHOCTH MOJYJIeH siipa 100aBUTh B KOoHell (haiinia
MOJIUTHUKH (/etc/integrity/policy), CIEAYIOLIUE CTPOKHU:
audit func=MODULE CHECK
measure func=MODULE CHECK
appraise func=MODULE CHECK

3) BBIKJIFOYUTH CITYKOY M OUUCTUTH KATaJIOT:

# systemctl stop integrity-notifier

# rm -rf /var/log/integrityd/*
4) 3amyCTUTh MHUITUAIN3AIIUIO0 CUCTEMBI KOHTPOJIS IEJIOCTHOCTH:
# /usr/bin/integrity-applier
HeobOxonumo  nmokmathecsi 3aBeplieHuss padboOThl KOMaHAbl (cuctema OyjaeT
nepe3arpyeHa 4eThbIpe paza), HHYero He BBOJUTH NpH 3ampoce: login [root]:
BrinonHeHne 3TOM KOMaHbl MOKET 3aHSTh JOBOJBHO MPOJOJKUTENIBHOE BpPEMs
(moamuckIBalOTCS BCE (haiiibl CUCTEMBI).
5) mocie 4eTBepTOM mepe3arpy3Ku MOXKHO MPOBEPHUTH MapaMeTPhl 3arpy3KH spa C
MOMONIBI0 KOMaHJIbl (B MapameTpax 3arpy3kd sijpa JOJKHBI IMPUCYTCTBOBATH

napaMeTphl ima appraise=enforce evm=enforce):

$ cat /proc/cmdline
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BOOT IMAGE=/boot/vmlinuz root=UUID=f8e4db06-25bc-4f5f-bc26-

e908dabbdleoc ro quiet=1 resume=/dev/disk/by-uuid/beafe88b-4a8b-

43bd-9662-91d4e534c71lc panic=30 splash ipvé6.disable=1 smem=1

ima appraise=enforce evm=enforce ima hash=shal
6) meperMeHoBaTh (aiin 3anucu ayauTa /var/log/audit/audit.log:

# mv /var/log/audit/audit.log /var/log/audit/audit old.log
7) BBITIOJTHUTH 3aIyCK ay/IHTa:

# service auditd start
8)BKHKFHHLCHymﬁbIintegrity—notifierllintegrity—scanneﬁ

# systemctl enable integrity-notifier

# systemctl start integrity-notifier

# systemctl enable integrity-scanner

# systemctl start integrity-scanner

Cuctema Oynet paboTaTh ¢ BKIFOUEHHBIM KOHTPOJIEM HCIIOJTHAEMBIX (haiIoB.

[lepen 3amyckoM TporpaMmbl CHCTEMa MpOBepsSeT Xem-oOpa3 ¢aina ¢
COXpaHEHHBIM 3HaueHHEeM. Eciim 00passl HE COBIAIAIOT, TO J000H JOCTYM K 3TOMY (aiiry
OyJleT OTKJIOHEH ¢ omuOKon «OTKa3aHO B IOCTYTIEY.

B xypnane OyayT (UKCHpPOBATHCS TMOMBITKM  HAPYIIEHUS  1EITIOCTHOCTH
(invalid-signature):

# journalctl -r | grep invalid-signature

[Ipumep BBIBOAA!

auB 04 16:34:24 host-15.localdomain audit[1750]: INTEGRITY DATA

pid=1750 uid=0 auid=64 ses=2 op="appraise data" cause="invalid-

signature" comm="bash" name="/usr/bin/tgz" dev="sda2" ino=657342
res=0

B ciyyae BBISBIEHMS HapylIeHUS LEJOCTHOCTHM mpu 3arpy3ke OC BBIBOAMTCSA
BHU3YyaJIbHOE OIOBEIICHHUE C 00s13aTeIbHBIM MOATBEPKICHUEM naibHelten 3arpy3ku OC.
Cucrtema OyfeT 3arpykaTbCs B OJHOIOJIH30BATEIILCKOM PeXUME (MPU aKTUBALIUUA PEKUMA
cMm. 1. 3.6.1.6) ¢ 3ampocom maposist Cyrneprob30BaTes:

login [root]:

Password:

[Topsiiok BOCCTAaHOBJIEHUS CM. B 1. 3.6.2.5.
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3.6.2.5. BoccranoBiienue paboThI 1ejiocTHOCTH cuctemsl ¢ IMA/EVM

1) Boiitr B OC u ot agMuHHCTpaTopa (root), B (aiie /etc/sysconfig/grub2 B
CTPOKE GRUB CMDLINE LINUX DEFAULT=.. yAQJUTh MapaMeTpbl 3arpy3kd sjapa BHIA
selinux=... ima appraise=... evm=...——6yH€rBHKHKYKHIKOHTpOHB[WMOCTHOCTH
IMA/EVM u SELinux. ITepesarpy3uts OC.

2) Botitn B OC m ot agMuHHCTpaTopa (root) BBEIIOJHUTH KOMaHIy IPOCMOTpA JIoTa
aylWiTa U HAaWTH HapyIIEHUE HEJIOCTHOCTH:

# journalctl -r | grep invalid-signature

3) BoccranoButh  (aiil ¢  HAPYIICHHOW IIEJOCTHOCTBIO — 3aMCHHTh Ha
ATaJIOH/TIEPEyCTAHOBUTb.

4) ITocne BBIMIOJIHEHUSI HACTPOCK M BOCCTAHOBJICHHS TOBPSKICHHS 3allyCTUTh

UHUITMAIA3AIHIO CHCTEMbI KOHTPOJIs 1iestoctHocTr IMA/EVM:
# /usr/bin/integrity-applier

[Ipumeuvanne. OCymECTBISIETCA YEThIPE IMEpPE3arpy3Kd, HUYETO HE BBOJUTH

IIpHU 3aIpoce:
login [root]:

5) HeoOxoauMo J0XIaThCsl 3aBEpIICHUST paOOThl KOMAH/IbI, BBITOJHEHHE MOIKET
3aHSTh IOBOJIBHO MPOJOKUTENBHOE BpeMsl (ITOAMUCHIBAIOTCS BCE (haifsibl CUCTEMBI).

PesynwTaT: pabota integrity-applier BbIIoJIHEHA, TOSIBUIIOCH OKHO BX0J1a B CUCTEMY.
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3.6.3. CpenctBo pe3epBHOTO KonupoBaHus Bacula

3.6.3.1. O0uue cBeneHus

B pamkax npemoctaBieHuss CpeACTB Il OOECleYeHUs:  IEJOCTHOCTH,
OC Aunsbt 8 CII momnepxxuBaeT padoTy nmpmioxeHus: Bacula. Bacula — kinuenT-cepBepHas
CUCTEMA CO3/IaHUA U YIIPABIICHUS PE3EPBHBIMU KOMUSMU JIAHHBIX, a TAKKE UX PE3EPBHOTO
BOCCTAHOBJICHHSI.

OynkunonanbHo Bacula coctouT n3 KOMMOHEHTOB (CiTy:k0), Kakaash U3 KOTOPBIX
peanu3yeT ornpeiesieHHbIe GYyHKIUU:

- Bacula Director — mporiecc, yrnpaBisiiOIIHiA CHCTEMOH B IesioM (YIIpaBJICHHUE,

IJIAaHUPOBAHKE, BOCCTAHOBJICHUE U3 PE3EPBHBIX KOIHM);
- Storage Director — 3amyckaeTcs Ha cepBepe, OTBEYANOIIEM 3a «(PHU3MUECKOE»
XpaHCHHE TaHHBIX;

- File Director — cepBuc, 3ammyckaeMblii Ha KaXI0M U3 KIIMCHTOB,;

- Bconsole — koHconp yripaBieHus.

KonupoBanue, BOCCTaHOBIIEHHE, BepU(UKAIUS U aJIMUHUCTPATUBHbIE (DYHKIIMH
opopmisitorcst B Buze 3ananus (Job). B 3amanum 3amaercs HabGop daiinos (FileSet),
KOTOPBIN HYXHO KomupoBaTh, komrnbioTep (Client), ¢ KoTOporo Hafgo KOMUPOBATh (HAIIbI,
BpeMs komnupoBanus (Schedule), myn (Pool), kyga komupoBaTh W JOTOJHUTEIHHBIC
JTUPEKTUBEI.

Kaxnoii komounanuu FileSet/Client cooTBeTCTBYEeT OJHO 3aj1aHue. BoJbIIMHCTBO
nupekTHB, Takux Kak FileSet, Pool, Schedule moxxeT mpuHUMATH OJTHO M TO K€ 3HAUCHHE B
pasHBIX 3a/IaHUAX, TOCKOJBKY OJWH M TOT K€ Halbop (aillioB MOXKET KOMHPOBATHCS C
Pa3HBIX KIHUEHTOB.

3amanusl Ha KOMUPOBAHUE NTaHHBIX OMPENENSIOTCS B KOH(HUTypalioHHOM daiiie
ciryk0b1 Director, rae takxke onpesenseTcs rpa@uk aBTOMAaTHYECKOTO 3aIlycKa 3a/iaHuil.
Cayx6a Director BeIOSHSCTCS MOCTOSHHO Kak JeMOH B (DOHOBOM pPEXHME M 3alyCKacT
3aJIaHHs Ha KOMUPOBAHKUE B COOTBETCTBUU C TpauKOM. 3aIaHUs TaAKKE MOYKHO 3aITyCTHUTh

BPYYHYIO C TOMOIIBIO ciryx0b1 Console.
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Cnyxb6a Console mpenocraBmser wuHTepdeiic (KOMaHTHAsS CTPOKA) IS
B3auMojiericTBUs co ciyx0o0ii Director. Cnyx6a Console mo3BosisieT Bpy4dHyIO 3aMycKaTh
3aJlaHi€ Ha KONMHPOBAHME WM BOCCTAHOBJICHHE, a TaKXe KOHTPOJIUPOBATH CTATYC
CHUCTEMbI, HCCIIEIOBaTh COJEp>KaHUE Karajora, CTaBUTb METKH, MOHTHPOBATb H
Pa3MOHTHUPOBATH JICHTHI.

daitnel HacTpoiiku Bacula ¢gopmaTupoBaHbsl Ha OCHOBE PECYpPCOB, BKIFOYAIOITUX
JIUPEKTUBBI, oOpamiieHHble ¢GurypHsiMu ckoOkamu "{}". Kaxnmeiii xommoneHT Bacula
UMeeT UHIMBUyadbHBIN (hailil B KaTajore /etc/bacula.

Paznuunble koMroHeHTHl Bacula nomkHbel aBTOpH30BaTh ceOs ApYyr Ui Japyra
(mapons B pecypce Storage daina /etc/bacula/storage.d/file.conf JIOJDKEH
COOTBETCTBOBATH MapoJito pecypca Director daitna /etc/bacula/bacula-sd.conf U TaK
Jajiee), YTO PelaeTcsi UCIOIb30BaHUEM IUPEKTUBBI password.

3.6.3.2. Hactpoiika pe3epBHOI0 KOMTMPOBAHUS

Bacula, ycrtanmaBmuBaemas B coctaBe maketoB OC AnwT 8 CII, yxe wumeer
HACTPOMKU AJIs pe3epBHOTO KonupoBaHus KoHpurypauuu OC 1o cieayomnuM yCeaoBUsIM:

- K&XJ0€ TMEpBOE€ BOCKPECEHbE MecCslla MPOUCXOAUT TIOJHOE PE3EPBHOE

KOIMpOBaHUE, a naanpiie 2 — 5 BockpeceHbe AuddepeHunanbHoe, Kaxablid
MOHEENbHUK — Cy000Ta MPOUCXOAUT UHKPEMEHTAIBHOE PE3EPBHOE KOITMPOBAHUE.
KondurypanmoHHslit Gbaiin pacnucaHus HAaXOJIUTCS B
/etc/bacula/schedule.d/weeklycycle.conf,

- BpeMs XpaHCHHUs TOMa OIIPEHACIIICTCA B /etc/bacula/pool.d/default.conf U

paBHO 365 HEN.

Jlist pabotel Bacula qo0mKHBI OBITH YCTaHOBJICHBI TAKETHI:
# apt—-get install bacula9-storage bacula9-client bacula%-

director-sqglite3 bacula9-console
Ha cepgepe:
1) B (aiine /etc/bacula/client.d/clientl.conf mpomnucatk IP-ampec
KJIMEHTA — 3aMEHUTh CTPOYKY Address = 127.0.0.1 Ha CTPOYKY

Address = IP-agpec KJIMEHTa,
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2)B  (aiine /etc/bacula/storage.d/file.conf  HOpoOHUCATh IP-anpec
XpaHWIUIIA — 3aMEHUTh CTPOYKY Address = 127.0.0.1 Ha CTPOYKY
Address = IP-ampec cepsepa,

3)u3 (aiina /etc/bacula/bacula-fd-password.conf CKOIHPOBATH IApOJb OT
fd u BcTaBUTH B aHANIOTUYHBIHN (ailyl Ha KOMIBIOTEPE KIUCHTA,

4) co31aTh MAIKYy JJIs XPaHCHUS PE3CPBHBIX KOIIHIA:

# mkdir /srv/backup
# chown bacula:bacula /srv/backup

5) B daiine /usr/share/bacula/scripts/make catalog backup

OTPCAAKTHPOBATb CTPOKHU CICAYIOIIUM O6p&30M:
cd /var/lib/bacula/$2
default db type=sqglite3

6) co3nath 60a3y JTaHHBIX:

# /usr/share/bacula/scripts/make sqglite3 tables
7) naTh npaBa MoJb30BaTeio bacula Ha co31aHHY0 0a3y JaHHBIX:

# chown bacula:bacula /var/lib/bacula/bacula.db
8) ymanuTh MakeThl:

# apt-get remove bacula9-director-postgresqgl bacula9-director-mysqgl

9) 3amyCTUTh CEPBUCHI:

# systemctl restart bacula-dir
systemctl enable bacula-dir
systemctl restart bacula-sd
systemctl enable bacula-sd
systemctl stop bacula-fd

# systemctl disable bacula-fd

3aHyCTI/ITB Ha KOMIIBIOTCPEC KIIMCHTA CCPBHUCHI:

HH= H= H H

systemctl stop bacula-dir
systemctl disable bacula-dir
systemctl stop bacula-sd
systemctl disable bacula-sd
systemctl restart bacula-fd
systemctl enable bacula-fd

B cnyuae, eciin HeoOxoauMoO 3a/1aTh HOBOE PACIMCaHUE PE3EPBHOTO KOMTMPOBAHMS,

ST T

cienyer Jgo0aBUTh B Kartajlor /etc/bacula/schedule.d, Hampumep, aiin

PGSQL-Full-Base-Cycle.conf CO CICAYIOIIHUM COACPKUMBIM:

Schedule {
Name = "PGSQL-Full-Base-Cycle"


https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
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Run = Full sun at 01:00 # sapmaHme OyIeT BHIIOJIHATL I[IOJIHEI OBKall
Kaxnoe BockpecenHbe B 01:00

}
ITocne storo HOBOE paclimCaHue MOKHO HCIIOJIb30BATh B CYIICCTBYIOIICM HWJIA

HOBOM 3aJaHHUH.
Takke Jomyckaercss OmMcaTh HECKOJIBKO HAO0OpOB TOMOB, Hampumep, s
JUTUTEIBHOTO XpAaHEHUs IMOJHBIX KOMUH U KPAaTKOBPEMEHHOTO — HWHKPEMEHTAIbHBIX
apXHWBOB, TTOCJIC YETO C ATUMHU HabopaMu TOMOB CO3/IaTh COOTBETCTBYIOIIUE 3a/IaHUSI.
B ciyuae, eciam u3MeHSIOTCS MapaMeTpbl HA0opa TOMOB (M3MEHHIIOCH COJEp KaHUE
y)K€ CYIIECTBOBABIIEH CEKIIMH Pool), HEOOXOIMMO BBINOJIHHTE B cepBuce Console
KoMaHAy update. Ilo 23Toil komanae nemoH bacula-dir OOHOBUT HWHTEpBaIbI

(,Z[JIHTCJII:HOCTB XpaHeHI/ISI) paHCC CO3aHHBIX TOMOB N3MCHCHHOI'O Ha60pa.

3.6.3.3. JlobGaBieHne 1 OpraHu3aIys HOBOT'O XpaHUIUIIA
B kauecTBe npumepa 100aBICHUS U OPTaHU3ALMN HOBOTO XPAHWIMINA MPUBOISTCS
JNEUCTBUS IO J00ABJIICHUIO HOBOT'O PE3EPBHOIO XPaHUJIUIIA M OpraHU3aIllUd PE3EPBHOTO
KOIUPOBAHUS HA HOBOE MECTO.
Jns noGaBiieHMsT WU OpraHM3allUM HOBOT'O XPaHWIMINA IO 3aJaHHBIM YCJIOBHUSM
HEO0OXOMMO BBITIOJIHUTH CIIEYIOIINE ICHCTBHUS:
1) B paiin koH(puUTypanuu nemMoHa-xpanutens bacula-sd 700aBUTh CEKIUIO Device
JUTSI OTIPEICIICHNS] HOBOTO MECTa XPaHEHHUsI ITyTEM CO3/IaHUs 1 HAMOJIHEeHUs (aiina
/etc/bacula/device.d/backupstorage.conf.
- KOTIMPOBAaThH COJICPIKUMOE CYILIECTBYIOIETO (aiina
/etc/bacula/device.d/filestorage.conf U U3MEHUTH B HEM IIYTh JJI
pa3MernieHus (paitsioB, UMsi M TUIT HOCUTEJISA, TIPU ITOM 3HadeHUs: «Namey» u
«Media type» HNOMKHBI OBITH YHUKQJIbHBI CpPEAM OINHUCAHUM Device,
MOCKOJbKY OHHM OyAyT HCIOJB30BaThCA JJISI BHIOOpA MeCTa XpaHEHUs B

3aJlaHUU PE3CPBHOTO KOIMUPOBAHMA:
Device {

Name = BackupStorage

Media Type = File-NAS

Archive Device = /srv/backup/backupstorage
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LabelMedia = yes;

Random Access = Yes;
AutomaticMount = yes;
RemovableMedia = no;

AlwaysOpen = no;
}

- 100aBUTH OTpEAaKTUPOBAHHBIM daiin B KOH(UTYPALIHIO

/etc/bacula/bacula-sd.conf pSIOM C APYTUMH:
@/etc/bacula/device.d/filestorage.conf
@/etc/bacula/device.d/tapedrives.conf

@/etc/bacula/device.d/backupstorage.conf
#

- IepeyuTaTh KOH(GUTYpaAIIMI0O KOMaH/I0M:
service bacula-sd reload

- IJIM KOMaH/0M:

/etc/init.d/bacula-sd reload
2) B (aitn koHHUrypauuu aeMoHa-ympasisroniero bacula-dir (bacula-dir.conf)
N00aBUTh CEKIMIO Storage, B KOTOpPOW OYAET OIMKUCAHO HOBOE XPAHWIMIIIE,
OpraHM30BaHHOE HAa HOBOM YCTPOWCTBE» JEMOHA XPaHCHUS:

-co3naTh (Qailn  /etc/bacula/storage.d/backupstorage.conf (1100
CKOIUPOBAaTh HMEIOIIHNNCI B /etc/bacula/storage.d/file.conf |
3amMeHUTh napameTpsl «Namey, «Device» u «Media Type»):

Storage {

Name = NASBackupStorage

Address = "10.0.0.2"

SDPort = 9103
@/etc/bacula/bacula-sd-password.conf
Device = BackupStorage

Media Type = File-NAS
}



120
JIKHB.11100-01 99 01

- 100aBUTH OTpENaKTUPOBAHHBIM daiin
/etc/bacula/storage.d/backupstorage.conf B KOH(UTYpAIHIO

/etc/bacula/bacula-sd.conf pSIOM C APYTUMHU.
@/etc/bacula/client.d/clientl.conf
@/etc/bacula/storage.d/file.conf
@/etc/bacula/storage.d/example.conf
@/etc/bacula/storage.d/backupstorage.conf
@/etc/bacula/messages.d/standart.conf
@/etc/bacula/messages.d/daemon.conf
@/etc/bacula/pool.d/default.conf

- IepeyuTaTh KOH(GUTYpaIIMI0O KOMaH/I0M:
service bacula-sd reload

- IJIM KOMaHJOU:

/etc/init.d/bacula-sd reload
3) B ¢aiin bacula-dir.conf JT00aBUTHh CEKIHIO Pool, B KOTOPOH OyaeT 0OBsABICH
HOBBII HA0Op TOMOB, pa3MeliaeMbIii B HOBOM XpaHUJIHUIIIE:
- co3/ath ailn /etc/bacula/pool.d/nas.conf ¢ ONMUCAHUEM CEKIIUU Pool
U U3MEHUTh (opmar MeTKH (YTOObI OTIAMYaTh (Galabl ¢ XPaHUMBIMU

JAHHBIMM) U UMS HOBOTO TyJia. Takxe HeoOX0AMMO 3a/1aTh pa3Mep ToMa:
# Default pool definition for NAS Storage
Pool {

Name = NAS

Pool Type = Backup

Recycle = yes

AutoPrune = yes

Volume Retention = 365 days

LabelFormat = "bn"

# Use not more Maximum Volume Bytes on disk
Maximum Volume Bytes = 4G

}

[Ipumevanune. OgHO M TO K€ XPAHWIMILE MOXKHO TpUBSA3ATh K
MHOKECTBY IIyJIOB, HaIllpUMEpP, MOXKHO CJHEJaThb pa3Hble MYJbl IS
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€XKEHEAEIbHBIX, EXKEMECAUYHBIX U €KETHEBHBIX PE3EPBHBIX KOMUHU, B KAXKI0M
pa3Hoe BpeMs XpaHECHHUS TOMOB;
- 100aBUTh OTPEIAKTUPOBAHHBIN (haill /etc/bacula/pool.d/nas.conf B

KOH(Urypanumw /etc/bacula/bacula-sd.conf pSIOM C APYTUMHU:
@/etc/bacula/pool.d/default.conf
@/etc/bacula/pool.d/scratch.conf

@/etc/bacula/pool.d/nas.conf

- IEpEYNUTaTh KOHPUTYPALIUIO KOMaHOM:
service bacula-sd reload

- WJIM KOMaHJI0M:

/etc/init.d/bacula-sd reload
4)B ¢ain bacula-dir.conf HYXHO JT00aBHUTh CEKIMIO Job, KOTOpas OIMIIET
HOBOE 3aJlaHUE PE3EPBHOTO KOMHPOBAHMUS M BOCCTAHOBJIICHUS (MCIOJB3YIOIIEE
HOBBIN HA0Op TOMOB):
-co3gath (aitn /etc/bacula/job.d/defaultnasjob.conf € CEKIHEH

JobDefs st toma NAS:

JobDefs {

Name = "NASDefaultJob" #Mmsa 3amaHuga

Type = Backup #Tun pabore (cozmaHme backup)

Level = Incremental #YpoBeHb backup

Client = fd #KimeHT Ha KOoTOopoM ByIeT MNPOM3BOAMTLCS backup
FileSet = "Full Set"

Storage = NASBackupStorage

Messages = Standard

Pool = NAS

Priority = 10
}
-co3aath Gainm  3amaHus  /etc/bacula/job.d/baculadup.conf IS

coxpanenus (aiinos cepBepa Ha ToM NAS ¢ ouepensio «10»:

#

# Define the duplicate of main backup job. This job stores
backup into NAS.

#

Job {

Name = "BackupFullSetDup"
JobDefs = "NASDefaultJob"

Schedule = "WeeklyCycle"
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Write Bootstrap =
"/srv/backup/backupstorage/bacula/DUPClientl.bsr"

}
-co3marhk ain 3amaHus /etc/bacula/job.d/backupcatalognas.conf

(coxpanenne 6Oa3bl Bacula ma Ttom NAS) ¢ HOMepom ouepean «11»

(BBITIOJTHSICTCS B TIOCJICTHIOIO OYEePE/Ih):

Job {
Name = "BackupCatalogNAS"
JobDefs = "NASDefaultJob"

Level = Full

FileSet="Catalog"

Schedule = "WeeklyCycleAfterBackup"

RunBeforedob =
"/usr/share/bacula/scripts/make catalog backup"

RunAfterJdob =
"/usr/share/bacula/scripts/delete catalog backup"

Write Bootstrap =
"/srv/backup/backupstorage/bacula/BackupCatalogNAS.bsr"

Priority = 11 # run after main backup

}
- 100aBUTh dbaiib 3a1aHU I B KOH(Urypanmro

/etc/bacula/bacula-sd.conf psIOM C APYTUMU:

@/etc/bacula/pool.d/default.conf
@/etc/bacula/pool.d/scratch.conf
@/etc/bacula/pool.d/nas.conf
@/etc/bacula/job.d/defaultjob.conf
@/etc/bacula/job.d/backupcatalog.conf
@/etc/bacula/job.d/bacula.conf
@/etc/bacula/job.d/defaultnasjob.conf
@/etc/bacula/job.d/baculadup.conf
@/etc/bacula/job.d/backupcatalognas.conf

—HepeqHTaH>KOH¢HTypauHH)KOMaHﬂoﬁ:
service bacula-sd reload
- WJTA KOMaHJIOM:

/etc/init.d/bacula-sd reload
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3.6.3.4. 3amanue i BOCCTaHOBJIEHUS (DaitioB

JIst  BO3MOXKHOCTH BOCCTAHOBJICHHSI YTEPSHHBIX JaHHBIX (YJAJICHHBIX HIIH
W3MEHEHHBIX ), HY’)KHO TTOJATOTOBUTH 3a/laHne Tura «Restore». B HeM ncmonb3yroTcs Te ke
Pool, Storage, Fileset M Client, 4TO U B 3aanuu tumna «Backupy», nobaBieH myTh s
BoccTaHoBJIeHUS («Wherey), OTJIn4aeTcs TUII, HET pacluCaHus U YPOBHS:

- 100aBUTh (aiin /etc/bacula/job.d/restorefromnas.cont:
Job {

Name = "RestoreFromNAS"

Type = Restore

Client=fd

FileSet="Full Set"

Storage = NASBackupStorage

Pool = NAS

Messages = Standard

Where = /tmp/bacula-restores

}
- 100aBUTH HOBBIN (aiin 3a1aHuN B KOH(HTrypanuo

/etc/bacula/bacula-sd.conf PAIOM C IPYTUMHU:

@/etc/bacula/job.d/restore.conf

@/etc/bacula/job.d/restorefromnas.conf

- IepeyuTaTh KOH(MUTYpPALIUIO KOMaHI0M:
service bacula-sd reload

- WJIM KOMaHIOM:

/etc/init.d/bacula-sd reload
3.6.4. Pe3epBHOE KOMUPOBAHKE MPU TTOMOIIN YTHIUTHI ISYNC
3.6.4.1. O0uue cBeneHus
Rsync (anrn. Remote Synchronization) — mnporpamma, KOTOpas BBINOJHSET
CUHXpOHU3AIMIO (HalJIOB M KaTajJoroB B JIBYX MeCTaX ¢ MUHMMH3UPOBaHUEM Tpaduka,

HCIIOJIBb3Yysd KOAUPOBAHHWEC INAaHHBIX IIPpHU HCO6XO)II/IMOCTI/I. BaxnbiM oTianuuem rsync oOT
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MHOTHUX  JIpYTHX  HOPOrpaMM/IIPOTOKOJIOB  SIBISIETCS  TO, YTO  3€pKaJMpOBaHUE
OCYILECTBIISICTCS OJAHMM IIOTOKOM B KaXK/IOM HallpaBJIeHHU (2 HE 1O OJHOMY WJIH
HECKOJIBKO TIOTOKOB Ha KaXKAbli (ails). Rsync MoxeT KomupoBaTh MM OTOOpa)kaTh
COJICP’)KUMOE KaTaJllora W KOMUPOBaTh (hailjibl, OMIMOHAIBHO HCIONb3ySd CXKATHE H
PEKYpCHIO.
YTUIUTa rSync HCIOJB3YyeT MPOTOKOJN YAaJIeHHOTO oOHOBIeHHs (remote-update
protocol) /1 3HaUUTETHLHOTO YCKOPEeHHS epeaadn (ailyioB, KOTOpBIE YK€ CYIIECTBYIOT B
MECTE€ Ha3HaueHus. braromaps 3TOMy NPOTOKOIY ISync IEpelaeT TOJIbKO Ppa3Indus
MEXy IBYMsi Habopamu (hailJioB 4yepe3 CETEeBOE COCIUHEHHE, UCTIONB3Ys A(DPEKTUBHBIN
QITOPUTM IIOMCKA KOHTPOJIBHBIX CYMM.
JlonomHuTENbHBIE OCOOEHHOCTH ISYNC:
- MOAJAEpX KA KOMUPOBAHUS CCBUIOK, (DaliJIOB YCTPOMCTB, pa3pelieHUd U aTpuOyTOB
BJaJieIblia U TPYIIIbL;

- TmapameTpsl UcKIoueHus myTer exclude u exclude-from;

- MOXET MPO3pavyHO HCIOJIb30BaTh JIOOYI0 OO0OJIOUKY YAAJIEHHOrO JOCTyIa,
BKJITouad rsh mim ssh;

- HE HY)XJAaeTCs B MPUBMIIETUSX CYIIEPIOJIb30BATENS rO0t;

- HUCIOJIb3YyeTCs KOHBeepu3auus nepenayu GpailyioB 11 yMEHbLICHUS 3aJEPKEK;

- MOAJAEpX Ka aHOHMMHOI'O CEepBepa Isync WM CepBepa rsync ¢ ayreHTUPUKauuen

(MaeanbHO AJIs 3epKAIMPOBAHUSA).

Cy1iecTByeT BOceMb CIIOCOOOB MCIOJIb30BAaHUS ISYNC:

- JIOKaJbHOE KOMUpPOBaHUE (PailsioB;

- KOINUPOBaHUE JIOKAJbHBIX (PailyIoB HA yNaJeHHBIH XOCT, UCIOJb3Ys MPOTrpamMmy

yAaJIeHHOM 000JIOYKH B Ka4eCTBE TpaHcHopTa (Hampumep, rsh wnu ssh);

- KONHMPOBAHHUE C yIAJEHHOTO XOCTa B JOKaJIbHbIE (DAWIIbI, UCIIONB3YS IPOrPAMMY

yaaaeHHOU 000JI0YKY;

- KOINMPOBAHUE C yJIaJIEHHOTO Isync-cepBepa B JIOKAJIbHbIE (aiibl;

- KOMHPOBaHWE JOKAIBHBIX (haliIoB HA yAaJICHHBIHN SYNC-cepBep;
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- KONMHMPOBaHWE C yJAJECHHOW MAIWHBI C WCIOJIH30BAHUEM YIAICHHOW 000JI0YKH
KaK TpaHCIIOpTa M yJIaJIeHHOTO ISync-cepBepa;
- KONHUPOBAaHHWE C JIOKAJIBHOM MAIIMHBI Ha YAAJICHHYI0 C MCIOJIb30BAaHHEM
yAaJieHHON 000J0YKHU KaK TPAaHCIIOPTa U YJIaJIECHHOTO ISync-cepBepa;
- TOJIydeHHue crrcKa (aiyioB Ha yAaJIeHHON MalluHe.
Bo Bcex ciydasx (kpome 3ampoca crrcka (haiiyioB) Kak MUHUMYM OJIMH TyTh (JIN0O
ncxoaaeri SRC, mu6o koreunsiii DEST) noimkeH OBITh JIOKaTbHBIM.
Rsync momkHa OBITH ycTaHOBJEHA Ha OOOMX XOCTax, KOTOPBhIE BOBJICUCHBI B
oTiepaIuio KOMUPOBAHUSI.

CuHTaKcuc:
rsync [OPTION]... SRC [SRC]... DEST

OCHOBHBIE OIINU:

1) -n He co3aaBath AoYepHHIA mporece. [l 3amycka u3 inittab;

2) -v, --verbose YBEJIUYUTh YPOBEHB MOAPOOHOCTEI;

3) -g, --quiet YMEHBIIUTH YPOBEHb MOAPOOHOCTEH;

4) -c, --checksum IPOBEPATH KOHTPOJIBHBIC CYyMMBI,

5) -a, ——archive apXUBHBIA PEKUM, SKBUBAJIEHT I —r1ptgoD;

6) -r, —-recursive PEKypCHBHO BXOJWUTH B MOAKATAJIOTH;

7) -R, --relative HCIOJIb30BaTh OTHOCUTEIILHBIC MY TH;

8) -b, -—backup C03/1aBaTh PE3CPBHYIO KOIIHUIO;

9) --backup-dir CO3AaBaTh PE3EPBHYIO KOIHIO B 3TOM KaTaJore;

10) —--suffix=SUFFIX cyhdUKCc 1 pe3epBHON KOMHHU (TI0 YMOJYAHHUIO ~ B
OTCYTCTBHE --backup-dir);

11) -u, --update TOJBKO OOHOBJICHHUE (HE MEPENUCHIBACT O0JIee HOBbIC (haiIbI);

12) -1, --1inks KOUPOBaTh CHMBOJIbHBIE CCHUIKH KaK CHMBOJIbHBIE CCHIIKH;

13) -H, -—~hard-1inks COXpPaHSITh }KECTKHE CCHUIKH,

14) -p, --perms COXPAHATH pa3peIICHUS;

15) -0, -—owner COXpaHATH BIaJCIbIa (TOJBKO root);

16) —g, ——group COXPAaHATb I'PYIIILY,
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17) -D, --devices COXpaHATh (palJIbl yCTPOMCTB (TOJIBKO ro0t);
18) -t, --times COXpaHATh BPEMSI,;
19) -R, --relative UCHOJB30BATh OTHOCUTEIIBHBIC MTYTH;
20) -X, --xattrs COXpaHSIIOT pacIIUPCHHBIC aTPUOYTHI;
21) --existing OOHOBUTH TOJBKO T€ (DAL, KOTOPHIE YIKE CYIICCTBYIOT;
22) --ignore-existing NPOIycKaTh T¢ (haijbl, KOTOPBIC YXKE CYIIECTBYIOT Ha
IIPUEMHOU CTOPOHE;

23) --delete yaanaTh (aiiibl, KOTOPHIX HET HA MEPEIAIOIICH CTOPOHE;

24) --delete-excluded TaKXKe yIAIATh T€ (aiiiibl, KOTOPHIC UCKIIIOYCHBI U3
CITUCKA KOTTMPOBAHUS;

25) -z, —-compress C)KUMATh MTOTOK TepEIaYM JaHHBIX;

26) --exclude=PATTERN HCKIIOYUTH (ailJibl, COOTBETCTBYIOIIHE IA0JOHY
PATTERN;

27) --exclude-from=FILE Ma0JOHBI HCKIIOUYCHUS OpaTh 3 (aiina FILE;

28) -h, --help MOKa3aTh IIOMOIIIb.

HacTpouTh pe3epBHOE KONMHMPOBAaHME IMPH MOMOLIM Isync (C COXpaHEHHEM
aTpuOyTOB (haiiioB) MOXKHO /IS (PaiIOBBIX cucTeM THMa ext3-4, xfs.

[Ipumepsr:

1. KomupoBanue Bcex (hailyibl PEeKypCUBHO H3 KaTajora src/bar B KaTajor
/data/tmp/bar. Ilepemada ¢alaoB NPOUCXOAUT B «APXUBHOMY» PpEKUME, KOTOPBIH
TrapaHTUPyEeT COXPAHEHHE CHUMBOJIBHBIX CCBUIOK, (halJIoB-yCTPOIMCTB, aTpuOyTOB,
paspemieanii u T.1. Kpome TOro, HMCHoyib3yeTcsi CxaTue Il YMEHBIIEHUs o0bheMa
HEIOCPE/ICTBEHHO TIEPEIaBaeMbIX JaHHBIX:

rsync -avz src/bar /data/tmp

2. KonmpoBanue Bcex (aiiioB Mo MAOJIOHY *.c U3 TEKYIIETO Karajora B KaTajor
SIC, €CIM Kakou-mubo u3 (QailioB YK€ CYIIECTBYET, ISync MCIOJIb3YET MPOTOKOI

yAaJIe€HHOTO OOHOBJICHUS JJIsl TIepeayy TOJBKO pa3TuIMil:

rsync *.c src/



127
JIKHB.11100-01 99 01

3.6.5. IIpumep HACTPONKHM CUCTEMBI PE3EPBHOTO KOITMPOBAHUS JaHHBIX

B kaudecTBe nmpumepa HaCTPOUM JIOKAJIbHOE PE3EPBHOE KOIMMMPOBAHUE COJEPKUMOTO
HanKyd /home, UCKIIOYas BpEeMEHHbIE (haiinbl. Pe3epBHOE KONMUPOBAHUE JOIKHO OBITh
MHKPEMEHTAJIBHBIM, KOIMH cTapiue 30 AHEN ITPU ATOM JOJKHBI YIAJIAThCS.

JUis  HAcTpOMKM CHCTEMBbI pPE3EPBHOIO KOMUPOBAHUS JIAaHHBIX HEOOXOAMMO
BBIIIOJIHUTD CJIEAYIOIINAE JEHCTBHUS:

1) co3nath aiin /etc/backup.lst CO CIUCKOM KaTaJIOTOB Ul PE3EPBHOTO

KOMHUPOBaHUS (OIMH KaTaJOT B OJTHOM CTPOKE):
# touch /etc/backup.lst
# echo “/home”>> /etc/backup.lst
2) co3aath (aiil /etc/backup-exclude.lst ¢ MACKaMH MPOITYCKAEMBIX (haiiIoB:
# touch /etc/backup-exclude.lst

# echo “*.tmp”>> /etc/backup-exclude.lst

# echo “~*”>> /etc/backup-exclude.lst

3) co31aTh KaTaJor I Pe3ePBHBIX KOMUH /var /backup:
# mkdir /var/backup

4)C03ﬂaTBCKpHHTlUUIHHerMGHTaHBHONDapXHBHpOBaHHH

/usr/share/backup.sh CO CICAYIONUM COJIEPKUMBIM:
#!/bin/sh

# HacTpolKM NEepeMeHHHX CKPUIITa
BACKUPLIST=/etc/backup.lst
EXCLUDES=/etc/backup-exclude.lst
ARCHIVEROOT=/var/backup

# KaTajor, B KOTOPOM XPAaHUTCS TeKyllas Konus Galyios
CURRENT=latest

# KarTajory, B KOTOPHIX XPAaHATCH PE3EpPBHHIE KONMM IO IJaTe apxXuBa
DATEDIR=Date-"date +%F°

# Karamnor, crapme 30 nHel ymanseTcsd.
CLEAREDDIR=Date-"date -d "-30 day" +%F--%H-%M"

# Onumm, KOTOpPEE IepelalnTCHa rsync

OPTIONS="--force \

-—-ignore-errors \
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-—-delete \
-—-delete-excluded \
-—exclude-from=S$EXCLUDES \
--backup \

—agRSX"

export PATH=S$PATH:/bin:/usr/bin:/usr/local/bin
export LANG=ru RU.KOI8-R

# OyHKLMS apxXMBMPOBAHMUSA

do _rsync ()

{

cat S$S{BACKUPLIST} | while read BACKUPDIR; do
rsync SOPTIONS S$BACKUPDIR SARCHIVEROOT/SCURRENT
done

}

# YmasieHye CTapbXx PEe3EepPBHBEIX KOIMUM

do clear()

{

find $ARCHIVEROOT/ -maxdepth 1 -name “Date-*” -mtime +30 -exec
rm —Rf {} \;

}

# CoxpaHeHMEe CTaphIX PEe3EPBHEIX KOIUM

do_ link ()

{

cp --archive --link S$ARCHIVEROOT/SCURRENT
SARCHIVEROOT/S$SDATEDIR

}

if [ -f SEXCLUDES ]; then

if [ -d $BACKUPDIR ]; then

do _rsync && do _clear && do_link
else

echo "He Haymen S$SBACKUPDIR"; exit
fi
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else
echo "ue Hamnmen SEXCLUDES"; exit
fi
5) 1o6aBuUTh NpaBa Ha 3aMyckK Qainy /usr/share/backup.sh:
# chmod +x /usr/share/backup.sh
Teneps, B ciiydae HEOOXOAUMOCTH, MOYKHO B JIFOOOH MOMEHT CO31aTh PE3EPBHYIO
KOIIMIO, 3aIlyCTUB CKPUINT /usr/share/backup. sh:
# /usr/share/backup.sh
B nanke /var/backup OyJeT co3aH HOBBIM KaTaJlor Date-2018-02-14--16-50
(Texyas ata — TeKyIee BpeMsi) C pe3epBHOM KOTHEH.
N co3maHusi pe3epBHOM KOMUKM B aBTOMATHYECKOM pPEXUME HEO0OXOAUMO
BBINOJIHUTH CIIECIYIOIIUE JEUCTBUS:
6)C03H3H;B/etc/systemd/system(baﬁntimebackup.service,COCHeﬂyKHHHM

COACPKUMBIM:
[Unit]

Description=Timed run backup

[Service]

ExecStart=/usr/share/backup.sh
7)Co3ﬂaTbB/etc/systemd/systemwbaﬁntimebackup.timer,COCHeﬂyKHHHM

COLEPKUMBIM:

[Unit]

Description= run every day in 16:50:40

[Timer]

OnCalendar=16:50:40

[Install]
WantedBy=multi-user.target
8) nepeunrtaTth KOHpUTypanuio Systemd:

# systemctl daemon-reload
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9) BKJIFOUNTH TaliMep B aBTO3arpy3Ky:
# systemctl enable timedrun.timer
10) 3amycTuTh TaMep:
# systemctl start timedrun.timer
Pe3epBHOE komupoBaHue OyIET BBIOMHATHCS exkeqHeBHO B 16:50. byner co3man
HOBBIM KaTaJIOr Date-2018-02-14--16-50 C PE3EPBHOU KOITHUEHM.
[IpoCcMOTpPETH CIIUCOK TAMMEPOB MOKHO KOMAaHIOM:
# systemctl list-timers
JI71s1 BOCCTAHOBJIEHUS JJAHHBIX MO COCTOSIHUIO HA OIMPEJIENICHHYIO ATy HEOOXOAUMO
BBIIOJIHUTH CIICYIOIIUE JCUCTBUSL:
1) co3math Katajior JijIs BOCCTAHOBJICHUS, HAIPUMED /var/restore:
# mkdir /var/restore
2) BBIIIOJIHATH BOCCTAHOBJICHHUE JTAHHBIX

# rsync -rlptgoX /var/backup/Date-2018-02-14--16-50

/var/restore
JI7ist BHIOOPOYHOTO BOCCTAHOBJICHUSI OTAETBHBIX (halIOB U KaTajaoroB (B IpUMeEpe
Gdain new.txt W3 JOMAIIHEro Karajora mojb3oBarens testl) HeoOxomumo B Karaiore
/var/backup HAUTU PE3EpPBHYIO KOMUIO (Dailyia new.txt 3a HYXKHYIO JIaTy U BBITIOJTHUTH

KOMUPOBAHUE JAHHBIX B KaTaJIOT IMOJb30BarTes testl:
# rsync -rlptgoX /var/backup/Date-2018-02-14--16-50/home/testl/

/new.txt /home/testl/new.txt

3.6.6. BoccranoBieHne MpOTpaMMHOTO  OOECTICUCHHS] TIPU  BO3HUKHOBCHHH

HEILITAaTHBIX CUTyalul
B cimyyae HEmTaTHOrO BBIKJIKOYEHUS CHCTEMBI IIPU MOCIEAYIOLIEH 3arpyske
MPOU3BOAMUTCS TIpOBEpKa (PalIOBBIX CHUCTEM, pe3yJbTaThl, KOTOPOM JIOCTYNHBI B

CUCTCMHBIX XYPHaJIaXx.
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Takke MOXXHO MPOBECTH MPOBEPKY LEJOCTHOCTU IMPH MOMOUIM OSEC U B ClIydae,
€CIM TpPOBEpKa TMOKa3aja HapyLIEHUs LEJIOCTHOCTU TPOU3BECTH BOCCTAHOBIICHUE
IporpaMMHOro ooOecrieyeHus: (BKJIIOYas MPOrpaMMHOE OOecredeHUe CpPENICTB 3allUThl)

npu oMoy Bacula.
3.7. CpenctBa yrpaBiieHHs IPOTOKOJIMPOBAHNEM COOBITHIA

3.7.1. YnpaBneHue xypHaIUpOBaHUEM
3.7.1.1. Cucremnas ciyx06a syslogd
B OC Anbr 8 CI1 (ucnonmuenue CepBep) (yHkmus 3anucu uHGOpPMAIMH O
CUCTEMHBIX COOBITUAX W COOBITUSAX O€30IMaCHOCTH OOECHEYMBAETCA C IOMOIIbIO
CUCTEMHOM cI1yk0nI syslogd.

[Toncucrema xypuanupoBanus B OC Anbt 8 CII pyHKIMOHMpPYET B COOTBETCTBUU
CO CIEAYIOIINM AJITOPUTMOM:

- IporpaMMbl (MCTOYHHKU PETUCTPUPYEMBIX JAHHBIX) (OPMHUPYIOT IIPOCTHIE
TEKCTOBBIE COOOILIEHUS O MPOUCXOJAIIMX B HUX COOBITHSX M NEpelaroT UX Ha
00paboTKy B Ap0, MHULIUATIU3UPYSI IPU STOM CUCTEMHBIN BBI30B;

-cucTeMHasi ciayx0a syslogd cpaBHUBaeT KaxIyr0 TOCTYNHUBIIYIO 3alllCh C
npaBuiaMH, KOTOpble HaxoasaTca B (aiiye KoHPUrypauuu /etc/syslog.conf: B
ciiydyae OOHapy»KEeHMs COOTBETCTBUS clyx0a syslogd oOpabGatbiBaeT 3amuch
ONMHMCAHHBIM B KOHPUTYPAIMOHHOM (hailsie syslog.conf CIOCOOOM.

[Toncuctema xypaanupoBanus B OC Anbt 8 CII pyHKIIMOHMpPYET B COOTBETCTBUU

CO CIIEAYIOIIMMH OCHOBHBIMU NOJIOKECHUSIMMU:

- popMHUpOBaHUE COOOIIEHHI O COOBITUSAX M HMX Iepefadya OCYUIECTBISETCS IO
OIpeJeIeHHbIM TpaBuiaM (mpoTtokoi Syslog);

- Iepeiaya TEKCTOBBIX COOOIIEHMH OCYILECTBISIETCS C HCIIOJIb30BAHUEM CETEBBIX
WM IOMEHHBIX COKETOB;

- HCTOYHHUKH COO6H.[CHPII>1 MOT'YT pacrojiaratbCs Ha pa3HbIX MalllMHAX.
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Bce peructpupyembie COOOIIEHHS TIO YMOJYAHUIO 3alMCHIBAIOTCS B KaTaJIOT
CUCTEMHOI0 XypHalla /var/log, TP HEOOXOAUMOCTH MOTYT OBITh YKa3aHbl U JIPyTHE
XpaHwiuia (JIJs KaKJI0M CIy>KObl MOKET OBbITh YCTAaHOBJIEHO COOCTBEHHOE XPaHWIHUIIE
WJIM HECKOJIBKO XPAaHWJIUILL).

[Ilpumeganue. T OYNUCTKH CHCTEMHBIX JKYPHAJIOB OT COOOMmEHUNA 00
ycrapeiux coObitusix B OC Anwt 8 CII ucnonbzyercs ciyx0a logrotate.

3.7.1.2. CucremHas ciayx0a systemd-journald

B OC Anbt 8 CI1 ¢dynkums 3anucu HHPOPMALUM O CUCTEMHBIX COOBITUSIX U
COOBITHAX O€30MACHOCTH OOECHEeUnBAETCA TAKXKE C I[OMOIBIO CHCTEMHOH CIiIyKOBbI
systemd-journald. OHa co3maeT u moIep)KUBAET CTPYKTYPUPOBAHHBIE, HHICKCHPOBAHHBIC
KypHaJIbI, HAa OCHOBE PETHUCTpUpPYyeMOil uWH(pOpMaIlMK, TMOIY4YeHHOH OT sapa, OT
MOJIb30BATEILCKUX TPOIIecCOB Yepe3 Bbi3oB Libc syslog, ot motokoB STDOUT/STDERR
CUCTEMHBIX cTyK0 uepe3 coocTtBeHHbI API. JKypHanbsl JTaHHOTO HUHCTPYMEHTA XpaHSTCS B
OMHapHOM BuUAE B /var/log/journal, YTO MCKJIKOYAET BO3MOXKHOCTb IPOCMOTpa
COJICP)KUMOTO JaHHBIX (hallIoB CTaHAAPTHBIMU YTHWJIMTaMU OOpaOOTKH TEKCTOBBIX
naHHBIX. J[J11 TpocMOTpa JIOTOB MCTIOIB3YeTCsl yTuinTa journalctl.

Journald mosxet paboTath COBMECTHO ¢ syslog.

3.7.1.3. IIpocMoTp xypHaoB Systemd ¢ moMoIIbi0 KOMaH bl journalctl

C nomomibio koMaH bl journalctl Ha pabounx cTaHIMAX MOJIb30BaTENEH TOCTYIEH
MPOCMOTP KYPHAJIOB ISl aHaldu3a W OTJAJAKU padOThl CHUCTEMHBIX KOMITIOHEHTOB.
ITpocMmoTp OCyIIECTBASAETCS ¢ MOMOIIBIO CIEIYIOMIEH KOMaH bl journalctl.

CuHTaKCHUC:

journalctl [IIAPAMETPH..] [COOTBETCTBUSI.. ]
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[Ipu BBOAE KOMaHABbl O€3 apryMeHTOB, KaK NPEICTaBICHO BbIIIE, HA KOHCOJIb
BBIBOJUTCSl CIIMCOK BCEX JKYPHAJIbHBIX COOOIIEHMH, BKJIIOYAas HCXOIALIME KaK OT
CUCTEMHBIX KOMIIOHEHTOB, TaK U OT IIOJIb30BATENIEH, NMpOLIEAINX aBTopusauuo. [Ipu

OTOM:

CTPOKH C ITPUOPUTCTOM «C1TOI» U BHIINIC ITOACBCYCHBI KPACHBIM,

CTPOKH C IPUOPUTETOM «NOtiCe» U «warning» BbIJEICHBI KUPHBIM HIPUPTOM;

BCE OTMETKH BpeMEHH CPOPMHUPOBAHBI C YUYETOM YaCOBOTO TOSICA;

JUTSl HABUTAIMU TI0 TEKCTY UCIIOIB3YETCsl IPOCMOTPILKUK («pager), Mo yMOTYAHHUIO
«lessy;

- BRIBOJISITCSI BCE€ JIOCTYNHBIC JaHHBIC, BKIIOYas WHPopManuio w3 ¢Gaijos,

npolieamumx poranuto («rotated logs»);

- 3arpy3Ka CHCTEMbl OTMEYAETCsl CHEIUAIbHOM CTPOKOHM, OTHEJSIONICH 3aIucH,

CTeHEepHPOBaHHBIE MEXTY (IIepe-)3arpy3Kamu.

@aitnbl KypHaIa M0 yMOTYaHUIO IPUHAJICKAT U JOCTYITHBI JJIsl YTEHUSI CHCTEMHOU
rpynne systemd-journal (HO He JocTymHBI Juisl 3amucH). Takum oOpa3zoMm, no0aBiieHHE
MOJIB30BATENS B OTY TPYIITY ITO3BOJIUT €My YHATATh (DaiIIbl )KypHAaa.

[Io yMonm4yaHHWIO KaXAbIM 3apErHCTPUPOBAHHBIA I10JIB30BATENb IIOJIYUYHUT CBOM
coOCTBEHHBI HAaOOp (halyioB *KypHana B /var/log/journal/. OnHako 3TU (ailsibl HE
OyIyT MPUHAJJIEKATh MOIB30BATEN0, YTOOBI N30€XKaTh PSIMOTO JA0cTyna K HuM. Kaxnpii
3apErUCTPUPOBAHHBIN TOJIH30BATEIh MMEET JOCTYI Ha YTEHHUS TOJBKO COOCTBEHHOTO
Ha0o0a KypHAJIOB.

3.7.1.3.1. ®unpTpanys 3anucen

@unbTpanys 3anMcel B journalctl BRINOJIHIETCS C TOMOIIBIO ONIAN-KIIOYEH.

Omnmust -b MO3BOJSIET MPOCMOTPETH BCE JaHHBIC JKYPHAJIOB, COOpaHHBIE C MOMEHTA

TOCJIEAHEN 3arPy3KU CUCTEMBI:

$ journalctl-b
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OHHI/II/I --since H®W --until TMO3BOJLIIOT MpPOCMATpUBATL KypHaJbl 3a

OIIPCACIICHHLIC IICPHUOJAbI BPCMCHU:

$ journalctl --since "2016-04-20 17:15:00"

B ciyuae, ecnu ¢ onuueil since He OyAeT yKa3aHO HUKAKOW JaThl, HA KOHCOJb
OyIyT BBIBEJCHBI JAHHBIC >KYpHAJIOB, HauWHas C TeKylled natel. B ciyuae, ecnu jpara
yKa3aHa, HO MPU 3TOM HE YyKa3aHO BpeMs, OyJeT NMPUMEHEHO 3HAYC€HHUE BPEMEHU IO

ymomganuio «00:00:00». Taxxke MOKHO BOCIIOJIB30BATHCS CIEAYIOIMMU KOMaHAaMU:

$ journalctl ---since yesterday
$ journalctl --since 09:00 --until now
$ journalctl --since 10:00 --until "1 hour ago"

st mpocMOTpa JIOTOB KOHKPETHOTO TMPWJIOKEHUS WM CIIYKObl HCIOJIb3YETCs
Onuus -u:

$ journalctl -u <npuynoxeHme wmim Ciyxfa>

Takke gomyckaercss MPOCMOTpP JIOTOB KaKOW-JIMOO CIyXObl 3a OIpeeeHHbIN
[IEpUOJ BPEMEHHU:

$ journalctl -u nginx.service --since yesterday

[IpocMOTp Bcex 3amuceid B )KypHaJe, CACIaHHBIX ONPEAeIeHHON CyK00M U TOJIBKO
B TEKYILIEH 3arpy3Ke CUCTEMBI:

$ journalctl -b -u nginx.service

brnaromapsi 3ToMy MOXXHO OTCJICKMBATh B3aUMOJICHCTBUE PA3IUYHBIX CIYXO H
noyly4atb HMH(OpPMaLMIO, KOTOPYIO HENb3s ObUIO Obl MOJYYWUTh MPHU OTCIEKUBAHUU
COOTBETCTBYIOIIMX MPOLECCOB MO OTAEIBHOCTH.

[IpocMoTpeTh JIoTH Il Kakoro-iu0o MpoIlecca MOXKHO, YKa3aB B KOMAaHE €ro
uneHtudukarmoHHeiii Homep (PID):

$ journalctl PID=381

JIns mpocmoTpa JIOrOB MPOLIECCOB, 3AMMYLIEHHBIX OT HWMEHH OIPEIEIEHHOIO
MOJIB30BATENS WK Tpynibl, ucnonb3dytores uiibtpel  UID u _ GID cooTBeTCTBEHHO:

$ journalctl UID=33
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BriBecTH Ha KOHCOJIb CIIMCOK HOHBBOBaTeHeﬁ, O KOTOPBIX UMCIOTCA 3allMCHU B JIOI'ax,

MOJKHO CJICOAYIOIITUM O6p a30M:
$ journalctl -F UID

1 mpocMOTpa aHAJIOTMYHOTO CHHUCKA IOJIb30BATENBCKUX TPYIIT HCHOJIB3YETCS
cieayromas KoMaHia:

$ journalctl -F GUID

[IpocMoOTp cooOIIeHUH sAIpa:

$ journalctl -k

[IpocMOTpeTh CIMCOK BCEX IOCTYMHBIX (PMIBTPOB MOKHO, BBITIOJIHUB KOMaH/IY:

$ man systemd.journal-fields

Kpome Toro, B journalctl OpeaycMOTPEHA BOBMOKHOCTh (PUIBTPALIMH 110 YPOBHIO
omnOku. B journal mcnonb3yercs Takas ke kiaccuuKaius ypoBHEHl OMIMOOK, Kak U B
syslog:

-0 — EMERG (cuctema HepaboTOCIIOCOOHA);

-1 - ALERT (tpebyercst HeMeAJIEHHOE BMEUIATENbCTBO);

-2 — CRIT (kpuTnyeckoe COCTOSIHUE);

- 3— ERR (ommoka);

-4 — WARNING (nipeaynpexienue);

-5 — NOTICE (Bce HOpManbHO, HO CJIEIYET OOPaTUTh BHUMAHUE);

- 6 — INFO (ur(popManmmoHHOE COOOIICHHE);

- 7/ — DEBUG (oTi0:X€eHHas Ie4aTh).

Kozpl ypoBHE# oIMOOK yKa3bIBalOTCS MOCIE OMIMH -p:

$ journalctl -p err -Db

[IpuBeneHHass KOMaH/1a MOKaXET BCE COOOIIEHUS 00 OIIMOKax, UMEBIIUX MECTO B
CUCTEME.

Tak:ke BMECTO UMEHH MPUOPUTETA MOKHO YKa3bIBaTh HOMEP MPHUOPUTETA COTIIACHO

YKa3aHHOMY BBIIIEC CITUCKY:

$ journalctl -p 3 -b
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3.7.1.3.2. 3anuck J0TOB B CTAaHAAPTHBIN BHIBOJI

[Io ymomuaHWIO Sjournalctl HMCHOJIB3yeT JMJIS BBIBOJA COOOIICHUN JIOTOB
BHEIITHIOIO KOMaHIy less. B 3TOM ciyyae K HUIM HEBO3MOKHO MPUMEHATHh CTaHJAPTHbHIC
KOMaH/IbI JIJ1s1 00pabOTKH TEKCTOBBIX JaHHBIX (HapUMep, grep). JTa MpolsiemMa periaercs
WCITOJIP30BAaHUEM OMIIMM --no-pager, U BCE COOOIMIEHUsS OYyIyT 3amuChIBAThCA B
CTaHJAApTHBIN BBIBOJ:

$ journalctl --no-pager

[Tocme »Toro mx MOXHO OymeT mepenarh APYTHM YTIIMTAM Uil JadbHEHIIeH
00pabOTKM WIIK COXPAHUTh B TEKCTOBOM (paiisie.

3.7.1.3.3. Bribop ¢opmata BeIBOJA

C moMomipl0 OMIIMM -0 MOXKHO TPEeoOpa3oBBIBaTH JaHHBIC JIOTOB B pa3IUYHBIC

(dbopmartsl, 4TO 00JEryaeT uX MAPCUHT U JaJbHEUITYI0 00paboTKy, HAaIpUMeED:

$ journalctl -u nginx.service -o json

{ " CURSOR"
"s=13a21661cf4948289¢c63075db6c25¢c00;1i=116f1;b=81b58db8fd9046ab9£f8
47ddb82az2faz2d;m=19f0daa; t=50e33c33587ae;x=e307daadb4858635",

" REALTIME TIMESTAMP" : "1422990364739502",
" MONOTONIC TIMESTAMP" : "27200938", " BOOT ID"
"81b58db8£fd9046ab9f847ddb82a2fa2d"™, "PRIORITY" : "o6", " UID"
"Q0", " GID" : "Q0", " CAP EFFECTIVE" : "3fffffffff", " MACHINE ID"
"752737531a9d1la%cle3cb52ad4ab%67ee™, " HOSTNAME" : "desktop",
"SYSLOG FACILITY" : "3", "CODE FILE" : "src/core/unit.c",
"CODE LINE" : "1402", "CODE FUNCTION"
"unit status log starting stopping reloading",
"SYSLOG_IDENTIFIER" : "systemd", "MESSAGE ID"
"7d4958e842dad4a’758f6clcdc/b36deccS5™, " TRANSPORT" : "journal",
" PID" : "1", " COMM" : "systemd", " EXE"
"/usr/lib/systemd/systemd", " CMDLINE"
"/usr/lib/systemd/systemd", " SYSTEMD CGROUP" : "/", "UNIT"
"nginx.service", "MESSAGE" : "Starting A high performance web
server and a reverse proxy server...",

" SOURCE REALTIME TIMESTAMP" : "1422990364737973" }
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[Tomumo JSON pnaHHBIE XypHAJIOB MOTYT OBITH MPEOOpa30OBaHbI B CIEAYIOIIHE
dhopmarsr:

- cat — TOJIBKO COOOIICHUS U3 KypHAJIOB 0€3 CITy)KCOHBIX MOJICH;

- export — OwuHapHbIM ¢dopMmar, MOAXOAUT MJIsI HKCHOpPTA WIM PE3EPBHOTO
KOITMPOBAHUS JIOTOB;

- short — (hopmar BeIBOMA Syslog;

- short-monotonic — ¢opMar BbIBOJA Syslog ¢ MeTKaMu MOHOTOHHOT'O BPEMEHH
(monotonic timestamp);

- verbose — MAaKCUMaJIbHO MOAPOOHBIN (popMaT mpe/icTaBIeHUs JaHHBIX (BKJIIOYAET
JIaXe Te TMOJIsl, KOTOPBIE B IPYTruX (popMaTax HE OTOOPAXKAIOTCs).

3.7.1.3.4. [IpocmoTtp uH(bOpMAIIUU O HEJJABHUX COOBITHSX

Onuust -n KCMONB3yeTCs Ui MPOCMOTpa MHPOPMALIMM O HEJABHUX COOBITUSAX B

CUCTCMC.
$ journalctl -n

[To ymMon4aHuio Ha KOHCOJIb BBIBOIUTCS MH(MopMmalus o nocneaaux 10 cooprtusx. C

OMIIMEN -n MOXKHO yKa3aThb HEOOXOUMOE YHUCIIO COOBITHIA:
$ journalctl -n 20

Coo011eHus: U3 KypHAJIOB MOXKHO MPOCMaTPUBATh HE TOJIBKO B BUJE COXPAHEHHBIX

(haioB, HO U B PSKUME PEaTbHOTO BpeMeHH. J[J1s1 TOr0 HCTIOIB3YETCs OTITUS — £
$ journalctl -f
3.7.1.3.5. [Ipumepsl mpocMoTpa 3aruceii KypHasa

[IpocMOTp BCEX MOMBITOK MOJIB30BATENIEH BOUTH B CUCTEMY C MOMEHTA IMOCIEAHEN

3arpy3Kd CUCTEMBI:

$ Jjournalctl -b | grep USER LOGIN

mioH 01 13:16:30 host-15.localdomain audit[1622]: USER LOGIN
pid=1622 uid=0 auid=500 ses=2 msg='op=login 1d=500
exe="/usr/sbin/lightdm" hostname=host-15.localdomain addr=?
terminal=/dev/ttyl res=success'

mioH 01 13:17:10 host-15.localdomain audit[2205]: USER LOGIN
pid=2205 uid=0 auid=500 ses=4 msg='op=login 1d=500
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exe="/usr/sbin/sshd" hostname=192.168.3.191 addr=192.168.3.191
terminal=/dev/pts/1l res=success'

mioH 01 13:17:51 host-15.localdomain audit[2259]: USER LOGIN
pid=2259 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="root" exe="/usr/sbin/sshd" hostname=? addr=192.168.3.191
terminal=sshd res=failed'

moH 01 13:19:00 host-15.localdomain audit[2270]: USER LOGIN
pid=2270 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="user" exe="/bin/login" hostname=host-15.localdomain addr=?
terminal=/dev/tty3 res=failed'

mioH 01 13:19:07 host-15.localdomain audit[2270]: USER LOGIN
pid=2270 uid=0 auid=0 ses=5 msg='op=login i1d=0 exe="/bin/login"
hostname=host-15.1localdomain addr=? terminal=/dev/tty3
res=success'

[IpuBeneHHass KOMaHJa MNOKAXKET BCE NOMNBITKM BXOJAa B CHCTEMY C MOMEHTA
HOCJICI[H@fI 34aIrpy3Kku CHCTCMBEIL. HpI/I OTOM JIA K&)K,I[Ofl 3aIIiCH 6y,IIYT BBIBC/ICHEI
CICAYIONIME TapaMeTpbl: UMs TMoJb30BaTens (op=login acct="user", op=login
1d=500), mata ¥ BpeMsl BXOJa, pPe3yJbTaT MOMNBITKH BXxoja (YCHEIIHBIA/HEYCHEITHBIN —
res=failed/success), UCHOJB3YEMbI TepMUHAI I BXojaa (terminal=/dev/tty3),
B Clly4yae yAAJIECHHOTO0 BXOJa YE€pPe3 CETh — aJIPEC y3Jia, C KOTOPOTO OCYIIECTBIETCA BXO/
(2ddr=192.168.3.191 terminal=sshd).

BriBecTH TOJIBKO HEYCHENIHBIEC MOMBITKA BXOJIda B CUCTEMY MOXHO C IMOMOIIBIO

KOMAaH/bI:

$ Jjournalctl -b | grep “USER LOGIN.*failed”

mioH 01 13:17:56 host-15.localdomain audit[2259]: USER LOGIN
pid=2259 uid=0 auid=4294967295 ses5=4294967295 msg='op=login
acct="root" exe="/usr/sbin/sshd" hostname=? addr=192.168.3.191
terminal=sshd res=failed’

mioH 01 13:19:00 host-15.localdomain audit[2270]: USER LOGIN
pid=2270 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="user" exe="/bin/login" hostname=host-15.localdomain addr=?
terminal=/dev/tty3 res=failed'

HNudopmanus o BbIX01€ MOJIb30BATEICH U3 CUCTEMBI:

$ Jjournalctl -b | grep USER END

mioH 01 13:43:30 host-15.localdomain audit[2270]: USER END
pid=2270 uid=0 auid=0 ses=5 msg='op=PAM:session close
grantors=pam tcb,pam mktemp,pam limits,pam loginuid, pam systemd, p
am lastlog,pam mail,pam console,pam ck connector acct="root"
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exe="/bin/login" hostname=localhost addr=127.0.0.1
terminal=/dev/tty3 res=success'

mioH 01 13:43:45 host-15.localdomain audit[2205]: USER END
pid=2205 uid=0 auid=500 ses=4 msg='op=PAM:session close
grantors=pam tcb,pam mktemp,pam limits,pam loginuid,pam systemd
acct="user" exe="/usr/sbin/sshd" hostname=192.168.3.191
addr=192.168.3.191 terminal=ssh res=success'

[IpocMOTp TONBITOK TMOJB30BATENEH BOUTH B CHUCTEMY IIOCJIE€ IPEBBIIICHUSA

KOJIMYCCTBA HCIIPABUIILHO BBCACHHBIX H&pOJICI?II

# Jjournalctl -b | grep "pam tally2(.*:auth): user\|too many bad
attempts"

ceH 10 17:05:34 host-105.1localdomain lightdm[31307]:
pam tally2(lightdm:auth): user test (502) tally 3, deny 2

ceH 10 17:05:38 host-105.1localdomain lightdm[3133]:
pam tallyZ2 (lightdm:auth): user test (502) tally 4, deny 2

ceH 10 17:11:17 host-105.1localdomain login[3211]:
pam tallyZ2(login:auth): user test (502) tally 3, deny 2

ceH 10 17:12:00 host-105.1localdomain login[3211]:
login authenticate user: Login failed - too many bad attempts

ceH 10 17:12:24 host-105.1localdomain 1lightdm[3308]:

pam tally2(lightdm:auth): user test (501) tally 3, deny 2
[IpuMedanue. AHATOTHYHO TPOU3BOAUTCS mouck st pam_faillock.

C nmomouIpio 3anucell B CUCTEMHOM KypHaJle MOKHO MPOCJIEIUTh BCE COOBITUS OT
KOHKPETHOM 3arpy3Ku ONEpallMOHHON CUCTEMBI JI0 €€ MPOrPaMMHOI'0 OCTaHOBA.

[TpocMOTpETh CIIUCOK MPEIBIIYIIUX 3arPy30K MOKHO C ITOMOIIBI0O KOMAH/IbI:

$ journalctl --list-boots

-2 03b740b67cbfd436d96769e632fe87a9c Wed 2018-05-16 13:10:02 MSK—
Wed 2018-05-16 20:55:05 MSK
-1 6247ec62e2bl4ed6a7539deb£fd955f0d Fri 2018-06-01 13:12:32 MSK—
Fri 2018-06-01 13:55:53 MSK

0 3aocdfac76afd40ab93d6c8cff91c2c76 Fri 2018-06-01 14:47:19 MSK—
Fri 2018-06-01 15:06:12 MSK

BriBOZ COCTOUT U3 YETHIPEX KOJIOHOK. B IepBOM U3 HUX yKa3bIBACTCS IOPSAIKOBBIN
HOMEp 3arpy3ku, Bo BTopoi — ee ID, B TpeThelt — gata u Bpemsa. UToOBI IPOCMOTPETH
KYpHaJI N1 KOHKPETHOW 3arpy3kd, MOXHO HCIIOJIb30BaTh UACHTU(DUKATOPHI, KaK U3

[IEPBOM, TAaK U U3 BTOPOMN KOJIOHKMU:

$ journalctl -b -1
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BbyneT mokazaH MOJHBIN KXypHal OT MOMEHTA 3arpy3KH CHUCTEMBI, 0 MOMEHTa €¢
BBIKJTFOUCHUS U OCTAHOBKU BCEX CEPBUCOB.

3.7.1.3.6. YmpaBiieHue JIOTUPOBAaHHUEM

VY3HaTh 00BEM HWMEIOMIUXCS HA TEKYIIUH MOMEHT JIOTOB MOYKHO C ITOMOIIBIO

KOMaHBbI:

$ journalctl --disk-usage

Journals take up 16.0M on disk.

Porarus nmoros:

- I yAaJleHus ¢ TIOMONIbIO yKa3aHuWsl pasMepa (ONMmus --vacuum-size),
HEOOXOJMMO YCTAHOBHUTH MPEACIIBHO JONYCTHUMBIM pa3Mep sl XpaHUMBIX Ha
JIUCKE KYPHAJIOB, KaK TOJBKO OOBEM >KYPHAJIOB MPEBBICUT YKa3aHHYIO HUGDY,
JuIIHUe Qailiibl OyyT aBTOMAaTUYECKHUE YAJICHBI:
$ journalctl --vacuum-size=200M

- I yOAJICHHS CTapblX 3alMceld 10 BpeMeHW (OmIus --vacuum-time).
H€O6XOIIHMO YCTAaHOBUTH I )KYPHAJIIOB CPOK XpPAaHCHHU:A, 110 HCTCUCHUHU KOTOPOI'O

OHU 6Y,Z[YT ABTOMATHYCCKH YAAJICHBI:
$ journalctl --vacuum-time=lmonths

Hactpoiiku poTaiuu JIOTOB MOXHO MpONUcCaTh B KOH(MUTypalnlMOHHOM aiie
/etc/systemd/journald.conf, KOTOPbIA BKIIOYAET B YHCIE NPOYUX CIEAYIOLIUE
apaMeTphbl:
- SystemMaxUse — MaKCHUMaJIbHBIA O0BEM, KOTOPHIA JIOTM MOTYT 3aHMMAaTh Ha
JTACKE;

- SystemKeepFree — 00b€M CBOOOJIHOI'O MECTa, KOTOPOE JOJDKHO OCTaBaThCs Ha
JIACKE T0CJIE COXPAHEHUSI JIOTOB;

- SystemMaxFileSize — 00beM (haiinia jora, Mo JOCTHKEHUU KOTOPOTO OH JIOJDKEH
OBITH YJaJICH C JUCKA,

- RuntimeMaxUse — MaKCHUMAaJbHBIH OO0BEM, KOTOPHIM JIOTH MOTYT 3aHHMAaTh B

(aiitoBol cucTeMe /run;
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- RuntimeKeepFree — 00b€M CBOOOJHOTIO MeCTa, KOTOPOE MOJHKHO OCTAaBATHCS B
(aitnoBoil cucteMe /run MOCJE COXPaHEHUS JIOTOB;
- RuntimeMaxFileSize — 00beM (ailna Jjora, Mo JOCTHKEHHU KOTOPOTO OH

JOJDKEH OBITh yAaneH u3 (paiaoBoi CUCTEMBI / run.

3.7.1.4. TIpocMOTp CHCTEMHBIX KYpHAJIOB B rpadudeckoit cpene (alterator-1ogs)

Monyne LYC «Cucremnsie xypHanb» (alterator-logs) mnpemHazHauen amst
IPOCMOTpa CUCTEMHBIX KYpPHAJIOB B TpaduyeckoM Uil BeO-unTepdeiice.

Jna mnepexoma B «lleHTp ympaBieHuss cuctemMol» BbIOpaThb Ha  IaHEIH
MHCTPYMEHTOB MeHI0 «Cucrema» — «AnMuHucTpupoBanue» — «LleHTp ynpaBneHus
CUCTEMOI».

[Tpu 3amycke HEOOXOAMMO BBECTH Hapoib agMuHHUcTpaTopa (root). Ilocne
YCIIENITHOTO BX0/1a OTKpoeTcsi OKHO «L{eHTpa ynpaBnenus cucremoin» (puc. 14), B koTopom
HY>)KHO BbIOpaTh NYyHKT «CHCTeMHbIE XypHaib» U3 cekuuu «Cucrema». OTkpoeTcs

rpadudeckuii uHTEepderic Moayist «CucTeMHbIC )KypHaIbDy (puc. 15).

5 LleHTp ynpaBienns CNCTEMON (OT cynepnonbsoBatens) DE
2 Monyne @ PeXxwum akcnepTa X Buixon @ Cnpaeka

CucremMa

NaTa n Bpems [CIACTeMHble mypHanu] KnueHT Bacula OB6HoBNEeHWE cucTEMBI

CucTeMHbin AyanT CeTeBble KaTanoru

Puc. 14 — llenTp ynpaBiaeHUs] CUCTEMOM
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@ rnasrHas  [ZL Peskum skcnepTa X Bbixoq i) Crpaeka

HypHane: [CV‘ICTEMHHE coobuwenwns (Journald) = l

anp 02 16:49:09 host-15.localdomain su[3197]: pam_tcb(su:auth): Authentication passed for root from officer(uid=64
anp 02 16:49:09 host-15.localdomain audit[3197]: USER_AUTH pid=3197 uid=64 auid=64 ses=4

subj=officer u:officer_r:officer t:50-53:c0.c15 msg="op=PAM:authentication grantors=pam _tcb acct="root" exe="/bir
hostname=localhost addr=127.0.0.1 terminal=/dev/pts/2 res=success’

anp 02 16:49:09 host-15.localdomain audit[3197]: USER_ACCT pid=3197 uid=64 auid=64 ses=4

subj=officer u:officer_r:officer t:50-53:c0.c15 msg="op=PAM:accounting grantors=pam_tch acct="root" exe="/bin/su
hostname=localhost addr=127.0.0.1 terminal=/dev/pts/2 res=success’

anp 02 16:49:09 host-15.localdomain su[3197]: pam_tcblsu:session): Session opened for root by officer(uid=64)

anp 02 16:49:09 host-15.localdomain audit[3197]: USER_START pid=3197 uid=64 auid=64 ses=4
subj=officer_u:officer_r:officer_t:s0-53:c0.c15 msg="op=PAM:session_open
grantors=pam_tch.pam_mktemp,pam_limits,pam_keyinit,pam_xauth acct="root" exe="/binfsu” hostname=localhost a
terminal=/dev/pts/2 res=success’

anp 02 16:49:09 host-15.localdomain audit[3197]: CRED_ACQ pid=3197 uid=64 auid=64 ses=4 subj=officer_u:office
53:c0.c15 msg="op=PAM:setcred grantors=pam tcb acct="root" exe="/bin/su” hostname=localhost addr=127.0.0.1

TROKIA = n3 d3af anee epBad CTRaHWLa oCnegHARd CTpaHWUa OKE3bIB3Th:
CTpokw 9980-10000 w3 10006 | H I Mep p m p n

L] [ )

Puc. 15 — UnTepdeiic mpocMoTpa CHCTEMHBIX )KypHaIOB (alterator-10gs)

Tax >xe momynp «CuctemHbIe >XypHaibD» AocTyneH B BeO-uHTepderice L[YC

(https://ip-address:8080) (puc. 16).

CucremHbIe JKYPHAJIbl IMO3BOJIAIOT OTCIICKUBATDH CO6BITI/I$I, npoucxoadgmue ¢

cucreMou. OTa I/IH(I)OpMaHI/Iﬂ MOJKET OBITH IIOJIE3HA IIpu AUArsoCTHKC pas3HOoIro poJa

npoO0sem.
- N )

CUCTEMHBIE XXYPHAJIbI | Hactpomka | Cnpaska | | BeidTu
Cucrema
= KypHansi: Be3onacHocTb :]
Howe . /usr/share/polkit-1/rules.d A
YpocTosepsiowmi LieTp Apr 13 10:10:14 host-15 polkitd[568]: Finished loading. compiling and |
fAara v spems executing 4 rules

Apr 13 10:10:14 host-15 polkitd[568]: Acquired the name

e org.freedesktop.PolicyKitl on the system bus
Cucremnsie cyxGel Apr 13 10:10:19 host-15 lightdm: pam_unix(lightdm-greeter:session): Session
O6HOBNEHNE CHCTEMBI! opened for _ldm by (uid=0)
Be6-uHTepdeiic Apr 13 10:10:19 host-15 systemd: pam_tcb(systemd-user:session): Session

opened for _ldm by _ldm(u1d=8)

YupaaneHna ko 531 Apr 13 10:10:20 host-15 lightdm: pam_succeed_if(lightdm:auth): requirement

Crywe! xinetd "user ingroup nopasswdlogin® not met by user “user”
3arpyaunk Grub Apr 13 10:10:24 host-15 lightdm: pam_tcb(lightdm:auth): Authentication
PesepaHoe KonuposaHne passed for user from (uid=0)

Apr 13 10:10:24 host-15 lightdm: pam_unix(lightdm-greeter:session): Session
closed for _ldm

Apr 13 10:10:24 host-15 lightdm: pam_tcb(lightdm:session): Session opened
for user by (uid=8)

Apr 13 10:10:24 host-15 systemd: pam_tcb(systemd-user:session): Session

BoikioueHne KoMnbioTepa

Mporpammuoe obecneuenue

-~

Uctousnki Ans ycTasoekm NO opened for user by user(uld=6)

Apr 13 10:10:32 host-15 polkitd[568]: Registered Authentication Agent for
Cepsepbi unix-session:2 (system bus name :1.63 [/usr/libexec/polkit-
- mate-authentication-agent-1], object path /org/mate/PolicyKitl
DHCP-cepsep /AuthenticationAgent, locale ru_RU.utf8)
Cepeep oGHoBNEHWi Apr 13 10:11:16 host-15 alterator-chkpwd[2470]: pam_tcb(alterator- )
Ceppep coTesbix YCTHOBOK chkpwd:auth): Authentication passed for root from (uid=0)
FTP-cepeep m n u m Crpown 200-220 n3 220 | NMokaseieats: 20 CTPokK :J
DNS-cepsep
OpenVPN-cepeen

Puc. 16 — Be6-unrepdeiic npocMoTpa CUCTEMHBIX JKYpHAJIOB
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YMEHbIIUTh MO0 YBEIHYUTHh KOJUYECTBO BBIBOJUMBIX CTPOK MOJKHO, BBIOpaB
Hy)KHOe 3HadeHue B crucke «l[lokaspiBaThy». [Ipm HEoOXOoAMMOCTH TIpocMoTpa Oojee
CTapbIX/HOBBIX COOOIICHUI MOKHO BOCIIOJIb30BaThcs KHomkamu «Hazam» u «Jlamee»
cooTBeTCTBeHHO. [lepexom K camMblM CTapplM H CaMbiM HOBBIM COOOICHUSM
ocymectBisieTcs: KHonkamu «Ilociennsis crpanuna» u «llepBas ctpaHuiay.

J171s IpOCMOTpa B BBINAAMOIIEM MEHIO (pHc. 17) MOTYT OBITh TOCTYITHBI, HAIIPUMED,
CJIEYIONTHE BUIBI )KYPHAJIOB:

- «bezomacHocThy — oToOpakaercss WH(MOpMaIWs, CBSA3aHHAS C ayTCHTH(HUKAIUCH
MOJIb30BaTENICH, OMMOKaMU BXOJla B CHCTEMY, M3MEHEHHEM YPOBHS JOCTYIIA,
JUTUTEIHFHOCTHIO CE€aHca MOJIb30BaTeNeH;

- «bpannmaya’p» — coObITHS 0€30MaCHOCTH, CBSI3aHHBIE C paboTON OpaHaIMay’pa
OC;

- «CepBep pe3epBHOTO KOMMUPOBAHUS» — OTYETHI U COOBITHS, CBA3aHHBIC ¢ PaOOTOM
CepBepa PE3epPBHOIO KOMUPOBAHUS, €CIIM TAKOBOM HACTPOECH;

- «Sapo» — coobmenus ot sapa OC;

- «DIIEKTpOHHAS TIOYTa» — COOOIIECHUS O TIOJYYCHHH W JOCTaBKe MUceM (KypHa
OOBIYHO BEJIETCS TIOUYTOBBIM CEPBEPOM);

- «CucTeMHBIC COOOIICHUS» — COOOIICHUS OT CHCTEMHBIX CIIYXO (COOOIICHUS C

tuiom DAEMON).
C! LleHTp ynpaeneHWa cucTeMon (oT cynepnonbsoBatens) o EE
@ FnaeHan lﬂ PeMumMm akcnepTa X Boixop @ CnpaBka

boYsSENITE CiicTemHEle coobuweHna (Journald)
HypHan nevyaTtw

map 06 13:2 0036]: backlog_limit 8192

Map 06 13:5 CMCTeMHule coobieHns (Syslog) 0056]: lost 112

map 06 13:% gnpo 0036]: backlog 1

map 06 13:° E——— 0056]: backleg_wait_time 60000
Map 06 13:2 0056]: enabled 1

map 06 13: 3NeKTPOHHER No4Ta 0036]: failure 1

Map 06 13:5 0056]: pid 20055

map 06 13:5 CP2HAM3Y3p 0056]: rate_limit 0

Map 06 13:59:18 host-15.localdomain auaenrulesf20056]: backlog limit 8192

CTpokwn 3760-5780 ns 3781 [ Hazan ] [ Oanee l [ﬂepaaﬂ CTpaHMLI,a] [ﬂOCJ‘IEﬂ,Hﬂﬂ CTpEHIﬂLLa]

[«] [ [+]

Puc. 17 — Beibop Tumna xxypHana
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3.7.2. YnpapneHue ayaAuTomMm

Cayx6a auditd — 3To mpuKIaIHON KOMIIOHEHT cucTeMbl aynuta OC, KOTOpHIN BeAeT
MPOTOKOJI ayJJUTa HA CHCTEMHOM JHCKE U (OPMUPYET MepedeHb COOBITUM, MPOUCKOASIINX
B cucreme. Kpome camoro (hakra BO3HUKHOBEHHsSI COOBITHSI, CHCTEMa ayJauTa
NpeJCTaBIsIeT TaKyld HHPOpMAIUIO, KaK Jara W BpeMs BO3HUKHOBEHHS COOBITHS,
OTBETCTBEHHOCTD IOJI30BATENS 32 COOBITHE, TUIT COOBITHS U €r0 YCIEIIHOCTb.

Kondurypauuu ayaura xpanstcs B Qailie etc/audit/auditd.conf, IpaBuia
ayaWTa, — 3arpykaeMmble — [pU  3alycke  CIyXObl,  XpaHiarcs B (paiiie
/etc/audit/audit.rules.

Jlis mpocMoTpa MPOTOKOJIOB HCIONB3YIOTCS KOMaHABl ausearch W aureport.
Komanna auditctl Mo3BOJIsIET HACTpaWBaTh MpaBmiia ayauta. Kpome Toro, mpu 3arpyske
3arpy’kKaroTcsl mpaBwia U3 (Qailla /etc/audit.rules. HekoTopble mapamerpsl camoil

CITyObI MOKHO U3MEHUTH B (haiine auditd.conf.
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3.7.2.1. Komanna auditd

CuHTakcuc:
auditd [-f] [-1] [-n] [-s disable|enable|nochange] [-c

<config dir>]

Ommu:

1) -f He mepexoauTh B (OHOBBIN pexuM (s otinaaku). CooOIIeHNsT MPOrpaMMbl
OyIlyT HAIIPaBIIATHCS B CTAHAAPTHBINA BBIBOJ JJIsl OIMOOK (stderr), a He B (aii;

2) -1 BKIIOYHUTH CJICMOBAaHME 110 CHMBOJIMYCCKHMM CCBUIKAM IIPH  ITOMCKE
KOH(UTYpaIMOHHBIX (aiiIoB;

3) -n He co3aaBaTh Ao4epHHMid poriecce. J{ist 3amycka u3 inittab niam System;

4) -s=ENABLE STATE yKa3aTh, A0JbKeH ju auditd mpu crapTe M3MEHSATh TEKyIlee
3HaueHue ¢ruara sapa — enabled. JlomycTumble 3HAa4YeHUS! ENABLE STATE!
disable, enable U nochange.3HaquHe II0 YMOJIYaHUKO enable (disable,
koraa auditd ocranoBneH). 3HaueHue (yara MOKET ObIThb U3MEHEHO BO BpeMs
JKU3HEHHOro 1ukia auditd ¢ MOMOIIBI0 KOMAHIbl: auditctl -e;

5)-c yka3aThb aNbTCPHATHBHBIA Karajor KoH(puUrypanmuoHHoro daiina (1o
YMOJIYAHUIO: /etc/audit/). DTOT )Ke KaTajor OyJeT nepe/iaH qucreTyepy.

Curnaner:

- SIGHUP — mepe3arpy3uTh KOH(Urypamuio — 3arpy3uTh ¢Gaiia KoOHPUTYparuu C
nucka. Ecnu B (paiine He OKakeTCsl CHHTaKCUYECKUX OIIMOOK, BHECEHHbBIC B HETO
W3MEHEHHS BCTYMAT B cuily. [Ipu 3ToM B mpoTokos OyaeT aoOaBieHa 3aluch O
COOBITUM DAEMON CONFIG. B mnpoTHBHOM ciyyae JEHCTBUSA CIIy)KObl OyayT
3aBUCCTh OT MApaMETPOB space left action, admin space left action,
disk full action, disk error action B ¢aije auditd.conf;

- SIGTERM — NPEKPATUTh 00pabOTKy COOBITUI ayluTa U 3aBEPIIUTH PabOTy, O YeM
MpEABAPUTEIBLHO 3aHECTH 3aMKUCh B MPOTOKOJI;

- STGUSR1 — mpou3BecTH poTaruio (aitnos xxypruainoB auditd. Co3gaTs HOBBIHA (aiin
JUIsl IPOTOKOJIA, TIEpeHyMEpOoBaB cTapblie (hailyibl WM YJAIUB 4acThb U3 HHUX, B

3aBUCUMOCTH OT NapaMe€Tpa max log size action,
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- SIGUSR2 — TMONBITaTbCsSI BO30OHOBUTH BeleHHE >XKypHaioB auditd (HeoOxogmmo
MOCJI€ MPUOCTAHOBKH BEACHUSA KypHaia).

DanbL:

- /etc/audit/auditd.conf — ¢ala KOHGUTYpAIUU CIYKOBI ayInTa;

- /etc/audit/audit.rules — TpaBWiIa aynura (3arpykaercs IpH 3aIyckKe

CITY>OBI);
- /etc/audit/rules.d/ — KaTalloT, COJAEpXkAIIMi OTAENIbHbIe HaOOpBI IMpaBu,
KOTOpbI€ OYyT CKOMITMJIUPOBAHBI B OJIUH (a1 yTUIUTON augenrules.

Jlnst Toro 4ToOBI caenaTh BO3MOXKHBIM ayAWT BCEX IMPOIECCOB, 3aMyIIEHHBIX 0
CIIyk0bl ayauTa, He0OX0AUMO J00aBUTH B CTPOKY MapameTpoB sapa (B KOHPUTYpaIuu
3arpy3urika) mapamerp audit=1. B mpoTHBHOM ciiyyae ayJauT HEKOTOPBIX MPOIIECCOB
OyJleT HEBO3MOKEH.

JleMOH ayauTa MOXET MOJydaTh COOBITUS — COOOLIEHUS OT APYIHX MPUIOKEHUN
yepe3 twiarmH audispd: audisp-remote. JIeMOH ayauTa MOXXET OBITh CBSI3aH C
tcp wrappers, YTOOBI KOHTPOJIMPOBAaTh, KaKW€ MAaIIMHBI MOTYT MOJKIOYAThCS. B aTOM
CIIydae MOKHO JT00aBUTh 3aMHCh B hosts.allow B OTKa3aTh B COCTMHCHHH.

3.7.2.2. ®aiin koHpuUrypauu auditd. conf

B ¢aiine /etc/audit/auditd.conf ONpEASHSIOTCS MapaMeTphbl CIYKObI ayauTa.
Ha onHolt cTpoke MOXeT ObITh HE OOJIbIlIe OJHOM JUPEKTHUBBI. JMpEKTHBA COCTOUT U3
KJIFOUEBOTO CJI0OBa (Ha3BaHMS TMapaMeTpa), 3HaKa PAaBEHCTBA M COOTBETCTBYIOLIUX €MY
JTaHHBIX (3HAYCHUS MapaMmeTpa). Bce Ha3BaHMs M 3HAYCHUS TTapaMETPOB UYBCTBUTEIIBHBI K
peructpy. JlomycTumbie KIIOYEBBIE CIIOBAa IMEPEUYHCICHBI W omucaHbl Hike. Kaxnas
CTpOKa J0JDKHA ObITh orpaHuyeHa 160 cumBomamu, mHade oHa OyaeT mpomymieHa. K
(haitity MOXHO 100aBUTh KOMMEHTapUH, HA4aB CTPOKY C CUMBOJIa '#'.

OnurcaHue KIIOYEBbIX CIIOB:

- local events — KIIIOYEBOE CJIOBO yes/no YKa3bIBalolllee, CIEAYET JIM BKIOYATh

3aMKCh JIOKATBHBIX COOBITUH (3HAYEHHUE MO yMOJMYaHUIO — yes). B ciydae ecnu
HEOOXOJMMO 3alMCHIBATh TOJIBKO COOOIIEHUS W3 CETH, CIEAyeT YCTaHOBUTH

3HaUY€HWE — no. OJTOT MapaMeTp TMOJIE3€H, €CIU JIEMOH ayauTa padoTaeTr B
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KOHTeiHepe. JlaHHbBII mapaMeTp MOXKET ObITh YCTAHOBJIEH TOJIBKO OJIMH pa3 MpHU
3amycke ayauTta. [lepesarpyska ¢aitna KoHQUTrypaluu HUKaK Ha HETO HE BIIUSIET;

- log file — monHOe M4 (paiina, B KOTOPBIM CleAyeT 3aUChIBATh TPOTOKOI;

- write logs — KJIKOYEBOE CIOBO yes/no YKa3bIBAIOIIEE, CAEAYET JIU 3alHUChIBAThH
KYpHAJIBI (3HAUCHHE TT0 YMOTYAHHIO — yes);

- log format — o(GOpMJICHHE JNAaHHBIX B MPOTOKOJE. J[OmycTHMBI /Ba 3HAYCHUS:
raw U enriched. [Ipn yka3aHuu RAW, TaHHbIE OyIyT 3alMCHIBATHCS B TOM BUJE, B
KOTOPOM OHH MOJYYaroTCs OT sapa. 3HaueHHue ENRICHED paspermiaeT HHGOpMaIuio
(BMecTo wuaeHTHUpUKaTOpa, OyAeT yKa3aHO 3HayeHUe): UACHTUPUKATOP
nosib3oBatens (uid), uaenrudukarop rpynmnsl (gid), cucremMHslid BbI30B (syscall),
apXUTEKTYpPYy U aJpec COKeTa Iepel 3alKiChi0 COOBITUS Ha JUCK. JTO MOMOraer
OCMBICITTUTh COOBITHS, CO3JaHHbIE B OJIHOM CUCTEME,
HO COOOIIECHHbIE/TIPOaHAIM3UPOBAHHbIE B JIPYrol CHUCTeME. 3HaueHue NOLOG
yCTapeso, BMECTO HETO CIEAYyeT YCTaHOBUTH MApaMeTp write logs B 3HAYECHHE
no,

- log group — YKa3bIBaeT IpPYIIly, Ha KOTOPYIO pacCIpOCTPaHSIOTCS IpaBa Ha
daiinel kypHaia (IO yMOJNYaHUI0O — root). MOXKHO HCHONB30BaTh JIMOO
UAEHTU(PUKATOP, TMOO UMSI TPYIIIIHI.

- priority boost — HEOTPUUATEIBHOE YHCIO, OMNPENEISIONIEe IOBBIIICHUE
MIPUOPUTETA BBITIOJIHEHHS CIYXObI ayauTa. 3HaueHHe Mo ymonuanuro — 4. Jlnsa
TOTO 4YTOOBI HE U3MEHATH MPUOPHUTET, ClIeayeT ykazath — 0;

- flush — cTparerus padoThl ¢ TUCKOBBIM Oydepom. JlomycTuMbIe 3HAYCHUS: none,
incremental, incremental async, data H sync. BapuaHT none, oTkiIro4aer
KaKue-I100 JTONOJHUTEIbHBIE JEHCTBUSI CO CTOPOHBI CIIYKObI IO CUHXPOHU3ALNU
oydepa ¢ nuckoM. Ilpu 3HaUeHUU incremental, 3aMpPOCHl HA IEPEHOC JIAHHBIX U3
Oydepa Ha JUCK BBINOJHSIOTCA C YacTOTOW, 3aJaBacMOil MapaMeTpoMm fregq.
3HaueHue incremental async OYCHb IIOXO0XKEC HA 3HAYCHHMEC incremental, 3a
UCKJIIOYEHHEM TOTO, YTO MEPEHOC JAaHHBIX BBIMOJIHAETCS aCHHXPOHHO ISl Oojee

BBICOKOW  mpoumsBoguTenabHOoCcTH. [lpm 3HaueHum data JaHHbBIe (paiina
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CUHXPOHU3UPYIOTCS HEMENJIEHHO. 3Hau€HUe sync yKa3bIBaeT Ha HEOOXOJIUMOCTh
HEMEJUICHHOW CHHXPOHM3AIlMU, KaK JaHHBIX, TaK W MeETaJaHHBIX (Daiia mpu
3aIlllMCHU Ha JUCK. 3HAUYEHHE I10 YMOJIYaHUIO — incremental async,

- freq — MaKCUMAaJIbHOE YHCJIO 3alKCEl MPOTOKOJA, KOTOPbIE MOTYT XPAaHUTHCS B
Oydepe. [Ipu TOCTHKEHHH ATOrO YKCIIa MPOU3BOJUTCS 3aNUCh Oy(heprU30BaHHbIX
JAHHBIX Ha AUCK. JlaHHBIA MapaMeTp MONYyCTHMM TOJBKO B TOM Ciydae, KOrja
flush UMECT 3HAYCHHUEC incremental MIM incremental async,

- num_logs — MaKCUMaJbHOE YUCiIO (aioB ¢ mpoTtokoiamu. Mcmomas3yeTcss B TOM
cllyyae, eciau nmapaMeTp max log file action MMEET 3HAYEHUE rotate. Eciu
YKa3aHO 4YMCJIO MEHbIIE 2, IPU JIOCTHXKEHUHM OTpaHUYCHUSI Ha pasmep (Qaiiina oH
oOHyIsieTcsl. 3HaueHUEe IMapaMerpa He JOJDKHO TpeBblmarth 999. 3HaueHue 1o
YMOJTYAHUIO: 0 (ro ectp  poramus  (GajgoB  HE  IPOUCXOIUT).
[Ipu ykxazaHuu OOJBIIOTO YKCIIAa MOXET MOTPEOOBATHCSA YBEIUYUTh OTPAaHUUYECHHUE
Ha KOJIMYECTBO OXKHIAMOIIMUX 3ampocoB (B (aiine /etc/audit/audit.rules).
Ecaum HacTpoeHa poTamusi KypHAJIOB, JEMOH IMPOBEPAECT HAIMYHUE JIAIIHHUX
KYpHaJOB W yjAaldeT HX, 4YToObl OCBOOOAMTH MecTO Ha aucke. IIpoBepka
BBITIOJIHSETCSI TOJIBKO TIPH 3aITyCKe U MPU MPOBEPKE UBMEHEHHS KOH(UTYpaIlnu;

- disp gos — pa3peluTh Ju OJOKHPOBAHUE MPU B3aUMOJIECUCTBUH C AUCIIETUYEPOM.
I mepenaun  uHGOpMAIMKM  AUCTETYEPY HCHIOIB3YyeTCs Oydep pasmepom
128 K6aiiT. D10 3HaueHUE SBISETCS ONMTUMAIBHBIM JJIsl OONBIIMHCTBA CITyYaeB.
Ecnu 6rnokupoBaHue 3anpeiieHo (lossy), TO BCE COOOIIEHHUS, MTOCTYNAIOIUE MPU
noJiHOM Oydepe, He OYAyT TOXOIUTh 0 AUCTIeTYEpa (3alKuCh O HUX MO-TIPEKHEMY
OyAyT BHOCUTHCS B (ailsl Ha JUCKE, €CJIU TOJIBKO log format HE paBHO NOLOG). B
ciydae eciy OJIOKMpoBaHWE paspemeHo (lossless), ciyxba ayauTta Oyner
OKUJaTh TMOSABJICHHUSI CBOOOJHOTO MeEcCTa B OYe€penH, MepelaBaTh COOOIICHHE
JUCIIETYEPY U TOJBKO MOTOM 3aIlMChIBaTh €r0 Ha JUCK. JlOoMmycTHMBbIC 3HAUCHUS:

lossy U lossless. 3HAYEHUE MO0 YMOJTYAHUIO — 1oSsy.
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- dispatcher — AucHeTYep — Mporpamma, KOTOpoil (Ha CTaHAAPTHBIN BBOM) OYyIyT
nepeaBaTbCsl KOMUU COOOIIEHH O coObITusix aynuta. OHa 3amyckaercs (c
paBaMu aJIMUHUCTPATOPA) CIyK00# ayuTa pH 3arpy3Ke NocieHeH;

- name format — KOHTPOJIMPYET, KAK MMEHA Y3JIOB KOMIIBIOTEPOB BCTABJIAIOTCS B
NOTOK COOBITHI ayauTa. JlOMyCTUMBI CIEAYIOIIME 3HAYEHHS: none, hostname,
fqgd, numeric U user. [Ipy 3HaAUEHUU none UMs KOMIIBIOTEPA HE UCIIOJIB3YETCS B
3aIMCU  aynWuTa. Hostname — WM, BO3BPAIIAEMOE CHCTEMHBIM BBI30BOM
gethostname. 3Hau€HHWE fgd O3HAYAET, YTO AyAUT NPUHUMAET HUMs XOCTa H
pazpemiaer ero ¢ momMouibio DNS B MOJHOE JAOMEHHOE MMS 3TOM MAIIMHBI.
3HaueHUEe numeric cxoxe ¢ fqd, 3a MCKIIOYEHUEM TOro, yto paspemaercs [P
aapec MamuHbl. YTOOBI HMCIOJIB30BAaTh 3TY OMNIMIO, HYKHO HPOBEPUTH, YTO
KOMaHJIa 'hostname -i' WIM 'domainname -i' BO3BpaIlla€T YUCIOBOW apec.
Kpome Toro, sTa onimusi He peKOMEHIyeTcs, ecinu ucnonb3yercs dhep, mockoabKy
y OJHOM M TOM >K€ MAIllMHBI B pa3HOE BpeMsi MOTYT OBITb pa3HbIe ajpeca.
User 3TO CTPOKA, ONpPEJEICHHAs aAMUHUCTPATOPOM B IMAPAMETPE name. JHAYCHHUE
10 YMOJIYaHUIO — none;

- name — CTPOKa, OMNpENeJeHHAs aJIMHUHUCTPATOPOM, KOTOpas HUIACHTHUPUIIUPYET
KOMIIBIOTED, €CIIU B IIAPAMETPE name format YKa3aHO 3HAYEHUE user;

-max_log file — orpaHMuYeHHe Ha pa3Mmep (aila mpoTokoda B MerabanrTax.
JleiicTBrE, BBITIOJNIHIEMOE MPU TOCTHXKEHUH pa3Mepa (aiiia yKa3aHHOTO 3HaYeHus,
MOYXHO HACTPOUTH C IIOMOILBIO CIEAYIOLIETO ITIAPaAMETPa;

-max_log file action — JEHUCTBUE, IPEANPUHUMACMOE IIPU JOCTHKCHUHU
pazMmepoMm (haiisia MpOTOKOJa MAKCUMAIBHOrO 3HaueHHus. JlomycTrumble 3HaYEHUS:
ignore, syslog, suspend, rotate M keep logs. BapI/IaHT ignore, OTKJIKOYAET
KOHTpPOJIb HaJ pazMmepoMm ¢aiina. [Ipu 3HaueHnn syslog B CUCTEMHBIN MPOTOKOI
OyZIeT BHECEHO COOTBETCTByIolee coobOmenue. I[lpu 3HaYeHHM suspend
JanbHeilee BeAeHUEe NpOTOoKoia OyaeT mnpekpaiieHo. Ciyx0a mo-mpexxHemy
Oynet paborath. IIpu 3HaYeHUU rotate TeKywuid ¢aiiia Oyner neperuMeHOBaH U

JUTSl IPOTOKOJIA OyAeT co3naH HOBBIN daiin. ViMs mpeapiayiero mpoTokona 0yner
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JIOTIOJTHEHO YUCJIOM 1, a HOMEpa ApYrux MPOTOKOJIOB (€CIM OHM MUMEKOTCS) OyayT
YBEJIMYEHBl HA €IUHUIYY. TakuMm o0pa3oM, 4eMm OoJbIlle HOMEp y MPOTOKOJIA, TEM
OH cTapuie. MakcuManabHOE YHciio (paiiyioB onmpenensercs napaMeTpoM num logs
(COOTBETCTBUE €My JOCTUTACTCS 3a CUET yNAJIEHUS CaMbIX CTAPBIX MPOTOKOJIOB).
Takoe mnoOBeNEHHWE AaHAJIOTWYHO TMIOBEICHUIO YTUIUTBI logrotate. BapuaHt
keep logs aHAJIOTUYEH MPEABIAYIIEMY, HO 4UClO (paiIoB HE OTrpaHUYECHO, ITO
NpeAoTBpaIlacT MOTEePI0 JaHHBIX ayauTa. [IpOTOKONBI HaKalIMBaIOTCA U HE
YAAIAXOTCA, YTO MOXET BhI3BATh cOOBITHE space left action, €CIIK BECh 00BeM
3aMOJIHUTCS. JTO 3HAYEHHE CIIEAYET HCIOJIb30BaTh B COYETAHUU C BHEIIHUM
CIIEHapreM, KOTOPBI OyJIeT MepUOJUIECKH ApXUBUPOBATH KYpPHAIbI;

- verify email — ONpENEISIET, YKa3aH JIU aJIpec SJIEKTPOHHOW MOYTHI B TapaMeTpe
action mail acct W TPOBEPSET, MOXKHO JIM Pa3pelIUTh HUMs JOMEHAa. JTOT
napameTp J0JHKeH OBbITh IPEOCTABIIEH JI0 MMapaMeTpa action mail acct, MHA4Ye
OyJeT UCTIOJIb30BaHO 3HAUYECHUE 110 MOJYAHUIO — yes;

- action mail acct — aApec BJIEKTPOHHOW MOYTHL. 3HAYEHUE MO YMOJIYAHUIO:
root. Ecniu aapec He JIOKaIbHBIN MO OTHOIICHUIO K JJAHHOM CHUCTEME, He0OXO0IUMMO
4yTOOBI B HEM OBLT HACTPOEH MEXAHU3M OTIPABKHU MOYTHL. B wacTHOCTH, TpeOyeTcs
HaJIM4yue IporpaMmmel /usr/lib/sendmail,

- space left — MHMHHMMYM CBOOOJHOrO TMpOCTpaHCTBAa B MerabalTax, IpH
JIOCTUKEHUU KOTOPOTO  JIOJPKHO  BBITIOJHATHCS — JICMCTBHE, OMpeaeseMoe
CJIEAYIOIIUM ITapaMETPOM;

- space left action — JAeUCTBHUE, NPEANPUHUMAEMOE NIPHU JTOCTHXKEHUH 00BEMOM
CBOOOJTHOTO TMPOCTPAHCTBA HA JUCKE YKAa3aHHOTO MHUHUMYyMa. JlomycTuUMBbIe
3HAaYE€HUSA — ignore, syslog, rotate, email, exec, suspend, single U halt.
[Ipu 3HaueHUWH ignore, HUKAKUX ACUCTBUU HEe mnpousBoaurcs. [Ipu 3HaueHun
syslog B CHCTEMHBIA MPOTOKOJ JO0ABISETCS COOTBETCTBYIOIIAs 3amuch. [lpu
3HAUEHUU rotate OyAET MPOU3BOAUTHCS POTAIUS KYPHAIIOB, C YIAIICHUEM CaMbIX
CTapbIX, YTOOBI OCBOOOMUTH MecTO Ha aucke. [Ipu 3HaYeHWU email TO aapecy,

YKa3aHHOMY B act i on ma i l_a cct, OTIPABIACTCA YBCAOMIICHHE. HpI/I 3Ha4YCHUH
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exec <IyThb K IMpOrpaMMe™> 3alyCKaeTcs IporpaMma IO YKa3aHHOMY ITyTH
(mepempava mapaMmeTpoB He mojaep:kuBaercs). [Ipu 3HaueHHM suspend ciyxk0a
ayJuTa MPEKPaTUT BECTH MPOTOKOJ COOBITHM Ha JUCKE, HO OylneT MpoAoKaTh
paboTtaTh. VYKa3aHHE single TpUBEAET K TMEPEBOJly KOMIIbIOTEpa B
OJTHOTIONTb30BaTEeNIbCKHA pekuM (cM. 1. 3.6.1.6). VkazaHume halt TpHBEAET K
BBIKJIIOUCHUIO KOMIIBIOTEPA;

admin space left — KPUTHYECKUH MHUHHUMYM CBOOOJHOrO MPOCTPAHCTBA B
MerabaiTax, MOpU JOCTUAKEHUU KOTOPOTO JIOJKHO BBIMOJHATHCS JICUCTBUE,
ONpeAesieMOe  CHEAYIIIMM  IapamerpoM. JlaHHoe  AeucTBUE — clieayer
paccMaTpuBaTh Kak IMOCIEIHIOK MEpy, MNPEANPUHUMAEMYIO IIEpEel TEM, Kak
3aKOHYUTCA MECTO Ha JUCKE. 3HAUYCHUE HACTOAIIECTO MapameTpa JO0KHO OBITh
MCHBIIC 3HAYCHUA space left,

admin space left action — JIEHUCTBHUE, NPEANPUHUMAEMOE NPHU TOCTHKECHHUU
00beMOM CBOOOJHOTO TMPOCTPAHCTBA HA JUCKE YKAa3aHHOTO KPUTHYECKOTO
MHHHUMYyMa. I[OHyCTHMLIe 3HAYCHUId — ignore, syslog, rotate, email, exec,
suspend, single W halt. Ilpum 3Ha4YeHUHM ignore, HUKAKUX JICUCTBUM HE
npousBoauTcs. IIpu 3HaYeHMM syslog B CHCTEMHBIM MPOTOKON J00aBIsETCS
COOTBETCTBYIOIAA 3anuch. [Ipu 3HaUeHNN rotate Oy/EeT MPOU3BOIUTHCS POTAITHS
YKYPHAJIOB, C YIAJICHUEM CaMbIX CTApbIX, YTOOBI OCBOOOIUTH MeCTO Ha aucke. [Ipu
3HAYCHUU emalil MNO aApPeECy, YKa3aHHOMY B action mail acct OTHPABIIACTCA
YBCAOMIICHHUC. HpI/I 3HAYCHUHN exec <oyTb K nporpamme> 3allyCKACTCA
mporpaMma Mo yKa3aHHOMY MyTH (Tiepefada mapaMeTpoB HE TMOAACPKUBACTCS).
[Ipu 3HaYeHUH suspend CIyx)0a ayauTa NPEKPATUT BECTU MPOTOKOJ COOBITUI Ha
JIMCKE, HO OyJeT MpoAOoJKaTh padoTaTh. YKa3aHUE single MPUBEAET K MEPEBOAY
KOMITBIOTEPAa B OJHOIOJIBL30BaTEIbCKUN pexkum (cM. 1. 3.6.1.6). Ykazanue halt
MIPUBEAET K BBHIKIIFOUCHUIO KOMITBIOTEPA;

disk full action — [eWCTBUE, TMpEANPUHUMAEMOE TpU OOHAPYNKEHUU
OTCYTCTBHUSI CBOOOJHOTO TMPOCTpAHCTBa Ha Jucke. JloMmycTUMble 3HAYCHHUS —

ignore, syslog, rotate, exec, suspend, single WU halt. Ilpu 3HauyeHUHU
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ignore, HHUKAaKuX JEHUCTBUM HE mpou3Boautrcsa. llpu 3HaAYeHHMHM syslog B
CUCTEMHBIM TPOTOKOJ J100ABIISIETCSl COOTBETCTBYIOIIAsl 3anmuch. lIpu 3HaueHUU
rotate OyJET MPOU3BOIUTHCS POTAIUS KYPHAJIOB, C yIAJICHUEM CAMBIX CTapbIX,
9TOOBI OCBOOOIUTH MECTO Ha Jaucke. [Ipu 3HaUCHNN exec <myTe x mpoTpamme>
3alycKaeTcsl mporpamMma [0 YyKa3aHHOMY IMyTH (Iepeiada MapaMeTpoB HeE
nojnepxkuBaercs). Ilpu 3HadeHMHM suspend clayx0a ayauTa MPEKpPATUT BECTU
MIPOTOKOJ COOBITHI Ha TUCKE, HO OYIET MPOI0JDKATh paboTaTh. YKa3aHUE single
NPUBENET K TIEPEBOAY KOMIBIOTEPA B  OJIHOIOJIb30BATENbCKUM  PEXUM
(cMm. 1. 3.6.1.6). Yka3zaHue halt NPUBEACT K BBIKIIOUCHHIO KOMITBIOTEPA;

- disk error action — JEHCTBUE, NPEANPUHUMAEMOE MpPH BO3HHUKHOBEHUU
omnOku B pabore ¢ AUCKOM. JlomycTumble 3HaUY€HUS — ignore, syslog, exec,
suspend, single W halt. Ilpym 3Ha4YeHUH ignore, HUKAKUX JICMCTBUM HE
npousBoautcs. Ilpu 3HaUYeHMM syslog B CHCTEMHBIM MPOTOKON J00aBIsETCS
COOTBCTCTBYIOIIAA 3allMCh. HpI/I 3HAUYCHUHN exec <OyTb K I[OIporpamMmMme>
3alycKaeTcsl MporpaMma IO YKa3aHHOMY TyTH (Iieperaya IMapamMeTpoB He
noanepxxuBaercs). [Ipm 3HaueHUM suspend cly’)k0a aynura OPEKpPaTUT BECTU
MPOTOKOJI COOBITUI Ha IUCKE, HO OyJeT MpoJ0JKaTh paboTaTh. YKa3aHUE single
NpUBEIET K TEPEeBOAY KOMIBIOTEpPA B  OJIHOINOJIb30BATEIbCKUI  PEXKUM
(cM. 1. 3.6.1.6). Yka3zaHue halt NPUBEACT K BHIKIIFOUSHHIO KOMITBIOTEPA;

- tcp listen port — YHMCIOBOE 3HayeHWE B auamna3zoHe 1..65535, mpu ykazaHnuum
KOTOPOTO ciyk0a ayauTa OyAeT mpociaymuBath cooTBeTcTBytomuii TCP mopt st
ayJuTa yJaJIeHHbIX cucTeM. [IeMOH ayauTa MOXeT ObITh CBSI3aH C tcp wrappers,
yTOOBl KOHTPOJUPOBATh, KAaKME€ MAIIWHBI MOTYT MOJKIOYaThCA. B aTom ciyuae
MOXHO J00aBUTHh 3alUCh B hosts.allow M OTKa3aTh B coenuHeHuu. Ecnu
petenue pa3BepHyTo B OC Ha OCHOBE systemd MOXET MOTPeOOBATHCS U3MEHUTH
napamMeTp After;

- tcp listen gqueue — KOJMYECCTBO PA3PCUICHHBLIX OXUIAIOMMX MOJKJIIOYCHUMN
(3amponIeHHbIX, HO HE MPHUHATHIX). 3HAYEHUE MO YMOJYaHUIO — 5. YcTaHOBKa

CIMIIKOM MAJICHBKOI'O 3HAYCHHUA MOXKCT IIPUBCCTH K OTKIOHCHHIO COGI[I/IHGHI/II;'I,
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Opu OAHOBPEMEHHOM 3allyCKe€ HECKOJBKHX XOCTOB (Hampumep, mnocie cOos
MIUTaHUSA);

- tcp max per addr — KOJMYECTBO OJHOBPEMEHHBIX NOAKIIOYECHHU ¢ omgHOTrO [P
aapeca. 3HayeHUE MO yMollyaHuio — 1, MakcuManpHOoe 3HaueHue — 1024.
VYcTaHOBKA CIMIIKOM OOJIBIIOTO 3HAYEHUSI MOKET IMTPUBECTU K aTaKe THIIA «OTKa3 B
OOCITy’>KMBaHUM» TIPU BEJIECHUU >KypHaJIa CEpPBEPOM. 3HAYEHHUE IO YMOJYAHUIO
MOJIXOJTUT B OOJIBITMHCTBE CITy4acB;

- use libwrap — CIEOYET JM MCIOJIb30BAaTh tcp wrappers Ui PacliO3HABAHUS
NOMNBITOK MOAKIIOYEHUSI C Pa3pelICHHbIX KOMIBIOTEPOB. JlOMyCcTHUMBbIE 3HAUEHUS
yes WIH no. 3HAYE€HUE N0 YMOJIYAHHUIO — yes;

- tcp client ports — MOPTBL, C KOTOPBIX MOYKHO MPUHUMATh COEIHHEHHUE.
3HaueHueM IapaMerpa MOXeT ObITh MO0 Yucio, TUO0 JBa YMCIIa, pa3eiieHHbIE
taupe (mpoOensl He JomyckaroTcsi). Eciu mopT He yka3aH, COEAUMHEHUS
MpUHUMAIOTCA C JIr00oro nopra. JJomycrumeie 3Hauenus 1..65535. Hanpumep, s
yKa3aHus KIMEHTY HMCIOJIb30BaTh IPHUBWIETHPOBAHHBIM IOPT, CIEAYET YKa3aTh
3HaYEHHE 1-1023 JUIsl 3TOrO IMapaMeTpa, a TaKKe yCTAHOBUTH OIIMIO local port
B (ailie audisp-remote.conf. IIpoBepka TOro, 4To KIMEHTHl OTHPABISIOT
COOOIIEHHS] C MPUBUIETMPOBAHHOIO TOpTa, 3TO (yHKUMS OE€30MaCHOCTH,
IIpeIOTBpalIaloNas aTakyu ¢ UCIIOJIb30BAHUEM MHBEKIINIA,

- tcp client max idle — KOJMYECTBO CCEKYHJ, B TCYCHHUEC KOTOPBIX KJIMCHT
MOXeT 0e3/1elicTBOBaTh (TO €CTh HUKAKUX JaHHBIX OT Hero Her). Mcmonb3yeTcs
JUTSL 3aKPBITHS HEAKTUBHBIX COEIMHEHUI, €CIIM HAa KOMITbIOTEPE KJIMEHTE BO3HUKIIA
npobiieMa, U3-3a KOTOPOM OH HE MOJKET 3aBEPIIUTh COCIUHEHHE KOPPEKTHO. DTO
rJ1I00aJIbHBIM TTapaMeTp, €ro 3Ha4eHHE JOJKHO ObITh OOJblIe (JKEIaTeNbHO, B JBa
paza), dyem m000M mMmapaMeTrp KIMEHTa heartbeat timeout. 3HaY€HUE TIO
ymosr4aHuto — 0, 4TO OTKIIHOYAET 3Ty IPOBEPKY;

- enable krb5 — @pH 3HaYeHUM Yyes — ucnosub3oBarh Kerberos 5 s

ayTeHTU(PUKanuu 1 mudpoBaHus. 3HaUeHUE IO YMOJITYAHUIO — NO;
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- krb5 principal — DpUHUOUIAN I 3TOrO cepBepa. 3HAYECHHUE 10 YMOIYAHHUIO —
auditd. [Ipum 3HaYeHHH MO YMOJYAaHHIO, cepBep OYJET MCKaTh KIIOY C UMEHEM
THIAa auditd/hostname@EXAMPLE.COM B /etc/audit/audit.key  IJId
ayTeHTU(UKauuu ceds, rae hostname — UMs CEpBEpa, BO3BPAIIAEMOE 3aIPOCOM
DNS umenu no ero IP aapecy;

- krb5 key file — pacHoJIO)KEHHE KJIIOYA JUIsl MPUHLIMIIAIA 3TOr0 KiIHeHTa. Pain
KJI0Ya JOJDKEH NPHHAAIEXKaTh MOJb30BaTet0 root M MMeTh mpasa 0400. Ilo
yMoJ4aHuto — ¢paii /etc/audit/audit. key;

- distribute network — NpHU 3HAUEHUHU yes, COOBITHS, MOCTYMAIOIINUE U3 CETH
OyoyT mepemaBaThCs JAHUCIETUEpPY ayauta aid oOpaOdOTKH. 3HA4YeHHE I10
YMOJTYaHUIO — no.

[Ipumeuanue. Pexomenayercsa BbaenaATh mid (aidna /var/log/audit
cnenuaibHblid pa3aen. Kpome toro, napamerpy f£lush HEOOXOAMMO MPHUCBOUTH 3HAYECHHE
sync UJIHN data.

Jlnst obecrieueHusl MOJIHOTO MCIIOJIb30BAaHUS pa3zesia napaMeTpaMm max log file W
num logs HEOOXOJMMO MPHUCBOUTH COOTBETCTBYIOIIME 3HaueHUs. YeM Ooublue (ailyioB
CO3/1aeTCsl Ha JUCKE, TeM OOJbIlle BpeMEHU Oy/eT yXOIuTh Ha 00paboTKy COOBITUN MpHU
TOCTHUKEHUN pasmMepom O04YEpETHOTO ¢aiina MaKCUMYyMa. [TapameTtpy
max log file action pEKOMCHIAYCTCA HIPUCBOUTH 3HAUYCHHUEC keep logs.

3HaueHHe space left JIOJDKHO OBITh TaKMM, KOTOPOE MO3BOJUT aJMUHUCTPATOPY
BOBpEMsI cpearupoBath Ha npeaynpexaeHue. OObIYHO B YUCIIO JEHCTBUM, BBIIOIHSAEMBIX
aAMUHUCTPATOPOM, BXOJMT 3allyCK aureport -t KW apXMBUPOBAHHME CaMbBIX CTaphIX
MPOTOKOJOB. 3HAUEHUE space left 3aBUCUT OT CHUCTEMbI, B YaCTHOCTU OT YaCTOTHI
MOCTYIJIEHUsI COOOIIEHUN O COOBITUSIX. 3HaUEHUE space left action PEKOMEHAYyETCS
YCTaHOBUTH B email. Eciu TpeOyeTcst oTnpaBka COOOIIEHUS snmp trap, HY’)KHO yKa3aTh
BApPUAHT exec.

3HaueHHe admin space left JOJDKHO OBITh YCTAHOBIIEHO TAaKUM 00pa3oM, YTOOBI
XBaTHJIO CBOOOJHOTO MecTa JUIsl COXpaHEHMs 3aluceil O MOCIHeAYIOIUX AEHCTBUSIX

aAMUHUCTpaTopa. 3HA4YeHUE MapaMerpa admin space left action ciaenyer
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YCTAaHOBUTh B single, OrpPaHUYUB, TaKUM OOpa3oM, CIOCOOBbI B3aWMOJICUCTBUS C
CHCTEMOM KOHCOJIBIO.

JlenicTBre, yKa3aHHOE B disk full action, BBINOJHAETCA, KOTJA B pasfecie yxe
HE OCTaJIOCh CBOOOHOTO MecTa. JIoCTyI K pecypcaM MallldHbI JOJIKEH OBITh MOJTHOCTHIO
IpeKpaleH, Tak Kak HET BO3MOXXHOCTH KOHTPOJHUPOBATH PadOTy CHUCTEMBI. DTO MOXKHO
CJIeJIaTh, YKa3aB 3HAYEHHUE single WX halt.

3HaueHue disk error action CJIEAYET YCTAaHOBUTb B syslog, single, 100
halt B 3aBUCHUMOCTH OT COTJIAIICHUS OTHOCHUTEIIBHO 00paOOTKH cOOEB aImapaTHOro
oOecrecueHusI.

Yka3zaHue €AMHCTBEHHOTO Pa3pelIeHHOr0 KJIMEHTCKOTO MOpPTa MOXKET 3aTPYAHHUTH
Mepe3annycK MOJCUCTEMBI ayJuTa Yy KJIMEHTA, TaK KAaK OH HE CMOXET BOCCTAaHOBHUTh
COEIMHEHUE C TEMH K€ apecaMu U MOPTaMHU XOCTa, ITOKA HE UCTEUET TalM-ayT 3aKPBITHS

COCTUHEHUS TIME WATT.
3.7.2.3. Komanna auditctl

KOMaHIIa auditctl HCIIOJb3YETCs AJIsd HaCTpOﬁKH mapaMcCTpOB Adpa, CBA3aHHBIX C
AyJUTOM, MMOJYUICHNA COCTOSHUA U I[O6aBJ'IeHI/ISI/ YAAJICHH:A IIpaBUJl ayauTa.

CuHTaKCHuC:

auditctl [onumm]
Onmuu KoHPUTYypalMy KOMaHIbl auditctl TPUBENEHBI B TaOIUIE 2, OMIMH
COCTOSIHUS TIPUBEJICHBI B TaOIHUIIE 3.

Omniuuy paBuII MPUBEICHBI B Tabnule 4.
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Tabonauma 2— Onmuu KOHPUTYpaLMM KOMaHIbI auditctl

Ormnus

Onucanue

-b <xommuecTrO>

VY cTaHOBUTH MaKCUMAIbHOE KOJTUYECTBO TOCTYITHBIX JIJIS
aynuta 0ydepoB, 0XKUIAIOIMMX 00pabOTKH (3HAYEHUE B SApPE
0 YMOTYaHUIO — «64»). B cimyuae ecniu Bce Oydepsl 3aHATHI,
TO (prar cOost OyeT BHICTABIICH SAPOM ISl €TO JATbHEUIICH
00pabOTKH.

--backlog wait time
<BpeMsd OXMIaHMI>

VYcTaHOBUTH BpeMs OXHAAHUS IS SApa  JOCTHXKECHHUS
3naueHus backlog limit (3HaueHHe B sIpe MO yMOTYAHUIO —
60*HZ), nmpexne, 4eM CTaBUTh B OYEPEIb JOTOJHUTEIbHBIC
COOBITHS ayAuTa JJIA UX Mepefadyd ayauty. Yucino JA0HKHO
ObITh OOJBIIE WM pPaBHO HYJIO, HO MEHbIIE, YEM
JIECATUKPATHOE 3HAYEHHUE M0 YMOJIYAHUIO.

[Tpogomxkats 3arpyxaTh paBuia, HECMOTPS Ha OLIHOKY.
CymmupyeT pe3ynbrar 3arpy3ku npasui. Kop 3aBepiieHus
OyJeT OlMOOYHBIM, €CIIM KaKOe-JIM0O MPaBUIIo He OyIeT
3arpy>KeHo

VY nanuTh Bce TpaBuiia U TOUYKH HAOMIOACHHS. MOXKET TaKKe
npuHuUMaTth napametp (-K)

VYceranoButh iar OJ0KUPOBKU. «0» — OTKIIOYUTH ay/IuT,
«1» — BKJIFOUUTH ayJUT, «2» — 3aIIUTUTh KOHDUTYPAITHIO
ayauTa OT U3MEHEHUM. /{19 UCIIOIb30BaHMs JAHHOU
BO3MOXXHOCTH HEOOXOMMO BHECTH TAHHYIO KOMaHIY
MOCIIETHEN CTPOKOU B audit.rules. [locne ee BrimonHEeHUs
BCE MOMBITKU U3MEHUTHh KOHPUTYPAIUIO OyTyT OTBEPTHYThHI
C YBEJIOMJICHUEM B KypHaiax ayauTta (4ToObI 3a7€HCTBOBATh
HOBYIO KOH(UTYpaInio ayuTa, HEOOX0IUMO TIepe3arpy3uTh
CUCTEMY)

VYcranoBuTh criocod o6padbotku st dara coos: O=silent
1=printk 2=panic. [lo3BossieT onpeaennuTh, KaAKUM 00pazoM
a71po Oyner o0pabaThiBaTh KPUTUUECKUE OLLIMOKH.
Hanpumep, ¢uiar c60s BHICTABIISETCS MPHU CIETYIOLTUX
YCJIOBUSIX: OIIMOKH Mepeiadyu B MPOCTPAHCTBO CITY>KObI
ayJuTa, MPEBBIIICHUE JIUMUTA OYPEPOB, OKUIAFOITUX
00paOOTKH, BHIXOJ 32 PEEIIbI MaMSTH Spa, IPEBbILICHUE
JUMHTA CKOPOCTH BBIJIaYM COOOIICHUH (3HaUeHHE,
YCTaHOBJICHHOE IO YMOJIYAHHUIO: «1», ISl CUCTEM C
MOBBINICHHBIMU TPEOOBAHUAMH K O€30MaCHOCTH, 3HAUCHUE
«2» MOXeT OBITh 00JIee TTPEATOYTUTENTHHO)
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Omnuus

Onucanue

Kparkas nmomomip 1o apryMeHTaM KOMaHJIHOU CTPOKH

-1i

HrnopupoBaTh OMMOKK MpU YTEHUU MpaBui u3 Qaitna. Ecau
3TOT MapaMeTp MepeAaH B KadyecTBe apryMmeHrta (-s), TO
IPUBECTH, €CIM 3TO BO3MOXHO, 4YHCIa K yI000OYUTAEMOMY
BUTTY

--loginuid-
immutable

Cnenate login UID HeusMeHseMBIM cpa3zy TMOCJIE €ro
ycraHoBkd. s u3menenuss login - UID  TpeOyetcs
CAP_AUDIT_CONTROL, no3toMy HeNpUBUIECTUPOBAHHBIN
MOJIb30BATEIb HE MOXET €ro M3MEHHUTh. YCTAaHOBKA 3TOTO
mapaMeTrpa MOXKET BbI3BaThb MPOOJEMBI B  HEKOTOPBIX
KOHTEHHEpax

-g TodKa-
<MOHTMPOBAHUS, 10O
epeBo>

[Ipy Hamuuuu TOYKM HAOMIOACHUS 3a KaTaJloroM |
OObCIMHCHUU WX TIEPEMEIICHUH MOHTHUPOBAHUS JIPYTOTro
nojjepeBa B HaOIOgaeMoe MOAJIEPEBO, HEOOXOIUMO YKa3aTh
APy, CHAENaTb MOHTHUPYEMOE TMOJACPEBO HSKBUBAJCHTHBIM
pocMaTpuBaeMoMy  Kkarajory. Eciau  mommepeBo  yxe
CMOHTHPOBAHO BO BpEMs CO3JaHUS TOYKH HAOIIOMCHHS 3a
KaTaJlorOM, TIOJJECPEBO AaBTOMATHYECCKH TIOMEYaeTCs IS
MIPOCMOTpa. ITH JBa 3HAUCHUS Pa3JeIsIeT 3arsTasi, OTCYTCTBUE
3aMsITON MPUBEJET K OIIHOKE

-r <yacToTa>

VY CTaHOBUTH OrpaHUYEHUE CKOPOCTH BbIIAYM COOOIIECHUI B
cexkyHny («0» — HeT orpanndenus). B ciydae ecnu ata yactora
HE HYJIEBasl, U OHA MPEBBIIIAETCS B X0JI€ ayauTa, (haar cOos
BBICTABJISIETCS AIPOM ISl BBIIOJIHEHUSL COOTBETCTBYIOIIETO
JEWCTBUS. 3HAYEHUE, YCTAHOBJIEHHOE IT0 YMOJYaHUI0: «0»

-—-reset-lost

COpocuTh CUETYUK MOTEPSHHBIX 3aMUCEN, 0TOOpakKAEMbIX
KOMAaHJOM cTaTyca

-R <panm>

Uwurath npaswia u3 ¢aitna. [IpaBuna 10mKHBI OBITH
OpraHU30BaHbI CJIEIYIONTUM 00pa30M: pacmoiaraThCs Mo
OJIHOMY B CTPOKE U B TOM HOPSIIKE, B KAKOM JTOJ>KHBI
UCIIONHATHCS. HakiiaipIBatoTCA Cleayomre OrpaHunaeHUs:
BJIQJICTIBLIEM YUTaeMOT0 (hailyia TomKeH ObITh root, U IOCTYIT Ha
YTEHHUE JTOJDKEH OBITh TOJIBKO y HeTo. Dail MOXKET COAepKaTh
KOMMEHTapUH, HAYMHAKOIIUECs ¢ cCUMBoJIa «#». [IpaBuna,
pacrojioKeHHbIC B (aiisie, UASHTUYHBI TEM, YTO HAOUPAIOTCS B
KOMaHJTHOM CTpoKke, 6e3 yKazaHus auditctl

O06pe3arh MoIEePEBhS MOCIIE KOMaH Ibl MOHTUPOBAHUS.
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Taonuma 3 — OOuuu COCTOSTHUS

Onuus

Onucaunue

-1

BriBecTr crmmcok BCeX MpaBuil IO OAHOMY IIPABUITY B CTPOKE. ITOM
KOMaHJIe MOTYT OBITh MTPEIOCTABJICHBI JIBE OMIIMH: THOO KITFOY
bunpTpanuu (-x), 9T00bI BEIBECTH CITUCOK MTPABUJI, COOTBETCTBYIOIINX
KJTI09Y, JINOO OMITHIO (-i) HHTEPIPETUPYIONTYIO 3HaUeHUs moJiei ot al 1o
a3, A1 KOPPEKTHOTO OIpeIeTICHHsI 3HAaUeHUH apTyMEHTOB CHCTEMHBIX
BBI30BOB.

-m <TekKcT>

[locnaTe B cucTeMy ayauTa Mojb3oBareiabckoe cooduenne. Komanaa
MOKET OBITh BBIIOJHEHA TOJBKO U3-T0J1 YYETHOM 3aIMCH TOOt.

[TomyuuTs cTatyc ayauta. ByayT moka3zaHbl 3HAU€HUS, KOTOPBIE MOYKHO
YCTaHOBHUTH C MIOMOIIBI0 oniuii (-¢), (-£), (-r) u (-b). 3Hauenue pid —
ATO HOMED mpoliecca ciyk0b1 ayauta. 3HaueHue pid 0 ykasbIBaet, 4To
cinyk0a ayauta He padoTtaeT. [lose lost cooO1aeT, CKOIBKO 3amuce
coObITHH ayuTa OBLIIO OTOPOIICHO M3-3a MepenoaHeHus Oydepa aynura.
ITone backlog coobmiaer, CKoJIBKO 3amuceii COOBITUI ayIuTa HaXOdUTCS
B ouepenu, oxuaas, korja auditd npountaet ux. C 3TUM napameTpom
MO>KHO UCITIOJIb30BaTh OMIIMIO (—1i) JUIsl MHTEpPIIpETAIlU 3HAYCHU N
HEKOTOPBIX IMOJIECH.

BriBectu Bepcuro auditctl.

Tab6nauma 4 — Onmuu npaBui

Ormus Onucanue

—a <CIIMCOK

OEeViCTBUE, CIIMCOK>

ynevictere | | JJoGaBUTh MPABUIIO C YKA3aHHBIM JICHCTBUEM K KOHILY
cniucka. Heo6xoaumMo y4uThIBaTh, YTO 3HAUECHUSI «CITUCOK» U
«JIEUCTBUSD> PA3AEIIEHBI 3aTON, U €€ OTCYTCTBUE BBI3OBET
omnOKy. IloJiss MOTyT OBITH YKa3aHbl B JIFOOOM MOPSIJIKE.

—A <cnmcox, nenctere> | J]o0aBUTh MPABUIIO C YKa3aHHBIM JIEMCTBUEM B HAYaJIO

CIIMCKa.

-C <f=f |

l =
ri=t> Co3/1aTh IPAaBUJIO CPABHEHUS MEKTY MOJISIMU: TI0JIE,

onepauus, nosue. MoxXHO nepeiaBaTb HECKOJIBKO CPaBHEHHUM
B OJIHOM KOMaHJHOU CTpoke. Kaxmoe u3 HUX JOJIKHO
HaunHaThCs ¢ (-C). Kaxaoe nmpaBusio cpaBHEHHUS
n00aBysIeTCs APYT K APYTY, a TAKXKeE K MpaBuiaMm,
HaYMHAOIMMCA € (-F) AJIsI ”HUIUAPOBAHUS 3aMKCH ayJIUTA.
[TonnepxuBaroTCs ABa onepaTopa — paBHO U HE PaBHO.
Honyctumele nosist: auid, uid, euid, suid, fsuid, obj uid; u
gid, egid, sgid, fsgid, obj gid. JIse rpynmnsi uid u gid He
MOT'YT ObITh CMEIIIaHbl. BHYTpU rpymnmbl MOXKET ObITh
C/IeJIaHo JIF000e CpaBHEHUE.
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Ormus

Onucanue

-d <cnmcok, gercraue>

VY 1anute TpaBWwIoO C YKa3aHHBIM JICMCTBUEM M3 CIIMCKA.
[IpaBwiIO ynaysieTcst TOJIBKO B TOM CIIy4ae, €CJIN IMOJTHOCTHIO
COBNAJIM ¥ UMsI CHCTEMHOI'O BbI30Ba U MOJII CPABHECHUS.

-D

VY nanuth Bce MpaBwiia ¥ TOUYKH HAOMIOIeHNs. MOXKET TakKe
NpUHUMATh napameTp (-k).

-F <n=v

n>v |
n&v |

| nl=v | n<v

n<=v
n&=v>

| n>=v

3agaTh 1oJie CpaBHEHUS JJis NpaBwia. ATpUOyThI HOJIS
cienyromnue: 00beKT, oneparus, 3HadeHue. B omHoi
KOMaH/ie JIOMyCKaeTCs 3aaBaTh /10 MECTUACCATH YEThIPEX
nojier cpaBHeHus. Kaxaoe HOBOE MoJie T0KHO HAUUHATHCS
C —F. Aynut OyeT reHepupoBaTh 3alKCh, €CJIM MPOU30IILIO
COBMAJICHHE 110 BCEM IOJISIMU CpaBHEHUS. JlomycTrMO
UCIIOJIb30BaHUE OJHOTO U3 CIEYIOIINX BOCBMU
OMEepaToOpPOB: PAaBHO, HE PABHO, MEHBIIIE, OOJIbIIIE, MEHBIIIE
1100 paBHO, O0JbIIIE JIMOO paBHO, OMTOBAsA Macka (n&v) u
ouToBas rnposepka (n&=v). butoBas mpoBepKa BHIMOJHICT
ormepanuio «and» HaJ 3HAYCHUSIMHU U TIPOBEPSCT, PABHBI JIN
OoHM. bUTOBas Macka MPOCTO BHIMIOIHSAET onepanuio «and.
[Tons1, onepupytroiue ¢ HACHTU(HUKATOPOM MOJIb30BATES,
MOTYT TaKke paboTaTh C UMEHEM IMOJIb30BaTENS —
porpaMma aBTOMaTHYECKHU MOJYUYUT UEHTU(DUKATOD
MOJIB30BATEISI U3 €ro uMeHHU. To ke caMoe MOXKHO CKa3aTh U
npo ums rpymisl. [lons cpaBHEHUS MOTYT OBITh 3a/1aHbI IS
00BEKTOB, IPUBEJICHHBIX B TAOJIHUIIC O.

-k <xjou>

VYcraHoBUTh Ha TIpaBuIIo K04 Gubrparuu. Kooy
(bunbTpalK — 3TO MPOU3BOJIbHAS TEKCTOBAS CTPOKA JUTMHOU
He O0ompiie 31 cumBona. Kitou momoraer yHMKaabHO
UJCHTU(DUIIMPOBATH 3aIIMCH, TECHEPUPYEMbIC B X0JI€ ayAUTa
3a TOUKOM HaOmoeHus. [Iouck 3HaUeHUs KITF04a MOYKHO
BBITIOJIHUTD C TIOMOIIBIO KOMaH Ibl ausearch, 4To0sI
HE3aBUCUMO OT TOT0, KAKOE€ TIPABUIIO BBI3BAJIO COOBITHE,
MO>KHO OBLIIO HAUTH ero pe3yibTaThl. Kiltou Takke MOXKHO
MCIIOJIB30BaTh IS YIaJIEHUs BCEX NpaBuJl (—D), WU MIPaBUII
C OIpeEeNICHHBIM KIItI0ouoM (-1). B mpaBuie MoxHO
WCITIOJI30BATh HECKOJIBKO KITFOUEH, €CIIM HEOOXO0MMO UMETh
BO3MOYKHOCTH TIOUCKA 3aPETUCTPUPOBAHHBIX COOBITHI
HECKOJIbKUMH CIIOCOOaMM WJIM €CJIM MPUMEHSETCSI TUIaruH
audispd, KOTOPBII B CBOEM aHAJIN3€ UCTIOIB3YET KITIOY.
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Onmus

Onucanue

-p <rlw|x|a>

YcTaHoBUTH (GUIBTP MPaB JOCTYIIA TSI TOYKU
HAOIOCHUS. r=YTCHHE, w—=3aIUCh, x—HCITOJITHCHHE,
a=M3MEHEHHE aTpuOyTa, KOTOPHIE ONPEACISIIOT TUIIhI
CHUCTEMHBIX BBI30BOB, KOTOPHIE BHITIONHSIOT IAHHBIE
NeHCTBUS (CHCTEMHBIE BBI3OBBI «read» U «write» He
BKJTFOYCHBI B 3TOT HA0OP, MMOCKOJIBKY JIOTH ayAuTa ObLTH
OBl Meperpy>keHbl HHPopmalmen o paboTe ITUX BHI30BOB).

-S <umMsa WM HOMepP
CUCTEMHOT'O BEI3OBalall>

B ciydae eciu kakoi-1100 MPOIeCcC BhIMOIHSACT
yKa3aHHBIA CHCTEMHBIN BBI30B, TO ayJIUT F'€HEPUPYET
COOTBETCTBYIOIIYIO 3aKCh. B ciydae eciu 3HAaUCHHUSI
I0JICH CpaBHEHUS 3a/1aHbl, & CHCTEMHBIN BBI30B HE
yKa3aH, MPaBHIO OyJIEeT MPUMEHATHCS KO BCEM
CHCTEMHBIM BBI30BaM. B 0IHOM IpaBuiie MOXKET OBITh
3aJ]aHO HECKOJIBKO CHCTEMHBIX BBI30BOB — 3TO
TOJIOXKUTEIBHO CKA3bIBAETCSA Ha MPOU3BOAUTEIBHOCTH,
MOCKOJIBKY 3aMeHSIeT 00pabOTKY HECKOIBKHX PABHIL.
Crnenyer nucath 10 JiBa MpaBuiia: OAHO JIst 32-OUTHOU
apxutektypsl (\fBb32\fP), npyroe mis 64-0utHoi
(\fBb64\fP), uToOBI yOCAUTHCS, UTO AAPO HAXOIUT BCE
0KHJaeMbI€ COOBITHS.

-w <OyTb>

J0o6aBuTh TOUKY HaOIIO/IeHUS 32 (PailIOBBIM OOBEKTOM,
HaXOJIAIIMMCS 110 YKa3aHHOMY IyTH. Jlo0aBiieHHE TOUKH
HaOJII0/ICHHS K KaTaJory BEPXHETO YPOBHS 3aMpeIIeHO
anpom. ['pynmoBeie cumBoibl (wildcards) Takke He MOTYT
OBITH MCIIOJIB30BaHBI, TOMBITKYA UX UCITOJIb30BaAHUS OyIyT
r€HEePUPOBATh MPEAYNPEKIaroIIee COOOIICHHE.
BHyTpeHHE TOUKHM HAaOIIOCHUS PeaTn30BaHbI KaK
CJICKEHHE 3a inode. YCTaHOBKA TOYKH HAOIIOACHUS 32
(haifytoM aHaJIOTMYHA MCIIOJIB30BAHUIO ITApaMeTpa path B
MIpaBUJIe CHCTEMHOTO BBI30Ba —F. Y CTAaHOBKA TOYKHU
HaOJII0JICHHS 33 KaTaJoroM aHaJIOTMYHA MCIIOJIH30BAHHIO
napaMerpa dir B IIpaBUJIC CHCTEMHOTO BBI30Ba —F.
EAvHCTBEHHBIMU TOMTYCTHMBIMH ITApaMeTpaMH TIPH
HCIIOJIb30BaHUN TOYCK HAOJIOICHUS SBIISIOTCS —-p U — k.

-W <noyTb>

VY nanuth TouKy HaOMOIeHUs 32 (PailIOBBIM OOBEKTOM,
HaXOJISIIIMMCS 110 YKa3aHHOMY MyTH.
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TaOonuuma 5— OO0BEKTHI NOJS CPABHEHUS

Onucanue

a3

UYeTplpe mEpBBIX apryMEHTa, NEPENAaHHBIX CUCTEMHOMY BBI3OBY.
CTpOKOBBIE apryMEHTBI HE MOAIEPKUBAKOTCSA. DTO CBSI3aHO C TEM,
YTO SAAPO NOJDKHO IOJIy4YaTb yKasaTellb Ha CTPOKY, a IIPOBEpKa
IOJIsL 110 3HAYECHUIO aJpeca yKaszaTess He jKejlarelbHa. Takum
o0Opa3oM, HEOOXOAMMO HCHOJb30BaTh TOJNBKO  LU(POBHIE
3HAYECHUS.

ApXUTEKTypa mpoleccopa, Ha KOTOPOM BBIMOJIHSAETCS CUCTEMHBIN
BbI30B. [l ompeneneHuss  apXUTEKTYypbl  HEOOXOIUMO
HCIIOJIb30BaTh KOMaHIy:

uname —m

B cinyuae, ecnu apxutekrypa [IOBM HeusBecTHa, HEOOX0IUMO
WCIIOJB30BaTh Ta0MUIly 32-X OUTHBIX CHCTEMHBIX BBI30BOB, €CIHU
oHa mnojaaepxkupaercs [IOBM, wMoxHO wucnonb3oBath b32.
AHQJIOTUYHBIM  00pa3oM TMPUMEHSIETCS TaOJMIla CUCTEMHBIX
BbI30BOB b64. MOKHO HamucaTh MpaBuiia, KOTOPbIE B HEKOTOPOI
CTENIEHU HE 3aBUCAT OT APXHUTEKTYphI, MOTOMY YTO THUI OyAeT
ONpPENENATbCA aBTOMATH4YECKA. (JIHAKO CUCTEMHBIE BBI3OBBI
MOTYT 3aBUCETh OT APXUTEKTYPHI, U TO, YTO JOCTYIHO Ha X86 64,
MokeT ObITh HemocTynmHo Ha PPC. JlupexktuBa arch momkhHa
IpeAlIecTBOBaTh ONiuMu -S, 4ToOnl auditctl 3Ham, Kakyro
BHYTPEHHIOIO TaOJMIly UCIOJL30BaTh [Jii TIOMCKa HOMEPOB
CHUCTEMHBIX BBI30BOB.

OOBEKT
a0, al, a2z,
arch
auid

Nnentuduxatop mnonb3oBaTelis, UCHOIb30BAaHHBIA IJi1 BXOJa B
cucteMy. MOXHO HCMOIB30BAaTh JUOO MM MOJIB30BATENS, JIUOO
UICHTU(UKATOP MOJIb30BATEIS.

devmajor

['maBubBIN HOMED ycTporicTBa (Device Major Number).

devminor Bcnomoratenbubiii Homep ycTporictsa (Device Minor Number).

dir [TonHpI MyTh K KaTaJNOTy JUIsI CO3JAHUS TOYKH HAOIIOJCHUS.
[Tomeniaer TouKy HaOJIOACHHS B KATAJOT M PEKYPCHUBHO BO BCE
ero nojaepeBo. MokHO UCTIONb30BaTh TOJIBKO B CITUCKE €Xit.

egid JleficTBUTEBHBIN UICHTU(DUKATOP TPYIITIHI.

euid JlefiCTBUTENbHBIN UIEHTU(DPHUKATOP MOTH30BATENS.

exe AOCOIOTHBIA MYyTh K TPUIOKEHUIO, K KOTOpOMYy Oyaer

MPUMEHATHCS ATO TpaBuiIo. MOXKHO HCHOJIb30BaTh TOJBKO B
CIIMCKE eXit.
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Oxkonuanue mabdauywl 5

OOBeKT Onucanue

exit 3HaueHHe, BO3BPANIAEMOE CUCTEMHBIM BBI30OBOM TP BBIXOJIE.

fsgid NnentudukaTop rpynmsl, IpuMeHsIEeMbIN K GaliIoBOM cucTeme.

fsuid NnentudukaTop moap3oBaTels, INPUMEHsSIEMbIH K ¢aiaoBoi
CUCTEME.

filetype Tun neneBoro daiina: ¢aiis, Karaaor, COKET, CChUIKA, CUMBOJI,
osiox unu FIFO.

gid NaentuduxaTop rpymnisl.

inode Howmep inode.

key AJNbTEpHATUBHBIN CIOCOO YCTAHOBUTH KIIHOY (PUIIBTPALIH.

msgtype Ucnionb3yeTcss  uisi  TOPOBEPKH  COBMAJACHHS C  YHCIIOM,
OTIMCHIBAIOIIIMM THIT COOOIIeHHsI. MOKET MCTIOIB30BaThCS TOJIBKO
B criuckax exclude u user.

obj_uid UID o6wbexra.

obj_gid GID o0nekra.

path [Monuplit myTe K Qainy [ TOYKM HaOmojaeHus. MoxeT
UCIIOJI30BAThCS TOJIBKO B CITUCKE €Xit.

perm OunbTp TpaB gocTyna Ui QaiioBbIX omeparuil.  Moxet
UCIIOJI30BAThCS TOJIBKO B CcIIMCKE exit. MOXKHO UCIOIb30BaTh 0€3
yKa3aHUsi CUCTEMHOTO BBI30Ba, NpPU OTOM SAPO BbIOEpET
CHUCTEMHBIC BBI30BBI, KOTOPHIC YIOBJICTBOPSIOT 3aIlpaIiiBacMbIM
pa3periecHusIM.

pers [IepconanpHbIE HOMEDP ONEPALUOHHON CUCTEMBI.

pid Nnentudukarop nporecca.

ppid Nnentudukatop poauTenbCKOro npouecca.

sessionid Nnentudukatop ceanca nojib30BaTelsl.

sgid VY cTaHOBICHHBIN HACHTU(GUKATOP TPYIIIIHI.

success Ecnu 3naueHue, Bo3BpamiaeMoe CHCTEMHBIM BBI30BOM, OOJIbIIIE
160 paBHO 0, TaHHBIN 00BEKT OYAET paBeH «truey/«yes», nHadye
«falsen/«no». Ilpu co3ganuu mpaBuia HYKHO HCIOJIB30BaTh |
BMecCTO «truen/«yes» u 0 BMmecTo «false»/«noy.

suid VY cTaHOBICHHBIN WIEHTU(HUKATOP TOJIH30BATEINS.

uid NnentudukaTop moab3oBaTes.
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Jns nobGaBieHus MpaBWJI HCIONB3yeTCs crleayromas (opma 3amucd KOMaHJbI

auditctl:

#

auditctl -a cHmcok, gencreue —-S MMA CHMCTEMHOTO BEBOBa —F QuibTpEH

3I[CCB CIIMCOK — 39TO CIIMCOK CO6I>ITI/H>'I, B KOTOpBIfI CIcaycCT I[O6aBI/ITI) IIpaBHJIO.

I[anee OIMMCaHbl UMCHA JOCTYIIHBIX CIIMCKOB!

1) task — 100aBHUThH MPABUIO K CIIUCKY, OTBEYAIONIEMY 3a MPOIECChl. DTOT CIHCOK

mpaBuJI HCIHOJB3YCTCA TOJBKO BO BpEMA CO3JaHHA IIPpoHeCCa — KOoraa
pOI[I/ITeJIBCKI/Iﬁ IPOUECCC BBI3BIBACT fork () HIH clone (). HpI/I HCIIOJIBb30BaHUHN
9TOro CIIMCKa MOXHO HCIIOJBb30BAaTh TOJBKO TC IIOJIA, KOTOPBIC H3BCCTHLI BO

BpeMms co3nanus nporecca (uid, gid u Tak ganee);

2) exit — I[O6aBI/ITI) IIpaBUJIO K CIIMCKY, OTBCYAKOIICMY 34 TOYKH BbIXOIa H3

3)

4)

CHUCTEMHBIX BBI30BOB. JTOT CHHMCOK MPUMEHSETCSA, KOorga HEoOXOIHWMO CO31aTh
coOBITHE 1)1 ay/IUTa, IPUBA3AHHOE K TOUKAaM BbIXO/1a U3 CUCTEMHBIX BbI30BOB;
user — J100aBUTb MpaBWIO, OTBEYAIOIIEE 3a CHUCOK  (QUIbTpaluu
MOJIb30BATENbCKUX COOOIIEHHH. DTOT CHUCOK HCIOJb3YETCS SIAPOM, YTOOBI
OoT(UIBTPOBaTh COOBITHS, MPUXOMAAIIUE M3 IOJB30BATEIbCKOTO IMPOCTPAHCTBA,
nepes TeM Kak OHM OyAyT mepenansl ciayxOe ayauta. HeoOXoauMo OTMETHT,
YTO TOJBKO CJIEIYIOIIME MOJS MOTYT ObITh MCHOJB30BaHbl: uid, auid, gid,
pid, subj user, subj role, subj type, subj sen, subj clr, ¥H
msgtype. Bce octanbHble mons OyayT oOpaboTaHbl, Kak ecid Obl OHU HE
COBIIAJIH;

exclude — 100aBUTH MPABUJIO K CIIUCKY, OTBEUAIOIIETO 32 (PUIIbTPALIUIO COOBITUI
OTIpPEAENIEHHOTO0 THMA. DTOT CIUCOK HCIOJIb3YEeTCsl, YTOObl OT(HUIBTPOBBIBATH
HEHY)XHble COOBITHSI. COOBITHSI MOTYT OBITh HCKIIIOUEHBI MO UACHTU(PUKATOPY
npouecca,  HUJICHTU(DUKATOPY  MOJIb30BATENs, HWACHTU(PUKATOPY  TPYIIIIHI,
UACHTU(PUKATOPY JIOTHHA TI0JNb30BATENsl, TUIY COOOIICHHS WM KOHTEKCTY

npeaMera.
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Bropou mmapamerp onmuu -a — 3T0 AEUCTBUE, KOTOPOE JTOJHKHO IMPOU30UTH B OTBET
Ha BO3HHKIIIEE COOBITHE:

1) never — aymuT He OyneT TeHEpUpPOBATh HHUKAKUX 3amuceid. MokeT OBITh
UCIIOJIb30BAHO JJIsi TMOJABJICHUS TreHepanuu coObITHil. OOBIYHO HEOOXOAUMO
MOJIaBJIATh TEHEpAllMI0 BBEPXY CIHUCKA, a HE BHU3Y, IOCKOJBKY COOBITHE
WHULAHAPYETCS Ha IEPBOM COBIABILIEM ITPaBUJIE;

2) always — YCTAHOBUTH KOHTEKCT ayuTa. Beera 3anomHsTh ero Bo BpeMst BX0J1a B
CUCTEMHBIM BBI30B, M BCETJla TIE€HEPUPOBATHh 3allMChb BO BPEMS BBIXOAA W3
CHUCTEMHOTO BbI30Ba.

Jlanee ykaspiBaeTcs onuus -S, KOTOpas 3aJacT MMsS CUCTEMHOTO BBI30BAa, INPHU
oOpallleHHH K KOTOPOMY JIOJDKEH cpabaThIBaTh TpUrrep (Hampumep, open, close, exit).
BmecTo nMeHHn MOXET ObITh UCIIOJIb30BAaHO YUCIIOBOE 3HAUEHUE.

HeoOsi3arenpHass onuus -F UCHOJB3YeTCs Ui yKa3aHWs JOMOJHUTEIbHBIX
napameTpoB (PHIbTpaIuu COOBITHS.

[IpuMeph! UCITOIB30BaAHUS:

- IS BEACHUS >KypHala COOBITHH, CBSI3aHHBIX C HCIIOJIB30BAHMEM CHUCTEMHOIO

BbI30BA open (), U PETHCTPUPOBAHMS MPU ITOM TOJBKO oOpamieHus K ¢aiaam

KaTajora /etc, UCHOJB3YyeTCs CIEAYIOIIee MPaBUIIO:
# auditctl -a always,exit -S open -F path=/etc/

- PETUCTPUPOBATH TOJIBKO TE€ COOBITHS, MPU KOTOPBIX (haiiyl OTKPBIBAETCS TOJIBKO HA
3aMuCh U U3MEHEHHUE aTPUOYTOB:
# auditctl -a always,exit -S open -F path=/etc/ -F perm=aw

- 3aIIACBIBATh BCE CUCTEMHBIE BBI3OBBI, HCIIOJIb3YEMBIE OIIPEAECIIEHHBIM ITPOIIECCOM:
auditctl -a always,exit -S all -F pid=1005

- 3aIIMCHIBATh BCE (DAITBI, OTKPBITHIE ONPEIEICHHBIM M0JIb30BATEIEM:
auditctl -a always,exit -S openat -F auid=510

- 3aIMCHIBATh HEYIauyHbIE TIOMBITKYA BHI30BA CUCTEMHON (DyHKIMH 'openat':
auditctl -a exit,always -S openat -F success!=0

- 3aIIMChIBATh MOMNBITKY U3MeHeHus (aitna (aBa cocoba):

auditctl -w /etc/shadow -p wa
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auditctl -a always,exit -F path=/etc/shadow -F perm=wa

[IpaBuna He 00s3aTENBHO 3a7aBaTh, MCIOJB3YS KOMAHIHYIO CTpoKy. Bo Bpems
crapra cimyx6a auditd umraer ¢aiitn /etc/audit/audit.rules, KOTOPBIM COIAEPKUT
npaBmia aynuta B (opmare auditctl. B (aiin 3amuceiBatoTcs mpaBmiia 6€3 MMEHU
KomaHbl. Hammpumep:

-w /etc/passwd -p wa

3.7.2.4. Komanma aureport

Komanaa aureport reHepupyeT HTOTOBBIE OTYETHI HA OCHOBE JIOTOB CIYXObI
ayauTa, TaKKe MOXET MPUHMMATh JAaHHbBIE CO CTaHAapTHOro BBoja (stdin) mo Tex mop,
MOKa Ha BXoje OynyT HeoOpaOOTaHHBIE JaHHBIE JIOTOB. B miamnke kaxaoro oryera ajis
KaX/I0ro CTOJOIa €CTh 3arojioBoK. Bce oTdeTsl, KpoMe OCHOBHOTO HTOTOBOTO OTYETa,
coJiepkaT HoMmepa coObITHil aynuta. Mcnonb3ys umX, MOXHO HAWTH IOJIHBIE JAAHHBIE O
COOBITUH C MOMOUIbI0 KOMaH/ABl ausearch -a <uHoMmep co6urus>. B ciydae, eciu B
OTYETE CIUIIKOM MHOTO JAaHHBIX, MOKHO 3aJaTh BpeMs Hadalla U BpeMsl OKOHYAHUS JIJIsI
YTOYHEHHS BPEMEHHOTO ITPOMEXKYTKA.

OTueTsl, TeHEpUPYEMBbIE aureport, MOTYT OBITh HCIOJB30BAaHbI KaK HMCXOJIHBIN
MaTepuai s MOJyYeHHs pa3BepHYTHIX OTUETOB.

CHUHTaKCuc:

aureport [onuun]

Omnmuy KOMaHIbl aureport MPUBEACHBI B Ta0HIIE 6.
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Tabnuma 6 — Onuu KOMaHBI aureport

Ormus Onucanue

-au, --auth OTuer 0 MOMBITKAX ayTCHTH(PUKAIIUH.

-a, —--avc Otuer 0 ave COOOIICHHSX.

——comm OT4eT 0 BBIMOJTHEHUH KOMAaH/]I.

-c, --config OTtueT 006 U3MEHEHUSAX KOH(PUTYpaInu.

-cr, --crypto OTyeT 0 COOBITUSX, CBI3aHHBIX C KOJUPOBAHUEM.
-e, ——event

OT4eT 0 COOBITUIX.

-—escape <onums>

OKpaHHpOBaTh BbIBOA. BO3MOXKHbBIE 3HAUEHUS: raw, tty,
shell u shell quote. Kaxxnplit pesxuM BKiIrO4aeT B ceOs
CUMBOJIBI TIPEABIAYIIETO PEXKUMA U SKPAHUPYET OO0JIbIIIE
cuMBOJIOB. To ecTh shell BkiltouaeT Bce CUMBOJIBI,
SKpaHupyeMble tty, U 100aBIsIET HOBbIE. 3HAYEHHUE TI0
yMoiyaHuio — tty.

-f, --file Otuer o (aiinax u cokeTax.

--failed Jlnst 06paboTKH B OTYETaX BHIOMPATH TOJBKO HEYJaUHbIE
coObITus. [To ymMom4aHuio Moka3bIBalOTCA KaK yJauHbIe,
TaK U HEYJAYHbIE COOBITHSI.

~h, --host OTuyer 0 X0CTax.

-1, -—-interpret TpaHCIMPOBATh YUCIOBBIE 3HAYEHHS B TEKCTOBBIE
(Hanpumep, UACHTU(PUKATOP MOJIB30BATENS Oy IET
TPaHCIUPOBAH B UM TIOJB30BaTENs). TpaHCIsIIus
BBITOJIHSAETCS C UCIOJIb30BaHNEM JAHHBIX C TOW MAIlIUHBI,
IJIe 3ayIICH «aureporty.

-1f, --input Hcnonb30BaTh yKa3aHHBINA (DA MM KAaTalor BMECTO

<pamnmn> | <kaTajor>

JIOTOB ayJauTa. DTO MOKET OBITH IOJIE3HO IIpY aHAJINU3C
JIOT'OB C I[perfI MalllMHbI WX IIPpU aHAJIN3C YaCTUYIHO
COXPaHCHHBIX JIOT'OB.

-—-input-logs

Hcnonb30BaTh MECTOMOJIOKEHHE (pailia )KypHama u3
auditd.conf Kak UCXOJHBIE JAHHbIE U1 aHAJIN3a. DTO
HE00XO0AMMO, TPU MCIOJIB30BAHUH KOMaH/Ibl aureport B
3aJlaHNU cron.

--integrity

OT4eT 0 COOBITHUAX IIEJIOCTHOCTH.

-k , --key

OTyeT 0 KIIIOYEBBIX CIOBaX B IIpaBuIax.
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Onuus

Onucaunue

-1, --login

OtyeT 0 MOMBITKAX BXOJla B CUCTCMY.

-m, -—--mods

OTtyeT 06 U3MEHEHUSX T0JIb30BATEIILCKUX YUCTHBIX
3aIUCEN.

-n , ——anomaly

Ot4yeT 00 aHOMAJIBHBIX COOBITHAX. DTH COOBITHUS
BKJIFOYAIOT IIEPEXOJ] CETEBOM KapThl B OECHOPSAA0YHBII
PEXUM M OIMOKH CErMEHTAIIUH.

--node <umMmga ysja>

OTOOpa3uTh B OTYETE TOJIBKO COOBITUS CO CTPOKON <UMS
y3na>. [Io ymMonyaHuio BKIIFOUEHBI BCe y3ibl. [Jonmyckaercs
NIEPEUYNCIICHNE HECKOJIBKHX Y3JI0B.

-nc , --no-config

He Bxmrouats coobitue CONFIG. CHANGE. Ot1o0
0COOEHHO ITOJIE3HO JIJIS1 KITFOUEBOTO OTYETa, MMOCKOIBKY
MpaBUjIa ayJuTa BO MHOTHX CITydasX UMEIOT KITFOYCBBIC
MeTKH. VIcTIoap30BaHne 3TOM ONMIIUK N30aBIISIET OT JIOKHBIX
cpabaThIBaHUN.

Dy __pid

OTtuer o npoueccax.

-r, ——response

Otuer 0 pPCaKuAX Ha aHOMAJIbHBIC COOBITHS.

-s, —--syscall

OT4YeThl O CUCTEMHBIX BBI30BaX.

——Success

Jlnst 06paboTKH B OTYETaX BHIOMPATH TOJNBKO YIAUHbIE
coObITus. [To ymMom4yaHuio MoKa3bIBalOTCA KaK yJauHbIe,
TaK U HeYJJauHbIE COOBITHSI.

—-—summary

I'enepupoBaTh UTOTOBBIA OTUET, KOTOPBIM 1AET
UH(OPMAITUIO TOJIBKO O KOJTMYECTBE DJIEMEHTOB B TOM WJIH
MHOM OT4deTe. Takou peKUM €CTh HE Y BCEX OTUETOB.

FeHepauHH OTYCTOB O BPCMCHHBIX paMKax KaxKJ10To
oT4ycCTAa.

-—tty

OTuyeThl 0 HAXKATHIX KJIABHUIIIAX.

-te, —--end <gara>
<BpemMa>

Hckatb cOOBITHS, KOTOPbIE TPOU3OIILIN paHblle (MU BO
BpeMsl) YKa3aHHOW BpeMeHHOU TouKu. DopmaT AaThl U
BPEMEHU 3aBUCHUT OT PETHMOHAIBHBIX HACTpoeK. B ciyuae
€CJIM JlaTa He yKa3aHa, TO MOoJpa3yMeBaeTcs TEKYIUN JEHb
(«today»). B ciiyuyae ecnu He yka3aHO BpeMsi, TO
MOAPA3yMEBAETCS TEKYIIU MOMEHT («NOW).

-tm , —--terminal

OTtyeT o0 TepMUHAIaX.
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Ormus Omnucanune

-ts, --start <gmara> Hckatb cOOBITHSI, KOTOPBIE TPOU3OLLIN NOCTE (MU BO

<BpeMa> BpEMs) YKa3aHHON BPEMEHHOM Touku. Popmar naThl U
BPEMEHH 3aBUCHUT OT PErHOHANBHBIX HACTpOeK. B ciydae
€Clli JjaTa He yKa3aHa, TO MOJpa3yMeBaeTCs TEKYIIUN JCHb
(today). B cimydae ecnu He yka3zaHO Bpems, TO
nojpa3zymeBaeTcs motHoub (midnight).

-u, --user OT4eT 0 MoJIb30BaTEISIX.

-v, —-version BrIBeCTH BepCHIO MPOTPaMMBI M BBIWTH.

-%, —-executable OTt4et 00 UCTIOTHSAEMBIX 0OBEKTaX.

[Ipumeuanue. HeoOXxoaguMo HCMOML30BaTh HOTAIMIO BpeMEHH B ¢opmare

«24 gaca», a He «AM/PM». Hanpumep, nara MoxeT ObITh 3amaHa Kak «10/24/2005», a

BpeMms — Kak «18:00:00».

Taxxe AOITYyCKaCTCs UCII0JIb30BAaTh CIACAYIONIHMEC KIIFOUCBLIC CJIOBA:

- now — ceMyac;

- recent — JI€CATb MUHYT Ha3al;

- boot — BpeMs 3a CEKYHJIy J0 TOTO, KOT/Ia CHCTeMa 3arpyajiach B MMOCIEIHUHN pa3;

- today — Ie€pBasg CCKyH/Ja IIOCJIC ITOJIYHOYH TCKYIICTO JTHS,

- yesterday — IIepBasi CEKyH/Ia IOCJIE MOJIYHOUYH IPEAbITYIIETrO AHS;

- this-week — mepBasi CEKyHJa IMOCJE MOJIYHOUYU TEPBOro JIHS TEKyIIeH HeIenu,

HepBBIﬁ ACHBb HCACIIN OIIPCACIIACTCA N3 PCIrHOHAJIBHBIX HACTPOCK,

- week-ago — EPBAs CEKYHJa MTOCJE MTOJIYHOUYU POBHO 7 THEW HA3aM;

-this-month — IEpBasg CCKyHJa IIOCJIC IOJIYHOYM IIEPBOr0 4YHCIIA TCEKYIIECIO

MecsIIIa;

-this-year — nepBas CCKyHJa IOCJIC IMOJYHOUYH IEPBOrO YMUCJIAa IIEPBOro MeEcsna

TEKYLIEro roja.
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3.7.2.5. Komanna ausearch

KoMaHnna ausearch SBISIETCS HMHCTPYMEHTOM TIIOMCKa IO JKypHAly ayJuTa.
ausearch MOXET TaKe MPUHUMATh JJAHHBIE CO CTaHAApTHOTO BBOAA (stdin) mo Tex mop,
noka Ha Bxoje OyayT HeoOpaboTaHHBIE JaHHbIE JOroB. Bce yciioBus, ykazaHHbIE B
napamerpax, 00beAUHAIOTCS ToTudecKuM « M.

Kaxnplii CHCTEMHBIM BBI30B fIpa W3 IOJIB30BATEIBCKOIO MPOCTPAHCTBA U
BO3BPAILECHNE JAHHBIX B MOJIb30BATEIBCKOE MTPOCTPAHCTBO UMEET OJIMH YHUKAIbHBIA (151
Ka)KJOT0 CUCTEMHOTO BBI30Ba) UIECHTHU(PUKATOP COOBITHUS.

Paznuunble yacTu siipa MOTYT J10OaBIISATH JOMOJHUTENbHBIE 3anucu. Hampumep, B
coOBITHE ayauTa Ui CUCTEMHOIO BBI30Ba «Open» J00aBISETCs 3alucCh PATH C UMEHEM
¢aiina. ausearch IMOKa3bIBAET BCE 3allUCU COOBITUS BMECTE. DTO O3HAYaET, YTO MpH
3aMpoce ONPEIEIICHHBIX 3aIIUCEN PE3YJIBTAT MOXKET COAEPKATh 3aIIUCH SYSCALL.

He Bce Tumbl 3amuceil cojepkar yka3aHHyro uHpopmanuto. Hanpumep, 3anuch
PATH HE COAEPKUAT M4 y3J1a WIH loginuid.

CuHTaKCuc:

ausearch [omnumm]

Onuuu KOMaHJbl ausearch MIPUBEJCHBI B Ta0IuUIIE 7.
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TaOauma 7 — Onmuu KOMaHabl ausearch

Ormus Ommcanune
—a, —-event HckaTh cOOBITHS C 33JIaHHBIM UICHTU(HUKATOPOM COOBITHS.
<MOeHTUOMKATOP

COOBITMS >

I3COO6H&HHH:msg=audit(1116360555.329:2401771L
UICHTU(HUKATOP COOBITHS — YUCIIO TTOCIIE «:». Bece coObITHs
ayauTa, CBA3aHHBIC C OTHUM CUCTCMHBIM BBI30BOM, UMCIOT
OJIMHAKOBBIM UCHTHUPHUKATOP.

-—arch <CPU>

Hckath COOBITHUSI HA OCHOBE OIPEACICHHOW APXUTEKTYPbI
nporieccopa. Jig onpeneneHuss apXUTEKTypbl HEOOXOIUMO

HMCIIOJIB30BaTh KOMaHY.
uname -m

B ciiyua,e ecniu apxurextypa [I9BM Hen3zBecTHa,
HEO0OXO0IMMO MCIOJIb30BaTh TAOMUIy 32-X OUTHBIX
CHUCTEMHBIX BBI30BOB, €CJIM OHA nogaepxuBaercs [19BM,
MO>KHO UCIOJIb30BaTh b32. AHAIOrMUHBIM 00pa3oM
PUMEHSETCS Ta0JINIA CHCTEMHBIX BBI30BOB b64.

-c, —-comm <comm-
name>

Hckatb COOBITHS € 33JaHHBIM «COMIM Name», IMEHEM
UCITOJIHSIEMOTO (pailia U3 CTPYKTYpbI 33J1a4u.

—-—debug

BriBecTu cooOiienus, mponymieHHbIe stderr.

-—-checkpoint <darmn
KOHTPOJIBHOM TOUKM>

KoHTposbHas TOUKa — 3TO BBIBO MEXKIY
MocJIeI0BaTeILHBIMUA BbI30BaMU ausearch, Tak 4To B
MOCJIETYIOIIUX BBI30BaX OyIyT BHIBOJUTHCS TOIHKO
COOBITHS, HE TTOTABIINE B MPEBITYIIHIA BHIBO/I.

CoOpITie auditd cocTOUT U3 OOHON MIIH HECKOJIBKUX
3anucei. [Ipu 06padoTke coObITUA ausearch onpenensier
COOBITHS KaK 3aBEpIIICHHBIC U HE3aBEPIIICHHBIC.
3aBepIiieHHOE COOBITUE — ATO OJTHO COOBITHUE 3AMKMCU WU TO,
KOTOPOE TIPOU30IIIIO PAHBIIE, YeM 3a 2 CEKYHJIBI 110
CPaBHEHUIO C TEKYIIUM 00pabaThIBA€MbIM COOBITHEM.
KoHnTposnbHas Touka o0ecreuynBaeTcs MmyTeM 3alucu
MOCJIETHETO 3aBEPIICHHOTO COOBITHS BHIBOJIA BMECTE C
HOMEPOM YCTPONCTBA U UHIEKCOM (haiiia MoCIeaTHETO
3aBEPIMBIIETOCS COOBITHS B (haiiil KOHTPOJIBHON TOYKH.
[Ipu cnemyromiem BbI30Be ausearch 3arpy3uT gJaHHbIC
KOHTPOJILHOM TOYKH U TIpU 00paboTke (ailyioB xKypHara,
OyJzeT oTOpachIBaTh BCE 3aBEPILICHHBIC COOBITHS, TTOKA OHU
HE COOTBETCTBYIOT KOHTPOJIBHOW TOYKE, B 3TOT MOMCHT
ausearch HaYHET BBIBOJIUTH COOBITHS.

-e, —--exit <xom>

Hckars cOOBITHS HA OCHOBE KOJIa CUCTEMHOTO BBI30Ba €Xit
WJIH E€ITNo.




IIpooonsicenue mabauyvr 1

180
JIKHB.11100-01 99 01

Ormus

Onucanue

-—escape <omnums>

DKpaHUPOBATh BbIBOJI. BO3MOXKHbIE 3HAUEHUS: raw, tty, shell
u shell quote. Kaxxpiil pesxuM BKIIFOYAET B ¢€0s CUMBOJIBI
HpEeAbIAYIIETO PeKUMa U IKpaHUPYeT OoJIbile CUMBOJIOB. To
ectb shell BKiIouaeT Bce CUMBOJIBI, SKpaHUPYEMBIe tty, u
7100aBJsieT HOBbIE. 3HAUEHUE 10 YMOTYaHUIo — tty.

-—extra-keys

Ecnu mapameTp format UMeET 3HAUEHUE csv, BBIBECTH
cTos0eI] ¢ AOMOTHUTEIbHON HH(OPMAIHEH.

Pabotaet tonbko ¢ 3anucamu SYSCALL, kotopsie ObUTH
3allMcaHbl B pe3ybTaTe 3alycka MpaBuia ayIuTa,
OIIPEJIETIEHHOTO KITI0YOM.

-—-extra-labels

Ecnu mapamerp format UMEET 3HaUCHHE csv, J0OABUTH
uH}pOpMaIHIO 0 MEeTKaX CyObeKTa U 00BEKTa (€CIIH METKH
CYIIIECTBYIOT).

-—extra-obj2

Ecnu napametp format UMeEET 3HaUYCHUE csv, JOOABUTH
uH(popMaIHIo 0 BTOPOM 00BEKTE (€CJIM OH CYIIECTBYET).
BTtopoii 00beKT nHOT/Ia SBISETCS YaCThIO 3aIKUCH, HAllPUMED,
IpY MepeMMEHOBaHNUHU (paiisia UM MOHTHUPOBAHUU
YCTPOMCTBA.

-—extra-time

Ecnu mapametp format UMeeT 3HaUCHHUE csv, 100aBUTh
uHGOPMAITUIO O BPEMEHH MPOCTOS.

-f,

--file <danm>

HckaTh coOBITHS C 3aJaHHBIM UMEHEM aiina.

-—-format <onumm>

OtrdopmarupoBaTh COOBITHS, KOTOPHIE COOTBETCTBYIOT
Kkputepusim nioucka. [TognepxuBaembie popmaThl: raw,
default, interpret, csv U text. 3HAYCHHE raw OIMCAHO B
ONIUU raw. [Ipy 3HaYeHUM default CTPOKHU BBIBOJATCS O€3
dbopMaTHpOBaHUs, B BEIBOJE MCTIOIB3YETCS OJHA CTPOKA B
KadeCTBE BU3YaJIbHOTO Pa3eIUTENIs, Jaiee YKa3bIBacTCs
METKa BPEMEHH, a 3aT€M CIICIYIOT 3alUCH COOBITHSI.
3HaYCHUE interpret OOBACHACTCS B ONTMCAHUM OIIIUH —i.
[Ipu 3HaYeHUU csv PE3yNbTAT MMOMCKA BBIBOIUTCS B (popmaTe
CSV (ot auri. Comma-Separated Values — 3Hauenus,
paszieNeHHBIC 3aMsTHIMK). 3HAYCHHE text MPeodpasyeT
BBIBOJI K (hOpMaTy IPEIJIOKECHHA, YTO YIPOIIAET TOHUMAaHHE
BBIBOJIa, HO TIPOMCXOJIUT ATO 3a CUET MOTEPH JICTaJICH.

-ga,

--gid-all all-

<UMOeHTUOUKATOP
TPYIIIBE>

Hckathb coObITHS C 3a7aHHBIM d(PPEKTUBHBIM UITH OOBIYHBIM
UACHTU(UKATOPOM TPYIIIIHI.
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<pamnn> | <kaTajor>

Ommus Onucanue

_%? -—gid- Hckatb coObITHs ¢ 3aJaHHBIM () ()EKTHBHBIM

effective
uaeHTU(PUKATOPOM bl WJIH UIMEHEM TIBI.

<5b0OeKTUBHBIM Ac @ aTopoM IpyIl 1 CHEM IpyIl

NOEeHTUOMKATOP

TPYIIB>

~91, --gid <rpymna> | JckaTh cOOBITUS C 3aJaHHBIM HAEHTU(GUKATOPOM IPYIIIEL
WM UMEHEM TPYTIIIHI.

~h, --help Cnpagka.

~hn, --host <wmsa Hckatb coObITHS ¢ 3aJaHHBIM UMEHEM y31a. MMs y3ma MoxeT

3J1a>

Y OBITh IMEHEM Y3714, TOJIHBIM IOMEHHBIM UMEHEM WJIH
IU(POBBIM CETEBBIM AJIPECOM.

-1, —-interpret TpaHCAMPOBATh YHUCIOBBIE 3HAYEHHUS B TEKCTOBBIE.
Hanpumep, unentudukarop noyb3oBareis Oyner
TPaHCJIMPOBAH B UM I0OJIb30BaTens. TpaHcasanus
BBIIIOJIHAETCS C UCIIOJIB30BAHUEM JAHHBIX C TOW MAILUHBI, TAE
3amyIieH «ausearchy.

-if, --input

Hcnonb30BaTh yKa3aHHBINA (pailsl UM KaTajaor BMECTO JIOTOB
ayuTa. DTO MOXKET OBbITh MOJIE3HO IIPHU aHAIM3E JIOTOB C
JAPYroy MalllMHbI WIK IIPU aHAJIN3€ YaCTUYHO COXPAHEHHBIX
JIOTOB.

-—input-logs

Hcnonb30BaTh MECTOMOJIOKEHHE (pailia )KypHaia U3
auditd.conf Kak UCXOJHBIE JaHHbIE U aHAIN3A.
[IpuMeHsieTcs nMpu UCIOJIb30BAaHUU KOMaHbI «ausearch» B
3aJIaHUH Cron.

| <cnmcox THUIIOB>

~-Jjust-one OcTaHOBUTHCSA MTOCIIE BBIJJAYH TIEPBOTO COOBITHSA,
COOTBETCTBYIOIIETO KPUTEPUSIM TTOUCKA.

~k, --key <xywoueroe | [ckarh COOBITHS C 3aJaHHBIM KJIFOUEBBIM CJIOBOM.

CJIOBO>

-1, --line- COpacbiBaTh BBIBOJ TIOCJIE€ KAXKIOW CTPOKH.

buffered

-m, ——message <TUII>

Hckath cOOBITHS € 3aIaHHBIM TUIIOM, TIPU 3TOM MOKHO
yKa3aThb CIIUCOK 3HAYEHUH, pa3/IeJICHHbIX 3alsThIMU. MOXKHO
yKa3aTh HECYIIECTBYIOMUN B COOBITUAX THIT «ALLY,
KOTOPBIH TIO3BOJISIET MOTYYUTH BCE COOOIICHUSI CUCTEMBI
ayauTa (CIMCOK JOMYCTUMBIX TUIOB OyJeT MOKa3aH, eCiiu
yKa3aThb ATy ONIuio 0e3 3HaueHwus1). Tumn cooOIIeHNST MOXKET
OBITH CTPOKOM MJIM YKCIIOM. B criucke 3HaueHU 3TOro
rapaMeTpa B KaueCTBE Pa3AeIUTENs UCTIOIb3YIOTCS 3aMsThie
U TIPOOEITBI HEOMYCTUMBI.
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<CUCTEeMHHM BH30B>

Ommus Onucanue

~n , --node Hckatpb coObITHS ¢ onpeaeneHHoro y3ia. Jlomyckaercs
yKa3aHH€ HECKOJIBKUX Y3JI0B (/17151 BBIBOJA TIOCTATOYHO
COBMaJieHUE JII000TO y371a).

~p, —-pid Hckatb coOBITHS € 3aJaHHBIM UACHTU(PHUKATOPOM IpolLiecca.

<MOEHTUOMKATOP

npouecca>

~pp, --ppid Hckatb coOBITHS € 3aJaHHBIM UICHTHPUKATOPOM

;ggizzggzmmp POJIUTENBCKOTO TpoIiecca.

~Ly Toraw HeoOpaboTannslii BeIBOJ. Vcmonb3yercs 11 U3BICYCHUS
3armcei U1 JajJbHEHIIero aHaIn3a.

—-SC, ——SsSuccess

Hckathb cOOBITHS C 3aJaHHBIM CUCTEMHBIM BBHI30BOM. MOYKHO
yKa3aTh HOMEP WJIM UMsI CUCTEMHOTO0 BbI30Ba. [Ipu ykazanuu
UMEHH CUCTEMHOI'0 BbI30Ba, OHO OYET IIPOBEPEHO 110

Ta6JII/IH€ CUCTCMHBIX BbI3OBOB Ha MAIIIMHC, I'IC 3aIIYIIICH
ausearch.

——session Hckath coOBITHS € 3aIaHHBIM HACHTU(OHUKATOPOM CEaHca.

z:giizfdmmmp DTOT aTpulyT YCTaHABIMBAETCS, KOT/Ia MOJb30BATEIb BXOAUT
B CUCTEMY, U MOXKET CBSI3aTh JIOOOH Ipoliecc C
ONPEIEIICHHBIM UMEHEM MOJIb30BATETIS.

TSV, TTSUCCESS Nckathb coOBITHS C 3a1aHHBIM (PJIarOM YCIIEITHOTO

<onar> BBITIOJTHEHUS. [lonmycTuMBbIe 3HaUCHUS: «yes» (YCICIIHO) U
«noy (HeyaauHo).

-te, --end <pgara>

HckaTh cOOBITHS, KOTOPBIEC TPOU3OIILIN PaHbIIE (MU BO

<BpeMsa> o o
P BpeMsi) YKa3aHHON BpeMeHHO# Touku. DopmMar AaThl U
BPEMEHH 3aBUCHUT OT PETHOHAIBHBIX HACTPOEK. B cirydae eciu
JaTa He yKa3aHa, TO MOJpa3yMeBaeTCs TeKYIIUN JCHb
(«today»). B ciiydae eciu He yka3aHO BpeMs, TO
N0/IPa3yMEBAETCS TEKYIIUIA MOMEHT («NOW»).
~ts, --start <zmara> | J[ckarh COOBITHS, KOTOPBIE IPOM3OLLIM IOCIE (MM BO BpEMs)
< > . .
EpeMA yKa3aHHOM BPEMEHHOM TOYKH.
~tm, --terminal HWcKaTh COOBITHS C 3aJaHHBIM TEPMUHAIOM. HekoTophie
< >
TepMRal CityxO0bl (Takue Kak cron u atd) UCMONB3YIOT UM CITY>KOBI Kak
UMS TepMUHAIA.
—ua, --uid-all HckaTh cOOBITHS, Y KOTOPBIX JTI000M U3 UACHTU(UKATOPA
<
MASHTHUQUKATOP noJib3oBaTes, 3 PEeKTUBHOrO UaEeHTU(UKATOpA
I10JIb30BaTeJyIa>

TOJTB30BaTENs WK loginuid (auid) COBMAAAIOT C 3aJaHHBIM
UACHTU(PUKATOPOM IOJIH30BATES.
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Oxonuanue mabauyol 1

Ommus Onucanue
—ue, --uid- Hckathb coObITHS C 3a7aHHBIM 3(PPEKTUBHBIM
<50beKTUBHEIM
o0 UACHTU(PUKATOPOM MOJIB30BATENS.
NOEeHTUOMKATOP
[10JIb30BaATEJId>
-ui, --uid Hckath coOOBITHS € 3aIaHHBIM UICHTU(HUKATOPOM
HAAEHTNQUKATOP TI0JIL30BATENIS.
I10JIb30BaTeJyIa>
-ul, --loginuid HckaTh cOOBITHS C 3aAaHHBIM UIECHTU(HUKATOPOM
MASHTUQUKATOP noJsib30Batelis. Bce mporpaMmbl, KOTOPBIE €T0 UCIIOIB3YIOT,
I10JIb30BaTeJyIa> , ,
HOJDKHBI UCIIOJIB30BATh pam loginuid.
-uu, --uuid HckaTh cOOBITHS C 3aJaHHBIM UJICHTU(DUKATOPOM TOCTS.
<MOEeHTUOMKATOP
rocrda>
-v, —-verbose [Toka3aTh BEpCUIO U BBIUTH.
--vm, --vm-name<uma | J{ckaTh COOBITUSA C 3aJaHHBIM UMEHEM TOCTS.
rocTrda>
-x, —-executable HckaTth cOOBITHSA ¢ 3aJaHHBIM UMEHEM HCIIOJTHIEMOU
<nporpaMMa> HpOFpaMMBI.

[Ilpumeuanue. HeobXxoquMo HCMIONB30BaTh HOTAIMIO BpEeMEHH B ¢opmate
«24 gaca», a He «AM/PM». Hanpumep, nara MoxeT ObITh 3amaHa Kak «10/24/2005», a
BpeMmsi — Kak «18:00:00». Takke nomyckaercsl HCIOJIb30BaTh CIEAYIOIINE KIHOUYEBBIC
cJIOBa:

- now — ceMyac;

- recent — JCCATb MUHYT Ha3al;

- boot — BpeMsl 3a CEKYH]y JI0 TOT0, KOT/Ia CUCTEMa 3arpyskajiach B MOCIEIHUN pa3;

- today — nepBas CEKyH/ia MOCJIe MOJYHOUH TEKYIIETO JTHS;

- yesterday — NepBasi CEKYyH/1a MOCJe MOJTYHOUYHU MPEABIIYIIEro JTHS;

- this-week — mepBasi CEKyHJa IMOCJE MOJIYHOUYH TEPBOro JIHsS TEKyIIeH HeIenu,

TIEPBBIN ACHb HEACIU ONPEALISACTCS U3 PETMOHAIBHBIX HACTPOCK;
- week-ago — IIEPBAs CEKYHJA MTOCJIE MOJIYHOYU POBHO 7 JHEW HA3am;
-this-month — mepBas CEKyHJa IOCJe MOJIYHOYM NEPBOTO YHCIA TEKYIEro

MecsIIIa;
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-this-year — IepBas CCKyHJa MOCJC IMOJYHOYH NEPBOr0 4YMUCJIa IEPBOro Mecsna

TeKyIIEero rojia.
3.7.2.6. Komanna autrace

Komanna autrace nmo0aBiseT mpaBujia ayauTa JJig TOro, YTOOBI CJIEIUTH 3a
WCIIOJB30BaHUEM CHCTEMHBIX BBI30BOB B YKa3aHHOM IPOIECCE MOJ0OHO TOMY, Kak 3TO
ACJIaCT strace.

[Tocne nobGaBneHuUs MpaBuil, KOMaH/la autrace 3allyCKaeT MPOLECC C YKa3aHHBIMU
apryMeHTamu. PesynpTaTel ayauTa OyayT au0o B Jiorax ayauTa (eciu cliyxOa ayauta
3amyliieHa), MO0 B CHUCTEMHBIX JIOTaX. autrace YCTPOEHa TakK, 4YTO YyAAISIET BCE
NpEAbIAYIIME MMPAaBWIA ayJAUTa, MEPEI TEM KaK 3allyCTUTh YKA3aHHBIA MPOLECC U MOCIE
ero 3asepuieHus. [lo3TOMy, B KadeCTBE MOMOJHUTEIBHOW MEPBHI MPEAOCTOPOKHOCTH,
IporpaMma He 3aIyCTHTCS, €CIIU Mepe]l €€ UCTI0JIb30BaHUEM TIpaBujia He OyAyT yJajaeHbI C
MTOMOIIBIO audtictl — 00 ATOM M3BECTUT IPEAYIPEKIAOIICE COOOIICHHE.

Cunrakcuc:

autrace [-r] mpouecc [apT'yMEHTH]

Onuust -r MO3BOJISIET OTPAaHUYUTH COOp HHGOPMAIUM O CHUCTEMHBIX BBI30BAX
TOJBKO TEMH, KOTOPbIE HEOOXOAMMBI JIJIsI aHaJIh3a MCIOJIB30BAHUS PECYpPCOB. DTO MOXKET
OBITh TOJIE3HO MPU MOJICTUPOBAHWU BHEINTATHBIX CHUTYallMM, K TOMY K€ ITO3BOJISICT
YMEHBIIUTh HArpy3Ky Ha JIOTH.

[Ipumepsl UCTTOTIB30BAHUSA:

- 00BIYHOE UCIOJIb30BAHUE POTPAMMBIL:

autrace /bin/ls /tmp

ausearch --start recent -p 2442 -1

- PeKUM OTpaHUYeHHOTO cOOpa MHPOPMAIIUU:

autrace -r /bin/ls

ausearch --start recent -p 2450 --raw | aureport --file —--summary

ausearch --start recent -p 2450 --raw | aureport --host —-summary
3.7.2.7. HacTpolika poTanuu JIOTOB ayuTa
IIpaBuia poranuu JIOrOB ayaura HAaCTPanBarOTCs B ¢aiine

/etc/audit/audit.conf.
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Hanpumep, ans Toro 4troObl NMpU HEXBATKE MeCTa Ha JAHUCKE CTapble 3alucH

3aTHPATUCh HOBBIMH, HEOOXOIUMO OTPEIAKTUPOBATh Pailll /etc/audit/audit.conf:
max log file = 8
space left = 100
space left action = ROTATE

re:
- max_log file— MakcUMalbHBINA pazMep ¢aiina xxypHana B MOaiT;
- space left — MUHUMYM CBOOOJHOIO MPOCTPaHCTBA B MOaiT;
- space left action — JedicTBue (B IaHHOM cily4ae cTapbie (ailiibl )KypHAIOB
OyIlyT yIanaThCsi, OCBOOOXK 1asi MECTO JJISI HOBBIX).
[Tocne pemaktupoBanus (aiina, A TOTO YTOOBI HOBbIE HACTPOMKH BCTYMHIIN B
CHJTy HeoOx0auMo nepe3anycTuTh auditd:
# /etc/init.d/auditd restart
3.7.2.8. Poramus noros cepBuca auditd mo pacnucaHuio ¢ UCTOIb30BaHueM crond
JI1st HacTpOWKM poTanuu JIOroB cepBuca auditd Mo pacnucaHuio ¢ KCHOJIb30BAHUEM
crond HEOOXOAUMO:
1)B  ¢aitme  /etc/audit/auditd.conf  ONIUIO max log file action
yctaHoBuTh B 3HaueHne IGNORE (ommmst IGNORE, oTkitoyaeT KOHTpoOJib 3a
pazmepom daiina jora):

# vim /etc/audit/auditd.conf

max log file action = IGNORE

2) JUTs IPUMEHEHHS JaHHOW KOH(MUTYpaI[Hi HEOOXOIUMO BBITOJIHUTE CIIEIYIOIIYIO
KOMaHJy:
# service auditd restart

3) npoBepuTh cocTOsIHUS cepBrca auditd BBIMOIHUB CIIEAYIONIYI0 KOMAHTY:
# systemctl status auditd | grep running

4) mpocMOTpeTh  cofiepkuMoe  (aiima /etc/crontab, OHO JOJ/DKHO  OBITh
[ (1410111208
# vim /etc/crontab

# run-parts

01 * * * * root run-parts /etc/cron.hourly
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02 4 * * * root run-parts /etc/cron.daily
22 4 * * 0 root run-parts /etc/cron.weekly

42 4 1 * * root run-parts /etc/cron.monthly
5) s 3amaHUS 4acTOTHI POTAIMK JOoroB ceppuca auditd HeoOXoauMo co31aTh
CKpHUIT logauditd B KaTajaore /etc/cron. frequency, Ile frequency — 4acThb
MMEHHM KaTajiora, 0003HavaroIias 4acTOTy BBIITOJHEHUS CKPHUIITA.
Hampumep, mans exenHeBHONW poTaruu joroB cepBuca auditd ciemyeT co3maTh B
KaTtajore /etc/cron.daily/ CKpHIT C UMEHEM logauditd.
#!/bin/sh
/sbin/service auditd rotate
EXITVALUE=S?
if [ SEXITVALUE != 0 ]; then
/usr/bin/logger -t auditd "Beixonm ¢ komoMm: [SEXITVALUE]"
fi
exit 0O
YacTth MMEHH KaTajora frequently HEOOXOAWMO HM3MEHHTh Ha hourly, daily,
weekly, monthly, KaKk yYKasaHO B (paﬁne /etc/crontab, yKa3aB TE€M CaMbIM YacTOTY
BeImoytHeHUs ckpunta (cM. mar 4). Taxke, B (aiiie /etc/crontab MOXKHO T00aBUTH
T00YI0 IPYTYIO YacTOTY ISl POTAIIMH JIOTOB.
6) ycTaHOBUTH IpaBa Ha BBIMOJHEHHUE CKPHUITY logauditd:
# chmod +x /etc/cron.daily/logauditd
7) 3ammycTuTh cepBuc crond:
# systemctl start crond
8) y1oCcTOBEpUThCS, YTO CepBHUC crond YCIEIIHO 3aMyIeH, BBITOJHUB KOMaH/IY:
# systemctl status crond | grep running
B pesynbTare mpojienaHHBIX TeUCTBUN JTOKHA MPOU3BOIUTHCS 3amuch (aiiia Jiora

cepBuca auditd c 3amanHol wactoToil. Pasmep ¢aiina yora 3aBUCHUT OT KOJIMYECTBA

COOBITHH, HAKOTUICHHBIX 32 YKA3aHHBIN MTEPUO]T BPEMEHHU.
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3.7.3. Ucnionp30BaHue ayauTa

3.7.3.1. CoObITHs 3amycKa U 3aBEpIICHUS ayIUTa

KC3 ¢ukcupyer coOwiTus 3amycka U 3aBepiieHUs QyHkumii ayauta. s moucka
3amucel ayJauTa, CBA3aHHBIX C 3allyCKOM U 3aBepIIeHHeM (YHKIUU ayAnTa, HEOOXOIMMO

BBIIIOJIHUTH KOMAaH/y:
# ausearch -m DAEMON START -m DAEMON END
time->Fri Aug 3 13:35:19 2018
type=DAEMON START msg=audit (1533292519.132:6245) : op=start
ver=2.7.2 format=raw kernel=4.4.86-std-def-alt0.M80C.1
auid=4294967295 pid=378 uid=0 ses=4294967295 res=success
time->Fri Aug 3 18:03:41 2018
type=DAEMON END msg=audit (1533308621.816:6246): op=terminate
auid=0 pid=1 subj=.86-std-def-alt0.M80C.1 auid=4294967295 pid=378
uid=0 ses=4294967295 res=success res=success
time->Mon Aug 6 11:32:01 2018
type=DAEMON START msg=audit (1533544321.724:9778) : op=start
ver=2.7.2 format=raw kernel=4.4.86-std-def-alt0.M80C.1
auid=4294967295 pid=371 uid=0 ses=4294967295 res=success
time->Mon Aug 6 18:05:40 2018
type=DAEMON END msg=audit (1533567940.159:9779): op=terminate
auid=0 pid=1 subj=.86-std-def-alt0.M80C.1 auid=4294967295 pid=371

uid=0 ses=4294967295 res=success res=success

3.7.3.2. Monudukanus KOHQUTYypaIuu ayuTa
KC3 ¢ukcupyer coObiTHsI CBS3aHHBIE ¢ MOAM(UKAINMEH KOHPHUTypamuu ayauTa.
Jlisi mowcka 3amuced ayaWTa, CBSI3aHHBIX C MOAU(UKAIMEH KOH(GUTYpaluyd ayanTa,

HCO6XOI[I/IMO BBIIIOJIHUTh KOMAaHAY:

# ausearch -m config change
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time->Tue Aug 21 10:08:08 2018
type=CONFIG CHANGE msg=audit (1534835288.836:126): auid=0 ses=4
op="add rule" key=(null) list=4 res=1

time->Tue Aug 21 10:08:50 2018

type=CONFIG CHANGE msg=audit (1534835330.507:129): auid=0 ses=4
op="add rule" key=(null) list=4 res=1

Taxoke MOKHO CO37aTh TIPABWIIO ayIUTa, OTCICKUBAIOIICE KOHPUTYPAITUIO ayIUTa:
# auditctl -w /etc/audit -p w -k audit config

3anucu ayanuTa MOXKHO HaﬁTH, BBIIIOJITHMB KOMaHAY:

# ausearch -k audit config

3.7.3.3. CoObITHs, CBA3aHHBIE C OTIEpaIlMeii UTEHUS 3aMuceil ayauTa

JInst peructpanvv U3MEHEHUN JaThl U BPEMEHHU, HEOOX0IUMO BKIIFOUHTH KOHTPOJIb
HaJl U3MEHEHHEM 3HAYCHUS BPEMEHHU.

3anuchk COOBITHH, M3MEHSIONIMX BpeMs 4epe3 clock settime, settimeofday U

adjtimex C MPaBUJIOM B 3aBUCHMOCTH OT apXUTECKTYpbI (B mpumepe a1 X86-64 (AMD,

Intel)):

# auditctl -a exit,always -F arch=b64 -S clock settime -S
settimeofday -S adjtimex -k FPT STM

Jls moucka 3amuced ayauTa, CBS3aHHBIX C OIEpAlMEN YTCHUS 3alUCEed ayauTa,

HGO6XOI[I/IMO BBIIIOJITHUTb KOMAaHAY:
# ausearch -i -k audit log
type=PROCTITLE msg=audit (21.08.2018 16:41:44.439:79)
proctitle=ausearch -i -k audit log
type=PATH msg=audit (21.08.2018 16:41:44.439:79) : item=0
name=/var/log/audit/audit.log inode=528278 dev=08:02
mode=file, 600 ouid=root ogid=root rdev=00:00 nametype=NORMAL
type=CWD msg=audit (21.08.2018 16:41:44.439:79) : cwd=/root
type=SYSCALL msg=audit (21.08.2018 16:41:44.439:79) : arch=x86 64
syscall=open success=yes exit=4 al0=0x7ffecf5dl2cb al=0 RDONLY
a2=0x0 a3=0x169 items=1 ppid=1847 pid=1995 auid=test uid=root
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gid=root euid=root suid=root fsuid=root egid=root sgid=root
fsgid=root tty=pts0 ses=2 comm=ausearch exe=/sbin/ausearch
key=audit log

type=PROCTITLE msg=audit (12.09.2018 08:06:49.118:159)
proctitle=ausearch -m DAEMON START

type=PATH msg=audit (12.09.2018 08:06:49.118:159) : item=0
name=/var/log/audit/audit.log.4 inode=136304 dev=08:02
mode=file, 400 ouid=root ogid=root rdev=00:00
obj=generic u:object r:unlabeled:s0 nametype=NORMAL

type=CWD msg=audit (12.09.2018 08:06:49.118:159) : cwd=/root
type=SYSCALL msg=audit (12.09.2018 08:06:49.118:159) : arch=x86 64
syscall=open success=yes exit=3 al0=0x621c50 al=0 RDONLY a2=0x1b6
a3=0x0 items=1 ppid=3839 pid=3879 auid=user uid=root gid=root
euid=root suid=root fsuid=root egid=root sgid=root fsgid=root
tty=pts0 ses=2 comm=ausearch exe=/sbin/ausearch
subj=generic u:generic r:generic t:s0 key=audit log

COSILaHI/IC IIpaBHJI 3amnucen ayauTa, CBA3aHHBIX C HCYCIICIIHBIMU IIOIIBITKAMH

YTEHHUS 3alMCEN ayIuTa:
# auditctl -a always,exit -S open -F exit=-EACCES -F key=open -k
audit log EACCES
# auditctl -a always,exit -S open -F exit=-EPERM -F key=open -k
audit log EPERM

[TompiTaeMcst MPOYMTATH TAHHBIE ayIMTa HAIPSAMYIO U3 (paitna /var/log/audit U C

IIOMOIIIBIO KOMAaHbI ausearch OT UMCHHU O6I>ILIH0FO I10JIb30BATCIIA:
$ cat /var/log/audit/audit.log
cat: /var/log/audit/audit.log: OTkaz3aHO B OOCTYIIE
$ /sbin/ausearch -i -k audit log
Error opening config file (OTxaszaHO B IOCTYyIIE)
NOTE - using built-in logs: /var/log/audit/audit.log
Error opening /var/log/audit/audit.log (OTkaz3aHO B HOCTYIIE)

I[J'ISI MOMCKa 3armcen ayauTa, CBsA3aHHBIX C HCYCIICIIHBIMH IIOIIBITKAMHU YTCHHA

3amnuceu ayaura, HCO6XOI[I/IMO BBIIIOJIHUTb KOMAaHY:

# ausearch -k audit log EACCES
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time->Wed Sep 05 08:13:08 2018

type=PROCTITLE msg=audit (1536732788.605:177) :
proctitle=636174002F7661722F6C6F672F61756469742F61756469742E6C6F67

type=PATH msg=audit (1536732788.605:177) : item=0
name="/var/log/audit/audit.log" nametype=UNKNOWN

type=CWD msg=audit (1536732788.605:177): cwd="/home/user"

type=SYSCALL msg=audit (1536732788.605:177) : arch=c000003e
syscall=2 success=no exit=-13 a0=7ffeb56838902 al=0 a2=20000 a3=6a3
items=1 ppid=4002 pid=4011 auid=500 uid=500 gid=500 euid=500 suid=500
fsuid=500 egid=500 sgid=500 fsgid=500 tty=ptsl ses=2 comm="cat"
exe="/bin/cat" subj=generic u:generic r:generic t:s0
key=6F70656E0161756469745F6C6F675F454143434553

B KypHaJIC OTO6pa)KaIOTC5I BCC HCYCIICHIHBIC ITIOIIBITKH YTCHUA JdHHBIX ayaUTa, IIPpU
9TOM YKa3bIBAIOTCs: AaTa 1 BPEM CO6BITI/I$I, THUITI 1 COACPIKAHNC C06BITI/I$I, I/II[eHTI/ICbI/IKaTOp
cyObekTa gocTymna (uid=500 gid=500) U pe3yJabTaT COOBITHS (success=no).

3.7.3.4. CoObITHS, CBSI3aHHBIC C IEUCTBUSMU TPpH cOOE XpaHEHUS )KypHaIa ayauTa

AYI[I/IT PETrUCTPUPYCT COOBITHS ClIeayromero TuIa:

- DAEMON ERR — ClIy’k0a ayJuTa OCTaHOBUJIACh U3-3a BHYTPEHHEN OIINOKH;

- DAEMON RESUME — CITy»0a ayJuTa BO30OHOBHIIA BEICHUE JKypHAIIA;

- DAEMON ROTATE — MPOM30IILJIa poTauus (ailyioB xKypHaia ayauTa;

- DAEMON ABORT — CiIy0a ayauTa OCTaHOBUJIACH U3-3a OLITHOKH.

ITouck 3anucen ayaura:

# ausearch -m DAEMON ROTATE

time->Wed Sep 12 11:40:32 2018

type=DAEMON ROTATE msg=audit (1536741632.074:5567): op=rotate-logs
auid=? pid=? subj=?

time->Wed Sep 12 11:47:03 2018

type=DAEMON ROTATE msg=audit (1536742023.793:5569): op=rotate-logs

auid=? pid=? subj=?
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3.7.3.5. Peructparius 3anpocoB Ha BBIMIOJIHEHUE ONepariuii Ha 00bEeKTe JOCTyIa

COSI[aHI/Ie ImpaBujia MU IIOUCK 3anucen ayauTa, CBA3aHHBIX C 3allpoCaMHU Ha

BBITIOJTHEHHE OMepalnii Ha 00bEeKTe JoCTyna:
# auditctl -w=/path/to/dir -k FDP_ACC
# ausearch -k FDP ACC

Hampumep, HacTponm HaOIIOICHNE 32 KATAIOTOM /testdir:
auditctl -w /testdir -p rwa -k FDP ACC
OT UMEHH MOJIb30BaTENs test BHIMOJIHUM KOMaH/bI:

$ 1ls /testdir

$ echo “’>/testdir/123

[Tonck HeyCHeHbIX COOBITHIA:

# ausearch -k FDP_ACC -sv no

time->Wed Sep 12 12:37:53 2018

type=PROCTITLE msg=audit (1536745073.268:115): proctitle="bash"
type=PATH msg=audit (1536745073.268:115): item=1
name="/testdir/123" nametype=CREATE

type=PATH msg=audit (1536745073.268:115): item=0 name="/testdir/"
inode=531918 dev=08:02 mode=040755 ouid=0 ogid=0 rdev=00:00
nametype=PARENT

type=CWD msg=audit (1536745073.268:115): cwd="/home/test"
type=SYSCALL msg=audit (1536745073.268:115): arch=c000003e
syscall=2 success=no exit=-13 al0=6c%bf0 al=241 a2=1b6 a3=0
items=2 ppid=1930 pid=2048 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=501 sgid=501 fsgid=501 tty=ptsl ses=2
comm="bash" exe="/bin/bash" key="FDP ACC"

[Tonck ycnenHbIX COOBITHIA:

# ausearch -k FDP ACC -sv yes

time->Wed Sep 12 12:44:14 2018
type=PROCTITLE msg=audit (1536745454.174:121) :
proctitle=6C73002D2D636F6C6F723D6175746F002F746573746469722F
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type=PATH msg=audit (1536745454.174:121): item=0 name="/testdir/"
inode=531918 dev=08:02 mode=040755 ouid=0 ogid=0 rdev=00:00
nametype=NORMAL

type=CWD msg=audit (1536745454.174:121): cwd="/home/test"
type=SYSCALL msg=audit (1536745454.174:121): arch=c000003e
syscall=2 success=yes exit=3 a0=622ad0 al=90800 a2=0 a3=507
items=1 ppid=2048 pid=2134 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=501 sgid=501 fsgid=501 tty=ptsl ses=2
comm="1s" exe="/bin/1ls" key="FDP ACC"

3.7.3.6. AyuT MomnbeITOK SKCIopTa nHGOpMaIuu

CO3I[3HI/IC IIpaBrJia AJI 3anucen ayauTa, CBA3aHHBIX C IIOIIBITKAMHU 3KCIIOPTHUPOBATH
nH(pOpMAITHIO:

# auditctl -a always,exit -S open,openat

[Touck 3amuceit aynuta, CBSI3aHHBIX C MOMBITKAMU SKCIOPTUPOBATH UH(GOPMAIIUIO:

# ausearch -x /usr/bin/rsync | head

time->Wed Sep 12 13:10:33 2018

type=PROCTITLE msg=audit (1536747033.889:919) :

proctitle=7273796E63002D2D666F726365002D2D69676E6F72652D6572726F7

273002D2D64656C657465002D2D64656C6574652D6578636C75646564002D2D65

78636C7564652D66726F6D3D2F6574632F6261636B75702D6578636C7564652E6

C7374002D2D6261636B7570002D6171525358002F686F6D65002F7661722F6261

636B75

type=PATH msg=audit (1536747033.889:919): item=0

name=686F6D652F757365722FDOAODOBODOB1IDOBED187D0B8D0B920D181D182D0

BEDOBB inode=532446 dev=08:02 mode=040755 ouid=500 ogid=500

rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536747033.889:919): cwd="/var/backup/latest"

type=SYSCALL msg=audit (1536747033.889:919): arch=c000003e

syscall=2 success=yes exit=0 aO0=7ffcfbf44a90 al=90800

a2=T7ffcfbfd44a90 a3=0 items=1 ppid=2385 pid=2386 auid=501 uid=0

gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=2

comm="rsync" exe="/usr/bin/rsync" key=(null)
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3.7.3.7. Aynut coObITHH, CBSI3aHHBIX C 3alpOcaMy Ha HH(OPMAIMOHHBIE TTOTOKU

MexceTeBoi 9KpaH MOKCT YUYUTHIBATb PCIICHUA, IMIPUHUMACMBIC I10

nH(GOPMALIMOHHBIM TTOTOKaM Tipu roMoIu crenuaibHoi renu AUDIT:

# iptables -A INPUT -j AUDIT --type=ACCEPT

[TapameTp type onmpeaesieT 3HaUeHUE NoJIsl action B )KypHale ayauTa (ACCEPT=0,
DROP=1, REJECT=2).

[IpocMmoTp:

# ausearch -m NETFILTER PKT

time->Wed Sep 12 10:40:33 2018

type=NETFILTER PKT msg=audit (1536741633.470:287): action=0 hook=1

len=84 inif=ethO outif=? smac=00:1c:f0:cc:55:dd

dmac=08:00:27:0b:b3:75 macproto=0x0800 saddr=8.8.8.8

daddr=192.168.3.182 1ipid=23860 proto=1 icmptype=0 icmpcode=0

time->Wed Sep 12 10:40:32 2018

type=NETFILTER PKT msg=audit (1536741632.470:286): action=0 hook=1l

len=84 inif=ethO0 outif=? smac=00:1c:f0:cc:55:dd

dmac=08:00:27:0b:b3:75 macproto=0x0800 saddr=8.8.8.8

daddr=192.168.3.182 ipid=23606 proto=1 icmptype=0 icmpcode=0

3.7.3.8. Aynut coOBITHIi, CBSI3aHHBIX C JOCTI)KEHHEM OTPAHUYEHHS HEYCIEIIHBIX

MOTBITOK ayTeHTU(DUKAITTT

B ¢aiine /etc/pam.d/login AOJKHA OBITH CTPOKA:

auth required pam tallyZ2.so deny=n even deny root unlock time=7200

i
auth required pam faillock.so authfail deny=n even deny root unlock time=7200

A€ n — YHCJIO IIOIIBITOK.
ITouck 33HHC€I>'I, CBABAHHBIX C NOCTUKCHUCM OI'PaHUYCHHA HCYCIICIIHBIX ITOIIBITOK

ayTeHTU(PUKALIUU:

# ausearch -i -m RESP ACCT LOCK -m ANOM LOGIN FAILURES

time->Tue Jun 5 14:09:05 2018
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type=ANOM LOGIN FAILURES msg=audit (1528200545.665:1362) :
pid=28597 uid=0 auid=4294967295 ses=4294967295

subj=generic u:generic r:login t:s0 msg='pam tally2 uid=500
exe="/usr/sbin/sshd" hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=success'

time->Tue Jun 5 14:09:05 2018

type=RESP ACCT LOCK msg=audit (1528200545.665:1363): pid=28597
uid=0 auid=4294967295 ses=4294967295

subj=generic u:generic r:login t:s0 msg='pam tally2 uid=500
exe="/usr/sbin/sshd" hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=success'

time->Wed Jun 6 13:02:04 2018

type=ANOM LOGIN FAILURES msg=audit (1528282924.132:102): pid=2126
uid=0 auid=4294967295 ses=4294967295

subj=generic u:generic r:login t:s0 msg='pam tally2 uid=500
exe="/usr/sbin/lightdm" hostname=? addr=? terminal=:0
res=success'

type=RESP ACCT LOCK msg=audit (10.09.2018 17:05:34.181:156)
pid=3130 uid=root auid=unset ses=unset msg='pam tally2 uid=test
exe=/usr/sbin/lightdm hostname=? addr=? terminal=:0 res=success'
type=RESP ACCT LOCK msg=audit (10.09.2018 17:11:17.368:178)
pid=3211 uid=root auid=unset ses=unset msg='pam tallyZ uid=test
exe=/bin/login hostname=localhost addr=127.0.0.1

terminal=/dev/tty3 res=success'
CoObITHE pa30JOKUPOBKH MOJIb30BATENS (pam tally2 -r —user test) IOMagaeT

B ayJIUT C TUIIOM USER_ACCT M msg=pam_tallyZ2:

# ausearch -m USER ACCT -x pam tally2

time->Wed Sep 12 14:09:29 2018
type=USER ACCT msg=audit (1536750569.586:21693): pid=2886 uid=0
auid=0 ses=8 msg='pam tally2 uid=503 reset=0
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exe="/sbin/pam tally2" hostname=host-105.localdomain addr=?

terminal=/dev/tty2 res=success'

3.7.3.9. [louck 3amuceit ayauTa, CBSI3aHHBIX C OTKJIOHEHUEM win npuHiatueM ObO

7M000ro MPOBEPEHHOTO CEKPETA U 3aMUCEH C U3MEHEHUSIMU 3a/JaHHbIX METPUK KaueCcTBa

B ¢aiine /etc/passwdgc.conf yKa3bIBaeTCs YHCIIO MOMBITOK BBOJA MApoJis s
OJb30BaTEIEN.
Co3nganue mpaBWiia JJIsl 3allMCEM ay/iuTa, CBA3AHHBIX C IONBITKAMHU YTCHUS WJIU

mMoaudukanuu ¢aina /etc/passwdgc.conf:
# auditctl -w /etc/passwdgc.conf -p rwxa

[locne MOMBITOK MOJNB30BATENSl M3MEHUTh NApOJb B KypHale€ KOHTPOJS, OyIayT

IIPUCYTCTBOBATDH 3allMCH HCYCIICIIHBIX M YCIICIIIHBIX ITOIIBITKAX:
# ausearch --start today | head
time->Tue Sep 11 14:12:47 2018
type=PROCTITLE msg=audit (1536664367.599:82): proctitle="passwd"
type=PATH msg=audit (1536664367.599:82): item=0
name="/etc/passwdgc.conf" inode=130995 dev=08:02 mode=0100644
ouid=0 ogid=0 rdev=00:00 nametype=NORMAL
type=CWD msg=audit (1536664367.599:82): cwd="/home/test"
type=SYSCALL msg=audit (1536664367.599:82): arch=c000003e
syscall=2 success=yes exit=3 a0=604f17 al=0 a2=1b6 a3=0 items=1
ppid=2033 pid=2038 auid=501 uid=501 gid=501] euid=501 suid=501
fsuid=501 egid=26 sgid=26 fsgid=26 tty=pts2 ses=2 comm="passwd"
exe="/usr/bin/passwd" key=(null)
time->Tue Sep 11 14:12:51 2018
type=PROCTITLE msg=audit (1536664371.201:83): proctitle="passwd"
type=PATH msg=audit (1536664371.201:83): item=0
name="/etc/passwdgc.conf" inode=130995 dev=08:02 mode=0100644
ouid=0 ogid=0 rdev=00:00 nametype=NORMAL
type=CWD msg=audit (1536664371.201:83): cwd="/home/test"
type=SYSCALL msg=audit (1536664371.201:83): arch=c000003e
syscall=2 success=yes exit=4 a0=604f17 al=0 a2=1b6 a3=0 items=1



196
JIKHB.11100-01 99 01

ppid=2033 pid=2038 auid=501 uid=501 gid=501 euid=501 suid=501
fsuid=501 egid=26 sgid=26 fsgid=26 tty=pts2 ses=2 comm="passwd"
exe="/usr/bin/passwd" key=(null)

B ¢aiinax xypHana Tak ke OyyT MPUCYTCTBOBATH 3aIHCH:

# journalctl -r

cer 11 14:12:10 host-105.localdomain audit: PROCTITLE
proctitle="passwd"

cen 11 14:12:12 host-105.1localdomain passwd[2034]:

pam_tcb (passwd:chauthtok) : Username obtained: test

cen 11 14:12:12 host-105.1localdomain passwd[2034]:

pam_tcb (passwd:chauthtok) : New password not obtained

cern 11 14:12:51 host-105.l1localdomain audit[2038]: SYSCALL
arch=c000003e syscall=2 success=yes exit=4 a0=604f17 al=0 a2=1b6
a3=0 items=1 ppid=2033 pid=2038 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=26 sgid=26 fsgid=26 tty=pts2 ses=2
comm="passwd" exe="/usr/bin/passwd" key=(null)

cen 11 14:12:51 host-105.1localdomain audit: CWD cwd="/home/test"
cern 11 14:12:51 host-105.l1localdomain audit: PATH item=0
name="/etc/passwdgc.conf" inode=130995 dev=08:02 mode=0100644
ouid=0 ogid=0 rdev=00:00 nametype=NORMAL

ced 11 14:12:51 host-105.localdomain audit: PROCTITLE
proctitle="passwd"

ced 11 14:13:02 host-105.localdomain passwd[2038]:

pam_tcb (passwd:chauthtok) : Username obtained: test

ced 11 14:13:02 host-105.localdomain passwd[2038]:

pam tcb (passwd:chauthtok): Password for test changed by

test (uid=501)

3.7.3.10. Mcnonp3oBanre MexaHu3Ma ayTeHTU(PUKAIIAN

ITouck 3amnucen ayJnTa, CBs3aHHBIX C HCIIOJIB30BaHHUECM MECXaHHM3Ma

ayTeHTU(UKau. BeImoHeHne KOMaH/IbI:

# ausearch -m USER AUTH
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type=USER AUTH msg=audit (05.06.2018 10:53:10.996:463) : pid=13905
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="'op=PAM:authentication grantors=? acct=user
exe=/usr/sbin/sshd hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=failed'

type=USER AUTH msg=audit (05.06.2018 10:53:16.718:469) : pid=13920
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="'op=PAM:authentication grantors=? acct=user
exe=/usr/sbin/sshd hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=failed'

type=USER AUTH msg=audit (05.06.2018 10:54:03.485:471) : pid=13873
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="'op=PAM:authentication grantors=? acct=? exe=/bin/login
hostname=localhost addr=127.0.0.1 terminal=/dev/tty5 res=failed'
type=USER AUTH msg=audit (12.09.2018 08:05:39.955:132) : pid=3370
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="'op=PAM:authentication

grantors=pam shells,pam succeed if,pam permit,pam tallyZ,pam moun
t,pam _gnome keyring acct=user exe=/usr/sbin/lightdm hostname=?
addr=? terminal=:0 res=success'

type=USER AUTH msg=audit (12.09.2018 08:05:54.583:152) : pid=3832
uid=user auid=user ses=2 subj=generic u:generic r:generic_ t:s0
msg="'op=PAM:authentication

grantors=pam permit,pam tally2,pam mount acct=root exe=/bin/su
hostname=localhost addr=127.0.0.1 terminal=/dev/pts/0

res=success'
3.7.3.11. Ucnonb3oBaHue MEXaHU3Ma UACHTU(DUKALIUH
[louck  3ammcedt  ayauTa, CBS3aHHBIX C  HCIOJB30BAHUEM  MEXaHU3Ma

I/II[CHTI/I(I)I/IKaHI/II/I . Beimonnenue KOMaH/bI.

# ausearch -m USER LOGIN -i
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type=USER LOGIN msg=audit (10.09.2018 16:21:05.455:66) : pid=1294
uid=root auid=root ses=2 msg='op=login id=root exe=/bin/login
hostname=host-105.1localdomain addr=? terminal=/dev/tty2
res=success'

type=USER LOGIN msg=audit (10.09.2018 16:46:38.366:95) : pid=1270
uid=root auid=test ses=5 msg='op=login id=test
exe=/usr/sbin/lightdm hostname=host-105.localdomain addr=?
terminal=/dev/ttyl res=success'

type=USER LOGIN msg=audit (10.09.2018 16:49:10.308:119) : pid=2652
uid=root auid=unset ses=unset msg='op=login acct=test
exe=/bin/login hostname=host-105.localdomain addr=?
terminal=/dev/tty3 res=failed'

type=USER LOGIN msg=audit (10.09.2018 17:11:01.636:166) : pid=2666
uid=root auid=test ses=10 msg='op=login id=test exe=/bin/login
hostname=host-105.1localdomain addr=? terminal=/dev/tty3

res=success'
3.7.3.12. Otuer 000 BceX MOMBITKAX BX0JIa B CUCTEMY

KOMaHI[a aureport MO3BOJIACT BBIBECTH OTUCT O BCEX IOIIBITKAaX BX0Ja B CUCTEMY.

# aureport -1

Login Report

1. 16.05.2018 13:10:22 -1 host-15.localdomain /dev/ttyl
/usr/sbin/lightdm yes 80

2. 16.05.2018 20:28:15 root host-15.localdomain /dev/tty2
/bin/login no 214

3. 16.05.2018 20:28:19 -1 host-15.localdomain /dev/tty2
/bin/login yes 224
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4. 16.05.2018 20:28:29 newuser host-15.localdomain /dev/tty4
/bin/login no 227

5. 01.06.2018 13:16:30 -1 host-15.localdomain /dev/ttyl
/usr/sbin/lightdm yes 79

6. 01.06.2018 13:17:08 user 192.168.3.191 sshd /usr/sbin/sshd no
85

7. 01.06.2018 13:17:10 -1 192.168.3.191 /dev/pts/1l /usr/sbin/sshd
yes 94

8. 01.06.2018 13:17:51 root 192.168.3.191 sshd /usr/sbin/sshd no
95

11. 01.06.2018 13:19:00 user host-15.localdomain /dev/tty3
/bin/login no 102

12. 01.06.2018 13:19:07 -1 host-15.localdomain /dev/tty3
/bin/login yes 112

Otuer 0 HCYAAUHBIX IIOIIBITKAX BXOJd B CUCTCMY:

# aureport -1 —-failed

Login Report

1. 16.05.2018 20:28:15 root host-15.localdomain /dev/tty2
/bin/login no 214

2. 16.05.2018 20:28:29 newuser host-15.localdomain /dev/tty4
/bin/login no 227

3. 01.06.2018 13:17:08 user 192.168.3.191 sshd /usr/sbin/sshd no
85

4. 01.06.2018 13:17:51 root 192.168.3.191 sshd /usr/sbin/sshd no
95

5. 01.06.2018 13:19:00 user host-15.localdomain /dev/tty3
/bin/login no 102

OtuyeTr 00 U3MEHEHUAX MOIB30BATEIBCKUX YUCTHBIX 3armcei:

# aureport -m

Account Modifications Report
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# date time auid addr term exe acct success event

1. 24.05.2018 18:42:41 500 host-15.localdomain pts/0
/usr/bin/passwd testuser yes 101

3.7.3.13. Ces3piBanne aTpuOyTOB OE30MACHOCTH MOJIB30BATENS C CYOBEKTOM

Coznanue mpaBuiia Ui 3aluceil ayauTa, CBSA3aHHBIX C CBS3BIBAHMEM aTpHOYTOB

0€301acHOCTH IM0JIb30BaTEIS C CY6’I>€KTOMZ
# auditctl -a always,exit -S execve -k exec
ITouck 3anucei:
# ausearch -i -k exec
type=PROCTITLE msg=audit (11.09.2018 16:06:28.583:179)
proctitle=systemctl start cups
type=PATH msg=audit (11.09.2018 16:06:28.583:179) : item=1
name=/1ib64/1d-11inux-x86-64.s0.2 inode=261639 dev=08:02
mode=file, 755 ouid=root ogid=root rdev=00:00 nametype=NORMAL
type=PATH msg=audit (11.09.2018 16:06:28.583:179) : item=0
name=/sbin/systemctl inode=670657 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL
type=CWD msg=audit (11.09.2018 16:06:28.583:179) : cwd=/root
type=EXECVE msg=audit (11.09.2018 16:06:28.583:179) : argc=3
al=systemctl al=start a2=cups
type=SYSCALL msg=audit (11.09.2018 16:06:28.583:179) : arch=x86 64
syscall=execve success=yes exit=0 a0=0x6b1870 al=0x6call0
a2=0x6bced0 a3=0x59%9e items=2 ppid=3302 pid=3365 auid=test
uid=root gid=root euid=root suid=root fsuid=root egid=root
sgid=root fsgid=root tty=pts2 ses=2 comm=systemctl
exe=/sbin/systemctl key=exec
type=PROCTITLE msg=audit (11.09.2018 16:06:34.034:184)
proctitle=cons.saver /dev/pts/2
type=PATH msg=audit (11.09.2018 16:06:34.034:184) : item=1
name=/1ib64/1d-1inux-x86-64.s0.2 inode=261639 dev=08:02
mode=file, 755 ouid=root ogid=root rdev=00:00 nametype=NORMAL
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type=PATH msg=audit (11.09.2018 16:06:34.034:184) : item=0
name=/usr/lib/mc/cons.saver inode=662639 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL

type=CWD msg=audit (11.09.2018 16:06:34.034:184) : cwd=/home/test
type=EXECVE msg=audit (11.09.2018 16:06:34.034:184) : argc=2
a0=cons.saver al=/dev/pts/2

type=SYSCALL msg=audit(11.09.2018 16:06:34.034:184) : arch=x86 64
syscall=execve success=yes exit=0 a0=0x746a50 al=0x7fff00£fe2£f20
a2=0x732dc0 a3=0x84 items=2 ppid=3368 pid=3369 auid=test uid=test
gid=test euid=test suid=test fsuid=test egid=test sgid=test
fsgid=test tty=pts2 ses=2 comm=cons.saver
exe=/usr/lib/mc/cons.saver key=exec

type=PROCTITLE msg=audit (11.09.2018 16:06:34.020:183)
proctitle=mcedit

type=PATH msg=audit (11.09.2018 16:06:34.020:183) : item=1
name=/1ib64/1d-1inux-x86-64.s0.2 inode=261639 dev=08:02
mode=file, 755 ouid=root ogid=root rdev=00:00 nametype=NORMAL
type=PATH msg=audit (11.09.2018 16:06:34.020:183) : item=0
name=/usr/bin/mcedit inode=662634 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL

type=CWD msg=audit (11.09.2018 16:06:34.020:183) : cwd=/home/test
type=EXECVE msg=audit (11.09.2018 16:06:34.020:183) : argc=1
al0=mcedit

type=SYSCALL msg=audit (11.09.2018 16:06:34.020:183) : arch=x86 64
syscall=execve success=yes exit=0 a0=0x6c6660 al=0x6c6740
a2=0x6a3090 a3=0x59%9e items=2 ppid=2033 pid=3368 auid=test
uid=test gid=test euid=test suid=test fsuid=test egid=test
sgid=test fsgid=test tty=pts2 ses=2 comm=mcedit exe=/usr/bin/mc
key=exec

MoxHO HaCTpPOUTDH H3,6J'IIO)1€HI/IC 3a CHCTCMHBIMHU BbI3OBAMH, HAIIPUMCpP, 34

W3MEHEHUEM TIpaB JocTyna K (ailiaM, MpaBWiIO B 3aBUCUMOCTH OT aPXUTEKTYPHI

(B mpumepe aiist X86-64 (AMD, Intel)):
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# auditctl -a exit,always -F arch=b64 -S chmod -S fchmod -S
fchmodat -k chmod\*

B stom cnyuae, mo0oe m3meHeHue npaB daiiia, Hanmpumep, /usr/bin/passwd,

OyAeT MPUBOIUTH K MOSIBJICHHUIO HOBOM 3alMCH B KypHAJIe ay/IuTa:
# chmod -x /usr/bin/passwd

# ausearch -k chmod\*

time->Tue Jun 27 13:38:29 2017

type=PROCTITLE msg=audit (1498559909.890:218) :
proctitle=63686D6F64002D78002F7573722F62696E2F706173737764
type=PATH msg=audit (1498559909.890:218): item=0
name="/usr/bin/passwd" inode=528372 dev=08:02 mode=0102711 ouid=0
0gid=26 rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1498559909.890:218): cwd="/root"

type=SYSCALL msg=audit (1498559909.890:218): arch=c000003e
syscall=268 success=yes exit=0 aO=ffffffffffffff9c al=60e720
az2=580 a3=3c4 items=1 ppid=11310 pid=15179 auid=0 uid=0 gid=0
euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=tty2 ses=4
comm="chmod" exe="/bin/chmod" key="chmod*"

B napamerpax peructpaiuu yKasbIBalOTCS: JaTa U BpeMsl COOBITHSI, TUIl COOBITHS,

UIeHTU(DUKATOP CYObEKTa, BCE H3MEHEHUs aTpuOyTOB OE€30MacCHOCTH U pPEe3yJbTar
cOOBITHS (YCIIETHO/HEYCIICIITHO).

3.7.3.14. AynuT mOTHOTEKCTOBOM 3aMUCH IPUBHIICTHPOBAHHBIX KOMAH]T

Jlns ayauta TOJHOTEKCTOBOWM 3allMCH MPHBHJICTHMPOBAHHBIX KOMaHA (KOMaH],
YIPaBISIOLIUX CUCTEMHBIMU GYHKIUSAME) co3/1aTh Gaiin

/etc/audit/rules.d/20-privileged.rules C TIIpaBWJIOM B 3aBUCUMOCTA OT

apxXuTeKTypsI (B ipumepe s X86/x86-64 (AMD, Intel), 6e3 ykazaHust apXUTEKTYpbI):
-a always,exit -F arch=b32 -F euid=0 -S execve -k privileged
-a always,exit -F arch=b64 -F euid=0 -S execve -k privileged
-a always,exit -F euid=0 -S execve -k privileged
I[JIH IIpocMoTpa B KYypHAJIC ayuTa 3allnucun o ITOJTHOTCKCTOBBIM

MMPUBUIICTUPOBAHHBIM KOMaH/JlaM BBIIIOJIHUTD:
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ausearch -k privileged

3.7.3.15. Aynut coOBITHI, CBSI3aHHBIX C 3arPy3KOU/BRITPY3KOH MOTYJICH

JIist aynuTa cOOBITHH, CBSI3aHHBIX C 3arpy3KOW/BRITPY3KON MOMYJCH, IPABUIIO IS
YCTAaHOBKM HaOMOJCHUS 3a OO0BEKTaMH MOXKHO JI00aBUTh CTPOKM B  (hailn

/etc/audit/rules.d/20-modules.rules.

-w /sbin/insmod -p x -k modules
-w /sbin/rmmod -p x -k modules
-w /sbin/modprobe -p x -k modules

W B 3aBUCUMOCTH OT apXHMTEKTyphI (B mpumepe ais X86/x86-64 (AMD, Intel), 6e3

yKa3aHUS ApXUTEKTYPHI):

-a always,exit -F arch=b32 -S init module,finit module -F key=module-load

-a always,exit -F arch=b32 -S delete module -F key=module-unload

-a always,exit -F arch=b64 -S init module,finit module -F key=module-load

-a always,exit -F arch=b64 -S delete module -F key=module-unload
-a always,exit -S init module, finit module -F key=module-load
-a always,exit -S delete module -F key=module-unload
ITouck 3anucelt, CBI3aHHBIX C BBITPY3KOMN/3arpy3K0N MOIYJICH:
ausearch -i -k modules
ausearch -i -k module-load

ausearch -i -k module-unload
3.7.3.16. Ayaut coOBITHI, CBA3aHHBIX ¢ MoaupuKauei pexxuma BoinoaHeHns b0

Coznanue mpaBuJl, CBSI3aHHBIX ¢ MoAuduKaluen BeinojHenuss ObO:
- Moau(UKaIIUSI HACTPOCK ayauTa:
# auditctl -w /etc/systemd/journald.conf -p aw -k Jjournald.conf
- BKJIFOYEHUE/OTKIIIOUEHHUE CITY>KO MpHU 3aIyCKe:
# ausearch -i -m SERVICE STOP, SERVICE START
- Moau(UKAIIASI HACTPOCK BBIJCICHUS PAHIOMHOMN IaMSsTH.
# auditctl -w /proc/sys/kernel/randomize va space -p wa -k randomize
- Mou(UKaIMs HACTPOCK ayTCHTU(PUKAIIMK U UCHTU(DUKAITUH:
# auditctl -w /etc/pam.d/ -p wa -k auth

[louck 3anuceit ayaura: # ausearch -k kJoUeBOE CJIOBO
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3.7.3.17. Aynut coOBITUM, CBSI3aHHBIX C MoAM(UKAIMEH 3HAYECHUU aTpUOYyTOB

0€30IacHOCTH
Co3nanue TmpaBwia W TIOMCK 3alUCed ayJauTa, CBS3aHHBIX C Mojaudukaruei

3HaYeHUI aTpuOyTOB 0€30MaCHOCTH (KaTaJoTH JOJKHBI CYIIECTBOBATH):
# auditctl -w /path/to/dir -p a -k FMT MSA
# ausearch -k FMT MSA

N3meHeHue HaCTPOCK MCIKCCTCBOT'O SKpaHa:

# ausearch -i -m NETFILTER CFG

type=PROCTITLE msg=audit (11.09.2018 16:50:28.535:247)
proctitle=iptables -I INPUT -p udp -j ACCEPT

type=SYSCALL msg=audit (11.09.2018 16:50:28.535:247) : arch=x86 64
syscall=setsockopt success=yes exit=0 a0=0x4 al=ip
az2=IPT SO _SET REPLACE a3=0x67e0e0 items=0 ppid=1994 pid=3687
auid=test uid=root gid=root euid=root suid=root fsuid=root
egid=root sgid=root fsgid=root tty=ptsl ses=2 comm=iptables
exe=/sbin/xtables-multi key=(null)

type=NETFILTER CFG msg=audit (11.09.2018 16:50:28.535:247)
table=filter family=ipv4 entries=4

Jlns  3ammcu BceX  KOMaHJ, BBEACHHBIX B  KOHCONb  (tty), B  daiin

/etc/pam.d/system-auth HEOOXOIUMO JOOABUTH CTPOKY:

session required pam tty audit.so enable=*
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Ilouck 3anucen:

# ausearch -i -m TTY

type=TTY msg=audit (11.09.2018 17:05:27.430:504) : tty pid=4172
uid=root auid=root ses=13 major=4 minor=3 comm=bash
data="1ls",<ret>, <up>, <up>,<ret>

type=TTY msg=audit (11.09.2018 17:06:28.381:588) : tty pid=5271
uid=root auid=root ses=17 major=4 minor=4 comm=bash data="mkdir
tt", <backspace>, "est",<ret>, <up>, <up>,<ret>

Wnu BBIBOJ B TaOIUILY:

# aureport -tty

TTY Report

1. 11.09.2018 17:05:27 504 0 ? 13 bash "ls",<ret>,<up>,<up>,<ret>
2. 11.09.2018 17:06:28 588 0 ? 17 bash "mkdir

tt",<backspace>, "est",<ret>, <up>, <up>,<ret>
3.7.3.18. Orpanuyenue yncia napajjiebHbIX CEaHCOB
OTKJIOHEHHE HOBOTO CE€aHCa, OCHOBAHHOE HAa OTPAHMYEHUW YHUCIA MapauieNbHbIX

CCaHCOB, HACTPAUBACTCS B /etc/security/limits.conf.

ITouck 3anuceii, CBA3aHHBIX C OTKJIOHEHHEM HOBOI'O CEaHcCa:

# ausearch -m ANOM LOGIN SESSIONS

time->Wed Sep 12 15:21:19 2018

type=ANOM LOGIN SESSIONS msg=audit (1536754879.189:55295) :
pid=4019 uid=0 auid=4294967295 ses=4294967295
msg='op=PAM:pam limits acct="test2" exe="/bin/login"

hostname=localhost addr=127.0.0.1 terminal=/dev/tty5 res=failed’
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3.7.3.19. Peructpanust u3MEHEHHUI JaThl U BPEMEHU

I[J'I}I perucrpanuun U3MEHECHUHU JAaTbl 1 BPCMCHU, HCO6XOI[I/IMO BKJIIOYUTb KOHTPOJIb

HaJl M3MEHEHHEM 3HadYeHHs BpeMeHu (B mpumepe st X86-64 (AMD, Intel)):

# auditctl -a exit,always -F arch=b64 -S clock settime -S
settimeofday -S adjtimex -k FPT STM

WN3mMeHnTs BpeMs € INOMOIIBI0 MOIYJsSI LEHTPA YIPABICHUS CHUCTEMOM WA B

CUCTEMHOM KOHCOJIM, KOMaHJOM:

# date 052418082018
KC3 ¢uxcupyer m3MeHeHHEe CUCTEMHOM naThl U BpeMmeHu. lIpocMoTp 3ammceit

KypHaja KOHTPOJIS:
# ausearch -k FPT STM

time->Thu May 24 18:08:33 2018

type=PROCTITLE msg=audit (1527174513.884:58335):
proctitle=64617465002D2D7365743D323031382D30392D31322031343A33373
A3236

type=SYSCALL msg=audit (1527174513.884:58335): arch=c000003e
syscall=227 success=yes exit=0 a0=0 al=7fff03d63f00 a2=0 a3=581
items=0 ppid=4620 pid=6795 auid=4294967295 uid=0 gid=0 euid=0
suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts6 ses=4294967295
comm="date" exe="/bin/date" key="FPT STM"

time->Wed Sep 12 18:09:23 2018

type=PROCTITLE msg=audit (1536764963.097:58228) :
proctitle=6461746500303532343138303832303138

type=SYSCALL msg=audit (1536764963.097:58228): arch=c000003e
syscall=227 success=yes exit=0 a0=0 al=7ffe0c058bal
a2=T7ffe0c058ac0 a3=581 items=0 ppid=1946 pid=6061 auid=501 uid=0
gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=2
comm="date" exe="/bin/date" key="FPT STM"

[Ipu 3TOM B KypHasle yKa3bIBAIOTCS: JAaTa U BpPEMs COOBITHS, THUIl U COJEp KAHHE

COOBITHS, UJCHTU(PUKATOD cyObeKkTa  JocTyma W pe3ysbTar coObITHUS
(ycrelHblIi/Hey CTIeIIHbIN ).

VY aanuTe MpaBUII0 KOHTPOJIS HAJl M3MEHEHUEM 3HAYCHUS BPEMEHH (B MpUMeEpe s
x86-64 (AMD, Intel)):

# auditctl -d exit,always -F arch=b64 -S clock settime -S

settimeofday -S adjtimex
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B xypHane koHTpoisis, OyayT NpPUCYTCTBOBAaTH 3alHMCH W3MEHEHHMH HaCcTPOEeK

ayauTra:
# ausearch —--start today
time->Tue May 24 1 16:29:50 2018
type=CONFIG CHANGE msg=audit (1527859790.488:96): auid=500 ses=2
op="add rule" key=(null) list=4 res=1
time->Thu May 24 18:10:57 2018
type=CONFIG CHANGE msg=audit (1527174657.731:98): auid=500 ses=2

op="remove rule" key=(null) list=4 res=1

3.7.3.20. INombITKM pa30I0KUPOBAHUS HHTEPAKTUBHOTO CEaHca

B >xypHan momajgaroT BCe yAadyHble W HeydaudHble (eciu Obula MOMBITKA BBOAA
naposisi) MOMNBITKU Pa30JIOKMPOBAHUS HHTEPAKTUBHOIO CEaHca.

[Touck monbITOK pa30JIOKUPOBaHUS ceaHca B rpaduyeckoM UHTepderice:

# journalctl -b | grep mate-screensaver

cedH 13 10:53:38 host-105.localdomain mate-screensave[3275]: UNSPECIFIED
(__ _progname="mate-screensaver-chkpwd-helper" uid=501 gid=501 egid=24):
pam_ tcb (mate-screensaver:auth): Authentication failed for teacher from
teacher (uid=501)

ced 13 10:53:41 host-105.localdomain mate-screensave[3275]: UNSPECIFIED
(_ _progname="mate-screensaver-chkpwd-helper" uid=501 gid=501

egid=24) [3275]: pam authenticate (mate-screensaver, teacher):
Authentication failure

ced 13 10:59:02 host-105.localdomain mate-screensave[3314]: UNSPECIFIED
(__progname="mate-screensaver-chkpwd-helper" uid=501 gid=501 egid=24):
pam_ tcb (mate-screensaver:auth): Authentication passed for teacher from
teacher (uid=501)

ITouck moOmBITOK p336J'IOKI/IpOBaHI/I$I C€aHCa B KOHCOJIHN:

# journalctl -b | grep vlock

cern 13 11:02:12 host-105.1localdomain vlock[3351]: Locked VC on tty2 for
test2 by (uid=503)

cen 13 11:02:14 host-105.localdomain vlock[3351]: pam tcb(vlock:auth):
Authentication failed for test2 from test2 (uid=503)
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cen 13 11:02:19 host-105.localdomain vlock[3351]: pam tcb(vlock:auth):
Authentication passed for test2 from test2 (uid=503)

ced 13 11:02:19 host-105.1localdomain vlock[3351]: Unlocked VC on tty2
for test2 by (uid=503)

# ausearch -x vlock -m USER _AUTH

time->Wed Sep 12 15:04:38 2018

type=USER AUTH msg=audit (1536753878.151:63250) : pid=7265 uid=0 auid=0
ses=13 msg='op=PAM:authentication grantors=? acct="root"
exe="/usr/bin/vlock" hostname=host-105.localdomain addr=? terminal=tty2
res=failed’

time->Wed Sep 12 15:04:43 2018

type=USER AUTH msg=audit (1536753883.223:63266) : pid=7265 uid=0 auid=0
ses=13 msg='op=PAM:authentication grantors=pam tcb acct="root"
exe="/usr/bin/vlock" hostname=host-105.localdomain addr=? terminal=tty2

res=success'

brokupoBaHue MHTEPAKTUBHOTO CEaHCAa MEXAHM3MOM OJIOKMpOBaHHUS ceaHca (B

KOHCOJIM):

# auditctl -w /usr/bin/vlock -p x -k block

# ausearch -k block

time->Wed Sep 12 15:56:10 2018

type=CONFIG CHANGE msg=audit (1536756970.362:102): auid=501 ses=4
op="add rule" key="block" list=4 res=l

time->Wed Sep 12 15:56:16 2018

type=PROCTITLE msg=audit (1536756976.527:106) : proctitle="vlock"
type=PATH msg=audit (1536756976.527:106) : item=1 name="/1ib64/1d-1linux-
x86-64.s50.2" inode=261639 dev=08:02 mode=0100755 ouid=0 ogid=0
rdev=00:00 nametype=NORMAL

type=PATH msg=audit (1536756976.527:106) : item=0 name="/usr/bin/vlock"
inode=662838 dev=08:02 mode=0102711 ouid=0 ogid=24 rdev=00:00
nametype=NORMAL

type=CWD msg=audit (1536756976.527:106): cwd="/root"

type=EXECVE msg=audit (1536756976.527:106) : argc=1 a0="vlock"
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type=SYSCALL msg=audit (1536756976.527:106) : arch=c000003e syscall=59
success=yes exit=0 a0=6d4e90 al=6d4ed0 a2=6bf340 a3=59e items=2
ppid=1504 pid=2290 auid=0 uid=0 gid=0 euid=0 suid=0 fsuid=0 egid=24
sgid=24 fsgid=24 tty=tty2 ses=2 comm="vlock" exe="/usr/bin/vlock"
key="block"

BHOKHpOBaHﬂeIﬁﬂﬁpaKTHBHOFOCeaHaiMﬁxaHHBMONI6HOKHpOBaHHHCCaHC&

# auditctl -w /usr/bin/mate-screensaver-command -p x -k block mate

# ausearch -k block mate

time->Wed Sep 12 16:50:20 2018

type=PROCTITLE msg=audit (1536760220.072:172):
proctitle=6D6174652D73637265656E73617665722D636F6D6D616E64002D2D6C6F636
B

type=PATH msg=audit (1536760220.072:172): item=1 name="/1ibo64/1ld-linux-
x86-64.s50.2" inode=261639 dev=08:02 mode=0100755 ouid=0 ogid=0
rdev=00:00 nametype=NORMAL

type=PATH msg=audit (1536760220.072:172): item=0 name="/usr/bin/mate-
screensaver-command”" inode=699133 dev=08:02 mode=0100755 ouid=0 ogid=0
rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536760220.072:172): cwd="/home/user"

type=EXECVE msg=audit (1536760220.072:172): argc=2 al0="mate-screensaver-
command" al="--lock"

type=SYSCALL msg=audit (1536760220.072:172): arch=c000003e syscall=59
success=yes exit=0 a0=8cd931 al=8cd980 a2=904470 a3=59e items=2 ppid=1
pid=5259 auid=501 uid=501 gid=501 euid=501 suid=501 fsuid=501 egid=501
sgid=501 fsgid=501 tty=(none) ses=4 comm="mate-screensave"

exe="/usr/bin/mate-screensaver-command" key="block mate"

3.7.3.21. Moaudukaiuss HaCTpOEK MO yMOJYAHUIO OTPAHUYUTEIBHBIX MPABHI H
HaYyaJIbHBIX 3HaYCHUHN aTprOyTOB 0€30MaCHOCTH

Coznanue mpaBuia, JUIsl 3alIMCed ay/iuTa, CBA3aHHBIX MOAU(UKAIUEH HACTPOEK MO
YMOJTYaHUIO OTPAHUYMUTEIBHBIX TMpaBwil U MoJau(UKalMeld HayaldbHBIX 3HAYEHUU
aTpuOyTOB:

# auditctl -w /etc/profile -p w -k etcprofile

ITouck 3anucen aynura:

# ausearch -k etcprofile
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3.7.3.22. Moaudukanuss HaCTpOEK IO YMOJYAHHUIO OTPAaHUYUTENbHBIX TPaBWI U

HaYyaJIbHBIX 3HAYEHUI aTpuOyTOB 0€30M1aCHOCTH

COSI[aHI/Ie ImpaBruJia U IIOHUCK 3anucen ayanTa, CBA3AHHBIX C MOI[I/I(bHKaHI/DIMI/I

3Hayenuil navdeix ®bO:
# auditctl -w /etc/tcb -p w -k tcb

# ausearch -k tcb

time->Tue Sep 11 17:19:49 2018

type=PROCTITLE msg=audit (1536675589.902:697) :
proctitle=75736572616464007465737432

type=PATH msg=audit (1536675589.902:697): item=1
name="/etc/tcb/test2/shadow+" inode=149116 dev=08:02 mode=0100000
ouid=503 ogid=27 rdev=00:00 nametype=CREATE

type=PATH msg=audit (1536675589.902:697): item=0
name="/etc/tcb/test2/" inode=155346 dev=08:02 mode=042710
ouid=503 ogid=27 rdev=00:00 nametype=PARENT

type=CWD msg=audit (1536675589.902:697): cwd="/root"
type=SYSCALL msg=audit (1536675589.902:697): arch=c000003e
syscall=2 success=yes exit=4 a0=7f£fd63121c60 al=241 a2=1b6 a3=0
items=2 ppid=5460 pid=5513 auid=0 uid=0 gid=0 euid=0 suid=0
fsuid=503 egid=0 sgid=0 fsgid=26 tty=tty3 ses=19 comm="useradd"
exe="/usr/sbin/useradd" key="tcb"

time->Tue Sep 11 17:19:49 2018

type=PROCTITLE msg=audit (1536675589.904:698) :
proctitle=75736572616464007465737432

type=PATH msg=audit (1536675589.904:698): item=4
name="/etc/tcb/test2/shadow" inode=149116 dev=08:02 mode=0100640
ouid=503 o0gid=27 rdev=00:00 nametype=CREATE

type=PATH msg=audit (1536675589.904:698): item=3
name="/etc/tcb/test2/shadow" inode=149112 dev=08:02 mode=0100640
ouid=503 o0gid=27 rdev=00:00 nametype=DELETE
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type=PATH msg=audit (1536675589.904:698): item=2
name="/etc/tcb/test2/shadow+" inode=149116 dev=08:02 mode=0100640
ouid=503 ogid=27 rdev=00:00 nametype=DELETE

type=PATH msg=audit (1536675589.904:698): item=1
name="/etc/tcb/test2/" inode=155346 dev=08:02 mode=042710
ouid=503 ogid=27 rdev=00:00 nametype=PARENT

type=PATH msg=audit (1536675589.904:698): item=0
name="/etc/tcb/test2/" inode=155346 dev=08:02 mode=042710
ouid=503 ogid=27 rdev=00:00 nametype=PARENT

type=CWD msg=audit (1536675589.904:698): cwd="/root"
type=SYSCALL msg=audit (1536675589.904:698): arch=c000003e
syscall=82 success=yes exit=0 a0=7ffd63121c60 al=61d320
az2=7f£d63121bd0 a3=0 items=5 ppid=5460 pid=5513 auid=0 uid=0
gid=0 euid=0 suid=0 fsuid=503 egid=0 sgid=0 fsgid=26 tty=tty3
ses=19 comm="useradd" exe="/usr/sbin/useradd" key="tcb"
time->Tue Sep 11 17:19:55 2018

type=PROCTITLE msg=audit (1536675595.885:705) :
proctitle=706173737764007465737432

type=PATH msg=audit (1536675595.885:705): item=1
name="/etc/tcb/test2/shadow.lock" inode=149114 dev=08:02
mode=0100600 ouid=503 ogid=27 rdev=00:00 nametype=NORMAL
type=PATH msg=audit (1536675595.885:705): item=0
name="/etc/tcb/test2/" inode=155346 dev=08:02 mode=042710
ouid=503 ogid=27 rdev=00:00 nametype=PARENT

type=CWD msg=audit (1536675595.885:705): cwd="/root"
type=SYSCALL msg=audit (1536675595.885:705): arch=c000003e
syscall=2 success=yes exit=4 a0=603900 al=20941 a2=180 a3=5
items=2 ppid=5460 pid=5518 auid=0 uid=0 gid=0 euid=0 suid=0
fsuid=503 egid=26 sgid=26 fsgid=26 tty=tty3 ses=19 comm="passwd"

exe="/usr/bin/passwd" key="tcb"
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3.7.3.23. BeimonHeHne cCaMOTECTUPOBAHUS

C03I[aHI/Ie npaBuiia I 3armcen ayaura, CBA3aHHBIX C  BBIIIOJIHCHUCM
CaMOTCCTHUPOBAHUA U €TI0 PC3YyJIbTaTAMMU:

# vim /etc/audit/rules.d/20-selftest.rules

JloGaBuTh B (hailin CTPOKY:

-w /var/log/startstatus -p wa -k selftestresults

[Touck 3anucen ayaura:

# ausearch -k selftestresults

3.7.3.24. 3aniucu ayauTa, CBSI3aHHBIE C BBIMOJHEHHWEM cO00Si M TpepbIBaHUs

00CITyKUBaHUS
[Touck 3amucedi ayauTa, CBS3aHHBIX C BBIMOJTHEHHEM COOSI W TPEPHIBAHMS

o0ciy:kuBaHus1. BolnogHeHne KOMaH/IbI:

# killall -SEGV cupsd
# ausearch -1 -m ANOM ABEND, SERVICE STOP

type=SERVICE STOP msg=audit (11.09.2018 17:28:19.673:749) : pid=1l
uid=root auid=unset ses=unset msg='unit=org.cups.cupsd
comm=systemd exe=/lib/systemd/systemd hostname=? addr=?

terminal=? res=failed'

type=ANOM ABEND msg=audit (11.09.2018 17:28:19.661:748)

auid=unset uid=root gid=root ses=unset pid=3349 comm=cupsd
exe=/usr/sbin/cupsd sig=SIGSEGV

3.7.3.25. 3anucu aynuTa, CBSI3aHHBIE C MCIOJIh30BAaHUEM (PYHKIIMHA pacmpeaeieHus

PECYPCOB C yU4E€TOM MPUOPUTETHOCTH OOCITYKUBAHUS
Co3naHue mnpaBujia M MOMCK 3alUCedl ayJiuTa, CBSI3aHHBIX C MCIIOJb30BAHUEM

GyHKIUI pactpeeeHus peCypcoB ¢ y4€TOM MPUOPUTETHOCTH OOCITYKUBAHHUS:
# auditctl -a always,exit -S setpriority -k nice
# nice -n 19 factor 1223412456656757

# ausearch -i -k nice
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3.7.3.26. 3anucu ayauTa, CBsI3aHHBIE ¢ oOpallleHHueM K (QPYHKIMSIM pachpeacsICHUs

pecypcos, ynpasisiembix @50

COSI[aHI/Ie ImpaBuJia MU IIOHUCK 3anucen ayauTa, CBA3dHHBIX C 06paHIeHI/I€M K

byHKIUSAM ~ pacmpeneneHuss pecypcoB, ympasisieMbix @OBO, B 3aBUCHMOCTH  OT

apxuTeKTyphl (B mpuMepe X86/x86-64 (AMD, Intel), 0e3 ykazanust apXuTeKTyphI):

# auditctl

# ausearch

# auditctl
# auditctl
# auditctl

# ausearch

-a always,exit -S clone -k fork

-1 -k fork

-a always,exit -F arch=b32 -S mmap2,brk -k memory

-a always,exit -F arch=b64 -S mmap,brk -k memory

-a always,exit -S mmap,brk -k memory

-1 -k memory

3.7.3.27. 3anuch COOBITHH, KOTOpBIC U3MEHSIOT nH(pOpMaITHIO 0

MOJIB30BATENSIX/TPYIIIAX

Jist  ¢ukcanum COOBITHI, KOTOpPBIE BHOCAT HW3MEHEHHUS B I0JIb30BATEIbCKUE

aKKayHTBI J00aBbTE CIEAYIOLINE CTPOKU B paiil /etc/audit/audit.rules:

#audit account changes

-w /etc/group -p wa -k audit account changes

-w /etc/passwd -p wa -k audit account changes

-w /etc/gshadow —-p wa -k audit account changes

-w /etc/shadow -p wa -k audit account changes

-w /etc/security/opasswd —-p wa -k audit account changes

3.7.3.28. Aynut 3anycka [1O B npornecce dhynakuuonuponanus OC

JLiist

aynuTa 3amycka I1O CO31aTh daiin

/etc/audit/rules.d/50-execprog.rules C TIIpaBAWIaMd B  3aBUCUMOCTH  OT

apxuTeKTyphl (B mpumMepe X86/x86-64 (AMD, Intel), 0e3 ykazanust apXuTEeKTypHbI):

—a

avce:

always,exit -F arch=b32 -S open,openat,execve -F exit=-EACCES -F key="AVC

"

always,exit

"
always,exit
always,exit

always,exit
always,exit

arch=b32 -S open,openat,execve -F exit=-EPERM -F key="AVC

arch=b64 -S open,openat,execve -F exit=-EACCES -F key="AVC

arch=b64 -S open,openat,execve -F exit=-EPERM -F key="AVC

open, openat, execve -F exit=-EACCES -F key="AVC avc:
open, openat, execve -F exit=-EPERM -F key="AVC avc:
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3.8. CpencTBa KOHTPOJIA 3aIlyCKa KOMIIOHEHTOB MPOTPaMMHOTO 00€CTICUSHHUS

B OC Anbt 8 CII MexaHu3M KOHTpPOJS 3allyCka KOMIIOHEHTOB IPOrpaMMHOIO

o0ecreueHHs PeaTu3yeTcs MPHU MOMOIIH ITPOrpaMMbl CONtrol++.

3.8.1. Ilpunuun pabotsl control++

[Ipu ycraHoBKe pexuMa OrpaHMYEHUN U IpaB (OPMHUPYIOTCS JIAHHBIE,
o0OecreunBaroOIINe BO3MOXHOCTH BO3BpaTa K MCXOJHOMY COCTOSIHHUIO TpU cOpoce
TEKylIero pexuma. Takxke npu KaxJod yCTAaHOBKE pPEXHMa COXPAHSIETCS ONHCAHHE
YCTaHOBJICHHOI'O PEXHUMA.

[Ipn kaxx10il yCTaHOBKE peXHMa IMPOUCXOJUT MPEABAPUTENBHBINA COPOC TEKYILEro
pexuma.

[Ipu 3amycke mporpaMmbl  JJs  NEPEKIIOYEHHUS  pEXUMa,  HalpuMep,
control++ <HazBaHue pexuma>, KOTOPOMY COOTBETCTBYET BapHaHT OTpPaHUYECHUI
ulims_Xx, BapuaHT npaB perm Yy U ciieHapuil sh z, nmporpamMma momnbeITaeTCs CKOMUPOBATH
¢daiin /etc/control++/ulimits/ulims x B Karajor /etc/security/limits.d/
(TakuM 00pa3oM, 4yTOObI OH HMMENI HAaWBBICIIMK MPUOPUTET CPEIU YKE HMEIOLIUXCS
(aiiloB OrpaHWYEHUIl), NOMBITAETCS NPUMEHHUTHh IpaBa Ha (ailibl B COOTBETCTBUM C
ONIMCAaHUEM B /etc/control++/permissions/perm y MW 3allyCTUTh CLEHApUH
/etc/control++/permissions/sh z/do. B cilydae HEBO3MOXXHOCTH OCYILECTBIICHUS
Kakoi-nmmbo u3 omepainuidi OyJeT BbIBEJEHO coobiieHue o6 omuoOke. Ecnu kakoi-to u3
napaMeTpoB He yKa3aH (Hampumep, Ha3BaHUE CIIeHapusi 000JI0YKH), TO COOTBETCTBYIOIIAS
oreparus He OyJeT BBITOJIHATHCS.

[Ipy mpoBepke COOTBETCTBHSI TEKYLIETO COCTOSHMS CHUCTEMBI IapaMmeTpam
YCTaHOBJICHHOT'O PaHEE PEKUMa OCYILECTBIISIETCS:

- CpaBHEHHE COJIEP)KMMOTr0 HauOoliee MpUOpPUTETHOro ulimits-(aitna u3 katamora
/etc/security/limits.d/ ¢ cogepkuMbIM ulimits-paitina, coxpaHEeHHOTO TpH
YCTaHOBKE JAHHOT'O PEXKUMA;

- CpaBHEHHME TEKYIIUX PEKUMOB Bcex (aiyioB, 3aTPOHYTHIX YCTAHOBKOW JAHHOTO
pexuma, C TEKyIMM ONHCAaHUEM I1paB, KOTOPOE€ HOCUT Ha3BaHHE
YCTAaHOBJIEHHOTO MOJAPEKNMA;

- 3amyck test-clieHapusi JaHHOIO pEeXHMa, MPU HAIMYUU TaKOTo cleHapus (ero

OTCYTCTBUE HE CUUTAETCS OLIUOKOM).
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Ecnu kakoil-ro w3 (aiiyioB, MEpeyHCICHHbIX B ONUCAHUM TpPaB JUIsl JAHHOTO
pekumMa, OTCYTCTBYET B CUCTEME, TO YCTAaHOBKA JJAHHOTO peXXuMa He OYJIeT CUUTAThCA 110
ATOM mNpuuyuHEe HeycnemHou. Takxke, Mpu NPOBEPKE COOTBETCTBUS PEXKHUMA, IpaBa
OTCYTCTBYIOILIEro (pailia He CUMTAIOTCS HECOOTBETCTBYIOLIMMHU IpaBaM, YKa3aHHBIM B
OTMCAHUU PEXKUMA.

HpI/IMeLIaHI/IC . Ilocne YCTAaHOBKH PCKUMaA YCPHOI'O HIIH OeJloro cmmcka a0
nepe3arpy3ku CUCTECMbI BOCCTAHOBJICHUC LICJIOCTHOCTH CUCTCMBI (CCJII/I CUCTCMaA KOHTPOJIA

IIEJIOCTHOCTH ima-evim He MHUITMATN3UPOBaHa), OCYIIECTBIISICTCS KOMaH/IOM:
# integalert fix

Ecau CHUCTCMAa KOHTPOJIA OCJI0CTHOCTHU ima-evm HHUIUAJIN3UPOBAHA

BOCCTAHOBIICHHE I[SIOCTHOCTH CUCTEMBI C IIOMOIIBIO KOMAH/BI: # integrity-applier

3.8.2. Hacrpoiika

3.8.2.1. OcHOBHOH peXUM

[TapameTpsl control++ ONIPEIEISAIOTCS (aiinom ini-¢popmara
/etc/control++/control++.conf. JlaHHBIA (halil COCTOMT M3 CEKIHUH ONUCaHUs
KaXKJI0TO W3 peKMMOB. Ha3BaHue CEKIMU COOTBETCTBYET Ha3BaHUIO pexkuma. Kaxnas u3
CEKIIMM MOXKET COCTOSATh W3 ONpeleNieHus: BapuaHTa orpanuueHui (ulimits), BapuaHTa
Ha0Oopa mpaB (permissions) U 3aMyCKaeMoro CreHapusi 000JOUKH ISl TaHHOTO pPEeXUMa
(scripts). Jlamee mpuBeIeH TpUMEp OIMCAHHMS pPEXUMa IO Ha3BaHHEeM workstation,
KOTOpPBINM nMeeT Thll ulimits o Ha3BaHUEM u_x, THI permissions MOJ Ha3BaHUEM p_y U

3aIyCcKaeMbIi clieHapuit 000JI04KHY s z/do:

[workstation]

ulimits = u x

permissions = p y

scripts = s z

Bce (aiinbl HacTpoek MOTYT OBITh OTPEAAKTUPOBAHBI BPYUYHYIO CHCTEMHBIM

aIMUHUCTPATOPOM TIPU HACTPOUKE HYKHBIX KOH(PUTYpAIIHiA.
3.8.2.2. Pexxum ULimits

daiapl ulimits IS KaXJIOTO BapuaHTa OTpaHWYECHUM HaxomsaTcs B (daimax

/etc/control++/ulimits/<HasBaHmMe BapuaHTa>.
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3.8.2.3. PexuM nipaB Ha ¢aiiisl

®aiinel ¢ onrcanneM HaOopa mpaB SBISIIOTCS (aiimamu ini-¢opMaTa U HAXOJIATCS B

(aitimax

/etc/control++/permissions/<naseanue sapmanra>. OINHcaHue TIpaB

MOJKCT COCTOATH U3 CIICAYIOIMIUX CEeKIIMH:

file — cekuus, 3ajarolias MpaBa Ha ¢ail, aOCOMIOTHBIA TyTh KOTOPOIO
OnpeeNsieTcsl 3HaY€HUEM path JAHHOU CEKIIUU;

dir — CeKIus, 3ajaromias mpaBa Ha (ailyibl KaTajora U BCEX COJAEPKAIIMXCS B
HeM ¢ainoB (0e3 ydera COJAEPKUMOIO II0JIKATaJIoroB), aOCONIOTHBIA IyTh
KOTOPOTO ONPEIETSAETCS 3HAUCHUEM path JTaHHOUW CEKIINU;

dir r — Bapuamusi CeKIMH dir, 3aJarolas MpaBa HE TOJbKO Ha (alibl
KaTajora, HO W Ha BCE COepJKamuecs B HEM (alibl ¢ YIETOM COIACPKUMOTO
MOJKATAJIOTOB (PEKYpCUBHBIN 00X0/ IepeBa MOAKATAIOTOB);

list — cekuus, 3ajaromias rnpaBa Ha ¢ailyibl, CINHCOK aOCOTIOTHBIX MYTEH
KOTOPBIX 33/1aH B TEKCTOBOM (haiijie, aOCOFOTHBIA ITyTh KOTOPOTO OMPEICIIACTCS
3HaYeHueM path JaHHOM ceKIuu;

list r — Bapuamus CEKIWHU list, 3aaromias mpaBa HE TOJBKO Ha (ailibl U3
CIIUCKAa, HO W Ha Bce (alibl MEPEYUCIICHHBIX B HEM KaTaJIOTOB C YYETOM
COJIEPKUMOTO TI0JIKATaJIOTOB;

whitelist — BapHalys CEKIMU list r, U1 KOTOPOU yCTaHABIMBACMBIN PEKUM
GbaiiyioB ompeAesieH Kak CRFIRERIEE (% g3gagaeT He MEHSATh JaHHBIA OUT
peXruMa), MpH OTOM JUIS BCEX OCTAIbHBIX (haiyoB 0a30BOr0 Karajora
YCTAHABIMBACTCS PEIKUM *H-FH-F*_:

blacklist — Bapuamus CeKIIMU list r, A KOTOPOH yCTaHABIMBAEMBINA PEKUM

(aiiIoB onpesesieH Kak **-**-** -

[Tomumo 3HaueHust path nns Bcex CEKIMUA MOTYT OBITH OINpPECICHBl 3HAYCHUS

CIEAYIOIINX NapaMETPOB:

owner — Ha3BaHWE YYETHOM 3aIllMCH BiaAeiblla daia;

group — Ha3BaHUE IPYyMNIbl, K KOTOPOW OTHOCUTCA (paili;

mode — pexuM (¢aina B popmaTe rwXrwxrwx (Hanmpumep, rw-rw-rw— O3HA4aeT
pa3peinTh BCEM YTEHUE U 3alMCh, HO 3aMpPETUTh BCEM 3aIlyCK JaHHOTO (aiina;
TWX-—————— O3HauvaeT pa3pelInuTh BCe NEHUCTBUS BIAACNbIy ¢aijia U 3anpeTUTh
BCC JICHCTBHS BCEM OCTAJIBHBIM. J[JIS TOro 4ToOBl HE M3MEHSTH KaKOW-TO OHUT
peXnma, CIeIyeT HMCIOJIb30BaTh CUMBOJI *, HAIPUMEDP, r**r**r** (O3HAYAET

pa3penInTh BCeM YTeHHe (ailia U He MEHATh OCTalbHbIE MIPaBa).
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EnvHCTBEHHBIM 0053aT€NbHBIM MapaMeTpoM sBisieTcss path. [lpu orcyrcTBUM
OTIpe/IeNICHUS OCTATbHBIX MTAPaMETPOB JITaHHBIE CBOICTBA (aiina He OyayT U3MEHEHBI.

Jlnst cexnmii dir U list (@ TakXke BCEX WX BapHaIldil) MOXKET OBITh OmpenesieH
JOMOJHUTENbHBIA TMapaMeTp excluded paths, ONpeNeNsOMMNA HAa0Op KaTaloros,
COJIEPKMMOE KOTOPBHIX (B TOM YHCJIE COJEPKUMOE BJIOKEHHBIX KaTajloroB) He Oyner
3aTPOHYTO IPUMEHEHHUEM IPaB, ONMCAHHBIX JAHHOU CEKIIUEM.

Jns cekmuit dir, dir r WM list r, whitelist, blacklist MOXET OBITb
ONPENEIICH JONOJHUTEIbHBIN MapaMeTp mode for dirs, ONPEACTAIONIMN PEXUM IS
KAaTaJIOrOB, 3aTpParuBaeMbIX IPUMEHEHHWEM IPaB, ONHMCAHHBIX JAHHOW cekuuen (1o
YMOJTYaHUIO PEXUM JIJIsl KATAJIOTOB OMPEIEISETCS TaK e, Kak /sl OObIYHBIX (hailiioB).

Jna cekumid list, list r, whitelist M blacklist MOXET OBITb OINpeAesieH
JOTIOJTHUTENIBHBIN NIApaMeTp base dir, ONPEAEIAIOMIMNA KaTaJIOT, paCCMAaTPUBAEMBIN PU
IIPUMEHEHUH JTAHHOTO PEXUMa IPaB KaK KaTaJor BEpXHEro ypoBHsA. Hanpumep, B cekiumn
whitelist mapameTpy base dir NPUCBOEHO 3HAYEHHE /home/your home dir/, B CIIUCKE
(haiinoB, K KOTOPBIM JOJDKEH ObITh NMPUMEHEH JaHHBIM pEKUM, yKa3aHbl JBa MyTH —
/d1/fl, £2 M excluded paths MHOPHUCBOCHO 3HAaueHHEC /dO0, TOrga IIpH YCTAaHOBKE
JAHHOTO pexuma (aiibl /home/your home dir/dl/f1 U /home/your home dir/f2,
CTaHYT MWCIOJHSIEMBIMH, (Qailibl KaTajora /home/your home dir/d0 (BKJIIOYas
COJIEP’KUMOE BJIOKEHHBIX KaTaJIOrOB) COXPAHAT CBOM peXUM, a BCE OCTaJIbHbIE (ailiibl
KaTajora /home/your home dir/ CTaHYT HCHCIIOJHSICMBIMHU.

3HauyeHHE MapaMeTpa path CEKIMM list M NMPOU3BOJAHBIX OT HEE CEKUMUN OJIKHO
MPEJCTaBIATh COO0N aOCOMIOTHBIM MYTh K TEKCTOBOMY (hailily, Kakaasi CTpOKa KOTOPOTO
MpeAcTaBIsieT coO0M aOCONIOTHBIA MyTh Kakoro-imbo ¢aiiga CUCTEMbI, MPU HTOM
JIOTTYCTUMBI KOMMEHTapHH, 0003Ha4aeMble KOMOWHAIIMEW CUMBOJIOB //.

[Tpumep onucanus Habopa Mpas:

[file]

path = ~/some dir 1/some file 1
owner = some_user

group = some_group

mode = rwxXrwx——-
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[file]

path = ~/some dir 1/some file 2
mode = rw-rw-—-—--

[dir r]

path = ~/some dir 2/

owner = some user

group = some group

mode = **x*Fxrryx

mode for dirs = r*xr*xr*x
[1list]

path = ~/list of executables.txt
excluded paths = "/some path/", "/some other path/"

owner = some user

group = some_group

mode = **X**X**_

[blacklist]
path = ~/some blacklist.txt

[whitelist]
path = ~/some whitelist.txt
base dir = /mnt/some vol/

excluded paths = /some path inside base dir/

[Ipumeuanue. llpu ycTaHOBKE NIpaB I CEKIIMU whitelist CII€AyeT IOMHHUTD,
4YTO IPU HAJIMYMM /etc/control++/scripts/<Hazpanme pexuma>/do — 3aIlyCKaeMOTO
CIIEHApUs Yy peXHMa, JaHHBIN (alia cliieHapus CIeAyeT Y4YECTh B CIHCKE pa3pelleHHBIX
Ut 3amycka (aiioB, WJIM W3MEHHUTH MOPSJOK JCUCTBUII B TIaBHOM (haiijie HACTPOEK
(mepeMecTuTh OIpPEACIICHUE TEPEMEHHON SCripts BBINIE OMpPENCNECHUs TEePEMEHHOM

permissions). B mpoTUBHOM ciiydae BO3MO’KHA CHUTYyallMs, MPU KOTOPOH B pe3ysbTare
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YCTAaHOBKHM PEKMMa TpaB JaHHBIA (halijl CTaHET HEWCIOJHSEMBIM, YTO MPHUBEIAET K

HCBO3MOXHOCTH 3aBCPIICHUA YCTAHOBKH JAHHOTO PCXKHUMA.

3.8.2.4. YnpasieHue pexxuMmaMu
Ynpasnenue peXKUMaMH, OCYIIIECTBIICHHUE 3anucu B KaTajor
/etc/security/limits.d/, paboTa ¢ control++ BBINONHIETCS OT aAMUHUCTPATOPA.

YcraHoBKa pexnma:

control++ <Has3BaHue pexuma>

COpoc Tekymiero pexxuma:

control++ reset

OToOpakeHue CrucKa JOCTYITHBIX PEXKUMOB:

control++ list

HpOBepKa COOTBCTCTBHA COCTOAHHA CUCTCMbBI TCKYILICMY PCIKHUMY:
control++ status

OTtoOpaxkeHue coaep>KUMOro IrI1aBHOTO (aiiaa HaCTPOUKHU:
control++ conf

OTtoOpaxkeHue crpaBoYHON UHGOPMAIIUH:

control++ help

3.8.2.5. HacTpoiika pexuma KOHTPOJS 3allycka KOMIIOHEHTOB MPOrPaMMHOIO
oOecrieueHus

TexkcToBbllf (aiinm /etc/control++/black list — YEpHBIA CIHUCOK, KaxKaas
CTpOKa KOTOPOIO MPEACTABISIET cOO0M aOCOMIOTHBIN MyTh K (ainy gaHHoU cuctemsl. [1o
€IMHON KOMaHJE JO0JDKHO TPOM3BOAUTHCS 3alpelieHHe 3amycka (MCIOJIHEHHUs) BeCex
(haioB 4epHOTO CIUCKA (10 YMOJYAHUIO — JUIsl BCEX MOJIb30BaTeNeH ).

TexcToBbIil (ailnl /etc/control++/white list — O€blil CIIUCOK, KaX/Jas CTPOKA
KOTOPOT'O MPEJCTaBIsET cO00M aOCOMOTHBIN MyTh K (aiiny naHHou cucteMsl. [lo exuHoM
KOMaH/ie JIOJDKHO TPOM3BOJAUTHCS 3alpellieHue 3amycka (MCIOJHEHHs) BceX (aiiioB
CUCTEeMBbI, KpoMme (pailloB Oenoro cmucka, a mpaBa Ha 3amyckK (McHoJiHeHHe) (aitinos
0enoro cimcKa JOKHBI OCTAThCSl HEU3MEHHBIMHU (110 YMOTYAHUIO, MOKET OBITh N3MEHEHO

HacTpoOMKamu).
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HacTtpoiika pexxuma KOHTPOJIS 3alycka KOMIIOHEHTOB IPOTPaMMHOTO 00eCTIeYeHHsI
BBINOJIHSETCS OT aIMUHUCTPATOPA.
®ailnn /etc/control++/control++.conf COAEPKUT OMMUCAHUE JBYX PEKUMOB (wl

U blacklist), KaKIbIA U3 KOTOPBIX UMEET THIT PErmissions (o Ha3BaHUEM wl U bl):

[wl]

permissions = wl
[blacklist]
permissions = bl

®dajin /etc/control++/permissions/wl:

[whitelist]

path = "/etc/control++/white list"

base dir = "/"

excluded paths = "boot", "dev", "etc", "lost+found", "media",

"mnt", "proc", "run", "srv", "sys", "tmp", "var"
mode for dirs = ***xxkokkx

®daiin /etc/control++/permissions/bl.

[blacklist]

path = "/etc/control++/black list"

3anmyCTUTh TeHepaluo 0eJI0ro CucKa:

bash /etc/control++/wl.sh

B ¢aiin /etc/control++/white list 6ymyr 3alMCaHbl BCE MCHOJHSAEMbIE
Gbaiiel.  MokHO ygmamuTh H3  (Qaina /etc/control++/white list KaKyr-Iu0o
nporpaMmy, Hampumep, /usr/bin/dig (yJaduB COOTBETCTBYIOIIYIO CTPOKY H3 (haiinia
/etc/control++/white list).

CdopmupoBaTh yepHbIit criucok. Hampumep, 3aHeCT B YEPHBIM CITUCOK MPOrpamMmy
Mozilla Firefox:

# vim /etc/control++/black list
/usr/bin/firefox

[IpocMOTpETh CIUCOK JOCTYITHBIX PEXKHUMOB:
# control++ list

Available modes:

wl
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blacklist

YcranoBka pexxuma blacklist:

# control++ blacklist

Setting 'blacklist' mode for the 'permissions'

Mode set OK

Current mode 1is 'blacklist'

[Tociie yCTaHOBKHM JAHHOTO PEXHMMa, IOJb30BaTEI0 OYAeT 3alpenieH 3ammyck
HporpaMM, MEPEYUCICHHBIX B (aiilie /etc/control++/black list (B mpumepe Mozilla
Firefox).

I[JIH YCTAaHOBKH PCKHMaA Wl, HGO6XOI[I/IMO BBIIIOJIHUTH KOMaHY.

control++ wl

Setting 'wl' mode for the 'permissions'

Mode set OK

Current mode is 'wl'

[Ipumevanue. BpllogHEHHE  KOMaHABI  MOXET  3aHATb  JIOBOJBHO
IPOJODKUTEIBLHOE BpeMs (BpeMsl 3aBHUCHT OT KOJMYECTBA YCTAHOBJIEHHBIX B CHUCTEME
(aimnon).

[locne ycTaHOBKHM JAHHOTO PEXKKMMA, MOJB30BATENI0 OYIET pas3pelieH 3ammycK
TOJIBKO T€X MPOrpamm, KOTOpbIE MEPEYUCIIeHbI B Pailiie /etc/control++/white list, B
MIpUMeEpe BCE UCTIONHsAEMbIE (haliiIbl CUCTEMBI, KPOME /usr/bin/dig:

$ dig

bash: /usr/bin/dig: OTkazaHo B OoCTyIle

$ pwd

/home/user

Jli1s cOpoca CyIIeCTBYIOLIETO peXuMa CleAyeT BHIIOJIHUTD KOMaHAY:
control++ reset

Restoring initial state:

Restoring initial state for the 'permissions'

Mode reset OK
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3.9. HanexHoe xpaneHne JaHHBIX

AJMUHHUCTPATOP JOJDKEH OIPENEINTh, HAa KAKOM NMEPHOJ BO3MOKHA HEJOCTYITHOCTh
JaHHBIX U B COOTBETCTBUU C 3TUM INPEJOCTaBUTh PEKOMEHJALMHU 10 HCIOJIb30BAHUIO
CPEICTB TMOBBIIICHHS NOCTYMHOCTH, TakuX Kak RAID-maccuBbl. B OC Anst 8 CII ecth

noanepxkka RAID-maccuBoB.
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4. YKA3AHUA 110 SKCIUIYATALIMA KC3

4.1. Tlopsinok ctapta

KC3 sBnsercs HeorhemieMorr dyacThio siapa OC Anbtr 8 CII u  cucTeMHBIX
oubnnorexk. Crapt KC3 BboimonHsieTcss aBTOMaTthyecku mocie 3amycka [IOBM wu
oTpaboTku Habopa nporpamm BIOS.

KC3 3amyckaercs BMecte ¢ OC, mnpoxoas HENOCPEICTBEHHO 4YEpe3 JTallbl
JOCUCTEMHOW 3arpy3Kd, TECTUPOBAHMS SJIPOM OKpYKEeHHs mpoueccoB U 3anmycka OC, a
TaK)Ke MHUIIMATU3AINY TIEPBHYHOTO Mporiecca init.

B cBs3u ¢ 3tuM nopsagok crapra cinyx6 KC3 Hanpsmyro cBsi3aH cO CTapTOM CaMoii
OC u ee apa v MPOUCXOIUT CIETYIONTUM 00pa3oM:

1) simpo 3amyckaercsi mporpaMmoii HavaiabHOU 3arpy3ku (GRUB), pacnakoBbeiBaet
ce0s M HHHULHAIM3UPYET YCTPOMCTBO OTOOpaKEHMs, 3aIyCKAeT IIPOBEPKY
Apyroro o0opy10BaHusl, MPUCOETUHEHHOTO K KOMIIBIOTEPY;

2) SIAPO 3arpy’kaeT MOAYJIA OOHAPYKEHHBIX YCTPOUCTB;

3) s,po 3arrycKaeT MpoLEeCCH pa;

4) s1p0  MOHTHPYET KOPHEBYIO (alJIOBYyI0 CHUCTEMY TOJBKO [UIS YTCHUS H
BBITIOJIHSIET MPOBEPKY (PailIoOBOM CUCTEMBI,

5) 1ap0 MOHTHPYET KOPHEBYIO (HaliJIOBYIO CUCTEMY;

6) sapo 3amyckaeT U3 Qaiyia /sbin/init Mmporecc init, ¥ 3T0 CYUTACTCS HAYAIOM
3arpy3ku HenocpeactBeHHO OC, BO BpeMsi KOTOpOro (sysinit) BBITOJHSIFOTCS
CIEIYIOIINE NEUCTBUS:

- ycTaHaBiuBaeTcsa uMsa MamuHbl (hostname);

- KOH(UTYPHUPYIOTCS apaMeTpshl Spa;

- YCTaHaBJIMBAETCS PaCKJIaJKa KJIaBHUII U CUCTEMHBIN MIPUPT;

- AKTHUBUPYIOTCS pa3/eiibl MOJKAYKY;

- KOpHeBas cuctema nposepsiercs nporpammoit fsck, u ecnm nporpamma fsck
omrOOK He OOHApYKuia, paioBas CUCTEMa MOHTHPYETCS B PEKUME

YTCHHUE/3aIUCh;
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- TPOBEPSIOTCS 3aBUCHMOCTH MOJAYJIEH sIpa;
- BBINIOJIHACTCS MIPOBEPKA IPYTUX (PaliIoOBbIX CHCTEM;
- MOHTHUPYIOTCS JIOKaJbHbIE (ailyIOBbIE CUCTEMBI;
- BKJIIOYAIOTCS KBOTHI,
- MOHTHPYETCS pa3Jien MOJIKAYKH;
- KC3 pasBepthiBaeTcs BMecTe ¢ HauasioM 3arpy3ku OC.
[TpaBunbHOCTh cTapra KC3 pekoMeHayeTcs NMpOBEpsITh HEMOCPEACTBEHHO IMOCHE

Ka)/10r0 pa3BEPThIBAHUS.
4.2. Ilpoepka npaBunsHOCTH cTapta KC3

Pexomenayercst yOequThCs pY MOMOIIM YTUIUTHI Systemctl B TOM, 4TO CUCTEMHBIE
CIIy’OBbI 3aIlyIIEHbl U padOTAIOT, UX CIHUCOK M COCTOSHHE HE OTJIMYAIOTCS OT OOBIYHOIO
IUTIsL JAHHOW CUCTEMbI (Ha0op CIIy>)kKO MOKET OTJIMYaThCs B 3aBUCHMOCTH OT NapamMeTpOB

YCTaHOBKH U HACTPOMKHM).
4.3. Ilepuoanueckas mpoBepka renoctHoctu KC3

4.3.1. [lopsamox mpoBepKU

PerynsapHo (He pexe 4yeMm pa3 B JIBE HEJNENU) aJIMHHHCTPATOPY PEKOMEHIYETCs
BBITIOJHATH KOHTPOJb COCTaBa YCTAHOBIIEHHOTO POrPaMMHOT0 00€CIeYeHHs Ha IPeIMeT
€ro COOTBETCTBHUSI MOJIUTHKE 0€30I1aCHOCTH MPEAIPUATHUS.

ExXenHeBHO aaMUHUCTPATOPOM JOJDKHO MPOBEPITHCS HAIWYUE BPEIOHOCHOIO
POrpaMMHOr0 OOecreueHusl.

[lepuonuuecku (He pexe 4eM pa3 B MeCsll) JOJKHA MPOUCXOIUTh CMEHA MapoJien
(Ko110B) MOJIb30BATEIICH/aIMUHUCTPATOPOB.

[lepuoguueckn (HEe pexe dYeM pa3 B HEJENI0) aJMUHUCTPATOPOM JOJIKHA
MIPOBEPSTHCS 1IEJIOCTHOCTH MporpaMMHOi U nHpopmarronnol yacreit OC Anst 8 CIL.

Ilepnonnuecku (He pexe 4eM pa3 B MECSI]) aJIMHUHHCTPATOpP JOJKEH MPOBOJIWUTH
TECTUpOBaHUE (PYHKUMN 3alIMTHI MH(OPMALIMU CHCTEMBI, B KOTOPOH SKCILTyaTUPYETCs

OC Auxnbt 8 CIL.
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B cnyuae obnapyxxenusi ys3Bumocteil B mporpammubix mMoayisix OC Anet 8 CII
yCTpaHEHHE YSA3BUMOCTU OCYIIECTBIISIETCS ITyTEM YCTaHOBKM CEpTU(ULIHUPOBAHHOIO
OOHOBJIEHUs, JMOO TyTEM NPHUHATHA WHBIX OPraHU3aLMOHHO-TEXHUYECKUX MeEp,
HaIlPaBJIEHHBIX HA 3aTPyJHEHHE BO3MOXXHOCTU 3KCIUTyaTaluu ys3BUMocTd. [Ipu 3TOoM
caMH Mepbl HOCAT BPEMEHHBIA XapakTep, a UX UCIOJIb30BAaHUE JOIYCTHUMO /10 MOMEHTa

BBIITYCKa COOTBCTCTBYIOIICTO OOHOBJICHHS.

4.3.2. [Ipumep mpoBEpKU MEXaHHW3Ma KOHTPOJIS LIETOCTHOCTH 0SEC

Kontpons nenoctHoctu KC3 B OC Anbt 8 CII obGecriednBaeT MpUIIOKEHUE OSEC
(cm. 1. 3.6.1). Ilpu 3amycke NPUIOKCHHUE CBEPSACT KOHTPOJIbHBICE CYMMbI W OOHOBIISICT
0a3y, 3amuchiBas TyAa HOBbIE 3HaueHusa. Paboraer osec TMoA  CHEIUATBHBIM
HETMPUBUIIETUPOBAHHBIM TOJIb30BATEIIEM.

Jlnst mipoBeneHWS TecTa HEOOXOIMMO AaBTOPU30BAThCS B CHCTEME OT HWMEHU
aIMUHUCTpPATOPA.

HOIIFOTOBI/ITL KaTaJor IJIs1 0asbl JTAHHBIX.

# mkdir /tmp/base

# chown osec:osec /tmp/base

# cp -ar /var/lib/osec/* /tmp/base

CdopmupoBaTh KOHTPOJIbHBIE CYMMbI OOBEKTOB (CIIUCOK MyTEH K HUM XPaHUTCS B
(aitsie /etc/osec/dirs.conf) M 3aHECTU UX B 0a3y JaHHBIX /tmp/base.

PesynbpraT paboThl 0sec BBIBOJUTCS Ha KOHCOJb, ITO3TOMY JIJISl TEpEHANpaBICHUS
BBIBOJIA pe3yJIbTaTa B TEKCTOBBIN (haiiil /tmp/reportl:

# osec -f /etc/osec/dirs.conf -D /tmp/base/ -r >/tmp/reportl

He mnpousBoass HUKaKMX HW3MEHEHUW B CHUCTEME, 3allyCTUTh OSEC MOBTOPHO U
BBIBECTH PE3YNbTAT PAOOTHI B TEKCTOBBIN (paiii /tmp/report2:

# osec -f /etc/osec/dirs.conf -D /tmp/base/ -r >/tmp/report2

CpaBHUTH JBa pe3yJbTUPYIOMUX (aitna /tmp/reportl U /tmp/report2:

diff -u0 /tmp/reportl /tmp/report2

JIBa oTdeTa MOJDKHBI COBHAAaTh, B KOHCOJU HE JIOJKHO OBITh BBIBEICHO HUKAKHUX

pa3IMYni.
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BpINONHUTE B CUCTEME CIEAYIOIMNE U3MEHEHUS .
- I3MEHUTH NpaBa (aiina /usr/bin/passwd:
chmod -x /usr/bin/passwd

- 100aBUTh TECTOBBIN (hailsl /usr/bin/test2:
touch /usr/bin/test2
- yaanuTh Gaia /usr/bin/who:
rm -f /usr/bin/who
- IEpeUMEHOBaTh ailst /usr/bin/whoami B /usr/bin/whoami.original:
mv /usr/bin/whoami /usr/bin/whoami.original
3aHYCTI/ITI) 0SCC B PCKUMC «TOJIBKO YTCHHUC» U IICPCHAIIPABUTL BBIBO/ B TEKCTOBBIN
(baiinn /tmp/report3:

osec -f /etc/osec/dirs.conf -D /tmp/base/ -r > /tmp/report3
CpaBHUTSH JBa pe3yIbTUPYIOMUX (aitna /tmp/report2 U /tmp/report3:

diff -u0 /tmp/report2 /tmp/report3

O)KI/II[aeMBIe pe3yJ'IBTaTBI: CBCICHUA 00 HU3MCHCHUAX, CACIIAHHBIX BbIINIC C

KOH(UrypallMOHHbIMU (haiijiaMu, JOJHKHBI BBIBOAUTHCS HA KOHCOJIb.

4.3.3. KoHTpob 1IEeIOCTHOCTH HEU3MEHSIEMBIX (PailyioB
3HaueHUE KOHTPOJIbHBIX CyMM  Hem3dMeHsembix  (aitmoB  OC Anbt 8 CII
PacCUYMTHIBACTCSI C UCIIOIB30BAHUEM CKpHITa alt-gensum.

CuHTakcuc:
alt-gensum [-r karasor] [-d karanor] [-1 uma danna]

[TapameTpsr:

- —r — Ha4aTh C APYroro Karajora, no yMOJ4aHHIo /;

- —-d — ompenenseT Katajor JJis CIUCKOB (haljioB M pe3yJbTaToOB, MO YMOJYAHUIO
/var/lib/alt-checksums/;

- -1 — ompeaenseT (aiy1 co CUcKaMu MPOBEPseMbIX (PailyioB, IO YMOJIYAHUIO, ITO

cniicok HemaMeHsseMbIx ¢aitstoB OC /var/lib/alt-checksums/11.
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[Ipu BBOZIE KOMaHBl O€3 apryMEHTOB Ha KOHCOJIb OyJIeT BbIBEJCHA MHTErpaibHas

KOHTpPOJIbHAsI CyMMa Heu3MeHsieMbIX (aitioB OC:
# alt-gensum
elb096e6a88068d6oblecaf0091926e47ea006£f539%9fed2f1da231d4533e909d2dd

/var/lib/alt-checksums/sums
[TodaiinoBeie 3HaYEHUS KOHTPOJBHBIX CYMM HEM3MEHsIeMbIX (ailioB OyayT
3amucaHbl B (pailn otyeTa /var/lib/alt-checksums/sums.
IlonydeHHYI0 MHTErpAJIBHYIO KOHTPOJIBHYIO CYMMY CpPaBHUBAaWTE C yKa3aHHOM B
nokymente «@opmysap. JIKHB.11100-01 30 01» aist cOOTBETCTBYIOLIEN apXUTEKTYPHI.
[To ymoyiuaHWI0O KOHTPOJIbHBIE CYMMBI PAcCUMTBHIBAIOTCS MO airoputmy sha256
(sha256sum), ucrosb3ysi MEPEeMEHHYIO OKPYXKCHHUST SUM, aJlTOPUTM MOXKHO M3MCHHUTb.
Hamnpumep, 17151 pacuera KOHTPOJIBHBIX CYMM IO aliroputMy mdS:
# export SUM=md5sum
[Ipu wu3MeHeHnun coctaBa HeusMeHseMblx (aiimoB OC, Hampumep, B
pe3yibTaTe YCTAaHOBKYA OOHOBJIEHUN 0€30MacHOCTH, HEOOXOAUMO:
1) ynanuth (rm) WIM MEpeUMEHOBATh (mv) ¢aiyi 11, KOTOPBIH COACPKHUT CITUCOK
MpoBepsieMbIX (aiIoB:
# mv /var/lib/alt-checksums/11 /var/lib/alt-checksums/11.backup
2) BBITTOJIHUTH KOMaH1y GOPMHPOBAHUS HOBOTO MEPEUHS MPOBEPSAEMbIX (HaiIoB:
# alt-gensum-chk
3) BBITIOJIHUTH PacueT KOHTPOJIbHBIX CYMM HEU3MEHSEMBIX (DaiijIoB:

# alt-gensum
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4.3.4. KoHTposb 11eJ0CTHOCTH (hailIoB Maposeil U CIucKa rpym
daiinpl ydeTHbIX 3anuceil U rpynn (/etc/passwd M /etc/group) MHTEHCHBHO
UCTOJIb3YIOTCS B mponecce anamuHuctpupoBanusi, u OC Anst 8 CII mnpenocrasiser

IIPOTPaMMHBIE CPEJICTBA JJII POBEPKU IIPABUIIBHOCTH UX CUHTAKCHCA.

4.3.4.1. TIpoBepka 11e7I0CTHOCTH (HaisIoB Mmapoeit

Qainm  /etc/passwd NpPOBEpSiETCS  KOMaHAOM pwck. JlaHHas  komaHaa
MOCJIEIOBATENbHO AHAIM3UPYET 3aMCH U MPOBEPSIET, UTO KAXKIAS 3aMKUCh COACPKNUT:

- IPAaBUWIbHOE KOJIMYECTBO IOJIEH;

- YHUKAQJIbHOE UM I10JIb30BaTEII;

- ICCTBUTEIIbHBIC UICHTU(UKATOPHI MTOJIH30BATENICH U TPYIII;

- ICUCTBUTEIIbHYIO IIEPBUYHYIO TPYIIILY;

- ICUCTBUTEIIbHBIN JOMAIHUN KaTajor;

- IEMCTBUTENBHBIM KOMAHIHBIN ITPOLIECCOP.

Jns mpoBeneHUsT TecTa HEOOXOAMMO AaBTOPU30BATHCS B CHUCTEME OT HMMEHU
aZMUHHCTpATopa (root), OTKPHITh (haiil /etc/passwd B TEKCTOBOM penakrope mcedit u
BBIINOJIHUTH CIICYIOIINE N3MEHEHNUS

- UBMEHUTH CTPOKY adm:x:3:4:adm:/var/adm:/dev/null

Ha adm:x: adm:/var/adm:/dev/null

- UBMCHHUTDB CTPOKY bin:x:1:1:bin:/dev/null

Ha adm:x:1:1:bin:/dev/null

- UIBMEHUTDH CTPOKY daemon:x:2:2:daemon:/:/dev/null

Ha daemon:x:22222:22222:daemon:/:/dev/null

- IBMCHUTb CTPOKYymail:x:8:12:mail:/var/spool/mail:/dev/null
Hamail:x:8:12:mail test:/var/spool/mail:/dev/null

- U3BMCHUTD CTPOKY ftp:x:14:50:FTP User:/var/ftp:/dev/null

Ha ftp:x:14:50:FTP User:/var/ftp test:/dev/null
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- U3BMCHUTD CTPOKY news:x:9:13:news:/var/spool/news:/dev/null
Hanews:x:9:13:news:/var/spool/news:/bin/bash test
COXpaHI/ITI) BHECECHHBIC UBMEHEHUS 1 BBIUTH U3 peaaKTopa.

3amycTUTh MPOrpaMMy PwcCk B pexuMe «TOJBKO YTEHHE» ISl MPOCMOTpPa BCEX

ONIHOOK:

pwck -r

OsxkuyaeMble pe3yNbTaThl: pe3yNbTaT pPabOTHl HpOrpaMMbl pwck TomKeH OBbITH

BbIBe/IeH Ha KoHCoIb. OC Anbt 8 CII nomkHa 00HAPYKUTh BCE CHHTAKCHYECKUE OITMOKU

U BBIBECTH UX HA KOHCOJIb:

pwck: shadow files will not be checked (tcb)
IoJib30BaTesIb daemon: TIpylna 22222 He CYHIEeCTBYeT
HeBepHasa 3anmuchk B Qanye mnapoJen

yoanuTs CTpokKy 'adm:x: adm:/var/adm:/dev/null'? Her

nojib3oBaTess 'lp': karasor '/var/spool/lpd' He cymecTByeT

rnojib30BaTesyib 'news': karasor '/var/spool/news' He cymecTByeT
noneps3oBaTens 'news': xarasor '/bin/bash test' He cymecTmyer
nojib30oBaTes L 'uucp': karasor '/var/spool/uucp' He cymecTByeT

nones3oBarens 'ftp': karanor '/var/ftp test' He cymecTByerT

nonbs3oBaTesnbt 'named': karasor '/var/lib/named' He cymecTByeT
nojib3oBarTess 'mailman': karanor '/usr/share/mailman' ue
CyllecTByeT

nonb3oBaTesnbt 'xfs': karasnor '/etc/X11l/fs' He cymecTByeT
nojb3o0BaTesib 'postgres': karanor '/var/lib/pgsql' He cyumecTByeT
nojib3oBaTesis 'gdm': karasor '/var/lib/gdm' He cymecTByeT
nojib3oBaTes b 'exim': karasor '/var/spool/exim' He cymecTByeT
noje3oBaTesis 'colord': karanor '/var/colord' He cymecTByeT

pwck: mM3MeHeHUM He BHECEHO

[Ipumevanue. B OC Anpr 8 CIl mns XpaHeHHs XOIIMPOBAHHBIX MAapOJICH

ucrnonb3yercss tcb u mosTomMy ailn /etc/shadow HE HCHOJB3YyeTCs, a (Dailssl

/etc/tcb/*/shadow mporpammoin pwck He mposepsitorcs. Kpome Toro, co3gaercs psj
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MpCcaAONpPCACIICHHBIX YUYCTHBIX SaHHCCﬁ, AOMAIIHUC KaTaJOru AJIsI KOTOPBIX IMOABJIIFOTCSA
TOJBKO IIOCJIC YCTAHOBKH COOCTBEHHO ITIaKETOB CO CJ'IY)K68,MI/I (Har[pHMep, KaTaJor

/var/spool/uucp CO3JAETCA MPU YCTAHOBKE MaKeTa uucp).

4.3.4.2. TIpoBepKa 11eJIOCTHOCTH CITMCKA TPYIII

KomMaHoi#1 grpck BBITIOJIHSAETCS MPOBEpKa GaiiioB /etc/group M /etc/gshadow.
JlaHHasi KOMaHJla MOCJEAOBATEIbHO aHAIU3UPYET 3alhCU M TPOBEPSET, YTO Kaxjas
3aIUCh COAECPIKUT:

- IPaBUJIbHOE KOJIMYECTBO IOJIEH;

- YHUKAJIbHOE UMSI TPYTIIIBI;

- ICCTBUTEIIbHBIN CIUCOK YWIECHOB U aIMUHUCTPATOPOB.

Jns mpoBeneHus TecTa 3alTH B CHUCTEMY C YYETHOM 3alHChI0 aIMUHUCTPATOpa
(root), OTKpBITH alil /etc/group B TEKCTOBOM pemakTope mcedit ¥ BBITOJIHUTH
CIEAYIOIINE U3MEHEHHUS:

- IBMEHUTH CTPOKY daemon:x:2:root

Ha daemon:root
- UBMCHUTh CTPOKY adm:x:4:root
Ha root:x:4:root

CoxpaHuTh BHECEHHbBIE U3MEHEHHUSI U BBIUTHU U3 PEIAKTOPA.

3anmycTuTh TPOrpaMMmy grpck B pEXHMME «TOJBKO UYTEHHE» ISl MPOCMOTpa BCEX
OIIHUOOK:

grpck -r

OxumaemMple pe3yNbTaThl: PE3yNbTaT PabOTHI MPOrpaMMbl grpck MOKEH OBIThH
BbIBe/IcH Ha KOoHCOJb. OC Anpbt 8 CII nomkHa 0OHAPYKHUTh BCE CHHTAKCUYECKUE OIITMOKU

1 BBIBCCTHU UX HA KOHCOIJIb:
IIOBTOPAKIAACS 3aluchk B Qanjie TPy
yoanuTes CcTpoky 'root:x:0:'? Her
IOBTOPAKIAACH 3alMCh B Qanje Ipyll

yIoaauThb CTpoky ' daemon:root'? Her
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'root' usyien rpynnel 'root' B /etc/group HO He B /etc/gshadow
HeBepHasd 3alMcb B OQanje Ipyln

yIOaJIUThk CTPOKyYy 'daemon:root'? Her

OTCYTCTBYEeT COOTBETCTByWIAd Tpynna B danne /etc/group
yIOaJIuUThk CTPOKyYy 'daemon:x::root'? Her

OTCYTCTBYEeT COOTBETCTByWINAa Tpynna B danne /etc/group
yoanuThk CcTpoky 'adm:x::root'? Her

grpck: mM3MeHeHUM He BHECEHO
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5. OBHOBJIEHHME OC AJIbT 8 CII

Cucrembl, UMEKOIIHE BBIXOA B ceTh MHTEpHET, MNOJy4arT OOHOBJIECHHUS U3
nyOJIMYHOTO PEMO3UTOPHsI B COOTBETCTBHHM C BBIOPAHHOM BETKOM [UIsI HY>KHOTO
IUCTpUOYTHUBA.

[IpuMeuyanue. AKTyanbHasi CCbUIKAa Ha PEMO3UTOPHUM yKazaHa B (opmyJsipe.
Tekymias Bepcusi TUCTpUOyTHBA yKa3aHa B AUPEKTOPUU /etc/apt/source.list.d/ B
KOH(HUTypanmoHHOM (haiijie ONMMCAHNSI HCTOYHUKOB C PACIIUPEHUEM . 1ist.

JUist cuctem, HE MMEIOUIUX BBIXOJA B CeTh MIHTEpHET, peKOMEHyeTCsl YCTaHOBUTD
oTaenbHbIN cepBep oOHoBieHU Ha 6a3e OC AnbT 8 CII A apXUTEKTYphl HAXOASIIUNCS
BHE 3AIlMIIEHHOTO KOHTYpa, U OPraHW30BaTh OI'PAHUYEHHBIN JOCTYII K 3TOMY CEpBEpY.
Hactpoiika cepBepa OOHOBJIEHHMI OCYHIECTBIseTCs Npu nomoum Moxayis «Cepep
oOHOBNeHUI» LleHTpa ynpaBiieHUs] CHCTEMOM.

NudopmupoBanre norpeduTesned 0 Mepax, HalpaBICHHBIX HAa HEUTpaIM3aluio
BbIsBJIEHHBIX ya3BuMocTe OC Anbt 8 CII, u BbllTycKaeMbIX OOHOBJICHUSIX BIMSIOIIMX Ha
6e3onacHocth OC Anbt 8 CII  BbINONHSETCS MyTeM MyOJUKaluu HWHPOpMAlUU Ha
o¢punmansHoM caiite nzaenus (https://altsp.su) WIK O 3JIEKTPOHHOHU IOUTE.

JlanHble OOHOBJIEHUS TIOBOJATCS 10 MOTpeOuTeNnel uepes myOIuuHbIi perno3uTopuit
710 MPOBENIEHUSI COOTBETCTBYIOIIUX MCHBITAHUN W3JENHsI IO TpeOOBaHUSAM O€30MaCHOCTH
uH(popmanuu.

[Tocne npoBeneHnss UCOBITAHUN MPEATPUITHE-U3TOTOBUTENb MOXKET MPEAOCTABUTH
noTpeduTensiMm oOHOBIEHUS Win OOHOBIEHHBIM auctpuOytuB OC Anst 8 CII B BHIE
AJIIEKTPOHHOM CCBUIKM JUJISl CAMOCTOSATENIBHOTO CKAaUYBaHMS.

[Tpu nonyyenuu ob6HoBieHUt OC Anbt 8 CII, npormeamux nporeaypy UCIbITAaHHHA
o TpeOoBaHUSIM O€30MacHOCTH HHQPOpMAIUU, Mepell MX YCTAaHOBKOW HEO0OXOAMMO
MPOBEPUTH MOJJIMHHOCTh U LIEJIOCTHOCTh MOJYYEHHBIX OOHOBJIEHHWI C MCIOJIb30BAHHEM
ITOPUTMOB, YKa3aHHBIX IPEANPUATUEM-U3TOTOBUTEIIEM.

B cnyyae HEBO3MOKHOCTH YCTAaHOBKM KPUTHUYECKOTO OOHOBIJICHUS JOJIKHBI OBITh
paspaboranbl orpanmdeHus 1o npuMmeHeHHo OC Anbt 8 CII, KOoTOpBIE MOKHBI
OTpa)xaThCs B HOPMATUBHBIX JOKYMEHTaX M (MJIM) MOJUTHKE 0€30MaCHOCTH OpraHU3alNK-
noTpeouTens.

BoinonHenre OOHOBJIEHUSI OCYIIECTBISIETCSI B COOTBETCTBHM  JOKYMEHTOM

«PyxoBonctBo agmunuctparopa. JKHB.11100-01 90 01».
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ITEPEYEHb COKPAILIEHUIA

— aBTOMATHU3UPOBAHHOE Paboyee MECTO;

— aBTOMATHU3HPOBAHHAs CHCTEMA,

— eIMHAs CUCTeMa MPOrPaMMHOM JIOKYMCHTAIINH;
— KOHTPOJIbHAS CyMMa,

— KOMILIEKC CPEJICTB 3aIUThL;

— OmepaIioHHas CUCTEMA;

— IPOrpaMMHOE 00€CTICUCHHUE;

— MPaBUJIO Pa3rpaHUYICHHS JOCTYTIA,

— 3JIEKTPOHHAs BEIUMCIIUTEIbHAS MAIlIWHA;

— Cpe/CTBA BEIYMCIUTEIIBHON TEXHUKH;

— (yHKIHUH 0€301aCHOCTH O0BEKTA.
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