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AHHOTALIA

Hacrosimuii  TOKyMEHT  COJEPXKUT OCHOBHBIE CBEIEHHUA O TMPUMEHEHHUH
nporpammuoro usgenusi «Omnepanmonnas cucrema Anbr 8 CI» (OC Anwt 8 CII) Ha
nporieccopax  apxurekryp — x86/x86-64  (AMD, Intel), armh  (ARMv7),
AArch64 (ARMvS), ppc64le (POWER).

Bepcus noxkymenta 1.4.

Onucanve OPUMEHEHUST COCTOUT M3 YETHIPEX OCHOBHBIX 4YacTed, B KOTOPBIX
PaCKpBIBAIOTCSI OCHOBHBIE BOMPOCHl npuMeHeHust u ¢yHkuuonupoanuss OC Anwt 8 CII.
Take, paccMaTpuBalOTCsl OpPraHU3alUsl BXOJHBIX M BBIXOJHBIX JAHHBIX B CHCTEME, U
KOH(UTypalusi TEXHUYECKUX CPEICTB, HEOOXOAUMBIX NJIsi NMPUMEHEHMs ONEepalMOHHOM
CUCTEMBI.

B nepBom paszene npuBOAATCS Ha3HAYEHHE, OCHOBHBIE NMPHUHIIMIIBI OpraHU3aLNH,
BO3MOKHOCTH OIIEPAallHOHHON CHUCTEMBI, €€ OCHOBHBIE XapaKTEPHCTHKH, OTPaHUYCHMUS,
HaKJIaJbIBA€MbI€ Ha 00JIaCTh €€ IPUMEHEHUS.

Bo BTOpOM paznene yka3blBaloTCs yCI0BUS, HEOOX0AUMBIE 17151 QYHKIIMOHUPOBAHMS
ONEPAIlMOHHON CUCTEMBI, CTPYKTypa TEXHHUYECKMX M MPOTPAMMHBIX CPEICTB MU
TpeOOBaHUs K HUM, OOLIUE XapaKTEPUCTUKN BXOJHOM U BBIXOJHOM MH(OpMAIUK, a TaKKe
TpeOOBaHUS U YCJIOBHUS OpPraHU3alMOHHOTO, TEXHMYECKOIO0 M TEXHOJIOIMYECKOIo
XapakTepa u T. M.

B Tperhem paznerne yka3blBarOTCS ONPEACNICHHs 3alayd U METONbl €€ PEIICHHS,
MPUBOAUTCS 00IIasi CTPYKTypa u anroputmbl GyukimonupoBanus OC Anst 8 CII.

B yeTrBepTOM pasznene NMpUBOAATCS CBEICHHUS O BXOAHBIX U BBIXOJHBIX JIaHHBIX.
VYKa3bIBalOTCS UX XapaKkTep U OpraHU3alMsl, 4acTOTa OOHOBJIEHUS U TIp.

Onucanue npumenenus pazpadborano B coorBerctBun ¢ ['OCT 19.502—-7/8 «Enunas
CUCTEMa MpOorpaMMHON jJokyMeHTaumu. OmnucaHue npuMeHeHus. TpeOoBaHus K

COJIEPKaHUIO U O(POPMIICHUION.
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1. HABHAYEHUE ITPOI'PAMMbBI

1.1. HazHauenue

OC Anpbr 8 CII  mpenHa3HaueHa  JJis  TPYOIOBOTO U KOPHOPATUBHOTO
WCIIOJIP30BAaHUS B KAadeCTBE  CpPEICTBAa  aBTOMATH3alud  WH(POPMAIMOHHBIX,
KOHCTPYKTOPCKMX U TPOU3BOJICTBEHHBIX TMPOLECCOB NPEANpUATAN (OpraHu3aluid,

YUPEKICHUN ).
1.2. BO3MOXHOCTH ¥ OCHOBHBIE XapaKTEPUCTUKH

OC Anbt 8 CII nmpencraBisieT co00i COBOKYIHOCTh MHTEIPUPOBAHHBIX MPOrPaMM,
CO3JaHHBIX Ha OcHOBE siapa «Linux», u obecneunBaeT 00pabOTKy, XpaHEHUE U epeaady
uHbOpMallul B 3alIMIIEHHOW MPOTrPaMMHON Cpele B KpPYIJIOCYTOYHOM pEeXKUME
AKCILTyaTal|H.

OC Anbt 8 CII o6nanaet cieayromuMu GyHKITHOHATBHBIMU XapaKTePUCTUKAMHU:

- o0ecrneunBaeT BO3MOXKHOCTh OOpaOOTKHM, XpaHEHHs M mepefaud HHpopManuu B

3alIUIICHHON TPOTPAMMHOMN CPEJIE;

- o0ecreunBaeT BO3MOXHOCTh  3allyCKa  IIOJIb30BaTEIbCKOTO  MPOrpaMMHOTO
obecrniedyeHus B cepTU(PULIUPOBAHHOM OKPYKEHUU;

- o0ecreynBaeT BO3MOXKHOCTh (DYHKIIMOHUPOBAaHUS B MHOI033/IauHOM PEXHUME
(0OTHOBPEMEHHOE BBITIOJTHEHHE MHOXKECTBA MPOIIECCOB);

- o0ecrieynBaeT  BO3MOXKHOCTh ~ MAaclITaOMpPOBAaHMS  CHCTEMBL:  BO3MOKHA
skcrryaranss OC kak Ha onHoil [IOBM, Tak 1 B MH(POPMALIMOHHBIX CHCTEMax
Pa3IMYHOM apXUTEKTYPBI;

- 00ecreynBaeT MHOTOMNOJIb30BATEIbCKUI PEKUM IKCILTYaTalluu;

- o0ecreunBaeT NOIEPKKY MYJIbTUIIPOLIECCOPHBIX CUCTEM;

- o0ecreunBaeT NoAJIEPKKY BUPTYaJIbHON MaMsITH;

- o0ecreynBaeT ceTeByt0 00padOTKy JaHHBIX, B TOM YKCIIE pa3rpaHUYeHHE JOCTyNa
K CETEBBIM I1aKETaM;

- NOJJEP’)KUBAET MYJBTUTEPMUHAIIBHBIA PEXUM JUJISI CO3/IaHUS JOTOTHUTENbHBIX

pabouux MecT Ha ofHOM KomIibtoTepe (kpome armh (ARMv7)).
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Jna noaaepsxku BoinosnHeHus: onucanubiX GyHkiui B OC AnbT 8 CII peannzoBansl
CJIEIYIOIME BO3MOXXHOCTH:

- YIpaBJIEHUE NPOIECCAMU U UH(POPMALIMOHHBIMU PECypCaMu;

- YIIPaBJIEHUE CUCTEMHBIMH PECYPCAMH;

- YIIpaBJIECHUE NAaMSATHIO;

- ynpasiieHue ¢aitiaMu 1 BHEITHUMH YCTPONCTBaMH;

- yIIpaBJIeHUE JOCTYIIOM K oOpabaTeiBaeMoi nHMOpMAITIH;

-3allUTa XPAaHUMBIX, OOpabaTBIBAEMBIX U MEpeNaBaeMbIX HH(OPMALMOHHBIX
pECypcoB KOMILIEKCOM cpecTB 3amuthl (qanee — KC3) onepannoHHON CUCTEMBI
(manee — OC);

- AIMMHHCTPUPOBAHUE;

- noJJepkKKa HHTepdeiica MPUKIaTHOro NpOrpaMMHPOBAHNS;

- IOJIEpP>KKa MOJIb30BaTENLCKOr0 HHTEpdeica.

OC Anpt 8 CII monmepuBaeT KIHEHT-CEPBEPHYIO AapXUTEKTYpy W MOXET
o0CITy’)kKMBaTh NPOLECCHl KaK B IMpelenax OJHOM KOMIBIOTEPHON CHCTEMbI, TaK MU
npoueccsl Ha apyrux [I9BM depes kaHambl epeadyn JaHHBIX WM CETEBBIE COCAMHEHUS.

Bapuant ucnomnenuss OC Anwt 8 CII Pabowas cranmms BkitodaeT OQUCHBIE U
KJIMEHTCKUE MPUIIOKEHHS U 00€CTIEYMBACT BBIIIOJHEHUE CAEAYIOIUX (PYHKLIMI:

1) nepcoHaJIbHBIC cpeIcTBa HH(DOPMAIIMOHHOTO OOMEHA:

- IOJIyY€HUE U YTEHHE 3JEKTPOHHOU MoyuThl (1o npotokoiam POP3, IMAP);
- OTIIpaBKa IOYTHI, B TOM YHCJIE U HAPSAMYIO Ha CEpBEpP MOJIy4daTes;
- BEJICHUE aJIPECHON KHUTH;
- BEJICHUE KOPOTKHUX 3aMETOK;
- INIAHKPOBAHUE BCTPEY U 3a/1a4 C YBEIOMJIEHUEM 00 UX HACTYIUJICHUU;
2) TI0JIe3HbIE BO3MOYKHOCTH:
- IPOCMOTP KaJICHJApS;
- apu(pMeTHUECKUI KaTbKyJIATOP;
- CJIOBaphb (CO BCTPOEHHBIM aHTJIO-PYCCKUM CIOBapEM);
3) paboTa ¢ JOKYMEHTaMHU:

- [IpaBKa IMPOCTLIX TCKCTOBLIX JOKYMCHTOB,
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- MpaBKa JOKYMEHTOB CO CJIOKHBIM (JOPMaTHPOBAHHUEM;
- IOJICYET B DJIEKTPOHHBIX Ta0JIMIIAX;
- IOJIrOTOBKA U MPOBEACHUE MPE3CHTAIUMH;
- TOCTPOCHHE PA3IMIHBIX CXEM M3 TIPEIONPEICICHHBIX Ma0IOHOB,;
- yripaBjieHue 0a3aMu JaHHbBIX;
- CKAaHUPOBAHME;
- CO3/IaHHE apXHMBOB, YTCHUE U3 apXUBOB (rar, arj, zip, tar.bz2, tar.gz, 7z);
4) cpenctBa padoThl B cetu MHTepHEeT/IHTpaHeT:
- MPOCMOTpP BEO-CTPAHUII, BKIIIOUAs TUIIEPTEKCTOBBIC BEO-CTPAHUIIBI, ayIHO U
BUJIEO;
- BOCTIPOM3BEICHHE TOTOKOBOTO ayINO M BUCO;
- o0lIIeHrne B CeTAX OOMEHa HEMEIJICHHBIMH COOOIIEHUSIMH (C TOMIEPIKKOM
XMPP);
- padota ¢ ¢aitnamu o nporokoaam FTP;
5) BbIBOJ MH(DOPMAITUH:
- meyarthb Ha npuHrepe u MOY;
- coxpanenue B ¢popmare PDF;
6) MyJIbTHMEIHA:
- MpocMOTp u300pakeHuil (popmarsl netpbm 8 u 16 Owur, tiff 8 u 16 6ut (B
T. 4. MHOTOCTpaHu4HbI), geotiff, png (B T. u. 16-6ut), jpeg2000, djvu, jpeg,
svg, bmp, gif ¢ anumaruei, ico;
- peIaKTUPOBAHUE PACTPOBBIX N300PAKCHHIA,
- peIaKTUPOBAHUE BEKTOPHBIX N300PaKECHHUI;
-3anmuce CD wum DVD (co3manve HOBOTO TpOEKTa H KONUPOBAHHE
CYIIECTBYIOILETO JAUCKA);
- COXpaHeHue B (hailyiax COAEP>KUMOTO 3BYKOBBIX KOMIAKT-UCKOB U BUJEO C
DVD;
- 3aITMCh 3ByKa C MUKPO(OHa,

- 3aITUCh BUJIEO C BEO-KaMephl;
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- mpocMoTp BUAeo (B popmarax avi, mpg, ogg, divx, xvid, mkv, flv, .wmv) c
cyotutpamu (.ssa, .srt, .ass);

- IpocyIMBaHKue 3BYKOBBIX (paitioB (B dhopmarax wav, flac, cue, mp3, ogg,
aac, ape);

- MPOCTYIITNBAHUE 3BYKOBBIX KOMITAKT-IUCKOB;

- BO3MOYKHOCTB IpocMoTpa DVD;

7) ALT CSP Kpuntollpo — rpaduyeckuii uHTepdeiic ans 3amycka KOMaH]
KPHUIITOTPOBaii/iepa Ha MPOBEPKY U CO3JAHUE JIEKTPOHHOU IIUGPOBOM MOAIUCH
(OUIT T'OCT) (xkpome armh (ARMV7)).

Bapuant ncnomaenuss OC Anpt 8 CII CepBep BKIIOYACT CIEAYIONINE CEPBEPHBIC

KOMITOHEHTHI:

- CYB/I PostgreSQL, CYB/I MariaDB;

- BeO-cepBep Apache;

- cepBep npunoxenn PHP;

- No4yTOBBIN cepBep Postfix;

- IMAP u POP3 cepsep Dovecot;

- FTP cepsep;

- TFTP cepsep;

- (paitnoBbIi cepBep Samba;

- paiinoBeiit cepBep NFS;

- cynepcepep xinetd;

- CepBep YAAJIIEHHOTO JOCTyIa MO MPOTOKOJy ssh;

- DNS cepgep bind;

- DHCP cepgep;

- cepBep SambaDC (konTpoiep nomeHa Active Directory);

- cepBep IpymmoBoii paboter SOGO';

- cepBep KoHTpoJuiepa foMeHa Linux FreeIPA';

- LDAP cepsgep;

- cepBep Kerberos;

- cepBep nevyatu CUPS;

- cepBep BpeMeHu NTP;

- CpCacCTBa BI/IpTyaJ'II/I3aI_II/II/Il.

! Ha x86-64 (AMD, Intel), AArch64 (ARMv8), ppc64le (POWER)).



8
JIKHB.11100-01 31 01

1.2.1. CnenuanbHble XapaKTEPUCTUKU

CrneunanbHble Xxapakrepuctuku BapuanTa ucnoiaHenuss OC Anbst 8 CII Cepsep 64%:

-sapo Linux ¢ mognepkkod matua PREEMPT RT (RT patch) He Huxke Bepcuu
4.19.135 — a1 BBIIOTHEHUS 33/1a4 C KOHTPOJIUPYEMBIMHU 33]I€P’KKAMH;

- oubnmoreku Xenomai He HIKE BepcuH 3.1, coOpaHHBIE C MOACPKKON pekuMa
Mercury;

- Habop MporpamMM Uil OLIEHOYHOTO TECTUPOBAHHUS CBOWMCTB PEaIbHOTO BPEMEHH
rt-tests 1 Harpy304HOro TECTUPOBAHUA Stress-Ng;

- YTWJIUTBI YHOPABICHUS MpOIECCOM cOopa M BU3yanu3auuu Tpacc saapa Linux —
trace-cmd, kernelshark;

- YTUJIUTBI ipopuiarpoBanus perf;

- oubnmoteky padotsl ¢ GPIO untepdeiicom (libgpiod);

- YyTUIUTBL yopasieHus npoduismu koHdurypamuu OC: tuned ¢ moanaep:kkoi
npodunae peadbHOTO BpPEMEHU — ONTUMHU3AIUs TPHUBSI3KKM IpEephIBaHUN

irq_affinity, uzomnsuus nmpoieccopHsbIxX siaep isolcpus.

Cpenctsa pazpabdotku st OC Anbst 8 CII mpenocTaBisitoTcst OTASIBHO IO 3aIpocy.

HNPEAYIIPEXKIEHUE

[IporpaMMHbIE KOMIIOHEHTBHl KOMIIAaKT-JUCKAa CO CpPEICTBAMHU pPa3pabOTKH MOTYT
HCIOJIb30BaThCS TOJIBKO Ui pa3pabOTKU CHENUANbHOIO (MPUKIAIHOIO) MPOrpaMMHOTO
obecrieuenus (CIIO), npennasHaueHHOro g  (QYHKIMOHUPOBAHUS B cpele
OC AneT 8 CII. B cmydae ecaum HEOOXOOUMO TPUMEHEHWE TMPOTpaMM M3 COCTaBa
KOMIakT-nucka «CpenctBa pazpaboTku» st obecnedeHus: ¢pyHkuuonuposanus CIIO,
ATU MPOTrpaMMbl JIOJKHBI ObITH BKIIFOUEHBI B cocTaB paspabarsiBaemoro CIIO, B ToMm
Yucjae B COCTaB 3arpy304HOro MoAyis (AuctpuOytuBa), ¥ CcepTUPUIMPOBAHBI Ha
COOTBETCTBHE TPEOOBaHUSAM O€30MaCHOCTH MH(POPMALIMU B €70 COCTABE.

? [Ipu ycranoske Cepsepa 64 6uT B Habope 623080t KOHGHUTypawun «CepBep ¢ KOHTPOIHPYEMBIMHU 3a1ePKKAMU.
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2. YCJIOBUA ITPUMEHEHNU A

2.1. TpeboBaHUs K TEXHUYECKUM CPEACTBAM

I ¢ynaxkuaumonupoanus OC AnwsT 8 CII HeoOxomuma IIDBM, obnanarorias
CJIETYIOIIUMHU XapaKTePUCTHKAMHU:

- mporieccopbl  apxutekryp X86/x86-64 (AMD, Intel), armh (ARMvV7),
AArch64 (ARMv8), ppcb4le (POWER);

- 00beM orepaTHUBHON MaMsITH — He MeHee 512 MoOaiT (pekomenayercs ot 1 ['GaiiT
u 6oiee);

- 00bEM JIOCTYITHOTO MPOCTPAHCTBA HAKOMUTEIS HA KECTKUX MAarHUTHBIX JUCKaX HE
menee 30 ['6aiit (pexomenayercs 200 ['Gaiit u Goiee);

- nepudepuiiHbple yCTPOMCTBAa BBOJA/BBIBOJIA — YCTPOMCTBO YTEHUS W 3alKCH

KOMIIAKT-IUCKOB (OMIIMOHAIBHO JIJI MHCTAJUISIIIMK TUCTPUOYTHBA).
2.2. TpeboBaHUS U YCIOBUS OPTaHU3AIMOHHOTO U TEXHOJIOTHYECKOT0 XapaKTepa

Ko Bcem momp3oBatensim OC Anpt 8 CII npenssBisercs ciemyromiee TpeOOBaHHE:
0a3oBble HaBBIKK PaboThl ¢ OC cemeiicTBa «Linux».

K apmunuctpatopy OC Anst 8 CII npenbsBistoTcs cienyronme TpeOoBaHus:

-3HaHUE TPUHIUIIOB TMOCTPOCHUS U  (DPYHKIHUOHUPOBAHUS  COBPEMEHHBIX
BBIYHMCIIUTEIBHBIX CUCTEM, MEXaHU3MOB 3aIlUThl HH(OPMAITNH;

- HaBbIKK paboThl ¢ OC cemeiicTBa «Linux»;

- HABBIKM QJIMUHUCTPUPOBAHUS OOIIECUCTEMHOT0 M MPUKIATHOTO MPOTrPaMMHOIO
o0ecIeYeHHS;

- HaBBIKH HACTPONKHU CPEJCTB 3alIUTHI, HCTIoNb3yeMbIX B coctaBe OC Aunbt 8 CII.
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2.3. OrpannyeHus Ha UCTIOJIb30BaHUE TEXHUUECKOTO U MTPOTPAMMHOTO XapaKTepa

2.3.1. OrpanuyeHus Ha MCIOJIL30BaHUE aIlllapaTHHIX TUIATGOPM U 0a30BBIX CHCTEM

BBO/a-BbIBOJIA

He nomyckaeTcs ucnosib30BaHue anmapaTHBIX IAT(HOPM U BepcHil 6a30BBIX CHCTEM
BBOJa-BbiBOIa U UEFI-npaiiBepoB, colepKalnx U3BECTHBIC YSI3BUMOCTH, OMMCAHHBIE B
OOIIeTOCTYMHBIX UICTOYHUKAX WH()OPMALINH.

B cnyuae ecnu mcmonbp3yemas anmapatHas maTdopma, Bepcus 0a30BOM CHCTEMBI
BBOJa-BbIBoJIa Wi Bepcusa UEFI-npaiiBepa coaepXuT ysi3BUMOCTh, TO €€ MCIIOJIb30BaHUE
JIOMYCKAeTCsl TOJBKO TMOCIEe MPUMEHEHHUS TaTya, MPEICTaBICHHOTO pa3pabOTUMKOM
JAaHHOM ammapaTHON miatdopMbl, Bepcud 0a30BOM CHCTEMBI BBOJIa-BBIBOJA WJIH BEPCUU
UEFI-napaiisepa (odurnmansHoro narya).

[Ipu OTCYTCTBHUM TaKOTO IaTya MCIOJIb30BaHUE aMMapaTHOW IMIaTGopMbl, BepcUu

6a30Boi1 cuctembl BBoJ1a BbiBoAa uiu Bepcuu UEFI-apaiiBepa ne gomyckaercs.
2.3.2. OrpanuyeHus Ha ACUCTBUA MIPU OOHAPYKEHUHU YA3BUMOCTEN

B cnyuae oOnapyxkenus ys3BUMOcTell B mporpamMmmubix mMoayisax OC Anbt 8 CII
HEOOXOJAMMO  YCTPaHUTh  YSI3BUMOCTh MYTEM YCTAHOBKH  CEPTUQPHUIIMPOBAHHOTO
OOHOBJICHUS, JMOO TyTeM NPUHSATHUS UWHBIX OPraHU3aAlUOHHO-TEXHUUYECKUX Mep,
HaIpaBJICHHBIX HA UCKIIOYEHUE BO3MOXKHOCTH YSI3BUMOCTH.

[Ipyu »TOM camMu Mepbl HOCSAT BPEMEHHBIM XapakTep, a HMX MCIOJb30BAHUE

JOITYCTUMO IO MOMEHTA BBIIMTYCKa COOTBETCTBYIOMIETO OOHOBIICHHUSI.
2.3.3. OrpanuydeHusi, HaKJIaIbIBaeMbl€ Ha MUCIOJIb30BaHue Mexanu3MoB KC3

OrpaHnyueHus, HaKJIaJAbIBAEMbIE HA UCIOJb30BaHuE MexaHnn3MoB KC3, mpuBeneHbl

B JokyMeHTe «PykoBoacTBO 1o koMiuiekcy cpencts 3amuTsl. JIKHB.11100-01 99 01».
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3. OIUCAHUME 3AIAYN

3.1. Onpenenenue 3anaun

OC Anbt 8 CII pemaer ciaeayromnme OCHOBHbBIC 3a/1a4H:

- OpraHmU3aIys JUCKPEIIMOHHOTO MPUHIIAIIA KOHTPOJIS OCTYIAa K HH(POpMaIIHH;

- uAcHTU(UKALINUS ¥ ayTeHTU(DUKAIIUS CYOBEKTOB;

- pa3rpaHUYEHHE JIOCTYyTA K CETEBOMY B3aUMOJICHCTBUIO B COOp CTAaTUCTHKH;

- COTIOCTABJICHUE OJIb30BATENS C YCTPONUCTBOM;

- KOHTPOJIb CO3/IaHMS U YAAJIICHUSI MPOIECCOB;

- KOHTPOJIb PACIIPEACIICHHSI CHCTEMHBIX PECYPCOB;

- U30JISILIUST IPOTPAMMHBIX MOJYJIEH MPOIECCOB B IMpejesiax ONepaTHUBHOM MaMsITH
[19BM;

- CHHXPOHM3AIIHS MPOIIECCOB;

- pacripeieieHle ONePaTUBHOM MaMITH MEX]Ty MPUKIAIHBIMU 3a/]a4aMu;

- ourcTKa (0OHYyJIEHHE) OCBOOOXKIaeMbIX 001acTelt onepatuBHOM namsiTu [19BM;

- IOCTYT K NepUuPEepUitHbIM YCTPONUCTBAM;

- 3aII1UTa BBOJA U BHIBOJIAa HA OTUYKJaeMbIil (U3HUECKUIl HOCUTETh HH(OPMAITNH;

- Oy(epu3zanus TaHHBIX;

- B3aUMO/ICHCTBUE C YIPABJISIONIMME MPOrpaMMaMH alapaTHBIX CPEACTB;

- perTucTpanusi W OJKypHAJIMPOBAaHWUE COOBITUHA, B TOM YHCIEC — COOBITHM
0e30macHOCTH;

- KOHTPOJIb IEJIOCTHOCTH TporpamMmHubiXx cpeactB, KC3 wu oOpabaTeiBaemoii

uH(popMaIMK, B TOM YUCJE peaan3alns 3aMKHYTON NpOrpaMMHOM CpeJibl.
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3.2. Metoap! peieHus

Jns pemenus mnocraBiaeHHbIX 3agad B OC Anbt 8 CII  joruuecky BbIJICTICHBI
CJIEIYIOILUE CUCTEMBI:
1) cuctema ympaBieHUS TPOIECCAMH, B COCTAaB KOTOPOW BXOMST CIICAYIOIIHE
CpeJiCTBa:
- CITy>KOBI KOHTPOJISI CO3J[aHUsI U yIaJICHUS POLIECCOB;
- CITy’KOBbI CHHXPOHHU3AIIUU TTPOIIECCOB;
- CITy>KOBbI KOHTPOJISI pacTpe/IeIeHs] CACTEMHBIX PECYPCOB;
- IOJICUCTEMA MEXIIPOLIECCOPHOIO B3aUMOACHCTBUS;
2) cucTeMa ynpaBJIeHUs MaMSThIO;
3) cucrema paboThI ¢ Qaiimamu;
4) cucTema BBOJIa-BhIBO/IA, B COCTaB KOTOPOM BXOJAT CICTYIOIIUE CPEICTBA!
- CIIyk0b1 Oy(epu3aluy TaHHBIX;
- cITy>kOBbI 10CcTyNa K NepupepuitHbIM yCTPOHUCTBAM;
- CITyKOBl B3aMMOJIEUCTBUS C YINPABJSAIOIMIMMH IpOrpaMMaMi armapaTHbBIX
CPEIICTB;
- CITy>KOBbI YIIpaBJIE€HUS ME€YAThIO;
5) cucrema aJIMUHHCTPUPOBAHUS;
6) KC3, B coctaB, KOTOPOTo, BXOJAT CIICAYIOIINE CPEICTBA!
- CITy>KObI MACHTU(PUKALIMY U ayTEHTU(UKAUU CyOBEKTOB JJOCTYIIA;
- CITy>KOBI yIIpaBJlieHUs MOTOKaMU WH(OpMaIUy;
- CITy>KObI perucTpaIi COOBITHIA;
-CIy’)KObl ~ OOecriedeHHe  IEJOCTHOCTH  MPOTPAMMHBIX  CPEICTB U
oOpabaTbiBaeMoi HH(pOpMaLUK;

- CpeJICTBA BOCCTAHOBJICHUSI.
3.2.1. Cucrema yrpaBieHUs TAMSATHIO

Cucrema  ympaBieHMs NaMmsAThbIO  OOECHEYMBAET  BBIMOJHEHUE  (YHKUUN
pacnpesesieHue ONEepaTUBHOM NaMATH MEXIy NPUKIAAHbIMM 3anadamu. OrnepaTUBHas

namath B OC Anbt 8 CII nMmeeT CTpaHMUYHYIO OpPTaHHM3alldI0, B OCHOBE KOTOPOW JIEKHUT
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OPUHLINIT JIEJICHUS BUPTYAJIbHOTO aJpPECHOT0 MPOCTPAHCTBA HA 4YacTH (CTpPaHHMIIBI).
Crpanunsl Bcergja wuMeOT (UKCUpOBaHHBIM pasmep. [lepegaua paHHBIX MEXIy
OMEepPaTUBHON MaMSTHIO U JIUCKOBBIM HAKOIMMUTEIEM BCETJia OCYIIECTBISIETCS B CTPAHUIIAX.
[Ipu sTOoM mporecc paboTaeT ¢ BUPTYaJIbHBIMU aapecamMH, a HE ¢ (U3NYECKUMHU.
[IpeoOpazoBaHne MNPOUCXOAUT TMOCPEACTBOM  BBIUMUCICHUM, MCIHOJB3YS  TaOJIUIIbI
JECKPUIITOPOB U KATaJIOTH TaOJIHII.

OC Aunsbt 8 CII momnepkuBaeT TpU YpOBHS TaOIHIL:

- karajor Tabuuil nepeoro ypous PGD (Page Table Directory);

- katajor Tabaun Broporo ypoas PMD (Medium Page Table Directory);

- rabnuia neckpuntopo PTE (Page Table Entry).

[IpeoOpazoBanrie BUPTYAIBHOTO ajapeca B (PU3UYECKUM OCYIIECTBISECTCS B TpU
JTana:

1) ykazarenp PGD, uMMEIOMIUICS B CTPYKTypEe OMMCHIBAIOINNN KaXKABIH MpoIece,

npeodpaszyeTcs B ykazarelb 3anucu PMD;

2) ykazatens 3anmucu PMD mpeoOpasyercst B ykazaTelb B TaOJHIIE JECKPUIITOPOB

PTE;
3) Kk peaTbHOMY anpecy, YKa3blBalOIIEMy Ha HAuyalo CTPAHMIBI NPUOaBISETCS
CMEIIIEHUE OT ee HayaJja.

Bce nannbie 00 ncnonszyemoii nmpoueccom mamsitu xpanarces sapom OC Anwt 8 CII
B CIEIUATBHBIX CTPYKTYpax.

[Ipu oTkpeiTHM (aiiia BHITIOJHIETCS €ro OToOpa)keHue B MaMsATh (YacTh (aiina,
JOYUTAHHAS JO pa3Mepa CTPaHHWIIbI; Hampumep, i TporieccopoB Intel mpu uteHHH
10 Gaiit 6ynyT npountansl 4096) u noOaBiieHUE B CTPAaHUYHBIN K111, PeanbHbIil jxe 3ampoc
Ha OTOOpakeHHe (pailyia TOIBKO BO3BpAIIAET aJIpeC Ha YkKe KIUIUPOBAHHBIE CTPAHUILIBL.

Ha ypoBHe mporiecca paboTa MOKET BECTHUCh KaK CO CTPaHUIIAMHU HAIPSIMYIO, TaK U

yepes CrelraibHble CTPYKTYPBI sapa.
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3.2.2. Cucrema ympaBieHus MpoLeccaMu

Cucrema ynpasinenus mnponeccamu OC Anbt 8 CII obOecrieunBaeT BbBITIOJIHEHHE
clenyomux GyHKIUN:

1) ynpaBneHue nporeccamu:

- CO3/IaHHE MPOIIECCOB;

- yIIpaBJ€HUE NPOLECCAMU;

- YAaJICHHE MPOIIECCOB;

- INIAHKPOBAHUE MPOILECCOPHOTO BPEMEHHU;

2) pacnpe/elieHue CUCTEMHBIX PEeCypCOB;

3) CHHXpOHU3AIHS MPOIIECCOB M OPTaHU3AIHS MEKITPOIIECCHOTO B3aUMO/ICHCTBUSL:

- COKETBHIL;

- CUTHAJIbL;

- KaHaJIbL;

- ouepeau COOOIIEHUI;
- cemadopsr;

- pazaensiemMast aMsTh.

3.2.2.1. YpaBieHue nporeccamu

[Tpouieccom B OC Anbt 8 CII HazbiBaeTcsi nmr00asi BBIMOJIHSIONMASACS MPOrpaMMa.
OC Anbt 8 CII xak MHOTO3a7auHasi CUCTEMa XapaKTEePU3yeTCs TeM, YTO OJTHOBPEMEHHO
MOKET BBITOIHATHCS MHOKECTBO MPOLIECCOB, MPUHAICKALITUX OJHOMY MM HECKOJIBKUMU
IIOJIB30BATEISIMHU.

OOHOBpPEMEHHO B ONEPATUBHOM MaMATH MOKET HAXOJUTHCS HECKOJIBKO MPOLIECCOB,
IpU 3TOM KaXJIoMy paboTaromieMy MpoIeccy CHUCTeMa MPUCBaMBaeT yHUKalbHbIN PID
(process identificator). Kaxnerii mporiecc BBITIOJHSIETCS B COOCTBEHHOM BUPTYaTbHOM
aJpECHOM IIPOCTPAHCTBE.

OC Anbr 8 CII ympaBmsier o0Opa3oMmM Tipoliecca B OINEPATUBHON TAMATH WITU
CEerMEHTaMH KOJIa U JIaHHbIX, ONPEAEIISIIONINX cpely BbloiHeHUus. CerMeHT KoJia, B CBOIO
ouepeb, COAEPKUT pealbHble HWHCTPYKIMM LEHTPAJIbHOMY Ipoleccopy. JlaHHbIE,
CBSI3aHHBIE C IMPOLIECCOM, TaKXKE SBJSIIOTCS YacTbio oOpasa mpolecca, W XpaHATCS B

peructpax. st onepaTUBHOTO XpaHEHUs] pabOUUX JaHHBIX CYIIECTBYET 00JIaCTh MaMSITH,
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BBIZICIsIeMasl JUHAMUYECKH, W CIIOCOOBI €€ WCIOJIb30BAaHUS MEHSIIOTCS OT Tpollecca K
poILIeCCy.

[Ipouieccnl pazaensaroTcs Ha: (QYHKIMOHUPYIOIIME HAa YPOBHE siipa ONEparuoOHHON
cuctemsl (kernel-space) u QpyHKIIMOHHMpYIONTHE BHE sApa ONMEPAIMOHHON CHCTEMBI (user-
space). [Iponeccel, PyHKIIMOHUPYIOLIUE HA YPOBHE sijipa, 3amyckatorcs camum sjpom OC,
aub0 B BHIE TMOATPY)KAaeMbIX MopayJied smapa. I[lpomecchl, (QYHKIMOHHUPYIOIIHNE B
CHUCTEMHOM OKPY)KCHHWH, 3alycKaroTcs craHmapTHeM it npuinoxenuin OC Anpt 8 CIIT
METOOM.

3.2.2.1.1. Co3nanue mporiecca

[Iponecc mopoxkmaeTcss ¢ MOMOILIBIO CUCTEMHOTO BbI3oBa. [Ipyu co3gaHum HOBOTO
MIPOILIECCA BBIMOIHSIETCS CIIEIYIOUIEE:

1) BBIIEIACTCS MAMSTh JUIS OIKCATENIsl HOBOTO IpoIecca B TaOJIHIIE TTPOIIECCOB;

2) Ha3HAyYaeTCs YHUKAIbHBIN HaeHTH(HKaTop nporecca PID;

3) co3maeTcsl  JIOTMUYECKas KOMMs Ipollecca, KOTOPBIA  BBIMOJHSAET ITOJTHOE
KOIUPOBAHUE COJIEPKUMOIO BUPTYAJIBHOW MAMSTU POAUTENBCKOrO IMpOoLEecca,
KOIMHUPOBAHUE COCTABJISIOMIMX SJIEPHOTO CTAaTHYECKOTO W JAMHAMHUYECKOTO
KOHTEKCTOB MpOIecca-Mpe/IKa;

4) yBEIMYUBAIOTCS CUYCTYUKH OTKPBHITHA  (DaiiioB  (NMOPOXKACHHBIA  MPOIECC
HacJIeTyeT BCE OTKPBIThIE (hailIbl pOJIUTEILCKOTO MPOIlecca);

5) Bo3Bparaercs uacHTuukaTop npomecca PID B Touky Bo3BpaTra U3 CUCTEMHOI'O
BBI30Ba B POJIUTENILCKOM Tporiecce U () — B mpolecce-moTOMKE.

[Ipu nopoxkaeHuu nporecca, AJis HEro co3AaeTcs CBOM OJIOK yIpaBlIeHHS, KOTOPBIMA

MIOMeEIIAeTCsl B CHCTEMHYIO TaOIHIly MpolieccoB, Haxoasamuxcs B sape OC. Dra Tabnwuia
MPEJCTaBIISIET COOOM MAacCUB CTPYKTYp OJIOKOB yIIpaBJICHUsI TIPOLIECCaMU.

B xaxxmom 6510ke comeprkarcs CleIyIoNue JaHHbie, oTcaexkuBaembie sipoM OC:

CJI0BO COCTOSAHHA IIPpOLCCCa,

PUOPUTET;

BCJIMYMHA KBaAHTa BPCMCHHU, BBIACIICHHOI'O CUCTCMHBIM INNIAHUPOBITUKOM

CTCIICHDb MCIIOJIb30BaAHKUA CUCTCMHBIM IIPOLHECCCOPOM;

MPHU3HAK JUCIICTUCPHU3AIHNN,
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- UIEHTU(UKATOP MOJIL30BATENS, KOTOPOMY MPHHAJIEIKUT TPOIIECC;

- 3¢ PeKTUBHBIN UACHTU(DUKATOP MOJIb30BATEIS;

- peanbHbIH ¥ 3P PEKTUBHBIN HACHTHPUKATOPHI TPYIIIIHI;

- TpyIIIa mporecca;

- UICHTU(PUKATOP TIPOIecca U UACHTHPHUKATOP POAUTEIHCKOTO TPOIlecca;

- pa3Mmep 00pasza, pa3MeIaeMoro B 00JIaCTH MOIKAYKH;

- pa3Mep CErMEHTOB KOJIa M TAHHBIX;

- MacCHB CUTHAJIOB, OXKHIAIOIINX 00paOOTKH.

3.2.2.1.2. YupaBieHue mporeccom

Hnst ynpasnenus: nponeccamu OC Anbt 8 CII ucnonbs3yeT 1Ba OCHOBHBIX THIIA

HH()OPMAITMOHHBIX CTPYKTYD:

- IGCKpUTITOp TpoIecca — COAEPKUT HHGPOPMAIMIO O COCTOSIHHM IIpolecca,
pacrnoJioKeHuu oOpasa rmpoiiecca B ONEPaTUBHON MaMsTH U Ha JIMCKE, O 3HAUECHUU
OTJENbHBIX COCTABIAIOMINX MPUOPUTETA, a TAaKKE €ro HMTOTOBOE 3HAYCHHE —
rJI00QJIbHBIA TIPUOPUTET, UIACHTU(HUKATOP MOJIb30BATENsI, CO3/ABIIETO IPOIIECC,
uHdOopMaIUs 0 POJCTBEHHBIX MPOIECCAX, O COOBITUAX, OCYIECTBICHUS KOTOPBIX
OXKUJAeT JaHHBIN TpoIlecC U APYTYI0 HHHOPMAIIHUIO;

- KOHTEKCT Mpolecca — COACPKUT MHPOPMAIMIO O IMpolecce, HEOOXOAUMYIO IS
BO300OHOBJICHHSI BBINIOJIHEHUSI TpOIlecca C TPEPBAHHOTO MeECTa: COJEPKUMOE
PETUCTPOB MPOIIECCOPa, KOl OMIMOOK, BBITIOTHSIEMBIX MPOILECCOPOM CHCTEMHBIX
BBI30BOB, MH(pOpMaIuio 000 BCEX OTKPBITHIX JaHHBIM MpolieccoM ¢GaiaoB u
HE3aBEPIICHHBIX OTNEepaIysIX BBOAA-BHIBO/IA U IPYTHE JaHHBIC, XapaKTEPU3YIOLIHE
COCTOSIHUE BBIYMCIUTEIILHOM CPE/lbl B MOMEHT MpPEphIBAaHUSI.

3.2.2.1.3. 3aBepuieHue mporecca

3aBepIiieHHE TpOIecca BBIMONHACTCA C TIOMOIIBIO CHCTEMHOTO BBI30OBA, MPHU

KOTOPOM OCBOOOKIAIOTCS BCE MCIIOIB3YEMbIE PECYPChl, TaKHE KaK MaMATh U CTPYKTYpPbI
tabmun sapa. Kpome Toro, 3aBepiiatoTcs u JOYEPHUE MPOIIECCHI, MOPOXKICHHBIC JAHHBIM
mpoieccoM. 3aTeM W3 TaMATH YAQISIOTCS CErMEHTBhl KOJa W JaHHBIX, MOCIE 3TOTO

pOI[I/ITeJ'IBCKI/Iﬁ IMpoIeCC OUNIIACT BCC PECYPChI, 3dHUMACMBIC TOYCPHUMHU IMPOICCCAMMU.
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3.2.2.1.4. TInanupoBaHue

B OC Anbt 8 CII peannzoBaHa BBITECHAIONIAs MHOI03a/1adHOCTh, OCHOBaHHasi Ha
UCIIOJIb30BaHUU MTPUOPUTETOB U KBAHTOBAHUS.

Bce mpouecchl pa30MTBl HAa HECKOJBKO TpPYyNI, HA3bIBAEMbIX KJlacCcaMu
npuoputeToB. Kaxknas rpymnmna uMeeT CBOU XapaKTEepUCTUKH IUIAHUPOBAHUS ITPOLIECCOB.

JlouepHHI TpOLECC HACIEAYET XapaKTEPUCTUKHU IUIAHUPOBAHUSA POAUTEIBCKOTO
IIPOLIECCA, KOTOPBIE BKIIIOYAIOT KJIACC NPHUOPUTETa W BEIMYHWHY INPUOPUTETA B JTOM
kiacce. Ilporecc ocraercst B TaHHOM Kjacce /0 TeX IOp, MOKa He OYyJeT BBINOJHEH
CHUCTEMHBIA BBI30B, M3MEHAIOMMUNA €ro kiacc. CyllecTByeT TpU NPUOPUTETHBIX Kilacca
IIPUOPUTETOB: KJIACC PEATbHOTO BPEMEHM, KJIACC CHUCTEMHBIX IPOLECCOB M KJlacc
MPOLIECCOB pa3zesieHuss BpeMeHu. [IpuopuTeTHOCTh mporecca TeM BbIlIe, YeM OOoJblle
YK CJI0, BBIPAXKAIOIIEE IPUOPHUTET.

[Ipomecchl  CUCTEMHOTO KJjlacca HCIOJB3YIOT —CTPAaTEeTHui0  (PUKCHUPOBAHHBIX
npuoputeToB. CHUCTEMHBIN KIIACC 3ape3€pBUPOBAH Uil IMPOLECCOB sapa. YPOBEHb
IIPUOPUTETA IPOLECCY HAZHAYAECTCA SIAPOM M HUKOT' /1A HE U3MEHSETCS.

[Iporiecchl pealbHOrO BPEMEHU TaKX e HCHIOJB3YIOT CTpPaTeruio (PUKCUPOBAHHBIX
MPUOPUTETOB, HO TMOJB30BATEIb MOXKET HMX M3MEHATh. [IpM HaIMYMM TOTOBBIX K
BBINOJIHEHUIO ITPOLECCOB PEATTBHOIO BPEMEHU APYTHE ITPOLECCHI HE pACCMATPUBAIOTCS.

XapaKTEepUCTUKHU IUIAHUPOBAHUS IPOLIECCOB PEATBHOTO BPEMEHU BKIKOYAIOT [IBE
BEJIMYUHBI: YPOBEHb IJI00AIBHOTO MPUOPUTETA U KBAHT BpeMeHU. {11 KakII0ro ypoBHS
MIPUOPUTETA YCTAHABIMBAETCS 110 YMOJIUYAHHUIO CBOSI BETMUMHA KBaHTa BpemeHu. [Iponeccy
pa3pelaeTcss HCMNOJb30BaTh PECYPCHl IpoLEeccopa B TEUYCHHE YKA3aHHOIO KBAaHTA
BPEMEHHU, MO0 MCTEYEHUHU KOTOPOTO IUJIAHUPOBIIMK CHUMAET MAaHHBIM Mpolecc C
BBITIOJTHEHUSI.

B kmacce mnpouneccoB pasieiieHHsT BpPEMEHW JUI  PACHPEACIICHUS BPEMEHH
IpoLeccCopa MEXAY IMPOLECCAMU UCIIOJb3YETCA CTPATETUS TUHAMHYECKUX MPUOPUTETOB,
KOTOpas aJalTUPYETCA K ONEPALTMOHHBIM XApAKTEPUCTHUKAM ITPOIIECCA.

Bennunna npuopuTeTa, Ha3HA4Yae€MOro Mpoleccam  pa3lelieHHs] BpPEMEHH,
BBIYUCIISIETCS] MPONOPILIMOHANIBHO 3HAYEHUSM JBYX COCTABJISIONIMX: IOJIb30BATEIbCKON

YacTU U CUCTEMHOHU 4JacTu. [lonp30BaTebckas 4acTh IPpHUOPUTETA MOKET OBITh U3MEHEHA
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CyIepIioyib30BaTeaeM 00t W BiIaAeNnbleM MPOLECca, HO B MOCIEAHEM CIIydae TOJbKO B
CTOPOHY €r0 CHM>KCHUSI.

CucreMHasi cOCTaBIIAIONIAsl MO3BOJSET IUIAHUPOBIIUKY YIPABIATH MPOLECCAMH B
3aBUCUMOCTH OT JUIUTEIBHOCTH HCIIOJIB30BAaHUS UMHU PECYpPCOB MPOLECCOpPA, HE YXOAS B
COCTOSIHUE OKUJaHUS.

3.2.2.2. PacripeiesieHre CHCTEMHBIX PECYPCOB

Jlist 3ammycka mporiecca, BeimodHsgeMoro B OC Anbt 8 CII, HeoOX0aMMBbI CUCTEMHBIC
pecypchl, TaKME€ KakK NaMsATh, MOPThl BBOJA-BbIBOAA, MaMSATh BBOJA-BbIBOAA, JMHHUU
NpephIBaHUs, a TaKXKe KaHAIbl MmaMsaTH mnpsmoro ooOpamenuss DMA (Direct Access
Memory).

Cucrema ympaBneHus pecypcamu, peanuzoBanHas B OC Anwt 8 CII, moxer
YIOPABJISTh MPOU3BOJBHBIMU peCypcamMH, OOBEIHHSSI X B HUEPAPXUUYECKYIO CTPYKTYPY.
['moGanbHbIe pecypchl CHUCTEMbl (Hampumep, MOPTHI BBOAA-BbIBO/A) MOTYT OBIThH
pa3ziereHbl Ha TOJMHOXECTBA — HAlpUMEp, OTHOCSIIMECS K KaKOMY-JIMOO CIOTYy
anmnapatHod MmMHBL. ~OmnpelneNeHHble JIpalBepbl, TaKXke, MpPU IKEJTAHUHU, MOTYT
IIO/IPA3JIEIATh 3aXBATHIBAEMBIE PECYPCHI HA OCHOBE CBOEH JIOTHUECKOW CTPYKTYPHI.

O6mactp mamsTH, NpUHAANIEekKauas MnepudepuiiHOMy YCTPOMCTBY, Ha3bIBaETCA
MaMAThI0 BBOJIA-BBIBOJIA, YTCHUE W 3alMCh MOPTOB M MaMSTH BBOJA-BBIBOJIA — paboTa
npaiiBepa. IlopTel M maMaTh BBOJA-BbIBOJA OOBEAMHEHBI OOUIMM HAa3BaHUEM — PETHOH
(nu 00JacTh) BBOIA-BBIBOJIA.

JIngs  npenoTBpamieHusT  KOJUIM3UMM — MEXAY  Pa3jIMYHbIMH  YCTPOWCTBAMH
B OC Anpt 8 CII peanm3oBaH MeXaHHW3M 3alpoca/BBICBOOOXKICHUS PETHOHOB BBOJA-
BBIBOZIA (TIOPTHI U MaMSTh BBOAA-BBIBOJIA). DTOT MEXAHHU3M IPEACTABISIET MPOTPAMMHYIO
a0CTpaKIIMIO U HE PACIIPOCTPAHAETCS HA allapaTHbIE BO3MOKHOCTH.

Nudopmanus 0 3aperucTpupoOBaHHBIX pecypcax AOCTyIHA B TEKCTOBOM (opme u
coaepkutcs B aitnax /proc/ioports M /proc/iomem. Kaxnas cTpoka maHHoro ¢aiina
O0TOOpaKaeT B MIECTHAIIIATEPUYHOM BU/JIC JUATIA30H MTOPTOB, CBSI3aHHBIX C IpaliBEPOM HIIH

BJIQZIEITIBLIEM YCTPOMCTBA.
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3.2.2.3. CUHXpOHHU3alUg  TPOIECCOB M  OpraHM3alus  MEXIPOIECCHOTO
B3aUMOJECHCTBUS

K cpemctBam  mima  opraHm3aluy — MEXIPOLECCHOTO  B3aMMOJECUCTBHUSA
B OC Anpt 8 CII OTHOCSATCS: COKETBI, CUTHAJbl, KOMMYHUKAITAOHHBIC WU MMCHOBAHHBIC
KaHaJbl, COOOIIEeHHS (0uepeau cooOIIeHni), ceMadopbl U pa3jesseMast HaMsITh.

3.2.2.3.1. Coxertsl

Coker gomena UNIX (Unix domain socket, UDS) wmm IPC-coker (coker
MEXIPOLIECCHOTO B3aMMOJCHCTBUSI) — KOHEYHAs TOYKAa OOMEHa JaHHBIMH MEXKIY
nporeccamu, paboTarolUMH B 0IHOU U ToH ke cucteme UNIX.

Homennsie coeaunenuss UNIX sBusitorcs, mo cyTH, OalTOBBIMH TIOTOKAMH,
CXOKMMHU C CETEBBIMU COCTUHEHUSIMU, HO TIPU ATOM BCE€ JJAHHBIE OCTAIOTCS BHYTPHU OJIHOTO
KOMIIbIOTEPA (TO €CTh 0OMEH JaHHBIMU MPOUCXOIUT JIOKAJIBHO).

UDS ucnone3ytot (aityioByr0 CUCTEMY KaK aJpecHOe MPOCTPAHCTBO UMEH, TO €CTh
OHM TIPEJCTABIIAIOTCA MpolieccaMu Kak MHOJBI B (DailioBol cucteMe (CUCTEMOM CO3/1aeTCst
cCrenuaibHblid (haliyl COKeTa MO 3aJlaHHOMY IyTH). OTO MO3BOJISET JBYM DPa3jIM4YHBIM
MpolleccaM OTKPBIBATh OJMH M TOT K€ COKET /I B3aUMOJCHCTBUSI MEXKIY co00il (uepes
(aiin cokera J1I0ObIE JJOKAIbHBIE MPOLECCH CMOTYT COOOIIATHCS IMyTEM YTEHUS/3aMUCU U3
Hero). OpjHako, KOHKPETHOE B3aWMOJICHCTBHE, OOMEH JIaHHBIMH, HE WCIOJIb3YyeT
(haitsioByI0 cHCTEMY, a TOJIbKO Oydepbl maMsTH sapa.

HecmoTpst Ha TO, 4TO ApyrUe MPOIECChl paclo3HAIOT (hailibl COKETOB KaK 3JIEMEHThI
KaTajora, 4YTeHHE W 3amuch (aijoB COKETa MOTYT OCYIIECTBIATH TOJILKO TE€ MPOIIECCHI,
MEXK]1y KOTOPHIMH YCTAaHOBJICHO COOTBETCTBYIOIIEE COSTUMHEHHUE.

B3anmoneiicTBre, OCHOBAaHHOE Ha HWCIIOJIb30BAaHUU COKETOB, SIBJIIETCSI OCHOBHBIM
MEXaHM3MOM MEKCUCTEMHON M MeEXMIpoliecCHOM cBsizu. COKEThl MPEACTaBISIOT COOOM
MporpaMMHBIN HHTEpdenc sl oOecreyeHusl IBYCTOPOHHEW CBSI3U TUIA «TOYKA-TOYKA»
MEXIy JByMs mporieccamu. HWHTepdelc COKETOB TMO3BOJSET SIBHO pa3ieiiuTh BO

B3aUMOJICHCTBUU JIBYX IIPOLIECCOB CEPBEPHYIO U KIMEHTCKYIO YaCTh.
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B3anmoneiicTBrE MPOIIECCOB MOCPEICTBOM COKETOB MOXKET OBITh MPE/ICTABICHO B
o0111eM BU/JIE CIEYIOUM aJITOPUTMOM:

- CEpBEpHBIN  MPOIECC HMHUIMAIU3UPYET COKET W  NPHUBSA3BIBAET €ro K
OMpENICICHHOMY aJipecy U (KUJu) MOPTY, MOCIIE TOr0 MEPEKIIOUYAET COKET B PEKUM
OKUJIaHUS TTOAKITIOYEHUS OT KIIMEHTCKOTO MPOIECCa;

- KIMCHTCKUUA MPOLECC HWHULIUAIM3UPYET COKET U MPUBSA3BIBAET €ro K
OMPENICICHHOMY aJIpecy U (WJIN) MOPTY;

- KJIMEHTCKUM MPOIIeCC MHUIIMUPYET MOJKII0UEHHE K COKETY CEPBEPHOIO IMpoIliecca.

[Tocne ycTaHOBKU COEAMHEHUS WHQPOPMAIMOHHBI OOMEH MEXIy MpoleccaMu
MOKET OBITh OCYIIECTBJICH B JIBYCTOPOHHEM HaIlpaBJICHUU.

3.2.2.3.2. Curnainsl

OC Aunsbt 8 CII Takke obecrieunBacT BOZMOXHOCTh OpTraHU3AIMHA MEXIIPOIIECCHOTO
B3aMMO/ICHCTBUS C IOMOIIBIO CUTHAJIOB.

CurHasipl TIpEACTaBISAIOT COOOW MPOrpaMMHBIE TIPEPHIBAHUS U IMO3BOJSIOT
YBEJAOMJIATh MPOIIECC WM TPYIITY MPOIECCOB O HACTYIJICHUU HEKOTOPOTO COOBITHS.
Korna curnan nocnan npoueccy, OC npepbIBaceT €ro BbIOJHEHNE. VICTOUHUKOM CUTHajIa
MOXET BBICTYIIATh KaK Ipyrou npouecc, Tak u cama OC.

Curnanel, nocbuiaembie OC, yBEIOMJIAIOT O HACTYIUICHUM HEKOTOPBIX CTPOrO
MPEONPEICIICHHBIX CUTYyallu (Hampumep, 3aBepIleHHE JOUYEpHEro Mpoliecca, MOMbITKa
BBITIOJTHUTH HEJOMYCTUMYIO MAIIMHHYIO UHCTPYKIIUIO, MOMBITKA HEIOMYCTUMOMN 3aiCH B
KaHaJl U JPYyTHUe), IPU 3TOM KaKJIOMY COOBITHIO COTIOCTABJICH CBOM curHaji. CyIecTBYIOT
TaKKe€ 3ape3epBUPOBAHHBIE HOMEpPAa CHUTHAJIOB, CEMaHTHKa KOTOPBIX OIpeAesIeTCs
MOJIb30BAaTENILCKUMU MPOLECCAMH M0 CBOEMY YCMOTPEHHIO (HAalpUMEp, MPOLECChl MOTYT
MOChUIATh APYT APYTY CUTHAJIBI C IEJIBI0 CHHXPOHU3AIIUN ).

CurHaJibl SIBJISIFOTCSI MEXaHU3MOM aCHHXPOHHOTO B3auMojencTBus. [Ipu nonyuenun
CUTHAaJIa IPOILIECCOM BO3MOKHBI TPU BapUaHTA PEAKI[UU HA MTOTYYECHHbBIA CUTHAIL:

- IpOlIeCC pearupyeT Ha CHUTHAI CTaHAApTHBIM OOpa3oM, YCTAHOBJICHHBIM IIO

yMoOT4aHuto (yisi OOJBIIMHCTBA CUTHAJIOB JEHCTBHUE M0 YMOJMYaHUIO — 3TO

3aBepIIICHUE Mpoliecca);
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- IPOLIECC MOXKET YCTAaHOBHUTH CIEIHAIBbHYI0 00pabOTKy CHTHaja, B 3TOM CIy4ae 1o
MPUXOY CUTHAA BhI3bIBACTCS (QYHKIUA-00paOOTUUK, ONIPEACIICHHAS POIIECCOM;

- IPOLIECC MOXKET MPOUTHOPUPOBATH CUTHAJ.

3.2.2.3.3. Kanansr

B OC Aunbt 8 CII B3aumoelcTBre MEXKIYy MPOlLieCCaMHi OCYIIECTBIISIETCS TaKKe C
MOMOIIbI0 HEMMEHOBAHHBIX U MMEHOBAHHBIX KaHaloB. Dailibl JAHHOTO THIA MOJO0OHBI
COKETaM, IOCKOJbKY TOXE€ HCHOJB3YIOTCS Il B3aUMOJCHCTBUSA MEXAY NPOLIECCAMH,
OJIHAKO, B OTJIMYHE OT COKETOB, B HECMMEHOBAHHBIX KAHAJIAX JAHHBIE MTEPENAIOTCS TOJIBKO B
OJIHOM HalpaBJICHUH.

B3aumopneiictBue MexJIy pOAUTEIbCKUM IPOLIECCOM M JI04epHUM (Tmporiecc,
MOPOXKACHHBIA POAUTEIBCKUM MPOLECCOM) OCYHIECTBISETCS IO HEMMEHOBAaHHOMY
KaHally, KOTOpPbIA MpEACTaBIseT CO0OM MPOrpaMMHBIM OJHOHAIPABICHHBIM KaHAJ
nepeay JaHHBIX MEXAY JIByMsl pOACTBEHHBIMH IpolieccaMu (POJIUTENIEM U MTOTOMKOM).
[Ipy HEOOXOIMMOCTH ABYHANPABICHHOIO HWH()POPMALMOHHOTO OOMEHa POIUTEIbCKUN
npouecc co3aaeT aBa kaHana. [loctopoHHUI CyOBEKT BMEIIAThCsl B OOMEH JTaHHBIMHM HE
MOJKET, TaK KaK OOpallleHue K HEMMEHOBAHHBIM KaHajaM OCYLIECTBIISIETCS TOJIBKO Yepes3
MeXaHu3M (alIoBbIX AECKPUITOPOB, KOTOPbIE HACIEAYIOTCS NPHU MOPOXKIECHUH HOBOTO
rporuecca.

B3aumopeiicTBue MeXIy HE3aBUCUMBIMHU IMpOILIECCAMH  OCYIUECTBISETCA IO
MMEHOBAaHHOMY KaHaily. lMIMeHOBaHHbIE KaHalbl SBJISIOTCS JBYHAINPaBICHHBIMH, YTO
MO3BOJIET OCYLIECTBIISITH OOMEH COOOIICHUSMU MEXIY ABYMS MPOLECCAMU TOCPEICTBOM
€AMHCTBEHHOTO  KaHaja. VIMEeHOBaHHBIM  KaHal  O0ecrne4YrBaeT  BO3MOXKHOCTH
B3aUMOJCHCTBUS MPOIIECCOB, BHITIOJHAIOIIMXCS KaKk Ha OAHOM, Tak U Ha pa3HbIX [I9BM,
00BEMHEHHBIX B JIOKAIbHYIO CETh.

MMeHOBaHHBIM KaHaJ CcoO3JaeTcs SIBHO C Iomombio koMmaHasl mkfifo, m nBa
pa3IMYHBIX IPOIEcca MOT'YT OOpPaTUThCA K HEMY 110 UMEHH.

3.2.2.3.4. Ouepenu cooOlIeHUM

Ouepenb cooOlIeHUI MpeACcTaBIseT cOO0OW MEXaHWU3M, MO3BOJISIIOIIMM Ipolieccam
ACMHXPOHHO MOCHhUIaTh co001eHus Apyr apyry. Korna coobiienne nojiyueHo mpoieccom,

OHO ynaysercs: u3 ouepean. Ouepeab COOOIICHHI CYIIECTBYET HE3aBUCHMO OT TpoIliecca-
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MCTOYHHUKA U TpOolecca-NMPUEeMHUKA: MPOLECC-UCTOYHUK MOKET OTIPABUTh COOOIIEHUE B
ouepellb U 3aBEPIIUTHCS, & COOOIICHHE, TeM HE MeHee, OyAeT MOIY4YeHO IMPOIECCOM-
nprueMHUKOM. CooOIIeHNsIM MOTYT ObITh Ha3HAYEHBI PUOPUTETHI. BhICOKOTIPHOPUTETHDIE
COOOIIIEHUsI BCETJla MPUHUMAIOTCS MEPBBIMH, HE3aBHCUMO OT KOJUYECTBAa COOOIECHUH B
ouepe.

3.2.2.3.5. Cemadopsl

Hst  cuaxponusanuu  mporieccoB B OC Anpt 8 CII nmpuMeHsroTcs  ceMadophl.
Cemadopbl UCTIONB3YIOTCS KaK OJOKUPYIOMIMI MEXaHW3M, MO3BOJSIONIUNA pa3rpaHUuUTh
JAOCTYNl TapauiebHO pabOTAOMIMX MPOIECCOB K KPUTHUECKUM HWH(POPMAITMOHHBIM
pecypcaMi U HUCKIIOYUTh BO3MOYKHOCTb HCIOJIb30BaHUSI CETMEHTa NaMsITH JBYMS
nporeccaM OJHOBPEMEHHO.

3.2.2.3.6. Pa3nensemas namMath

Pa3nensemas maMaTh UCHOIB3YETCS Ul TOTO, YTOOBI YBETUYUTH CKOPOCTh OOMEHA
JaHHBIMM MEXAY MpoueccaMu. B OonplIMHCTBE ciiydaeB 0OMeH MH(OpManuen Mexay
IPOLIECCAaMU OCYILECTBIISIETCSI Yepe3 SApO, B TO BPeMs KaK MEXaHU3M B3aUMOJEHCTBUS
IPOLECCOB MOCPENCTBOM pa3leisieMOd MaMATH I[O3BOJISIET OCYLIECTBUTh OOMEH
uH(pOpMaIiel, UCIONb3ysd HEKOTOPYH YacTh BUPTYAJIBHOTO aIpECHOTO MPOCTPAHCTBA,
KyZa MOMEIIAI0TCS U OTKyJa CUMTHIBAIOTCS AaHHble. [locie nobaBnenHus pasznenseMoro
CerMEHTa TNaMAITH K COOCTBEHHOMY BHPTYaJlbHOMY MPOCTPAHCTBY IOJIh30BATEIbCKHIMA

MPOIIECC MOXKET paboTaTh C HUM KaK ¢ OOBIYHBIM CETMEHTOM TIaMSITH.
3.2.3. Cuctema paboThI ¢ (aiinamu

Cucrema pa6otsl ¢ daiimamu OC Anpt 8 CII oGecrieanBaeT BO3MOKHOCT PaOOTHI €
(aiinaMu, CChIJIKaMM, KaTaJloTaMH U pa3fiellaMH U TOAJIEPKUBAET CIICAyIONNe (paitioBbie
CUCTEMBI:

1) o6wmmit uaTepdetic k dpaitmossim cucremam VFES (Virtual File System);

2) (aiiJoBbIC CUCTEMBI, MOAJICPKUBAIOIINE TUCKPEIIMOHHBIH KOHTPOJb JOCTYMA K

uH(pOopMaIIK:
- cereBas (aiinoBas cucrema NFS (Network File System);

- (patinoBas cucrema ReiserFS;



23
JIKHB.11100-01 31 01

- paitmoBas cucrema ext2 (Second Extended File System);
- paitmoBas cucrema ext3 (Third Extended File System);
- paitmoBas cucrema ext4 (Fourth Extended File System);
- paitnoBas cucrema XFS;
- paitmoBas cucrema JFS (Journaled File System).
OC Anbt 8 CII no3BoJIsI€T BHIMOMHITH CIASAYIONINE ONEpalnu ¢ ailnaMu:
- CO3/IaHHE€ U TPOCMOTP (aiina;
- KonupoBaHue (aiina;
- IEPEUMEHOBAHKE U NlepeMenieHne (aiios;
- 3aIyCK UCIIOJIHAEMBIX (DaiisioB;
- ynaneHnue ¢Gpansos;
- IOUCK (paiiyIoB;
- U3MEHEHHME TpaB J10CTyNa K (ainam.
[Ipumeuvanwue. na kaxaoro daitna 8 OC Anpbt 8 CII ycTaHaBIMBaroTCs mpaBa
JOCTYIIA.
XKecTkas ccplika MpeacTaBisieT cOO0M TOMOIHUTEIBLHOE UM ISl HCXOIHOTO (aiina
U CCBUIAETCA HAa HOMEpP HHIEKCHOIO JECKpHUITOpa HCXOAHOro (aiina, ciemnoBaTeibHO,
TaKHe CChUIKM MOTYT YKa3bIBaTh TOJILKO Ha (pailyibl, pacnoioKeHHbIE B TOM ke (aiioBon
CUCTEME, 4YTO U JKecTKas ccbuika. IIpu wu3MeHeHum (Qaiina KECTKOM CCBUIKH,
ABTOMATUYECKU U3MEHsIETCS M OObIuHBIN (aitn. [Ipu yganeHuu >KeCTKOW CCBUIKH, (aiin
yaansieTcsi TOJbKO B TOM CIllyyae, €Clidi Ha HEro HeT OoJible >KECTKHX CCBhUIOK, B
MPOTUBHOM CITy4yae yAalIIeTcs TONbKO CChUIKA.
CumBoOJMYECKas CChUIKA MPEJICTABISCT CO00M (haiiil, Mpu 0OpaleHuH K KOTOPOMY
OC oOpamaerca k apyromy (daitny. B oTnuuue OT JKECTKUX CCHUIOK CHUMBOJIMYECKHE
CCBUIKM MOTYT YyKa3blBaThb Ha (ailybl, pacroyioKeHHble B JApYyroil ¢aiaoBoil cucreme,
HallpuMep, Ha MOHTHUPYEMOM HOCHTEJNIe, WJIH IpPYyromM Kommbtorepe. B ciywae, eciu
UCXOJIHBIN (aii yJaneH, CHUMBOJIMYECKAs] CChUIKA HE YAAIsIeTcs, HO CTaHOBUTCS
Oecrone3Hoi. CHUMBOJIMYECKAs CChUIKA HE MMEET MpaB JOCTyMa, OHA HaclleqyeT IpaBa

noctyna ot (paityia, Ha KOTOPBIN CChITTAETCS.
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OC Anbt 8 CII m03BOISET BHIMOIHATH CICAYIONTNE OTICPAINN C KAaTAJIOTAMH:

- IPOCMOTP COAEPKUMOTr0 KaTajlora;

- BBIBOJ, UMEHHU TEKYIIIETO KaTaJlora;

- CO3/IaHHE U YAAJIICHUE KaTaJlora;

- CMEHA KaTaJjora;

- I3MEHEHHUE TpaB JOCTyNa K KaTaJory.

B cayuae, eciiu quckoBeId HakomuTeNnb U3 coctaBa [IDBM pa3but Ha pasnensl, Ha
Ka)KJIOM pasjielie OpraHu3yeTcsl OTaeNbHas (pailioBas cucremMa ¢ COOCTBEHHOM CTPYKTYpOH
KaTtanoroB. Jlyist monw3oBaTens ¢ailyioBasi cucTeMa IpeacTaBisieT co0oil enuHoe nenoe. B
JEUCTBUTEILHOCTH, pa3Hble YacTU (DAMIOBOM CHCTEMBbI MOTYT HAXOJUTHCS Ha Pa3HBIX
YCTPOMCTBAX: pa3fenax JUCKOBOTO HAKOMUTENS, Cb€MHBIX HOCUTENSAX HH(POPMALIUH.

OC Aunbt 8 CII m03BOJSET BHITOIHATH CIASAYIONINE ONIEPAINH C pa3IeIaMu:

- CO3/IaHME pa3/ena;

- MOHTUPOBAHUE, PA3MOHTHUPOBAHUE pa3/eia;

- popMaTUpoOBaHUE pa3/eIa;

- IpoBepKa (paitioBoi CHCTEMBI pasjerna.
3.2.4. Cucrema BBOJa-BhIBOIA

Cucrema BBO/1a-BbIBOJIa 00ECIIEUUBAET BHIMIOJHEHHUE CIAEAYIOMMNX (QYHKIUI:

- IOCTYT K BHEUTHUM yCTPOICTBaM;

- Oy(epu3zanus TaHHBIX;

- B3aUMOJEICTBHE C MpOrpaMMaMH YIIPaBJI€HUSI BHEIIHUMU ycTpoiicTBamu [IOBM;

- CJIy>KOBI yTIpaBJICHUS M1€YATHIO.

3.2.4.1. JlocTyn K BHEITHUM yCTPONCTBaM

B OC AnpT 8 CII pmoctyn K (U3NYECKOMY YCTPOWCTBY OCYIIECTBISETCS C
MOMOIIBIO crenuanbHOro (Qaitna ycrpoiicrsa. [Ipu BoimonHeHuu ¢ (aitiiom ycTpoiicTBa
omepainuil OTKPBITUS, YTEHUS WIM 3allCH OCYUIECTBIAETCS OOMEH MJaHHBIMU C

¢buzndeckuM ycTpoiicTBoM. Daiiibl yCTPOUCTB XpaHSATCS B KaTaJlore /dev.
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B OC Anpt 8 CII uicionb3yroTcs CTaHAapTHBIE IMEHA YCTPOUCTB:

- ttyN — KoHCOIB;

- MOUSe — MaHMITYJIATOP THTIA «MBIIIIbY;

- audio — 3ByKOBas Kapra;

- modem — MozeM;

- ttySN — mocrenoBaTeNnbHbI MOPT;

- IpN — mapannensHbIi IOPT;

- cuaN — MoryT 0003HaYaTh MOCIEIOBATEIbHBIC TOPTHI;

- SAXN — HaKOIHUTEIb Ha JKECTKUX MarHUTHBIX JIUCKAX;

- fdO — mepBbIi TUCKOBO /I THOKUX JTHCKOB;

- StN — ctpumep ¢ unrepdeiicom SCSI;

-nrtfN — 3amoMumHaromiee ycTpOWCTBO Ha MPHHIWIE MArHUTHOW 3allUCH Ha
JIEHTOYHOM HOCHTEJNIE, C IOCIEA0BaTEIbHBIM JOCTYIIOM K JaHHBIM C UHTEp(eiicoM
FDC;

-mdN — maccus RAID;

- ethN — cereBas 1iara;

- null — mycroe ycTpoiicTBo.

[Ipumeuanue.N—HOmMep ycTpolicTBa (Harpumep, ttyl — repBast KOHCOJIb).

3.2.4.2. bydepuzaius TaHHBIX

Cuctema Oydepuzanuii BBIMOIHAECT (QYHKIUIO KAI-MAMATH 1O OTHOIIEHUIO K
JTMCKOBOMY HaKOMUTET0. K3ImmpoBaHWe AMCKOBOTO HAKOMHUTENS YMEHBIIACT CPEIHEe
BpeMs JOCTyna K JaHHBIM, XpaHsSmuMcs Ha HeMm. JIro0oil 3ampoc Ha BBOJ/BBIBOJI K
(hu3nyecKoMy yCTpOMCTBY ITpeoOpa3yeTcs B 3ampoc K nojcucreme 0ydepuzannu, KoTopas
MPEACTABISIET CO00M OyPepHBIN Myl U KOMILJIEKC MPOTPaMM yIPABIICHUS TTYJIOM.

Bydepubrit myn cocroutr u3z OydepoB, Haxomsumxcs B obnactu siapa. Pasmep

otnensHOro Oydepa paBeH pazmepy 0JI0Ka TaHHBIX Ha JUCKOBOM HAKOIUTETIE.
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C kaxaeiM Oydepom cBsizaHa crelnualibHas CTPYKTypa — 3arojloBok Oydepa, B
KOTOPOM COJIEP>KUTCS clieayronias HHGOpMaIIHs:

1) nanHbIC O cocTosTHUM Oydepa:

- 3aHAT/CBOOOJICH;
- YTEHHE/3aITUCh;
- IPU3HAK OTJIOKEHHOM 3aIUCH;
- oIMOKa BBOJIa-BBIBOJIA;
2) naHHbBIe 00 YCTpOWCTBE — HWCTOYHHMKE HH(MOpMAIUKM, HAXOJSIICHCS B 3TOM
Oydepe:
- TUIT YCTPOWCTBA,
- HOMED YCTpPOMCTBA;
- Homep OJI0Ka Ha YCTPOICTBE;
- anpec Oydepa;
3) cchulka Ha cleayronmi oOydep B odepeau cBOOOTHBIX OydepoB, Ha3HAUCHHBIX
JUTSI BBO/IA-BBIBOJIa KAKOMY-JTHOO YCTPOMCTRBY.

3anpoc Kk mnoacucreMe Oy(depu3aluu BBINOIHIETCS C MOMOUIBIO CIEIYIOIINX
OCHOBHBIX (DyHKIIUH:

- PYHKIIMM CUHXPOHHOM 3aInCH;

- QYHKIIMY aCHHXPOHHOM 3aITHCH;

- pyHKIMHU OTJIOKEHHOU 3aIUCH;

- GyHKIIUN TTOJTy4eHHs OJI0Ka JaHHBIX.

B pesynprare BbIONHEHUS (DYHKIMM CHHXPOHHOW 3alUCH  HEMEIJICHHO
UHULMUpYeTCsl (pu3nyeckuii OOMEH ¢ BHEIIHUM YCTPOWMCTBOM, MPOIIECC, BBIIABIINMA
3ampoc, 0KUIACT Pe3ybTaT BBHIIOJHEHHUS OTEpallii BBOAA-BhIBOJA. B maHHOM ciydae B
MPOIIECCe MOXKET OBITh MPEAYCMOTPEHA COOCTBEHHAS PEAKIIUs HA ONTMOOYHYIO CUTYAIIHIO.
Takolt TWN 3amUCU  HWCHONB3YeTCs, KOI/a HEoOXOIWMa TapaHTUsl MPaBHILHOTO
3aBEpIICHHSI ONIEPallii BBOIAa-BBIBO/IA.

B pesynbraTe BbIMOMHEHUS (PYHKIIMM ACHHXPOHHOW 3aMUCH TaKXKe HEMEJICHHO
MHUIMUpYeTCsT (U3HUEeCKUid OOMEH € YCTPONCTBOM, OJHAKO 3aBEpUICHHs OIepaluu

BBOJIa-BBIBOJ/IA TIPOIIECC HE JOKHUIAETCA. B 3TOM cilyyae BO3MOXKHBIE OIIMOKH BBOJIA-



27
JIKHB.11100-01 31 01

BBIBOJIa HE MOTYT OBITh MEpElaHbl B MPOIIECC, BbIIABIINH 3ampoc. Takas oneparus 3aucH
nenecoobpasHa Mpu MOTOYHOM 00paboTke (DailyioB, KOTJIa OXKUJAHWE 3aBEpPIICHUS
orepalvd BBOJA-BbIBOJA HE 00S3aTENbHO, HO €CTh YBEPEHHOCTh B IOBTOPEHUH 3TOU
OTIepaIiH.

B pesynbrare BhIMOAHEHUS (DYHKIIMM OTIOKEHHOW 3alMCU Iepefada JaHHBIX U3
cucteMHoro Oydepa He mpou3BoauTcs. B 3aromoBke Oydepa co3maeTcsi OTMETKa O TOM,
9710 Oydep 3amoHEH U MOKET OBITh BBITPYXKEH, €CIIA MOTPEOYETCS €r0 OCBOOOHTD.

Kaxnas u3 dyHkiuii momydeHust 0j0Ka JaHHBIX HIIET B OydepHoM myie Oydep,
CoJIep Kalllui yKa3aHHBIM OJIOK JaHHBIX. B ciydae, ecinu takoit 010k B OydepHOM Tmyie
OTCYTCTBYET, OCYIIECTBIISIETCS TIOUCK JIFOOOT0 cBOOOHOrO Oydepa (Ipu 3TOM BO3MOMKHA
BBITPy3Ka Ha JHCKOBBIM HakKomHuTeNlb Oydepa, coaepik aliero B 3arojioBKE IMpU3HAK
OTJIO)KEHHOW 3amlucH), JTUO0O OpPraHu3yeTcsl €ro 3arpy3ka B KakKoOW-HHUOynb CBOOOJHBIN
Ooydep. B ciyuae, ecnmu cBoOOHBIE Oydepbl OTCYTCTBYIOT, MPOU3BOIUTCS BBITPY3Ka
Oydepa ¢ 0TII0KEHHOH 3aMKCHIO.

3.2.4.3. BzaumoieiicTBiE C MporpaMMaMH YIPABJICHHUS BHEIIHUMHU YCTPOMCTBAMU
[15BM

[Iporpammel ynpaBneHuss BHEIHUMH ycTporctBamu [IOBM npennazHaueHsl s
YIOpaBJICHUS TIepenadeil JaHHBIX MEXK/Ty BHEITHUM YCTPONUCTBOM U ONEPATHBHOMN MaMSIThIO
I[T9BM.

Ces3p sanpa OC ¢ TakuMu MNporpaMmMaMu OOECIEUYMBACTCS C TMOMOIIBIO JABYX
CUCTEMHBIX TAOJINII:

- Tabnuia OJI0K-OPUEHTUPOBAHHBIX YCTPOUCTB (YCTPOWCTBA, HANPUMED, ITHUCKOBBIC
HAKOMUTEIU, MH(OpMAIUs Ha KOTOPHIX XpaHUTCS B OJIOKax (PUKCHPOBAHHOTO
pa3mepa, UMEIOINX CBOW COOCTBEHHBIN aipec);

-Tabiuia  OalT-OPUEHTUPOBAHHBIX  YCTPOMCTB  (YCTpOMCTBA,  Hampumep,
TEPMHUHAJIBI, CETeBOE O0OpYyIOBaHHE, TEHEPUPYIOUIHNE WM MOTPEOIIAIOIIne

MOCJIeI0BaTEILHOCTh OANUTOB).
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Jlis CBSI3M MCTIONB3YyeTCsl cheayronias nHGOpMalus U3 WHACKCHBIX JECKPUIITOPOB
crenuaIbHbIX (HaioB:

- KJ1acc ycTpoiicTBa (0alT-OpUeHTUPOBAHHOE WK OJIOK-OPUEHTUPOBAHHOE);

- TUIl YCTpOMCTBa (JIGHTOYHBIM HOCUTENIb, HAKOMUTEIb HAa THOKOM MarHUTHOM

JIUCKE, HAKOTIMTEJb Ha )KECTKOM MarHUTHOM JIMCKE, YCTPONCTBO MeYaTH, JUCILICH,
KaHAJI CBSI3U U IpYTHUE);

- HOMEP YCTPOMCTBA.

Krnacc ycTpoiicta onpenensier BIOOp TabIUIIbI OJIOK- WU OAUT-OpHUEHTUPOBAHHBIX
YCTPOMCTB. DTHU TaONHIBI COJEpKaT ajpeca MPOrpaMMHBIX CEKUUH apaiBepoB. Tum
yCTpOHCTBa onpeesisieT BbIOOp ApaiiBepa.

3.2.4.4. Crryx0bI ynpaBleHUS TIEUYATHIO

B OC Anwt 8 CII ocHOBHO# cucTeMOl meuyaTu sBiseTcs cepep meuatd Common
UNIX Printing System (manee — CUPS).

CepBep nedatn CUPS ¢dyHKIMOHUPYET B BHUIE OTACIBHOM CIyKOBI U MOXKET
YIPABIATHCS AJMUHUCTPATOPOM (IPELyCMOTPEHA BO3MOKHOCTh YAaCTUYHO IEpPEIaBaTh
IpaBa 0 YIPaBJICHUIO 3a/1aHUsMU TIOJIb30BATEIS).

B cocraB cepsepa neuatu CUPS BXOIdT cieAyromne KOMIOHEHTHI:

- IUCIieTyep ovYepeau nevaTH (IIaHUPOBIIKK );

- cuctemMa (pUIbTPALINH;

- Back-end-cucrema.

Cepgep neuatu CUPS pabGoTaeT B COOTBETCTBUH CO CJICIYIOIIUM JITOPUTMOM:

-cepBep IeyaTd NPUHHUMAET 3aJaHUE€ Ha Ie4aTh OT MpPOrpaMMbl (aKTUBHOTO

IpolLecca) U NEPENaeT ero JUCIeTYepy OUepear MeYaT! WIK IIAHUPOBILKKY;

- IUCTIETYEp Oouepear nevyaTu A00aBIseT 3aJaHUe Ha Me4YaTh B COOTBETCTBYIOIIYIO

ouepeb;

- IUCIIETYEP OYEepEeau IMeYaTH MEepelaeT 3aJaHhe Ha IMedaTb B COOTBETCTBUM C

ouepe/iblo cucteMe (pUIbTpaluy;

- cuctema GuUIbTpanuu o0padaThiBaeT JaHHBIC: OCYIIECTBIISIET BCE HEOOXOIMMbBIC

npeoOpa3oBaHusl TaHHBIX B COOTBETCTBUU C MPHUMEHSEMBIMHU JUIsI 3TOTO 3aJaHUs

buIbTpaMu U MEPEBOAUT UX B (pOpMAaT, MOHATHBINA IPUHTEPY.
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3.2.5. Cuctema aIMUHUCTPUPOBAHUS

Cucrema  aJIMUHHUCTPUPOBAHHUS  OOECIEYMBAET BO3MOXKHOCTH  BBIMIOJHEHUS
HacTpoiku koHpurypauu OC, B 4aCTHOCTH:

- ycranoBka OC Anbet 8 CII 1 Ha3HaueHUE TapaMeTPOB CUCTEMBI;

- CO3/IaHME 3arPy304HbIX THCKOB;

- KOHQUTYPUPOBAHHUE TTAPAMETPOB JaThl U BPEMEHH, TpaduIeCcKOil Cpenbl, CPEICTB
BBOJIa U BBIBOJIA;

- HACTPOIKa U ynpaBi€HHUE CUCTEMHBIMU CEPBUCAMU U CITYKEOHBIMU POrpaMMaMU;

- HACTpOMKa W yIpaBlieHne cucteMoi ympasienus nakeramu Advanced Packaging
Tool (manee — APT);

- oonosnenne OC u npukiagHoro I1O u3 ee cocrtasa;

- HACTpOWMKa W yIpaBJICHHWE YYETHBIMH 3alHUCSIMU W [paBaMu JOCTyMa
M10JIb30BaTENICH,

- KOH(PUTYpUPOBAHUE CETH /etc/net U MPOBEPKA €€ pabOTOCTIOCOOHOCTH;

- Hactporika FTP-cepBepos;

- HacTpoiika cimyk6 DNS;

- HACTPOMKA U yIPaBIECHUE KAIUPYIOIMIUMU TPOKCH-CEPBEPAMU;

- HACTPOMKA CEPBEPOB IIEKTPOHHOM MOUTHI postfix;

- HacTpoiika cepBepHoro u kimeHtckoro [0 Samba s ocymiecTBiaeHus CBs3H
UNIX-mamun ¢ cetsimu Microsoft u LanManager;

- HACTpOIKa U ynpaBjieHue 0a3aMu JaHHBIX;

- HACTPOWKA U yIIPaBJICHUE N1€YATHIO;

- HACTPOMKA MOJAKIIFOYAEMBIX HOCUTEIIEH.

[Ipumevanue. 3ammra OT OMIMOOYHBIX JACHCTBHM  aJMHHHCTpATOpa
peaycMaTpUBaeT MX OOHApY)KEHHE M OTOOpaKCHHE KOMIIOHCHTaMHU OTIEPaIrliOHHOMN
CHUCTEMBI.

3.2.6. Kommiekc cpeacTB 3aluThI

KC3 npennaznaden st odecriedeHus: 6€30MacHOCTH MHPOpPMALIUU, XpaHsIencs u
oOpabarbiBaemoii B [IDBM, a Takxke ympaBiger mpoueccaMd ayTeHTU(UKauuu
MOJIb30BaTeNe, CO3JaHMsI HOBBIX IIOJIb30BaTEJie, Ha3HAuYeHWS TpaB JOCTyMa
MMEHOBAaHHBIX CyOBekTOB U mporeccoB Kk oObektaMm OC Anbt 8 CII, peructpamnmu

CUCTEMHBIX COOBITUH U )KYPHAITMPOBAHUS.
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B coctaB KC3 BxoasT cieayoomnme JoruyecKkue KOMIOHEHTHI:
- cCTeMa YIpaBJIeHUs JOCTYIIOM;

- cCCTeMa YIIpaBJICHUs TaMAThIO (OYMCTKA);

- CHCTeMa YIIPaBJICHUS TPOTPAMMHBIMH TTAKETAMU;

- cucTeMa 00eCeueHus [IEOCTHOCTH;

- CICTeMa COIOCTABJICHUS MIOJIb30BATEINSI C YCTPOUCTBOM;

- cCTeMa MPOTOKOJIUPOBAHUS COOBITUH.

KC3 oGecrneunBaeT BBITIOJHEHUE CACAYIOMNUX (YHKITHA:

1) B yacTH ympaBiIeHUs TOCTYIIOM:

- UICHTU(DUKAIMIO U ayTEHTU(DUKAIUIO CYOBEKTOB JIOCTYTIA;

- KOHTPOJIb JIOCTyNa CYOBEKTOB JOCTyma K oOBbeKkTaM joctymna (daiiam,
KarajoraMm, mpoIeccaM), OCHOBAHHOTO Ha MPHUHIUMNAX JAUCKPEIMOHHOTO
KOHTPOJIS JOCTyIa K HH(pOpMaIuu;

- HACTPOMKY TMpaBWJI pa3rpaHAYEHUs JOCTyna CYOBEKTOB K OObEeKTam
JOCTYTIa;

-3aIIUTY BBOJAa MW BBIBOJA HA OTYYKIAEMbI (PU3NYECKHA HOCUTENb
uH(GOPMAIUHU U COMTOCTaBJICHUE TIOJIb30BATElIs C YCTPONUCTBOM;

- M30JIAIIMIO TIPOTPAMMHBIX MOJYJIEH OJHOTO TMpoIlecca OT MPOrPaMMHBIX
MOJIyJIEW IPYTUX MPOIIECCOB;

2) ouncTKy (0OHYJIEHHE) OCBOOOKIAEMBIX 00JIaCTEeH ONEpPaTUBHOM MAMSITH;

3) OYUCTKY BHEIIHEH MaMATH Ha JUCKOBBIX HAKOMMTEIIX (Oe30macHoe yaajeHHe
¢aiinon);

4) obecnieuenue 1enoctHoctu simpa OC, mporpamMmbl 3arpy3Kd sijpa U MOIYJeH
KC3;

5) perucrparmio Ciaeayronmx COObITHI:

- ICTIONIb30BAaHNE  WACHTH(PUKAIMOHHOTO  MEXaHW3Ma U MEXaHu3Ma
ayTeHTU(UKALINH;

-3amMpoc Ha JIOCTYN K 3alluIiaeMoMy pecypcy (OTKpbITHE (aiina, 3amyck
MpOTpaMMBbl U T. 11.);

- CO3/IaHN€ U YHUUTOXKEHNE 00BEKTa,

- nercTBUs o nu3menenuro I11P /1.
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JUJis KaXK70ro U3 3TUX COOBITHI PETUCTPUPYETCA Caeayroias HHPOopMaIus:
- 1aTa U BpeMsi;
- CyOBEKT, OCYIIECTBIISIONINNA PETUCTPUPYEMOE ACHCTBUE;
- TN COOBITHS (€CIU PETUCTPUPYETCS 3aMpOC Ha JIOCTYI, TO OTMEUYAETCs OOBEKT H
THUII IOCTYTA);
- YCIICUITHOCTH COOBITHSI (0OCITY>KEH JIM 3ampOcC Ha JOCTYT WX HET);
- OYMCTKA MaMsITH Ha TUCKOBBIX HAKOMUTEISIX (Oe30macHoe yaaieHue (paiyios).
Hapsiny ¢ stum OC Anbt 8 CII Britowaer B ceOsl JOMOJHUTENbHbIE (GYHKIUU
3alUTHl JTaHHBIX, peaii3yeMble Ha YpPOBHE CHCTEMHBIX MPHIOKCHUUW M TPUKIIATHBIX
porpamMm, HampuMep: CUCTEMbl yMpaBiieHUs 0azaMu JaHHBIX, OpaHIMay3pbl, Proxy-
CEPBEPBL.
3.2.6.1. Cucrema ymnpaBiaeHHs TOCTYIIOM
3.2.6.1.1. Unentudukamus u ayTeHTUPUKAIUS
BOCAnst 8 CIl s mpemoTBpalleHWss HECAaHKIIMOHMPOBAHHOTO  JOCTYIa
cyObekTa Jqoctyna (IoJib30BatTelisl) B MPOTPaAMMHYIO CPELy HCHOJB3YIOTCS MEXaHU3MBI
uaeHTUGUKAIMKN (ONpeIeJICHUE MOJIb30BaTeNsl 0 UMEHU — JIOTUHY) U ayTeHTU(PUKAINH
(moaTBepkAeHNE NOJIMHHOCTH UMEHH MOJIb30BATEINSI C TOMOIIBIO Maposisi) MOJIb30BATEIIS.
[Ipouenypsl uaeHTU(UKAIMKU W ayTeHTU(UKAIIMU TI0JIb30BATEN BBIMOJIHSIIOTCS TMPU
Kaxou noneiTke goctyna B OC.
OC Aunbt 8 CII XpaHuT ciaeayromyo HHPOPMAIIHIO O TI0JIb30BaTelIE:
- UM TIOJIB30BATEIIS — PETUCTPAIMOHHOE UM CYObEKTa JI0CTYTIA;
- UIEHTU(UKATOP TOJIH30BATENI — WHAMBHIYAIbHBI YHCIOBOW WACHTU(UKATOD
CyOBEeKTa JIOCTYIIA, UCTIOIB3YEMBbIN TIPH BBIMOJIHEHUHU TIPOLIETYPhl UACHTU(DUKAIINH
B OC (3amaercs w3 pauana3zoHa «0..65535», wuymcno «0» COOTBETCTBYET
MOJI30BATEIIIO T00t);
- HICHTU(PUKATOP TPYNNbl — YHCIOBOM WIAECHTU(MUKATOP TEPBUYHON TPYIIIBI
MOoJIb30BaTeNsl (MMOMUMO TEPBUYHON TPYIIbI MOJb30BAaTElIb MOXET BXOAUTH B
COCTaB JIPYTUX TPyM, uaeHTU(UKATOp Tpynibl 0 COOTBETCTBYET TPYIIIE root);

- IapOJib — IMMapPOJb IIOJIL30BATCIIA,
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-peanbHOE WMs TIOJIb30BaTENsl — OOBIYHO TPEJACTaBIsieT €000l peanbHOE
(bakTHyeckoe) uMsl MOJIb30BATEIIS;

- IOMallHUM KaTaJor TIOJIb30BaTeNisi — B KAyecTBE JIOMAIIHEro KaTajora
UCIIOJIB3YETCSl KaTaJIor /home/<uMsa Nofb30BaTeNs >,

- 00onouka cyOBeKTa J0CTyma — KOMaHAHBIA WHTEPIPETaToOp IMOJIb30BATES,
KOTOPBIN UCIOJIb3YETCS UM 110 YMOJYaHUIO (3allyCKaeTCs MPU BXOJI€ MOIb30BaTENS
B OC).

Nudopmanus o mnonp3oBaresie XpaHuTcs B (ailie /etc/passwd, Hapoiud B

3amu(pOBAHHOM BHUJIE€ XpaHATCSA B pailie /etc/tcb/<uma nosbzosarens >/shadow.

[Ipouenypa unentuduxanuun u ayreHtuduxammu cyorekra B OC Anwt 8 CII

BBIIIOJIHSIETCSI B COOTBETCTBHH CO CJIEYIOLIUM aITOPUTMOM:

- MOJIb30BaTeNb MockuIaeT 3anpoc Ha qoctym B OC Anbt 8 CII;

- aBTOMATHUYECKU CHUCTEMOM BBI3BbIBAE€TCS Tporpamma login, (KUCHONb3yeTcs s
3alycka HOBOTO CeaHca B CHCTEME), KOTopasi BBIBOJUT MpuriamieHue login Ha
TEPMUHAJ MOJIb30BATENS;

- IOJIb30BATENb TMPEIBIBISET CBOE PETUCTPAIIMOHHOE WM (J1ajiee — JIOTMH) |
napoJb;

- MOAYJIM TIepekirouatenis ciy:k0 mMeH Name Service Switch (mamee — NSS)
MepeXBaThIBAIOT JIOTUH TOJIb30BATENSI U OCYIISCTBISIOT €ro MOWCK B (aiiax
BUPTYyaJIbHOM 0a3bl JaHHBIX MOJb30BaTENC cHUCTeMbl (11 KOH(PUTYypanuu
UCTOYHUKOB  BupTyanbHoW  BJl  momb3oBareneit  ucmomnbdyercs  dain
/etc/nsswitch.conf): B ¢aiyax /etc/passwd, /etc/shadow, /etc/group;

-ecnu momyiau NSS HaxoIAT JIOTMH THojb30oBaTenss B (aiinax /etc/passwd,
/etc/shadow, /etc/group, CHCTeMa OOpallaeTcsl K MOJKIIOYAEMbIM MOIYJISM
ayrentudukanuu, Pluggable Authentication Modules (manee — PAM) wu
3aIyCcKaeTcsl MPOLEeCcC ayTeHTU(PUKALINY;

- moaynu PAM cpaBHUBAIOT JIOTMH U MapOjb, NPEIbSIBICHHBIE MOJIb30BATEIIEM CO
3HAUCHUSAMH, XpaHAIMMUCS B 0Oa3ze MmaHHBIX: B (ailmax /etc/passwd,

/etc/shadow, /etc/group;
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-€CIM  BBEJICHHbIE UM W TApoJib CyObEKTa COOTBETCTBYIOT 3HAUYEHUSIM,
xpansmuMess B 6a3e ganHbix, KC3 mnpenocraBisier moctyn cyowsekty B OC,
uH(pOopMaIus 0 pe3yJbTaTe MOMBITKHU JOCTYIA COXPAHIETCS B CHCTEMHOM KypHaJe
/var/log/,

- €CJI BBEJICHHBIE UM U MapOJIb CyOBhEKTa HE UJECHTUYHBI 3HAUCHUSIM, XPaHSIIIUMCS
B 0Oasze pnannbix, KC3 otkionser 3ampoc jgocryna cyobekta B OC (s
BBITIOJIHCHHUST ~ TTOBTOPHOW  TOMNBITKA ~ ayTCHTH(UKANUK  CyOBEKT  JOJDKEH
WHUIIMAPOBATh HOBBIM 3alpoc J0CTymna), WHPOPMAIHS O PEe3yabTaTe IMOMBITKH
JIOCTYyTa COXPAHSAETCS] B CHCTEMHOM >KypHalle.

B koHdurypanuum ¢aiina /etc/nsswitch.conf MOXHO YyKa3aTh HECKOJIBKO
HMCTOYHUKOB (paiiiioB 0a3bl JAaHHBIX MOJIb30BaTelICi, HaMpUMEpP, B KAa4eCTBE MCTOYHHKA
yKasarh JiepeBo kataioroB LDAP. B ciyuae, eciu JIOTMH U 1MapoJib MOJIb30BaTENs OyayT
OTCYTCTBOBaTh B (paitnax /etc/passwd, /etc/shadow, /etc/group, mMoayiau NSS
OCYILIECTBIISIFOT MOKCK B JiepeBe KaTanoroB LDAP, mocie 4ero cooTBETCTBYIOIIME MOTYIIH
PAM BBINOJHAIOT ayTEHTU(HUKALUIO MOJIb30BATENs (MM OMNOBEIIAlOT 00 OmHOKEe B
CJIy4ae HECOOTBETCTBHUSI JIOTHHA U MAPOJIA).

B ciayuae HeoOX0aUMOCTH peanu3aluy CeTeBOM ayTeHTU(UKAIMU MOoJIb30BaTeNeH B
CUCTEME TPEIyCMOTPEHAa BO3MOXKHOCTHh ayTeHTHduKanuu ¢ Tnomoisio Kerberos c¢
XpaHeHHeM MH(pOpMallUK O TMoJb30BaTenax B aepene kataioroB LDAP (Kerberos moxer
WCTIOJB30BAThCS U JIJIs1 OCYIIECTBICHUS JIOKAJIbHOW ayTeHTU(UKAIIUY MTOJIb30BaTeeH ).

3.2.6.1.2. YnpaneHnue 10CTyIOM

B OC Anpt 8 CII pasrpanuveHne nocTyna CyOBEKTOB JOCTynma K OOBEKTaM
JIOCTYTa OCYILIECTBIISIETCS B COOTBETCTBUU C MPUHITUIIAMU JAUCKPEIIMOHHOIO YNPABJICHUS
JOCTYTIOM.

B OC Aunbt 8 CII paznuyaroT ciieyroiue TUMbl Gpaiios:

- 00bruHbIE (Daiisibl (TIpenHa3HA4YeHbl ISl XPAHEHWs] CUMBOJIBHBIX WM JIBOMYHBIX

JTAaHHBIX );
- KaTaJiory (MpeIHa3HauYeHbl ISl OpraHu3aluy JoCcTyna K (aitiam);
- CAMBOJIMYECKHE U JKECTKHUE CChUIKM (TIpeAHA3HAYEHbl [Jis MPEIOCTABICHUS

JocTyna K (aitinam, pacroyioKeHHbIM Ha JTFOOBIX HOCUTEIISX);
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- aiiniel OJIOYHBIX M CHUMBOJIBHBIX YCTPOMCTB (mpenocTaBieHue uUHTepdeiica s
B3aMMOJICHCTBHSI C almapaTHBIM 00eCIIeYeHNEM KOMITBIOTEPA);

-KaHaJIbI M COKETHl (OpTraHW3amus MEXIPOIECCOPHOTO B3aMMOJICHCTBUS B
OIIepaIMOHHON CHCTEME).

3.2.6.1.3. [loacucrema TUCKPEIIMOHHOTO 00ECIICUCHHUS] KOHTPOJIS I0CTyIa

B cooTBercTBMM ¢ IHUCKPENMOHHBIM TPHHIIUIIOM YIIPABICHUS JOCTYIIOM IS
kaxaoro daina m katamora B OC AnwT 8 CII ycraHaBimmBaroTCs TpaBa JOCTyIIa,
OTIPE/ICTISIONINE BO3MOXKHOCTh JOCTyNa TMOJib30BaTeNss K 00BekTy moctyma (daiin,
KaTaJioT), a TAaK)Ke BO3MOYKHBIC OTIEPAIIIH HAJT HUM.

[IpaBa gocTyma yCTaHaBIWBAIOTCS OTIEIBHO JJIsi  PAa3IUYHBIX KaTeropui
MOJIb30BATEIICH:

- BJaJieNiel] — IO0JIb30BaTeNb, CO3JaBIIMi ¢aiisn (s Toro 4toObl co3nath ¢ain

HE0OXOJMMO HMMETh IMPABO 3aMKMCH B KaTajor, B KOTOPOM co3naercsa (aiin, mpu

ATOM IS BJaJeblla YCTAHABJIMBAIOTCS IpaBa HAa YTCHHE W 3aIUCh, IS BCEX

OCTaJIbHBIX MOJIH30BaTEJICH — TOJIBKO HA YTEHUE);

-rpynmna — Habop TMOJb30BaTee, OpPraHW30BaHHBIX, HAMPUMEDP, I padOThl C
onpeaeneHHbIM HabopoM ¢aiiioB (Biaaesell MOXKET pa3pelIuTh WU 3alpeTHUTh
JOCTYTI K (paitiam Jj1st 4JICHOB TPYIIIIBI);

- MPOYHE — BCE OCTABHBIC MTOJIH30BATEIH.

OCHOBHBIMH  OTIEpaIlMsSIMH,  BBIIOTHACMBIMH  Haa  OOBEKTAMHU  JOCTYyIa
B OC Anbt 8 CII, sBAsIOTCS CASayIOITHE:

- yrenue (read, r);

- 3aMuch (write, w);

- UICTIOJTHEHUE (execution, X).

Urenne 11 Qaima o3HAYaeT MpaBO TOJydYaTh COACPKUMOE IO HHIACKCHOMY
neckpunrtopy. Jlyis karajgora — O3HAYaeT MPaBO IMOJIy4YaTh CIHUCOK HMEH OOBEKTOB,
coJiep kalmxcs B HeM. B ciydae, eciiu JOCTYIT Ha YTEHHE K KaTaory 3aIpelieH, IpoIece
HE CMOXET TIOJyYUTh CIUCOK HWMEH, OJHAKO JOCTYN HEMOCPEJICTBEHHO K (aiity,
HaxOJIAIIEMYyCsl B KaTajore, peryaupyercs IMpaBOM HCIOIb30BaHMS (MCIIOJTHEHMS)

KaTajiora, a HC IIpaBOM YTCHUSI.
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3anuch Uit aitia o3HavyaeT npaBo MOAU(PHUIIMPOBATH COAEPKUMOE 110 UHACKCHOMY
neckpunrtopy. s karamora — o3HayaeT mpaBo MOAUGHUIMPOBAaTH cnUcok ¢ainoB. bes
npaBa Ha MWCIOJIb30BaHUE (MCIIOJHEHUE) KarTajora MpaBO Ha 3alUCh MPAKTHYECKU
HEIIPUMEHUMO.

Hcnons3oBanue 11 (aiisia 03HavaeT MpaBo 3alyCKaTh €ro B KAYECTBE MPOTrPaMMBI.
Pasznuyaror GuHapHbIe UCHONHsAEMbIE (hailiibl, KOTOPbIE HEMOCPEACTBEHHO 3arpy KaloTcs B
naMaTb B BHUZAE IMpolecca (BO3MOXHO, MOCPEACTBOM JTWHAMUYECKOW KOMIIOHOBKH C
pazziensieMbIMU OMOJIMOTEKaMHU) U CIIEHapUU, JIJIS BBIMIOJIHEHHS] KOTOPBIX 3aIlyCcKaeTcs
nporecc U3 apyroro ¢aiina, a Tekymui ¢aill oTaaeTcs eMy B KauecTBE IapaMeTpa
KOMaH/JHOM CTPOKHU (ClIeI0BaTeNbHO, JUIsl pabOThl 3allyCKaeMOro clLeHapus TpeOyeTcs
TaK)Xe TOCTYIl Ha YTEHUE).

JUis  katajora JOCTyll Ha WCIOJb30BaHHWE (MCIOJHEHUE) O3HAdaeT NpaBo
npeoOpa3oBbIBaTh HMMEHAa OOBEKTOB, HAxXOIAUIMXCA B KaTajore, B HWHAECKCHbIE
neckpunTopbl. CMCOK UMEH (ailioB B KaTajore, JOCTYITHOM IPOLIECCY HAa YTEHUE, HO HE
Ha UCIMOJIb30BaHUE, OyJeT BUAEH, HO caMU (ailyibl OCTaHYTCS HEAOCTYITHBI.

Jnsg paboTbl ¢ OJIOYHBIMM U CHUMBOJBHBIMM ycTpoiictBamu B OC mnpu
MOHTHUPOBAHMM CO3JAIOTCS CHelHalbHble (ailiibl, 0OecneuyrnBaroIue MPOU3BOJIbHBIN WK
[IOCJIEIOBATEIbHBIM  JTOCTYIl COOTBETCTBEHHO THUIIy YCTpPOMCTBA, KOTOPOMY OHH
HazHaudaroTcs. [IpaBa mocTyma At y4eTHBIX 3amuced MOJIb30BATENsl M BBI3BIBAEMBIX
MPOIIECCOB Ha3HAYAIOTCS HA COOTBETCTBYIOIINHN CO3/TaHHBIN (paii.

[IpaBa mocTyrma K JOKaJIbHBIM COKETaM Ha3HAYaIOTCS HA CEIHAbHBIN (paiisl cokera
Mo 3aJaHHOMY ITyTH, 4Yepe3 KOTOPBIA K COKETy OyIyT COOOIIaThCs JIFOOBIE JOKAIbHBIC
IpOLECChl IMyTeM YTeHHus/3anucu u3 Hero. [Ipu HCHoib30BaHUMM CETEBOIO COKETa,
co3faeTcsi aOCTPaKTHBIM OOBEKT, MPUBSA3AHHBIA K CIYIIAIOMIEMY MOPTY ONEPALMOHHON
CUCTEMBbI M ceTeBoMy HUHTepdelicy, 3areM emy npucBauBaercs INET-agpec, koTopbii
uMeeT ajgpec uarepderica u CaymaroIero nopTa, U gajiee oopaiieHrue 0y1eT TPOUCX0IUTh
K a0CTpakTHOMY OOBEKTY COIIACHO Ha3HAYEHHBIM IPaBaM.

[IpaBa nmocTyma MMEHOBAHHOTO KaHaJla aHAJOTWYHBI MpaBaM JOCTymna K (aiiry.
OOparieHre K MIMEHOBAaHHOMY KaHally OCYILIECTBIISIETCS TaKXKe, Kak U K OOBIYHOMY (ailny.

B cBs3u ¢ aTuM, 1 paOOThl ¢ MMEHOBAaHHBIMHU KaHajlaMH IIpoIleccaM HeoOXO0IUMO
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MIPEAOCTABIATh IIpaBa JOCTYyIA I YTeHus (3anucu) u3 (B) kaHai. [Ipu co3manum kaHaia
HEOOXOMMO YYMUTHIBaTh, YTO KaHaJbl CO3JAIOTCSI C MpaBamMu joctymna «0666y,
MOAU(PUITUPOBAHHBIMUA MACKOM MpaB jocTyna umask(2) Bei3biBatoiiero npoiecca. Takxke,
YTUJIUTA CO3/IaHus KaHaja TpeOyeT MpaBo Ha 3aMuCh B POJUTEIILCKUM KaTaJor.

[IpaBa nmocTyma K CHUMBOJIbHBIM CCBUJIKaM BCET/Ia BBITTISAIAT KaK «TWXIWXIWX)»,
MOCKOJIbKY TIPU HCIIONB30BAaHUM CCHUIKM ApaiBep (ailyioBOi CHUCTEMBl MEPECUUTHIBACT
peasibHbIN MyTh K (halily W MpHUMEHsIeT MpaBa JOCTYIA, ONpeAeTCHHbIC AJI1 PealbHOTO
nyTH yKe 0e3 yueTa caMoil CUMBOJIBHOM CCBHUIKH.

[Ipy BbIUMCIIEHWH TIpaB JOCTyIa MPUHUMAETCS BO BHUMAHUE YpPOBEHb JIOCTYIIA
nporecca K ¢ainy, KOTOpbIil BBIYUCIISETCS CIEIYIOIIUM 00pazoM:

-eciu UID ¢aiina u akryansHbiii UID mporiecca coBmaaaroT, MpoILECcC CUUTACTCS

BIIaJIeTblIeM daiina;
- B IpOTUBHOM ciyuae, ecin GID daiina copnamaer ¢ akryansHbiM GID mpornecca
WJIM BXOJUT B COUCOK TPYII, MPOLECC CUYUTAETCS YICHOM T'PYIIIIbI;

- eciiu 00a yCJIOBUSI HE BBINOJIHEHBI, MPOLIECC CUUTAETCA YY>KUM MO OTHOLUEHUIO K

daiimy.

IIpaBa nocTyma BKJIIOYAOT CIOMCOK W3 JEBATH aTpuOyToB (O6uTOB) (aiina,
3aMHUCHIBAEMBIX B (POpME «rWXTIWXIWX»: MO0 TPU BHUJA JOCTyna (uyTeHue — read, 3amuch —
write, HCIIOJTHEHUE — execute) A Tpex Tpymnn — MoJib3oBaTels-Biaaenbua (u), rpynmibi-
Blaenbla (g) U BCeX OCTAIbHBIX (0) COOTBETCTBEHHO. KaXKIblii MyHKT B 3TOM CIIUCKE
MOXKET ObITh OO paspemieH, auOo 3ampemeH (paBen 1 wiu 0). B ciydae, ecnu
HEKOTOPBIN JOCTYI 3aMpenieH Ha HEKOTOPOM YPOBHE, BMECTO CUMBOJIA MUILIETCS 3HAK «-».
ATpuOyThl HEOTTOPXKHUMBI OT (paiisia, TaKk Kak XpaHATCS B €ro METaJaHHBIX (MHIECKCHOM
JIECKPUIITOPE), U HE 3aBUCST OT KOJIMYECTBA UMEH (CCBhUIOK Ha (ailil) U UX pacrooKEeHUs
B JIEpEBE KaTaJoroB.

[IpaBa noctymna (aiioBoro 00beKTa MOTYT OBITh U3MEHEHBI, €CIH 3TO Pa3peUIeHO
TEKYIIMMHU TIpaBWJIaMH (CaHKIIMOHUPOBaHO). MoauduimpoBaTh IMpaBa JI0CTyla MOXET
TOJIBKO poliiecc-Baaaeiel] (mosp30BaTENb-BIIAIEIIEI) daiina, 1160
CyHEpPHOJIb30BaTENIbCKUI (3allylIEeHHbIH OT MMEHM TMojb3oBarens root) mpouecc (UID

mporiecca = 0).
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OnucaHHBIE BBIIIE TPaBa BBICTABISIIOTCS ¢ momombio Gynakmum umask (user file
creation mode mask). Umask oxumnakoBbIM 00pa3oM paboTaeT s BCEX OOBEKTOB:
KaXKJblii yCTAHOBJIGHHBIN OUT umask 3arpeniaeT BBHICTABIEHUE COOTBETCTBYIOLIEIO OHUTa
npaB. VcKiroueHHeM M3 3TOro 3ampera SBJIAETCS OUT HCHOJHAEMOCTH, KOTOPBIM s
OObIYHBIX (halJIOB 3aBUCUT OT CO3JAIOIIEH MPOTpaMMbl (TPAaHCISATOPHI CTaBAT OUT
HCIIOJTHSEMOCTH Ha CO3/1aBaeMble (ailyibl, Apyrue mporpaMMbl — HET), COOTBETCTBEHHO,
HCKJIIOUYEHUEM SIBIISIIOTCA COKETHl W KaHallbl MEXKIPOIECCHOTO B3aUMOACHCTBUS U
MOHTHPYEMBIC almapaTHble YCTpoWcTBa. B ciydae karamoroB Uumask ciemyer oOiiemy
MpaBuILy.

[Ipu oOparmienuun nporecca K 00BEKTY (C 3aIpoCcCOM JOCTYIA OMPENEICHHOIO BUAA)
CUCTEMa MPOBEPSET COBMAJICHNE UICHTU(UKATOPOB BIIAENbIEB MPOLIECCA U BIIAJEIbIIEB
(aiina B ONpenesIeHHOM MOPSAAKE, U B 3aBUCUMOCTH OT pe3yJibTaTa, MPUMEHSET Ty WIIU
MHYIO TPYIIy IpaB.

B cnydae, ecnu TekymMMHU MOpaBUiIaMU pa3penieHo (CaHKIMOHHWPOBAHO), IpaBa
nocryna (haisioBoro 00beKTa MOTYT OBITh U3MEHEHBI.

Kpome o6mieit cxemsl pasrpanumdenus goctyna OC Anet 8 CII mogaepskuBaer
takke ACL, ¢ TOMOIIBIO KOTOPBIX MOXHO JJIsl KaKJI0To 0ObEKTa 3ajlaBaTh IpaBa BCEX
CyOBEKTOB Ha JOCTYII K HEMY.

MexaHu3M JUCKPEUMOHHOTO pa3rpaHUYeHHs T0CTyna 00eceurBaeT BO3MOKHOCTh
CaHKIIMOHUPOBAaHHOTO HW3MEHEHHUsl CIHCKa IOJIb30BaTENe M CIHCKAa 3allMIIaeMBbIX
(bainoBeIX 00BEKTOB.

3.2.6.1.4. YnpaBneHue J0CTYNIOM K CETEBOMY B3aHMOICHCTBHUIO

B OC AnpT 8 CIl  ocymiecTBisieTcsi  pa3rpaHHYeHHE JIOCTylla K  CETEBOMY
B3aUMOJICHCTBUIO TOCPEICTBOM TNakera iptables, B paMkax BBINOJHEHUS CIEIYIOLIUX
GyHKLMIA:

- cOOp CTATHCTUKHU 10 ceTeBOMY TpaduKy (ydeTa CTaTUCTUKH MAaKETOB);

- pa3rpaHU4eHUs JOCTYIA K CETU OTACIbHBIM MTPUIOKECHUSIM;

- pa3TpaHUYeHUs] JIOCTyNMa K CETHU JJIS ONPENETECHHBIX TOJb30BaTeNIe CUCTEMBI

(xpome ICMP-niakeToB, 111 KOTOPBIX HEBO3MOKHO OMPEAEIUTH BIAJAEIbIIA);

- GUIBTpaIUU MAKETOB VISl BXOASAIIUX U UCXOJSAIINX COSTUHEHU;
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- punpTpanyy MakeToB Mo JaTe\BpeMeHH;

- puAbTpaLUK MPOTOKOJIOB MPUKIIATHOTO YPOBHS.

3.2.6.2. Cucrema ynpapieHUs MaMATHIO

B cocraB cructeMbl yrpaBieHUs MaMAThIO BXOIAT CIEAYIOIINE KOMIIOHEHTBI:

- IOJICUCTEMA YIIPaBJIEHUS ONEPATUBHON NaMSATHIO;

- IOJICUCTEMA YIPABJICHHS BHEIIHEHN MAMSITBIO.

3.2.6.2.1. Tloacucrema ymnpaBieHUs ONEPATUBHON MaMSITHIO

Kaxnprit nporiecc B OC Anbt 8 CII paboTaeT co CBOMMH BUPTYaJIbHBIMU aipecaMu
(B COOCTBEHHOM BHPTyaJIbHOM aJpPECHOM MPOCTPAHCTBE), TPAHCIALUS KOTOPBHIX B
¢u3znueckue BBINOJHAETCS HAa anmapaTHOM YypoBHe ¢ nomoumeio sapa  OC.
[Tonb30BaTENBCKUNA TPOLECC JIMIIEH BO3MOKHOCTU HANPSAMYIO OOpaTUTHCSA K CTpaHULAM
OCHOBHOM MaMsTH, 3aHATBIM HHGpOpMAaIMeld, OTHOCAIICUCS K APYruM Mpoleccam.
CrnenoBaTesbHO, MPOLECCHl CTAHOBITCS W30JUPOBAaHHBIMMU ApYr OT apyra. dusmyeckas
NaMATh paclpeiessieTcs HE3aBUCMMO OT paclpelefieHUuss BUPTYaJIbHONM NaMsATH
OTZIEJIBHOTO IIpoLEecca.

Ilo 3aBepumieHuto padboTel akTuBHOrO mnpouecca KC3 ocymiecTBiaseT OYUCTKY
onepatuBHOM mamiaTH (RAM-mamsTH), mpenocraBisieMoil 3ToMy mpoueccy. Ouucrtka
MPOU3BOJUTCS 3aMUCBhI0 HyJEH WIM MacKupyrolled HHpopManuu B MaMiTh INPU ee
Ha3HAYE€HHUHU MOJIH30BATEIIO UIH OCBOOOXKICHUU.

Crpannma mamsitu ocBoboxnaercss simpom OC Anwt 8 CII. OHO BBICBOOOXKTAET
CTpaHMIIbI, HAUMHAIONIUECS C YKa3aHHOM, pa3Mepa [pa3Mep cTpaHullbl * (2“KpaTHOCTB)].
O6nacTh BO3BpAIlla€TCsl B MAaCCUB CBOOOIHBIX 00JIaCTe B COOTBETCTBYIOIIYIO TTO3UIIUIO U
MOCJIe 3TOTO IMPOUCXOTUT MOMBITKA OOBEAMHUTHh HECKOJBKO OOsiacTell IUIsl CO3IaHMs
OJIHOM OOJIBIIIETO pa3Mepa.

3.2.6.2.2. TloacucremMa ynpaBlieHUs] BHEIIIHEW MAMSITBIO

Bremnss nmamarb, ucnosb3dyemas OC, pacnosaraercsi Ha OTIEIBHOM pasfelie
JUCKa, TpPEACTaBICeHHOM B (halJloBOM cHUCTeME CHeUUaNbHbIM (aliaoM, A0CTyNn K
KOTOPOMY HETOCPEACTBEHHO M3 IMPOTrpaMMbl KOHTPOIUPYETCA AucKpeurnoHHbiMu [IP/].
[To ymomuaHuIO TOCTYN K pa3jienaM JUCKa UMEET TOJIbKO TOBEPEHHBIM CYOBEKT MM YJIeH

rpynibl «disk».
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[Tpu mepBOHAYATEHOM HAa3HAYCHUH WM TIPH TIEpepaclpeieICHNH BHEITHEN aMATh
KC3 moxer orpanuuuBath A0CTyn cyObekTa K ocrtarouHod HDD-undopmainuu udepes
MEXaHU3M «0e3omacHoro yaaiaeHus» (QaiinoB (cmeuuanbHBIM — aTpuOyT  (aiina,
YKa3bIBAIOIUN Ha HEOOXOAMMOCTH IMepe3anucu (U3NYecKoi 00JacTh HOCHUTENS IUCKa
nociie ynaieHus Qaitna). Eme ogHuM cnocoOoM SIBISETCS HUCIOJIb30BAaHUE KOMAHJIbI
shred, obecneunBarorieit 6ezonacHoe ynanenue (hanos.

3.2.6.3. Cucrema ynpaBiaeHHs POTPAMMHBIMU TTAaKETaMHU

st paboThl ¢ mporpamMmMmubiMU naketamu B cpene OC Anbt 8 CII ucnonb3yercs
cUCTeMa ympaBjeHus mporpaMMHbIMH Taketamu APT, obecneunBaromniasi KOHTPOJb
[[EJIOCTHOCTH ¥ HEMPOTUBOPEUUBOCTU ycTaHoBieHHOTO [10.

CucreMa ynpaBieHus nmporpaMmMHbiMu naketamu AP T peraer cieayoniuye 3a1auu:

- YCTaHOBKa, yAaJICHHE U OOHOBJICHUE MTAKETOB;

- pa3pelieHre 3aBUCUMOCTEN MaKeTOB OT OOLIUX PECYPCOB;

- TIOUCK TTAKETOB TI0 3aTaHHBIM KPUTEPHUSIM;

- MPOCMOTP MOAPOOHBIX CBEACHU O MaKeTax;

- MAaHUTTYJIMPOBAHUE KITIOYaMU OT PEIO3UTOPHEB;

- KOHTPOJIb EJIOCTHOCTH.

B mpouiecce GyHKIIMOHUPOBAHMS CHCTEMa YIPABIEHUSI MPOTPAMMHBIMU MaKeTaMu
APT wucnonp3yer nBe 0a3bl JaHHBIX, OJTHA W3 KOTOPBIX OINMHUCHIBACT YCTAHOBJICHHBIC B
CHUCTEME TMaKEeThl, a Jpyras ONMHUCHIBACT BHENTHUH PEMO3UTOPUN, B KOTOPOM COJCPIKHUTCS
MeTauH(popMmaIusg 0 TMaKeTax — HMHACKCHI MAaKETOB, COJEPIKAIIUXCS B PEMO3UTOPHH, U
CBEJICHUS O HHX.

Cucrema ynpapieHus rporpaMMHbIMHU makeTamMu APT OTcieXuBaeT 1eT0CTHOCTh
YCTAaHOBJICHHOW CHCTEMBI M, B Clydae OOHApyXEHUsS MPOTHBOPECUHH B 3aBUCUMOCTSIX
MaKeTOB, PYKOBOACTBYETCSI CBEJICHHUSIMH O BHEIIHEM PEMO3UTOPHH IS Pa3peIICHHs
KOH()JIUKTOB M MOMCKA KOPPEKTHOTO MyTH UX YCTPAHCHUS.

3.2.6.4. Cucrema obecniedeHusl [IeJIOCTHOCTH

[Toncucrema obGecneuenust menoctHoctd u3 coctaBa OC Anbt 8 CII BeImosHSET

KOHTPOJIb IIEJIOCTHOCTH IPOTPAMMHBIX CPEJICTB U 00pabaThiBaeMoi HH(POPMAIIUH.
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B OC Anpt 8 CII nmnst KOHTPOJSL IEIOCTHOCTH TMPETYCMOTPEHO HCIIOIh30BAHUE
nporpamMmbl Osec. J[OMOMHUTENBHO porpaMMa 0sec 00eceurBaeT BO3MOKHOCTD MMOMCKA
NOTEHIIMAIBHO OMACHBIX (ailioB, Hampumep, (HaiyioB ¢ YCTaHOBICHHBIMH OWTaMU IpaB
CMeHBbI HIeHTU(HUKATOpOB Tosb3oBaTens (suid), rpymmbel (sgid) u ¢ 00ImEenoCTymHON
3aMKCHIO.

[Ipu 3amycke mporpamMmbl OSe€C B COOTBETCTBHHM C KOH(UTYpPAIMOHHBIM (haiiiom
co3maercs 0a3a JaHHBIX (C COOTBETCTBYIOIIMMH KOHTPOJBHBIMU CyMMaMH), KOTOpas
ompeNeNnsieT TEeKyllee COCTOSHUE TMPOTPAMMHBIX CpEeACTB W oOpabarbiBaeMoOM
uHpopManmu. Jlamee oCymiecTBIsETCS CpaBHEHHE aKTyalbHBIX 3HAYEHHH KOHTPOJIBHBIX
CyMM C KOHTPOJBHBIMH CyMMaMH, KOTOpbIE€ OBUIM MOJYYEHBI MPHU MPEIIICCTBYIOIIEM
3aIyCKe MPOTPaMMBI.

Hanmnuwe paznmuuumii MeX1y KOHTPOIBHBIMH CYMMaMH CBHJICTCIBLCTBYET O TOM, YTO
Kakue-1100 daisbl WiIu uX aTpuOyTHI (MpaBa JOCTYIa) ObLIIH U3MEHEHBI.

B cocTaB nmporpamMmbl 0sec BXOAAT CIEAYIONINE KOMIIOHEHTHI:

- 0SeC — nmporpaMmma coopa JIaHHbIX, PE3yJIbTaThl PA0OTHI MO YMOTYAHHUIO MOJAIOTCS

B He(popMaTUPOBAHHOM BHJI€ B CTaHJAPTHBIN MOTOK BBIBOJIA stdout;

- 0Sec_reporter — mporpaMmMa-QuIbTp JUIsl CO3/AaHUS OTYETOB, MPUHUMAET HA BXOJ
He()OpPMATUPOBAHHBIN BBIBOJ MPOTPAMMBI OSEC M TPENCTaBIsCT JaHHBIE B
yIOOHOM BHJIE JJIs1 UTEHUS (pe3yIbTaThl pabOThI TAKXKE MOAAIOTCS B CTaHIAPTHBIN
MIOTOK BhIBOJIA stdout).

[Iporpamma Osec moaepKUBaeT padoTy B ABYX PEKUMAX:

- PSKUM «UTCHHEY;

- P&KUM «UTEHHUE-3aIHUCh» (10 YMOIYAHHUIO).

B pexume «ureHue» B ciaydae OOHApy>KEHHMs HM3MEHEHUH mporpamMma O0SecC
BBITIOJIHSCT OINOBEIICHHE 00 OOHApY)KEHHBIX W3MEHEHHUSAX C IIOMOIIBIO BBIBOJA
COOTBETCTBYIOIIETO COOOIICHUS B CTaHJAPTHBIM TOTOK BBIBOJA. B pexume «dreHwme-
3aMich» B cllydyae OOHApyKEHHS W3MEHEHHWH TMporpaMMa O0sec OIOBEIICHHe 00
OOHapYy>KCHHBIX M3MEHEHHSIX, a TAKXKE COXPAHSECT HOBOE COCTOSIHHE CHUCTEMBI B 0azy

JaHHBIX. I{J’IH KaXJ0ro KOHTPOJHMPYEMOIr0 Karajora mnporpamMmmMa 0seC CcO34aeT
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YHUKaJIbHBIN (paitn 6a3bl JaHHBIX W TTOMEIIAET €r0 B KaTaJIoT 0a3bl JaHHBIX, YKa3aHHBINA B
ormuu -D (db_path).

[lepuoaUYHOCT  KOHTPOJS  UEJIOCTHOCTH  JUIsl  KOHTPOJIUPYEMbIX  (ailnos
pazBepuyToit OC Anbt 8 CII ycranaBnuBaeTcs HOpMaTuBHbBIMU JokymeHTamu AC, B
koTopoit Oyner wucmnonb3oBatbes OC Anbt 8 CII, u ompenensieTcss aAMUHUCTPATOPOM
6e3onacHocTH. KOHTpOJIb OCYIIECTBISETCS BpPYYHYIO JHUOO C TOMOIIBIO HACTPONKHU
pacnucaHuil B CHEIMATBHBIX TPOrPAMMHBIX CPEJCTBAX.

Kontpons mnenmoctHoctn st KoHTpoaupyembix (aitioB OC Anet 8 CII momkeH
BBITIOJHATHCS C IEPUOJUYHOCTBIO HE PEXKE, YEM OJMH pa3 B MECHL.

3.2.6.5. Cuctema mpOTOKOIUPOBAHUS COOBITUI

B cocraB cucteMbl IPOTOKOJIMPOBAHUS COOBITUN BXOMSAT CIAEAYIOIINE KOMIIOHEHTHI:

- MOAICKCTEMA )KYPHATUPOBAHUS;

- MOAICKCTEMA ayInTa.

3.2.6.5.1. TIloacucremMa xKypHaIUPOBAHUS

B OC AnpT 8 CII ynkumst 3anucu UHGOPMAIMU O CHCTEMHBIX COOBITHSIX U
COOBITUSIX 0€30IMacHOCTH 00eCTIeUrBACTCS ¢ IIOMOIIBIO CUCTEMHOM CITyKObI syslogd.

[Toacuctema xypHanupoBaHusi (GyHKIUOHUPYET B COOTBETCTBHHU CO CJIEAYIOUIUM
JIITOPUTMOM:

- IporpaMMbl  (MCTOYHHKH PETUCTPUPYEMBIX JIaHHBIX) (OPMHUPYIOT TIPOCTHIC
TEKCTOBBIE COOOIIEHUSI O MPOUCXOANINX B HUX COOBITHSX M TIEpearoT WX Ha
00paboTKy B AP0, HHUIIUATU3UPYS IPU STOM CUCTEMHBIN BHI30B;

-cuctemMHasi ciyx0a syslogd cpaBHUBaeT KaXayl0 TIOCTYNHUBIIYIO 3alllCh C
paBuJIaMH, KOTOpble HaxoasuTcs B daiie KoHdUurypanuu /etc/syslog.conf: B
ciiydyae OOHapy»KEeHMs COOTBETCTBUS clyx0a syslogd oOpabGarbiBaeT 3amuch

ONMKMCAHHBIM B KOHPUTYpAIITMOHHOM (hailiie syslog.conf CIOCOOOM.
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[Toncucrema xypuanupoBanus B OC Anbt 8 CII ¢pyHKIIMOHUPYET B COOTBETCTBHH
CO CIEAYIOIIMMHU OCHOBHBIMU MOJIOKEHUSIMU:

- popMHUpOBaHUE COOOIIEHUI O COOBITUAX M WX Iepefadya OCYHIECTBISETCS IO

ONpeIeSICHHBIM MpaBmiiaM (IpoTokoa Syslog);
- Iepefiladya TEKCTOBBIX COOOIIEHUHN OCYIECTBISECTCS C HCIOJIb30BAHUEM CETEBBIX
WM IOMEHHBIX COKETOB;
- ICTOYHUKH COOOIICHUI MOTYT PaclojiarathCs Ha pa3HbIX MalTuHAaX.
Bce peructpupyembie CcOOOIIEHHMS MO YMOJYAHUIO 3allMCHIBAIOTCS B KaTallor
CUCTEMHOTO XypHaja /var/log, MPU HEOOXOJMMOCTH MOTYT OBITh yKa3aHbl U JIPYTUe
XpaHwinia (s KaKJI0M CITY>KObl MOKET OBbITh YCTAaHOBJIEHO COOCTBEHHOE XPaHUIIHUIIE
WJIM HECKOJIBKO XPaHUJIHIIL).
[Ipumevanue. /o OYHUCTKM CHUCTEMHBIX >XYpPHaJlOB OT COOOIIEHUN 00
yctapeBmmx coopiTusx B OC Anbst 8 CII ucnonb3yercs cimyx0a logrotate.
3.2.6.5.2. [loacucrema aynura
B cocTaB moacucTeMbl ayAnTa BXOJAT CIEAYIOMINE KOMIOHEHTHI:
1) MOaynb simpa — TEpeXBaThIBACT CHUCTEMHBIC BBI30BBI (Syscalls) M BBIMOIHSAET
PETUCTPAIINIO COOBITHUIA;

2) ciyx0a auditd — 3anuchIBacT 3aperuCTPUPOBAHHOE COOBITHE HA JUCK B (haii;

3) cnyxx6a audispd — OCYIIECTBISCT MEPECHUIKY COOOIICHHUH (BBICTYMAET B POJIH
AHUCTIeTYepa) K APYroMy MpHIIOKEHUIO;

4) psii BCIOMOTATEIBHBIX CITYkKO:

-auditctl — cmyx0a, ympaBisiolias MOBEICHHEM CHCTEMbl ayauTa U
MO3BOJIAIONIAs KOHTPOJIHUPOBATh TEKYIEEe COCTOSHHE CHUCTEMBI, CO3/1aBaTh
WIH YAQJISITh MPaBUIIA;

- aureport — cmyx0a, TeHepUPYIOIIasi CYMMapHbIE OTYETHI O padOTE CUCTEMBI
ayauTa;

-ausearch — ciyx06a, MO3BoNSAONIAsS TPOM3BOIUTH TOUCK COOBITHI B
KYpHaJIbHBIX (haiinax;

-autrace — ciuyx0a, BBIIONHSIIONIAS ayJIUT COOBITUH, TOPOKIAEMBIX

YKa3aHHBIM IIPOLECCCOM.
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OC Anbt 8 CII peructpupyrorcs CiaeayroIIie TUMTbI COOBITHIA:

- 3ammyck u 3aBepiieHue padbotel OC Anbt 8 CII (mepe3arpyska, OCTaHOBKA);

- 3aITyCK U OCTAaHOBKA MPHUJIOKECHUI;

- BBITIOJIHEHUE CHCTEMHBIX BBI30BOB;

- ICTIOJIb30BaHKNE MEXaHW3Ma UICHTU(PUKALUU U ayTeHTU(PUKALINH;

- 3aIPOC HA JOCTYM K 3aIIUIIAEMOMY PECypCy;

- CO3/ITaHUE M YHUUTOKEHHE O0BEKTA;

- IercTBUs o u3MeHenuto I11P/;

- MTHULIMAIUS CETEBOTO COSIMHEHUS WIIM N3MEHEHNE CETEBBIX HACTPOCK U JPyTHE.

[IporpaMMbl OTCBIIAIOT 3aIllMCH, MPEAHA3HAUYEHHBIE JUIsI [POTOKOJIMPOBAHMUS,
cucTeMHOi ciyx0e auditd, koTopas HAEHTUPUIUPYET TUIT KaKI0M MPUIIEAIIEH 3aiUCcCh U
00pabaThIBaET €€ B COOTBETCTBUM C TUIIOM 3aIKCH.

JIis KaX/10r0 U3 PErucTpUpyeMbIX COOBITUN B JKypHajaX YKa3bIBa€TCs CIIEIYHOIIast
uHpopmanus:

- 1aTa U BpeMsi;

- CyOBEKT, OCYIIECTBIISIIOIIUNA PETUCTPUPYEMOE JICUCTBHUE;

- TUI COOBITHS (€CIIM PETUCTPUPYETCA 3aIIPOC HA JOCTYII, TO YKa3bIBAIOTCS OOBEKT U

THII JOCTYIA);

- YCIIEITHOCTh OCYILECTBICHHS COOBITHS (00CITYy>KEH 3aIpoc Ha JOCTYI WIH HET).
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4. BXO/IHBIE 1 BBIXO/IHBIE JAHHBIE

4.1. BXoaHble JaHHBIE

O6men wuHdopmanueir Mexay OC AnpT 8 CII M BHEHNIHMMHU  MCTOYHHKAMU
OCYIIECTBIISIETCS C TOMOIBI0 WH(GOPMAIMOHHBIX  COOOIIEHWH TIO  JIOKAJIBHOU
BBIYMCIIUTEILHON CeTH Uin ceTu Internet ¢ ncnons3oBanuemM npotokosnos TCP/IP, ICMP,
FTP, HTTP, POP, SMTP, IMAP, SLIP, PPP, RIP, IPX u NetBIOS.

Tak:ke BXOAHBIMHU JJAHHBIMU SIBJIIIOTCS YNPABJISIIONINE KOMAHJIbI MOJb30BaTEIEH U
aamuHuctparopoB I[IDBM, BBeineHHBIE € HCIOIB30BAHUEM KJIaBUATYpbl W (WJIK)
MaHHUIYJIATOPA TUTIA «MBIIIbY:

- oOpamienrue cyoObekToB goctyma (mporeccoB U koMana CYbBJl) k 3ammiiaeMbiM
MMEHOBaHHBIM O00BEKTaM JocTyna — (aiinam (mporpammam, OuOIHMOTEKaM,
dailiaM ¢ MOJB30BAaTEIbLCKOM U CiykeOHOM wuHOpMaluel), Karajioram,
cnenuanbHbIM ¢aiinam (ycrpoiicTBaM, ccblikaM, kaHasiam FIFO), 6azam OaHHBIX U
X dJeMeHTaM (Tabiauuam, 3amMcsM, IOJSM 3alliCel, TpUITepam), a TaKKe
cpenctBam [PC (nmoptam, cokeram, cemadopam);

- aTpuOyThl, OMPENEIAIONIME TMMOJHOMOYHMS CyOBEKTOB JIOCTyNma ¢ TIpaBWIIa

pasrpaHUYCHUS TOCTYIAa K 00BEKTaM JOCTYyIIA.
4.2. BeIxogable JaHHBIE

BreixogaeiMu  nanaeiMu it OC Anet 8 CII sBisiroTcst pe3ynbTaThl  00paOOTKH
YOPABJSIFONTUX KOMAaH]T CO CTOPOHBI MTOJIh30BaTeIeH, aIMUHUCTPATOPa U aIMUHUCTPATOPa
6e3omacHocTH, pe3ynbrathl oomeHa uHpopmanuein Mexay OC Anbt 8 CII u BHEmIHUMU
WCTOYHUKAMU TIO JIOKAIBHOM BBIYMCIWTEIBHOM CceTH Wikl cetu HHTepHeT ¢
ucnoas3oBanueM nporokojaos TCP/IP, ICMP, FTP, HTTP, POP, SMTP, IMAP, SLIP,
PPP, RIP, IPX u NetBIOS.

Takke BBIXOJHBIMU TAHHBIMH SIBIITFOTCS PE3YJIBTAThl MCIIOJIB30BAHUS CYOBEKTOM
J0CTyna  3alluIaeMoro OObEeKTa, TMPEAOCTABICHHOTO €My B COOTBETCTBHH C

YCTAaHOBJICHHBIMH IIpaBHUJIaMKU pPa3rpaHruyuCHUsA JOCTYIIA. K Ttakum pe3yjibTataM MOIr'yT
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OTHOCHUTBCS: 3allyCK MpPOrpaMMbl, peJaKkTUpoBaHuEe (paiia, CO3JAaHHE COKETOB,

no06aBJIeHNE JaHHBIX B 0a3bl JaHHBIX U JIPYyTHE TCUCTBUS.
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IIEPEUYEHb COKPAILIEHUIA

— KOMIUIEKC CPEJICTB 3aIlUThl HHGOPMAIIUH;

— JIOKaJIbHasl BBIYUCIINTENILHAS CETh,

— omnepanuoHHas CUCTEMA,;

— MIepcoHaIbHas JIEKTPOHHAS BEIYMCIIMTEIbHAS MAIIIUHA,

— JJICKTPOHHAsA BBIYHMCIUTCIIbHAS MalllnHA.
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