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12.1

12.2

BxiroueHue koMneroTepA...

BriknroueHne koMnbroTepa



1 OBILIUE CBEJAEHUSA Ob OC AJIBT PABOYASA CTAHIIUA 11.0

1.1  Kparkoe onucanue BO3MOKHOCTEN

OmnepammonHast cucrema «AnbT Pabouas crannus»y (manee — OC «AnbsT PabGouas ctaHuusy),
MpeJICTaBIsIeT cOO0M COBOKYITHOCTh MHTEIPUPOBAHHBIX MPOrpaMM, co3aaHHbIX Ha ocHOBe OC «Linux», u
oOecrieunBaeT 00pabOTKy, XpaHEHHE U TMepenady HHGOpMAIMU B KPYIJIOCYTOUHOM pEXKHME
AKCIUTyaTaluH.

OC «Aunbt Pabouas cranuus» o0nagaeT cieayomuMu GyHKIIMOHATbHBIMU XapaKTePUCTUKAMMU:

- obecrneunBaeT BO3MOKHOCTh 00Opa0OTKH, XpaHEHUS U Mepeaadyu HHPOpMaIliH;
- obecreunBaeT BO3MOXHOCTh (DYHKLIMOHHUPOBAHHS B MHOI033JauHOM pEXHUME (OJHOBPEMEHHOE

BBITIOJIHEHHE MHOYKECTBA MPOIIECCOB);

- ofecrneunBaeT BO3MOXHOCTh MacHITAOMPOBaHUS CHUCTEMBI: BO3MOkHa dKkcruryaranuss OC kak Ha
onnoit [I9BM, tak u B uHQOPMALIMOHHBIX CUCTEMaX Pa3IUYHON apXUTEKTYPhI;

- obecreunBaeT MHOTOIIOJIb30BATENBCKUI PEKUM IKCILTyaTalluu;

- obecneunBaeT NOAAECPKKY MYJIbTUIIPOLIECCOPHBIX CUCTEM;

- oOecrneunBaeT MOICPKKY BUPTYyaTbHON TTAMSATH;

- of0ecrneunBaeT NOJACPKKY 3aIycKa BUPTYalTbHBIX MAIINH;

- obecreunBaeT ceTeByr0 00pabOTKy JTaHHBIX, B TOM YHUCIIE Pa3rpaHUYEHHUE JOCTyIa K CETEBbIM Ia-

KETaM.

OC «Aunpt Paboyas cTaHusg» — 3TO KOMIUIEKC HEOOXOIUMBIX MporpaMm s 3¢ (EeKTHUBHOTIO
BBITIOJTHEHHSI THUIOBBIX 3a/ay: DSJEKTPOHHAs TMouyTa, paboTa ¢ JAOKyMEHTaMH U TPE3eHTALUSMU,
IpoCIylIuBaHue ayuo(hailiioB 1 IPOCMOTP BUEO, pabota B ceTu IHTEpHET M MHOTO€ APYTOE.

OcHosnble npenmyiiectBa OC «Anbt Pabouas cTanuus»:

- PYCCKOSI3bIUHBIH M0JIb30BATENbCKUN HHTEPDENC;
- rpadudeckas pabouas cpena GNOME;
- BBIOOp pa3BOpaYMBAEMBbIX pEIICHUH (HarpuMep, BUPTyaIu3alus, MyJIbTUMeIua PUIOKEHUS) Ha

JTare yCTaHOBKU;

- BO3MOKHOCTH KaK pa3BepHYTh, TaK M HCIIOJIB30BATh TOJIBKO ONMpeeiaEHHbIC Cyk0bI O0e3 Alterator;
- IIUPOKHH BBIOOP pa3NUYHBIX MPOTpaMM IS MpodeCcCHOHATBHON U JoMalIHel paboTsl B ceTH MH-

TEPHET, C JIOKYMEHTaMH, CO CJIOXHON rpaduKoi U aHUManueH, a1 oO0pabOTKU 3ByKa U BHJEO,

pa3paboTKu IPOrpaMMHOT0 oOecrieyeHus: 1 00pa30BaHMS;

- NoApoOHas WIIOCTPUPOBAHHAS JOKYMEHTALMSL.

1.2 CrtpykTypa nporpaMmMHBIX CPEICTB
OC «Anbt Pabouas cTaHus» COCTOUT U3 HAOOpa KOMIIOHEHTOB, IPEHA3HAYCHHBIX IS peajn3a-

MU (PYHKIIMOHAIBHBIX 3a7]a4, HEOOXOAMMBIX TOJB30BATEISIM (JODKHOCTHBIM JIMIAM ISl BBITIOJTHEHUS



ONpeAeNEHHBIX TOJKHOCTHBIX MHCTPYKIMI, TOBCEIHEBHBIX AEUCTBUI), U NIOCTABISAETCS B BUJE TUCTPHU-
OyTHBa M KOMILJIEKTa SKCIUTyaTallMOHHOM TOKYMEHTaIUH.
B ctpykrype OC «AnbT Pabouast cTaHIUs MOKHO BBIJIEIUTH ClIeIyIoNue (yHKIIMOHAIBHBIC dJIe-
MEHTBI:
- saapo OC;
- CHCTEMHBIC OMOJINOTEKH;
- YTWIHTHI U IpaiiBephl;
- cpencTBa obecnieueHust HH(POPMAIIMOHHOM 0€30MacHOCTH;
- CHCTEMHbIE NIPUIIOKEHHUS;
- cpeacTBa obecrieueHusl OONaYHbIX M PAaCHpPECIICHHbIX BbIUUCICHHUH, CPEJICTBA BUPTyAIU3alUH U

CUCTEMbI XpaHEHUS JIaHHBIX;

- CHCTEMbl MOHUTOPHUHTA U YIIPaBJICHHUS,

- CpeAcCTBa MOATOTOBKH MCIIOJIHUMOTIO KOJa;

- CpeACTBa BEPCHOHHOI'O KOHTPOJIS HCXOJHOTO KOJa;
- O6ubnuotexu noamnporpamm (SDK);

- cpelsl pa3pabOTKH, TECTUPOBAHUS U OTIA/IKHU;

- HHTEpaKTUBHBIC paboune Cpeabl;

- rpaduueckas obornouka GNOME;

- KOMaHJIHbIe HHTEPIPETaTOPhL;

- NPOYUE CUCTEMHBIE IIPUIOKEHUS;

- TPUKIAAHOE IpOorpaMMHOE oOecredeHne 00IIero Ha3HAUYCHUS;
- o(ucHbIE IPUITOKEHHUS.

SAnpo OC «Anbt PaGoyas cTanius» ynpaBiseT IOCTYNIOM K OINEPATHBHOM TaMATH, CETH,
JUCKOBBIM U IIPOYMM BHEIIHUM ycTpoicTBaM. OHO 3aIlyCKaeT U PETUCTPUPYET IPOLECCHI, YIPaBIISIET
pa3fielieHueM BpPEMEHM MEXJIy HHUMH, pealu3yeT pa3rpaHUdYeHHE IpaB U ONPEIEISIET MOJIUTHUKY
Oe3omacHoCTH, 000MTH KOTOPYIO, HE 00paIlasch K HEMY, HEIb34.

SAnpo paboTaer B peKHUME «CYNEpBU30Pa», MO3BOJISIIOINIEM €My HMETh JOCTYIl cpa3y KO Bceil
OTEpaTUBHOM TMaMATH U anmapaTHoW Tabmuie 3amad. [Iporeccsl 3amyckalwTcs B «PEeKUME
MOJI30BATENSHY: KAKIBIN KECTKO MPUBSI3aH SAPOM K OJHOM 3amiCH TaOJIUIBI 33/1a4, B KOTOPOH, B UUCIIE
IPOYMX JTAHHBIX, YKa3aHO, K KaKOM MMEHHO YacTH ONEpPaTUBHON MaMATH 3TOT MPOILECC UMEET JOCTYII.
SApo MOCTOSIHHO HAaXOJUTCS B MAaMSTH, BBIMOJHSS CHUCTEMHBIE BBI30BBI — 3alpOCHl OT IPOILIECCOB Ha
BBINIOJIHEHHUE 3TUX MOJNPOrpaMM.

CuctemHble OMOAMOTEKH — HAOOPHI MporpamMm (IAKETOB MPOTPaMM), BBITOTHSIOMINE PAa3TUYHbIC
(GyHKIMOHAJIbHBIE 33JaYd U TpeJHA3HAUYECHHbIE U1 JAMHAMUYECKOTO MOJKIIIOUEHUS K paboTaromum

mporpamMmmam, KOTOpPbIM H606XO,Z[I/IMO BBITIOJTHEHHUEC OTUX 3a1a4.



2 3AI'PY3KA ONIEPAIIMOHHOM CUCTEMBI

2.1  Hacrpoiika 3arpy3ku

Beo OC «AnbsT Pabouas cranmms», yCTAaHOBICHHOM Ha JKECTKUHW JUCK, TPOUCXOIUT
aBTOMATUYECKH U BBINONHsSETCA mocie 3amycka [IOBM u otpabotku Habopa mporpamm BIOS.
OC «Anbt Pabouas cTaHIus BBI3BIBAET CIICUANIBHBIN 3aTPy3UHK.

3arpy3uuK HacTpauMBaeTCs aBTOMAaTHYECKH U BKJIIOYAET B CBOE MEHIO BCE CHCTEMBI, YCTaHOBKY
koTopeix Ha [I9BM on ompenenmn. [loatomy 3arpy3umk Takke MOMKET HCHOJIB30BAaThCS ISl BBI30BA
apyrux OC, eciii OHM yCTaHOBJIEHBI HA KOMITBIOTEPE.

IIpumeuanue. Ilpu Hamuuuu Ha KomImbioTepe Heckonbkux OC (MM TpU HAIWYUU
HECKOJIbKUX BapHaHTOB 3arpy3Ku), omepaTrop OyZeT UMeTb BO3MOXXHOCTh BBIOpaTh HeoOxoaumyro OC
(BapmaHT 3arpy3ku). B cirydae ecnu mosib3oBaTesieM HU OJIMH BapHaHT HE ObUT BHIOPAH, TO 1O UCTCUECHUHN
3aJJaHHOr0 BpeMeHH Oyzet 3arpyxena OC (BapuaHT 3arpy3Ku), 3aJJaHHbIE [10 YMOITYaHHIO.

IIpu crangaptHoit ycraHoBke OC «AunbT PaGouas craHIys» B HadalbHOM MEHIO 3arpy3dyHka
JIOCTYIIHBI HECKOJIBKO BapuaHTOB 3arpy3ku (Puc. 1): oObruHas 3arpyska, 3arpy3ka C JOHOJHUTEIbHBIMU
napaMmerpamu (Hampumep, «recovery mode» — 3arpy3ka ¢ MHUHMMAaJbHBIM KOJHMYECTBOM JApaiBEPOB),
3arpyska B IporpaMMy IpOBEPKH ONEPaTUBHON maMsTH (memtest).

Bapuanmul 3aepysxu

OonoaHUTeNbHBE NapaMeTpo And ALT Workstation 11.0

UEFI Firmware Settings

Memtest86+-7.20 (may not work with Secure Boot)

[1na 3anycka CUCTEMH BHBEPUTE MyHKT MEHID W HAXKMWTE Enter.
[1nA pe AaKTUPOBaHKA MEHIO HaXkMuTe E. [1ns Buxona - Esc.

Puc. 1



[To ymonuanuto, ecnu He ObBUIM HAaXKAThl YIPABISIONIME KIABUINM HA KJIaBUATYpeE,
3arpy3ka OC «Anbt Pabovast cTaHius» TPOJOJDKATCS aBTOMATHYECKH IIOCJIE€ HEOOJBIIIOr0 BpEMEHU
oxujaHus (OOBIYHO HECKONbKO cekyHa). Haxap knaBumy <Enter>, MOXHO HayaThb 3arpy3Ky
HEMEJIJICHHO.

Jiist BEIOOpA AOTIOHUTENBHBIX TTApaMETPOB 3arpy3KH HYKHO BBIOPATh MyHKT «/{omoTHUTETHHBIC
napametpsl 111 ALT Workstation 11.0».

Jis  BBIMOJHEHWS  TECTHUPOBAHUS  ONEPATUBHOM  MaMATH  HYXHO  BBIOpaTb  IYHKT
«Memtest86+-7.20».

Haxxatuem knaBuimm <E> MOXHO BBI3BaTh pefakTop napamerpoB 3arpy3unka GRUB u ykazartsb
napameTpsl, KoTopbie OyayT nepenansl saapy OC npu 3arpyske.

[Ipumeuanue. Ecnu npu ycTaHOBKE CHUCTEMBbI ObLI YCTAHOBJICH MapoJib HA 3arpy34HK, IMO-
TpeOyeTcst BBECTH UMS MOJIb30BaTeNs «boot» U 3aJaHHBIN Ha Iare «Y CTAaHOBKA 3arpy34rKay mapoib.

3arpy3ka ONEpAIllMOHHOW CHUCTEMBbl MOXET 3aHATh HEKOTOpOe BpeMsi, B 3aBUCUMOCTHU OT
MIPOU3BOAUTEIIFHOCTA KOMIbIOTepa. OCHOBHBIE ATambl 3arpy3Kd OINEPAIMOHHOW CHUCTEMBI — 3arpyska
A1pa, MOAKIIYeHHEe (MOHTHPOBaHHUE) (PailIOBBIX CHUCTEM, 3allyCK CUCTEMHBIX CIyk O — MEepHOJUYECKH
MOTYT JIOTIOJMHATBHCS TPOBEPKON (PailIoBBIX CHUCTEM Ha Hamuuue OmMOOK. B sToM cimyudae Bpems
OKUJaHUS MOXKET 3aHATh OOJIbIIE BpeMeHH, YeM 00bruHO. [1opoOHy0 nH(pOpMAaIIKIO O IIarax 3arpy3Ku

MO>KHO ITOJIyYUTh, HAKaB KIaBuiny <Esc>.

2.2 ITlonmyueHue nocTymna K 3amni(poBaHHBIM pa3jaeiiaMm
B cnyuae ecnu Ob1 cosznman mudpoBaHHBINA pas3ien, moTpedyeTcs BBOIUTH MapoJib MpH oOparie-
HUU K 3TOMY pazneny (Puc. 2).
Hanpumep, ecau Obin 3amm@poBaH AOMamHUN pasznen /home, TO s TOTO, YTOOBI BOWTH B
cucTeMy, oTpeOyeTcst BBECTH Mapojib 3TOTO pa3jiesa U 3aTeM Haxatb <Enter>.
Ecnu He BBecTH mapoJib 3a OTBE/ICHHBIN IPOMEKYTOK BPEMEHH, TO 3arpy3Ka CUCTEMbI 3aBEPIIUTCS
ommOKoii. B aTOM ciydae crienyeT nepe3arpy3uTh CUCTEMY, HaXaB JIJIsl TOTO J1Ba pa3a <Enter>, a 3atem

kiasuiny <Ctrl>+<Alt>+<Delete>.

2.3  Bxoxu pabora B CUCTEME B KOHCOJILHOM PEXKUME
IIpu 3arpy3ke B KOHCOJBHOM pexkume paborta 3arpy3unka OC «AnsT PaGouast craHms»
3aBepIIaeTCs 3aIpocoM Ha BBOJI JIOTHMHA M mapostst yueTHou 3anucu (Puc. 3). B ciyyae HeoOxomumocTn
Ha JPYTYIO KOHCOJIb MOXHO MepeiT, HaxaB <CtrI>+<Alt>+<F3>,
Jnis nanpHEWIIero BXOAa B CHCTEMY HEOOXOJMMO BBECTH JIOTMH W Mapojb Y4ETHOW 3amucu

IIOJIB30BaTCIIA.



Ionyuenue oocmyna K 3auugposanuvim pazoenam

& eessses

Please enter passphrase for disk VBOX_HARDDISK (luks-201eflde-2a16-044b-b32b-443d3c8bed3e):

Puc. 2

B ciydae ycmemHoro npoxoxIeHHs TMpOLEeAypbl ayTeHTUHUKAIMH W HAeHTH(HUKanuu Oyaer
BbINOJHEH BxoJ B cuctemy. OC «AnpT Paboyas craHuus» nepeier K ITaTHOMY peXuMy paboThl U
MIPEIOCTaBHT JajdbHEHIINI HocTyn K KoHcoun (Puc. 4).

3anpoc na 6600 no2una

newhost login: _

Puc. 3
Ipuenawenue ons 6600a KOMaHo

newhost login: user

Password :

Puc. 4

2.4  BupryanbHas KOHCOJIb

B npouecce padorsl OC «Anbt Pabouas cTaHnysg» aKTUBHO HECKOJIBKO BHUPTYaJIbHBIX KOHCOJIEH.
Kaxxnas BupTyanpHas KOHCOJb JIOCTYITHA 1O OJHOBpPEMEHHOMY HaxkaTtwio kimaBum <Ctrl>, <Alt> u
(GYHKIIMOHATIBLHON KIIABUIIIM C HOMEPOM 3TOM KoHcou oT <F2> o <F6>.

I[Ipu ycraHoBke cucTeMbl B Tpodwie N0 YMONYAHUIO TMEPBYI0 BHPTYalbHYK) KOHCOIb
(<Ctrl>+<Alt>+<F1>) 3anmmaer gdm (rpaduueckuii MEHEIKEp BXOJa), a Ha BTOPOH BUPTYaJbHOMN
koHcomH (<CtrI>+<Alt>+<F2>) 6yner 3amymieHa rpadpudeckasi CECCHsl.

JIBeHannaras BUpTyalbHas KOHCONb (<Ctrl>+<Alt>+<F12>) BbImoiaHsAeT (QYHKIUIO CHUCTEMHOMN

KOHCOJIN — Ha HEC BBIBOJATCS COOGH.IGHI/ISI O IPOUCXOAAIIUX B CUCTCMC COOBITHSIX.

2.5 Bxoxau pabora B cuctemMe B rpa)uyecKoM pexume
CrannmapthHas ycraHoBka OC «Aunbt PaGodas cTaniusy BKIIOYACT TpaPUUIECKyr0 OO0O0JIOUKY

GNOME. TI'paduueckass o000j04YKa COCTOUT U3 HAOOpa pazIM4YHBIX MPOrpPaMM U TEXHOJOTHH,
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ucnonb3yemMbix st ynpasienuss OC M IpeqoCTaBISAIONIMX MOJIB30BATENIO YIAOOHBIN rpaduyeckuii
uHTepdelic 1ig paboThl B BUE rpaguueckux 000J04Y€K U OKOHHBIX MEHEIKEPOB.

IIpu 3arpy3ke B rpaduueckom pexume padora 3arpy3unka OC 3aKaHUMBAETCA NIEPEXOJOM K OKHY
BxoJa B cuctemy (Puc. 5)

OxkHo 6x00a 6 cucmemy

Mr, 14 mapTa 11:58

HeT B cnucke?

Puc. 5

Jlnist peructpanuy B CUCTEME HEOOXOIUMO BBIOpaTh MMs MOJIb30BaTelNs, BBECTU Hapois (Puc. 6),
COOTBETCTBYIOILLUM 3TOM YUYETHOM 3aIMCH, 3aTEM HaxkaTh <Enter>.

B pe3ynbraTe ycnemHoro npoxokJaeHus Mpoueaypbl ayTeHTUu(UKauu 1 uiaeHTudukanun oyaer
BbINOJHEH BxoJ B cuctemy. OC «AnbT Paboyas craHuus» mepeier K MTaTHOMY pPeXuMy palboThl U
IPEOCTaBUT AabHEHIINM JOCTYI K TpaduueckoMy UHTepdeiicy.

IIpumeuanue. Ilockonbky paboTa B CHCTEME C HCIOJIB30BAaHMEM YYETHOW 3amucH
aJMHHHMCTpaTOpa CHCTEMbl He0e30MacHa, BXOJ B CHCTEMYy B TIpapUuecKkoM pexXuMme Uit
cynepnonip3oBatenst root 3ampemiéH. [lombiTka 3apeructpupoBaThCsi B cucreMe OyaeT mpepBaHa
cooOuieHreM 06 ommuoke.

Uro0Bb! 3allyCTUTh BUPTYAJIbHYIO KJIABUATypy Ha CTPAHULIE BXOAQ, CIEAyeT WIENKHYTh 3HA4YOK
YeJI0OBeKa Ha BEPXHEH MaHeIu, a 3aTeM OTMETUTh MyHKT «JKpaHHas kinaBuarypa» (Puc. 7). Ha skpane
MOSIBUTCSI BUPTyasibHas KJaBuaTypa, €€ MOKHO MCIOJIb30BaTh JUIsl BBOJAa UMEHH MOJIb30BATENs U MapOJst

(Puc. 8).
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Peeucmpauuﬂ 6 cucmeme

M, 14 mapTa 11:58

Puc. 6
Brarouume sxpannyio kiasuamypy
M, 14 mapTa 11:59 i

BbiCOKas KOHTPACTHOCTb
MacwTabuposaHue
KpynHbliA TekcT
SKpaHHbIK JUKTOP
SKpaHHaA KnasnaTypa
‘ BusyanbHsle npeaynpexKneHua .

3anunatouLne Knasuiim

Het B cnucke?
MeaneHHsle KnasuLLIK

OTCKaKMBaOLLME KNABMLLMW

Knasuium Mbiwm
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OKpannas knaguamypa npu 6xo0e 8 CUCmemy

Mr, 14 Mapta 11:59

Puc. 8

OTKpBIB CHCTEMHOE MEHI0O Ha BEPXHEH MaHEeNIH MOXHO TMOIKIIOYHTE/OTKIIOYUTh CETEBOE
coeMHeHue, a Takxke co3nath Wi-Fi coemunenue (Puc. 9).
Cucmemnoe memio
M, 14 mapTa 12:26
B 99%
© ®
&% MNposogHoe | > = Wi-Fi

PemwmM nn...
Chanancupos...

X Bluetooth

‘@ Hou4Hoii cBeT © Temubii cTuns

) #: Knasnatypa > > ABMapeXUM

Het B cnucke?

Puc. 9
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Hus coznanust Wi-Fi coenunenusi, Heooxoaumo Beiopats Wi-Fi cets (Puc. 10) BBecTr maposns ams
MOJKJIIOUEHUS U HaxaTh KHONKY «lloakmounts» (Puc. 11).

Buvibop Wi-Fi cemu

Wi-Fi

—
-

a Space?

s Space3

T, Marserh

5 Xiaomi_E142

=z HUAWEI-5Q3W

Puc. 10

Tooknouenue k becnposooHot cemu

TpebyeTcs noaTBepXACHNE NOJNUHHOCTH

ng an

[na goctyna K becnpoBoaHoK ceTk "Space3
WKW KoY Wingp poBaHKUA

TpebyeTcA naponk

OTMeHWTb Mopkn4uTh

Puc. 11
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GNOME noanepxuBaet nBa rpapudeckux cepepa — Wayland u X11 (Xorg). [To ymonganuto B
OC «Anbt Pabouast cranmus» ucnonszyercs Wayland.
[Ipu BXoze B cucTEMY MOXKHO BBIOPATh MPOTOKOJI AJisi Tpa)uyecKoro ceppepa:
1) B OKHE BBOJA MapoJis HAXKATh 3HAYOK IIECTEPEHKH;
2) BwIOpath rpaduueckuii cepsep (Puc. 12):
- «GNOME — nns 3amycka ceccuu ¢ ucnoib3oBanrnemM Wayland;
- «GNOME na Xorg» — aJis 3amycKa CeCCUM ¢ UCIOJIb30BaHUuEM XOrg;
3) Boiitu B cucremy. GNOME 3amyctutcs ¢ BEIOpaHHBIM TpaduuecKiM CEPBEPOM.
Buvibop muna epaguueckoui ceccuu

M, 14 mapTa 11:58

Maponb

GNOME

GNOME Ha Xorg

Fol

Puc. 12

[IpocMoTpeTs Kakoii rpadudecKkuii cepBep UCIONIb3YETCs B CECCUM MOYKHO, BBITTOJIHUB KOMaHY:
$ echo $XDG SESSION TYPE

wayland
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3 TPA®OUUYECKUU UHTEP®EMC

B kauectBe rpaduueckoit 06omouku OC «Anbt Pabouasi cTaHIUsS» HMCIIONB3YeTCsl rpaduaeckast

cpena GNOME.

3.1  DKckypcus o cucTeme
[lpu mepBoM Bxome B cucTeMy 3amyckaercss yrwinta «Ikckypeus» (Puc. 13), mosBounstomas
03HaKOMUTHCS ¢ 6a30BbIM (yHKIIMOHATIOM OC TIepes HadainoM paboTHI.
IKCKypcus

Cp,9 anpensa 16:14

Q. BeeauTe 4na noucka

O ¢

Do6po noxanosatb B ALT Workstation 11.0 (Prometheus)

HacTpoiiTe cucTemy M y3HaiiTe O 11N eBbIX OCOBEHHOCTRX ANBT M FpadiUeckoro okpymenis GNOME.

®

Puc. 13

Ha Bropoit crpanmue momomauka (Puc. 14) MOXHO  BBIOpaTh  CTHIb  CHUCTEMBI

(GNOME/ITanenbHbIi).

3.2 PaGouwnii cron
B OC «Anbt PaGouas ctanuus» JOCTYIHBI 1Ba BapuaHTa odopmienus: uarepdeiica: GNOME u
[TanensHBIH. OHU OTIIMYAIOTCS TIOAXOIOM K OpraHM3alui pabodero cTojia ¥ HaBUTALWH:
- GNOME - opurnHaJIbHBIA CTHJIb C BEPXHEW MaHEIbI0 U 0030pOoM pabodux mpo-
crpaHcTB. [ToAXOMUT IS MOJIb30BaTENeH, KOTOPBIE MPEIIIOYUTAIOT COBPEMEHHBIN, TAKOHNY-

HBIM U3aliH ¥ )KECTOBOE YNpPaBJICHHE (€CJIN €CTh TaUNan);
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- IlanenbHbIH — O0JIee TPATUIIMOHHBIN HHTEP(HEHC ¢ KITACCHYECKUM PACTIONOKEHUEM
naneneit u merro. [lognepxuBaeT 3Hauku Ha padodeM croue. [1oaxoauT uIst TeX, KTO MPUBBIK
K KJIJACCHYECKOMY YIPABJIICHUIO OKHAMHU M X04eT OoJiee MPSMOT0 JOCTYIA K IPUIIOKEHUSIM.

Bvibop cmuns cucmemoi

Cp,9anpens 16:14

CTune cucTeMbl

ManensHbii

CHcTeMa NpefocTaBAseT ABa BapWaHTa ofopMnerna uHTeptheica: GNOME u
ManenbHbIR. GNOME — knaccuyeckoe NpecTaBneHne paboyero OKpYKeHUs TaknM,
KaKUM ero 3afyMany pa3paboTunku. NaHenbHblil — ohopMaeHUe B CTUNE «ANsT
Pa6oyan cTaHuma 10»

Puc. 14
N3MeHHuTh CTHIIb MOXKHO B JIt000€ BpeMs, JUIsl STOT0 HEOOXOAMMO 3aMyCTUTh MPUIOKEHHE «IKC-
KypcHsD» ¥ Ha BTOPOH CTpaHUIle BBIOpaTh HYKHBIH cTuib (Puc. 14).
3.2.1 Ctuis GNOME

ITocne 3anmycka GNOME nosnb3oBarento aBTOMaTHYECKH MpecTaBisercs pexuM «O063op» (Puc.

15).
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GNOME. Pescum «0630p»

Cp,9 anpens 16:15

Q BeeawTe ona noucka

Puc. 15

Pexum «O030p» MO3BOJSAET MOJYYUTh AOCTYH K OTKPBITHIM OKHaM U MpPUIIOXKEHUAM. B stom
peXuMe I OUCKa MPUIIOKEHUH, (hailioB, Marmok MO>KHO MPOCTO HaYaTh HAOUPATh TEKCT.

«ITanens GNOME)» — nmanensb, pacroyio)keHHas 110 YMOJYaHUIO B BepXHeW yacTu sKkpaHa (Puc.
16). B sroil nanenu orobpaxarorcsa kHonka «O030p», TEKyIIMe JaTa U BpeMs, pacKiajlka KJIaBUaTypbl U

CUCTCMHOC MCHIO UIA YIIPABJICHUA 3BYKOM, CCTCBBIMU COCAUHCHUAMU U ITUTAHUEM CHUCTCMBI.
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Dnemenmul OKHA

Cp,9anpens 16:15

Q. BeeauTe ANA NOUCKa

Puc. 16

Knomnka «O630p» (<Super>) mo3BoJisieT nepexitouaTbes B pexum «O0630p» u oOpaTHO.

[Ipn HaxaTuu Ha CTPOKY AAaThl U BPEMEHH Ha MAaHETH OTKPBIBACTCSA KaJeHIaph CO CIHUCKOM
npencrosmux coObiThii W yBemomusieHudt (Puc. 53). Kamenmapp Takke MOXKHO OTKPBITh, Ha)KaB
<Super>+<V>,

Haxxatne Ha KHOMKY, pacmoJIOKEHHYIO B MpaBoM Yriay mnaHenu (<Super>+<S>), OTKpbIBaeT
«Cuctemnoe mento» (Puc. 54).

B cuctemMHOM MEHIO OTOOpaXKaeTCsi HHIUKATOP COCTOSTHUS OaTapeu U KHOTIKU:

- KHOIIKA JJIs1 3aIycKa HHCTPYMEHTA CO3/JaHuUsI CHUMKOB 2KpaHa;

- KHomKa jid 3amycka npuioxenus: «Hactpoiiku GNOMEy;

- KHOMKa OJOKMPOBKHU CeaHca IOCTYIa;

- KHONKa IMO3BOJISIFOIIAS MPUOCTAHOBUTH WJIM BBIKIIIOUUTH KOMITBIOTEP, MPEJOCTABUTh TOCTYI K

KOMIIBIOTEPY APYTOMY I0JIb30BATENI0 0€3 MOJHOIO BBIXOA U3 CUCTEMBI.
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Kanenoapv u yseoomnenus

Cp,9 anpensa 16:17

Anpens

JA06aBUTb MUPOBbIE Yackl...

He 6ecnoKonTb . BbiBEpUTE Ballie MECTONONOKEHHE. ..

Puc. 17

Cucmemmnoe menio

&3 MNposogHoe = Wi-Fi

R Bluetooth m PexumM nu... >

ChanaHcupoB...

‘@ HouHoii cBeT @ TemHblii ctunb

“#: Knaematypa % ABHMapeXnM

Puc. 18
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C moMOIIbIO TIOJI3YHKOB MOYKHO PETYJIMPOBATH IPOMKOCTh 3BYKa WIIH SIPKOCTh dKpaHa.

OcTrayibHass 4acTh MCHIO COJCPYKUT KHOIKH OBICTPBIX HACTPOEK, C MOMOIIBI0 KOTOPBIX MOXKHO
YIPaBIATh JOCTYIHBIMH CITyk0aMu 1 ycTpoiictBamu (Hanpumep, Wi-Fi, Bluetooth).

B pexume «O030p» B HMXKHEH yactu 3KkpaHa Haxoautcs «llanenb 3amau». Ha sToii manenu
0TOOpaxaroTcsi W30paHHBIC W 3alyIICHHBbIC TPUIOKEHUS. [[Is1 OTKPBITUS TPUIOKEHHUS TOCTATOYHO
NIETKHYTh MBIIIBIO 110 3HAYKY Ha mMaHenu 3aaad. «IlaHens 3amau» Takke oOecreunBaeT AOCTYI K MEHIO
3aIlyCcKa BCEX YCTAHOBJICHHBIX MPOTPAMM.

[Ipumeuanue. J[nsa npoGaBnenus mnpusnoxenus Ha «llanens 3amau» HEOOXOIUMO B
KOHTEKCTHOM MEHIO HY>KHOTO TPUJIOKEHUS BBIOpATh MyHKT «[IpuKkpenuts k nanenu npuioxenuin» (Puc.
19). YUto06s! ynanuth 3Ha4OK npuiioxkenus u3 «[lanenu 3agau», He0OXOAMMO B KOHTEKCTHOM MEHIO 3HAY-
Ka MPUJIOKEHUs BbIOpaTh MyHKT «OTKPEMUTHY.

Hobasnenue npunoxcenus na «llanens 3adauy
Cp,9anpena 16:18

Q. BeeauTe ana noncka

@ =

Gapless glmageRea... GParted GtkHash Hardinfo2 HP Device ... lanition

Hosoe okHo

% ‘ Co30aTh LOKYMEHT

LibreOffice LibreOffice... LibreOffice... LibreOffice... TIpUKPEMITE K MaHE M MPUNONEHHiY

MogpobHee o NpUNCHKEHHUA

2 B &

Mozilla Th... Planify Projectlibre Rnote Showtime Timeshift

H

Puc. 19

Ecnu mpunoxenue yxe 3amylieHo, 1Moj ero 3HaukoM OyZeT moka3zaHa Touka. HakaTue mpaBoit
KHOIIKM MBIIIM Ha 3Hayke OTKpbiBaeT MeH (Puc. 55), B koTOpoM MOXXHO BBIOpaTh JH000€ U3 YyXkKeE

OTKPBITBIX OKOH 3aITyIICHHOT'O IMTPHUJIOXCHUSA UK OTKPBITh HOBOC OKHO.
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Ilanenv 3a0au
Cp, 9 anpensa 16:20

Te ana

_[lDMBLIJHHH nanka

Buneo
C030aTk OKHO

OTKpenuTh

Mogpo6Hee o NpUNOKeHU

3aKpbiTh

JEao

Puc. 20

UroObI MEepeKITIOYUTHCS Ha OKHO, ClieayeT B pexxume «O030p» HakaTh Ha 3To OokHO. Eciu y Bac
OTKpPBITO HECKOJIbKO BHUPTyaJIbHBIX pabOYuX CTOJIOB, MOXKHO Ha)xaTb Ha JII0OOOM W3 HHUX, YTOOBI
MOCMOTPETh, KaKH€ OKHA OTKPBITHI HA 3TOM BHPTYallbHOM pabodyeM cToJie.

Knomnka «Iloka3zaTh npuiI0KeHUA», pacIIONOKEeHHas! Ha TTaHE M 3a/1a4, OTKpbIBaeT pexum «O00630p

npuwioxkeHuin» (<Super>+<A>). B »stom pexume (Puc.21) OyayT mokazaHbl BCEe NPUIOKEHUS,

YCTAaHOBJICHHBIC HA KOMIIBIOTEPCEC.
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0630p npunodicenui
Cp,9 anpensa 16:21

Q. BeeauTe 4na noucka

i i

m & O @ n;

Kanengaps Moroga Yacel Kamepa Menemuep... Hactpoiika... HacTpoiika...

B O E # B s

Kanbkynatop O cucteme ... CkaHep 0oK... HacTporiku Mownckno ... Pacimpermsa PepaxTopd... YTUnuThI

@ O 2 @ 0 0 » ¥

Pecypcbi Cnpaeka YcTaHoBKa ... Uentp ynp... IKCKYpCHA

JEE9

Puc. 21

YBueTh BCe 3aIylieHHbIe TPUIIOKEHNS ¢ TpapUUecKUM UHTEP(PEHcoM M ePEKITI0UaTHC MEKITY
HUMHU MOXHO B rnepekitodarene okoH (Puc. 22). UToObl akTHBHpOBAaTh MEPEKIIOYaTENb OKOH, CIETyET

HaxaTh <Super>+<Tab>.

Hepemmuameﬂb OKOH

9 L¥

Beb-6paysep C... HacTpoitku LibreOffice Wri... Kanekynatop

-

Puc. 22

UtoObl BEIOpATh MPHIOKEHHUE CIIEAYET OTIYCTUTh KJIABUILY <Super>. 3HauOK MPUIIOKEHUS TAKKe
MOYKHO BBIOpaTh ¢ NOMOIIBI0 MbIIK. C MOMOIIBI0 KiIaBuIK <Tab> win KIaBUII CO CTpelnKamMu <—> U
<«—> MOHO IIepEMEIIATHCA MEK/y 3HAUKaMHU ITPUIIOKEHNN B IIEPEKITIOYATEIIE OKOH.

OxHa B HepekiryYaresie OKOH IpyHIUPYIOTCS HO npuioxkeHusM. IIpu BbiOope NpuiioxkeHus ¢
HECKOJIbKUMHM OKHaMHU OTKPBIBAETCSl BBIMAJAIOLINI CNUCOK ¢ MuHMATOpamMu okoH (Puc.23). Jlns
NEPeKIIIOYEHUST MEXAy OKHAaMH B CIMCKE, HEOOXOAMMO HaXMMaTh KiIaBunry <> (KJIaBHILY,
pacnojyiokeHHyro HaJl kiaaBuiied <Tab>). MuHuaTiOpbl NPUIOKEHUHN, Y KOTOPBIX UMEETCS TOJBKO OJIHO

OKHO, MOKHO ITOKa3aTb C IOMOIIbIO KJIaBHIIIN <l,>.
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Munuamiopwvi okon

- L]
LibreOffice Wri... Kanekynatop Beb-6payzep C... HacTpoiiku

-

MNpukas.odt— LibreOffice Writer PBS.odt — LibreOffice Writer

Puc. 23

3.2.2 llaHenbHBIN CTUITH
[Tocne 3amycka GNOME paGoumii cTon 3amyckaeTcst B TPAJAUIMOHHOM PEKUME OTOOpaXKeHHUs
COJIEPXKUMOTO TIanku pabouero crona (Puc. 24).

GNOME. Ilanenvnwiii cmuio

[loMalHag
rarnxa

Cp,9anpens 17:24 H 4 B

Puc. 24
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Ha pa6ouem crone GNOME ectb 1Be 0coObie 00nacTu:

- obmacte pabouero croina (paboyas TIoNaaAb B IIEHTPE, 3aHUMAIOIIAst OOJIBITYIO YacTh IKpaHa);
- mnaneab GNOME (mosioca BHU3Y dKpaHa).

B ob6nactu pabouero croja pacnojoxeH 3HauoK «JlomamHss mamka», KOTOPbI IpeaocTaBiseT
JOCTYIl K JIOMaIlHeMy KaTajiory Iojb3oBarens /home/<mumMs noJsib3o0BaTess>. B 3Toi manke mo
YMOJTYaHHIO XPaHATCS TOJIh30BATENbCKHE (aiiibl (HaIpUMeEp, ayAHO3aICH, BHICO3AINUCH, JOKYMEHTHI).
JloMalHss mamnka €CTh y KaXIIOTO IOJIb30BaTellsi CUCTEMBI, U MO YMOJYaHUIO COJEpIKalliecs B HEl
(aiiniel HeTOCTYIHBI JUTSL IPYTUX MOJb30BaTeNeH (1axe Ui YTeHUs ).

Ha o6mactp pabodero crosia MOKHO MEPETAIINTh QaiiIbl M CO3AATH SPIBIKA POTPAMM.

[[lemyok mpaBoWd KHONKOW MBIINIM Ha CBOOOJHOW 00JacTH paboyero cTojia OTKPHIBAET
KOHTEKCTHOE MEHIO pabouero croJa.

[Tanens GNOME (Puc. 25) no ymoa4aHUIO pacroiokeHa B HKHEW 4acTH SKpaHa.

Onemenmuor naneiu GNOME

KHonka «0630p» CnctemMHoe MeHo MNokasaTk paboyuii cton

MeHo MaHenb 2agau Kanenpapb u yBeaomMmaeHUs

Cp,9anpens 17:24 X &) @

Puc. 25

Ha manenu GNOME pacmnosoxeHsr:

- ocHoBHOe MeHIO — «MeHto GNOME)Y, obecnieunBatomiee TOCTYN KO BCeM IpaduIeCKUM MPHUIIO-
JKEHUSIMU U U3MEHEHUSIM HAaCTPOEK;

- kHomka «O030p»;

- «[lanens 3a1au» ¢ KHOKaMU U30PAHHBIX MPUIIOKEHUH;

- packiajka KJIaBuaTypbl;

- TeKyIIUE J1aTa ¥ BpeMs;

- CHCTEMHOE MEHIO JUIsl YIIPABJICHUS 3BYKOM, CETEBBIMU COEIUHEHUSIMHU U TIUTAHUEM CHCTEMBI;

- kHomka «[loka3zaTe pabouuil cTo» — MO3BOJISIET CBEPHYTH (Pa3BEpHYTh) BCE OTKPHIThIE OKHA Ha
TeKyIeM pabodyem MecTe.
Yepes «Menro GNOME» (Puc. 26) ocyiecTBisercs 3alycK BCeX MPHIOKEHHH, YCTaHOBIEHHBIX

Ha KOMIIBIOTEP.

[Ipumeuanue. OTKPBITh MEHIO TAKXKe MOXKHO, Ha’KaB KJIaBUIY <Super>.
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Menw GNOME

Q Mowck...

WN36paHHoe E ®aiine

B YacToucnonssyemsie 8 TexcToBbif penakTop

B LleHTp NprnoMmeHuil

B Mpacpura @ Be6-6paysep Chromium

&
ae Dpyrve
&8 VhcTpymenTsl

= MynsTuMegua

u HacTpoKku
H] Hayka

5 0 puc

ﬂ NporpaMmHoe obecneu...

o HacTponku

c a o o

E - 9

Puc. 26

Knonka «O630p» — oTkpbiBaeT pexxum «O00630p». Pexum «O030p» (Puc. 27) no3BosiseT NoayyuTh
JOCTYN K OTKPBITHIM OKHAM M MPWIOKEHUAM. B 3TOM pexxume [uis moncka NpuIoKeHnH, Gpaiios, manok
MO’KHO IIPOCTO HayaTh HaOUPATh TEKCT.

UroObI MEepeKITIOYUTHCS Ha OKHO, ClieAyeT B pexxume «O030p» HakaTh Ha 3TO OkHO. Ecnu y Bac
OTKPBITO HECKOJIBKO BHUPTYaJbHBIX pPabOYMX CTOJIOB, MOXXHO Ha)xaTh Ha JOOOH M3 HUX, YTOOBI

MMOCMOTPECTb, KAKUC OKHA OTKPBIThI HA 3TOM BUPTYaJIbHOM pa60qu CTOJIC.
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Peoicum «O630p»

Q, Beeaure ana noucka

0 en Cp,9anpens 17:54 g 4 B

Puc. 27

Ha manenn 3amay otoOpaxkaroTcss m30paHHBIE W 3alylIeHHBbIE NPHIOKEHUS. s OTKPHITHA
MPUJIOKEHUST JOCTATOYHO MIENKHYTh MBIIIbIO MO 3HAYKy Ha NaHenu 3ajgad. Eciu mpusoxkeHue yxe
3aIlyIIeHo, O] ero 3HaukoM OyzeT mokas3aHa Oemnas mosioca. HakaTtue mpaBoii KHOTIKM MBIIIM Ha 3HAUKe
oTKphIBaeT MeHIo (Puc. 28), B KOTOpOM MOXXHO BBIOpATh JII000€ M3 YK€ OTKPBITHIX OKOH 3aIlyIIEHHOI'0
MPUIIOKEHUS WIH OTKPBITH HOBOE OKHO.

[Ipumeuanue. Jng npobasnenus mnpusnoxeHus Ha «llaHens 3agau» HEOOXOIUMO B
KOHTEKCTHOM MEHIO HY>KHOTO MPUIIOKEHHS BBIOpaTh MyHKT «[Ipukpenuts k nanenu npuinoxxenuit» (Puc.
29). UtoOsl yoanuTh 3HAUOK NpuiiokeHus u3 «llanenu 3agau», HEOOXOAMMO B KOHTEKCTHOM MEHIO 3HAY-

Ka [IPUJIOKEHUS BbIOpaTh MyHKT «OTKPEMUTH.
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Ianens 3a0au

JoKyMeHTh

JomaliHaa nanka

Co30aTk OKHO

OTKpenTb

MNMogpobHee o NPUNOHEHWH

3aKpbITb 2 OKHa

Hobasnenue npunoxcenus na «llanens 3adauy

Q Mo

WN36paHHoe B Oucku

i i : B Kanenpgapb
YacTo ucnonb3yemsle

a lpadpura

4
ae Opyrve

B Kanskynatop
Hogoe okHO

&8 VncrpymenTel Co3naTh ApnbIK Ha pabodem cTone

2 MynstuMena

IMpUKPENUTE K NaHENK NPHUIOHEHUA
u HacTpokku

i R -
&) Hayka MNogpobHee o NPUNOHEHNM

8 Oduc B TexcToBbIM peaaxTop

=/ dannbl

i Yachl
ﬂ MporpaMmHoe obecnen. ..

a HacTpokiku

™ File Roller
B Folio
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[Ipn HaxaTuM Ha CTPOKY JaThl U BPEMEHM OTKPBIBAETCS KAJEHAAPh CO CIHCKOM IPEACTOSIINX
coObITuii u yBenomienuit (Puc. 30). Kanengaps Takke MOKHO OTKPBITh, HA3KaB <Super>+<V>.

Kanenoapv u yseoomnenus

O6HOBNEHUA rOTOBLI K YCTaHOBKE
ObHoeneHWa MO roToBbl M B 0XKMAAHKK

[o6aBNTb MMPOBbIE YAChI...

He 6ecnoKouTh . OuMCTHTB BbibepuTe Balue MECTOMONOMEHME. ..

() en ([ Cp,9anpena 17:26 G 4 [E

Puc. 30

Haxatue Ha KHOIKY, PacIioOKEHHYIO B MIPAaBOM YIUIy maHenu (mim <Super>+<S>), OTKpbIBaeT

«Cucremnoe mento» (Puc. 31).
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Cucmemmnoe menio

® 99 %

L}

&5 MposogHoe = Wi-Fi

PexwuMm nuTaHMA

e : & HouHoii cBeT
ChanaHc l'1F||:|E-EHH|:||l'1

@ TeMHbli cTunb

0 ru Cp,9anpens 17:27 F{F O B

Puc. 31

B cucreMHOM MeHIO 0TOOpakaeTcsi UHIMKATOP COCTOSIHUS OaTaper ¥ KHOMKU:

- KHOIIKA JJIs 3aIlyCKa MHCTPYMEHTA CO3/[aHNsl CHUMKOB DKpPaHa;

- KHomKa s 3anmycka npuioxenus «Hactpoitku GNOMEy;

- KHOIKa OJOKHMPOBKHM ce€aHca J0CTyIIa;

- KHOIIKa MO3BOJISAIOIIAs MPUOCTAHOBUTH WM BBIKIIOYUTH KOMIBIOTEP, NMPENOCTAaBUTh JOCTYH K
KOMITBIOTEPY JAPYTOMY IOJIb30BATENIO 0€3 MOJHOTO BBIXOA U3 CUCTEMBI.
C moMOIIIBIO TIOI3YHKOB MOXHO PEryJIMPOBAaTh TPOMKOCTB 3BYKa HIIH SIPKOCTH IKPaHa.
OcranbHasg 4acTb MEHIO COAEP)KUT KHOIKHU OBICTPBIX HACTPOEK, C MOMOIIBIO KOTOPBIX MOXKHO

YOpaBIAThH AOCTYIHBIME cly>k0amu u yctpoiictBamu (Hanpumep, Wi-Fi, Bluetooth).

Ha pabounii cTos1 MOKHO JO0OABUTH SIPIBIKK POTPAMM:

1) otkpeith «MeHto GNOME» u B KOHTEKCTHOM MEHIO HYXKHOTO TPHJIOKEHHS BBIOPATH ITyHKT
«Cosnats spiblk Ha paboueMm crose» (Puc. 32);

2) B KOHTEKCTHOM MEHIO CO3JIJaHHOTO SIpJIbIKa BhIOpaTh MyHKT «Pa3pemmts 3amyck» (Puc. 33).
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Co3z0amb apnvik Ha pabouem cmoe
Qn

W36parHoe & LokymeHTsl

&) MNpocMOTPLUKWK M306paHEHHIA
YacTo ncnonb3syeMsle B npocmorpuy P

a paduka

#F9
ae Lpyrve

i Cranep nokymeHTOB

Hosoe okHO

B VHcTpymenTsl Co3gaTe APMLIK Ha paGodeM cTone

2L MynsTumeauna

u Hactpoikn

MpHKpenWTL K NaHen NpPUoHeHNI
W ;
&) Hay Mogpo6Hee o NprnoxeHUA

5 Oduc

ﬂ porpaMmHoe obecney...
ar Hactpoikn

C

Paspewums 3anyck saprvika
s
|

OTKpPBITE Return

OTI{prTb CNOMOLUEBHD...

BolpesaTs Ctri+X
KonuposaTe Ctri+C
MepedTh K...

KonuposaTe B...

MNepermMeHoBaTs. .. F2
Co3path cebinKky...  Shift+Ctrl+M
CwaTb 1 dain

OTnpaBuTh 3NEKTPOHHYHD MOYTY...

N

MepeMecTuTs B Kop3uHy  Delete

Paspelumts 3anyck

Puc. 33
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3.3 3anyck NpUJI0KEHUN

B cpene pabouero ctona GNOME ycTaHOBIIEHHBIE TTPUIIOKEHUS MOYKHO 3aITyCKaTh HECKOJIBKHUMH
croco0amu.

[Mpumeuanue. Ecnu koMmploTep 3ampamuBaeT napoiib aAMUHICTpaTOpa (root), TO 3TO 3HAYHT,
49TO OYAyT MPOU3BOUTHLCS BaXKHBIC CUCTEMHBIE HACTpOiku. Crieyer ObITh PESIbHO BHUMATEIBHBIM K
BBIBOJINMBIM COOOIIIEHUSIM.
3.3.1 Crtunp GNOME

st moucka mpuiIoKeHus cieayer nepetu B pexum «O0630p» (Puc. 34), naxaB kHonky «O0-
30p», pacnoIo)KeHHYI0 B JeBoi yactu naneiau GNOME.

[Ipumeuanue. B pexum «O030p» TakKe MOKHO MEPEUTH, HA’KAB KIIABUIITY <Super>.

Peoscum «O630p»

Cp,9anpena 16:15

Q BeegwTe Ons noucka

Puc. 34

B pexxume «O030p» HAWTH MPHIOKEHHE MOYKHO HECKOJIBKUMH CIIOCOOaMHU:

- JIOCTaTOYHO TPHUCTYNHTHh K BBOAY Ha3BaHWs WJIA OIHMCAHUS MCKOMOTO NPHJIOKEHUS, TOUCK Ha-
yHETCS B mporiecce Habopa cumBoiioB (Puc. 35);

- 3HAYKU HEKOTOPBIX MpUJIOKEHUH ecTh Ha «[lanenu 3amay» (rOpU30HTAIBLHON MAHETN BHU3Y dKpa-
Ha pexxuma «O0630p»);

- Ha)xaTh KHOIIKY B Buje ceTku Ha «[lanenu 3amau» (<Super>+<A>). Byner nokazana neppas cTpa-
HUIIa BCEX YCTAHOBIICHHBIX NpmiioxkeHui (Puc. 36). UtoOb! yBUIETh OO0NBIIIE TPHIOKEHUH, HEO00-

XO0JUMO HepeﬁTH Ha CJICAYIOIIUC CTPAHUIBI.
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Touck NPUIOIHCERUA

Cp,9 anpensa 16:22

LibreOffice Calc KaneHmapb Kanekynatop Planify glmageReader

CuMBOITBI %] Runic Letter Calc
15 ewd

() Parenthesized Ideograph Call
cal Square Cal
(2 KayahLiTone Calya

t KayahLiTone Calya Plophu

ﬂ Uewtpnpunoxe...  F® Hugin calibrate lens
15 ewg

B Calindori

JEE9

Puc. 35

Yemanoenennoie NPUNLOIHCERUA
Cp, 9 anpens 16:21

Q. BeepuTe 4NA NOUCKa

e e I

B & O @ a &

Kanengapb Moroga Yacel Kamepa Menemrep... Hactpoiika... HacTpoiika...

T B O B # B e

Kanbkynatop O cucteme ... CkaHep 0oK... HacTporikm Monckno ... Pacimperms PepaxTopd... YTUNUTBI

O 28 8 0 0 P

Pecypcel Cnpaeka YcTaHoBKa ... LeHTpynp... SKCKypCHa Brasero Dia

JEE9

Puc. 36
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[IpunoxeHne MOKHO 3aIyCTUTh Ha OTACIBHOM BUPTYaJIbHOM pabodem croie. /s sToro Heo6xo-

JUMO TIEepEeTAIUTh 3HaYOK MPUIIOKEHHS U3 MaHEN! 3a/1a4 (UM U3 CIIMCKa MPHIOKEHUI) Ha OJIMH U3 BUP -

TyallbHBIX cTOJIOB. [locie meperackuBaHus MpUIIOKEeHHE OyJEeT OTKPHITO B BRIOpaHHOM paboueM MecTe

(Puc. 37).

Gapless
.

Mozilla Th...

3anyck npunodicenus Ha omoenbHoM paboyem cmoe

glmageRea...

LibreOffice

Planify

3.3.2 IlaHenpHBIA CTUID

Cp,9 anpensa 16:23

Q. BeeauTe 4na noucka

R @

GParted GtkHash

s =

LibreOffice... LibreOffice...

ProjectLibre Rnote

Hardinfo2

®

LibreOffice...

»

Showtime

HP Device ... Ignition Impression

LibreOffice LibreOffice... LibreOffice...
Impress

Timeshift

I Ea9o @

Puc. 37

B nepoii wactu nanemn GNOME naxomurca «Memro GNOME». Yepes «Menro GNOME»

(Puc. 26) ocymecTBisieTcs 3aycK BceX MPUIOKEHUHN, YCTAaHOBICHHBIX HA KOMITBIOTED.

YcTaHOBICHHEIE MPUIIOKCHUS JOCTYIIHBI B CIICAYIOIINX ITYHKTAX MCHIO!:

- «I'padukar;

- «[pyruey;

- «UMHCTpYMEHTBI»
- «MynbpTumMenua»
- «Hactpoiikny;

- «Haykay;

- «Odwucy;

- «Cetby;

-  «CucreMHBIEY.

2

b

DTOT CIUCOK OOHOBIIACTCS MPU YCTAHOBKE WM YIAJICHUHU TIPOTPAMM.
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[Mone «ITouck» mMo3BoOSAET OBICTPO 3aMyCTUTH HYKHOE MpHUIIOkKEeHHE. I 3TOro J0CTaTO4HO MpH-
CTYIHUTh K BBOJY HA3BaHMs WIM OIHMCAHMS MCKOMOIO IPUJIOKEHHUS, 10 MEPE BBOJA CUMBOJIOB, B MEHIO
OCTAIOTCsl BUAHBI TOJIBKO T€ MPUJIOKEHHUS, KOTOpble COOTBETCTBYIOT 3amnpocy (Puc. 38). Ecin 00bexT no-
UCKa OTCYTCTBYET B MEHIO, pyHKIMs «IIoMCK» «IpelyiokuT» Apyrue BO3MOXKHbBIE NeHCTBUSA, HAapUMeED,
nouck B ¢aitnax OC mim MOUCKOBOM CUCTEME.

Touck NPUIOIHCERUA

Q off

M36paHHoe = LibreOffice Writer

ibreOffice Base
B YacToucnonbsyembie plLLlR

® LibreOffice Calc
B Ipacpmka B LibreOffice

- A€ ® LibreOffice Impress
o

&8 VrcTpymenTol CumBonbl + ewwg 15

B MyneTumeaua B Office Building

u HacTpoHku

H‘ Hayka

im Japanese Post Office
dk Post Office
£ Man Office Worker

58 Obur
& Ocuc £ Man Office Worker: Light Skin Tone

ﬂ NporpaMMHoe obecney...

o HacTpomku

¢ a O o

B 9

Puc. 38

Ecmm Y OpUI0KEHUA €CTh KHOIIKA Ha IMAaHCIN 3a/]ad, €0 MOXKHO 3allyCTHUTh, Ha)KaB 3Ty KHOIIKY.

IIpu Haxatunm Ha <Super>+<A> OyayT MOKa3aHbl 3HAYKH BCEX YCTAHOBJIEHHBIX MPHIIOKEHHUH

(Puc. 39).
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0630p npunodicenui

Q  Bsegute o9 novcka

e SR o

= ® O @ a &

JloKyMeHTbI KaneHnape Moroga Yacel Kamepa MeHemKep... HacTpoiika... HacTpoika...

B E B O B # an

Kanekynatop O cucteme ... CraHep A0K... HacTpoikn Momck no ... PacmpeHus

au@oo

Pecypcel YCTaHOBKa ... LeHTpynp...

YTUAUTbI

SKCKypCHa Brasero

Cp,9anpens 17:29 & 4 B
Puc. 39
UToOB! HAWTH MPUITOKEHUE MOXKHO TIEPEUTH B peskuM «O030p» M MPHUCTYIHUTHh K BBOAY HAa3BaHUS
WJIU OTIMCAHMS KICKOMOTO TIPHJIOKEHUS, TIOUCK HAYHETCS B TIporiecce Habopa cuMBodioB (Puc. 40).

Tlouck NPUTIOIHCEHUA

a

LibreOffice Writer LibreOffice Base LibreOffice Calc LibreOffice LibreOffice Imp... LibreOffice Math

CumBonsl | Arabic End Of Text Mark
15 ewg
& Arabic Start Of Rub ELHizb
Arabic Small High Dotless Head Of Khah
Arabic Place Of Sajdah

Syriac End Of Paragraph

B en Cp,9anpens 17:30 F €4 B
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Puc. 40

3.3.3 3amyck NpuioKeHHH ¢ MOMOIIBI0 KOMaHIbI

I'padmueckoe npuiiokeHne MOKHO 3aIyCTUTh IIyTEM BBOJA KOMaH/IbI.

Jlns 3amycka mpuiiokeHus HeoOXxoaumo HaxaTh <Alt>+<F2>, B OTKpBIBIIEMCSI OKHE BBECTH KO-
Mannay (Puc. 41) u naxats <Enter>.

Yemanoenennoie NPUNLOIHCEHUA

BoinonHnTb KoOMaHAay

acq]

HaxmMuTe Esc ytobbl 3akpeiTh

Puc. 41

3.3.4 BriGop mporpamm, 3alrycKaeMbIX aBTOMaTUYECKH ITPU BXOJIE B CUCTEMY
s Gonee ynoOHOM pabOThI ¢ CHCTEMON MOXHO BBIOpATh OIpe/IeTICHHBIE POTPaMMBbI, KOTOPBIC
OyAyT 3amyIIeHbl aBTOMAaTUYECKH TP BXOJIE TTOJIH30BATENS B CUCTEMY. ABTO3aIyCKaeMble TIPOTPAMMBI
ABTOMATHUYECKH COXPAHSIOT CBOE COCTOSHUE M 0E€30MacHO 3aBEpIIAIOTCS CEAHCOBBIM MEHEKEPOM IpH
BBIXO/IE U3 CUCTEMBI U NIepe3aIyCKatoTCs MPU BXOJIE.
B npunoxxennn «Ignition» MOKHO 100aBUTH MPOTPaMMBbl WIH CLIEHAPUH, KOTOpPBIE OYIyT aBTOMAa-
THUYECKH 3aIyCKaThCS MPH BXO/IE MOJIE30BATENS B CHCTEMY .
Jnis noGaBiieHUs] HOBOI aBTOMAaTHUYECKH 3aIlyCKaeMOW NPOrpaMMBbl, CIIEAYET BBIITOJHUTD CIEIYIO-
1K€ IIaru:
1) maxats kHONKY «+ HoBas» (unu kHOmnKy ««+ HoBas 3amuch» eciau B aBTO3aIlyCK €lle He J10-
OaByieHO HM 0/1HO TpusioxkeHue) (Puc. 42);
2) HaxaTh KHOTIKY «Jlo0aBuTh npuioxxkenue» (Puc. 43);
3) BbIOpaTh npuinoxeHue u3 crucka (Puc. 44);
4) oTpesaKTHpOBATh, €CIU ATO HEOOXOJIMMO, 3alUCh aBTO3AIMyCKa M HaXaThb KHONKY «Co31aThy»
(Puc. 45);

5) npunoxkeHue OyaeT 100aBICHO B CIHCOK aBTo3amycka (Puc. 46).
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Ignition

Ignition

MpunoxeHna M cLEHapUK AN 3anycKa

|_||2'lf1J'I'D.'rHEH,-‘H W cueHapWK aBTOMaTHUYECKKW 3anyCKaloTCA NMpH BXoAe B + Hosas
CHCTEMY.

Tour 5

| ] ) BrnioueHo
WY Interactive Tour

Puc. 42

ﬂO6Cl€JZ€HM€ asmomamuvecKu 3anycr<aeM012 npozpammbosl

Q Ignition = x
Mpuno x
Mpunol loBas
cucTeM
® >
.| r

COHAETI: HOBYIO 3aNnucChk

JobasbTe Moboe yCTaHOBNEHHOE NPUNOHKEHWE UMK BbIbEpUTE
CLeHapuid, KoTopbli BYOeT 3anycKaTbCA NpH 3anycke.

88 [o6aBuTb NpUnoMeHne

[ Mo6aBuTh KOMaHAY UMK CLUEHAPHA

Puc. 43
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Buibop npunosrcenus

BeibepuTe npunoxernne

LibreOffice Base

Ynpasnexue Gazamu JaHHbIXY, CO30AHWE 3aNPOCOB W OTYETOB
ANA OTCREKWBAHUA W YNIPaBNeHus MHbopmaumei.

LibreOffice Calc

BuinonHenue Bbl‘-IHCI'IEHMﬁ. AHANKWE 1 HdJOpMaIJ'““ H
YNpasneHWe CNUCHKaMK B 3NEXKTPOHHBIX TBGH“IJ.B)C.

LibreOffice Draw

COBHBHHE W PEOAKTHPOBAHWE PUCYHKOE, OUarpamMs 1
noroTunos.

LibreOffice Impress

Cosganne 1 peaKTHpOBaHME NpeseHTaUMiA ANA BETPeY,
KondepeHumii u Beb-cTpannu.

LibreOffice Math

Cosfanve 1 peJaKTMpoBaHKUe HayuHbx opMyn u
YPaBHEHWIA.

LibreOffice Writer

Co3pganve W penaKTMpPOBaHUE TEKCTA M W3obpameHnil B
NUCbMax, OTHETAX, AOKYMEHTaX W BeB-cTpaHWuax.

Puc. 44

Hacmportiku asmozanycka

PepaKTUpOBaTh CBEflEHUA

LibreOffice Writer
PenakTMpoBaTs cBENEHNS 3ToI 3anucy.

BrniounTs ()
Brntouunts 3anycH 3TOM 3anucK Npy BXO0E B CUCTEMY.

Wma

LibreOffice Writer 7

KommenTapuit

Co3paHue M pefaKTMPOBaHWE TEKCTa M M30BpaNeHmii B

Komanga wnu cuenapuii
: . 7 @
libreoffice --writer %U

MokasaTb TEPMIHanN o
MoxazaTb TEpMUHAN, B KOTOpOM GyNeT 3anylueH STOT NpoLect.

Puc. 45
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Ipunooicenus 6 asmosanycke
Q Ignition = x

anHO)K'EHHﬂ W cUEHapWK ANA 3aMycKa
[TpUnoMeHus 1 CLUeHapWK aBTOMaTUYECKM 3anyCKakdTCA NpW BXOE B + Hosas

CCTEMY.
LibreOffice Writer
a Co3paHve W pefakTHPOBAHME TEKCTA M M300paMEH A B NMCbMAX, Brnioveno )
OTHETAX, OKYMEHTaX W BED-cTpaHuLax.
Tour
' BintoueHo

Interactive Tour

Puc. 46

Ecnu B aBTO3amyck Hy)XHO 100aBUTH clieHapui, To Ha BTopoM miare (Puc. 43) HeoOxoauMo Ha-
XKaTb KHOMIKY «/l00aBUTh KOMaHay WK clieHapui». B cnenyromewm okHe B mone «Ms» yka3ate uMs 3a-
nvcH, B riosie «KoMania ninm crieHapuin» yka3aTh KOMaHIy WK yTh K (dainy cueHapus (Puc. 47).
I[Ipumevyanue. Daiin creHapus JOHKEH ObITh UCTIOIHAEMBIM.

,ZZO6(I€/Z€HH€ asmomamu4decKu 3anycKaemoco cyeHapus

Il
x

Q Ignition

Mpuno £ PepakTupoBaTb cBefleHNA

Mpuno; losas

cHcTeM Hosan 3anuchb
I | PepakTupoBaTk CBENEHWA 3TOW 3anNKCK.
| BrnroumTe O |

BrArunTE 3anyck 3Tol 3anucm NpH BXOOE B CHCTEMY.

Wma f
Test

KoMMeHTapuii V4
Komanga unu cugHapuia f @
fhomefuserftest.sh

[MokasaTb TepMWHan

MokazaTe TEpMUHEN, B KOTOpOM BYZET 3anyLWeH 3TOT NpoUect.

Puc. 47
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Ecnu HEeoOX0IuMO OTKIIOYHTH ABTO3AIYCK MPUIIOKEHUS HEOOXOIUMO ABAKIBI INEIKHYTh MBI-
IIBIO TI0 MIPUJIOKEHHUIO, B OTPBIBIIEMCS OKHE IEPEMECTUTH NepeKiItoyaTelb « BKIIOUUTh» B BBIKIIFOUEHHOE
COCTOSIHUE U HakaTb KHONKY «IIpumeHutb». [ Toro utoObl yJaquTh NPUIOKEHHE U3 aBTO3AIlyCKa,
ciefyeT HaxaTh KHONKY «OTnpaBuTh B Kop3uHy» (Puc. 48).

Peoaxmuposanue 3anucu

Q Ignition = x

Mpune  Ormennts PenakTupoBsaTh cBefleHWs
oBas

Mpwnao
CHCTEY % LibreOffice Writer

\’ PenakTWpoBaTk CBEASHMA 3TOM 3anMcK 5
BrNoYMTE o
i F-"-'II- YHUTE 3aNYCK 3TOM 3anNKMCH NpKW BEXOOE B CUCTEMY

(| >
mm
LibreOffice Writer 4
Coznanve W pelaKTUpOBaHWE TEKCTA M M300bpameHi
Kowmanpa mnu cuenapuii
7 @

libreoffice --writer %ol
MNokazaTe TepMUHan

MoKazaTe TEDMUHAN, B KOTODOM BYLET 3anNyLWeH 3TOT NpPoLLE

17 OTnpaBKUTL B KOpP3UHY

Puc. 48

3.4  Hacrpoiika napamerpoB GNOME
Camble mMpOKHE BO3MOXKHOCTH 110 HacTpoiike rpapuueckoii cpeast GNOME mnpennaraer guanor
«Hactpoiiku GNOME» (Puc. 49). 3necs MOXHO U3MEHSITH ()OH pabOUYero CToJia, BHEITHUI BUJI, a TAaKKe

HACTpauBaTh PA3IUYHbIE CUCTEMHbIE TapaMEeTPBhI.



Q HacTpoitku

=T Wi-Fi

Cetb

% {0

Bluetooth

0

Hducnnew

0
T

3BYK

MuTtaHwe

MHorosagavyHocTh

® & @

BrewHniA Bna

oo [lpynomeHus
A VYeepnoMmneHus

Q Mowck
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Hacmpouxu GNOME

BHewHwWii Bug x

Crune
Mo yMonuaHuio TemHbIi
Do + [o6aentb nsobpaxenne..,

Puc. 49

«Hactpoiiku GNOME)» M0XHO 3aITyCTUTh Kak JIF000€ APyroe NpriIokeHue (CM. «3aImycK Mpuiio-

xeHui»). «Hactpoiiku GNOME) Takke MOKHO 3aIlyCTUTh U3 CUCTEMHOT'0 MEHIO, Ha)XkaB Ha 3Hauok «Ha-

CTPOMKa, WJIN U3 KOMaHJAHOU CTPOKHU:

$ gnome-control-center

3.5 Ilome3Hble KOMOMHAIIMHN KJIABHUII

B GNOME ecTh MHO€CTBO MOJIE3HBIX COYETAHUN KJIABHIL, KOTOPbIE YCKOPSIOT paboTy C CUCTE-

moii. B Tanmunax Tabnuna 1 — Tabiuna 4 npuBeaéH 0030p KOMOMHAIMK KJIaBHI, KOTOpble IOMOTYT 00-

nee 3pPEKTUBHO UCIIOJIB30BaTh pab0OUnil CTOI M MPHIIOKECHHUS.

Tabnuma 11— Ynpasiaenue pabo4uM CTOJIOM

KomOuHanus KiaBuiin Onucanue
<Super> Crunie GNOME: nepekitouenne Mexay 0030poM U pabodnM CTO-
J0M
[TanenbHBIN CTHIIB: TOKA3aTh/CKPhITh MeHIO GNOME
<Super>+<A> [TokazaTp sKpaH NPUIIOKEHUN

<Super>+<Page Up>
<Super>+<Page Down>

[Tepexmouenue Mex Iy pabodrMH MPOCTPAHCTBAMHU

<Super>+<Shift>+<Page Up>
<Super>+<Shift>+<Page Down>

Ctunie GNOME: nepemenienre TeKyIero okHa Ha Jpyroe padouee
MECTO

<Super>+<Shift>+<«> [IepemecTuThb TEKylllee OKHO Ha APYTrOd MOHUTOP
<Super>+<Shift>+<—>
<Super>+<L> brnokupoBka sxpaHa
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<Super>+<V> [Toka3aTe KaJIeHAaph U CIMCOK YBEJIOMIICHUN
<Super>+<S> IToka3ath CHCTEMHOE MEHIO
<Al>+<F2> OTKpBITH OKHO JJIS 3aIlycka KOMaH/| (B OKHE MOXHO HCIOJIb30BaTh

CTpEJIKH)

Tabnuma 2 — YnpaBieHne OKHaMH

KoMmOuHaIMs KiIaBUIIl

Onucanue

<Alt>+<F4> 3aKpBITh OKHO

<Super>+<H> CBepHYTb OKHO

<Super>+<1> Pa3BepHYyTh OKHO

<Super>+<|> BoccranoButh pazmep

<Super>+<«—> [lepemecTuTh OKHO BJIEBO/BIPABO (IIOJIOBHHA SKpaHa)
<Super>+<—>

<Super>+<Tab> [IepexnroueHnEe MEXKYy OKHAMHU

<Super>+<Shift>+<Tab>

[TepexiroueHne M1y OKHaMU B OOpaTHOM MOPSAKE

<Super>+<">

HepeKJIIO‘-IeHI/Ie MCKAY OKHaMHU OJJHOI'O MPHUJIOKCHUS

Tab6numa 3 — O0ume KOMOMHAIIMY KJIABHII JJIs1 PEIaKTUPOBAHUS

KoMOuHaIms KiIaBuIll

Onucanue

<Ctrl>+<A> Brigenenne Bcero tekcra win BceX 0ObEKTOB B CITMCKE

<Ctrl>+<X> Boipe3aTh (yaanuTh) BBIACIEHHBIM TEKCT WM OOBEKTHI U IIOME-
CTUTB UX B Oydep oOMeHa

<Ctrl>+<C> KonupoBate BblieIeHHBINA TEKCT WM 00BEKTHI B Oydep oOMeHa

<Ctrl>+<vV> BceraButh comepkumoro 0ydepa oomMeHa

<Ctrl>+<Z> OTMEHUTE IIOCJIEHEE BEIIOJIHEHHOE IEUCTBUE

<Ctr[>+<Shift>+<C> Komnuposare B TepMuHasie (KOHCOJIN) BBIJEIEHHBIM TEKCT UM KO-
MaHJy B Oydep oOmeHa

<CtrI>+<Shift>+<V> BcraButh conepkumoe 6ydepa oOMeHa B TepMHHAI (KOHCOJIIb)

Tab6nuna 4— CHUMKH U 3alIUCh 3KpaHa

KoMOnHaIms KiraBuil

Onucanue

<PrtSc> (Print Screen)

3aHyCK HMHCTPYMCHTA CO3JaHMA CHUMKOB JKpaHa

<Alt>+<PrtSc> Crenath CHUMOK aKTHBHOI'O OKHA
<Shift>+<PrtSc> CrenaTh CHUMOK BCET0 3KpaHa
<Shift>+<Ctrl>+<R> 3anuck 3KpaHa (BKIIOUYNTh/BBIKIIOYUTH)

N3mennTs nan I[O6aBI/ITb CBOM COYCTAaHUA KJIaBUIII MOXXHO B AMAJIOIOBOM OKHE ((KOM6I/IHaIII/II/I

KJIaBUID» (OTKpbIBaeTCSA MpU Haxatuu KHOMKU «lIpocMoTp M M3MeHeHHe KOMOWHAIMK KIIaBUID) B

monyne «Knasuarypa)) (Puc. 50) mpunoxenus «[lapamerpsl CUCTEMBD.
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Hacmpoiiku xombunayuii kiaguu

KoMb6MHauum Knaemil

[Q houcx KOMBWHALMIA KNaBULL

Beop TekcTa

3BYK W HOCUTENU

Haeurauwa

OkHa

Cuctema

CHUMKM 3KpaHa

CneynanbHble BO3MOMHOCTH

Apnbikn

ﬂOI’IO]’IHHTEJ’IbeIE KOMBWHALMWK KNABKLL

Puc. 50

3.6  CnpaBka K IPUIOKEHUIM
[Monyunts 06mIyto uHpopMaruio 00 ucnoins3oBanun GNOME, MoxHO B nipriioskeHnn « CripaBka
GNOME), xoTopoe MOXHO 3allyCTHTh Kak Jito0oe apyroe mpuioxenue. [locne 3amycka nmpuioxeHus

BbIOEpUTE UHTEpecyroluii Bac pazaen (Puc. 51).
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Cnpaska GNOME

]
x

< | D Cnpaska GNOME A Q

Cnpaska GNOME

BuayaneHelit 0630p GNOME

BuzyanbHblil 0630p pabodero ctona, BepxXHel nasenn 1 pexuma 0630p.

Bbixon M3 cUCTeMbl, BbIKMHOYEHWE KOMMObKOTEPa WNKM NepeKnYeHKe nonb3oBaTenem

Cnocobbl 3apepuieHMa paﬁOTbI C ').“-IéTHOl:I 3aNUCBiD: BbIXOO U3 CMCTEMDI, NEpeRNiDYeHne nonb3osaTensin n apyrue.

3anyck NpunoXeHWi

3anyck NpUNoxeHuin U3 pexiima Obsopa.

Baw pabouwnii cton

PaBoTa c NpUNoMEHUAMY, OKHAMM M BUPTYanbHbIMW PaBo4MMK CTONaMK. MPOCMOTP BCTPEY W BaXHbIX COOBLUEHWIA Ha
BEPXHEW NaHenu.

CETM, MHTQPHET WM 3NeKTPOHHAA NOYTa

Monknoyermne K GecnpoBoaxsIM M NPoBoaHbIM ceTaM. Obecnever e besonacHocT ¢ VPN. Coznanne 6ecnposoaHON TOUKN
focTyna.

3BYK M BUOEO

YnpasneHue 3ByKOBLIMK YCTPONCTBAMM, UCMONb30BaHNE MYNbTUMEAWITHBIX (haliNoB, NOAKTHO4EHWE K BHELLHUM
yCTpoicTBaM u T. .

Puc. 51

3.7  BbnokupoBaHuE ceaHca JOCTyIa

3.7.1 bnoxupoBaHHuE ceaHca JOCTYIA MOCE YCTAHOBJICHHOTO BPEMEHHU O€3/1eHCTBHSI TIOJIb30BATENSI WITH

IO €ro 3a1pocy

Ilocne aBropm3amuu u 3arpy3ku rpaguueckoii padoueit cpenst GNOME mnonb3oBatesnto
npenocTaBisieTcst pabouunii cToi A paboThl ¢ TpadUUIeCKUMU MPHIIOKEHUSIMH.

Ecnu nonp3oBaTenb OcTaBiIsieT CBOM KOMIIBIOTEP Ha KOPOTKOE BPEMsI, OH JIOJKEH 3a0JI0KUPOBATh
CBOM 3KpaH, 4TOObI Apyrue MOJIb30BATENN HE MOIUIM MOJIyYUTh JOCTYI K €ro (ainaM mim paboTaroumm
IIPUIIOKEHUSIM.

3a010KMpOBaTh CEAHC JOCTyIa MOXHO IO 3aIpocCy IOJIb30BaTelsl, Ha)kaB B CUCTEMHOM MEHIO

KHOTIKY «3abmokupoBaTh» (Puc. 52).
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Bnokuposanue ceanca oocmyna

M, 14 mapTa 13:46

® 99%

4
&% MNposogHoe ‘ >

PexumM nuTaHuA

s " @ TemHbiii ctune
I-_L‘ﬂﬂﬂHEHF”:'E-ﬂHthH

Puc. 52

Jns pa36n0KMpoBKU TpeOyeTcst BBeCTH napoiib nosib3oBatens (Puc. 53) u naxatrs <Enter>. Ecnin
y ToJbp30BaTessl OblIa BKIIIOYEHA SKpaHHas KiaBHaTypa, €€ MOXKHO OyAeT MCIONb30BaTh JJIS BBOJA
napoJis (Puc. 54).

Pazonokuposanue ceanca oocmyna

Puc. 53
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Bupmyaﬂbyaﬂ Kilasuamypa npu pa36]l0KLlp0€aHuu cearnca ()ocmyna

Puc. 54

[Ipu 3a010KUPOBAaHHOM 3KpaHE JPYyTUe IOJIb30BAaTENId MOTYT BXOJIUTH B CHUCTEMY IO/ CBOMMU

Y4ETHBIMU 3alMCSIMH, HAXKaB Ha SKpaHe BBOJIa aposist KHONKY «CMeHUTh nosb3oBarens» (Puc. 55).

Knonka « Cmenums nonv3o06amensy

Puc. 55
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ITpu pabote B rpaduueckoM pexuMe OJIOKMPOBAHHME CEaHCa JIOCTyIa TAKXKe MPOHCXOAUT IOCIE
YCTAaHOBJICHHOI'O BpEMEHU Oe3fedcTBUS (II0 YMOJYAHUIO 5 MHUHYT) IOCPEICTBOM CpabaThIBaHUA
IPOTrpaMMbl — XpaHUTENS KpaHa (screensaver).

Bpewmst Ge3neiicTBUs cHCTEMBbl yCTaHABIMBACTCS B TUAIOTOBOM OKHe «biiokupoBka skxpana» (Puc.
56) npunoxenust «Ilapamerpsl CUCTEMBI».

ﬂuaﬂoeoeoe OKHO ((EJIOKupOGKa IKpaHa»

Q Hactpoiikn = < Bnokuposka akpaHa X
°<3 OBwmia AoCTYN ABTOMaTHYECKan bNOKWPOBKa 3KpaHa NPeaoTEpaLLac OCTYN K YCTPOMCTBY, NOK3
3aC HeT
@ Meiwb v cencopHas nanent
3afepHa BoIKNIOYEeHWA IKpaHa
anep P 5 MUHYT ¥
. 1
B Knaswatypa
ABTOMaTUYeCKan BNOKMPOBKA 3KPaHa ()
& LUser oK ; | |
= 3apep)Ka aBTOMaTUHECKOH BNOKMPOBKK 3KpaHa
@ MNpuHTeps anep P paHz BoikniodeHWe skpaHa ¥
) 1aH. F 1A H.
T CreunansHble BOIMOXKHOCTH YBenoMnenns Ha akpaHe GNoKKpoBKu ()
W KoHdbuaeHumanbHocTs 1 GesonacHocTb
£¥ Cucrema

Puc. 56

3.7.2 bnoxupoBKa BUPTYaJIbHBIX TEKCTOBBIX KOHCOJIEH
[Iporpamma v1ock mo3BossieT 3a0JI0KUPOBATh CEaHC MpU paboTe B KOHCOJIH.
[Ipumeuanue. JlomkeH ObITh yCTAHOBIEH MakeT v1ock:
# apt-get install vlock
Brimonnenue komanael v1ock 0€3 TOMOJHUTEIBHBIX MapaMEeTPOB 3a0JIOKHPYET TEKYIIHN CeaHc
BUPTYaJIbHOU KOHCOJH, 0€3 MpephIBaHMs IOCTyIA APYTUX MOJIb30BATENCH:
S vlock
BiokupoBka tty3 ycTaHOBJIeHa user.
VcnonepsymTe Alt-QyHKLUMOHAJIbLHEE KJIa BUIINA OJIS nepexona B opyrue
BUPTYAJIbHEIE KOHCOJIM.
[Taponsb:
UTo0OBl IPEeIOTBPATUTH AOCTYI KO BCEM BUPTYaJbHBIM KOHCOJISIM MAIIWHBI, CIEAYET BHITOIHHUTH
KOMaHxy:
$ vlock -a
Tenepr BEIBOI Ha KOHCOJIb IIOJIHOCTBIO 3aOJIOKMPOBAH USEr.

[TapoJik :
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B »stom cnywae vlock OJNOKHpYeT TEKYIIYH aKTHBHYIO KOHCOJIb, a TMapameTp «-a»

MPEeIOTBpaLIaeT ePeKII0UeHNE B APyTHe BUPTyalbHbIE KOHCOIH.

3.8 3aBepiueHue ceaHca MOJIb30BaTENA
3.8.1 TI'paduueckuii pexxum
Jlns 3aBepleHMsI ceaHca I0JIb30BaTelNsl B IpaMuecKOM PEeKUME CIeAyeT B CHUCTEMHOM MEHIO
Ha)KaTh KHOMIKY «BpIKiItoueHne» u BbIOpaTh MyHKT «Beriitu...» (Puc. 57).

3aeepmeHue ceanca nojbzoeamelisi

M1, 14 vapra 15:21

() Boiknouenne

PexM oKMOaHMA
Mepesanyck...

BelkntoueHme. ..

BeIMTH...

CMeHUTEL NONL30BATENA. ..

Puc. 57
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Jlanee OTKpOETCs OKHO, B KOTOPOM IPEJOCTaBIsieTCA BbIOOp AanbHeumux naeiictBuil (Puc. 58).
Ecnu He mpon3BOINTE HUKAKUX JICUCTBUH, TO C€aHC OyIeT aBTOMAaTHYECKU 3aBepIeH yepe3 60 CeKyHI.

OKHO 6bIX00a U3 cUCmEeMbl

Bbixopn nonbsoBaTens user

USEer BbIMAET U3 CUCTEMBI aBTOMAaTHYECKN Yepes 60
CeKyHI

OTMeHHUTb

Puc. 58

3.8.2 KOHCOJIBHBIN PEXUM
3aBepIINTh CEaHC M0JIb30BATEN B KOHCOJIBHOM PEXXHUME MOXKHO, BBITIOJHUB KOMaH[y exXit:
$ exit

host-15 login:

3.9  BmixmoueHue/mepesarpy3ka KOMIbOTepa

3.9.1 TI'paduueckuii pexxum

Jlis BBIKIIIOUEHUS/Tiepe3arpy3Kku KOMIbIOTepa cjelyeT B CHUCTEMHOM MEHIO HaXKaTh KHOIKY
«BoIk0UeHnE» U BHIOpATh MyHKT «Beikmodyenue...» (Puc. 59) nmn «llepesamyck. .. ».

[Ipu BBIOOpE ATOTO MyHKTa OTKPOETCS OKHO, B KOTOPOM MPEIOCTABIISETCS BHIOOP MabHEHIIINX
nericteuii (Puc. 60).

Ecnu He nmpou3BOIUTh HUKAKUX JIEHCTBUN, TO KOMIIBIOTEP OyAET aBTOMAaTUYECKH BBIKIIOUEH Ye-

pe3 60 c.
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Buixnrouenue Komnsiomepa

M1, 14 MapTta 15:21

() Boiknouenne

PeruM ommoaHuaA
Mepesanyck...

BeikntoueHwe. ..

BBIHTH. ..

CMeHWTL MoNb30BaTENd. ..

Puc. 59

OKHO 8bIKTIOYECHUS Komnsiomepa

BoiknioveHue

Cuctema 6yneT aBTOMaTUHECKN BbIKNOYEHa Yepes 60
CeKyHI

OTMeHHUTb Bbiknio4unTb

Puc. 60
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3.9.2 KOHCOJIBHBIN pexuM

[Tepe3arpy3uTh cHCTEMYy B KOHCOJIBHOM PEKUME MOYKHO, BBITIOJTHHB KOMAHITY:
$ systemctl reboot

3aBepmIUTh padOTy U BHIKIIOUYUTH KOMITBIOTED (C OTKIIOUYEHUEM ITUTAHUS):
S systemctl poweroff

[TepeBecTr cucTeMy B WKAYIIHI PEXKUM:

$ systemctl suspend
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4 OB30P IPUJIOXEHUU NJI51 PABOYEN CTAHIIUU

OC «Anbt Pabouast cTaHus» COJAEPKHUT OTPOMHOE UHUCIO TMPHIOKEHHH (Tporpamm) Juis
BBITNIOJIHEHHS BCEX MOBCEIHEBHBIX 3ajady. [Ipyu 3TOM BaKHO MOHMMATbh, YTO JJISl BBIIOJHEHHS] OJTHOTO U
TOro e JeMCTBUS MOryT OBITh MCIIOJIb30BaHbl pa3Hble NpuioxkeHus. Hampumep, s HanucaHus
HPOCTBIX TEKCTOB JIOCTYTIEH LEBIN PSJl TEKCTOBBIX PEIAKTOPOB C pa3HbIM HAOOPOM BO3MOKHOCTEH.

HaGop mnporpamm ¢ paucka TOKpbeIBaeT oObMHBIE moTpeOHOCTH. Ecnm ke omnpeaenéHHas
nporpaMMa OTCYTCTBYET B CHUCTEME, TO €€ MOXKHO YCTAaHOBHUTb C JIMCKAa WJIM M3 OTPOMHOIO OaHKa

nporpammuoro obecrieuenuss OC «Anpt Pabovas ctaniusy.

4.1 BeO-"HaBuramus

Be6-Opay3epbl — KOMITJIEKCHBIC TIPOTpamMMBbl JIsl 00paboTku u otoopakenuss HTML-ctpanwuir o
npotokonry HTTP u HTTPS (otkpeiTe cTpanull caiitoB, 6;10roB u T.1.). OCHOBHOE Ha3HaueHHE BeO-
Opay3epa — mpeJocTaBleHUe UHTepdeiica Mexay BeO-caliToM U ero nocetureneM. B 6a3oBbie (pyHKIMU
COBpPEMEHHBIX BeO-Opay3epoB BXOIAT:

- HaBWUTalus U MPOCMOTP BEO-PECYPCOB;
- mnoka3 ornasneHuit FTP-cepBepoB u ckaunBanue Qaiinos;
- NOAJEpKKa CKPUITOBBIX SI3BIKOB.

OcHoBHBIE TNpHUHLUIBI paboThl Cc BeO-Opay3epoM HeusMeHHBI. [Iporpamma mpenocraBiser
MOJIL30BATENI0 aPECHYI0 CTPOKY, B KOTOPYIO BHOCHUTCSI aJpec HeoOXOIMMOro caiita. JTa ke CTpOoKa
MOJKET MCIIONb30BaThCsl U1 BBOAA MOMCKOBOro 3ampoca. /s 6osee ObICTpOro AOCTyIa ajapeca 4acTo
HoCellaeMbIX caiiToB no0aBisitoTcs B 3akiaikd. g mepexoja K OpeabLayluei/cremyromei
IPOCMOTPEHHON BeO-CTpaHMIle, KaK MpPaBHIIO, NPEAYCMOTPEHBI CHElMaibHble KHONKH Ha TMaHEIH

UHCTPYMEHTOB.

4.1.1 Chromium

Be6-6pay3ep Chromium — Beb6-Opay3ep ¢ OTKPBITBIM UCXOAHBIM KomoM. Chromium (Puc. 61)
NpeHa3HaYeH ISl TPEIOCTABICHHS TOJIh30BATENISIM OBICTPOrO, 0€30MacHOr0 M HAAEKHOTO JIOCTYyINa B
WHuTepHeT, a Takke yaoO0HOH T1aTdOopMbl 171 BEO-TTPUIIOKEHUH.

J151s TOTO 4TOOBI OTKPHITh HHTEPHET-CTPAHUILY, HEOOXOAUMO BBECTH €€ aJIpec B aIPECHYIO CTPOKY
Opaysepa u Haxarh KHONKY <Enter>. Eciu HyHO OTKPBITh CCBUIKY Ha CIEAYIOUIYIO CTPAHUILy B HOBOM

BKJIaJIK€, TO HEOOXOAMMO Ha)KaTh HA HEM cpeiHel KHOMKOM (KOJIeCOM) MBIIIIH.
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Chromium
v | B TnasHas X | + X
&« c 25 alt-gnome.wiki ORI ¢ =
A ALT Gnome Wiki Q Mouck | Ctrik MnaeHaa  [dokymeHTaums  MpunoxeHus GNOME — [Ona astopoB O npoekTe v M-~

ALT Gnome Wiki

6a3a 3HaHWi onepaunoHHbIX ccTem ALT Regular
Gnome un ALT Starterkit Ghnome

Ckauatb ALT Regular Gnome MNokymMeHTauKa

@

Ludposan HE3aBMCHMOCTb

4

PaHblue yeM y Apyrux

ExenHeBHO o6HOBNAEMBIA CemelicTeo aucTpubyTreos Linux,

npouasoguTca B Poccud ¢ 2000 ropa.

Q>
<C»
OTKpbiTOR cCoOBWecTBO

MyTeBOOMTENE B MUP OTKPEITOrO

nporpamMMHoro obecneyeHus.

Peno3MTop A NakeTos CBOBOAHLIX
nporpamM Sisyphus

Puc. 61

[Mpumeuanue. Chromium XpaHUT mapoiu B CBsi3ke Kitoueil. OHa 3amiuileHa MmapojieM BXOJAa B
CHUCTEMY U aBTOMAaTHYECKH OTKPBIBAETCS MPHU BXOJIE B cucTeMy (moapodHee cM. « CBsizka kitodein»). [lpu

CMCHC IIapoJid IMOJb30BaTCIIA, MMApPOJib Ha CBA3KY KJII0YeH HE MEHSICTCS ABTOMATHYECCKHU, IMOSTOMY IIpHU

3anycke Chromium OyAeT 0HOKpaTHO 3aIlpolleH npeAbl Ay il mapoius (Puc. 62).

3anpoc napons Ha cea3Ky Kuroueu

Tpebyetcs ayTenTudukauus

MNaponb, KOTOPbIN Bbl MCNOMNb3YETe ANA BXo4a, 6oMblUEe He
COOTBETCTBYET Naponio CBA3KK KNIOYel ANA BX0Aa B CUCTEMY.

©

PasénokupopaHue

OTMeHUTL

Puc. 62
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4.2 DnexkTpoHHas moura

Jlis pa®oThI ¢ ANEKTPOHHON MOYTON MPUMEHSIOTCS CHEIHAIM3UPOBaHHbIE MPOTPaMMbl — IOYTO-
BbI€ KJIMEHTBHI, IPEIOCTABIISIOIINE OIb30BATENI0 THOKHE U 3()(PEeKTHBHBIE BOZMOKHOCTH PabOTHI € IJIEK-
TPOHHOM KOPPECIIOHICHIIMEN: PAa3IMUHbIe CPEJICTBA COPTUPOBKU COOOIICHHA, BEIOOp Ia0JIOHOB U3 TOTO-
BOro Habopa, mpoBepKy opdorpaduu no mepe Habopa TEKCTa U APYTHE MOJIe3HbIC (QYHKIINU.

CoBpeMeHHBbIE 0JIB30BATEIH MPEANOYNUTAIOT paboTaTh € JIEKTPOHHOM MOUTON yepe3 BeO-UHTep-
deiic, ucnonb3ys O6paysep. [lonpydHbIX CpeaCcTB, IPEIOCTABIAEMBIX MOMYJISIPHBIMU IOYTOBBIMHU CEpBHUCA-
MU, JUIS TIOBCEJHEBHBIX MOYTOBBIX HYJKJ I0OJIb30BATENs MPAKTHUUECKU AOCTATOYHO, HO MCIOJIb30BAaHUE
CHEeIHaJIbHO NMPeAHA3HAYEHHBIX IPOrpaMM Ja€T HEKOTOPbIE IPEUMYIIIECTBA:

- BO3MO’KHOCTb OJJHOBPEMEHHOMN pabOThI C HECKOIbKUMU YUETHBIMU 3aMTUCSIMU;

- ruOKMe IpaBuiIa COPTUPOBKH MTOUTHI;

- obecrnedyeHre OrPaHUYCHHOTO JOCTYIIA K OTAEIbHBIM MalKaM MK YYETHBIM 3aITUCSIM;
- HaJHM4HMe aHTHCIIAM-CHUCTEM U CHCTEM (HIbTPAIIH PEKIIAMBI;

- DKOHOMWUS BXOJAIIETo Tpaduka.

Jns Linux co3naHo 60ib110€ KOJMYECTBO NMOYTOBBIX KJIMEHTOB. Bee oHM 0051a1at0T CBOMMM 0CO-
OEHHOCTSIMH U, KaK MPaBUJIO, UMEIOT BCE HEOOXOIMMOE Ui YCHEIIHOW paboThl ¢ IEKTPOHHOM MOYTOM:
COPTUPOBKY U QUIIBTPALMIO COOOIICHHUMN, MMOAIEPHKKY pa3INYHbIX KOJAUPOBOK COOOIIEHUH, BOZMOKHOCTh
paboThI CO CITUCKAMU PACCHUIKH U T.II.

Bb160p NOYTOBOrO KJIMEHTA 3aBUCUT OT JIMUHBIX MPEANOYTEeHUH Noab30BarTens. [l nepBoHavaib-
HOW HACTPOMKH JIFOOOTO MOYTOBOT'O KIMEHTA MOTPEOYIOTCS CIEAYIOIINE TaHHbIE:

- aJpec BIEKTPOHHOMU MOYTHI;

- TapoJib I JOCTYyMa K SIIUKY 3JIEKTPOHHOM MOYTHI;
- HMeEHa CepBEepOB BXOJAIIEH U UCXOAALIEH MOYTHI;

- Tun cepsepa Bxomsauiei noursl (IMAP win POP3).

Anpec u nopt st goctyna k SMTP u POP3 cepBepam He0O0X0IMMO BBISICHUTH y IpOBaiaepa
AIIEKTPOHHOM MOYTHI WM Yy aIMUHUCTPATOPA CETH MPEATIPUATHS.

4.2.1 Thunderbird

Mozilla Thunderbird — MoUTHBINA MOYTOBEIN KIUCHT, MO3BOJISIONIMA MaKCUMAIBHO 3()(HEKTHBHO
pabortath ¢ snmekTpoHHON moutor (Puc. 63). Mozilla Thunderbird mo3Bosisier paboTaTh ¢ AIEKTPOHHON
KoppecnoHieHueld yepes nporokoiasl POP, SMTP u IMAP, yuactBoBath B KOH(pepeHuusx Usenet, a
TaK)KE€ OCYIIECTBIATh MOAINMCKY Ha HOBOCTHBIE JIEHTHI RSS.

@ynkiun Thunderbird:

- HacTpoiika uHTepdeiica (M13MEHEHNE PACIIONOKEHHSI OKOH, HAJTMUME U OTCYTCTBUE KHOIIOK Ha Ia-

HCJIM NHCTPYMCHTOB, UBMCHCHHUC UX pasMEpa U T.I[.);
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- otoOpaxenue moboro GopmarupoBanus HTML, obecneunBaromiee Kpoccruiar(OpMEeHHYIO COB-
MECTUMOCTB;

- BBIOOp PEKHMMOB I0Ka3a 1 KOMIOHOBKH y4YETHBIX 3aIlUCEil U MOYTOBBIX IMAIlOK;

- TOJJIepKKa CMEHBI TEM M YCTAaHOBKHM PacUIMPECHUI.

Toumoewini knueum Mozilla Thunderbird

Monck... CTRL + K Q = x
@ newexample@yandex.ru @ MapameTpbl y4ETHOI 3anMcK
|| v & newexample@yandex.ru |
& Bxopawme 2] YTeHue coobiueHmit # Co3[aHne HOBLIX COOBLLEHMI
v [E YepHoBMKM
&) RerTEs Q ToHCK CooBLLEHHI ili YnpaeneHue GUnbTpaMu coobLLe HUi
template
P # CksosHoe WwWndposaHue
> </ OTnpaBneHHble
& Cnam
@ YoaneHHble BbibepuTe, 4TO HYXXHO HAaCTPOHUTDL
Apxuns
EerTEs JneKTpoHHas No4Ta AppecHas kHura & Kanenpapb
& Junk _ PR - .
2 Yar & Filelink & JleHTbl HoBOCTEA
~ 3 JloKanbHble nanku
81 W YnanéHsle ['pynnbl HoBoCTEIA
& Wexopawme
|€ (te3)
Puc. 63

IIpu nepBom 3amycke nmouytoBoro kiaueHTa Thunderbird Oyner aBTOMaTHuUecKH 3amylieH MacTep
«HacTpolika y4éTHOM 3a1IUCH TIOYTHD).

Macrep co3ganust yuétHoi 3anucu 3anpocut (Puc. 64):

- UM OJIb30BaTENs;
- aJpec dJIEKTPOHHOM MOYTHI,
- TapoJb.

Jlanee, Ha OCHOBaHMU BBEIEHHON MH(pOpMAIMK, MacTep onpezaenseT nporokon gocryna (IMAP
nnn POP3) u ampeca cepBepoB BXOAAIMIMX U UCXOANINX COOOIMIEHUH. MOXHO MPUHATH MPEIOKEHHBIC
HACTPOMKHU, €CIIM OHU BEpHBI, HaXaB HA KHOIKY «['OTOBO», MIM yKa3aTb IpaBWIbHBIE HACTPOMKH,
BOCIIOJIb30BaBUINCH KHONKOW «HacTpouth BpyuHyo...». /[00aBUTH JONOJHUTENBbHYIO YYETHYIO 3aIIUCh
MO’KHO BbIOpaB B JIEBOI 4acTH OKHA MPOrPaMMBbI OJIHY M3 CYIIECTBYIOUIMX YYETHBIX 3allCel, U 3aTeM
Ha)XaB KHOIIKY «DJIEKTPOHHAS I10YTay.

Ecnu nouToBbIil MK MoJb30BaTens pacnoioxkeH Ha cepuce Gmail win SAnnexc.Iloura, To Bes

HaCTpOfIKa MMPOUCXOAUT aBTOMATHUYCCKHU — H€06XO[[I/IMO BBCCTHU TOJIbBKO MM y‘IéTHOfI 3alMMCU U MapoOJib.
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Ecnmu y monb3oBaTenss €cTh HECKOJNBKO YYETHBIX 3allMCel MOXHO BBIOMpATh METOA UX

KOMIIOHOBKH Ha IMTaHCJIN ITOYTOBBIX ITAIlIOK.

Ioumoswiii knuenm Mozilla Thunderbird. Hacmpotixa yuémuoti 3anucu noumaot

05 Bf HacTpolka y4€THOW 3anmcn X

HacTponka nmMetowemncsa y Bac Y4€THOM 3anmcu
3NEeKTPOHHOM MNOYThl

YTobbl McNonb30BaTh TEKYLLUMIM aapec 3NeKTPOHHON NOYThl, BBEAWTE CBOM YYeTHbIe NaHHble.
Thunderbird asTomMaTHuyeckW BBINONHUT MOKWCK paboyeil M peKoMe HAo0BaHHOIM KOHWUIypaL K cepBepa.

Bawe nonHoe 1Ma

‘ WMean WieaHos ® ‘

Apnpec 3neKTpoHHOI NoUTbI

‘ newexample @yandex.ru @ ‘
Mapone
‘ esssesee @ ‘

3anoMHUTE Napons

HacTpouTb Bpy4Hyto OTtmeHa

=)y ToToBO

Puc. 64

Jis cocTaBieHMsl MUCbMa HEOOXOAMMO HakaTh KHONKY «Co3aaTb», B OTKPBIBIIEMCS OKHE
«Co3nianre cooOIeHus» BBECTH aJpec IMosydarelns, TeMy M TekcT mucbMa (Puc. 65). [lna nposepku

OMOOK B TEKCTE HEOOXOMMO HaXxaTh KHOMKY «Opdorpadus.

Hcnonvzosanue noumogoeo Kiuenma

Co3paHue coobweHns: (6e3 TeMbl) - Thunderbird x
®@aiin [paska Bwug Hactpoikn WMHcTpyMeHTsl  Crnpaeka
foOpborpacdna v & Coxpanute ~ ) Anpec U Bnowwurs v
O1 Weau MBaHoB <newexample@yandex.ru> newexample @yandex.ru ™ Konma  CkpoiTasd konua >
Komy
Tema

{11

(N}

bl
b
11
@
©

A6say v || Mponopuvoranerwii~ |l T T, T |B I U |4

AHrIMACKKA (CLLIA)

Puc. 65
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B Buae BnoeHUsS K NMHUCbMY MOXKHO II€pPECHUIATh 3JIEKTPOHHBIE JOKYMEHTBI, M300pakKeHus,
apXuBbl M JApyrue BioxeHus. s Toro uytoObl 100aBUTH BIIOKEHHE, HEOOXOJUMO HAXKaTh KHOIKY
«Bnoxute» W BbIOpaTh HYKHBIH (aill B OTKPBIBIIEMCS OKHE. 3aKOHUMB COCTABJIEHHE IHUCbMA,

H€O6XO,[[I/IMO HaKaTb KHOIIKY ((OTHpaBI/ITB».

4.3  OOMEH MIHOBEHHBLIMH COOOIIEHUSIMU
Jlns obMeHa COOOIIEHHMAMH B DPEKHUME pPEAlLHOr0 BpPeMeHH uepe3 MHTepHeT HeobXxoauMa
CIEUATN3MPOBAaHHAs KIMEHTCKas MPorpaMma, Mepeiarolas TEKCTOBLIE COOOIIEHUS, a TaKKe (aiibl
pasan4HbIX THIIOB. CHCTEMa MIHOBEHHOTO 0OMeHa COOONIEHUSMU SBJISIETCS OJHUM U3 CAMbIX JOCTYITHBIX
U BOCTpeOOBaHHBIX cpencTB oOmeHuss B Mutephere. IlpemmyiiecTBa MHCTPYMEHTOB MIHOBEHHOT'O
obmeHa nHpOpMAITHECH:
- CKOPOCTh — MI'HOBEHHBIE COOOIIEHHS ITO3BOJISIOT COOECEHUKAM OOIIATHCA CO CKOPOCTBIO HaXKa-
THS Ha KHOIIKY, 0€3 HE0OXOJMMOCTH OTKPBIBATh MIMChMA U JKIaTh OTBETA,;
- ymo0CTBO — MporpaMMbl 0OMeHa MIHOBEHHBIMH COOOIIEHUSMU BKITFOUAIOT MTUPOKUN HAOOP KOM-
MYHI/IKaTI/IBHBIX nu HpOI/ISBO}ICTBeHHBIX q)YHKHI/Iﬁ
BONBIIMHCTBO COBPEMEHHBIX ITPOrPAMM MTHOBEHHOTO 0OMEHA COOOIIEHUSIMHU TIO3BOJISIOT BUIETD,
NOJKIIOYEHBl JIA B JaHHBIA MOMEHT aOOHEHTBI, 3aHECEHHBIE B CIMCOK KOHTAKTOB. COOOIIEHUS
HOSBIISIOTCS HA MOHHTOPE COOECEIHMKA TOJBKO MOCIE OKOHYAaHHMs PEJAKTUPOBAaHHMsS M OTIPaBKU. B

CITMUCOK OCHOBHBIX (DYHKIIHH CITy’kO MTHOBEHHBIX COOOIIEHNUN BXOJISIT:

yaT (BUIe0YaT, TCKCTOBBIM M TOJIOCOBOM);
- VolIP cepBuchl: 3BOHKH Ha KOMITBIOTEP, 3BOHKU Ha TeNe(OHBI;
- BO3MOXKHOCTh OTIIpaBku SMS;
- mepemaya (Haisos;
- WHCTPYMEHTHI JUISl COBMECTHOM PaOOTHI B PEKUME PEaTbHOTO BPEMEHHU;
- BO3MOKHOCTH OOIIATHCS B YaTe HETMIOCPEICTBEHHO Ha BEO-CTPaHHUIIC;
-  HAIOMUHAHUS U OIOBEIICHHS;
- XpaHEHHE UCTOPHUH OOIICHUS MO KAXKJIOMY KOHTAKTY;
- HWHAMKAIMS O CETEBOM CTAaTyCE 3aHECEHHBIX B CIIUCOK KOHTAKTOB IOJIb30BaTEIEH.

CylecTByIOT KIHMEHTCKHE MPOrpaMMbl, MO3BOJSIONIME MOAKIOYATHCS OJHOBPEMEHHO K
HECKOJBKUM ceTsiM. OHU MOJICPKUBAIOT HamOoJiee TMOMYJApHbIE MPOTOKOJBI, YTO H30aBISIET
MOJIH30BATENS OT HEOOXOAMMOCTH YCTAaHABIMBATh OTACIbHBIA [M-KITHEHT T KaKI0H CeTH.

4.3.1 Pidgin

Pidgin — MyJBTHIPOTOKONBHAST TIPOrpaMMa-KIMEHT JJII MCHOBEHHOTO OOMEHa COOOIICHHSIMH,
MO3BOJISFOINAST OJTHOBPEMEHHO TIOJIKIIIOUHUTHCS K HecKoJIbKuM ceTsMm (Puc. 66). [lognepxuBaetr Hanbosee
nomyssipHble mpoTokonbl: Bonjour, Gadu-Gadu, Google Talk, GroupWise, IRC, SIMPLE, Sametime,
XMPP (Jabber) u Zephyr.
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OxHo cnucka cobeceonurxos Pidgin

Cnucok cobeceJHWKOB x

CobecegHukn  Yu.zanmcw Cpenctea  [Momouls
~ Basealt, Ltd.

() admin

AnexcaHop
He B ceTu

() AnekceiiTa i

Anercen LU
He B cetn
EBreHma
He B ceTu

O Doctynen - &jl

Puc. 66

Bo3moxxnoctu Pidgin:
- [ojaJepkKKa OCOOCHHOCTEH pa3lMYHbIX ceTel (CTaTyc COOOLIEHHs, 3HAUKH ApYy3ei, yBeJOMIICHUE
0 Habope TeKcCTa...);
- mudpoBaHHBIN YaT;
- 00beAMHEHHE KOHTAKTOB B OJIMH METAKOHTAKT;
- 3aluch NPOTOKOJIA COOBITUH;
- NOJJEp’KKa BKJIAJ0K B OKHE pa3roBopa;
- OJHOBPEMEHHOE IMOJKIIIOUEHUE K HECKOJIBKUM aKKayHTaM;
- CJEKEHHE 3a IOJIb30BATEISIMU;
- o0OmeH Qaiinamu;
- MHOTOSI3BIYHBII HHTEp(EIiC.
OyukuuoHan Pidgin 3HaunTeNnbHO pacimupsieTcs 3a CUET UCIOIb30BaHUS IJIATMHOB.
ITocne 3amycka Pidgin Heo6Xxo1uMO IMPOU3BECTH €ro NepBOHAYAIbHYIO HAacTpolKy. [Ipu nepsom
3amycke Pidgin u3 mMeHio «Yu.3anucu» — «YrpaBieHUue YUYETHBIMHU 3aMUCAIMI» HEOOXOJUMO 3aIlyCTHTh
JIMAJIOTOBOE OKHO MacTepa CO3JaHMsl YYETHOM 3aIllMCU M CO3/aTh y4€THYIO 3amuch nojb3oBarens (Puc.

67).
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Jluanozosoe oxno macmepa cozoanus y4émHou 3anucu

OcHoBHele | NononuwTensHo | Mpokcw | Monoc v Bugeo

MapameTpbl Bxoaa

MpoTokon: W XMPP -

WMma nonbzosaTens:
HNomeH:
Pecypc:

Mapons:

[ | 3anoMHUTE Napons
MapamMeTpbl Nnonb3oBaTens

JokaneHbIH NCEBOOHMM:

[ | YBenoMneHWa o HOBOM NouTe

[ ] Micnonb3oBaTk 3TOT 3Ha40K cobeceHMKa ANA 3ToM YYETHOM 3aNKUCi:

OTMEHWTE NoBaBWTE

Puc. 67

W3 cncka nonaepKuBaeMbIX CIyk0 HE0OXO0AMMO BbIOpaTh Ty, KOTopas OyleT MCIOJb30BaThCs
(MOXHO BBIOpaTh CIyk0y, OCHOBaHHYIO Ha OTKPBITHIX CTaHJapTax, Halpumep, jabber).

[Tocne HacTpoiiku yu€THOM 3amucu cieayeT 100aBUTh B CHUCOK KOHTAKTOB COOECEeTHUKOB (KHOI -
ka «J[00aBUTH COOCCETHUKA. ..») U, TIPU YCIIOBUH, YTO HYKHBIA COOCCETHUK MOIKITIOUEH K CITy>KOe MTHO -
BEHHBIX COOOIICHN, MOYKHO HAYMHATH OOIICHHE.

3a pomonHUTENbHONW MHGOpMalueil mo Mcnoiab3oBaHuio Pidgin MOXHO 0OpaTHThCS K CIpaBKe,

BBI3BIBacMOM 13 MeHIO «IloMoris» — «IloMomips B ceTu».

4.4  OdwucHble TPUITOKECHUS
OGuCHBIMY MPHIIOKEHUSMA TPAJUIMOHHO Ha3BIBAIOT MAKET IPOrpamMM Ui paboThl C TEKCTaMH,

Ta6J'II/II_IaMI/I U NIpe3CHTaluAMU.
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4.4.1 LibreOffice

LibreOffice — maker mporpamm Juis paboThl ¢ OPUCHBIMU JTOKyMEHTaMH. Kpome cTraHgapTHBIX
st LibreOffice dopmaToB XpaHeHUs! TaHHBIX, MOKHO YCIEIIHO OTKPHIBATh U COXPAHATH JTOKYMEHTHI,
CO3JIaHHbIE B IPYTUX MOMYJISIPHBIX OPHUCHBIX MakeTax (Puc. 68).

Ilaxem npoepamm LibreOlffice

LibreOffice *

®ann Cepeuc Cnpaska

©uneTp: All Documents hd

OTkpbIT chaiin
« Daiinbl Ha cepBepe
© |HepaBHMWe BOKYMEHTI

A ' WabnoHbl

Co3pate:
m HowkymeHT Writer

Tabnuuy Calc

Qﬂpeaemaunm Impress
u PucyHok Draw
®opmyny Math

baszy naHHbix Base

Nobpo noxxanosaTk B LibreOffice.
MepeTawTe LOKYMEHT ClOfla UMK BbIbEpUTe CneBa NpunoXeHvie ans

j LibreOﬁ:ice CO30aHWA JOKYMEHTA.

Community

CnpaBKa é@ Coenate...

Puc. 68

TexkcroBblii mnpoueccop (LibreOffice Writer) mo3Bosisier NpoeKTUpPOBAaTH W CO3/1aBATh
TEKCTOBBIC JIOKYMEHTBI, COJEpKamue u300paxkeHnus, tabmunbl wiau rpaduku. B LibreOffice Writer
MOKHO COXPaHATh JOKYMEHThl B pa3iIU4yHBIX (opMaTax, BKIIOYas CTaHAAPTU3UPOBAHHBIN GdopMaT
OpenDocument format (ODF), dopmar Microsoft Word (DOC, DOCX) unu HTML. Kpome Toro,
LibreOffice Writer mo3BoJisieT SKCIIOPTUPOBATH JOKYMEHT B popmare nepernocumoro gokymenta (PDF).
TekcToBBIN TIpolIecCOp MOIAEPKUBACT U IpyTre (hOopMaThl.

JuaexktponHasi tadimna (LibreOffice Calc) npeanasnayena st paboThl ¢ 3J€KTPOHHBIMM Ta-
Oonunamu. MIHCTpyMeHTapuid 3JEKTPOHHBIX TaOJIMI] BKIIOYAET MOLIHbIE MaTeMaTH4ecKue QyHKLIUH, 103~

BOJISIFOLIME BECTH CIIOKHBIE CTATUCTHUECKUE, (DUHAHCOBBIC U MPOYHE PACUETHI.
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IIpesentanus (LibreOffice Impress) nmo3Bossier co3naBath npodeccnoHalbHbIe ClaliA-110Y, KO-
TOpBIE MOTYT BKJIFOUATh AHArpaMMBbl, pUCOBAHHBIE OOBEKTHI, TEKCT, MyJIbTUMEINA U MHOXKECTBO JPYTUX
sneMeHTOB. [Ipu HEOOXOAMMOCTH MOXKHO TaK)Ke MMIOPTUPOBATH U M3MEHATH Ipe3eHTauuun Microsoft
PowerPoint. J[ns Toro 4ro0bl caenaTh SKpaHHbIE TMpe3eHTanuu 0onee 3(h(HEKTHBIMU, MOXKHO HCIONb30-
BaTh TaKUE CPEJICTBA, KAK aHUMAILIUsI, MyJIbTUMEINA U TIEPEXO0/Ibl MEXAY claiiiamu.

PenaxkrTop ¢dopmya (LibreOffice Math) no3Bossier co3maBaTh U peIaKTUPOBATh MaTeMaTH4e-
ckue u xumudeckue Gopmynsl. Math mpenocraBiiser pa3ianuHble onepaTopsl, pyHKIKUU U cpeacTsa Gop-
MaTUpOBaHus, o0ierdyaronume cozganue popmyn. Math MoxkeT ObITh 3alyIlleH aBTOHOMHO WJIH BBI3BaH U3
npyrux moxyneit LibreOffice (Writer, Calc, Impress, Draw).

Penaxkrop pucynkon (LibreOffice Draw) no3BossieT co3gaBath puCyHKH Pa3InIHON CII0OKHOCTH
U 9KCIIOPTUPOBATh UX C MCIIOJIb30BAHUEM HECKOJIbKMX OOIMIETIPUHATHIX (popmaToB nzobpaxkenuit. Kpome
TOT0, MO’KHO BCTaBIISITh B PUCYHKH TAOJIUIIbI, AUATPAMMBbI, ((OPMYJIIBI M IPYTHE DJIEMEHTHI, CO3/IaHHBIC B
nporpammax LibreOffice.

ba3b1 nannbix (LibreOffice Base) nmognepxxuBaetr HeKOTOpbie 0OBIUHBIC (aiioBbie (hopmaThl 0a3
nanubix, Hanpumep, BASE. Kpome toro, moxuo ucrnosnb3oBats LibreOffice Base mnsa moakmtodenus k
BHEITHUM pPENALIMOHHBIM 0a3aM JaHHBIX, Hampumep, K 0asam maHHbIx MySQL wunu Oracle. B 6aze
LibreOffice Base HEBO3MOXHO W3MEHUTHh CTPYKTYpy 0a3bl JaHHBIX WM PEJAKTHPOBATH, BCTABIATH H
YAQISATH 3aITUCH TSI HIDKE TIEPEYUCIICHHBIX THIIOB 0a3 TaHHBIX (OHU JOCTYITHBI TOJIBKO JJIS YTEHUS):

- (hbailJTbl BEKTPOHHOM TAaOJIUIIHI,
- TEKCTOBBIE (paillbl;

- JIaHHBIC AIPECHON KHUTH.

4.5  @ainoBble MEHEKEPHI
QailnoBele MEHEHKEPHI MPEAOCTABISAIOT UHTepdelic monb3oBarens A paboThl ¢ (aiimoBoit cu-
ctemoii u aitnamu. DaiinoBsle MEHEIKEPHI MO3BOJSIOT BBHIMOTHITh HauOOJee YacThle OMEepariiy Ha
daitnamu — co3gaHue, OTKPBITHE/TIPOUTPHIBAHUE/TIPOCMOTP, PEIAKTHPOBAHUE, NEepeMelleHHe, Iepe-
MMEHOBaHME, KOMMPOBaHUE, yAalleHUE, U3MEHEHHE aTpUOyTOB U CBOMCTB, MOUCK (ailyioB 1 Ha3HAYEHUE
npaB. [loMruMO OCHOBHBIX (QYHKIHI, MHOTHE (ailioBble MEHEIKEPHI BKIIOYAIOT PSAJ JOTOJIHUTEIBHBIX
BO3MOXKHOCTEH, Hampumep, Takux kak padota ¢ cersio (uepe3 FTP, NFS u T.11.), pe3epBHOE KOmMHpoBa-

HUE, YIIPaBJICHUE IPUHTEPAMU U IIpoYee.

4.5.1 0O0630p npunoxenus «Daitnbn
[punoxenne «Paitnp» — 3TO cOBpeMeHHbIN (aitnoBelii MeHekep 1t padoueit cpenst GNOME
(Puc. 69). ®aiinoBelii MeHEKEp SABISIETCS TOYKOW JOCTyNa, Kak K Qaifylam, Tak ¥ K TPHIOKEHHSIM.
Hcnionb3ys (haimoBbiii MEHEIKEP, MOYKHO:
- CO3/aBaTh NAIIKU U JTOKYMEHTHI;

- [pocMaTpuBaTh (haiIbl U MAIKH;
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- ynpaBisTh (aiuiaMu U aNKaMH;
- HacTpauBaTh U BBINOJHATH OCOObIE IEUCTBUS;
- IOJIy4aTh JOCTYI K CbEMHBIM HOCHUTEIISAM.

Daiinoswiii meHeoncep

Q Daiins = (@ OomawHsas nanka : @ E > x

(@ [omawHaa nanka

A A A A

® Hepashue D J,
% W3bpaHHbie o
2 Cems Bugeo JokyMeHTbl 3arpysku WzobpaxeHna
1 Kopauna .— .— .—q .—
0 DokymenTel :.‘B < D r‘I
dd Mysbika My3zbika ObwepocTynHeie Pabouwii cTon LLlabnoHsl
& W3o06panerusn
W3J Bupeo
4 Zarpyskw

Puc. 69

OxHO (aiiIoBOr0 MEHEIKEpa COCTOMT M3 OOKOBOM MaHENH ClieBa, OCHOBHOW OOJIaCTH CIIpaBa U
TIaHEeJIU a/Ipeca, PacToI0KEHHON HaJl OCHOBHOW 00Js1acThi0. Ha 00KOBOM maHe I pa3MeIieHbl 3aKIaJ Ky Ha
pa3iuuHble manku cuctembl. OCHOBHas 00JiacTh OTOOpakaeT cojepKuMoe Tekylued mnanku. [lanens
ajipeca Bcerja MoKa3blBaeT MyTh K TEKYyIIEeH Marke.

JIBOMHOM II€TYOK Ha ManKax OTKPBHIBAET MUX, a LIETYOK IPAaBOM KHONKON MBIIN Ha OOBEKTax
OTKpBbIBAET KOHTEKCTHOE MEHIO, IIpeAJiaraoiiee Ha BbIOOp HEKOTOPbIE IEUCTBUS C HUMH.

[Ipumeuanue. KourekcTHoe MeHIO (aiina, manku ¥ cBOOOJAHOTO MPOCTPAHCTBA MOTYT CHIIBHO
OTIUYATHCS APYT OT JIpyra.

Uro0bl MPOCMOTPETh CBOWCTBA (aiina (Mmanku), He0OXOAUMO BBLICTHUTH (hailsl (TanKy) U BBITON -
HUTH OJTHO U3 CJICAYIOIIUX ICHUCTBUIA:

- B KOHTEKCTHOM MeHIO ¢aiina (manku) BeIOpaTh MyHKT « CBOWCTBaY;
- Haxath <Alt>+<Enter>.

OxHo «CBoiicTBa» 00BEKTa MOKA3BIBACT MOAPOOHYIO MH(POPMAIHIO O JH000M (aiie, manke uiu
Ipyrom o0bekTe B (aidJIoBOM MEHEKepe (KaKhue UMEHHO CBEJICHUS OYIyT AOCTYITHBI, ONPEEISICTCS TH -
oM o0bekTa). C moMoribio okHa «CBONCTBAa 00BEKTa» MOXKHO U3MEHUTH (PailyioBble MpaBa Ha AOCTYI K

00BEKTY.
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4.5.1.1 Jlomawmnss nanka
Bce daiinpl 1 manky MONb30BaTEN XPAHATCS B CHCTEME BHYTPH JOMAIIHEH manku (Karajor /
home/umsi_monb3oBatenst). OTKPBITh €€ MOXKHO, MIETKHYB Ha 3HAYKE TANKH Ha aHeH 3a1a4. OTKpoeTcs
npuioxenne «Daiibl», TO3BOJISIOIIEE TPOCMATPUBATh COIEPIKUMOE JIepeBa KaTaloroB, yAalsTh, Hepe-
MMEHOBBIBATH M POM3BOINUTE MPOUYHUE OTepalvy Haj paillaMu U HarnKaMmH.
[Ipumeganue. JlomamHss manka eCcTh y KaXIOTO IMOJIb30BATENSI CHCTEMBI, ¥ TI0 YMOITYaHUIO
cojiepkanecs B Hel (haiiibl HEJOCTYITHBI IS IPYTHX MOJIb30BaTeNeH (Iae JUTs YTCHUS ).
B nomarnneit namnke 1o yMoJaHHIO HaXOAATCSl HECKOJIBKO CTaHAAPTHBIX HaroK:
- «JlokyMeHTBD» — Marka, npeiHa3HaueHHast U1 XpaHeHUs JOKYMEHTOB;
- «3arpy3ku» — B JJaHHYIO TAIKy 110 YMOJYaHHUIO 3arpyxaroTcs (aibl u3 UaTepHeTa;
- «Pabounii cTom» — comepkuT (aiiiibl, MKy ¥ 3HAYKH, OTOOpakarolrecs Ha padodeM CTole.
- «Bugeo», «M300paxkenus», «My3bika», «I11a010Hb» — Manku, NpeJHa3sHAYCHHbIE I XPaHEHUS
(haiiuioB pa3IMYHBIX THIIOB;
- «OOmieocTymHBIe» — Marnka, MpeIHa3HaYeHHas Il XpaHeHHs (ailyioB, K KOTOPHIM MOTYT HMETh
JOCTYII IPYTHE MOJB30BATEIIH CETH.
Kpome Toro, B nomariHeil manke u e€ MojAnankax MOXKHO CO3[aBaTh JIpyrue MK, HalpuMep,
BBIOpaB B KOHTEKCTHOM MeHIO MMyHKT «Co3xate nanky...» (Puc. 70).

Ilynkm «Co3z0ams nanxy» 6 KOHMeKCMHOM MeHIO (hatlioso2o MeHedxicepa

Q Qaiinel = (@ OomawHss nanka : G i+~ x

(@ LomawHsas nanka

h Co3gatb nanky... Shift+Ctrl+N | S h

© HepasHue
O Co30aTb AOKYMEHT i Q
* WsbpanHsie
OTKPBITh C NOMOLLBIO. .. =
& Cems Bugeo Irpy3KK M3o06pamerna

OTKpeITh 8 KoHconn

O b .— Bcrasute ._“ ._‘

O DokymenTsl da BcraButb Kak cebinky  Cirl+M D Pl
Belgenutes Beé Ctri+A
Mysbika "
dd My My3bika KA cTON LLabnoHbl
& Wzobpamenns Mowck no dainam...
'O Bupeo CeoiicTsa
4 3arpysku

Puc. 70
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«®Daiinp», kak u npoune npuwiokenus OC «Anbt Pabodast cTaHmus», COIEPKUT PYKOBOICTBO
MOJIB30BATENS, BbI3bIBaeMoe HaxxatueM <F1>. Huxe omucaHbl JIWITs HEKOTOPBIE BO3MOXKHOCTH (PailiioBo-
ro MeHe/pkepa. 3a MOJHBIM PYKOBOJCTBOM OOpamiaitech K BCTPOCHHOMY PYKOBOJICTBY IOJIb30BaTeNs

npuioxeHus «Pannbn.

4.5.1.2 Cmpoxka adpeca

OpueHTHPOBaTbCA B CIOKHO OPraHM30BAaHHOM CHCTEME BJIOXKEHHBIX IMAaroK U OBICTPO HepeMe-
1IaThCsl MO HEW MOMOXKET MyTh B aJipecHOil cTpoke. Kaxknas mamnka B 3TOM IyTH MpEACTaBieHa B BUIC
cceutku (Puc. 71). HaxxaB Ha CCBUIKY, MOKHO OBICTPO OTKPBITH HY>KHYIO TIAIKY.

Adpecnas cmpoka

Q Dainsi = < (1) Oomawmas nanka | WsoBpaweHnus | Hoseiil ans6om : e = v x

(@) domawHsa nanka

a—

© Hepashue

* W3bpanHsie

2 Cems img phote_9_2025-03- photo_10_2025-03- photo_12_2025-03-
04_15-36-36.jpg 04_15-36-36.jpg 04_15-36-36.jpg

1 Kopauna
0O LokymenTsi
dd Mysbika

& Wsobpaxenns

Puc. 71

Crpoxka aspeca MOXKET ObITh Tak)Ke MpeACTaBIeHa B BUJE peaakTupyemoit ctpoku (Puc. 72). Uro-
OBl IEPEKITIOUNTH aJIPECHYIO CTPOKY M3 BU/IA XJIEOHBIX KPOIIEK K PEAAKTHPYEMOW BEPCUU MOYKHO HaXKaTh
<Ctrl>+<L> unu mEnKHyTh MBIIIBIO B KOHIIE aJpeCHOM cTpoKku. YTOOBI BEpHYTHCS K OKa3y KHOIOK, J10-

CTAaTOYHO Ha)XaThb KJIaBUITY <Esc> nnm IMOBTOPHO HAXKaTb KHOIIKY.
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Peoaxmupyemasn cmpoxa adpeca

Q Daiinbl = < I,fhomea‘userMaoEpamewqu03b||-"1anb60M| a|x G =~ x

(@ OomawHss nanka

aA—

® Hepasrue

* W36panHbie

@ Cems img photo_9 2025-03-  photo_10_2025-03-  photo_12_2025-03-
04_15-36-36.jpg 04_15-36-36.jpg 04_15-36-36.jpg

T Kopauna

D OokymenTs

dd Myzbika

& Wsobpaxenus

Puc. 72

4.5.1.3 Konuposanue u nepemewerue ¢haiinos
CkonupoBaTth WK NepeMecTUTh (pailil iIM NanKy MO>KHO Pa3IUYHBIMU CIIOCOOAMM:
- «IepeTaluTb» ManKy Wi (aiia U3 OJHOTO OTKPHITOro OKHa (haillloBOro MeHemkepa B JIpyroe
(roe oTkpeiTa LeneBas nanka). OTKpbITh HOBOE OKHO MOYXHO, BBIOpaB B MEHIO MYHKT «Co31aTh
okHO» (<CtrI>+<N>) (Puc. 73);
- KOIUPOBAaTh U MepeMelaTh Nanky win (aisl MOXKHO, UCIIOJIb3YsI KOHTEKCTHOE MEHIO:
"  HEoOXOIUMO BBIJCIUTH TO, YTO HY>KHO CKOIIMPOBAThH WU TIEPEMECTHUTD;
" B KOHTEKCTHOM MEHIO O0OBeKTa BbIOpaTh MyHKT «KomupoBath» (i1 KOMUPOBAHUS) WU
«BpIpe3aTey (7151 IEpeMEIIeHHS);
"  OTKpBITh MAIKYy, B KOTOPYIO HY’KHO CKOITUPOBATh WM NEPEMECTUTh OOBEKT;

® B KOHTEKCTHOM MEHIO 3TOM HaITKH BBIGpaTB IMYHKT «BcTaBuThY.
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Co3z0amb HOB0e OKHO (hatinoso2o menedicepa

(@ OomawHss nanka : G i+ x

1l
~

Q daiinel

CozpaTh OKHO Ctrl+N

o)

Co3path BKNAAKY Ctrl+T D .
OTMeHuTE nepemelteHue 2 obberTos  Cirl+Z

lOBTOPUTE Shift+Ctrl+Z HokymeHTsl 3arpysxu W3obpameHns
MapameTpbl Ctrl+, .— .— .—
KoMBUHALMM KNaBMLL Ctrl+? < D D
Cnpaska F1 §
O npunoxeHum ObwepocTynHble Pabounii cton WabnoHb

&) VI30UPKEHUR

Puc. 73

[Ipumeuanue. [nsg BeiOOpa cpa3dy HECKONbKHUX (DalJIOB MIM MANOK MOXXHO OTMETUTh HX
CIIMCKOM, YAEPKUBas Mpu 3ToM KiaBuiry <Ctrl>.

Ecin B KOHTEKCTHOM MEHIO 00BEKTa BBIOpaTh MyHKT « Konmuposarts B...» uinu «Beipe3aTs B...», TO
OTKpOETCsl OKHO BbIOOpa manku HazHadeHwus. [locie BbIOOpa manku ciaenyeT HakaTh KHONKY « BeiOpaTey
(Puc. 74) u 00beKT OyIeT CKOMMPOBAH WU TIEPEMEIICH B ATy MaMKy.

Bbl60p nankKu HaA3HaA41eHus

Q  Bwipath Mec... < > (@) Noma...nanka | W306... enws | Hoswiiansbom : Co B3 = + x

(@ MoMawHsa nanka

a— P

® Hepasrue

* W36panHbie

2 Cemn img phote_9_2025-03- photo_10_2025-03- photo_12_2025-03-
04_15-36-36.jpg 04_15-36-36.jpg 04_15-36-36.jpg

0O HokymenTsi
dd Myzbika

& Wzobpaenns

Puc. 74

4.5.1.4 Yoanenue ¢haiinos
VY aanuTh BBICICHHBIA OOBEKT MOXHO M3 KOHTEKCTHOTO MEHIO, MYHKT «OTIIPaBUTh B KOP3UHY»
(Puc. 75). Ynansate 00bekThI Takxke MOKHO kiaBuiieit <Delete>. B aTom citydae Qaiinibl 1 nanku yganis-

IOTCA B ((KOp3I/IHy». DTO MO3BOISAET BOCCTAHOBUTH 00BEKT Ipu €ro OIIMOOYHOM YAAJICHHUU.
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[Ipu ommOOYHOM yHAJEeHHH MOXHO BOCCTAHOBHUTH OOBEKT M3 KOP3HMHBL J[Is1 3TOro HY>KHO
OTKpBITh KOP3HHY, BbI3BaTh HA YAANEHHOM (haiiye uin nanke KOHTEKCTHOE MEHIO U B HEM BBIOPATh MTyHKT
«BoccTaHoBUTH U3 KOP3UHBD. BEIOOp B KOHTEKCTHOM MEHIO ITyHKTa « Y JaJUTh U3 KOP3HHBI. ..» HaBCETAa
yIAIUT HEHY>KHBIN (hailsl win nanky 6e3 BO3MOKHOCTH BOCCTaHOBIICHHUS.

Jns Toro uroObl 0€3BO3BPAaTHO YNAIUTh BCE COAEPKUMOE KOP3WHBI, HEOOXOAWMO BBHIOpaTh B
KOHTEKCTHOM MEHIO KOP3UHBI MyHKT « OUUCTUTH KOP3UHY...».

Ji1s TOro 4To0Bl HE 3aCOPATh KECTKUH AUCK KOMIIBIOTEpA HEHYKHBIMU (aillaMu U cpas3y yJaliTh
uX, MUHYS KOp3UHY, cienyeT HaxaTh <Shift>+<Delete>. IlockosibKy OTMEHHUTB 3TO JACHCTBUE HEBO3MOXK-
HO, Oy/IeT PEATI0KEHO MMOATBEPAUTH, IEHCTBUTENILHO JIM HEOOXOIUMO yIAIUTh TaHHBIA OOBEKT.

Yoanenue ¢paiina

Q Paiinel = < (@ Oomawksasa nanka | JLOKYMeHTBbI : d =+~ x

(@) LomawHsaa nanka

© HepasHue

OTrpeITe B NprnoxeH TekcToBeIA pegakTop  Retur
* WsbpanHsie
OTHPBITH C NOMOLLBIO. ..

2 Cem tes|

Boipesats Ctrl+
) Kopauna

KenuposaTb Ctrl+
D OokymenTs MepeMecTuTs B...
d3 Mysbika KonuposaTth 6. ..
& Wsobpamenns MeperMeHoBaTh. ..

IeH 0bbeKT «test.txt» (4 GaiiTa)
CwaThb...

OTI'IpaF!MTb noan. noyre...

OTnpaBuTL B KOP3WHY

CeolicTea

Puc. 75

4.5.1.5 Omxkpvimue ¢aiinos

OTKpBITh (aitn u3 (HaitTIoBOro MEHeKepa — 3HAUUT 3aIyCTHTh MPHIIOKEHUE, ACCOITMUPOBAHHOE C
STUM TUIIOM (ailyioB, B HEM U OTKpOeTCs (paii.

[pumevanue. Jng ykazanus, Kakue IPUIOKEHUS JTOJDKHBI 110 YMOJTYAHHUIO 3aITyCKaThCs, UC-
noJib3yercst MHCTpyMeHT «lIpunoxenus no ymonuanuio» Hactpoek GNOME (Puc. 76).

[Tpu memuke Ha (aiin, ABISIONIUICS n300paxxeHueM (HarmpuMmep, .jpg haii) OTKPOeTCs porpam-
Ma «IIpocmoTpiink nu3oopaxkeHuit». Takum 00pazom, MOKHO OTKPBIBATH (haliIbl MPOCTHIM LIEITYKOM TS -

MO U3 (ailIoBoro MeHepKepa.
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Ecnu Ha KOMIBIOTEpE YCTAHOBJICHO HECKOJIBKO MPOTpamMM s paboThl ¢ M300paKEHUSIMU, TO
MOKHO 3aITyCTHTh HY)KHYIO, BBIOpaB B KOHTEKCTHOM MEHIO MyHKT «OTKpBITH ¢ moMotnisio» (Puc. 77) u
3aTeM, B OTKPBIBIIEMCS OKHE, POrpamMMy U3 mpeiaraemoro crnucka (Puc. 78).

Hpednoqmumeﬂbﬂble NPUIOINCEHUA

Q HacTtpoiikm = & MNpunoxennn no ymon4yaHuio x
@ cCems
MpunoXkeHua No yMon4aHuio
Bluetooth

WMHTepHeT Beb-6paysep Chromium-...
O [Owucnnen

Moura Mozilla Thunderbird
dJs 3eyk

Kanenpapb Kanenpapb
G Nuranne
© MHorosagauHocTs Mysbika Gapless
& Brewnwii Bun Buneo Showtime
== |'|
[t VLB GRS doTo MpocMOTPLIMK U3o6paxe.,, ¥
0 Ysegomnenus

Puc. 76
1Ilynkm «Omxpoims ¢ nOMoOwbIo ... »

Q daiins = < (@ Oomawnas nanka | WsobpameHus : B = v x

K Ws6paHHbie

or Kop3uHa OTKpbITh B NnpunoxeHun MNpocMoTpumk nsobpamenunid  Return
phota_1, OTKPBITH € NOMOLLBIO. .. photo_4_2025-03-
0 DokymeHTsl 4_15-] 04_15-36-36.jpg
BeipesaTs Crl+X
dd Mysbika

KonuposaTe Ctrl+C

& W3obpawerms MNepemecTuTs B...

H3J Bupeo KonwposaTb B...
photo_€ photo_9_2025-03-
L 3arpysiu 045 nepeumerosats... F?  5-36-35jpg» (538,0 KB)
Cathb...

YCTaHoBMTL Kak hoH. ..
OTnpasuTb NO 3. NoYTe. ..

OTnpasuTb B KOP3WUHY

CeoiicTea Alt+Return

Puc. 77
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Buibop npunosrcenus

OTMeHa OTKpeITE thaiin

BoibepuTe npunomeHue ANa OTKPbITUS
photo_1_2025-03-04_15-36-35.jpg

anﬂﬂH(EHHE no yMon4aHuw

'5 MNpocMoTpwmk n3obpameHni

Pexom eHayeMble NpyunoXeHHsA

E Rnote

L?;] glmageReader

Opyrve npunoxeHus

1'/-_‘\\
w Brasero
d =
[4.) Dia
"

= File Roller

= Folio

Bcerpa vcnonszoears gna atoro Tuna dadnos
Maobpamenue IPEG

Puc. 78

4.5.1.6 Illabnonvl 015 yacmo UCHONL3YEMBIX MUNOE OOKYMEHMO8
Ecnu yacto HYXHO co3[aBaTh THUIOBBIE JOKYMEHTBI, MOXXHO BOCIOJIB30BaThCs MIa0JI0HAMU
¢aitnos. [1labaoHOM MOXET OBITH JOKYMEHT JFO0OTO THIMA C COACPKUMBIM, KOTOpOE OYIEeT J0O0aBIATHCS
B CO3/IaBaeMble (paiiibl.
[To ymomganuto B OC «Anbt Pabovas cTaHIus TOCTYITHO HECKOJIBKO MTA0JIOHOB.
g co3nanus TOKyMeHTa U3 mabaoHa Heo0X0UMO:
1) OTKpHITH Marky, B KOTOPOH HYXKHO CO37aTh JOKYMEHT;
2) B KOHTEKCTHOM MEHIO ITyCTOH 00JacTH OKHa Manku BeIOpaTh MyHKT «Co3aare mokymeHT» (Puc.
19);
3) B OTKpBbIBIIEMCS MOAMEHIO OyJleT MOKa3aH CIHUCOK JOCTyNHbIX MmabioHoB (Puc. 80). BriGpath

HY>KHBII 1a0JIOH U3 CIHCKA.
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Ilynkm «Coz0amob 0oKymenmy»

Q daiinbl = 4 (@ Oomawxsas nanka |/ For_doc it G = x
(0 [omaluHag nanka
& HepasHue

Coszpatb nanky... Shift+Cirl+MN
Jr M26paHHsie

Co30aTk DOKYMEHT
2 Cem t OTKpPbITh C MOMOLLBHD. ..
10 KopauHa OTKpbITk B KoHconu
O OokymeHTol Bcrasnts

BoigpenuTs Beé Ctri+A
dd Myseixa A 8
& W3obpaxenus Mouck no dainnam...
WO Bugeo CeoicTea
4 3arpyskm

Puc. 79
Cnucox 0ocmynHulx wabioHo8

Q Daiinbl = 4 (0 Domawnas nanka [ For_doc : e =+« x

(@ JomawHasa nanka

& HepasHue

% W36paHHble Co3paTb NOKyMEHT

HokymeHT.0dt

@ Cemb tt
MpesedTauma.odp
& Kopsnua PucyHok.odg
daiin

O OorymeHTs

SNeKTpoHHaA Tabnuua.ods
dd Mysbika

&) Wsobparmerus
32 Bupeo

& 3arpysum

Puc. 80

Jliist co3/1aHusl HOBOTO I1a0JIOHA TOCTATOYHO CO3/IaTh JIOKYMEHT, KOTOPBINA OYJIET MCIIOJIB30BAThCS
KaK I11a0JIOH, ¥ TIOMECTUTh ero B nmanky «I11a0ioHb», pacioioKeHHYI0 BHYTPH JOMAIITHEH ANk MO0JIb-
30BaTesl.
4.5.1.7 Ilouck ¢haiinos

B (aitnoBom MeHemKEpe MOKHO BBITIOJIHUTH MOUCK (PAaiiIoB IO UMEHU WIIU THITY.
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[Tanenb MOMCKa BBI3BIBACTCS IISITIKOM I10 3HAYKY manku ¢ ynoi (<Ctrl>+<F>) (Puc. 81).

Buvi306 nanenu noucka

Q Qaiinel = < (0 Oomawwss nanka | DEMO E Ca i v x

(® LoMawHas nanka
© HepasHue
* WsbpanHsie

& Cems Mo3azus Mposa Typrenes

1) Kopauna

0O LokymenTsi
dd Mysbika

& Wsobpaxenun

Puc. 81

OTKpbIBIIAsICS MaHEh MOUCKA [0 YMOJYAaHUIO HACTPOEHA Ha MOUCK (DailIoB B TEKyIlleM Kartauore
U BCEX I0JIKATaJIorax.

Jlig moucka cieyer BBecTd UMs ¢aiina (4acTh UMEHH), pe3yJIbTaThl oMCKa OyayT 0ToOpaKkaThes
o Mepe Habopa cuMBoJioB (Puc. 82).

Ilanens noucka

Q daiins = < |E'a|-|oc| QOEG)IE‘Q i v x

(@) [omawHasa nanka

© Hepashme )

% W3bpaHHuie '

& Cems Hoc.htm Hoc.pdf Hoc.txt Mopos, KpacHbiid
Hoc.htm

1 Kopsuna

0 DokymenTel
dd Mysbika

& Wsobpaxennn
BuigpeneH obbexT «Hoc.htm» (55,4 KB)

Puc. 82

MOKHO COKpaTUTh PE3yJIbTATHI IOUCKA, TOTIOJHUTEILHO YKa3aB aaty wiu tam (aiinos (Puc. 83).
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Ilapamempuwr noucka

Q daiins = < fa  PDF/PostScript X Hoc a

%o
©
27
il
q
X

(@ OomawHss nanka
.

© HepasHue
BeibpaTh gathi...

K W36paHHbie
2 Cems Hoc.pdf

PDF | PostScript hd
1 Kop3auna
0O DokymeHTsl MonHbiA TeKeT Wma daiina

dd Myabika

& Wsobpanenns
BoigeneH obbewT «Hoc.pdfs (220,9 KB)

Puc. 83

[Torck HedyBCTBHUTENEH K perucTpy. lIpyn moucke He UCHOIB3YIOTCS NMOACTAHOBOYHBIE 3HAKH WIIN
peryisipHble BbIPaKCHUS.
[Ipumeuyanue. I[loMHOTEKCTOBBIN MOUCK MO (ailamM ¢ pa3InYHbBIMH (hopMaTaMHU MOXKHO OCY-

miectBUTh B porpamMme Recoll (cm. Recoll — mosnHOTEKCTOBBIN MOUCK).

4.5.1.8 Hcnonvzoeanue cmennvix Hocumernet

@ainoBbIli MEHEKEP MOKET COBEPILIATh PA3JIMYHBIC JEHCTBHS IIPU MOSBICHUU B CUCTEME ChEM-
HBIX Hocuteneil. Hampumep, ux noaxirodyeHue, OTKphITHE OKHA (ailloBoro MeHemkepa s oToOpake-
HUS UX COIEP>KUMOTO MJIU 3aIyCK MOIXOMASIIEro MPUIOKEeHHs A1 00paboTKH (Hampumep, My3bIKaabHO-
ro npourpseiBatens 1 ayauo CD).

[ToaKTFOUNTh HOCHTEh — 3HAUUT CAENaTh ero (aillioByro cucremy AOCTymHOU. [Ipu momkioue-
HUW HOCHTENIS ero ¢aiioBas cucTeMa MPUCOSIUHSIETCS K Baliei (aiyioBoil cucteMe B BUJE TOKATAIIO-
ra.

B OC «Anbt Pabouas craHnus» HaACTPOSHO aBTOMATHUYECKOE MOJKIIOYCHHE OOHAPYKEHHBIX HO-
CUTENEH, IOATOMY JUIS ITOAKIKOYEHUS HOCUTENS, TOCTATOYHO BCTAaBUTh €T0 B ITOAXOAIIEE YCTPOUCTBO. B

OKHE (hailsToBOTO MEHEKEpa MOSBUTCS cofiepkumoe Hocutens (Puc. 84).
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Cooepoicumoe USB-naxkonumens 6 okHe ¢haiinoo2o menedicepa

Q daiinbl = 4 = Tom 8,0 GB i BB E v x

(@) OomawHsa nanka
© HepagHue I ! .—
* W36 i

36paHHbIe

& Cers 21042020_2 new.cer test test.py

1 Kopsauna

0O LokymenTsi
dd Mysbika

& W3obparenus
0 Bupeo

4 3arpysum

= TomB80GE %=

Puc. 84

[Tpumeuanue. Ilo ymomuanuto USB-HakonuTe M MOAKIIOYAIOTCS WHIUBUAYAIBHO JJISI KaX-
JIOTO T0JIb30BATeNs (TOUKa MOHTUPOBaHUs /run/media/<uMs_TOIb30BaATENS>/).

[Mpumeuanue. Eciu aBTOMaTHYECKOrO0 MOHTHUPOBAHHUS HE MPOMU3OILIO, CIEAyeT yOemuThCs,
gto Ha USB-Hakonurens He yctanoBieHO [1O mis 3amuThl KOHOUACHIMAIBHBIX JaHHBIX, HAIPUMED,
SecureDrive.

Jlis mu3BnedYeHuss HOCUTENST HEOOXOIMMO CHayala OTKIIOYUTH ero. Hampumep, ans u3BiIedeHUs
USB-Hakonurenst Hy>KHO BBITIOJIHUTD CJIEIYIOIIUE 1Iaru:

1. 3akpbITh Bce OKHa aucrerdepa (haijioB, OKHA TEpPMHUHATIA M JIOOBIC JIPyTrHe OKHA, OCYIIe-
ctBisitomue noctyn k USB-nakonuTento.

2. B KOHTEKCTHOM MEHIO HOcHUTeNs BhIOpaTh MyHKT «M3Bneusy (Puc. 85).

3. Tlonmoxxnatp, moka He MCYE3HET 3HAUOK HOCUTENs (B OKHE (hailloBOro MeHeKepa), 3aTeM U3-

BJICYb HOCUTCIIb.
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H36n1eub Hocumenw

Q daiinbl = 4 = Tom 8,0 GB i BB E v x

(@) OomawHsa nanka
© HepagHue I 1 .—
* W36 i

36paHHbIe

& Cers 21042020_2 new.cer test test.py
1 Kopsauna
OTKpbITE B HOBOI BKNaAKe
DO DoxymenTsl OTKPEITb B HOBOM OKHE
dd Myszbika

& W3o6panenns

KM3Bneus
H3J Bupeo

@opMmaTpoBaTh. ..
4 3arpysum

CeolicTea

B Tom80GE %2

Puc. 85

4.5.1.9 Co3zoanue pecypcos obwez2o docmyna

[Tonb3oBarenu MoOryT q00aBIsATh, U3MEHATH M YIAIATh COOCTBEHHBIE PECypChl OOILEro JOCTyTa.
OTa BO3MOXKHOCTb Ha3bIBaeTCs usershares u mpegocrasisiercs ciayx00it Samba.

[Ipumeganue. Samba UCHIONB3YeT OTIACIBHYIO OT CHUCTEMHOH 0a3y NaHHBIX MOJIB30BATEIICH.
J171s1 BO3MOYKHOCTH JJOCTYTa MOJIb30BaTeNs K Manke (eciu 3arpelieH rocTeBoil 10CTyI) He00X0MMO BHE-
CTH ero B 6a3y JaHHBIX Samba U yCTaHOBUTH MapoJib Ui JOCTyHa K 00LMM pecypcaM (OH MOXKET COBMa-
JaTh C OCHOBHBIM MapoJieM moib3oBaTens). CleayeT yUuThIBaTh, 9YTO B 0a3y JaHHBIX Samba MOXHO J0-
OaBJISITH TOJIBKO TEX MOJIB30BaTENICH, KOTOPHIE YK€ €CTh B CUCTEME.

Jlo6aBuTh moJsib30BaTels B 0a3y JaHHBIX Samba MOKHO, BBITIOJIHUB KOMaHY:
# smbpasswd -a <uMa_noJje30BaTEJIA>

MOoHO cO311aTh OTIENBHOTO MOJb30BaTeNsd, KOTOPOMY pa3pelinTh TOJIbKO IOCTyNn K Samba-
pecypcaM M 3alpeTuTh MOJIHOLEHHBINA BXO/1 B CUCTEMY:
# useradd user samba -d /dev/null -s /sbin/nologin
# smbpasswd -a user samba

UroObl mpenocTaBuTh OOIIMH JOCTYN K Manke, Hy)KHO B KOHTEKCTHOM MEHIO Iallkd BbIOpaTh
NyHKT «Onuuu myOauKauumy, 3aTeM B OTKPBIBIIEMCSI OKHE OTMETUTh MYHKT « OTKPBITh OOIIUNA JOCTYH K

ATOM MarKe», HACTPOUTh mapameTpsl myonukanuu (Puc. 86) n HaxxaTh KHONKY «Co3/1aTh My OIUKAIIHIOY.
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Paspewiums obwuii docmyn k nanke

Obwmin gocTyn K nanke X

O6wuin gocTyn K Nnanke

OTKpbITL OBLWKIA QOCTYN K Nanke

Wma pecypca: For_doc
KoMmmeHTapwmia:

PaspewwnTs cozpaHve 1 yaaneHne gainoe No cetk

PazpewuTs AocTyn 6e3 NoKansHoM y4ETHOR 3anucu

Cancel Cosparte pecypc

Puc. 86

O6mme manku OymyT oToOpaxkaThcsi B paszzene «lIpocMoTpeTh ceTh» (hailloBOro MeHeKepa
(Puc. 87). Jlns moaxroYeHUs K OOIIIEH Mmarke MOXKHO yKa3aTh B aJJpeCHON CTpoke (aiIoBOro MeHeKepa
IPOTOKOJI M ajipec KommbioTepa (smb://<ums_cepepa> uiau smb://<IP_cepBepa>) u HaxaTb KJIaBHUIIY
<Enter>.

Pecypcul ¢ obuum oocmynom

Q Daiins = < /| Pecypcbl Windows Ha 192.168.0.147 : @ =~ x

0 LoMawHas nanka

—— ——e— ——

© HepasHue

* WsbparHbie

% Cems For_doc nobody print$

1 Kopsuha

D HokymenTs
dd Myabika

& WsobparkeHus

Puc. 87

11 puMCc4YaHHuC. I[OMaIJ_IHSIH IMariKa IMOJb30BaTCIId IO YMOJIYAaHUIO HC 0T06pa>KaeTc;1 B CITMCKC

AOCTYIIHBIX OGI_HI/IX PECYpPCOB B CCTCBOM OKPYKCHHUMU. O6pameHHe K JOMAaIIIHEH MaIKe BBIIOJIHICTCS IO
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UMEHU ToJIb30Barens. Hampumep, Usi OMydeHUs: TOCTyIa K JIOMAIIHEH Marke MoJb30BaTeNsl User Ha
kommbioTepe ¢ [P-agpecom  192.168.0.147, wHeoOxoammo yKa3aTb B  aJpPECHOH  CTPOKE
smb://192.168.0.147/user (Puc. 88). 1111 BO3MOXHOCTHU MOJyYEHUs JOCTYyMa K JOMalIHEH marnke Mo ceTw,
HEO0O0XO0IMMO 100aBUTh KaXKIOr0 JIOKAIBHOTO MOJIb30BaTE/IsA B CIIMCOK IOJIb30BaTeaei Samba.

O6pau;enue K OOMauiHell nanke nojib306amelis user no cemu

Q daiinbl = 4 & user Ha 192.168.0.147 i B iE v x

(@ LomawHsa nanka
© Henashue
* WabpaHbie

& Cems Bupeo JokymeHTbl 3arpyskm W3o06paeruns

T Kopsuma — a— a— a—

0O HokymenTs

dd Mysbixa Mysbika ObwegocTynHble Pabounid cTon WabnoHe

& Mzobparkenua
Puc. 88

g noctyna K mamnke, K KOTOpOM 3ampelieH rocTeBoi A0CTYI, He0OOXOIUMO yKa3aTh UMs U Ia-
poJb Moab30BaTeNs Samba, U HaxkaTh KHOMKY «llonkmtouutsesy (Puc. 89).

Ilapamempol nooxnouenus Kk obweli nanke

OTMEeHHUTB Moakn4YUTLECA

m TpebyeTca ayTeHTUdMKauma
Beegute nonekzoeatens v napone ans pecypca «for_doc» Ha «192.168.0.147»:

MopKniounTbCA Kak MogKNIEYUTEES aHOHKUMHO

o 3aperncTpUpoBaHHbIA NoNb30BaTENb

Wma nonesosatens user_samba

Homen  SAMBA

ﬂaponb (LTI ]]

3abbiTh NapoNb HeMeANeHHD
o 3anoMHWTE Napo/b A0 BLIXOAA W3 CUCTEMB

3anoMHWTL HaBceraa
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Puc. 89

[Tocite monkITFOUeHUS K OOIIEH MarKke OHa MOSIBUTCS Ha O0KOBOM naHen. i 1o0aBIeHHS TTOCTO -
SIHHOM CCBUTKM Ha CETEBYIO IMAIlKy ClIeyeT BBIACIUTH MOJKIIOYEHHYIO Nanky B paszaene « CeTb» U B Me-
HIO BBIOpATh MYHKT «3aknanku» — «J{obaButs 3akmanky» (Puc. 90). B pesynbprare Ha 60KOBOIl maHenu B
pazniene «3akJa Ky MOSBUTCS MOCTOSTHHAS CChLIKA Ha CETEBYIO MAIKY.

Jlobasnenue 3axnadxku na cemegyio nanky

Q  daiinsl = | < B for_doc Ha 192.168.0.147 P Q@ = v x
@ Aomawrss nanka CospaTe nanky. .. Shift+ M
® HepagHwe OTKPBITh € NOMOLLBIO. ..

* WsbpaHHbie OTkpsiTe 8 KoHconu
& Cems new.txt test.txt OBHOBNTE
T Kopauna NobaBuTe B 3aKNanKK Ctrl+D

pE}ﬂﬂKTMpOHGTh pacnonowedune Cirl+

B AoxymenTu KonuposaTb pacnonoxeHue

dd Myzbika

CeoicTea
& W3o6pamenus
H3J Bupeo

4 3arpysku

& for_docHa... &

Puc. 90
4.6 I'paduka

OC «Anbt Pabouas craHius npejiaraeT NPUIOKEHUs i paboThl ¢ pacTpOBOMl U BEKTOPHOU
rpa¢ukoil. BeiOop mosnp3oBarTens 3aBUCUT KakK OT JIMYHBIX MPEANOYTEHUH, TaK U OT 337a4, KOTOpPbIE OH
cobupaercs pemniarb, Oyab TO MPOCTON MPOCMOTp Tpadudeckux (ailyioB WM, HAMPUMEpP, CO3AAHUE TPO-
(beccruoHanbHBIX MAKETOB.

4.6.1 TI'paduuecknii penakrop GIMP

GIMP (GNU Image Manipulation Program) — rpadguueckuii pegakrop, npeaHa3HauUE€HHBIA s
paboThl ¢ pacTpoBoil rpadukoit. OgHol U3 cuibHBIX cTopoH GIMP sBrsercs ero 1OCTYMHOCTb A7l MHO-
T'HX ONEPAMOHHBIX CUCTEM.

GIMP npuronen i penieHns MHOXKECTBA 3aja4d 110 U3MEHEHUI0 U300pakeHuil. TunuuHele 3a1a-
YH, KOTOpPBIE MOXHO pemarh mpu nomomm GIMP, BximrouatoT B ce0st co3manue rpaduku U JOTOTHIIOB,
MacIITabupoBaHue U KajpupoBaHue (pororpaduii, packpacky u3oOpakeHui, KOMOMHHUPOBaHUE HU300pa-
KEHUH C UCTOJIb30BaHUEM CIIOEB, PETYIIMPOBAaHUE U MTPeodpa3zoBaHne U300pakeHUil B pa3nuuHblie Gop-

MaThlI.
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I'maBHoe oxkHO GIMP (Puc. 91) comepXuT MEHIO OCHOBHBIX (DYHKIIHI, MMaHEIb WHCTPYMEHTOB H
00yacTy, B KOTOPhIX OTOOpaXaroTCsl TEKyIINE 3HAYEHHUsI OCHOBHOTO U ()OHOBOTO LIBETOB, (POPMBI KUCTH,
TeKyuero rpaguenra. OkHa U300pa)xKeHNs: COOTBETCTBYIOT OT/AEIbHBIM OTKPBITHIM Ipaduueckum Qaiinam
(MU CIIOSIM B HHX).

GIMP

[photo_7] (nMnopTuposaHo)-1.0 (LipeTa RGB 8 61T, HenuHelHoe uenovncneHHoe, GIMP built-in sSRGB, 1cnoit) 1280x960 - GIMP X

®ain [lpaska BoigeneHwe [lpocmoTp WMsobpawenme Cnoit Lpeta WHcTpymenTel ®unbTpel OxHa CnpaBka
L p, mE

|||||5[|:][:f||||||||?5q||||||| |§

|U-I|MI| [, | |CI| @

Basic,

Hog

HenpospayHocTe WrTepsan

nF'HCTb ] : G B
A 2. Hardness 050 . 2 . .

Pazmep 5
P HopManetsiii v £

CooTHowwEeHWe CTOPOH HenpospauHocTb 100,0 -

~

Yron

L

& '-

© m photo_7.jpg

o

WHTepsan
MECTHOCTE

Cuna

50% w photo_7.jpg (11,5 MB)

Puc. 91

OcHoBHast (PyHKIIMOHAIBHOCTB, TOCTYyIMHAas uepe3 « HCTpyMEHTH» B IIIaBHOM OKHE, JOCTaTOYHO
TPaaUIIMOHHA ISl TIPOTPaMM 3TOTO Kitacca. OHa BKITIOYAET:

- BBIJENCHHE 00JacTH M300pakeHUs (MPSMOYTOJIBHOH, SIUIMITHYECKON WIIM NMPOU3BOJIBHON (op-
mbl). [locnenoBarenbHO BblEsieMble 001aCTH MOTYT 0Opa30BBIBATh MEpeceUeHUs, 0ObEAMHEHUS
WM BBIYUTAHUS,

- BBIICJICHHE CMEXHBIX 00J1acTell ¢ 3ajaHneM ImapaMeTpOB BBIJICIICHIS,

- TepeMelIeHNe, 3aJIUBKY BBIJICTICHHBIX 001acTel;

- KaJapupoBaHue (00pe3Ky) H300paKeHUS;

- U3MeHeHHe MacmTaba 0TOOpaKCHHsI Ha DKpaHe,

- BpaleHue, MacmTabupoBaHue, HICKPUBJICHHAE U 3epKaTbHOE 0TOOpaKEHUE H300paKCHUS;

- BBOJI TEKCTa;

- BBIOOp Tekymero nBeta («[lumerkay);

= 3aJIUBKy 00J1aCTH CILJIOIITHBIM IBCTOM UJIU TPAAUCHTOM;,
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- pucoBanue — «Kapangaun wim «Kucte» mpou3BosibHON (HOPMBL;
- O4HCTKY («JlacTuk»).
B 6azoByto ¢ynkimonanpbHOCTh GIMP BXOAMT Takyke BO3MOXKHOCTH 3aXBaTa HM300paKEHHS CO

CKaHCpa U C 3KpaHa.

4.6.2 BexropHnsIii pegaktop Inkscape

Inkscape — MOUTHBIM M yIOOHBIH MHCTPYMEHT JJIsI CO3JaHUS XYIO0)KECTBEHHBIX M TEXHHYECKUX
wtocTpaii B popmate BekTopHO# rpaduku (Puc. 92), monmHOCTEIO COBMECTUMBIN CO CTaHIapTaMH
XML, SVG u CSS. Penakrop oranyaercs MHUPOKUM HaOOPOM MHCTPYMEHTOB JUIsl pabOThl C LIBETAMU U
CTHJISIMH (BBIOOD IIBETa, KOIMPOBAHUE IIBETA, KOITMPOBAHNE/BCTABKA CTUJISI, PEIAKTOP TPaMeHTa, MapKe-
PBI KOHTYpA).

B Inkscape noaiepxuBaroTcst Bce OCHOBHBIE BO3MOKHOCTH SV G: KOHTYpPBI, TEKCT, MapKephl, KIIO-
HBI, alb(a-KaHaj, TpaHchopMalnu, rpaJueHThl, TEKCTYpPhI U TpynnupoBKa. Inkscape Taxoke nmojnepxuBa-
et meragannabie Creative Commons, MPaBKy y3JI0B, CJIOH, CIIOKHBIE OTNIEPaIli ¢ KOHTYPaMH, BEKTOpU3a-
IIUI0 PacTpoOBOW TpaduKu, PEAAKTUPOBAHUE TEKCTa MPSIMO Ha M300pak€HHWH, 3aBEPCTAHHBIA B (UTYPY
TEKCT.

Inkscape

drawing.svg - Inkscape x
®ain lpaska Bug Cnor O6bewt Kodtyp TekcT ®unetpel Pacwwpenws  Cnpaska

B I & B B b ¥ 0 & a @ ¥x

mm w

] . ] ]
] L] ] NN L

. HeT BbIAeneHHbIX 06BEKTOB. MICNONb3YHTE WENYoK, X: 198,10
Cnonl @& r L

Shift+wenyok, Alt+NpoKpyTKa KONECOM MbllLK, NTME0 06BEeaNTE ... Y: 130,49

Puc. 92

4.6.3 TIlporpamma s pacrio3HaBaHus TekcTa glmageReader
glmageReader mporpamma muist pacno3naBanus Tekcra (GUI Tesseract).
Ocob6ennoctu glmageReader:

- mojaepxuBaemble (opMaThl U300paxkeHUil: jpeg, png, tiff, gif, pnm, pcx, bmp;
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- moanepxkka (opmara 371eKTpOHHBIX TOKyMeHTOB PDF. Bo3MO)XHOCTH BBIOpaTh OTAEIBHBIE CTpa-
HULBI ¥ IAAINIa30H CTPAHULL Ul paClIO3HABaHUS;
- aBTOMaTW4eckoe OOHapyKEHHE PaCIOI0KEHUSI CTPAHUIIBL;
- BBIJEJIEHHUE 00JaCTH C TEKCTOM JUIS PACIiO3HABAHMUS,
- TOJy4YeHHe M300paKeHUs HAIPSMYIO CO ckaHepa. Hactpoiika paspenienus, coxpanenue B hopmar
png;
- mpoBepka opdorpadum.
glmageReader MoxHO pUMEHATH 6€3 MOAKIIOYEHHOTO CKaHEpa U pacro3HaBaTh TEKCT U3 UMEIO-
mierocst cauMka (Puc. 93). glmageReader mognepxuBaeT aBTOMaTHYECKOE OIPEICTICHIE MaKeTa CTPAHHU-
1bl, IIPX 3TOM II0JIb30BATENIb MOXKET BPYUHYIO OIPEACIINTh U HACTPOUTH PETHOHBI pacnio3HaBaHus. [Ipu-
JIO’)KEHUE TMO03BOJISIET UMIOPTUPOBATH U300paKEHUS C AMCKA, CKAHUPYIOIIUX yCTPOMCTB, Oydepa oOMeHa
U CKpHHIIOTOB. glmageReader Takke moaaepkuBaeT MHOTOCTpaHUYHbIE JOKyMeHThI PDF.

OxHo npocpammel glmageReader

o - m a Pacnoswats Buigenenioe glmageReader
+ v - - v x
G e o8 a0 o + ] MpocToli Texct ¥ Pyccrmii [rus] (ru_RU-lebedev) & @ exampleZjpg &
®aiinel  CkaHuposaTh B v L Bv ¥ v 2 © o Q
= E 0 ® - O e Bes Hasanma 1%
——
- B user ®aiinoBble MEHELXEPbl NPeLOCTAaBNAIT MHTEpdeiic
e nonb3oBaTens ANA paboTsl ¢ hainoBol cucTeMol 1 bainamu.
b =7 lokymerTel ®aiinosble MeHeLXepsl NO3BONAKT BHINONHATE HaKbonee
[Fexample2.jpg 4acTble onepaluk Had ainaMu — cosnaHue.
! OTKPbITUE/NPOUIPbIBAHKE/TPOCMOT, PefaKTUPOBAHUE
B example.jpg pbiTUE/NpOMrp /TPOCMOTD, pefaKTHp '
— —— nepeMelLeHe, NepeUMEHOBAHHE, KOMMPOBAHWE, YAaNEHKE.
et M3MEHeH1e aTPUGYTOB 1 CBOCTB, NOWCK (haNoB W Ha3HAUEHUE
S MO8 SR, P A 1 i g (s s (i, s gaivones || 11paB. [OMUMO OCHOBHBIX (PYHKUMIA, MHOTWE (haiinoBble
e e s mangesey tame TP NFS ”
ta ), pesspamas MeHePKepbl BIUIOHAIOT PAA SONONHUTENbHBIX BO3MOMHOCTEH,

HanpuMep, Taknx Kak paboTa c ceTeio (4epes ETP. ME3 n
T0.). pe3epsHOe KONMPOBaHHe, YNpaBeHUe NPUHTEpaMM U
npovee.

MutuaTiops!

===
Crpanmua 1

[oToB

Puc. 93

Pacnio3HaHHBIN TEKCT 0TOOpakaeTcsi HEMOCPEICTBEHHO PSIOM ¢ m300paxkeHneM. basoBoe penax-
TUPOBaHME TEKCTa BKJIIOYAET MOMCK/3aMEHYy M yAaJeHHEe CIIOMAHHBIX CTPOK, €CJIM 3TO BO3MOXHO. [lox-
JiepKMBaeTcsl MpoBepka opdorpaguu 1 BIBOAUMOIO TEKCTA, €CIU YCTAHOBIIEHBI COOTBETCTBYIOIIHE
CJIOBapH.

glmageReader nMeeT BO3MOXXHOCTH TPSMOTO TOJTyYEHHSI H300paXXeHUsI CO CKaHepa, HO MPU STOM
OTCYTCTBYET OIlepalus MPeIBAPUTEIBHOTO CKAHUPOBAHMUSL.

Jnist paboThI CO CKaHEPOM ciielyeT NMepeTH Ha BKIaAKy « CKkaHMpOBaTh» B OOKOBOM MaHENH, BbI-
OpaTh CKaHep M3 CIHCKA MOJAKIIOYSHHBIX YCTPOICTB, yKa3aTh UM M PacIloyIoKeHUe (aiiia moixydaeMoro
n300pakeHHst, BEIOPATh IIBETOBOM PEKUM U pa3pemieHne (s HAWTyqIIuX pe3yIbTaToB pa3penicHue npu

CKaHUPOBAHMH JIOJDKHO OBITH HEe MeHbIe 300 DPI).
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[Tocne HaxaTwst Ha KHOTMIKY « OTCKaHMPOBATH) HAYHETCS MPOIECC CKAHUPOBAHUS N300paXKCHISI, U
IIPH €T0 3aBEPIIEHNN HOBOE M300paXkeHre MOsBUTCA B oOactu mpocmotpa (Puc. 94).

Ckanuposanue 6 okne npoecpammoel glmageReader

- O - a PacnosHaTe Bcé gImageReader
G B 0 &8 ©v N 00 O + e [pocToiiTeker ¥ ﬁ S ] e Az x m cran.png oo

Daiins CkaHMpoBaTk
—

YcTpoiicTeo: CANON Canon PIXMA E400 v

CraHnpoBaTh B: Jhome/user/[okymeHTbl/cKaH_T1.png >
Pemum: LiseTHoIA -
Pazpewerme: 1200 dpi v

WcTounuk: Flatbed -

QOTcKaHWpoBaTh

[oToB

Puc. 94

4.6.4 Ckanep TOKyMeHTOB (simple-scan)

CkaHep JTOKyMEHTOB — 3TO IPOCTOE B UCIOJIb30BAHNH MPUIIOKEHUE, TPEIHAZHAYCHHOE IS TOTO,
YTOOBI TIOJIH30BATENM MOTJIH MOJIKIIOYHTh CBOW CKaHEP M OBICTPO TOIYYHUTh W300pakeHHE/TOKYMEHT B
COOTBETCTBYIOIIEM (hopmare.

[Iporpamma mpenocrasinseT 6a30BbIid HA0OP QYHKIKN U HACTPOECK ISl CKAHUPOBAHUSI.

Ecnu ckanupyromumx ycTpoicTB HECKOIBKO, MOKHO M3MEHHUTh YCTPOUCTBO HA TJIABHOM CTpaHHIIE
(Puc. 95). Ckaneps! onpenensioTcst aBTOMaTHUECKH MPH 3aITyCKe IpOorpaMMBl U 1pH nojkiaodennu USB-
ckaHepa. [Ipy MOIKITIOYEHNH CETEBOTO CKaHepa HEOOXOUMO Tiepe3anyCcTHTh «CKaHep JOKyMEHTOBY.

B neBoit yacTu okHa HaxoAuTcs KHOMKAa «CKaHUPOBATH», KOTOPasl 3allyCKaeT MPOIECC CKaHUPO-
BaHus. CrpaBa OT STOW KHONKM HAaxXOJMTCS BBINANAIOIIEe MEHIO HacTpoek ckaHupoBauus (Puc. 96).
31ech MOXKHO BBIOpATh THIT CKaHUPYeMOro JokyMeHTa: «TekcT» (JoKyMeHThI OyIyT OTCKaHMPOBAaHBI B
yepHo-0esoM pexxume) mwin «M3o00paxenune» (HOKyMeHThI Oy1yT OTCKAaHUPOBAHBI B 1IBETE) U PEKUM CKa-

HUPOBAHU. YUToOBI NU3MEHHUTH pa3spCicHUC CKaAaHNPOBAHUC HAZKMUTEC KHOIIKY ((HapaMCTpBI».
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Ckanep 0okymenmos. Bvibop npunmepa

5 Ckanmposate {1} CKaHep AOKYMEHTOB

=

Ld

NoToBO K CKaHMpPOBaHMNIO

Canon PIXMA E400 - C

Puc. 95

Ckanep ooxymenmos. Hacmpotiku ckaHuposanus

S Ckanuposate L} CKaHep AOKYMeHTOB

® OpnHa cTpaHuua
Bce cTpaHuubl U3 aBToONOAaTYMKA

Heckoneko CTPaHKWU C NNaHLweTa

TekeT

® WzobpameHue

NoToBO K CKaHUPOBaHUNIO

Canon PIXMA E400 - o

Puc. 96
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Jlnist 3ammycka mporecca CKaHupOBaHUs HakMuTe KHONKY «CkanupoBath» (<Ctrl>+<1>). Crpanu-
na Oynetr orobpaxaThcs 1Mo Mepe ckanupoBanus (Puc. 97). Kaxxnas oTckaHMpoBaHHAs CTpaHHUIIA TTOMeE-
11aeTcs B KOHEI[ JIOKyMEHTa.

Ckanuposanue 0oKymenma

A Ocrawosuts 1} CkaHep AOKYMEeHTOB !l = x

4 Ummncasng Pemensn o nedos X Omncasng Pemenmn b ueans

1
LI s imer copr ey @ smsron fs ssammpponisns Frasvias LI Damiarsie coprenypa m st § s epenan Prasias

=+ Hoeslit pokymenT H v 1

Puc. 97

Jig coxpaHeHUs] OTCKaHMPOBAHHOI'O JTOKYMEHTAa HaXMHUTE€ KHONKY «COXpaHUTh JOKYMEHT B

1

¢paim» — (<Ctr[>+<S>), BpiOepure oauH U3 NoAJepKHBaeMbIX THMNOB ¢ainoB (Puc. 98), naxmure
kHONKy «CoxpaHuTh». COXpaHUTh JOKYMEHT MoxkHO B ¢dopmate PDF (Moxer conmep:kaTh HECKOJIBKO
ctpanuil) uian B popmatax PNG, JPG u WebP (ans xaxmoil 0OTCKaHUPOBAHHOW CTpaHUIIBI OyAET co3laH

OTIENBHBIN (aiii).
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Ckanuposanue 0oKymenma

Q  Coxpanutb k... (@ Oomawkss nanka | [oKyMeHTBI i B B E v x

@ LomawHsas nanka
© HepagHue
* W36panHbie

2 Cem

0O HokymenTsi
dd Myzbika Manka nycra

& Wsobpamenus

'O Buaeo PDF (MHOrO... /i AOoKyMeHT) ¥ OTcKaHMpoBaHHbIi gokymenT.pdf &2

| I S,

PDF (MHOrocTpaHu4HbIA BOKYMEHT)
JPEG (okaTsii)

PMNG (6e3 noTepb B KadecTee)

WebP (cxaTwii)

Bee dains

Puc. 98
4.6.5 Xsane

[Tporpamma Xsane siBIsieTCsl yIOOHBIM CPEJCTBOM, KaK JJIsi CKAHUPOBAHHSI OTACIBLHBIX H300paxe-
HU, TaK ¥ JUIs1 OPTaHU3aI|H TAaKETHOTO (MHOTOCTPAHUYHOTO) CKaHUPOBAHHSI.

[Ipu 3amycke mporpamMmbl CKaHUPOBAaHUS M300PaKCHUH MPOU3BOIAMTCS aBTOMATHYCCKHHA OMPOC
JOCTYIHBIX CKaHEpOB (YCTPOMCTB 3axBaTa M300paKEHUI) U MpeiaraeTcs BEIOpaTh YCTPOMCTBO AJis pa-
00Thl. Ecii K KOMIBIOTEPY HE TMOJKIIFOUYEHO HH OJTHOTO CKaHepa, TO OyJeT BbIJIaHa COOTBETCTBYIOIIAS
ommOKa, 3aTeM IIporpamMma OyJeT 3aKphITa.

Ecim nporpamMMa Hariia moAKIIOYeHHBIA K CUCTEME CKaHep, OyJeT OTKPHIT OCHOBHOW UHTEpdeiic
npuinoxenus Xsane (Puc. 99).

[IpenBapuTebHOE CKAHUPOBAHUE BBITIOIHSACTCS B OKHE MPEABAPUTEIHBHOTO MMPOCMOTPA IMTyTEM Ha-
artust KHonku «[IpenBapuTenbHOE CKAaHUPOBAHHE).

[lyHKTHpHAs JWHUS B OKHE IMPEIBAPUTEIBHOTO CKAHWPOBAHHS IMOKA3bIBACT HA BBHIOPAHHYIO IO
YMOIYaHHUIO 00JIaCTh cKaHUpoBaHUs. OnpeaenuTh 00J1acTh CKAHUPOBAHUS MOKHO, BBIICTUB €€ MPH TO-
MOIIIY MBIIIIH.

[Ipu ckaHUpOBaHUM B UTOTOBOE M300pakeHHE MOMAAET JIHITL 00JIaCTh, OTPAHUYCHHAS HACTPOIKA-

MU IIPCABAPUTCIBHOI'O CKAHUPOBAHHA.
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Humepgpeiic npunosicenusn Xsane

xsane 0.999 Canon PIXMA E400:04... x MpeasapuTenbHbiid npocMoTp Canon PIXMA E400:04A9177A_F572EC x

daiin  lMapameTtpel Bug OxkHo Cnpaska 41 Al A A X |a |’ |fa, 52 B sﬂe

@ 1 : @ Cpencteo npocMotpa v emlno .

S g s R RS B3R 38 e 1R 188 (S

el
CH
B | /home/user/out.pnm EN Mucrorpamma Canon PIXM...
B +1 ¥ Tun | No paclMpeduo v 5] E WcxogHoe nsobparenue
S | MnaHweTHbIiA b 7] E
5 jE|
i | LsetHoii - i
. MonHbIif QMana3oH LBETOB - E E
iEN
8 75 - 53 O6paboTaHHoE M306BpaeHHe
T — 100 5 - ! , N
~ | 7 L AR AR
i CE
+ - - tX'S-A'N-E
5 (C)Oliver Rauch
Y W B ] B (M3

638*877+24 (1.6 MB) Crammposare | | [] TomHwiipaamep - | [ (000 ~ | I free v

HEH HEE HHE

21.61cmx29.70 cm OTMeHUTE JTMeE  PeiBa PUTENbHOE CKAHMPOBAaHWE
® | [IpeaBapuTeNnbHOE CKAHWPOBaHKE | | OTMEHUTb NpedBapUTENbHOE CHaHMpOBaHMe St

Puc. 99

JIJis CKaHUPOBAHHMSI OT/ICITBLHOTO U300pAKEHUS B IIporpamMme Xsane Heo0X0UMO:

- BBIOpaTh B OCHOBHOM OKHE MM U dopmart daiina (ecnu B nosne «Haznauenuey BpIOpaHO 3HAUCHUE
«CoxpaHeHHey), peKUM CKaHHUPOBAHUS U pa3pellieHHe, a TAK)Ke BHICTABUThH NMPU HEOOXOAUMOCTH
rammy, sipKOCThb U KOHTPACTHOCTb;

- B OKHE IIPEJIBAPUTEIBHOTO IPOCMOTPA HAXKATh KHOTKY «IIpenBapuTensHOe CKAHUPOBAHKEY

- TIOCIIe 3aBEPIICHHS MPOLIECcca MPEABAPUTEIBHOTO CKAHMPOBAHUS, BBIJICIIUTH MBIIIBIO 00JIACTh IS
CKaHHUPOBAHUS;

- B OCHOBHOM OKHE IPOTpaMMBbI HaXaTh KHOMKY «CKaHUPOBAThHY;

- TIOCIIe 3aBEpIIEHUs IMpolecca ckanupoBaHus (ecnu B nosne «Haznauenue» ObuTo BRIOpaHO 3HAUYE-
Hue «CpencTBo mpocMoTpay), B okHe mpocmoTpa (Puc. 100) MOXHO BOCIOIB30BATHCSI UHCTPY-
MEHTaMH MpeoO0pa3oBaHUs U300paKeHHH (MOBOPOT, OTpakeHUe, MaclITabupoBaHue U T.II.) U 3a-
TEM COXPaHUTh CKOPPEKTUPOBAHHYIO CKAHKOITHIO.

Xsane npeoCcTaBiIseT BO3MOKHOCTh CO3/1aTh MHOIOCTPAHUYHBIM TOKYMEHT, MAHYS IIPOMEXYTOY -
HBIH ATall COXPAaHEHHs CTPaHUI] B BHJIE OTACIBHBIX rpaduveckux (ailjioB U UCIOIB30BaHUS BCIIOMOTA-

TEeJIbHBIX YTHIUT. Bo3MokHO co3nanue nokymenta B ¢popmare pdf, tiff wim PostScript.
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Pe3yﬂbmam CKAHUpo6aHusl 6 OKHE npocmompa

Cpepncreo npocmoTpa (/fhome/user/out.pnm) - Canon PIXMA E400:04A9177A_... X

®ann [paska ®unkTpel Pasmepbl

MR k72 <y Bl HEE] Y D¢ a8 100% v

cephep Gashl DANNEN ¢ nHpopMARed 0 KIMCHTAX H X KOH(UIy panHm;
— KimneHTCKDe 110 Ui pennukanin i npumenenna kogurypanmm;
rpahuteckas NateTh YIPARICHHI BETOTEHHEM MCXAHHIMA TIPHMCHEIHA KOH(Hry paLHs;
= rpadEueckwi peaarTop GaiEl NaHHbX KoRGRTYpAIHK;

rpadmseckmii PETAKTON HACTPOEK KITHEHTCKON ROMBHTY pang,

g E i e Ceprep)

Lienenoil KoMIBI0TED e

T (AneT Paboyas CTaHIHS, A:TL// =4
Ofpasopamie)

) — =
o Cepeep Gasn
o e Hauuux
3 i AIMEENCTPATHEHMHE |

MHACTPYMEHTL
M0 11 npEMeRsns i =
KoHfETYRIITHE H Pegaxtop Gazz
: JEEHELL
ke N : EoEdUrypamE
PegazTop:
i | macTpoeE EnmentcEom [
— B Koldgarrypamges }
Masems yopansenits o i
BETCMEHEEM MELARIIM e T o ek
TPHMEEEHER Eosdirypanue
il -

Puc. 1. Jlozuveckas cmpysmypa Pewserius
Pemenne srmouast CICAYIOUTHE KOMIIOHENTEL:

= MOIYNb DaHelH YIpasienns VNCPALHOHHOH CHCTEMBI [UTH BEMIOYEHMT MEXAHHIMA TTPHMEHCHHA

Pasmep: 582822 nukcenos, 8 6T Ha KaHar, 3 kaHanos, 75 dpi x 75 dpi, 1.4 MB

Puc. 100

Jnist ckaHMpOBaHUs B Xsane ¢ CO3/1aHueM MHOTOCTPAHUYHOTO JOKYMEHTa HE00X0IUMO:

B OCHOBHOM OKHE Xsane BbIOpaTh Ha3HaUeHHE CKaHUpoBaHUs « MHoroctpannuHbsiit» (Puc. 101);

B OTKpBIBIIEMCSI OKHE « MHOTOCTpaHUYHBIN MPOEKT», BBECTU UMS CO3/1aBA€MOTI0 MHOT'OCTpaHHY-
HoTO (haiina u Haxkath KHONIKY «Co31aaTth ipoekT» (Puc. 102);

nepeiti B okHO «lIpeaBapuTenbHbIi TPOCMOTPY» U OTMETUTH 00JacTh CKaHUPOBAHMA (€CIU 3TO
HE00XO0MMO);

B OCHOBHOM OKHE MPOrpaMMbl, HaXkaTh KHONKY «CKaHUPOBaTh» (peKoMeHayeTcs B moiie «Yucio
CTpPaHMIL JUI CKaHUPOBAHMUA» OCTaBUTh | M Kaxabli pa3 HakuMaTh «CKaHUPOBATHY» JUIsl CKAHUPO-
BaHUs CJIEIYIOIIEH CTPAHULIBI);

IIOCJIE 3aBEPIICHUs CKAHUPOBAHMS BCEX CTPAHMI] IEPEUTH B OKHO «MHOIOCTPaHUYHBIN IIPOEKT.
B Hem oTpaxkarorcs nMeHa (ailiioB, COOTBETCTBYIOIIMX OT/IEIbHBIM CTpaHULIAaM JOKyMeHTa. Kax-
JbIA U3 3TUX (PalIoB MOXHO NMPOCMOTPETh, OTPEAAKTUPOBATh, NEPEMECTUTh 110 OTHOILEHHIO K
JIpYTUM CTpaHuLaM, win ynanuts (Puc. 103);

BBIOpaTh THUIT MHOTOCTpaHuYHOTO JoKkymeHTa (pdf, tiff mmu PostScript) B cooTBeTCTBYIOIIEM BBI-

MaJaroIleM CIUCKE U HaKaTh KHOMKY «COXpaHUTh MHOTOCTPAHUYHBIN (hailiy.
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Xsane. Hacmpouxu ckanuposanus

xsane 0.999 Canon PIXMA E400:04... x

@aiin MapameTpel Bug OkHo Cnpaeka

i 17:| & | MHOrOCTPaHWYHbIH ¥
o | MnaHweTHbIA -
r | LigeTHoi -
B  NorHbiit AMana3oH UBEeTOoB -
75 -
B ——— 0.8¢
5 — -28. °
CY — 294 7

v & B + R M

582'822*24(14MB) || CranposaTs |
19.69 cmx 27.83 cm | OTMEHWTE |
Puc. 101

Xsane. Coz0anue MHO20CMPAHUYHO20 OOKYMEHmda

Xsane MHDFOCTFEHH"IHblﬁ NpoeKT x

‘- | fhome!user{multipageprojecd

Tun MHOrOCTPaHMYHOMO OOKYMEHTa: PDF -

CTpaHuLL:

‘ lNokasaTk M306pameHne || M3MeHNTE M306paxeHne H Y 1anuTb M306pameHne H 1 H { |

| [poekT He cosgaH

| CosfaTe NpoexT ‘

Puc. 102
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Xsane. Mnozocmpanuunsiii npoekm
XSane MHOrocTPpaHU4HbIi NPoOeKT x

IL! | /home/user/multipageproject

Twun MHOrOCTPaHUYHOMO JOKYMEeHTa: PDF -

CrpaHuu:

image-0001
image-0002
image-0003

MokasaTb n3obpaneHue || M3meHnTb 3obpamenue | YoanuTo msobpaienwe || T |

lNpoeKT n3MeHEH

CoxpaH1Tb MHOMOCTpaHNYHBIA (hain Y 0anuTb NpoeKT

Puc. 103

4.6.6 IIpocmotpuruk u3obpaxenuit (Loupe)

[IpocMoTpIIMK M300paskeHUIl SBISETCS MPOCTHIM MPHIIOKEHUEM JJIsl IPOCMOTpa M300pakeHUH.
[Tocne 3arpy3ku uzobpaxenus (Puc. 104) MmoxxHO yBenuuuBaTh €ro Macural, BpalaTh U300pakeHue, a
TaKXe MPOCMaTPUBaTh JIpyrue M300pa’keHHsl U3 KaTajaora, B KOTOPOM HaXOJIUTCS OTKPBITOE U300paxe-

HUC.

Oxno npoepammbl «lIpocmompuyux uzobpasxcenuti»

photo_9_2025-03-04_15-36-36.jpg

Puc. 104
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4.1 Menemxkep apxuBoB File Roller
MeHnemkep apXuBOB MOKHO MCIIOJIB30BaTh JUIS CO3JIAHMSI, IPOCMOTPA, N3MEHEHHS U PACIaKOBKU
apXuBOB. ApXUB — 3T0 (ailn, ciyXamuil KOHTeHHepoM Il Ipyrux (aimoB. ApXUB MOXKET COAEpPKATh
MHO>KECTBO (pailyioB, MAMoOK U MONANOK OOBIYHO B CXKATOM BHUJIE.
MeHnepkep apXUBOB TOJICPKUBACT, B YUCIC MPOUUX, CIEAyomue (OpMaThl apXUBOB (IOJIKHBI
OBITh YCTAHOBJICHBI COOTBETCTBYIOIINE HHCTPYMEHTHI KOMaHIHON CTPOKH):
- apxuB 7-zip —.7z;
- 00pa3 KOMITaKT-TUCKa — .i1SO (TOJIBKO YTCHHE);
- apxuB RAR (Roshal ARchive) — .rar (Tonbko uTeHwHE);
- apxus Tar — .tar;
- apxuB Tar, cxxaTslii bzip — tar.bz unu .tbz;
- apxuB Tar, cxarslif bzip2 — tar.bz2 wm .tbz2;
- apxwuB Tar, cxarslif gzip — tar.gz wim .tgz;
- apxuB Tar, cxxarblii Xz — tar.xz;
- apxuB Zip — .zip.
MeHnemkep apXuBOB aBTOMATHUECKH OTIpeieisieT THI apxuBa u otoopaxaet (Puc. 105):
- WM apXWBa B 3aT0JIOBKE OKHA;
- COJIEp)KUMOE apXHBa B 00JIaCTH OTOOpAXKEHUSI.

Memneooicep apxueos File Roller

é WMNzeneys... + archive.tar.gz Q = x
& ~ ® Pacnonowenue: £ [Typrenes/
3anuckK oxoTHMKa.doc 1,6 MB DokymeHT Micros... 27 aerycta 2019, 18:44
@ 3anucku oxoTHMKa html 784,2 Kb HokymenT HTML 25 Mapra 2019, 11:21
3anuckK oxoTHMKa, pdf 1,9 MB DNokymenT PDF 25 Mapra 2019, 1118
3anMCcKKM OXOTHMKA, txt 680,5 Kb TekcToBbIA pokyM... 27 aBrycTa 2019, 18:50
WMeaH Typreres - Tpu scTpeun.docx 56,1 KB DokymeHT Micros... 2B asrycta 2019, 21114
WeaH Typrenes - Tpu scTpeun.odt 47,6 Kb TexcTosblid aokyM... 28 asrycra 2019, 21113
Puc. 105

4.1.1 Hcnonb3oBanue (paidoBoro MeHemKepa st paboThl ¢ apXUBOM

®DainoBbI MEHEHKEP MOXKHO HCIIOIB30BaTh I J00aBiIeHus (aiIoB B apXUB WM ISl U3BJICUE-
HUs (paiioB U3 apxuBa.

s no6aBnenus ¢aitia/karanora B apXuB HEOOX0AUMO:

- B KOHTEKCTHOM MeHIO (aiiia/kaTanora, BEIOpath MyHKT «Cxkatsk...» (Puc. 106);
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- B OTKpBIBIIEMCSI OKHE HEOOXOAMMO BBECTH MM apXUBa, BHIOPATh U3 BBINAAAIOLIETO CIUCKA TUII
apxuBa, BBIOpaTh MECTO JUIsl XpAaHEHHUS apXuBa U HakaTh KHONKY «Cxate» (Puc. 107).

Jlobasnenue gaiinos 6 apxus

OTkpbITh B npunokeHnn LibreOffice Writer  Return

my_doc.
OTKPBITL C NOMOLLBID. ...

BeipesaTe Ctrl+x
KonupoeaTts Ctri+C
MNepemecTuTe B, ..

KenwpoeaTth B...

MNeperMeHoBaTs. ..
Cwarte...
OTnpasuTE NO 3. NOYTE. ..

Ompaawrb B KOP3WHY
CeolcTBa Alt+Return

Puc. 106

Co3zoanue apxusa

OTmeHa OwaTme hainos n nanok Cwatb

my_doc 4
MeToa cxaTna ZIP (.zip) ¥
LUucpposanue

Puc. 107

Ecnmu HeoOxoauMo 3ammdpoBaTh COACPKUMOE apXruBa, HEOOXOIUMO TPU CO3TAHUH APXHBA BBI-
Opatb Tun MeToJ cxxaTus «3amudpoBanublii ZIPy» (Puc. 108) 1 ykazats maposs, KOTOPbIH OyIeT UCTIOJIb-

30BaTbCA IJIA HIH(i)pOBaHI/ISL
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HIugposanue codepacumozo apxusa

OTMeHa CwaTune daiinos u nanok CwaTe

ma apxuea

my_doc 4

MeToa cxaTHaA Jawwndposanueii ZIP (.zip) ¥
Wndposanne
::_ecll..l'i'.i][l'..‘liel Te COOEPHUMOE dpXMEA C NOMOLUBKD Napony, ecn MeTom
CHATWA NoANepPHUBaAET 33LLMWMTY NaponeM.

MNapons

(1112111} / 0

r-ZZJ"' BEROWTE N. ||:::'II-

@

Puc. 108

st Toro 4roObl W3BNeub (haiyibl M3 apXuBa, CIEAyeT B KOHTEKCTHOM MEHIO apXHWBa BhIOpaTh
nyHKT «U3Bneusy (Puc. 109) — daiinbl OyayT pacmnakoBaHbl B TEKyIIUMW Kartajor, uiu «/3Bieup B...» —
MOJKHO YKa3aTh KaTaJloT, Ky/1a OyyT U3BIICYCHBI (hailiibl.

Hzeneuenue gaiinos uz apxusa

)
© OTkpbITh 8 npunoxernn File Roller Return
my_doc
Mzeneus
WMzeneub s...

OTKPBLITE C NOMOLWBID. ..

Bripesats Ctrl+x
KonvposaTs Ctrl+C
MNepemecTuTh B...

KonuposaTb B...

MNepewmeHoBaTk... F2
CwaTb...
OTnpaBuTeL NO 30, NoYTe. ..

OTNpaBuTb B KOP3UHY

CrofcTBa Alt+Return

Puc. 109
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4.2 Pecypcsl
[Mpunoxenne «Pecypce» 0ToOpa)xkaeT CIMCOK BCEX 3aITyIIEHHBIX MPHIIOKEHHMN, a TaKKe, CKOJIBKO
Ka)/10€ U3 HUX 3aHUMAET MPOLIECCOPHOI0 BPEMEHH U ONEPaTUBHON MaMATH.
[Ipunoxenue noaep>KUBACT MOHUTOPHHT CIEAYIOIINX KOMIOHEHTOB!
il
- Ilamars
- I'paduxa
- CereBble uHTEpQEiich
- ¥YcrpolicTBa XpaHEHUs
- barapen
Pabouee npocTpaHCTBO MPHUIIOKEHHSI OPTAHU30BAaHO B BUJIE€ CTPaHMIL (BKJIAJOK).
Ha Bxnaake «IIpunoxenus» (Puc. 110) moka3aH cHMCOK 3amyIieHHBIX TPUIIOKEHUH, ¢ HHpopMa-

1yen 00 UCTONIb3yEMBIX pecypcax.

Pecypcwbi
Pecypcei = MpunoxeHnn X
B Npunosenus
L. FileRoller 214.97MB  0.0% 0.0%
& Npoueccobl
& n u | Folder manager Service 1.57 MB 0.0% 0.0 %
poueccop T
® | Beb-6payzep Chromium 63.71MB 0.0% 0.0%
L LA g
I LT
WU AA aabe AN
« Kanenpapb 1.05 Mb 0.0% 0.0%
2 Mamarts
B roncons 109.64MB  0.5% 0.0%
® HanoMuHaHWA 0 COBBITUAX K 3a0a4ax 1.85 Mb 0.0% 0.0%
D rpaguxa ®{ Hacrpoiixa nevaru 118 MB 0.0% 0.0%
@& Pecypes 22297MB  4.9% 0.0%
9 n T ¥ CucTemHble npouecchl 387.99MB  05% 0.0%
pvBOA, u...
ﬂ ®ainsl 157.05Mb  0.0% 0.0%
o5 LeHTp npunoxeHui 54.40 MB 0.0% 0.0%
B Ouek86T6
' Q e

Puc. 110
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Bxrnaaka «IIporeccbn mo3BoJieT mpocMaTpuBaTh U YIPABISATh 3alyIIEHHBIMU TTpolieccamu. Criu-
COK IIPOLIECCOB MOXKET OBITh OTCOPTUPOBAH 10 JitoOoMy mapameTpy. Kaxxapiii mporiecc MOKHO MpHocTa-
HOBUTb, OCTAHOBUTH, U3MEHUTH IPUOPUTET U BHITIOJHUTH HEKOTOPBIE IPyTrHe NCHCTBUS.

[Ipyn menyke mpaBoil KHOMKONW MBIIIM TO JIOOOMY 3alyIIEHHOMY TIPOIECCY OTKPBIBACTCA
KOHTeKCTHOE MeHIO (Puc. 111), ¢ mOMOIIBI0 KOTOPOTO MOKHO 3aBEPIIUTh «3aBHUCILIEE» PUIIOKEHHE.

Konmexcmuoe menio npoyecca

Pecypcbi = Mpoueccel X
B Npunoxenns m  resources 39298 user bbb Mb  5Y% U.UY
& nNpoueccobl #® gnome-shell 5442 user 221.75 Mb 5.0% 0.0%
& n gnome-software 5590 user 209.80MB  0.0% 0.0%
poueccop
o file-roller 37149 user 119.94ME  0.0% 0.0%
j,.aVJ"-M“NI.Vak_,qJ\...Mﬂ-vw B nautilus 3aeepwinTb npouecc user 10816 MB  0.0% 0.0%
© chromit YBuTb npouecc user 27.62 Mb 0.4% 0.0%
@ Namarts
# multipg CCTRHOBMTE MPOueCE root 19.01M6  0.0% 0.0%
MpoponkuTe Npouecc

©® chromit M pon user 1723MB 0.0% 0.0%
seahors [lapameTpei user 14.68 Mb 0.0% 0.0%

B rpadiika - .
® chromit WHdopmaums user 7.02 Mb 0.0% 0.0%

ocalsearch- user . 4 d
* local h-3 35664 6.55 Mb 0.0% 0.0%
# mutter-x11-frames 6323 user 5.92 Mb 0.0% 0.0%
& nNpuson CD/DVD/Blu... @ chromium 15315 user 5.53Mb 0.0% 0.0%
Q > (i ] 3aBepWwnTL Npouecc ¥
Puc. 111

Jl51s n3MeHeHus PUOPHUTETa IpoIecca HEOOX0AUMO:

- BbIOpath BKIaAKY «IIporecch», 4uToObl 0TOOPa3UTh CIMCOK MPOIIECCOB;

- B KOHTEKCTHOM MEHIO Ipolecca, IPUOPUTET KOTOPOro CIeAyeT U3MEHUTh, BbIOpaTh MyHKT «lla-
pameTpuD»;

- B oTkpbiBiIeMcs okHe (Puc. 112) B Bemanatomem criucke «IIpuoputer» BbIOpaTh NPUOPUTET MPO-
1ecca;

- HaxaTb KHOIKY «lIpumeHuTh».
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Hzmenenue npuopumema npoyecca

Pecypcei = Mpouecce x

Mpoueccop Mpacpuna
i Npunoxerun

B 0.0% 0.0%
& nNMpoueccel ‘ chromium B non e
{u) MNpoueccop MapameTpbl npouecca B 0.5% 0.0%
b 0.0% 0.0%
" | I I' Mpwoputer HopmaneHbiii ¥
- 0.0% 0.0%
MNpueaAzka K npoyeccopy OueHb BBICOKMWIA
& MNamsaTe BribepuTe, Ha KaKux Agpax NPOLeCccopa MOMKeT BRNONHATLD 0.0% 0.0%
npouect B "
pieon 0.0% 0.0%
HopmaneHslid 0.0% 0.0%
Hwuzkwii
0.0% 0.0%
B rpaduika )
OueHb HU3KKIA 0.0% 0.0%
0.0% 0.0%
0.0% 0.0%
& nNpueon CD/DVD/Blu...
0.0% 0.0%
0.0% 0.0%
N 0.5% 0.0%

JL/"\—A Q > i ] 3asepwuTb npouyecc ¥

Puc. 112

[Ipumevanue. [{ng n3BMEHEHHUS MPUOPUTETA MOKET MOTPEOOBATHCSI BBECTH IMAPOJIb MOJIH30BA-
TeJd root.

Ha ocranbHbIX BKJIaJKaX MPUBOAMTCS CTATHUCTHKA MCIOJIb30BAaHUSI PECYPCOB 3a ONpPEAETIEHHBII
nepuos Bpemenu. Hanpumep, Ha Bkiaake «Ethernet moaxmrouenue» (Puc. 113) mpuBoautcs cratuctuka

HCITIOJIBb30BaHUA HpOBO}IHOﬁ CCTH.

4.3  lleHTp NpUIIOKEHUI
Lentp mpunoxeHUi MO3BOJSAET JIETKO YCTaHABIMBATh U YAAIATh MPOTPAMMBI M3 PETO3UTOPHUEB
AJBT, COBMECTHUMBIX C BalllUM JUCTPHOYTHBOM, U CTOPOHHHX npuioxeHuil B ¢popmare Flatpak. Llentp
MPUIOKESHUH TT03BOJISCT BBHITIOTHSTH MTOUCK MO HA3BAaHUSM U ONMCAHHSM CPEIH JOCTYITHBIX MPHIIOKEHHH.
[Ipumeuanmue. Flatpak — cucrema ai1st co3anusi, pacripoCTpaHeHHs M 3aITyCKa H30JIMPOBAHHBIX

HACTOJIBHBIX NpuitoskeHuit B Linux. [Ipunosxenus flatpak ycranaBnusarorcest u3 penosuropus flathub.



Pecypcei =]

[® Tpaduka

& Npusoa CD/DVD/Blu...

B Auek86TE

)

Wi-Fi nogknioveHune

&% Ethernet noaknioueHue
|
[
A A

A
A A

Ecnu npu ycraHoBke aucTpuOyTrBa He ObUT oTMeueH MyHKT «Pemosutopuii Flatpak», To mis Bo3-

MOKHOCTH YCTaHOBKM IpuiokeHui u3 penosuropus flathub cienyer ycranosuts maker flatpak-

repo-flathub:
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Hcnonvzosanue cemu

82540EM Gigabit Ethernet Controller

Wcnonbzosanne

0 Bfc - HanBonbwee: 5.83 kB/c

0 Bfe - Hawbonbwee: 4.69 kb/c
354.96 Mb

5.48 Mb

Puc. 113

# apt-get install flatpak-repo-flathub

H NCPCIIOTUHUTLCA.

I[Ipumevyanue. {1 BO3SMOXKHOCTH yCTAaHOBKH NMpHIIOKeHHUH u3 penozutopust flathub nmosnb3oBa-
TEJSM, HE BXOSIIUM B Tpymiy wheel, cnemyer pa3pemmTs Uit BCeX JOCTYI K HHCTPYMEHTaM MOHTHPO-

BaHus (ailioBbIX cucteM fuse:

# control fusermount public

I[J'Iﬂ 3aIlyCKa «I_IeHTpa HpHJ’IO)KCHPIﬁ» CJICAYCT LICIIKHYTb COOTBCTCTBYIOH_IHﬁ 3Ha4yoK Ha «IlaHenn

3aaaqd».

Bes undopmanus pacnpenenena mo tpeM Bkiaakam (Puc. 114):

- Ha BKIajke «O030p» MOKa3aHbl TOCTYITHbIE TPUIIOKEHNUS;

- BKJIaJKa «YCTaHOBIIEHO» TMO3BOJISICT MpoCMaTpuBaTh U YIAAJATb YCTAHOBJICHHBIC ITPHIIOKCHUA

(Puc. 115);

- Ha Biagke «OOHOBJICHUs» MMOKa3aHa WHPOPMAIUS O CTaTyce OOHOBJICHHS MPOTPAMMHOTO 00ecC-

neuenus (Puc. 138).
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Llenmp npunoscenuui

@ 0630p I\ Yeranoeneno E.g O6HoBNEHMA

= x
(I B B
a TeopuecTtso E Pa6ota
A MosHaHue |§| Paspabotka
Puc. 114
L{enmp npunosicenuil. Bknaoka « Ycmanosienoy
® 0630p I\ Yeranoeneno E.g O6HoBneHUA = x
MNpunowenun
@ Brasero YpanuTe...
“ File Roller Yhanute...
a Foldy YpanuTte...

P—
':" I Folio YpanuTh...

[
@ Gapless Ypanute...

Puc. 115
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4.3.1 VYcraHnoBka/ynaneHue mporpamMmm

Ha Bknaake «O0630p» 10oCTynHbIE IPUIOKEHUS pa3OUThl HAa KaTeropuu. YToObl HAUTH MPUIIOKE -
HHE, MOYKHO BbIOpATh KaTETOPHIO MPHIIOKEHHSL.

BricTpo HaliT HE0OXOAMMOE NMPHIIOKEHHE MOXKHO MCIOJIB3Ys MOUCK. CTpOKa MOMCKA OTKPBIBALT -
csl, IPY HAXKaTUM Ha KHOIIKY B BUJE JIYIIbl, pacIlOJIOKEHHYIO B JIEBOM BepxHeM yriy «LleHtpa npuioxe-
HU». B cTpoke morcka Hy>KHO BBeCTH Ha3BaHue npuioxeHus (Puc. 116).

Llenmp npunoowcenuii. [louck npunodsicenus

-6
L

Il
x

Q @ 0630p I\ YcranosneHo O6HoBNEHMA

Q scratch aQ

-0,

Scratch

Scratch

TurboWarp
-

Buffer

Puc. 116

[Ipu BBIOOpE NPUIOKEHUS, B JACTAIHHOM HPOCMOTPE, AOCTYITHBI KHOMKU «YCTaHOBHTBY/«3aIry-
CTUTBHY/«Y 1amuTh» (B 3aBUCHUMOCTH OT TOTO YCTAHOBJICHO JAaHHOE MPUIIOKEHHE WM HET), BBIBOISATCS
CHUMKHU DKpaHa, MOJIHOEe OMHUCAaHKe, a TaKXkKe Mojb3oBaTenbckue kommentapuu (Puc. 117). UtoOs! ycTa-
HOBUTH KaKoe-JIMOO NMPHJIOKEHHE CHayajla HY>KHO €ro HaiTu, 3aTeM BbIOpaTh M3 CHHMCKa M HaXaTh Ha

KHOIIKY «Y CTaHOBUTBY.
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Llenmp npunoscenuii. Jfemanvuviti npocmomp npunodicenus: « Gimpy

o GNU Image Manipulation Program

The GIMP team

SN ALT Workstati hd
Q Yo ¥ W e (3720) 5] orkstation

Fie B Sekun Vew wage Loer Gobrs Tosts s Shate e Tinoews Hey

t:'.]ls.ln.-wu!
R % X h -
|-%'

= 4

ILdLalalidl |;| || o o |
i

gncma [l

CozpaHune usobparkeHnii M pegakTMposaHue choTorpadpui

GIMP — 370 akpoHWM aHrnuiAckoro cnosocodeTadna "GNU Image Manipulation Program”. 37o ceobogHo pacnpocTpanaeman
NporpaMMa Ans BeiNONHEHWA TAKMX 33434, KaK PeTYLUMpoBaHWe GoTorpaduii, CO3LaHMA KOMMNO3NLMIA, 3 TAKME PUCOBAHKA
CBOMX COBCTBEHHbIX M30BPaXKeHA,

Puc. 117

B stom xe OKHE€, €CJIM IMTPUJIIOKEHNE MOKHO YCTAHOBUTH U3 pa3HbIX UCTOYHUKOB, MOKHO BBI6paTB

UCTOYHUK ycTaHoBKH (Puc. 118).

Llenmp npunodwcenuil. Boibop ucmounuxa ycmanosKku

o GNU Image Manipulation Program

The GIMP team
S ALT Workstation
Q Yo % % d v (3720) i}
ALT Workstation
HeussecTHbIi MCTOYHUK o
mummmu.;’e:\rmmummm il]. EI‘IAKE‘I’
T T BN reerere Srovsos oot Tveet PO R Ve S e e e e e v [ |
i/ 09A =
+ROTR | =+  Flathub
wWrA@®E A | : dl.flathub.org
LAda s ] ®
TS b & FLATPAK
taere | . H
LY il @
L] { -
- __:w - ®
I : :
| @
| ®
:H .|®
F 0 :

Puc. 118
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UT0OBI YCTaHOBUTD MPUIIOKEHUE HYKHO HaXKaTh HA KHOIKY «Y CTAHOBUTHY.

[Ipumeuanue. [Ipu ycraHoBKe/ygaJIeHHH POrpaMM OTpeOyeTCsl BBECTH MapoJIb MOJIb30BaTE-
JIs1 root.

CoucoK  MOJKIIOYEHHBIX  PEMNO3UTOPUEB  MOXKHO  IMPOCMOTPETh, HaXXaB HAa  KHOIIKY
JOTIOTHUTEBHBIX cBeneHuit (Puc. 119) u BeiOpaB nyHkT «Peno3utopun [1O».

Llenmp npunooicenuii. Knonka oononnumenvhvix ceedeHuti
Q @ 0630p I\ Ycranoenewno > Ob6HOBREeHUs = x

PenosuTtopum MO

HOME MHaUKWK KnaBKLl

» MNapameTps
O npunomenm

L4 >

U | |

Alpaca

Chat with Al models
L]
Puc. 119

4.3.2 OOHOBIEHUE CUCTEMBI

[Ipn Hanmuuuyu OOHOBJIEHUM YCTAaHOBJIEHHBIX MPUIOKEHUH PAAOM ¢ KHOMKOM « OOHOBIEHUSA» TO-
SIBJISICTCS] MHANKATOP OOHOBIJICHHS (B CKOOKaX Oy/IeT yKa3aHO KOJIMYECTBO JOCTYITHBIX OOHOBJICHHH ).

[To ymomuaHuio 0OOHOBIICHHUSI IPOBEPSIOTCS U 3arpy’KalOTCsS B aBTOMAaTHYECKOM PEKUME, a ycTa-
HABJIMBAIOTCS MIPH BBIKIIOYEHUU KomIbioTepa (Puc. 120).

Yemanoexa obnoenenuti

AnbT
Paboyaa cTaHuMA

3aBepleHo 61%

YcTaHoBKa oBHOBNEHWN. ..

He BeIKNIO43ATE KOMMNLIOTED

Puc. 120



100

Ha Bxnagke «OOHOBJICHHS» MOXHO TPOCMOTPETh MH(OPMAIUIO O CTaTyce OOHOBIEHUS IPO-
rpammHoro odecrnieuenus (Puc. 138).

Llenmp npunoscenut. Bknaoka « Obnognenusy

c @ 0630p I\ YcraHoeneno | 2S¥OGHoBneHM = x

TpebyeTca nepesanyck Mepe3anycTuTb W 0BHOBUTB...

OBHOBNEHWA CUCTEMBI
Qbwre oBHOBNEHWA CHMC TaKME KaK MCNpaeneHns BesonacHoCTy Mny owrbor, a
TAKHE YNYULLIEHMA N[ DAMTENBHOCTH.

OCNenHAA NpoBEpPKa: [oneko YTO

Puc. 121

[IpoBepuTh HaMMUME TOCTYIHBIX OOHOBJICHUH MOKHO, Ha)KaB Ha KHOIKY C.
UT0OBI TPOCMOTPETH CITUCOK OOHOBIsIEMbIX TTakeToB (Puc. 140), cienyeT ABaX bl METKHYTh MbI-
1IbI0 IO CTpoKe «OOHOBIEHHUE CUCTEMBIY.

Cnucok obnoenenui

OBHOBNEHWA CUCTEMBI x

C"E.IL."I.: OBHOBNEHWA CMC reMel, TakMe Kak MCNpaBneHna Be3onNacHOCTH MK
oWKbOK, a TAKKe YNyHLWeHWA NpOM3IBOANTENBHOCTH.

HononHeHWn
alterator-entry 0.1.2-alt1:p11+365293.260.5.1@1735301626
distro-licenses 1.3.74-altl:p11+377126.300.3.1@1742252408
taplo 0.9.3-alt2:p11+365293.220.5.1@1735301597
MoHuHeHWe BepcHid

alterator-notes 1.1-alt2:sisyphus+276834.100.1.1@1625241854 = 1.3-al...

Puc. 122
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MOo’HO Bpy4YHYIO 3aIlyCTHTh YCTaHOBKY OOHOBJICHMH, HakaB KHONKY «IlepesamycTuts u 0O6HO-
BUTBY.

HaxaB Ha kHONKY nonosHuTeNnbHbIX cBeneHuil (Puc. 119) u BeiOpas nyHKT «IlapameTpsr» MOKHO

M3MEHUTh HACTPOUKHU 0OHOBIEeHUs cucTeMbl (Puc. 123).

Llenmp npunoscenuit. Hacmpoiixa oonoesnenus 110

MapameTpel x

O6HoeneHus MO @

ABTOMaTHYECKK

ABTOMaATUYECKM NPOBEPATE M 3arpyKaTe obHOBNEH WA

BpyuHyio

[posepka 1 3arpyaxa cGHOBNEHWN BRINONHARTCA BRYYHYIC

YeegomMneHua ob aBToMaTHYeCKUX OBHOBNEHWAX

YBeJoMNATE KOrQa obHoBNeHWA BeiNKM YCTAHOBNEHEl ABTOMATHYE CKIN O

DUNBLTPLI COAEPHUMOrO

MokazwieaTe Toneko ceobogHoe MO

CrpmBaTh NponpUeTapHoe MO npr NnpocMoTpe KaTanora ¥ NoWMcKe

MNokasbiBaTe TONBKD NpOBEPEHHbIX paspaboTyKMKos

KO NPUACHEHWA OT pazpaGoTYMKOR, YuA NMYHOCTE Bhina

Puc. 123

Ecnu BeIOpaH pyuyHOH CrOCOO MPOBEPKH OOHOBIICHUH, HY>KHO BPYYHYIO 3aIyCKaTh

HOBJICHUH (KHOTIKA «3arpy3uthy) (Puc. 124).

3arpysky 00-

Knonxa «3azpyzumov»

(< @ 0630p I\ Ycranoeneno Lgosuosneﬂm

OBHoBNEHWA CMCTEMBI

OBwmne oBHOBNEHWA CUCTEMBI

]
x

aK UCNpaBneHnsa BezonacHoCTH MNK owKbok, a

YAYHLLEHUA NEHOCTH,

Mo NEJHAR NPOBEPHA: 8 yacoe Hazan

Puc. 124
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Mpumeuanue. Ecim OC Obuta ycranosnena Ha pazaen BTRFS ¢ pa3ouBkoit Ha moapasiensl
@ wm @home, TO mepen OOHOBICHHEM CHCTEMBI OyIeT co3qaHa Todka BoccTtaHoBieHus (Puc. 125).
Timeshift mo ymomyanuto He ynaiasieT CHUMKH, KOTOpbIE HE ObUIM CO3/IaHbl aBTOMAaTHYECKH B COOTBET-
CTBUU C YCTAHOBJICHHBIM PACIUCAHHEM, YTO MOXKET MPHUBECTH K 3alOJIHEHUIO AMCKOBOTO MPOCTPAHCTBA.
Uto0b1 n30€XaTh HEXBATKH MECTA, PETYIISIPHO MPOBEPANUTE U yIAIANUTE CTapble TOYKHA BOCCTAHOBJICHUSI.

Touka soccmarnosnenus

Timeshift-gtk x
3, —
£3 O ® ) 7% o =
Co3pate BoccTaHoBUTL ¥Yoanute O630p HacTpoiiku MacTep MeHio
CHUMOK Cucrema MeTku | KoMMeHTapuK (HaMUTe ANA USMeHeHWs)
(<) 2025-03-1318:08:05 altlinux 11.0 0 ALT Workstation 11.0 (Prometheus) installed

(£) 2025-03-1513:00:02 altlinux 11.0 M
@ 2025-03-1517:24:16 altlinux 11.0 0 Before Offline Update
0

(<) 2025-03-18 10:02:13 altlinux 11.0 Before Offline Update

Timeshift akTuseH 4 115,7 GB
O MocnenHuid criumor: 2025-03-18 10:02:13 CHUAMKM TocTynHo
Crapesiwmni cHiaMok: 2025-03-13 18:08:05

btrfs fdev/sda3

Puc. 125

44  Menemxep nanok (Foldy)

Menemxep nanok (Foldy) — aTo MHCTpyMeHT AJisi ynpaBieHHs MankaMd B MEHIO TPUIOKESHUIN
GNOME. OH mo3BoJiieT TpyNIUPOBATh MPIIOKEHUS O KAaTETOpHsM, Jeias MEHIO YHIlle W yioOHee.
Foldy no3Bomser:

- CO03/aBaTh, IEPEUMEHOBBIBATh U YJAJIATH Manku B MeHto npuioxennit GNOME;
- 100aBJIATH/yNANATh TPUIOKEHHUS B TAIKH.
[Tocne 3amycka Foldy oToOpakaeT criucok Bcex CymIeCTBYIOIMHUX marnok. [1o yMomuanuio B MeHe-

JoKepe Tarok co3faHa oaHa nanka (Puc. 126).



103

Memneoowcep nanox

Q Bce nanku O x

X-GNOME-Utilities.directory

Puc. 126

Jl1s mpocMOTpa coIep>KUMOr0 Ak He0OX0MMO BBIOpATh Manky (IIEIKHYTh MBIIIBIO 10 Ha3Ba-
Huto manku). Comepkumoe Manku U crpynnupoBanHbie npuiokeHuss B GNOME (B menro «Iloka3ath
MPUIIOKEHHUs») Toka3aHbel Ha Puc. 127. IllenukoM Mo mamke OTKPHIBAETCS CIUCOK MPUIOKEHHH ManKu
(Puc. 128).
Cooeporcumoe nanku Foldy u nanxa « Ymunumory 6 menro npunosicenuti GNOME

Yr, 10 anpens 16:54

Q. BeeauTe 4na noucka

Manka "X-GNOME-Utilities.directory’

CrmBonbl

Maponu u k4K . ,
Hacrpoiika... HacTpoiika... KanskynaTop
r € nor :

Koncone

HypHansl

PepaxTopd... YTunuThl Pecypcbl CnpaBka

Juckm
or e il

- N -

Puc. 127
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Cooepoicumoe nanxu « Ymunumory 6 menro npunodcenutt GNOME

YTunutel

Dueru

=

HypHane Maponu v KnKYm

Puc. 128

JInst co3maHmst HOBOM IMarku HEOOXOUMO:

D)
2)
3)
4)

5)

HakaThb KHOMKY «Co03/1aTh HOBYIO MAIKy»;

B OTKpBIBIIIEMCsI OKHE BBeCTH Ha3BaHue nanku (Puc. 129);

B criucke «Kareropuu nankuy» MOXXHO BeIOpaTh kareroputo nanku (Puc. 130);

HaxxaTh KHOMIKY «Co3narby. Ecnu Ha mpeapiayiieM mare Oblia BRIOpaHa KaTeropusi, B manky Oy -
IyT 700aBIICHBI BCEe MPUIIOXKEHUs JaHHOU Kateropuu (Puc. 131). B mpoTtuBHOM cityuyae, OTKpoeT-
Cs1 OKHO CO CITUCKOM NPWIOKEHUH. B 3ToM okHe HEOOXOUMO OTMETUTh MPUIIOKEHUS, KOTOpPbIE
HY>KHO TIOMECTHTB B TAIKy, U Ha)KaTh KHONIKY «J{00aBUTh BeIOpaHHbIE npriioxkeHus» (Puc. 132);
nanka Oyzaet coznana (Puc. 133).

Co3zoanue nanku

Q Bce nanku @ x

Cospanue nanku x

Wma nank
| LibreOffice] ‘

KaTeropHM nankK1 v

X-GNOME-Utilities.directory
X-GNOME-Utilities

Co3paTb HOBYIO Nanky

Puc. 129
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Buvibop kamezopuu nanku

- ®

i | Co3paHue nanku x B

Mma nank
LibreOffice|

KaTeropm nanku ~

Q

2DGraphics
Archiving

Audio

| Office ° |

X Calculator

Puc. 130

Tpunoowcenus kamezopuu Office
Q Manka "LibreOffice’ @

' LibreOffice Calc
i)

libreoffice-cale.desktop

L: LibreOffice Draw

libreoffice-draw.desktop

.‘/] Planify

io.github.alainm23.planify.desktop

LibreOffice Impress

libreoffice-impress.desktop

il 4

LibreOffice Writer

libreoffice-writer.desktop

1t

e

LibreOffice Base

libreoffice-base.desktop

project  ProjectLibre
Libre.
projectlibre.desktop

H06aBUTbL NPUNOKEHNS

Puc. 131
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Buvibop npunosicenuii, 0obasnsiemvix 6 nanky

Q MpunosxkeHUs BHe Nanok @®

”5_ Rnote G

com.github.flezt.rnote.desktop

a Gapless G
com.github.neithern.gdémusic.desktop

== Kanbxynatop G

org.gnome.Calculator.desktop

LibreOffice Draw

m CkaHep AoKyMeHTOB
Ld C

simple-scan.desktop

.+ KeyRack G
&\ app.drey.KeyRack.desktop

[ o6aBUTb BbIGPaHHBIE NPUNOMEHNA

Puc. 132

Ianxa «LibreOffice»
Q Manka 'LibreOffice’ @)

LibreOffice Calc
libreoffice-calc.desktop

8)

LibreOffice Draw
libreoffice-draw.desktop

2

ol
v

LibreOffice Impress
libreoffice-impress.desktop

LibreOffice Writer

libreoffice-writer.desktop

1t

LibreOffice Base
libreoffice-base.desktop

o

LibreOffice Math
libreoffice-math.desktop

{06aBUTb NPUNOXKEHUA

Puc. 133

B
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st no6aBneHNs MPUIIOKEHHUS B TIANKY CIIEAYET BHIOpaTh ManKy, HaKaTh KHONKY «J{00aBUTh mpu-
JOKEHHs», BBIOpaTh HEOOXOJWMBIC TPHIOKEHUS UM HaXaTh KHONKY «JloOaBUTH BBIOpaHHBIE
HPUITOKEHUS.

OTdunpTpoBaTh NPUIOKESHUS MOKHO, HAXKAB KHOIIKY Q (Puc. 134).

Qunbmp npunosicenul

¢ Q Mpunoxexus BHe nanok @ x
|Q gimg a|
“ GNU Image Manipulation Program G

gimp.desktop

Puc. 134

JIns yaaneHus MPUIOKEHHUS U3 MalKU HEOOXOJMMO HaXaTh KHOIKY @, pacrojIoKeHHYIO cIpaBa
OT HAa3BaHUS MANKH, OTMETUTh MPUIOKEHHUS, KOTOPhIC HYKHO YIAJUTh W3 TMANKH, U HaXaTh KHOIKY
«Y manuth BeIOpanHbIe» (PHC. 135).

Yoanenue npunoowcenuii uz nanku

< Q Manka 'LibreOffice' @ x

TeKcToBLIN pegakTop

LibreOffice Impress G

libreoffice-impress.desktop

=]

LibreOffice Writer
C

librecffice-writer.desktop

15

HH

LibreOffice Base
G

libreoffice-base.desktop

ProjectLibre

projectlibre.desktop

E LibreOffice Math G

librecffice-math.desktop
YnanuTs Bol6paHHble

Puc. 135
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IIpumeuanue. Foldy He yaanser npuinoxeHusi, a TOJIbKO YHPaBIsieT UX OTOOPaKEHUEM B Me-
HIO.
[Ipumevyanue. [106aBiATh/y1aATh NPUIOKEHUSI MOKHO TAKXKE IyTEM IEPETACKUBAHUS 3HAU-
Ka IpuIoKeHus B nanky/u3 nanku (Puc. 136).
Hobaenenue npunoosicenus 6 nany

Yr, 10 anpens 17:54

Q  BeeauTe ana noucka

B ¥ m

glmageRea... GParted GtkHash Hardinfo2 HP Device ... Ignition Impression

- - J ] M =

Mozilla Th... Showtime Timeshift MpocmoTp... File Roller GNU Imag...

o 2 B
- . = B
HoxymeHTbl Kanengaps 3 LibreOffice Projectlibre LibreOffice...

JEEo & :

Puc. 136

Jnist ynaneHus mankyd HeoOX0AUMO BBIOpATh MANKy M HaXXaTh KHOIKY Ef, PacroJIoKEeHHYIO CleBa
oT kHOTKU «J{o6aButh npuinoxxenus» (Puc. 133). [IpunoskeHus u3 nanku BEpHyTCS B OO CIIUCOK.

Uro6hl MEepeMMEHOBATh TIAIKY, CJIEAYeT BHIOPATh MANKY M HAXKATh KHOIKY &, PACIIOIOKEHHYIO
cripaBa oT KHONKH «Jlo6aButh nmpunoxkenus» (Puc. 133), BBecTH HOBOE Ha3BaHUE MANKW U HAKATh KHOII-

Ky «[IpuHATHY.

4.5  Css3ka KJI0UeH
Ces3ka kimoueit (keyring) — 3To Habop maposiell moJIB30BaTENsI, XPAHALIUXCS B 3aI()POBAHHOM
BUJIE U JIOCTYMHBIX M0 MacTep-napoito. i pa30i0KkupoBaHUs CBA3KU JOCTaTOYHO OJUH pa3 BBECTU Ma-
CTep-napoJib U JAJbIIIE, B TCUCHUE CECCHHU, NApOJib OOJIbIIE 3aMPaIlInBaThCs HE OyIeT.
ITo ymomuanuio B OC «Anbt Pabodasi cTaHIUS y KaXIOTO MOJIb30BATENS €CTh CBSI3KA KITFOUCH
«Bxomy». DT1a cBs3Ka KIIH0YEH OTKPHIBACTCS C MMOMOIIIBIO MAPOJIS MOJIL30BATEIS MPH BXOJIE B CHCTEMY. DTy
CBSI3KY 110 YMOJTYaHUIO UCIIONB3YIOT HMPUIIOKEHHUS, TO3TOMY IIOCIIE BXOJ/a MOJIh30BATENsl B CUCTEMY, Ta-

pOJIb Ha paB6J’IOKI/IpOBaHI/IC CBSI3KH KJIFOUEH HE 3arpamunBacTCs.
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[Tpu cmene mapoJas moap30BaTeNs OyIeT OJJHOKPATHO 3aIPOIICH MpeabLaymii mapois (Puc. 137).
W B clenyrommx CecCUsxX CBs3Ka KIIFOUeH OyIeT OTKPBIBATHCS C MOMOIIBIO MAPOJIs MOJIB30BATENs MPU
BXOJIC B CUCTEMY.

3anpoc napons Ha céA3KY Karoueu

Tpebyetca ayTeHTudukayus

Maponk, KOTOPLIN BBl UCNONbL3YETe ANA BXo4a, BoNblIE He
COOTBETCTBYET Naponto CBA3KM KNHOYel ANA BXOAA B CUCTEMY.

(O]

OTMeHUTb PasénoknpoBaHue

Puc. 137

Ecnu muist mons30BaTelst HACTPOSH aBTOMATHUYECKUIN BXOJT B CHCTEMY, TO MAPOJIb JUIS pa30I0KHPO-
BaHMsI CBS3KU KJIFOYEH OyJeT 3ampammuBaTbes B Kaxaou ceccuu (Puc. 138).UToOb HE BBOJUTH KaX bl
pa3 mapoiib Ha pa30JIOKUPOBAHUE CBS3KHU KIIFOUEH, MOKHO YCTAaHOBHUTH MyCTOM Mapoib ISl CBSI3KU KJIIO-
yeil. Crenarb 3T0 MOKHO B npuiioxeHnu «llaponu n xmoum».

3anpoc napons na cea3Ky Knouel, komopas He 6biia pa3bioKuposana

TpebyeTcsa ayTeHTUdMKayus

Bawa ceA3Ka KNOYER ANA BX003 B CUCTEMY He Bbina
pa 35.|'IDHZHPUBEI Ha, Korda Bbl 3aperMCTpUpoOBanCE B
KOMNBHOTEPE.

OTMeHnTB Paz6noxkupoBaHune

Puc. 138

4.5.1 «ITapomu u xmroum» (Seahorse)
Jlis mpocMOTpa AaHHBIX B XPaHWIHILE MOKHO BOCIOJIb30BaThCs npuioxeHneM «[laponu u kimo-

ym» (Puc. 139).
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Ipunoocenue «llaponu u xnrouu»

—+ Maponu 1 koYK

Bxop Q : x
Maponu
I&I Chrome Safe Storage Control ~ [1apenb unu cexper
Ml Bxon =
Kniou r&‘l Chromium Safe Storage Maponb unm cexpet

£ Kniouu GnuPG

5 Knmoum OpenSSH

CepTHdmrKaTbl

© Default Trust

Puc. 139

JUist u3MEHEeHHs MapoJisd Ha CBA3KY KIFOYeld HE0OXOAMMO B KOHTEKCTHOM MEHIO CBSI3KU KITIOUEH
BbIOpaTh MyHKT «M3mMenuts napons» (Puc. 140). Bynet 3anporieH Tekyuuil naposib Jist CBSI3KH KIHOYEH,
a 3aTeM HOBBIN MapoJib (4TOOBI YCTAaHOBUTH ITyCTOM MapoJib, CIEAYET OCTaBUTh IOJIsI HOBOTO MapoJis Iy-

CTBIMU).

3anpoc napons na ca3Ky Kouell, Komopas He 6biia pazoioKupo8aHa

-+ Maponu 1 KNo4K = Bxon Q : x

Maponu
F7 test a8

@
:

¥ CTAHOBWTE NO YMONYaHWIO

Kniouu M3MeHTL Maponk

B Kntoum GnuPG

PazbnoknposaTte
5 Knioun OpenSSH Ynanue
CeoiicTsa | =
CepTndmraTbl . «d KJITHOHEN
* Default Trust 336/10KMpOBaHa
Puc. 140

Ecnu Bbl HE MOMHUTE TEKYIIUA MapoJb Ha CBA3KY KIOUel «Bxom», MOXKHO yIAIUTh 3Ty CBS3KY
KITFOY€eil, BHIOpaB COOTBETCTBYIOIINM MyHKT B KOHTEKCTHOM MEHIO. B 3TOM ciyuae mpu 3amycke mpuio-

JKEHUS, KOTOPOE HCIIONB3YyeT CBA3KY Kitoueit (Hampumep, Chromium), OyAeT BeIJaH 3apoc Ha CO3/IaHue
CBSI3KHU KIIFOYEH.
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4.6  Iloncuér xoHTponbHBIX cyMM daitnos (GtkHash)
GtkHash — npoctas rpaduueckas yTunura A pacdyera pazIU4HbIX KOHTPOJIBHBIX CYMM (Xelll-
bynkmit) s daiaos.
GtkHash nognepxuBaet 60mbiioe koianuecTBo xem-QpyHkuuii, B Tom uncie 'OCT P 34.11-2012,
MD5, SHA1 u SHA256. GtkHash mo3BosisieT cpaBHHBATh BEIYMCICHHBIH XeIll C U3BECTHBIM 3HAUEHUEM.
Jna GtkHash noctynHo Tpu pexxuma padoThl:
- pacder KOHTPOJBbHBIX cyMM s daitna (Puc. 141);
- pacueT KOHTPOJBHBIX CyMM JUIsl TEKCTa, BBOJUMOTrO Tojb3oBareneM (Puc. 142);
- pacueT KOHTPOJBHBIX CyMM JUisi ciucka (aitnos (Puc. 143).
N3menuts pesxxuM paboThl MOKHO, BEIOpAB HYKHBIN B MeHIO «Bum.

Pacuem xonmponvnvix cymm ona ghaiina

GtkHash X
®ann [lpaeka Bwo Cnpaeka
dann: test.ixt >
Cpashute: | [
MD5: 7c9dd6a@16b@@c9ebfT@c2635ca96Te8

SHAT: 826520064a43466c1e913fc7T2539704TT2c004b
SHAZ56: fT4be23546d16b34b78305991Taab81902d63898bT0@95acclllcdlbata3474fec

GOST: 232b2b94e7445a86TTT@dcbb563d33e25d822cd5a8c3e134a7666d92101cc917

£ ¥sw
Puc. 141
Pacuem xoumponvruix cymm ons mexkcma

GtkHash x

®ain [lpaska Buo Cnpaska

TekcT: | tesd

Cpaehuts: [

MDS5: @98f6bcd4621d373cade4e832627b4T6

GOST: | 12a50838191b5504T1e5T2Td@78714cf6b592b9d29aT99d0b10d8d@2881c3857

CRC32: da7f7eldc

Puc. 142
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Pacuem konmponvHwix cymm ons cnucka ¢aiinos

GtkHash x
®ain [paska Bwua Cnpaskxa
% [Jobasutk = Y OanuTeb T OYMCTHTE
daiin GOST
/home/user/flokymeHTbl/ test. txt 232b2b94e7445a86Tffodcbb563d33e25

/home/user/3arpysku/alt-workstation-11.2-x86_64.1is0 3bd9968649¢88115da%ad9697¢c¢579891b
/home/usex/yy 92397a9147894a22d87d@3c8c@ddf4dTth

L ¥ow

Puc. 143

B oxne «Hactpoiiku GtkHash» («IIpaBka» — «IlapameTpbl») MOXKHO BBIOpaTh, KAKHE aIrOPUTMbI
XemupoBaHus otoopaxats (Puc. 144).

JUis cpaBHEHMs KOHTPOJBHBIX CYMM, HEOOXOAMMO BbIOpaTh (haily, BBECTH HMEIOLLYHOCS
KOHTPOJbHYIO cymMMy B noje «CpaBHUTb» M HaxaTb KHONKY «Xoum. B ciydae coBmaneHus
KOHTPOJIBHBIX CYMM, QJITOPUTM KOHTPOJIBHOW CyMMBbI OyneT ompeneiéH aBTOMAaTWYecKH U mojie Oyaer
oTMeueHO 3enéHoi metkou (Puc. 145).

Hacmportixu GtkHash

Hacrpoiikm GtkHash x
Xew-yHKUHHK
MD4 MD5 SHAT
SHA224 SHA256 SHA384
SHAS12 SHA3-224 SHA3-256
SHA3-384 SHA3-512 BLAKE2b
BLAKEZ2s RIPEMD160 TIGER192
WHIRLPOOL GOST CRC32
ADLER32
MAC-dyHKUNK
HMAC

PopmMart parigmecta: | LlecTHaguaTepuHHbIA (HUAHHWIA perucTp)

¥ 3aKpbiTh

Puc. 144
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CpaBHEHNE KOHTPOIbHBIX CYMM

GtkHash x
®aun [lpaska Bun Cnpaeka
dain: test.txt B

CpaeHuTs:  [5) 232b2b94e7445a86 T ff@dcbb563d33e25d822¢cd5a8c3e134a7666d92101cc917 @

MD5: 7c9dd6adl6b@@coebff@c2635ca96Tes
SHAT: 826520064a43466c1e913fc7T2539704TT2c004b
SHA256: fT4be23546d16b34b78385991Taab81902d63898bT@95acclllcdlbata3474fec

GOST: 232b2b9%4e7445a86fffodcbb563d33e25d822cd5a8c3e134a7666d92101cc9l7 &

¥ ¥aw

Puc. 145

4.7  Recoll — momTHOTEKCTOBBIN MOUCK

Recoll — nmporpamma i TOJTHOTEKCTOBOTO MOUCKA MO daiinam ¢ pasnuuneiMu popmaramu. [1o-
MHMO OOBIYHOTO TOMCKa, Recoll mo3BomsieT UCmnoiap30BaTh HEKOTOPHIE JOMOIHUTEbHBIC (PYHKITUU: T10-
WCK TIO aBTOpPY, pasMmepy u dopmaty daiina, a TakkKe MOIACPKUBAIOTCSA TaKUE OMepaTopbl, kKak «AND»
i «OR».

I[Ipumeuanue. Recoll He ycTaHOBJIEH 1O yMOIYaHUIO. Y CTAHOBUTH €TI0 MOXHO B IIEHTPE MPH-
noxeHu (cM. «LleHTp npunoxeHuii») Uiu BBINOJIHUB KOMaHIY:

# apt-get install recoll
4.7.1 Wupekcanus Qaiiinos

s moncka TpeOyercsl MmpeaBapuTeNbHas WHAEKcalus OMOIMOTeKol Xapian 3aJaHHBIX KaTallo-
roB. [lepenHexcanys MOKeT 3aIrycKaThCsl B (JOHOBOM pEKHUME WIIH T10 3aIpocy.

Wupekcaius — 3T0 mpoLecc, ¢ MOMOLIbI0 KOTOPOro aHaIU3UpYyeTcss Habop JOKYMEHTOB U JaHHBIE
BBOJATCS B 0a3y naHHbIX. [IoBTOpHOE MHAEKCHUPOBAHUE OOBIYHO SIBJISIETCSI HHKPEMEHTHBIM: JOKYMEHTBI
OymyT 00pabaTbIBaThCs TOJBKO B TOM CJydae, €CIM OHU ObUIM M3MEHEHBI C MOMEHTA MOCIeTHEeH MHIIeK -
caIui.

[IpousBecTn HAaCTPOIKY MHIEKCHUPOBAaHUSA (BbIOpATh KaTaJOTH JIs IOUCKA) MOXHO IIPU NEPBOM

3amycke nporpammsl (Puc. 146).
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Hacmpoiika nepsoeo unoexcuposanus

HacTpoiika nepsoro WHoeKcupoBaHus

Moxoxe, UTo MHAEKE ANA ITOM KOHPUIYPALIMN HE CYLLECTBYET.

JUNA MHAEKCUPOBAHWA TONBKO AOMALLHETD KAaTanora ¢ Habopom yMonuaHni
HaxXMUTe KHOMKY «3anycmume uHdekcupogaHues. [leTanbHYH HacTpoiKy
MOXHO BYAeT NPOBECTH No3Xe.

ECnun HycHO Bonblue KOHTPONA, BOCMONb3YATECk NPUBEAEHHBIMU HUXe
CCLINKAMMW ANA HACTPOWKY NapaMeTpoB W PacnucaHua WHAEKCUPOBaHWA.

MepedTy K 3TUM MHCTPYMEHTAM MO3AHEE MOXHO UEpe3 MeHH «Hacmpolkas.

© HacTpoiika MHAEKCHpOBaHHA
3pech MOXHO YKa3aTb, KaKkue KaTanoru Tpebyetea
MHOEKCMPOBaTh, @ TAKKE HACTPOWUTL TaKWe NapaMeTpbl Kak
WCKMIOYEHWE NYTeld MK UMEH dalinos, MCNonb3yeMele No
YMONMYaHW KOGUPOBKW 1 T4,

e Pacnucanune WHOeKCHpOBaHWA
3pecb MOXHO BbleaTb peXKM MHOEKCMpOBaHWA: No
pacnHMcaHUiD MK B pealbHOM BpeMEHW, a Take HacTPpOWTE
pacnMcaHMe aBTOMHOEKCMPOBaHWA {C HMCnonb3oBaHKWeM CFOI'I).

BEHYCTHTI: WHOEKCWMpOBaHKe l

| X 3akpbiTe |

Puc. 146

Jlis MHIEKCUPOBaHMSI TOJIBKO IOMAIIHETo KaTajaora ¢ HacTpOMKaMu 10 YMOJIYaHUIO, HEOOX0IUMO
Ha)XaThb KHOINKY «3alyCTUTh UHAEKCUPOBaHUE». J{J1 yKa3aHMs KaTaloroB, a TAK)KE HACTPOMKH MapaMmer-
POB MHAEKCUPOBAaHUS MOXKHO HaXaThb cChUIKY «HacTpoiika nnaexkcupoBanus». Jis 3a1aHust paciicaHus
MHACKCUPOBAHUS ClIEyeT HaXKaTh CChUIKY «Pacnucanue MHIEKCHPOBAHUSD.

Hactpouts mapameTpsl MHIEKCAllUM MOXHO, BbIOpaB B riaBHOM MeHI0 Recoll mynkr «Hacrtpoii-
kn» — «Hactpoiika naaekca». OKHO HACTPOWKM MHIEKCAIIMM Pa3/IeleHO Ha YeThipe BKIaaku: «OO0mue
napameTpsl», «JIokanpHbIle TapameTps», «Mctopus B BeO» u «IlapameTpsl monuckay.

Ha Brmagke «O6mue mapametpsl» (Puc. 147) MOXHO yCTaHOBHUTBH KaTajol BEPXHETO YPOBHS, OT
KOTOPOT'O PEKYPCHBHO HAuHETCA MHAEKcalus (IO YMOJIYAHHUIO 3TO JAOMAIIHUI KaTajlor MOJb30BaTess);
yKa3aTh IyTH, KOTOPbIE CIIeyeT MPOIyCTUTh NPH UHIECKCAUU (aiiioB.

Ha Brianke «JIokanpabie mapamerps» (Puc. 148) MOXHO TIepeonpeIeNuTh IePeMEeHHBIE IS TI0T-
KaTayoroB. [lepeMeHHBIE YCTaHABIUBAIOTCS U TEKYIIETO BHIOPAHHOTO KaTajiora (WJIH Ui BEPXHETO
YPOBHSI, €CJIM B CIIMCKE HUYEro He BhIOpaHO WM BbIOpaHa mycTas cTpoka). Hampumep, MokHO nepeonpe-
JIeTUTh KOJUPOBKY (aiinos, 1o6asus B nosie «Iloap3oBarenbckue MoIKaTalorny Karajior, B KOTOpOM Ha-
XOJIATCS pailyibl ¢ KomupoBKol oTiarmaHo# oT Unicode, u B BemaaaromieM crucke «KoaupoBka 1mo ymod-

YaHWIO» BHIOPATh HYKHYIO KOIHPOBKY.
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Hacmpoiika napamempog unoexcuposanus. Obwue napamempol

Recoll - Index Settings: /home/user/.recoll x

Obume napameTpel | JlokanbHele napaMeTpel  WecTopuaBBe6  [apameTpbl noucka

KaTanorv BepxHero yposHs

+ -

MponyweHHsie nyty /media

+ - -~

SA3biku co cnosodopmamu | €nglish

+ -
Wwmsa caina xypHana stderr BoibpaTb
YpoBeHb noapobHOCTH XypHana 3 3

Wma chaina mypHana wHoekcaTopa Bribpats
WHTepean cbpoca nanHbix MHaekca (MB) 50 .

Disk full threshold percentage at which we stop indexing =

(E.g. 90 to stop at 90% full, 0 or 100 means no limit)

He ucnonbsosath aspell(no ymonyarnuio aspell nogckasoieaeT ob onevaTkax, Koraa sanpoc He AaéT pesynbTaToB)
Azbik aspell

KaTanor bassl faHHeIxX xapiandb BribpaTe

Wernouerna unac Bss ceoe (Eoe sae Lae ffff fifi flFL" " " --

X Otmena || oK |
Puc. 147
Hacmpoiixa napamempos unoexcuposanus. Yacmuvle napamempuol

Recoll - Index Settings: fhomefuser/.recoll X

Obwme napameTpel | JlokanbHbie napameTpbl | McTopua B Be6  [MapameTpel NoWcka

Jhome/user/DEMO-12

MonbzoBaTenbcKWe NogKaTanoru

[+] -

[home/user/DEMO-12

#* =
lMponyckaTb * pye Tonbkoe MIME-Tunel
* relwe
+ - £ + -
.beagle =
n -
Wernounts MIME-Tunsl WrHopupyeMble oKoOHYaHUs v
a
+ - + - bak
.com -
KoaupoBska no yMonyaHu o >
OTKPbIBATE CUMBOJIMYECKUE CChINKK v MHpexcuposaTh Bce MMeHa ¢hannos
MpenensHbiii pasmep oxkaToro daiina (KB) 100000 2 MpegenbHbiid pasMep TekcTosoro daiina (MB) | 20 .
Pasmep cTpaHuubl TekcToBoro daiina (KB) 1000 . MNpea. spema paboTbl punsTpa (c) (1200 |2

X Otmena | 0K

Puc. 148
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3amyCTUTh HHIEKCAITUIO MOKHO BBIOPaB B MEHIO «Daitm» — «OOHOBUTH UHACKCY.
WNunexcupoBanne Recoll MoXeT BBIOIHATHCS B ABYX OCHOBHBIX PEXUMAaX:

- MepuojauYecKas WHACKCAlUs — BBIMOJHSIETCS B OIpenelEHHOe Bpems (Hampumep, MO HOYaM,
KOTJJa KOMIIBIOTEP MPOCTAUBAECT);

- HHJEKcalus B pealbHOM BpeMeHH ((poHoBOe mHAekcupoBanue) — recollindex mocrosiHHO pabora-
€T KaK CepBHC U HCMOJIb3yeT MOHUTOP M3MEHEHUN (hailIoBOM cUCTEMBbI sl OOHAPYKEHUS U3Me-
HeHul (aittoB. HoBbie i 0OHOBIIEHHBIE (haiiiIbl MHIESKCUPYIOTCS Cpasy.
BriOpaTh ¥ HaCTPOUTH PEXKUM HHIEKCHUPOBAHMS MOXKHO, BHIOpaB B riiaBHOM MeHI0 Recoll «Ha-

cTpoiikn» — «Pacnucanue nnaexcuposanus» (Puc. 149).

Hacmporixa pacnucanus unoexcuposanus

HacTpoiika pacnvcaHna MHOEKCMpOBaHUA x

WHaekcmpoBaHue Recoll moxeT paBoTaTe NOCTOAHHO, MHAEKCUPYRA
WM3MeHAKLWKWeCA GaAnkl, WK 3aNyCKaTeCA Yepes onpeienéHHbIe MPOoMEXYTEN
EpEMEHI.

PekomMeHayeTcA 03HaKOMMTLCA C PYKOEOACTEOM NOMbL30BATENA NPOrpaMmel,
uTobkbl BEIBPaTE Hawbonee NoAXoAAWMEA pexnM padoTel (HaxMuTe F1 gnA
ELIZ0EAE CNPABKK).

3TOT MHCTPYMEHT no3eonaeT enlbpate, ByAeT W MHASKCUPOBaHWE
NpPOW3BOAWTBCA MO PACNWCAHWKD MW B PEaNbHOM BDEMEHW NP BXOAE B
cucTemy (MaKn oba BapMaHTa cpasy, UTo BPAL MK MMEeT CMeICn).

@ PacnucaHue 3anycka
3TOT MHCTPYMEHT No3BonAeT BoibpaTh, B KAKOE BpeMs
3aMycKaTb MHAEKCMPOBaHWE, @ TaKXKe cAenaTh 3anuch B
crontab.

@ 3anycK MHAEKCMPOBaHMWA B peaNlbHOM BpeMeHK
3pech MOXHO BbIDPaTh, HYHO NIW HAYMHaTbL MHOEKCUPOBaHMe
B peanbHOM BPEMEeHW NpW BXOAE B CMCTEMY (TONMbKO ANS
WMHAEKCa Na YMaNYaH o).

‘X 3aKpbITh

Puc. 149

4.7.2 Tlouck ¢aitnoB
Recoll umeet nBa naTepdeiica moncka:
- TPOCTOH MOMCK — OJTHO TOJIE BBOAA (110 YMOJIYAaHHUIO Ha TJIABHOM 3KpaHe), B KOTOpPOE MOKHO BBE-
cTu HecKoibKo ciioB (Puc. 150);
- pacHIMpPEHHbIN MOUCK — MaHeNb, TOCTYI K KOTOPOM ocyllecTBiseTcs yepe3 MeHio («MHcTpyMeH-
Tb» — «CJOXHBIM TOUCK») WU 3HAYOK IMAaHETW WHCTPYMEHTOB. PacimpeHHbIN TOWCK WMeeT

HECKOJBKO ITOJICH BBOJa (PI/IC 151), KOTOPBIC MOXHO HCIIOJb30BaTh JJIA CO3JaHUA JIOTHYCCKOTO
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YCIIOBHS, C JIOTIOJHUTENIbHONW (DUiIbTpanueit mo Ty Qaiisia, MECTONOJIOXKEHHIO B (pailioBoii cu-
CTEME, JaTe U3MEHEHHUS U Pa3Mepy.

Ilpocmou nouck

Recoll X

®aiin 3anpoc PesynbTaTel Bug WMHcTpyMeHThl HacTpoiku Cnpaseka
QﬁBﬁGEG @@@'F'\'u”ﬁ

Ouuctute || MNouck ||A3biK 3anpoca ~ || | ¢}

e Bcé Meama coobuieHne npouee npeseHTaUns Tabnuua TeKCT

(DIAJ'IprbI A3blKa 3anpocoB

(DHIIprOBaTb no gate

11.04.2025 11.04.2025
DUnbTpoBaTh KaTanoru
b [homefuser

Puc. 150

Crootcrblil nouck

CnoxHbli NoKcK x

Haitt  ®uneTtp
¥ PUNLTpOBaTL NO faTe W3 |2024-01-01 |2 B |2025-12-31 |-

PUNLETpoBaTL No pasMepy MUHUMYM MaKcHMyM

OrpaHWynTb TNk daitnos Mo KaTeropuam CrenaTb NapaMeTpoM Mo YMonYaH o
McKaTe cpeam WrHopupyeMble TUNbl hainos

o Bce ---->

application
application/epub+zip
application/javascript BoigeneHHwie --—->

application/json
application/msword
applicationfoctet-stream
application/ogg
application/pdf P — Bce

annlicratinn/nastesrint

o BrigeneHHble

OrpaHW4YWTL pe3ynbTaTel NoMcKa balinaMu B NogKaTanore: O6paTtuTb

- Obzop

HauyaTb nouck | 3aKpbiTh

Puc. 151
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JUis1 BBITIOJTHEHHS TTOMCKA CIIEYeT BBIOpaTh MOMCKOBBIN pexkuM («JIrob6oe cioBoy», «Bce cioBay,
«Mms daitna» unm «S3bIk 3ampocay), BBECTH TTOUCKOBBIEC CJIOBAa M HAXKaTh KHONKY «Ilonck» mimm <Enter>
(Puc. 152).
Touck ¢atinos

Recoll X

®aitn  3anpoc Pesynbratel Bug MHcTpymenTol HacTpoikw Cnpaexa

dOnaL QOO ¥ [

Ouuctute || MNouck || Jlioboe cnoso ~ |M3rw6 pE'KH| |
& Bcé Megua coobuierme npoyee npeseHTauua Tabnuua TeKcT
DunbTpbl A3bIKa 3aNpOCoB PesynbTaTel 2anpoca [lokyMeHTbl 1-8 U3 no MeHbLIei Mepe 35 ana (nokasats

sanpoc) Cnegyrowmin

@unbTpoBaTE NO JaTe
11.04.2025 11.04.2025

PunbTpoBaTb KaTanoru

MpocMoTp OTKpbITe 52 KB Mopos, KpacHbliid Hoc.htm
‘-'\e text/html 2018-12-0122:42:10 +0200 file:///home/user/DEMO-12/Mo33ua/Hexpacos/
— 7 Mopos, KpachHbii Hoc.htm
[L. 1170] geopubl 30 nbaa. 3aayMato - pekn bonbwmre Hagonro ynpayy nog... [L.1263] C
cocefHUX nonoc y pexkn. CBEKPOBb €& TyT He...

=== MpocmoTtp OTKpbITe 97 KB MymMy.txt
J / text/plain 2019-03-2511:33:14 +0200 file:/{/home/user/DEMO-12/Typrenes/Mymy.txt
|/ [L. 82] B 4eM; TONbKO C peKkw OH Npuexan bes soabl... [L. 84] pyKol n oTnpasunca 8A0Nb
peku. deno 6bino K Bevyepy... [L. 163] X0TA W NPOTUB TEYEHBA PeKK, YTO B OQHO
MIHOBEHbeE...

— pocmoTp OTkpbiTe 96 KB Mymy

‘-ﬂ text/html 2019-03-2511:33:46 +0200 file:///home/user/DEMO-12/Typrenes/Mymy.html
— 7 [L. 83] BueM; TONbKO C pekn OH Npyexan 6es Bogpl... [L. 85] pykoi W oTnpasunca BOONb

peku. Jeno 6oino K Beyepy... [L. 164] x0TA ¥ NpOTMB TEYEHbA PEKM, YTO B OOHC

MIHOBEHbeE. ..

=== MpocMoTp OTKpbITE 96 KB Mymy
application/vnd.sun.xmlwriter 2019-03-2511:33:30 +0200 file:///home/user/DEMO-12/
.~ Typrenes/Mymy.odt
[L. 83] B 4eM; TONbKO C peKkW OH Npuexan 6es Bogbl... [L. 85] pykoi n oTnpaewnca soonb
peku. Jeno 6vino K Beyepy... [L. 164] x0TA ¥ NPOTMB TEYEHbA PEKM, YTO B OOHC
MIHOBEHBE. .. h

/homefuser

Puc. 152

PexxuM norcka 1o yMoirdaHuio — «SI3bIk 3ampocay. B aTom pexxrmMe OyeT BHIIOTHEH MOUCK JO0KY -
MEHTOB, COJICPIKAIlUX BCE YCIOBHS MOUCKA, Kak U B pexkume «Bce cioBay. B pexume «Jlroboe cioBo»
OyayT HaWICHBI JOKYMEHTBI, COJCpIKaIlie JII000e W3 BBEICHHBIX BaMHU IMOWCKOBBIX CIIOB. B pexume
«Wms ¢aitnay BBITOIHIETCS COMOCTABIEHUE IOMCKOBOTO 3apoca TOJAbKO UMEHH (haiiia, HO HE COIAEePIKH -
MOTO.

Recoll mpenocrapiser 6oJbiliie BO3MOKHOCTH IO MOUCKY. PasnenuTeneM B mepeuHe MCKOMBIX
ctpok B Recoll cimyxut npoGer; mo3aToMy 3ampochl, COAepIKaIIie MPoOeT JOKHBI 3aKITF0YaThCS B KaBbIY-
ku. B 3ampocax gomyckaroTcs CMMBOJIBI-Macku *, ? u [ ].

4.7.3 CHoucok pe3yJibTaToOB IMOUCKA

[Tocne 3amycka MoucKa CIUCOK Pe3yJIbTaTOB MITHOBEHHO OTOOPA3HUTCS B TJIABHOM OKHE.

[To ymomuaHHIO CITUCOK JOKYMEHTOB IPEJICTABIICH B MOPSIKE PEICBAHTHOCTH (HACKOJIBKO XOpPO-
10 CHCTEMa OLICHUBACT COOTBETCTBHE JOKYMEHTA 3ampocy). MOKHO OTCOPTUPOBATh PE3YJbTaT IO JaTe

110 BO3paCTaHUIO UJIH I10 Y6LIBaHI/IIO, HCIIOJIb3YA BCPTUKAJIBHBIC CTPCIIKU HA MMaHCJIN HHCTPYMCHTOB.
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Kaxplii pe3yapTar moucka ConpoBoxkaaeTcst HebonbmnM pparmenrom daiina (Puc. 152).

[Ipn Haxxatnu ccbuikn «IIpoCcMOTP» OTKpOETCS BHYTPEHHEE OKHO IPEIBAPUTEIBLHOTO IIPOCMOTpPA
nokyMeHTa. [Ipn Haxkatuu ccbulku «OTKPBITEY» 3aIlyCKAETCsl BHEIIHEE CPEICTBO MIPOCMOTPA JOKYMEHTA.
B KOHTEKCTHOM MEHIO Ka)KJOW 3aIlMCH CIIUCKA PE3yJbTaTOB €CTh MYHKT «OTKPBITH C MOMOLIBIO», AJIS
BbIOOpa MPUIIOKEHHUS U3 CIIHCKA TE€X, KOTOPBIE 3apEeruCTPUPOBAHBI B cCUCcTeMe il JaHHOTro Tuna MIME-
nokymenTta (Puc. 153).

Konmexcmuoe menio pes3yibmama sanpoca

Recoll X

®aiin 3anpoc PesynbTaTel Bug WMHcTpyMeHThl HacTpoiku Cnpaseka
dOwL QOO 3§ O
Ounuctute | MNouck || Jioboe cnoBo ™ ||M3rK6 peku ©

e Bcé Meaua coobuieHne npouee npeseHTauns Tabnuua TeKCT

peku. Jeno 6bino K Beyepy... [L. 164] x0T ¥ NPOTUB TEYEHbA PEKM, YTO B OOHO
MrHOBEHBE...

PunbTpoBaTh Mo AaTe MpocmoTp OTKpbITE 96 KB Mymy
11.04.2025 11.04.2025 application/vnd.sun.xml.writer 2019-03-2511:33:30 +0200  file://{/home/user/DEMO-12/

—
DUNBTPLI A3bIKa 3aNPOCOB
-
____ 7 Typrenes/Mymy.odt
®uneTpoBaTh KaTanoru saens) /
—

[L. 83] B 4eM; TONbKO C pEKW OH Npuexan 6es Bogbl... [L. 85] pykoi n oTnpaswnca sooNb
peku. Jeno 6bino K Bevyepy... [L. 164] XOTA ¥ NPOTUB TEYEHbA PEKM, YTO B OOHO
MrHOBEHBE. ..

/homefuser

MpocMoTp OTKpbLITE 96 KB Mymy
application/vnd.openxmliformats-

J officedocumep* === Ao el ol s o sanda-aian 06:03:00 +0300  file:/ffhome/
user/DEMO-1, ~ OpocmoTp
[L.83]BYeM; T OrkpbiTs 5] pYKoH 1 0TNpaBUNca BAONL
peku. [eno bb = S
MIHOBEHBE. ..

MNpocmotp 0T KonuposaTb NyTe cdaiina UTb xopowo.pdf
application/pd ve/user/DEMQO-12/Mo33uma/
Hexpacos/Kon
[P.17] noeMHs  KonupoeaTb M4 caiina 1. Ho... [P.17] nyra—

PacnonoxeHH uas ux... [P. 212] Houb TemMHa u
HeMecA4Ha, Pe ] Ho4b TeMHa 1 HeMecaYHa, Pexu
BLICTpb!, Nepel  OTKPbITh POOUTENBCKUIA KaTanor — |ecayHa, Pexu TUxuM, nepeBosbl

ecTb, Jleca... [ . EKKM U3 NOOKK FPAHYNa

Hasctpeuy... [ .__Fi?L'_".T.I'?__—'-_IE).(Q_}!(E_E_:[P_K_Y_“@H_T:"________ —.-MeLlKK TakK pacTporancs, Yto... v

OTKpBITh € NOMOLLbIO LibreOffice Writer

Konuposats URL

S

KonuposaTtb TekcT

Puc. 153

Pe3ynbTaThl moucka MOKHO MpencTaBuTh B BUae Tabmuipsl. 1llenmyok mo 3aronoBky cTosdua mos-
BOJIMT BBIMIOJTHUTH COPTUPOBKY 10 3HAYEHUSM B cTosoue (Puc. 154).

[To ymomuanuto Recoll mo3Bosnsier pabouemy OKpYKEHHIO BEIOUPATh, KAaKOE MPUIIOKEHUE CIIEAYeT
WCIIOJIB30BATh ISl OTKPBITHS JOKyMEHTa JaHHOTO Tura. HacTpouThs 3T0 A€MCTBHE MOMXHO C MOMOIIBIO

MmeHro «Hactpoitkn» — «Hactpoiika uaTtepdeiicay — «uTepderic monp3oBatens» (Puc. 155).
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Pe3y]lbman’lbl NouUcCKa 6 8uoe ma6ﬂul4bl

Recoll x

®@ain 3anpoc PesynbTatel Bun WecTpymenTn HacTpoikw Cnpasxa

dOxa OO0 T4 |

OuncTuTe|  Mouck | Mwboe cnoBo ™ | M3rM6 pexu
® Bcé Megua coobLeHne npovee npeseHTaums Tabnuua TeKcT
PUNBTPLI A3BIKa 3aNPOCOB OaTta 3aronoBoK Wma daiina AsTop URL =
PuUnLTpoBaTL Mo KaTe 2019-08-27 3anucKy oxoTHUKa. txt file:///home/user/DE
11.04.2025 11.04.2025 2019-03-25 3anucku oxoT 3anucki oxoTHKUKa. html f?le:fﬁhomefuser!DE
2019-08-28 CTuxoBopenud.pdf file:///hemefuser/DE
®unbTpoBaTh KaTanory 2019-08-27 BuwHeswli cag.txt file://[hemefuser/DE
e L 2019-08-28 Benas bepesa nog MOMM OKHOM., file:///{homefuser/DE
2019-08-27 Tpu cecTpbl.txt file:///homefuser/DE
2018-11-28 TpucecTpel  Tpu cecTpel.htm file://[hemefuser/DE
2019-08-28 Tpu cecTpbl.pdf file:///hemefuser/DE
2019-08-27 W. A. ToH4apos - O6nomoB.txt file:///{homefuser/DE
2018-11-28_ O6nomos | Tonuapos . A. - O6nomos.htm | |file:///home/user/DE
2019-08-28 WeaH [oH4apos - Obnomos.pdf file:///home/user/DE .

MpocmoTp OTKphITE 2 MB O6nomoB

text/html 2018-11-28 15:44:42 +0200  file:///home/user/DEMO-12/Mpo3a/
lonyapos/Monvapos K. A, - O6nomos.htm

[L.1429] copepliaoTea Yyygeca, rae TEKYT peKW Medy v Monoka, rae... [L. 1478]

cMIEeTb Ha bepery 3Tol peku U Habno4aTe HewsbewHble ABNeHua. .. [L. 4372] oHu
BLIEXANW Ha cpedUHY pekl. — Tenepb MOMXKHO: Thl He... [L. 4563] eii 3Ty UepKOBL C hd

Kon-Bo pezynbTaTos (NpuM.): 35

Puc. 154

Ilonvzoeamenvckas Hacmpoﬁka

Recoll — HacTpoiiku nonbsoBaTens x
WHTepdeitc nonesosatena | CoyeTaHua Knasuw | CNUCOK pesynbTaTos  Tabnuua pesynbTatoe  [lapaMeTpbl NoMcka — MHOEKChl OOHOKOpPEeHH ' | *

BoI6op NpUNoMKeHWid-pelakTopos

HauaTe ¢ pe)xuma npocToro noucka: | A3bik 3anpocos -

MpenentHbIi pasmep MCTOpUM Noucka (0: OTKNIOYMTL, -1: bes orpanwuenmi); -1 ©
OTKpbIBaTh AWMaNOr CAOXHOMO NOWCKa MPY 3anycke.
3anoMHWTL NOPAACK COPTUPOBKM PesynbTaToB.

ny6ura bokoBoro fepesa KaTanoros 2 |-

Side filter dates format (change needs restart)

CTunb oTobpaxeHua (hUNbTPOB: ® [laHens KHOMoOK Mone co cnuckom MeHio
CHpPBITB: Mons co cnUckaMu MaHenb cocToaHMa Manens MeHo TUN NpOCTOro NoMcKa KHonKKM O4McTuTh/MoKncK
OTobpamaTb 3HA4YOK B Tpee CBOpayYMBaTb OKHO BMECTO 3aKpbITHS. OTobpamaTb yBegOMNEHMWS.

OTKNIOYNTD 3BYK.
v OTobparkaTb NpeaynpexaeHue Npu oTKPLITUM BpeMeHHoro daiina.
OTKMOYNTE aBTOAoNONHEHWe (it B CTPOKE NoKCKa. v HauuHaTb NOWCK NpM aKTWUBaLMM BCMIbIBAKOLWETO OKHA aBTOLOMONHEHUS.

Yuecno sanucei ypHana B agTofononHeduun: |10 : MoKa3blBaTh CYETYMK HAXKaTWiA BO BCMbIBAKOLLEM OKHE aBTONOMONHEHKS.

MpenenbHbiid pasMep TekeTa, BolbpaHHoro ANa NnpocMoTpa (B kunobaiTax) 3000 |5

v| Mpeano4yvTaTe oNA npocMoTpa HTML npocToMy TeKCTY. 5

OK OTMEHWTBL

Puc. 155
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[Ipu HaxkaTuu KHOMKH «BBIOOp NPHIOKEHHUH-PETAKTOPOB» OTKPOETCS JUAIOrOBOE OKHO, TJIe

MOKHO BBIOpaTh MPHIIOKEHHE, KOTOPOE OYIET HCIOIB30BaThCS IS OTKphITHS Kaxjaoro MIME-tumna
(Puc. 156).

Ilonvzoeamenvckas Hacmpoﬁka

BcTpoeHHble NPOCMOTPLLMKK x

BeibepuTe MIME-TUNBI M UCNONB3YIHTE KHOMKKU B PaMKe HWMMXKE, YTOObI M3MEHWTE XapaKTep UX 0bpaboTKM.
¥ Mcnonb3oBaTh HACTPOMKK OKPYYKEHWA MO YMONYAHKMIO

Tun MIME KomaHga =

text/html|gnuinfo  rclshowinfo %F %(title);ignoreipath=1
text/html|rclman xdg-open %u

text/rtf BaaTk M3 oKpYKeHWa
text/x-awk B3aTk U3 oKpYXKeHWa
text/x-bibtex BaaTk M3 oKpYXKEHWA
text/x-c B3ATb U3 OKpPYXKeHWA

 d

HeicTeme Recoll: emacsclient --no-wait %f BblgenuTs TakMe xe

HoBbie 3Ha4eHue:

VcKNtoYeHUA M3 HacTpoeK OKpPYXHeHns
DeicTeure (NycTo -> Mo yMoN4aHWio)

npl‘IMEHlﬂTb K BbldeneHKnKo

3aKpbITh

Puc. 156
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5 HACTPOMKA CUCTEMBI

5.1  LlenTp ynpaBineHHs CUCTEMOMN

[ns  ynpaBieHus HACTpOMKaMU YCTAHOBJIEHHOM CHCTEMBI MOXHO HCIOJIb30BaTh LleHTp
yrmpasieHus: cuctemon. Llentp ynpasnenus cuctemoit (LY C) npencrasnser coboit yaoOHbIi nHTEpderic
JUTSL BBITIONTHEHUST Hawnboyiee BOCTPEOOBAHHBIX AJAMHHHCTPATHBHBIX 3a/ay: J00aBIICHWE U YyIalleHHe
MOJIb30BATENCH, HACTPOMKA CETeBBIX MOJKIIOUEHHUH, MTPOCMOTp MH(OPMAIMH O COCTOSHUU CHUCTEMBI U
JIpyTHe aAMUHUCTPATHUBHBIC 3aa9H.

I[[YC BxuirouaeT Takxke BeO-OpUEeHTUPOBAHHBIN HHTEpQEiic, MO3BONISIOMINUN YIPABISATH CEPBEPOM C
J110060T0 KOMIIBIOTEPA CETH.

LYC cocrout M3 HECKOJIBKUX HE3aBUCHMBIX JIHaIoroB-mMoayiei. Kaxiaplii Moxysb oTBevaeT 3a
HACTPOUKY OMpeAeTEHHON (DYHKIIMU WM CBOMCTBA CHCTEMBbI. MOIyNH IEHTpA YIPABJICHHUS CHUCTEMOM

UMEIOT CIPAaBOYHYIO HH(OPMAILIHIO.

5.1.1 Ipumenenne LYC
I[IYC MOXHO UCIOIB30BaTh VISl Pa3HBIX LEJIEH, HaPUMED:
- HACTPOWKH JIaThl U BPEMEHH,
- YIpaBJICHHUS CUCTEMHBIMU CITyKOaMu;
- IPOCMOTpa CUCTEMHBIX >KYPHAJIOB;
- yOpaBJICHHS BRIKITIOYECHUEM yIaJIEHHOTO KOMITBIOTEPA (IOCTYITHO TOJBKO B BeO-uHTEpdeiice);
- HACTPOWMKH OTpaHUYECHMI BBIIETSEMBIX PECYpCOB MaMITH MOJIb30BATENSAM (KBOTHI);
- HACTPOMKH OTpaHMYEHHMH Ha HCIOJIH30BAHWE BHEUIHMX HOCHTENEH (JOCTYHMHO TOJNBKO B BEO-
uHTepdeiice);
- yOpaBJICHHs MOJUTUKAMH control (cucTeMHbIEe OTpaHUYCHUS );
- KOH(UTYpHUPOBaHHS CETEBBIX HHTEP(PEICOB;
- HAcTPOMKH MEKCETEBOI'0 IKpPaHa;
- W3MEHEHUS MapoJjisl aAMUHUCTPATOPA CUCTEMBI (TOOt);
- CO3JaHus, yJAJIeHUs U peJaKTUPOBAaHUS YUETHBIX 3aMucell Moab30BaTesnei.
5.1.2  3amyck LIYC B rpaduueckoii cpene
Y C M0HO 3aImyCTUTh CISAYIOMUMH CTIOCOOaMMU:
- B rpaduueckoii cpene GNOME kak nroboe apyroe nmpuioXeHHE, HallpUMeEp, HakaB Ha 3HAYOK
«leHTp ynpaBieHHs CUCTEMOI» B CIIUCKE YCTAaHOBJIEHHBIX npuiioxkeHuit (Puc. 157);
- U3 KOMaH/HOH CTPOKH: KOMaHJION acc.

[Ipu 3ammycke HEOOXOAUMO BBECTH MApOJIb afMUHUCTpaTopa cuctemsl (root) (Puc. 158).
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3anyck Llenmpa ynpaenenus cucmemot

Cp, 9 anpens 16:21

Q. BeepuTe 4NA NOUCKa

o N o e

B & O @ a &

HoxymeHTbl Kanengaps Moroga Yacel Kamepa Menemuep... Hactpoiika... HacTpoiika...

B O E # B s

CkaHep 0oK... HacTporiku Mownckno ... Pacimpermsa PepaxTopd... YTUnuThI

2 2 0 0 > &

Pecypcbl Cnpaeka YcTaHoBKa ... Uentp ynp... JKCKYpCHA Brasero Dia

JEE9

Puc. 157

3anyck Llenmpa ynpaenenus cucmemoti

TpebyeTca noaTBEepXKAeHUE NOSIUHHOCTH

Heobxoguma ayTeHTrd MKauma Ana sanycka fusr/bin/env
1 XAUTHORITY={runfuser/1000/gdm/Xauthority /
usrfsbinfacc' oT MMeHM cynepnonb3oBaTens

®
[

AQMWHWUCTpaTOop

OTMEHWUTH MoaTeBEpANTL

Puc. 158

[Tocne ycnenmHoro BXo/1a MOKHO NMPUCTYIATh K HAacTpoiike cucremsl (Puc. 159).
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Llenmp ynpasnenus cucmemoi

LeHTp ynpasneHUa CUCTeMOIA x

@ W P skcrepta X Boixog @ Cnpaeka

m Cucrema

fata v epema  CWCTEMHBbIE ¥ypHaNbl  CucTeMHble CnykBel  CUCTEMHBIE orpaHuueHa  OBHOBAEHWE CUCTEMBI
HatTpoika orpaHiueHil  HacTporKa HeckoNbkWy paboumy MecT  YNpaeneHue KnouyaMmu SSL CeTeBble KaTanory

HacTpofka zram-swap OBroBneHwe Aagpa  WHdopmauwa o gucTpubyTuee  JIMUEHIWOHHLIR 4Or0BOP

.m"'i MonbsoBaTtenun

ALMUHWCTPATOP cMcTembl  AyTeHTUGMKaUWMA  JlokankHele rpynnel  flokanbHele yUETHLIE 3anMc  Mcnonb3oBaHue gucka
P o

Ethernet-uHTtepdeiicel  MNpokcn-cepeep  PPTP-coeguHeHws  PPPoE-coegvHeHwns  OpenVPN-coeguHeHWA
Ipaduueckmii uHTepdeiic
Aucnnerd  KnaewaTypa

== BpaHaMaysp

BHelwHwWe ceTh  MepeHanpaBneHwe nopToB  CNMCoK BAOKMPYEMbIX XOCTOR

Puc. 159

5.1.3 Hcnonp3oBanue Be6-opueHTHpoBaHHOTO [[YC

LYC umeer BeO-opueHTHPOBAHHBIA UHTEPQEiC, MO3BOISIONINA YIIPABIATh TaHHBIM KOMITbIOTE-
POM C JF000TO JIPYroro KOMIBIOTEPa CETH.

st paboThl BeO-OpUEHTHPOBAaHHOTO HHTEp(eiica, MoKeH OBITh YCTAHOBIEGH TMakeT alter-
ator-fbi:
# apt-get install alterator-fbi

W 3amymien cepsuc ahttpd:
# systemctl enable --now ahttpd

Pabota ¢ [IYC MoxeT npoucxoauTs u3 Jtoboro BeO-Opay3sepa. st Hauana paboThl HEOOXOIUMO
nepeitu no aapecy https://ip-anpec:8080/.

Hanpumep, ecnmu [P-aapec xommbrorepa mox ympasieHueM OC «AnbsT PaGouast craHims»
192.168.0.196, To mHTEpdEiic ynpaBieHus OyIeT ToCTyIeH 1Mo aapecy: https://192.168.0.196:8080/

[Ipu 3amycke 1[YC HeoOXxoauMo BBECTH B COOTBETCTBYIOIIHE IOJISI UMS TOJIB30BaTENs (root) u

napoJib nosib3oBatens (Puc. 160).
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3anpoc napons admunucmpamopa 0ns 3anycka eeb-unmepgetica L[YC

v | & 192.168.0.196:8080/logir x | + x

& C | ® https://192.168.0.196:8080/login?continue=%2fSm0xYJJPHel2f PAS

MoxanyicTa, 3aperncTpupyinTech

YudTHaA 3anuce:  root
Mapone:  sssesses

Azbik MHTEpelica:  Pycchui v

Boitn

Puc. 160

[Tocne sTtoro OyayT moctymHbl Bce Bo3MoxHOCTH L[YC Ha Toil MamuHe, K KOTOPOil OBLJIO TTPOU3-
BEJICHO TOJIKJIFOUeHHE uepe3 BeO-unrepdetic (Puc. 161).

Oxno eeb-unmepgpetica L[YC

v | A Oatawuspems x | + x
< C | @ https://192.168.0.196:8080/0N9IInLPdx8QoN/datetime/system L a
OATA U BPEMA HacTpoiika Cnpaska BhliiTh

Mony4aTk TOUHOE BpeMA ¢ NTP-cepeepa: | pool.ntp.org

] paGoTars kak NTP-cepeep
CHCTEMHBIE HYPHANGI
CHCTEMHBIE CNy#Gobl

CHCTEMHBIE OI;DaHHI-IEHHH z Mapt 2025 Z
Beg-nurepdenc

OBHOBNEHWE CHCTE MBI MH |[BT|Cp|4T|NT|C6| Bc
YNpaeneHue kniouamn S50 1 2
KoHTpons USB yeTpoiicTe 3 P ERERERE 0

KoHTpons USB yCTROINCTE (MOHTUPOBaHWE)

10 |11(1213|14|15| 16
OBHOBNEHWE AOPA

BEIKMIOUEHNE KOMNEOTEPE 13 19f20)21)22) 23
24 1251262728 |29 30
3l
ALMUHUCTPATOP CUCTEMBI
AyTeHTNDUKAUNA
NoKaneHLIe rpYNNel
TNokanbHbie yUeTHLIE 3ANMCK XpaHwTk EpemA B BIOS mo MpuHEWUy
MenonsaoeaHke gincka Yacoeoit moAc: Espona/KanuHuHipas = N3MEeHUTb...
Ethernet-wHrepdheics MpUMEHHTB CBpoCHTE

Mpokcku-cepeep
PPTP-coeguHeHnA
PPPOE-cOEOMHEHUA -

Puc. 161

Be6-unrepdeiic IIYC moxxHo HacTpouTh (kHOTKa «HacTpoiikay), BBIOpaB OMH U3 PEKUMOB:
- OCHOBHOMW peXuM;

- peXuM 3KcrepTa.
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LYC comepxut cripaBoYHy0 WH(DOPMAIUIO MO BKIIOYEHHBIM B Hero MoayssiMm. OO HCIOJIb30Ba-
HUU caMoro uHTepgerica CUCTEMbI YIIpaBiIeHUs MOXKHO nipountaTs (Puc. 162), HaxaB Ha kHonKy «Crpas-
Ka» Ha HadayibHOU cTpanuue LY C.

Beb-unmepdghetic L]YC. Cnpaska

v | B& 192.168.0.196:8080/oN" x | + x
<« C | ® https://192.168.0.196:8080/0N9JnLPdxEQ0MN g &
HacTpoitka Cnpageka BhIATH

Hara v BpemA LI,EHTP ynpaB/eHWA CUCTEMOIA 6

CHCTEMHBIE HYPHANEI

CWCTEMHBIE CYXOb! LIEHTP YNPaBNEHWA CUCTEMDI — MHTETPUPOBAHHLIA HRGOP MHCTPYMEHTOR ANS

CHCTEMHBIE OTPAHNYEHNA YNPABNEHWA PASNWUHEIMA KOMNOHEHTAMW CUCTEME!. MOLYNN HACTPOikK

BeG-nHTepdeiic CTPYNNUPOBAHE! MO 2a84AUaM. BeIBEPUTE HEOBXOAMMEIA MOAYNE HACTPOMKNA B MEHID,

OBHOENEHNE CHETE MBI PARCMONOMEHHOM CNesa.

¥NpaeneHue kiuamn S50 MPaKTHYECKN KaH Ok MOV e HACTPORKW CONPOBOXAAETCA BCTPOEHHOI CPaBKoi.
KouTpones USE ycTpoiicTe OTHKPLITE CNPAEKY MOXHO, NEpeias no cekinke CNpaeka B BEPXHEN UACTH CTPAHUULI.
KoHTpone USE yCTpORCTE (MOHTUPOBAHWE)
OBHoBNEHNE Agpa

BhIKMIOUEHNE KOMNBIOTEPE

Perncrpauun

NnNA Hayana padoTel ¢ LIeHTPOM YNPaENEHWA CUCTEMON HEOBXOOMMO
3APETMCTPUPOEATECA: BEECTI MMA W NAP0NkL ANA AOCTYNA K MHTepMheicy HACT POk

[0NONHWTENBHO HA 3TAME PEMMCTPALMK MOXHO BbIGPATL A3bIK MHTEpDEica. Mo
AIMUHUCTPATOP CHCTEMbI YMOMUAHWI0 NPEANATAETCA A3bIK, ONPEAENEHHIN HACTPOikamn Gpay3epa. iHTepeiic
LIeHTpa YNpaeNeHna CHCTEMOI NepeBeEH Ha:

AyTEHTUHDUKALWA

ToKankbHLIe rpynnel « aHTniicRAi (en):
NoKanbHbIE YUETHBIE 3ANMCK o pyCCKMiA (ru);
Menonszoeanve gucka * YKPAWHCKWi (UK).

MNapameTpbl focTyna K Mogynio

Ethemnet-untepdeiicel [NA KaXAoro OTAENEHO B3ATOM MOAYNA MOMHO HACTROUTE NapaMempel docmyna. Mpn ~

Mpokcu-cepeep wr

PPTP-cosmuHeHns LleHTp ynpaBneHUss cuctemou

PPPOE-cOegMHEHNA -
Puc. 162

[Tocne pabotsl ¢ LIYC, B nensix 06e30macHOCTH, HE CleyeT OCTaBIATh OTKPBITHIM Opay3ep. Heob-
XOJIMMO 00s13aTeTIbHO BBIUTH U3 ceaHca paboTel ¢ LY C, HakaB Ha KHONIKY «BBIATHY.
[ompobuee 06 ucnonp3oBannu L{YC moxHO y3HaTh B riaBe «CpencTBa yHaJeHHOTO aIMHHU-

CTPUPOBAHMUSI.

5.2 Hactpoiika cetu

5.2.1 NetworkManager

Jns ynpasienus Hactpoilkamu cetd B OC «AnbT PaGouas cTaHIMs» HCHOIB3YETCs Mporpamma
NetworkManager. NetworkManager 1mo3BoJisieT HOJKITI0UaThCsl K Pa3TUUHBIM THIIAaM CETEil: MPOBOJIHBIE,
OecripoBoHbIe, MOOMIBbHBIE, VPN 1 DSL, a Takke cOXpaHATh 3TH MOJAKIIOYEHMS 111 OBICTPOrO JOCTyNa
K CETH.

NetworkManager AOCTYIICH KakK alIlIeT, HaXOHHMHﬁCH B CHCTCMHOM MCHIO.
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B cucremnom MeHto ecth jaBe KHONKU «[IpoBogHOoe» u Wi-Fi», KoTopbie 0TOOpa)aroT COCTOSTHUE
(BKJITFOYCHO/OTKJIFOYEHO) COOTBETCTBEHHO ITPOBOAHOTO M OectipoBoaHOTO coenubenus. (Puc. 163). Haxa-
THE€ Ha KHOIIKY MEHSIET COCTOSIHUE COOTBETCTBYIOLIETO COETUHEHMUS.

Cucmemmnoe menio

L H

&2 MposoaHoe

PeuMm nuTaHna

e : © TemHbiit cTune
ChanaHck POEIHHBN

Puc. 163

s moakitoYeHus: K OECpOBOAHOM ceTH, HEOOXOAMMO HAXKaTh HA CTPENKY PSIOM C KHOIKOU
«Wi-Fi». Byzner packpsiT pazaen Wi-Fi, B koTopom M0OkHO BeIOpaTh Hy)kHYI0 Wi-Fi cets: (Puc. 164).

Buvibop Wi-Fi cemu

Cp, 19 mapTa 10:53

HUAWEI-5Q3W
Xiaomi_E142
Marserh

RT-GPON-6F38

% RT-GPON-75FA

% a TP-LINK_6F31C4

Bce cetw

Puc. 164
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[Ipumevanue. [Ipu noakaoYeHnu K OECIIPOBOIHOM CETH B MEPBBIN pa3 MOXKET MOHATOOUTHCS
yKa3aTh HEKOTOPBIE CBEJICHNUS O 3alIUTE CETH (HAIIpUMep, yKa3aTh ayTeHTU(PHUKALMOHHbBIEC JaHHBIE).

[Ipu HaxkaTun Ha CTPEJIKY pAAOM ¢ KHONKOW «IIpoBomHOE» OTKpBIBaeTCSI OKHO € BBHIOOPOM J10-
CTYIHBIX MPOBOAHBIX MojkIodeHui (Puc. 165). i Toro 4To66 IPOCMOTPETh HHPOPMALIUIO O CETEBOM
COCIMHEHUH WIA U3MEHUTD €r0 HaCTPOMKH, ClIeNyeT HaxaTh KHONKY «HacTpoliku noakitodenus». byner
oTKpBIT MOAYJb «CeTb» HacTpoek GNOME (Puc. 166).

Ilposoonvle nooknrouenus

i’: npOBOJJ,HbIE nogKno4YeHnd

&% MNposopHoe

HacTpoitkn nogknoyeHus

Puc. 165

Mooy «Cemby

Q Hactpoiikn = CeTb x
= Wi-Fi
Mposoakoe +
& Cems
Moakniouero - 1000 MEuT/c (:) ol
$ Bluetooth
VPN +
O [Oucnnen
ds 3syk He HacTpoeHo
& Mutanve
Mpokew
© MuorozapauHocTs
E Npokeu BoiknioveHo »
& Brewnwii Bua

Puc. 166
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st mpocMOTpa/M3MEHEeHHsT HACTPOCK HEOoOXOAMMO HakaTh KHOMKY «llapamerpbr ceTm» {3 B
OTKPBIBIIEMCSI OKHE MOKHO MPOCMOTPETh HACTPOiiku ceTeBoro uutepdeiica (Puc. 167).

[Mpumeuanue. Jng coenunenus Wi-Fi kHomka {x OyJzleT pacrioyioxeHa psJIoM ¢ aKTUBHOU ce-
TBIO.

Hacmpoiixu cemesozo unmepdeiica

Oruenws Mposoasoe noaKnioeHme | npmerrs |

NoapobHocTH MaeHTrdpurauma |Pvd |Pvé BezonacHocTk

Puc. 167

[Ipumeuanue. NetworkManager non ummeHem «System enp0Os3» mOKa3bIBaeT CHCTEMHOE
Ethernet-coenunenue, co3naBaemoe Etcnet. I3MeHuTs ero B Moayse «CeTb» HEBO3MOXKHO. ITO COeIUHE-
HUE MOKHO u3MeHuTh B LIYC, Tam ke MOXHO BBIOpaTh, Kakoii IMEHHO WHTep(delic, Kakoil moacucTeMoit
oOciyxuBaeTcst (moapodHee 0 BHIOOpE CEeTEeBOW IMOJICUCTEMBI paccka3aHo B pazzaene «Kondurypupona-
HUE CETEBBIX HHTEP(EICOBY).

5.2.2 Hactpoiika B [IYC

Hactpoiiky cetn MoxxHO BhIOTHUTHE B [[YC B paznene «Cerb» — «Ethernet uatepdetice». 3mech

MOXKHO 33JlaTh Kak rio0ajpHbIC MmapaMeTphl ceTu (ampec cepBepa DNS, uMms KOMIbIOTEpA), TaK ¥ Ha-

CTPOMKHM KOHKPETHOT'O CETEBOT0 UHTep(eiica.
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[onpobuee o nHactpoiike ceteBbix nHTepdeiicoB B LIYC pacckazano B pa3aene « Kondurypupona-

HUE CETEeBBIX HHTEP(EICOBY.

5.3  VYcraHoBKa npuHTEpa

[lepen HauaoM yCTaHOBKM HEOOXOAMMO YOEIUTHCS B TOM, UTO B CIIydae JOKaJIbHOTO MOKIIOUE-
HUS IPUHTEP MPUCOEAUHEH K COOTBETCTBYIOIIEMY MOPTY KOMITBIOTEpA M BKIIIOUEH, a B CIy4dae CETEBOTO
MOIKITFOUEHUS IPHHTEP KOPPEKTHO CKOH(MUTYPHUPOBaH sl pabOTHI B CETH.
5.3.1 V¥YcranoBka npunTepa B BeO-unTepdeiice CUPS

HactpauBats cinyx0y nedatn CUPS u orciexxuBaTh €€ cOCTOSTHIE MOXKHO depe3 BeO-uHTepdeiic,
KOTOPBIN JocTyIieH 1o aapecy http://localhost:631. Be6-untepdetiic (Puc. 168) M0oxHO HCTIOIB30BATH IS
BBITIOJTHEH U JTFOOBIX 3a71a4 YIPaBICHUS TIPHHTEPOM.

[Ipumeuanue. 3anyctuth BeO-unTepdeiic CUPS, moxxkHo BbIOpaB 3Hauok «HacTtpoiika neua-

TH» B CIIUCKE MPUIIOKEHUMN.

Beb-unmepghetic CUPS
~ | & Home - CUPS2.4.11 x | + x

c @ localhost:631 w 5 a

OpenPrinting CUPS aEUELWE AqMuHMCTpMpoBaHue [pynnel  Cnpaeka 3agaHus  [1puHTeps!

OpenPrinting CUPS 2.4.11

CUPS — nogaoepxureakwllan 60M6WWHCTBO CTAHAAPTOR, CBOG0AHAA NOACUCTEMA NeYaTH, paspabaTeiBaeMan
komnaHueit OpenPrinting ans onepauuoHHoi cuctemMsl Linux® u apyrix UNIX®-nogo6He6IX onepauyoHHbIX
cuctem. CUPS uses IPP Everywhere™ to support printing to local and network printers

CUPS pgna CUPS ana CUPS pgna
nonb3oBaTenemn afMUHUCTPATOPOB pa3padboTUNKOB
BeegeHne B CUPS LobaBneHye NPUHTEPORB W Tpynn CUPS Programming Manual
MeyaTkb U3 KOMAHAHOI CTPOKK YnpaBneHue 0oCTynom PazpatoTka (oMnLTPoB U Moaynei

Mcnonb3oBaHue CETEBLIX NPUHTEPOB

Firewalls

CnpaBoyHuk no cupsd.conf

Puc. 168

Jns noGaBneHus NpUHTEpa CleayeT MEpedTH BO BKIAIKY «AJMUHUCTpUpoBaHue». Ha 3ampoc

ABTOPHU3AIINHU CJICTyEeT BBECTH UMS U TIAPOJIb TOJIb30BaTes, BXxoasmiero B rpymry wheel (Puc. 169).
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3anpoc asmopusayuu

Bxon
http://localhost:631

Wma nonsb3oBaTens user

naponb [ LELLT LT Y]

Otmena

Puc. 169

Jliis 3ammycka MacTepa yCTaHOBKH IIPUHTEPA HEOOXOIMMO BO BKJIAJKE «AIMUHUCTPUPOBAHUE) Ha-

KaTh KHOIIKY «Jlo6aButh npuntep» (Puc. 170).

B OTKPBIBHIECMCSI OKHEC 6yIIy'T MEPCUUCIICHBL HaliICHHBIC JTOKAJIbHBIE U CETEBEIC IPUHTCPLL. Heo0-

XOJIMMO BBIOpATh U3 CIIUCKa TpeOyeMblil mpuHTep U Haxath KHOTNKY «IIpogomkute» (Puc. 171).

Brnaoka «Aomunucmpuposanuer

v | [ AoMUHMCTpUpOBaHWe - X | + x
€« G @ localhost:631/admin w 5 a
OpenPrinting CUPS Hauano NiUlGElaifl:ECUM [pynnel  CnpaBka 3agaHua  [puHTEpE
AQMUHUCTpUpoOBaHue

MpuHTEpDLI CepBep

|| JoGaeuTs npunTep || Haiimu Hoswiii npwvTep | | PenakTupoats koHdrypaumonHLii daiin |

[ Ynpaenenue npustepamu |

MapameTphl cepBepa:

rpy" Nbl ,[I,_ononumenbuble napamMeTpbl p-
(] Pa3pelumTs COBMECTHbII JOCTYN K NPUHTEpaM,
NOJKMHYEHHBIM K 3TOI CUCTeMe

[J PaspewnTb Neyatb U3 MHTEpHeT
] PaspelwmTsb yaaneHHoe agMUHUCTPUPOBaHNE
Sap,aH na I;I PazpelwmnTs ayTeHTudukaunio Kerberos (FAQ)
[l Pa3pelumTs Nnonb3oBaTensmM oTMEHATL Nboe
331aHMe(He TONMLKO MX COBCTBEHHLIE)

) CoxpaHaTb 0TNa04HYH MHIOPMALMIO B XypHane

| DosasuTs rpynny || Ynpaenenue rpynnamm |

| Ynpaenetue sagauamu |

| Coxpanurs |

Puc. 170
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Hacmpoiika neyamu. Cnucox npunmepoe
v | @ No6asuTb npuHTep - CLI x | + X

« c @ localhost:631/admin/ w 8 a

OpenPrinting CUPS Havano aNVETTapelilslel==C-M pynnel CnpaBka 3agadHua  [puHTephl

[A06GaB1UTb NPUHTEP

Lo6GaBneHue NpuHTepa

YcTaHoBneHHbIe NPUHTEPbI: O CUPS-PDF (Virtual PDF Printer)

HP Printer (HPLIP)

Canon E400 series (Canon E400 series)
© HP Fax (HPLIP)

HaiigeHHble ceTeBble NPUHTEPbI:

Opyrue ceTeBble NPUHTEPbI:

_ MpoTokon uHTepHeT-neyatu (hitps)
_ MpoTtokon nHTepHeT-nevyatu (hitp)
_ Backend Error Handler

INpoTokon MHTepHEeT-NeyaTH (ipp)
AppSocket/HP JetDirect
[NpoToKON MHTEpPHET-NeYaTw (ipps)
XocT wnv npuHTep LPDILPR

) Windows Printer via SAMBA

| Mpogonxws |

Puc. 171

B crnenyromem okHe MOKHO 3a/1aTh Ha3BaHUE MPHUHTEpA U €ro omucaHue. [y Toro 4Todbl NpUH-
Tep OBUT JIOCTYIICH C IPYTUX KOMITBIOTEPOB B CETH, HEOOXOIUMO OTMETUTh IMYHKT «Pa3pemuTs coBMecT-
HBIN 10CTyN K 3TOMy nipuHTepy» (Puc. 172).
Hacmpouxa neuamu. Onucanue npunmepa
v | B Nobasute npuHTep - CLI x | + X

= Cc @ localhost:631/admin b d Zl. a

OpenPrinting CUPS Hauano NUIETanleEEGVEE [pynnel Crnpaska  3agadHuAa  [puHTepsl

[06aBUTL NPUHTEP

[oGaBneHune NpuHTepa

HazBanue: \Canon_Eauaa |
(MOMeT cogepmaTs MoGkie CUMBONLL, kpome "/","#" u npoGena)
OnucaHme: canon E400 series |
(paclumpenHoe onucanue, Hanpumep, "HP Laser)et ¢ gynnekcHoii neyarsmn”)
Pacnonoxexue: | |
(MecTopacnonomeHdue npuHTepa, Hanpumep, "Kaduxet 55")
Mogknroverne: usb://Canon/E400%20series?serial=F572EC&interface=1
CoBMecTHbIif gocTyn: PaspelinTe COBMECTHBIN JOCTYMN K 3TOMY NPUHTEPY

| Mpogomxuts |

Puc. 172
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B cnenytomemM okHe HE0OX0AUMO BBIOpATh ApaiiBep sl IPUHTEpa U HAXKaTh KHONKY «/{00aBUTH

npunrtep» (Puc. 173).
Hacmpotixa neuamu. Bvibop opatieepa
v | & OobasuTk npuHTep-CLl x | + X

< c @ localhost:631/admin bt d LS

OpenPrinting CUPS Hauano LT eanl«:ECTM [pynnel CnpaeBka 3afgaHusa [MpuHTephl

[L06GaBUTb NPUHTEP

[o6GaBneHune NpuHTepa

Hazesanune: Canon_E400
Onucanwme: Canon E400 series
PacnonoxeHue:
Moaknwoderune: usb://Canon/E400%20series?serial=F572EC&interface=1
CoBMecCTHBI AocTyn: Pa3pelinTs COBMECTHbIN AOCTYM K 3TOMY NPUHTEDY
Cozpatbk: Canon | Buispats apyryio mogent |

[} (o7 =X T8l Canon E400 series - CUPS+Gutenprint v5.3.4 (en)

Canon BJ-5 Foomatic/bj10e (recommended) (en)

Canon BJ-10e Foomatic/bj10e (recommended) (en)

Canon BJ-10v Foomatic/bj10v (en)

Canon BJ-10v Foomatic/bj10vh (recommended) (en)

Canon BJ-15v Foomatic/bj10v (en)

Canon BJ-15v Foomatic/bj10vh (recommended) (en)

Canon BJ-20 Foomatic/bj10e (recommended) (en)

Canon BJ-30 - CUPS+Gutenprint v5.3.4 (en)

Canon BJ-30 Foomatic/bj200 (en) -

1K ncnosnb3oBatk thaitn PPD: | Busepure daiin | @aiin He swispan

| JloBaBuTe NpuUHTEp |

Puc. 173

Ha cnenyromem mrare (Puc. 174) HacTpauBaroTcs mapameTpbl MPUHTEPA, €CIU OHU Y HETO €CTh

(HaHpI/IMep, ABYCTOPOHHSA neanL).
Hacmpoﬁlca napamempoe npurmepa
v | B No6asuTk npuHTEep-CLI % | + x

< c @ localhost:631/admin b4 LS

OpenPrinting CUPS Hauano [aViSEVlsyiie==CN0 [pynnsl  CnpaBka 3agaHuA  [puHTEpS

[Ao6GaBUTb NpUHTEp

[o06GaBUTb NPUHTEP

MpuHTep Canon_E400 ycnewHo ao6aBneH.

Puc. 174
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s u3MeHeHHs TNapamMeTpoB CYILIECTBYIOIIMX MPHUHTEPOB CIEAYeT MEePEeUTH Ha BKIAIKY
«IIpunTepbl» u BeIOpaTh npuHTEp A5 n3MeHeHus (Puc. 175).
Brnaoka «Ilpunmepvi»
~ | B Canon_E400-CUPS24 x | + b
<« C @ localhost:631/printers/Canon_E400 W 5L a

OpenPrinting CUPS Hauvano AgmuHucTpvpoBaHue [pynnel Cnpaeka 3agaHna RREERES _

Canon_E400

Canon_E400 (oxupgaeT, npuHUMaeT 3afaHUA, HeT
COBMECTHOro gocrtyna )

[ OBcnyxueanve v|[ AgmunmcTpuposane v|
Onucanwne: Canon E400 series
PacnonoxeHue:

Opaiieep: Canon E400 series - CUPS+Gutenprint v5.3.4 (UBeTHOM)
Mogkniovenne: usb://Canon/E400%20series?serial=F572EC&interface=1
Mo ymonuanuio: job-sheets=none, none media=iso_a4 210x297mm sides=one-sided

3apaHusa

Mouck Canon_E400: | || Mouck || Ouucrurs

MokazaTk 2aBEpLUEHHEIE 2a0aHKA || MokazaTk BCE 2afaHuA |

Active jobs listed in processing order ¥ ; held jobs appear first.

penPrinting. Bee np

Puc. 175

Ha Bxknaake «3amaHus» MOXXHO INPOCMATPUBATh CIHMCOK 3aJaHUM M MX CTAaryc (BBIBOAUTCS
Ha3BaHUE IIPUHTEPA C HOMEPOM 3a/1aHMs, Ha3BaHUE JOKYMEHTA, UM TOJIb30BaTENs, pa3Mep JOKYMEHTa U
KOJINYECTBO CTPAHHULI).

5.3.2 UWHcTpyMeHT 71 yIpaBiIeHUs 3aJaHUSIMU TIeYaTH U IPUHTEpaMu

[IpunTepel Takke MOXHO HacTpouTh B Moayne «llpunreps» (Puc. 176) mnpunoxenus
«ITapameTpbl cUCTEMBI».

[Ipumevyanue. [nga nobaBineHus NPUHTEPOB M HM3MEHEHHs] UX HACTPOEK TpeOyrOTCs MpaBa
aJMHHHMCTpATOpa, MO3TOMY IpPEIBApPUTEIbHO HEOOXOIMMO HaxaTb KHONKY «Pa30iokupoBartb...» W B

OTKPBIBIIEMCS] OKHE BBECTH IMapoJib arMuuauctparopa (Puc. 177).
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Mooyns «lIpunmepoly
acTpoiKK = WHTepbI x
Q Hactpoid = Mp p Q
. Pasbnokuposatb Ans fobaBneHns NPUHTEPOB U M3MeHeHus HacTpoek  PasGnokuposats...
= Obwwil poctyn
O Mbiws v ceHcopHas naens .
cupS-PDF HeT akTHUBHbIX 3agaHWi H
B Knasvarypa . Generic CUPS-PDF Printer (w/ options)
r
& Lser 0TOB
& [MMpuHTepbI
T CneuvansHbie BOIMOXKHOCTH

KoHtprpeHumaneHoCTh M BesonacHocTL

{¥ Cucrema

Puc. 176

Tloomeepowcoenue noOTuUHHOCIU O] YNPAGIeHUsl NPUHMePAMU

TpebyeTca noaTBepXaeHUe NOANTUHHOCTH

,D,.l'lﬂ H3M HWA HACTPOEK NPWUHTEPa HeobXoaWMbl NPHBUNETHI B
npa 3T0 OOMHKHO BbITh HEOBXOAWMO TONBKD M3 NAHENK
CHCTEMHBIX HACTPOEK NPUHTEPROB.

AOMUHWUCTpaTOp

OTMEHUTDL MoaTBepanThb

Puc. 177

B otkpeiBmiemcs oxHe BbiOepute npuntep (Puc. 178), KoTOpblii HEOOXOAMMO MOAKIIOYHUTH H

Ha)XMHUTE KHONIKY «Jlo0aBuTh». B pe3ynbraTe npuHTEp CTAaHET JOCTYIHBIM I IEYATH.
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Buvibop npunmepa

JoBaBuTe NpUHTEp

— CUPS-PDF-Printer

| Q |:Esn~,l.11".' CeTeBOW aapec WNK HARAWTE NpUHTER

Puc. 178

N3menuts HacTpoilku 1006aBIIEHHOTO NMPUHTEPAa MOXKHO, BHIOpaB B MpOrpamMme HY>KHbBIH IPUHTEP

1 HaxaB KHOTIKY «[lapameTpsl negatu» (Puc. 179).

Knopxa «Ilapamempor neuamuy

Q HacTpoiiku =

&

O6wwii poctyn

Mbilwb 1 CeHCopHaA NaHenb

KnaeuaTypa

* B o

Liget

an

NpuHTepbI

CneuwansHble BOSMOMHOCTH

=4

KoHduaeHunansHocTe M BezonacHocTb

{¥ Cucrema

Cups-PDF

Monens

E400

Mopens

Puc. 179

MNpunTepsbl DobaBuTk NpUHTEP... Q x

s .
HeT akTUBHBIX 3afaHHUK H

Generic CUPS-PDF Printer (w/ options)
loToe

s .
HeT akTUBHBIX 3afaHHUK =

Canon E400 series - CUPS+Guter

NapameTpel nevaTn
loToe P P

CeegeHna o NpuHTepe
Mcnonb3osaTe No yMonyaHuo

Y0anute npuHTep

5.4  Hacrpoiika ckanepa nogkiatoueHHoro k USB-noprty

B OC «Anbt Pabouas craHmus» AOCTYN K ckaHepam obOecrneuuBaetrcs mporpammoil SANE

(Scanner Access Now Easy). Cuctema SANE cocroutr M3 OByX yacTel: ammapaTHOW TOAICPKKHU

(backend, libsane) u mporpammuoii moxnepxku (frontend). [lepBas gacTs obecrieanBacT COOCTBEHHO JI0-

CTYyT K CKaHepy, BTopas — rpadudeckuii mHTEpQEic 111 CKaHUPOBAaHMS (Xsane).

5.4.1 Kougurypanus SANE

[ToaxmrounTe ckaHEp K KOMIIBIOTEPY U IPOBEPHTE JOCTYIHOCTh CKaHEpa:
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$ lsusb
Bus 001 Device 001l: ID 1d6b:0002 Linux Foundation 2.0 root hub
Bus 002 Device 004: ID 03f0:012a HP, Inc HP LaserJet M1536dnf MFP
Bus 002 Device 002: ID 8087:0024 Intel Corp. Integrated Rate Matching
Hub
Bus 002 Device 001: ID 1d6b:0001 Linux Foundation 2.0 root hub

B npumepe ckanep onpenenen Ha mmae USB 002 kak ycrpoiicto 004.

IIpu momonm komMaHnabl sane-find-scanner MOXHO MPOBEPUTH MOJIEPKKY CKaHEpA
cuctemoit SANE:
$ sane-find-scanner -qg
could not open USB device O0xldeb/0x0002 at 001:001: Access denied
(insufficient permissions)
found USB scanner (vendor=0x03f0 [Hewlett-Packard], product=0x012a [HP
LaserJet M1536dnf MFP]) at libusb:002:004
could not open USB device 0x80ee/0x0021 at 002:002: Access denied
(insufficient permissions)
could not open USB device O0xldeb/0x0001 at 002:001: Access denied
(insufficient permissions)

B BBIBOZIE JOJDKHBI MPUCYTCTBOBATh MHTEp(ENc CKaHepa W MM HUCHOJIb3yeMOro ycTpoiicTsa. B
JIAHHOM CiIy4ae ckaHep ObL1 pacno3Had Ha muHe 002 kak ycrpoiictBo 004.

[Ipumevanue. Ecnu Obl mocTynm K ckaHepy Takxe ObUT 3ampenieH (Kak U JOCTYN K JIPYTruM

USB-yctpoiicTBam), He0OXOAMMO pacCMOTpETh paspelieHus Ha muHy USB:

# 1s -1 /dev/bus/usb/002/

uroro 0O
crw-rw-r—-— 1 root root 189, 128 oxtT 28 12:00 001
crw-rw-r—-— 1 root root 189, 129 oxt 28 12:00 002

crw-rw-r-—-+ 1 root 1p 189, 130 oxT 28 12:42 003

W no6aBuTh MONIBK30BaATENS B HYKHYIO TPYIITY (B TaHHOM Ciy4ae B rpymmy Ip):
# gpasswd -a user 1p

Hanee neobxoaumo OBA3ZATEJIBHO nepe3anycTuTh ceaHC MOIb30BaTENs.

Teneps HEOOXOAMMO YOSAWTHCS, YTO CKaHEpP OIMO3HAH MPOTrpaMMoOi rpadudeckoro uHrepdeiica.
B cocraB cucrempl SANE BxomuT yTHiuTa scanimage, MO3BOJSIONIAas pabOTaTh CO CKaHEPOM H3
KOMaHIHOW CTPOKH (OmIusi —L UCTIONB3YeTCs ISl MOKa3a nH(popMammu o cKaHepe):

$ scanimage -L
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“hpaio:/usb/HP LaserJet M1536dnf MFP?serial=00CND9D8YCOC'

138

is a

Hewlett-Packard HP LaserJet M1536dnf MFP all-in-one

B kontekcre nokanbHoro USB-ycTpolicTBa, 10CTyll K KOTOPOMY UMEET OOBIUHBIN 10JIb30BATENb,

MOJIOKUTENBHBIA OTBET yKa3biBaeT, uTo SANE nomnepxuBaeT 3TOT CKaHep.

[IpoBepka paboThI cKaHepa:

$ scanimage -T -d 'hpaio:/usb/HP LaserJet M1536dnf MFP?

serial=00CND9D8YCOC'

scanimage: scanning image of size 637x876 pixels at 1 bits/pixel
scanimage: acquiring gray frame, 1 bits/sample
scanimage: reading one scanline, 80 bytes... PASS
scanimage: reading one byte... PASS
scanimage: stepped read, 2 bytes... PASS
scanimage: stepped read, 4 bytes... PASS
scanimage: stepped read, 8 bytes... PASS
scanimage: stepped read, 16 bytes... PASS
scanimage: stepped read, 32 bytes... PASS
scanimage: stepped read, 64 bytes... PASS
scanimage: stepped read, 128 bytes... PASS
scanimage: stepped read, 127 bytes... PASS
scanimage: stepped read, 63 bytes... PASS
scanimage: stepped read, 31 bytes... PASS
scanimage: stepped read, 15 bytes... PASS
scanimage: stepped read, 7 bytes... PASS
scanimage: stepped read, 3 bytes... PASS

rzae 'hpaio:/usb/HP LaserJet M1536dnf MFP?serial=00CND9D8YCOC' — akTyanbHOe MM MOJ-

KJIFOUEHHOT'O YCTPOUCTBA, KOTOPOE MOXKHO B3ATh U3 BHIBOJIA MPEABITYIICH KOMaH/IbI.

Jlst mpoBepku pabOTHI CKaHEPA MOXKHO BBITIOJIHUTh CKAHUPOBAHUE C COXPAHEHHUEM Pe3ysibTaTa B

daiin, Hapumep:

$ scanimage --format=png -d 'hpaio:/usb/HP LaserJet M1536dnf MFP?serial=00CND9D8YCIC'

> ~/scan.png
[Ipumeuanue. Jlna Hekotopwix yctpoiictB Hewlett-Packard TpeOyercs ycTaHOBUTH aKTyasb-

HBII M1aruH ¢ cepepa HP. J[ns ycTaHOBKM TuiarmHa HEOOXOAMMO BBIMOJIHUTH KOMaHAY (IOJKEH OBITh

YCTaHOBJIEH MakeT hplip, MpH YCTAaHOBKE IJIarMHA OTPEOYETCS BBECTH MAPOITh CYNEePIOIb30BATEINS):

$ hp-plugin -1i

(d=download¥*,

Enter option p=specify path, g=quit) ? d
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Do you accept the license terms for the plug-in (y=yes*, n=no, g=quit)
7y
Please enter the root/superuser password:

Mpumeuanue. Jns pabotel co ckanepamu Epson HEOOXOIMMO yCTAaHOBUTH MAKETHI €PSON—
scanZ?, imagescan-sane, iscan-free, iscan-datau firmware-iscan U3 peno3uTOpus:
# apt-get 1install -epsonscan? 1imagescan-sane iscan-free iscan-data
firmware-iscan

Jis paboThl co ckanepamu Epson Takxke MOXET MOTpeOOBaThCs CKayaTh M YCTAHOBHUTH MAKET

epsonscan2-non-free-plugin ¢ opunuanbHOrO caiita Epson.

5.4.2 MWnrepdeiice ans ckanupoBanus (frontend)

Hurepdeiic — 310 mporpamma, KoTopas B3aumozaerctByer ¢ SANE s momydeHus
OTCKaHUPOBAaHHOIO BbIBOjAa B kermaeMoM (opmare. SANE Obun pazpaGoraH aisi B3aUMOIEHUCTBUS C
m066iM  SANE-coBMecTUMBIM HHTEpdeiicoM, KOMAaHIHOM CTPOKOW HJIM Ha OCHOBE TIpadUuecKoro
uHTEpdeiica moab30BaATEI:

- scanimage — uHTep¢eic KOMaHIHOM CTPOKH JUIsl YIIPABJIEHUSI CKAaHUPOBAHUEM;
- Xsane — rpapuueckuil uHTEepdeic g MosydyeHus U300pakeHHs co ckaHepa. MOokeT ObITb

BbI3BaH yepe3 GIMP;

- CKaHep JOKYMEHTOB (simple-scan) — MpHIIOKEHNE C MUHIMAILHBIM I'paduaeckuM uHTephercom.

5.5  Hactpoiika 3arpy3unka GRUB2
Grub Customizer — nmpuokeHHE I HACTpOWKH 3arpy3unka Grub B rpaduueckom uHTEpdeiice.
Grub Customizer m03BOJISIET peAAKTUPOBATH (IEPEUMEHOBATh, YIAINUTh, CKPBITH) ITyHKTHI MEHIO 3arpys3-
YHKa, [IBETa yHKTOB MECHIO, U3MCHSITH (POHOBOE M300paxkeHue 3arpy3unka Grub.
[Ipumeuanue. Jlrobas omubOKa nNpu peJakTUPOBAHUU HACTPOEK 3arpy3drKa MOXKET IPUBECTHU K
HECIIOCOOHOCTH CHCTEMBI 3arpy3UThCS.

Jist 3amycka MoyJIs MOoTpedyeTcs BBECTH Maposib nojb3osaresns root (Puc. 180).


http://support.epson.net/linux/en/epsonscan2.php
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3anyck Grub Customizer

TpebyeTcsa noaTBepXAeHUE NOANTUHHOCTH

Authentication is required to run Grub Customizer

AOMWHWUCTpaTOp

OTMeHWTb MopTBEpanTb

Puc. 180
Ha Bxnagke «IIpocMoTpeTs HaCTpONKM» MOKa3aH CHMCOK BO3MOXHBIX BapUaHTOB 3arpy3Ku OIle-
pauuoHHbIX cuctem (Puc. 181).

31ech MOKHO M3MEHUTh, CO3[aTh M YJAIUTh IyHKT MEHIO (BbIOpAB COOTBETCTBYIOLIUI MYHKT B

KOHTCKCTHOM MCHIO, 1100 Ha aHEIu I/IHCTp}IMeHTOB).

Brnaoxa «Ilpocmompems nacmpoukuy

Grub Customizer X
®aitn lpasute Bua Cnpaeka
& CoxpaHuTs Y nanute 2 e & & BoccTaHoBUTH
[pocMoTpeTs HaCcTPOUKK OCHOBHbIE HaCTPOMKMN HacTpoikun oopMneHmns

= ALT Workstation 11.0
W nyHKT Meio | ckpunT: linux

»— Advanced options for ALT Workstation 11.0

nNogMeHo

ALT Workstation 11.0, vmlinuz

MyHKT MeHie [ ckpunT: linux

-

58
LoREa

ALT Workstation 11.0, vmlinuz (recovery mode)

nyHKT MeHte [ ckpunT: linux

ALT Workstation 11.0, 6.12.17-6.12-alt1

nyHKT MeHio [ ckpunT: linux

ALT Workstation 11.0, 6.12

nyHKT MeHto [ ckpunT: linux

b
I

e

i

o
s

z UEFI Firmware Settings
nyHKT Merto [ ckpunT: uefi-firmware

2 Memtest86+-7.20

NyHKT Metio | ckpunT: memtest

s Memtest86+-7.20 (may not work with Secure Boot)

NyHKT Metio | ckpunT: memtest

Puc. 181
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Ha Bxnaake «OCHOBHBIE HACTPOWKI» MOXKHO BBIOpaTh cTaHmapTHO 3arpyxkaemyro OC (1o ymod-

YaHUIO, 3arpyXaeTcsi nepBasi 0 CIUCKY), HACTPOUTh BPEMsI OKUIAHMs 3arpy3KHd IOCJE 10Ka3a MEHIO,

yKazaTh napameTpsl sapa (Puc. 182).

Brnaoka «OcnosHuvle Hacmpoukuy

Grub Customizer
®ain [pasute Buo  Cnpaska

s CoxpaHuTs Y nanue | @

[pocMoTpeTh HaCTPORKK OCHOBHbIE HaCTPOMKN HacTpoiku oopMneHus

MYHKT N0 YMONYaHWIO

MpemyCTaHOBNEHHBIN: | (ME BBl NyHKT)
© patee 3arpyeHHbIid MyHKT

BUAMMOCTD
2 nokazaTb MeHO

2 nowck apyrix OC

€2 3arpysuTs cTaHOapTHeIA BEIGOp Yepes | 5 - + c

napameTpbl Afpa
resume=/dev/disk/by-uuid/e4eedf56-de11-4cd3-a826-056cdfaeb5f5 panic=30 quiet splash

£ creqepupoBaTh NyHKTEI MeHia "PesiM BOCCTaHOBNEHWR"

Puc. 182

BoccTaHOBWTE

pacLU1pPeHHbIe HaCTPOIKN

Ha Bxnanke «Hactpoliku odopmieHus» MOKHO MeHTh ciocoObl otoOpaxkenns GRUB u BHem-

Huit Bug Menro (Puc. 183).
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Bxnaoxa «Hacmpotiku ogpopmnenusiy

Grub Customizer X
®ain Tlpasute Bug Crpaska

&s CoxpaHuTb @

MpoCcMOTPETH HAaCTPORKK OCHOBHbIE HAaCTPOHKK HacTpoiiki oopmneHns

[Z nonb3oBaTenbcKoe paspeweHie: | auto Tema: | workstation vy 4+ ®

CO,ELGDH(I.-’IM 0 TeEMbI

boot.png
fidejavu_sans_10.pf2
f/dejavu_sans_12.pf2
f/dejavu_sans_bold_14.pf2
f/droid_sans_12.pf2
fidroid_sans_bold_14.pf2
fimisc_fixed_13.pf2
fivera_sans_10.pf2

4% [obaBuTh = 3arpysute tain: | (Her) =]

PaCLUMPEHHBIE HaCTPOHKM

Puc. 183

[Ipumeuanue. [Ipu BeIOOpe (POHOBOrO M300paXKEHUS ClIEIyeT OOpAaTUTh BHHUMAaHHE Ha Iapa-
METpbI H300pakeHusl, YTOOBI MEHIO OBLTIO KOHTPACTHBIM, BBIAENSIOCH Ha (JOHE M300pakeHHs U ObLIO

JICTKO YUTAaCMbIM.

5.6  PaGora ¢ ynaneHHbIMU rpapUuecKUMH CECCUIMU

5.6.1 VYnanéunslii pabounii cron
VYnanéuuelii pabouuii CTON MO3BOJIAET MPOU3BOAMUTH YJAIEHHOE YyIpaBiieHHuEe cucrtemoil. B
GNOME wucnonp3yeTcss MOIylbh YAAICHHOTO JOCTyIa, paboTaronuii mo mpotokoiay RDP (Remote
Desktop Protocol). Ilpotokon RDP mno3Bonser mepeHocuTh (ailiibl, MepeHanpaBisaTh BBIBOJA 3BYKa,
3aJI€MCTBOBATH JIOKAJIbHBIC I1€YATAOIINE YCTPOMUCTBA U T.JI.
JlocTynHO ABa pexumMa yAaleHHOro JoCTyna:
- «OO0muii 1OCTYI K pabodeMy CTOJIy» MPEAOCTABISIET TOCTYM K TEKYIIeH rpaduuecKoi CecCuu;
- «YJaJleHHBIM JOCTYI» IIPU NMOAKIIOUYEHNN IPEIOCTABIISAET CIMCOK MT0JIB30BATENEH, KOTOPBIM MOX-
HO HCII0JIB30BATH I YAAJIEHHOTO JOCTYTA.
Jlnst HacTpoKK OOIIero MOCTyma K padodyeMy CTOdy HeoOxoaumo B mpuiioxkeHuu «llapamerpsi

cucteMbl» BeIOpaTh «CucteMay — «Y nanéuublii padounii cron» (Puc. 184).
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Pazoen «Cucmemay

Q Hactpoiiku = Cucrema X
@ CeTesbie yueTHble 3aNKcH P PervoH v A3bIK N
A3kIK 1 NOKANW3AUWA CUCTEMb
o O6wwii aocTyn
o) Hatau Bpems >
HacTpofkn 4acoBoro No/ca U BPeMeHH
O Meiwb 1 ceHcopHas naHens
¢o [lonbsoceaTenw
lral ~ >
A0DaBNeHe 1 yoaneHHe y4eTHbIX 3anMcer, MKIMeHeHWe Nnapona
B Knaewatypa
YnaneHHbli pabounii cton >
& LgeT —  PaspelieHue Ha yoaneHHoe HCnons3oBaHWe 3TOro yCTpoACTEa
= BesonacHan obonouka
@ lMpunTepol - >
AOCTYN K CETU NO NPOTOKONY S5H
. ® O cucreme >
L) L 5208 e e ] CeepeHuns ob obopynoBasuM U Bepcuax N0
KoHdmraeHumansHocTe M BesonacHocTe
&' O6HosneHus N0 (&}

{¥ Cucrema

Puc. 184

B otkpeiBuieMcsi okHe Ha Bkiajgke «OOmmuit goctynm k pabodemy crtomy» (Puc. 185) moxHO
BKIIIOYUTh JIOCTYII K pabodeMy CTONy H pa3pemuTh YyIAIEHHOE YIIPAaBJICHUE, YCTAaHOBHUB
COOTBETCTBYIOIINE MEPEKIIOYATENH.

Brnaoka «Obwuii docmyn k pabouemy cmony»

Q Hactpoiiku = < O6wuid pocTyn K pabouemy cTony YpaneHHsiii exog x
Ei Mutaxune CTHOE WCNoNb3oBaHKe pab 0 CTONA € APYrvMH YCTPOHCTEA
YO3NEHHOM NOOKMKYEHMKM MCNONB3YETCA TEKYLUEE Pa3peLUeHe SKpaHa.
© MuorosapayHocTs
©) Eeaunmicss OBwmii poctyn Kk pabodemy cTony (D
YnaneHHoe ynpaeneqve
Eg ﬂpHJ‘IOM{EHMH PazpellaeT COBMECTHOR MCNONBI0OBAHME paboYyero cTona Ong YyNpagneH s IKpaHoM

0 YsepomneHus Kak noaknioumnTees

Wecnone {"r'.:ll'||[.'H||'Zf}|<f‘\|l1'.',lll'.— YAaneHHorc B Yyero crona lll();;.h
Q. Mouck NOAKS ATbea no npotokony RDP. Takske »
AononNHWTENbHaR l’II'(t:"..‘[]‘-*:HLI-IH O CceTeBoM pacnon

TbCA
YCTROWCTBa.

@ Ceresbie yueTHbie 3anMCKH
Wma xocTa rﬁ
o host
o OB6Wwii gocTyn newnos
MNopt
s
3389 0
O Mbiwb M ceHcopHan naHenb
B Knasnatypa DaHHble ans sxona
& LigeT Ims none3oeaTens I
user 4 0
©@ [MpuHTeps [ —
00080000000 RRRORRES l 0 rﬁ
T CneunansHble BOIMOXHOCTH

FeHepupoBaTh HOBbIA Naponb
W KondugeHunansHocTs 1 GesonacHocTb pup P

¥ Cucrema Mpoeeputb wndposanne

Puc. 185
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B paspene «Kak noxaxmounthecs» nokazaHel «Mmst xoctay u «llopT», KOTOpPBIMH MOXHO
BOCIIOJIb30BaThCS Ha MOAKII0YaeMOM YCTPOMCTBE.

B pasnene «/lanHble 11 BX0oAa» cleqyeT yKa3aTh MMs MOJIb30BATENsl U MAPOJb, KOTOPbIE OYIyT
UCIIOJIb30BaThHCS B KIIMEHTCKOM IPOrPaMMHOM 00€CTIEUeHUH JUIsl MOKIIIOYEHUS K pabodyeMy CTOIy.

Hactpouts yaajleHHOE OAKIIOUYEHHE K YYETHOM 3alMCH, KOI/1a OHA HE MCIIOJIb3YETCs, MOKHO Ha
BKJIasiKe «Y maneHHsiin Bxoa» (Puc. 186).

[Ipumevyanue. nd BO3MOKHOCTH YJAJIEHHOTO MOJKIKOYEHUS HEOOXOAMMO pa3peliuThb AJs
Bcex Joctym K fuse:
# control fusermount public

Brxnaoka « Yoanénnoiii 6xo0»

Q HacTpoiiku = 4 O6wmit pocTyn K paboyemy cTony YnaneHHbii BXop, x
© MuorosagayHocTb -

HekoTopbie HacTpoiiKu 3a6N0KMpOBaHbI Pas6nokupoBartb...
@& BHewHwit BuD

MpunomeHus

D

YaenoMmneHus

Mowck
Kak nogKkno4MThCA

CeTeBble YYETHbIE 3aMUCKH

0onos

& ® O

O6wmii poctyn

newhost
MbllLb M ceHCopHadA NaHens

KnaeuaTypa

B O

LpeT

an

MpuHTEpHI

CreuwanbHble BO3MOXHOCTH
KoHuaeHUanbHoCTs M 6e30MacHOCThL

Cuctema

5 € =%

Puc. 186

[Mpumeuanue. [ u3MeHEHUST HACTPOCK Ha BKIIAJKe «YHaleHHBIA BXOI» TpeOYIOTCS mpaBa
aIMUHUCTpaTOpa, MOATOMY MPEABAPUTEIHHO HEOOXOAMMO Ha)KaTh KHOIKY «Pa30iiokupoBath...» U B

OTKPBIBIIEMCS] OKHE BBECTH IMapoJib anMuHuctparopa (Puc. 187).
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Tloomeeparcoenue noonuHHOCMU OJisl BKIHOUEHUS YOALEHHBIX CeAHCO8

TpebyeTcs noaTBepXKAeHUE NOQNUHHOCTH

TpE 5\."ETC A ayTeHTH [plr WA ONA BENHOYEHWA MNKW OTHNHYEHWA
YOaneHHbIX CeEaHCOoB

AfMUHUCTpaTOp

OTMeHUTb MopTeepanTL

Puc. 187

UrtoObI pa3pemuTh AOCTYI K YCTPOUCTBY HEOOXOIMMO YCTAaHOBUTH MEPEKIIIoYaTeNh «Y NanéHHas
aBTOpH3alUs» BO BKIIIOUeHHOE cocTostHuE (Puc. 188).

Hacmpotixa yoanennozo 6xooa

Q Hactpoiinm = < O6wwmii focTyn K pabodemy cTony YpaneHHbli BXop, x
© MHorosagauHocTb VRaneHHoe Nk "
wmcnon
& Brewwnii Bua
YnanéHHasn asTopu3aumna (:)
88 MpunomeHus
O Ysegomnenms Kak nogrnioumntbes
WenonbayiTe npunos AYAANEHHOrO [ 6b
Q nOMCK NoOOKNHYWTBCA NC I E M
AONONHUTENBHAaRA Ba
@ Cetesbie yueTHbie 3anKcH Mg KOCT2
i ¢
newhost =
o OBWMii pocTyn
T
¢
3389 o
O Mbiws 1 ceHcopHas naHenb
B Knaenatypa [AaHHble Ang BX0A2
& LI,BeT IMa Nonb30BaTENA / I
user 0
© MpuHTeps pe
¢
00NN RORORRRSY / 0 D
.
T CneunansHble BOZMOMHOCTH
MeHepuUpoBaTh HOBLIA Naponk
W KondbuaeHuManbHoCTb U Be3onacHoCTb
1} Cucrema MpoeepuTs wWHdposaHue

Puc. 188

B pasaeiic «Kaxk HNOAKITFOYHUTHCA 6y,HYT noka3aHbl «MMs XocTa» u ((HOpT)), KOTOPBIMU MOXKHO

BOCIIOJIB30BAThCS Ha MOAKIIOYAEMOM YCTPOMCTBE.
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[Mpumeuanue. [Ipu BrIOUCHNHN ynanéHHOTO BXoaa OyaeT ycraHoBieH mopt 3389, ecnu npu
sTOM ObLT BKJITIOUEH «OOMIINNA JOCTYI K paboueMy CTOITy», TO JIJIsl HEero OyneT ucrosib3oBatbes mopT 3390.
B paznene «/lanHbple Uisi BX0J@» MOXHO YKa3aTh UM IOJIb30BATENsl M MApOJib, KOTOPhIE HYKHO

6y,[[CT YKa3bIBaThb B KIIMCHTCKOM IIPOTPaMMHOM obecreueHUH JJIs1 BOBMOXXHOCTH y,[[aﬂéHHOFO BXOoJa.

5.6.2 TloakmrodyeHue K yAaJI€HHOMY pabodeMy CTOITy
YToObl MOJKIIOYUTECS K pabodyeMy CTONy C JIPYroro YCTPOMCTBA, MOXHO BOCIIOJIb30BaThCA,
HanpuMep, KIMEHTOM yAalleHHOro pabodero crona Remmina.
YcranoBka Remmina v TOTOTHUTETHFHOTO AT WHA!
# apt-get install remmina remmina-plugins-rdp
Jl1g co3nanust MOAKIIOUYEHUST HEO0XO0IUMO:
1) 3amyctuth Remmina;
2) B BBIMAJAIONIEM MEHIO BBIOpaTh poToKos RDP;
3) yxazars [P-anpec xocTta u mopt, Ha KoTOpoM padoTtaet cepep RDP (Puc. 189);
4) naxatp knaBunry <Enter>;
5) BBeCTH UM$ MOJIb30BaTeNs U napoib noakatodenus (Puc. 190) u Haxxate kHONKY «OK»;
6) Oyxer co3mano noakiatrodenue (Puc. 191).

Knuenm yoanennoeo pabouezo cmona Remmina

+ Q KnweHTypanéHHoro pabo4ero ctona Remmina = = x
RDP = | 192.168.0.193:3390 Q
Bcero O nogrntodeHM. &

Puc. 189
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Jannvie asmopuzayuu RDP
192.168.0.193:3390 x

@ 192.168.0.193:3390

BeeaunTe gaHHble aBTOopm3auyumn RDP

Mma nonb3oBaTens user
Maponb sesseee ®
JomeH

CoxpaHuTb Napone

OK OTMeHa

Puc. 190

Tlooknouenue K yoaneHHoMy pabouemy Cmoy»
192.168.0.193:3390 X

@ 192.168.0.193:3390

Bc, 30 mapTa 19:43

Q. Beepgure ons Noucka
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B Remmina MoxHO co3aaBaTh npodwin yIan€éHHBIX MOAKIoYeHHH. s 3Toro HeoOXoamumo
Ha)kaThb KHOMKY «+» U B okHEe «HoBbIN nmpoduiib NoaKI0YeHHsD 3a1aTh napaMeTpsl coenunenus (Puc.
192).

Remmina. Co30anue npoghuns yoanénno2o nooKoueHus

Mpodmnb ynan€HHoro coefnHeHUA 3
(HEEEETITE GNOME RDP
Ipynna
MeTku
llpozoan @ RDP - MpoTokon yaanéxHoro paboyero cTona A
OcHoBHBIE LononHuTensHsle MoeeneHne SSH TyHHENB MpumMeyaHua
Cepaep 192.168.0.193:3390 -
MMa nonb3oeaTens user
I'Iaporlb 0000000000 RORRRRES @
HomeH
Obwasn nanka
OrpaHM4eHHbIA peXUM aIMUHUCTpaTopa
Xew napons
MNonnepka NeBOPYYHOR MbILIW OTKIIOYUTE NNEBHYI0 NPOKPYTY
Pa3pelnTs HECKONBKO MOHUTOPOB PacTAHyTb 3KPaH Ha HECKOMbKO MOHUTOPOB
OTMmeHa CoxpaHuTs "no yMon4aHuio" CoxpaHuTts MNoaxni4KTE CoXpaHWTh M NOAKMIYNTE
Puc. 192

[Ipumeuanue. Ecnu He 3anonssats nons «MmMs nons3oBatens» U «Ilapoasy, To 3TH naHHBIE
OyayT 3anpamuBaTbCs MPU KaxI0M MOJKIIOYSHUH K YAAIEHHOMY pabodeMy CTOIy.
CoznaTh HOBOE MOAKIIIOUEHHUSI MOKHO OyJIeT, BBIOpaB COOTBETCTBYIOIIUN MPOQUIIb MOAKIIOUEHUS

B OCHOBHOM OKHE€ IIpOTrpaMMBbl, UJIM B KOHTEKCTHOM MCHIO B TPEC.

5.7 H3MeHeHue nmapoJis MoJib30BaTENs
[Maponn mnonw3oBateneii B OC «Anpr Pabouas craHius» IEepBOHAYAIBHO OMPENEINISET
aJIMHHHUCTPATOP CUCTEMBbI NPU CO3/aHUU YYETHBIX 3amuced monb3oBaTened. OJHAKO IOJIb30BATEIN
HMEIOT BO3MOKHOCTh B JII000€ BpeMsi H3MEHUTh CBOM MapOJlb.
W3menuts maponb MoxkHO B Moxayie «llomb3oBatenu» (Puc. 193) mpunoxenus «Hacrtpoiiku

GNOME» («Cucrema» — «llonb3oBarenmn»).
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Mooyne «Ilonvzosamenuy

HacTtpoiikn < MNonezoeatenu x

Mowck

Cevesbie YYETHbIE 3aNKCKH

A ® O P

Obwwii poctyn

Meiwe 1 CEHCOpPHaA NaHenkb

0
B Knasuarypa
So

ma
user 4
UpseT
MpuHTEpbI Mapent a3
o ABTOMATHYECKKMIA BXOQ O]

T CneuwanbHble BOSMOMHOCTH

W KoHdupeHuWansHoCTs M Be3onacHoCTL

Goma T -

Puc. 193

-

Jl1g m3MeHeHus mapojs ciaeayeT LIENKHYTh Mblbio 1o cTpoke «Ilaponpy». OTkpoercss okHO, B
KOTOPOM HEOOXOMMO BBECTH CBOM TEKYITUI W HOBBIW IMAPOJIh (JBAXK/IBI) U HAXKATH KHONKY «VI3MEHUTH)

(Puc. 194).

H3menenue napoJisl nojivb3oeamels

Teky i napons
e

Hosbii napons
L1211l ])

L MNeaTeepalTe napons

DonycTumelid napons. MonpobyiTe nobasuTs
Bonblue ByKB, LMMP M 3HAKOB NPEenMHaHNA

Puc. 194
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[Ipumeuanue. HoBblil maposib JOIKEH COOTBETCTBOBATH TEXHUYECKUM TpPEOOBAHUSAM K

napoJjsiM, 3aiaHHbIM aIMUHHUCTPATOPOM CUCTEMBEIL.

5.8  BBog paboueii ctanuuu B «AnbT JJomen»
Hwxe nmpuBeneHa WHCTPYKIHS 1O BBOIY paboueit craniuu non ympasieHueM OC «Anbt Pabo-
yasi cTaHius» B «AnbT JJomen». [Tapamerpsl nomeHa:
- TEST.ALT — umsa noMeHa;
- TEST — pabouas rpymma;
-  NEWHOST — ums komnbiotepa B Netbios;
- Administrator — UMsl IOJTb30BaTEINSI-aIMIHICTPATOPA;

- Pa$$word — mapoins agMuHHCTpaTOpA.

5.8.1 TloaroroBka
s BBoga xommbiorepa B «AnbT JloMen» moTpelyeTcs yCTaHOBUTH MakeT task—-auth-ad-
Sssd U BCe ero 3aBUCUMOCTH (€CJIH OH €I11€ HE YCTaHOBIICH):
# apt-get install task-auth-ad-sssd
CuHXpoHHU3a1Usl BpEMEHH C KOHTPOJIJIEPOM JIOMEHA POU3BOIUTCS aBTOMATUYECKHU.
Jlnst BBOJIa KOMIIBIOTEpA B JIOMEH, Ha HEM JTOJDKEH OBITh JocTyreH ceppep DNS, nmerommii 3amm-
CH IIPO KOHTpoJuIep ToMeHa. Huxke npuBeneH npumep HaCTpOMKHU CETeBOro MHTep(delica co CTaTHIEeCKUM
IP-anpecom. Ilpu nonyuenun [P-anpeca no DHCP nannbie o cepsepe DNS Takxke JOKHBI OBITH MOJTyYe-
Hbl OT cepBepa DHCP.
Hactpoiiky cetu MO>KHO BBITTOJIHUTH KaK B rpaduueckoM uHTepdeiice, Tak U B KOHCOJIU:
- B IIYC B paznene «Cetb» — «Ethernet unrepdeiicb» 3a1aTh UM KOMIIBIOTEPA, YKa3aTh B M0JIE
«DNS-cepBeps» DNS-cepBep nomena u B nose «/loMeHsl moucka» — JoMeH ais noucka (Puc.
195);
- B KOHCOJM:
"  3a1aTh UMsI KOMIIBIOTEpA!
# hostnamectl set-hostname newhost.test.alt
* B kauectBe mepBuuHOro DNS nomxen ObiTh ykazan DNS-cepBep momena. [lns storo
HeoOxoauMo co3nath Qaiin /etc/net/ifaces/enp0s3/resolv.conf co crnemyrommum coaepKu-
MBIM:
nameserver 192.168.0.132
rae 192.168.0.132 — IP-aapec DNS-cepBepa fomeHa.
* yKka3atb cinyx0e resolvconf, ncronszoBath DNS KOHTpoJUIEpa IOMEHa U IOMEH IS ITOHC-
ka. Jlnst aToro B (aiine /etc/resolveont.conf 106aBUTE/OTpeTaKTUPOBATH CIICAYIONIHE Mapa-

METpBI:
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interface order='lo 1lo[0-9]* lo.* enpOs3'
search domains= test.alt
rae enp0s3 — uHTEpdEiic, Ha KOTOPOM JIOCTYIIEH cepBep, test .alt — moMeH.
= o6HOBUTH DNS anpeca:
# resolvconf -u
B pesynbrare BBINMONHEHHBIX AecTBHMl B (aiine /etc/resolv.conf MOMKHBI MOSIBUTHCS
CTPOKH:
search test.alt
nameserver 192.168.0.132
[Ipumeuanue. Ilocne n3MEHEHNsI IMEHU KOMIIBIOTEPAa MOTYT NEPECTATh 3alyCKaThCs MPUIIO-
keHus. [ perienus 3o mpoOieMbl HEOOXOAUMO Tepe3arpy3uTh CUCTEMY.

Hacmpoiixa na ucnonvzosanue DNS-cepsepa domena

LeHTp ynpaBneHus cucTeMoii x

i=rnasHan W Pexam skcriepta A Boixog @ Cnpaeka

Mima komneloTepa: |newhost.test.alt

WHTepdeiicel

Cetesan kapra: Intel Corporation 82540EM Gigabit Ethernet Controller
NpoEDA NOACOSAWHEH
MAC: 08:00:27:81:be:4d
WHTepdeic BKAKYEH
Bepcwa npotokona IF: |IPvd = | v Brmiounts
KoHDUrypauwa: | BpyuHyw -
192.168.0.196/24
IP-agpeca: YAannTh

No6agute T IP: /24 (255.255.255.0) o NoBaBuTe
Lnwoz no ymonyadui: |192.168.0.1
DNS-cepeeper |192.168.0.132 8.8.8.8

JomeHe! nouncka: |test.alt
(HECKONBKO 3HAUEHWA 3aNNCEIBakTCR Yepes npofien)

LONoAHUTENLHD. .

MNpUMeHnTL ChpocKTs

Puc. 195

5.8.2 BsBox B noMmeH
5.8.2.1 Beoo 6 domen ¢ L[YC

Jlnst BBozia paboueii ctanimu B JoMeH Heooxoaumo 3amyctuTh [[YC. B IIYC cnenyet nepeiitu B
pasnen «llonp3oBaTenu» — «AyTeHTUUKALUA». 37AeCh HEOOX0IUMO BBIOpaTh MYHKT «JlomeH Active

Directory» (Puc. 196) 1 3amiomHUTB MOJIS, MTOCTIE YeTro HaXaTh KHOMKY «[IpuMeHuTHY.
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B otkpeiBmemcs okue (Puc. 197) Heo6XxonumMo BBECTH MMsI TTOJIb30BATENsl, HIMEIOIIETO MPaBoO BBO-
JTUTh MAILIMHBI B JOMEH, U €T0 Mapojb U HaxaTh KHOMKY «OK».

IIpu ycnemHOM NOAKIIOUEHHMM K JIOMEHY, OTOOpa3uTCsl COOTBETCTBYIOLIAs HHGOpMAaIMs
(Puc. 198).

Hanee He00X0AUMO Mepe3arpy3uTh pabouyro CTAaHIMIO AJIs IPUMEHEHUS BCEX HACTPOEK.

B600 6 domen 6 «l]enmpe ynpasnenus cucmemori»

LeHTp ynpasneHua cucTeMoii X

i=rnasHan W Pexum 3kcnepta A Beixog @Cnpaﬂr{a

NokansHan Gaza Nnonb3oeaTensia

JomeH ALT Linux unu Astra Linux Directory

Jomen: |testalt

K3LMPOBATE aYTEHTMGMKALMK NPU HEAOCTYMHOCTH CEpEEPa AOMEHa

® flomeH Active Directory
Jomen: test.alt
Pabouyan rpynna:  |test
MmMa koMmnboTepa: | newhost
®) 555D (B eAMHCTEEHHOM A0MEHE)

Winbind (B cnosHbIX AoMeHax)

JomeH FreelPA

Hactpoliku 555D...

BHrmaHwe!

WameHeHue foMeHa 3apaboTaeT ToNLKO NOcNe Nepesarpyski KoMnbloTepa

BOCCTaHOBWTL Qainel kKoHGUMIypaLwmK no yMonuadui (smb.conf, krbS.conf, sssd.conf).

MpUMEHWUTE

Puc. 196
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Ilapamempul yuemnoii 3anucu ¢ npasamu NOOKIIOUEHUs K OOMEH)

BEeqMTe Napo/b ANA YYETHOW 33NKCA
€ NpaEamMin NOGKNKIUEHA K JOMEHY.

MIMA nons3oeatena: | Administrator

Maponk: (TTTTITTY o |

MCnone30BaTh YXe NonyueHHsIA bunet Kerberos

oK OTMeHa

Puc. 197

Yenewnoe nooknouenue k domeny
Wndopmaymn

Aobpo noxanoeats B
nomed TEST.ALT.

| & oK

Puc. 198

5.8.2.2 Bs00 6 0omeHn 8 KOMAHOHOU CIMPOKe

Jlnst BBOa paboyeii CTaHIIMK B IOMEH MOYKHO BOCITOJIB30BaThCS CIEAYIOIICH KOMaHIOM:
# system—-auth write ad test.alt newhost test 'administrator' 'Pas$
Sword'

Joined 'NEWHOST' to dns domain 'test.alt'

5.8.2.3 Ilposepxa pabomul
[IpoBepuTh NOAKITIOUEHHUE K TOMEHY:
$ getent passwd ivanov

ivanov:*:1939201103:1939200513:MBad MeauHos:/home/TEST.ALT/ivanov:/bin/bash

# net ads info

LDAP server: 192.168.0.132
LDAP server name: dcl.test.alt
Workgroup: TEST

Realm: TEST.ALT

Bind Path: dc=TEST,dc=ALT

LDAP port: 389
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Server time: I, 17 map 2025 14:02:32 EET
KDC server: 192.168.0.132
Server time offset: O

Last machine account password change: I, 17 map 2025 14:00:09 EET

# net ads testjoin
Join is OK
[Ipumedganue. CiucoK MoOIb30BaTENIeH HA CEPBEPE MOYKHO MTOCMOTPETH, BBIMIOJIHUB KOMAHTY:

# samba-tool user list

5.8.3 Bxonx nonb3oBarens

B oxne Bxoma B cucteMy HeoOXoauMo HaxaTh cchulKy «Het B criucke?» (Puc. 199), B oTKpbIB-
1IeMcsi OKHEe BBECTH JIOTHH YYETHOMH 3amucu noib3oBarens gomeHa (Puc. 200) u naxats <Enter>, BBecTu
11apoJib, COOTBETCTBYIOIIMM 3TON yueTHoU 3anucu (Puc. 201) u Haxars <Enter>.

OxkHo 6x00a 6 cucmemy

MH, 17 vapTta 14:06

Het B cnucke?

Puc. 199
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Bx00 nonvzoeamens

Mu, 17 mapta 14:06

ivanoy|

Puc. 200
3anpoc napons

Mu, 17 mapTta 14:06

Puc. 201




156

[Ipumeuanue. B cioyyae HCHOIB30BaHUS B OKHE JIOTMHA CHUMBOJIOB BEPXHEIO PETUCTpa
(manpumep, Irina.Soboleva BMecTo irina.soboleva) uau JWIIHUX CUMBOJIOB (HE HCIOJIB3YIOLIUXCS JUIS
CTaHJapTHOro uMsioOpa3oBaHusi B Linux) MoxeT HaOMIOJAaThCS HEKOPPEKTHOE IOBEACHHE CHCTEMBbI
(Hampumep, HE BBICTABJISIOTCS [IEpEMEHHBIE OKpY KEHUS XDG RUNTIME DIR U
DBUS SESSION BUS ADDRESS). [Iy1st BO3MOXXHOCTH HCIIOJIB30BATh JUISI BXOAA MPUBBIYHBIC CTIOCOOBI
HanucaHus (C JOMEHHBIM cy(ddUKCOM, TOUKaMU, CUMBOJIAaMU BEPXHEIO PErUCTpa) HEOOXOJUMO BBIIOJ -
HUTh KOMaHJy:

# control pam canonicalize user enabled

wim B paitne /etc/pam.d/system-auth-common pacCKOMMEHTHPOBATH CTPOKY:
auth required pam canonicalize user.so

[Tocne nepBoit aBTOpU3aLUU TOMEHHBIN 10JIb30BaTENb OyAE€T 0TOOpaXKaThCsl B CHUCKE MOJIb30Ba-
teneit (Puc. 202). OTKIIOYATH OTOOpaKEHHE CITMCKa T0JIb30BaTeNIe Ha SKpaHe BXOJa MOXKHO B IPHIIO-
xenun «Hactpoitku GDM» (Puc. 203) (momxeH ObITh yCTaHOBJCH MakeT gdm-settings).

Cnucok noav3zosameieli

MH, 17 mapTa 14:55

a MeaHoe MeaH

‘ Opnos Muxaun

HeT B cnucke?

Puc. 202
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Omxknouenue cnucka noiv3osamernetl Ha I9KpaHe 6x00a

m = aKPaH HEDREEA Y x

E Brewnuii sug

ab Wpndre OTKNIOYUTE KHONKKM Nepe3anycka

B Bepxinan nanens OTKNIOYUTE CNUCOK NoMb30BaTeNeR ()

< 3myx
~ Brnio4nTe noroTin

T ] nnog ¢ M MONb30E
© Muoiws 1 ceHcopHan nakens

O Awucnneit MpueeTcTBeHHOe coobLyeHne

.
JKpaH BXOAA B CUCTEM
= P Y BrniounTe

YBenM4nBeaTh ()

(& Mutanune

A UHCTpyMeHTbI

Puc. 203

[Ipumeuanue. [ug OTKIIOYEHHS OTOOPAKEHUS CHHCKA TIOJIb30BATENed MOMXKHO TaKXKe
BOCTIOJIb30BAThCS CICAYIOIIUM PEIICHUEM:
1) cosmate daitn 96-local-gdm-settings B katanore /etc/dconf/db/gdm.d/ (kaTanor Hy»xHO TIpeaBapu-
TEJBHO CO3/1aTh, €CIIU €T0 ellIé HEe CYIIECTBYET) CO CIEAYIOLIUM COIACPKUMBIM:
[org/gnome/login-screen]
#OTKIIOUUTE CIMCOK I10JIb30BaTeJIeNn
disable-user-list=true
2) coznarts ¢aiin /etc/dconf/profile/gdm co craemyrommm coaepKUMbIM:
user-db:user
system-db:gdm
file-db:/usr/share/gdm/greeter-dconf-defaults
3) BBIIOJHUTH KOMAHJY:

# dconf update
5.8.4 OroOpakeHue TI00ATBHBIX TPYII Ha JIOKAIBHBIC POJIA
[Ipu BBOJIE MAIIMHEI B IOMEH CO3JJAIOTCS CJICTYIOIINE JTOKATbHBIC POJIH:
- poJib IoJib30BaTeNen (users);
- pOJIb TTOJIB30BATEJICH C PACITUPEHHBIMH IPaBaMu (powerusers);
- POJIb JTOKANIBHBIX aAMUHUCTpaTOpoB (localadmins).
JlokanbeHbie ponu users U localadmins Ha3HauaroTCs A TI0OATBHBIX TPYIII B JOMEHE.

Crnrcok Ha3HAYEHHBIX POJIEH U MPUBUIIETHI:

# rolelst
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domain users:users

domain admins:localadmins

localadmins:wheel, vboxadd, vboxusers
powerusers:remote, vboxadd, vboxusers
users:cdwriter,cdrom,audio,video, proc, radio, camera, floppy, xgrp, scan-—
ner,uucp, vboxusers, fuse, vboxadd

vboxadd:vboxst

# i1d ivanov

uid=906201103 (ivanov) gid=906200513 (domain users) rpynne=906200513 (do-
main users), 906201107 (sales),

906201114 (office), 100 (users), 80 (cdwriter), 22 (cdrom), 81 (audio), 475 (vide
0),19 (proc),

83 (radio), 444 (camera), 71 (floppy) , 498 (xgrp) ,499 (scanner), 14 (uucp) , 462 (v
boxusers), 464 (fuse), 488 (vboxadd) , 487 (vboxsf)

Ecnu HEoOXoaMMo BBIIATH MpaBa aJMUHHCTPATOPOB IOJIB30BATENSIM, KOTOpPBIC HE SIBISIOTCS
aaMuHHcTpaTopamu JomMeHa (Domain Admins), To Hy>)kKHO Ha KOHTPOJUIEPE IOMEHA 3aBECTH HOBYIO TPYII-
ny B AD (manpumep, PC Admins):

# samba-tool group add 'PC Admins'
Added group PC Admins
JloGaBuTh Tya HEOOXOAUMBIX MOJIb30BaTENeH (HampUMep, MOJIb30BaTeNs 1vanov):
# samba-tool group addmembers 'PC Admins' ivanov
Added members to group PC Admins
3arem Ha MaluHe, BBEACHHOU B JOMEH, JOOABUTH POJIb JJISl TaHHOW TPYIIIBL:
# roleadd 'PC Admins' localadmins
# rolelst
domain users:users
domain admins:localadmins
pc admins:localadmins
localadmins:wheel, vboxadd, vboxusers
powerusers:remote, vboxadd, vboxusers
users:cdwriter,cdrom,audio,video, proc, radio, camera, floppy, xgrp, scan-
ner,uucp, vboxusers, fuse, vboxadd
vboxadd:vboxst
[Tocne atoro nonb3oBarens, Bxoadumui B rpynny PC Admins, cMoXeT nojyyaTh rpaBa aJMUHU-

cTparopa.
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5.8.5 TloaximoyeHue GailsioBBIX pecypcoB

PaccmatpuBaembie criocoObl MO3BOJISIIOT MOJKIIOYATh (paitioBeie pecypesl (file shares) mms mo-
MEHHOTO TT0JIb30BaTeNs 6€3 moBTOpHOTO BBOJIa apoJst (SSO, Single Sign-On).
5.8.5.1 [Ilooknouenue ¢ ucnorvzosanuem gvfs

HenmocrtaTok Takoro crmocoba — HEOOXOIMMO OTKPHITH pecypc B (daitmoBom meHemkepe (Caja,
Pcmanfm). OqHako MOKHO OTKpBIBATh JIFOOBIE pecypchl Ha JIIOOBIX cepBepax, BXOAIINE B JoMeH Active
Directory.

1. YcTaHOBHUTH HEOOXOIUMBIC TTAKETHI:
# apt-get install fuse-gvfs gvfs-backend-smb gvfs-utils

2. BKirouuTh nojp30Batend B rpyniy fuse:
# gpasswd -a <moJib30BaTesbL> fuse

3. BoiiTu moj; TOMEHHBIM TOJIH30BATEIIEM.

4. OTKpHITH pecypc B dailimoBoM MeHeKepe (Hanmpumep, 1o ajapecy smb: //server/sysvol).
Pecypc cmoHTHpOBaH 1o mytn /run/<uid noseszoBatena>/gvfs.

Hpyroii BapuaHT (I10JI€3HO J1JIsi CKPUIITOB B aBTO3aIyCKe):
gvfs-mount smb://server/sysvol/

[Ipumeuanue. Ecniu HeoOxonumo oTKpbIBaTh 4TO-TO ¢ pecypca B WINE, B winecfg Heobxoau-

MO 100aBHUTb AUCK ¢ MyTéM /run/<uid noseszoBarens>/gvfs.

5.8.5.2 [Tlooknmouenue ¢ ucnonv3osanuem pam_mount

B sToM cnydae 3aaHHBIN pecypc MOJKIIOYAETCS € 3aJaHHOrO CepBepa aBTOMATHYECKH MPHU Kax-
JIOM BXOJI€ JOMEHHBIM I10JIb30BATEIIEM.

1. YcranoButs makersl pam mount mcifs-utils:
# apt-get install pam mount cifs-utils

[Ipumeuanwue. g Toro ytoOs! (haiioBble pecypchl, MOAKIIOUEHHBIE C TOMOIIBIO pam_mount,
KOPPEKTHO OTKJIFOUAIMCH IPU 3aBEPIIECHUN CEAHCA, CIIEAYET YCTAHOBUTH MAKET systemd-settings—
enable-kill-user-processes U nepe3arpy3urb CUCTEMY:
# apt-get install systemd-settings-enable-kill-user-processes

2. [Ipormrcath pam_mount B cXeMy ayTeHTH(HUKAIMK 110 yModanuto. st aToro B koHer (aiina
/etc/pam.d/system-auth 106aBUTh CTPOKH:

session [success=1 default=ignore] pam succeed if.so service = sys-
temd-user quiet

session optional pam mount.so disable interactive
3. YcTaHOBHTH IPaBMIIO MOHTHPOBaHMA pecypca B Qaiine /etc/security/pam mount.-

conf.xml (mepexn Terom <cifsmount>):
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<volume uid="10000-2000200000" fstype="cifs" server="dcl.test.alt"
path="sysvol" mountpoint="~/share" options="sec=krb5, cruid=%
(USERUID) ,nounix,uid=% (USERUID) ,gid=%
(USERGID), file mode=0664,dir mode=0775" />
rjae
- uid="10000-2000200000" — nuama3oH nmpucBanBaeMbIX Uid JJis TOMEHHBIX IMOJIb30BaTEeH (IO~
xoaut 11t Winbind u ayis SSSD);
- server="dcl.test.alt" — ums cepBepa ¢ pecypcom;
- path="sysvol" — ums daiinoBoro pecypca Ha cepBepe;
- mountpoint="~/share" — myTh MOHTHPOBaHUS B TOMAIIHEM KaTaJIOTe IOJIb30BaTEIIs.
OnuuoHaIbHO MOXKHO T00aBUTH:

]

- sgrp="group name" — UM TPYIIIbI, IPX WICHCTBE IOJIL30BATEINSI B KOTOPOM, Marnka OyaeT mpu-
MOHTHPOBAaHA.
[Ipumeganue. [lo ymoauaHuro A1 MOHTHPOBAHMSA UCTIOIB3yeTcst smb Bepcun 1.0, ecnu y Bac

OH OTKJIFOYEH, TO YKa)KUTE B apaMeTpax BEPCHUIO 2 WIH 3:

<volume uid="10000-2000200000" fstype="cifs" server="dcl.test.alt "
path="sysvol" mountpoint="~/share" options="sec=krb5,vers=2.0,cruid=%
(USERUID) ,nounix,uid=% (USERUID) ,gid=%

(USERGID), file mode=0664,dir mode=0775" />

5.9  I'pynnoBbl€ MOJIUTHUKH

['pynmnoBsle MONMUTUKU — 3TO HAOOP MPaBUII U HACTPOEK JJIsl CEPBEPOB U pabOUYUX CTAHLUH, peau-
3yEeMbIX B KOPIIOPAaTHUBHBIX PELICHUAX. B COOTBETCTBHM C IPYNIIOBBIMU MOJIMTUKAMU IIPOU3BOJUTCS Ha-
CTpoiika paboyeil cpelibl OTHOCUTENBHO JOKAJIBHBIX MOJUTHK, AEUCTBYIOUINX 10 YMoJ4aHuio. B nanHom
paszene paccMOTpEHa pean3alusl MOJJNEPKKH I'PYNIOBBIX MOIUTHK Active Directory B perieHusix Ha
6a3ze quctpudytuBoB ALT.

B nuctpubyTtuBax ALT st mpuMeHeHus TPYNIIOBBIX MOJIUTHK, HA JaHHBIH MOMEHT, IpeJiaraeT-
Csl UCIIOJIb30BaTh HHCTPYMEHT gpupdate. MHCTpyMeHT paccunTaH Ha pabOTy Ha MalllHE, BBEIEHHOM B
noMeH Samba.

WHCcTpyMeHTH! yIpaBieHUsl TPYNIIOBBIMU MTOJIMTHKAMH OyIyT YCTAaHOBJIEHBI B CUCTEMY, €CITH NIPU
YCTaHOBKE AMCTPUOYTHBA OTMETUTH MYHKT «[ pynmnoBbie monuTuku» — «MHCTpYMEHTHI aIMUHUCTPUPO-
BaHUS».

Wnrerpamus B undpactpykrypy LDAP-o0bexToB Active Directory mo3BosisieT OCYIIECTBISTH
NPUBA3KY HACTPOEK YMpaBIIEMbIX KOH(Urypaiuii o0bekTaM B JepeBe KaTajoroB. Kpome riobambHBIX

HACTPOCK B paMKax JOMCHA, BO3MOYXHA IIPHUBA3KaA K CICAYIONINUM I'pyIIiamM 00BEKTOB:
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- mnogpaszaeneHus (OU) — nonb3oBaTenu U KOMIBIOTEPHI, XPAHSILIMECS B COOTBETCTBYIOIIEH YacTH
nepeBa 00BEKTOB;

- calThl — IPYIIIBl KOMIIBIOTEPOB B 33JaHHOM MOJICETH B paMKax OJHOI'O U TOT'O )K€ JIOMEHa;

- KOHKpPETHBIE MOJIb30BATEIN U KOMIIBIOTEPHI.

Kpome Toro, B caMmux 00bEKTax IPyHIIOBBIX MOJIUTHK MOTYT OBITh 33JaHbI JOTIOJIHUTEIBHBIE YCIIO-
BUs, QWIBTPHI U OTPAHWYCHUS, HA OCHOBAaHUH KOTOPBIX NMPUHUMAETCS PEIICHUE O TOM, KaK MPUMEHSThH
JAHHYIO TPYIIIOBYIO MOJIUTHUKY.

[onuTHkK noapa3AesAOTCS Ha MOJUTHKH JUIsl KOMIIbIoTepoB (Machine) u HOIUTHUKM Ui MTOJIB30-
Barenei (User). [TonuTuky 111 KOMIBIOTEPOB MPUMEHSIOTCA Ha XOCTE B MOMEHT 3arpy3KH, a TaKXKe B
MOMEHT SIBHOT'O WJIM PETYJISIPHOTO 3ampoca IUIaHUPOBLIMKOM (pa3 B yac). [lonb30Barenbckue MOIUTHKU
IPUMEHSIOTCS. B MOMEHT BX0J1a B CUCTEMY .

['pynmoBbie MOJIUTUKU MOKHO MCIIONB30BaTh IS Pa3HbIX LieJiei, Hanpumep:

- ynpasieHus: uHTepHeT-Opaysepamu Firefox/Chromium/Yandex. MoXHO yCTaHOBUTH NP UCIIOIb-
3oBaan ADMX-¢aiinoB Mozilla Firefox (maker admx-firefox), Google Chrome (maker
admx-chromium) 1 Yandex (maker admx—-yandex-browser) COOTBETCTBEHHO;

- ynpasieHus noutoBeiM kKireHToM Mozilla Thunderbird. Bo3MoxHO ycTaHOBUTH NPH MCIIOIBH30BA-
Hun ADMX-daitnoB Mozilla Thunderbird (maketr admx-thunderbird);

- YCTaHOBKH 3alpeTa Ha MOAKIIOYeHNE BHEITHUX HOCUTENEH;

- yOpaBJeHHUS MOJUTHKaMU control (peasm3oBaH MUPOKUI HAOOP HACTPOEK). MOXKHO YCTaHOBUTH
npu ucnosibzoBanuu ADMX-¢aitnos ALT;

- BKJIIOYEHMS WM BBIKIIOUEHUS pa3iMyHbIX cIyk0 (cepBucoB systemd). MOXXHO yCTaHOBUTbH IpH
ucnonb3oBanun ADMX-daiinos ALT;

- HacTpoWKH yaajeHHoro noctymna kK pabouemy croiy (VNC) m HacTpoilku rpaguueckoi cpeisl
MATE. MoxHO ycTaHOBHUTH Mpu uctionb3oBanuun ADMX-daiinos ALT;

- HacTpoiiku cpensl pabouero crona KDE (3kcnepuMeHTabHas MOJUTHKA). MOXXKHO yCTaHOBUTh
npu ucnonb3oBannn ADMX-¢aitnos ALT;

- ympaBieHue HacTporikamu ciayxObl Polkit (peanmm3oBan mmpokuii HaOOp HacTpoek). Bo3moxHO
YCTaHOBUTH TIpH Kcioiib3oBaHn ADMX-daiinos ALT;

- TOJKIIIOYEHHUS CETEBbIX JUCKOB;

- yOpaBJIECHUS NEPEMEHHBIMU CPEbI;

- yIpaBJIeHHs OOLIMMU KaTaJloraMu (3KCIepUMEHTaJIbHAs MOJIMTUKA);

- TeHepupoBaHUs (yAaJICHUs/3aMEHBI) SIPIBIKOB JJIS 3aIlyCKa IPOTPaMM;

- CO3/aHHUs KaTaJloroB;

- ynpaBieHus ¢aitnamu (3KCIIepUMEHTAIbHAS TTOJIUTHKA),
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- YOpaBJICHUS CLHEHAPUSAMHM 3aIyCKa U 3aBEepIICHUS pabOThl KOMITBIOTEPA, BXOJa M BBIXOJa MOJIb30-
BaTeJlsl U3 CUCTEMBI (IKCIIEPUMEHTaIbHAsI TOJIUTHKA);

- YCTaHOBKH M yJIAJIEHUS MAKETOB (IKCIEpUMEHTaIbHAs IOJIUTHKA).
[Ipumeyanue. Monynu (HacTpoHKH), IOMEUEHHbIE KaK SKCIIEPUMEHTAJIbHbIE, HEOOXOIUMO

BKIItOUaTh Bpy4HYyt0 yepe3 ADMX-¢aiinst ALT B pa3aene «I pynmnoBbie TOTUTHKNY.

5.9.1 Pa3BepTbIBaHME IPYNIOBBIX MOJUTUK
[Ipomnecc pa3BEpThIBaHs IPyNIOBBIX MOJIUTHK:
1. Pa3BepHyTh KOHTpOJIEp noMeHa «AnbT JloMeH» (Hampumep, Ha MalllMHE C ycTa-
HoBieHHON OC «AnbT CepBep»).
2. Ha xoHTposepe foMeHa yCTaHOBUTh aIMUHUCTPATUBHBIC IIA0JIOHBI:

- YCTaHOBUTH NAKETHI MOJUTHK admx-basealt, admx-chromium, admx-firefox, admx-
yandex—-browser U yTWIMTY admx-msi-setup:

# apt-get install admx-basealt admx-chromium admx-firefox admx-yandex-
browser admx-thunderbird admx-msi-setup

- ckayatb U yctaHoBUTh ADMX-(aiinsl oT Microsoft, BbIOJIHUB KOMaHY:

# admx-msi-setup

[Mpumeuanue. [lo ymomuanuro, admx-msi-setup ycTaHaBIMBaeT MOCIEAHIOW Bepcuio ADMX
oT Microsoft (ceituac aTo Microsoft Group Policy — Windows 10 October 2020 Update (20H2)). C nomo-
LIbIO [TApaMETPOB, MOYKHO YKa3aTh APYroil HCTOYHUK:
# admx-msi-setup -h
admx-msi-setup - download msi files and extract them in <destination-
directory> default value is /usr/share/PolicyDefinitions/.
Usage: admx-msi-setup [-d <destination-directory>] [-s <admx-msi-
source>]
Removing admx-msi-setup temporary files...

- TOCJe YCTaHOBKHU MOJUTHKU OYIQyT HaXOJUThCS B Katanore /usr/share/PolicyDefini-
tions. HeoOxomumo ckommpoBaTh JokanbHble ADMX-daiinel B cereBoit kataymor sysvol (/
var/lib/samba/sysvol/<DOMAIN>/Policies/):

# samba-tool gpo admxload -U Administrator
3. BBectu pabouyro cTaHIMIO B IOMEH 0 MHCTPYKIMH (cM. « BBo1 paboueil cranuun
B «AbT JloMeH»»).
[Ipumeuanue. Ha paboueii craHIiuu J0KEH OBITH YCTAHOBJIEH MakeT alterator-gpup-
date:

# apt-get install alterator-gpupdate
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JIJisi aBTOMaTHYEeCKOTO BKIFOUCHHS TPYMIOBBIX TOJUTHK, IPU BBOJIE B JOMEH, B OKHE BBOJA ME-
HU U [apoJIsl MMOJIH30BATENs, MMEIOIETO MTPABO BBOJUTH MAIIMHBI B JOMECH, OTMETHTH ITYHKT «BKIIOYHUTH
rpynmoBbie moautukm» (Puc. 204).

[Tonutuku OyayT BKIIOUEHBI cpa3y MOCie BBOJA B IOMEH (IIOCIe Tepe3arpy3Ki CUCTEMBI).

Mooynw LY C «I pynnogvle nonumuxuy

BeegwTe Naponk A0A y4ETHON 2anmcn
C NpaeaMu NOAKNHYEHWA K J0MEHY.

MmA nonb3oeatena: | Administrator

Mapone: 200080000 L0

V| BKNHUYWTE TpYNNoBLIe NoOANTHEX
Mcnons30EaTE yXe nonyueHHBIA Biunet Kerberos

OK OTMEHS

Puc. 204

[Ipumeuanue. Ecnm kimeHTckas pabodasi CTaHLUS YK€ HAXOJUTCA B JOMEHE, MOKHO BpYyY-
HYIO BKJIFOUUTH TPYITIOBBIC MOJIUTHKU C MTOMOIIIBIO Moys alterator-gpupdate. [[st atoro B LIYC B paz-
nene «CucreMa» — «['pynmoBbie TOTUTHKU» ClIEAyeT BbIOpaTh abIoH JoKadbHOW monuTtuku («Cep-
Bep», «Pabouas cranius» unu «KoHTposiep JOMEHa») U YCTAaHOBUTh OTMETKY B ITyHKTE «YIIpaBleHUE
rpynnoBsiMu noautukamm» (Puc. 205).
4. Ha pabGoueil craHnuu, BBEJEHHOW B JOMEH, YCTaHOBHUTH aJMHUHUCTPATHBHBIE
WHCTPYMEHTHI (MOAYJIb yAAJIGHHOTO yIpaBieHus 0a3oi qaHHBIX KoHpuryparuu (ADMC) u mo-
NyJb pelakTUPOBaHMs HACTPOEK KIMeHTCKOM koHpurypauu (GPUI)):
# apt-get install admc gpui
[Ilpumeuanue. B nacrosmee Bpems GPUI He ymeer unrats daitnet ADMX ¢ koHTpoIuiepa 1oMe-
Ha. /{1 KoppekTHOI paboThl HEOOXOAUMO YCTaHOBUTH MakeThl admx u ¢aitner ADMX ot Microsoft:
# apt-get install admx-basealt admx-samba admx-chromium admx-firefox
admx-yandex-browser admx-msi-setup

# admx-msi-setup
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Mooynw LY C «I pynnogvle nonumuxuy

LeHTp ynpasneHUa CUCTeMOIA x

i=TnaeHan W Pexum skcnepta XK Boixog @Cnpaﬂr{a

¥| ¥npaeneHne rpynnoBsIMK NoJNTUKaMKI

BHNMaHWe: 3TOT MOSYNL BKMOYIET NOAASPXKKY YIPAENEHWA PYNTNOELIMKY NOAUTHKAMK
NoNL30BaTENEH W KOMNEHTEPa. [loNONHUTENEHEIE HACTPOMKW NPMMEHAKITCA BO EPEMA 3arpy3Ku
KOMMBHTEPA M MOCNE BX04a NONL30BATENA B CUCTEMY NPY ayTEHTUOMKALMK B Active Directory.

TekyWwmiA Npoduib rpyNNoBLX NOANTHK:
KoHTponnep gomeHa Active Directory
Cepeep

® Paboyan cTaHUMA

MpPUMEHUTL

Puc. 205

5. Hacrtpowuts, ecimu 310 Heobxoaumo, RSAT na mammuae ¢ OC Windows (ympasie-
HHe cepBepoM Samba c momonisio RSAT noanepxuBaercs u3 cpeasl 10 Windows 2012R2 Bkito-
YUTEIIbHO):
BBecTH MamuHy ¢ OC Windows B g1oMeH (ympaBieHue cepBepoMm Samba ¢ momoisto RSAT non-
nepkuBaeTcs u3 cpeasl 10 Windows 2012R2 BrirounTenbHO);
BKJIIOYUTh KOMIIOHEHTHI YJaJIEHHOTO aJMUHUCTPUPOBAHUS (3TOT IIAT MOXKHO MPOIYCTUTh, €CIIH
aJIMUHUCTPATUBHbIEC MIA0JIOHBI OBLTM YCTaHOBIICHBI HA KOHTpOJUIEpe AoMeHa). [l 3aganust KOoH-
¢urypauun ¢ nomombio RSAT HeoOxoaumo ckayaTh (ailyibl aJMUHUCTPATUBHBIX I11a0JIOHOB
(patiner  ADMX) wu  3aBucsmme oT  s3bika  Qainel  ADML w3 pemosurtopus
http://git.altlinux.org/gears/a/admx-basealt.git (https://github.com/altlinux/admx-basealt) u pazme-
ctuTh ux B Katanore \'<DOMAIN>\SYSVOL\<DOMAIN>\Policies\PolicyDefinitions.
KOPPEKTHO YCTaHOBJICHHBIC aJMHHUCTPATHBHBIC MAOJIOHBI OyayT 0TOOpaskeHBl B OcHAcTKe «Pe-
JAKTOp YNpaBJIECHUS TPYIIOBBIMM MOJUTHKaMH» B paszaene «KoHdurypauus kommbrorepay/
«Konourypamnus nons3oBatens» — «llomutukm» — «AnMuHHCTpaTuBHBIE I1a0n0oHBD (PucC.

206).
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AomunucmpamusHwvle wabioHbl 8 KOHCONU gPMe.mSC

=/ Pegaxrop ynp rpynnosetN = E=n =
®aiin  [eiictene  Bug  Cnpaska
e rE = HE T
([ Monumuka KDE [DCLTEST.ALT] Cocrosmme Cocroamme KommenTapuii
a (8 Kondurypauma komnsotepa | Samba onum
4 [ Monumn 2 SSHD orymn
> [ Kowgmrypauus nporpamm | 555D onugan
> [] Kondurypauus Windows .
2 T Bammncrpaanere wabnoren onpeaenenmy | — Systemd
, = Google |z Mpaea gocryna u noseaeHue ouepeau 2a4anui fust/bin/at He 3agana Her
g Mozilla i@ Pexuna gersona NTP Chrony He 3agaHa Her
Komnonene Windows i@ Paspeluenme Ha ucnonesoBamme crontab He zaaaHa Her
“ Mento «llycks n nanens sagsu i@ Pexum CUPS He sapana Her
“ Mavens ynpasnerua 1) O6parreiii nonck DNS gna sanpocos OpenLDAP He sagana Her
7 Mpurreper 2@ Mpopepra cepridurata npy yeraroencnnm coeannernii L., He 3agana Her
“ Cepeep |13 Pexun paBor Postfix MTA He sagama Her
% Cets i@ Paspewuenun ana /ust/bin/postqueue He zapana Her
~ Cwcrema 13 Pescun patorel Rpcbind He zapana Her
4[] Cucrema ALT 1@ Moaaepsxa SFTP na cepeepe OpenSSH He sagana Her
" BesonacHocTs 1@ Moasepxa ayrermduaumm OpenSSH-imenTos wepes GS..  He 3agana Her
7 Brpryannzauum

| Tpadmqeckan nogcncrema

. [ Tpynnossie nonuma
9 Mormnpogarme

. 7] Hactpoiikn KDE

. [ Hactporikn Mate

. 7 Mpasmna Polkit
| Mpnnoxenns gna CD/DVD
9 Cereswie npuoskenia

. 7 CoyxBen
| Yaanemsiit goctyn uepes Vino
9 Ynpaenenue nakeramu

2 7 Angexc
7 Bee napamerper
» [7] Hactposika

4 i, Kondurypauma nonssosatens
> ] Meantakn
» [ Hacrpoiica

“ n + | Pactunpenmiii , Crangaprrsiii

11 napamerpos

Puc. 206

5.9.2 TIlpumep co3nanusi TpynIoBON MOJUTUKH
Jnis coznaHus IpynnoBod MOJIUTUKY HA MalllMHE, BBEIEHHON B JOMEH, HEOOXOAUMO BBHIMOIHUTH
CJIeIyIOIIME LIaru:
- 7100aBUTH JOMEHHBIE YCTPONCTBA (KOMIIBIOTEPHI/TI0NIb30BaTENM) B nojapasaenenue (OU) (uHCTpY-
MeHT ADMC unm ocHactka Active Directory «Iloab30BaTenu u KOMIIBIOTEPHI»);
- co3AaTh NOJIUTUKY U HazHauuTh €€ Ha OU (ADMC mnu ocHacTka «Y1paBiieHHE IpyNIoBON MOIH-
THUKOI»);
- orpenaktuponath napamerpsl nonutuku (GPUI unu ocHactka «PenakTop ynpaBiieHuUs: TpYNIIOBbI-
MU MTOJINTUKAMM ).
B kauectBe mpuMmepa, co3qaluM IMOJUTHKY, Pa3pelIalollyl0 3alyCcKaTh KOMaHAy ping TOJBKO
CYIIEpIOJIb30BaTENIO (root).
Jst ucnionwszoBannst ADMC crienyer cHauana nonyuuts Ounetr Kerberos nnst anmuHHCTpaTtopa
JIOMEHa:
$ kinit administrator
Password for administrator@TEST.ALT:

Hanee 3anyctuts ADMC. Unrepdeiic ADMC noka3zan Ha Puc. 207.
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Humepgheiic ADMC
[AD) -

dain [edcteme Bupg Hactpoiku [Nomoulb

oOm

% LlexTp ynpasnenus Active Directory [dcl.test.alt]  test.alt 9 obbexToB
™ test.alt Mma v Knacc OnucaHue

» ®7 OBvekTbl rpynNNoBoit NOAUTUKK L Builtin builtinDomain

» ®7 CoxpaHéHHble 3anpochl ®2 Computers KoHTelHep Default container for upgrad...
"8 Domain Controllers MNogpasgenedue Default container for domain...
®2 ForeignSecurityPrincip... KonTeiiHep Default container for security...
() Help Desk pynna BesonacHocT - TN...
"% KDE Mogpasnenetue
¥ Managed Service Acco... KowTeiiHep Default container for manag...
() test pynna BesonacHocT - TN...
¥ Users KoHTelHep Default container for upgrad...

administrator@test.alt

Puc. 207

Jlig co3nanust oApa3ieNeHus ClelyeT:
- B KOHTEKCTHOM MEHIO JIOMeHa BBIOpaTh MyHKT «Co3nate» — «llogpazaencaue» (Puc. 208);
- B OTKpBIBIIEMCS] OKHE BBECTH Ha3zBaHue noapaszzaeneHus (Hanpumep, OU) u Haxath KHONKY «OK»

(Puc. 209).

ADMC. Co3z0anue Ho8020 noopazoeneHus

[AD| - ox

®ain [eidcteMe Bup Hactpoiiku [Nomolub

(@N |

% UenTp ynpasnerus Active Directory [dcl.test.alt] | test.alt 9 obvekToB
]
= test.alt . Cospats N KoMnbioTep OnucaHue
4 ObbeKTbl rpyNNoBoM NoNKn . nain
+ ®7 CoxpaHEHHbIe 3anpochl Haia... KoHTakT p Default container for upgrad...
WM3meHuTs cyddurcsl UPN Ipynna heHue Default container for domain...
inetOrgPerson p Default container for security...
MNoppaspeneHue i
ObHoBuTE Monezosatens Default container for manag...
CroiicTBa Obuwas nanka BomacHocTu -n...
USErS KoHTenHep Default container for upgrad...
administrator@test.alt
Puc. 208

ADMC. Hosoe noopazoenenue

m CospaTe NnogpasneneHue — O X

Uma: lDU| ]

¥ 3allUMTUTL OT YOaneHun

X Cancel
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Puc. 209

Jlanee HEOOXOIMMO TIEPEMECTUTH KOMITBIOTEPHI U TMOJIb30BaTeel JoMeHa B moapasnenenue OU
(Puc. 210):

- B KOHTEKCTHOM MEHIO TIOJIb30BaTENS/KOMITbIOTEpaA BIOpaTh MyHKT «IlepeMecTHTs. . .»;

- B OTKpPBIBIIEMCS TMAJIOTOBOM OKHe «Bpi0op koHTeliHepa — ADMC» BbIOpaTh KOHTEWHED, B KOTO-
PpBIii CeIyeT NePeMECTUTh YUETHYIO 3aIUCh M10J1b30BaTEs.
JIns1 co3manus MOMUTUKH JUISl TOIPA3/IETICHUS:

- B KOHTEKCTHOM MEHIO moapaszaeneHus (B manke «OOBeKThl T'PyNMOBOW MOJIUTHKN») BBIOPATH
nyHKT «Co371aTh MMOJUTHKY U CBSI3aTh C 3TUM nojapazaeneauem» (Puc. 211);

- B OTKPBIBIIEMCS] OKHE BBECTH Ha3BaHME MOJIUTUKU U HaxaTh KHOMIKY «OK» (Puc. 212).

Komnvromepwol u nonvzosamenu 6 noopazoenenuu OU

m _ox
Pa

wn [Oeicteme Bug Hactpoiikk [Momouib

OB
% LlenTp ynpaenenus Active Directory [dcl.test.alt] OU 13 obbekTOB
v & testalt Wma v Knacc OnucaHue
v L¥ Builtin W ADOO KoMmnbioTep
®2 Computers W ADO1 KomnbloTep
» "8 Domain Controllers B MIRROR KomnbloTep
» ®7 ForeignSecurityPrincipals B NEWHOST KomnbloTep
» "5 KDE O office Ipynna besonacHocT -In...
3 i} LostAndFound f= TEST MNoppasgeneHue
» ¥ Managed Service Accounts & TestOU MogpasgeneHue
¥ WORKADOO KomnsioTep
v ®3 Program Data B WORKADO1 KoMnbloTep
| System bl HokyMeHTbI O6wan nanka
» B3 Users Komapos Mnbs Monv3sosaTens
v+ ¥ ObbeKTbl rpynnoBoii NONUTUKK Mapkos MNasen KoHTakT
» ¥ CoxpaHéHHble 3anpocsl Opnos Muxaun Monev3oBaTens

administrator@test.alt

Puc. 210
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ADMC. Konmexcmuoe merio noopazoeieHusi 8 005eKkmax epynnosslix noIumuK

M - O X
da

iwn [eictene Bug Hactpoitku [omouws

% LenTp ynpasnenus Active Directory [del.test.alt] OU

b e test.alt MNpuBAsaHHbIe NONUTUKK | Hacnegyemble NONMTUKW
~ B Obvexrvi rpynnosoii nonmTikw Mops™ MmMa MpuHyauTensl OTKNIOYEHO
’ %:@isgae:’taultDomain Policy 21 YcTaHoBKa NaKeToB v
- ® 2 SKcnepMMeHTaNbHbIE NONTMTHUKK v

» 5 Domain Controllers
» & KDE

Co3p0aTe nogpasneneHue

v ¥ Bce nonuTuKM

y B CoxXpaHEHHbIe 3anpocel Co3pgaTh NONMTUKY U CBA3ATH C 3TUM NoAPasaeneHueM

CBA3aTh CYLWECTBYIO LY NONMTHUKY
BrnokupoBaTk HacnegoBaHUe
MNepermMeHoBaTh

YoanuTe

OBbHOBUTB

CeoWcTBa

administrator@test.alt

Puc. 211

ADMC. Co3z0anue o6vekma epynnosou noJumuKu

m Co3naTe rpynnoBy NOAMTHKY — 0O X

HNma: [Eontml_ping| l

X Cancel & oK
c

Puc. 212

PenakTupoBanne HACTPOEK IPYIITOBOM MOJUTUKH:

- B KOHTEKCTHOM MEHIO MOJIUTUKHU BBIOpaTh MyHKT «M3MeHUTS...» (Puc. 213);

- OTKpoeTcs OKHO peaakTupoBanus rpynnoBbix noiautuk (GPUI) (Puc. 214);

- mepeltu B «Kommbrorep» — «AIMUHHCTpaTUBHBIC Ma0noHb — «Cuctema ALT». 3nech ecth
HECKOJIBKO pa3/ieioB, COOTBETCTBYIOIUX KaTreropusM control. Betopats pasaen «CereBble mpuio-
KEHHS», B IPABOM OKHE pelakTopa 0ToOpa3uTcs cucok nonutuk (Puc. 215);

- IIEJKHYTb JIEBOM KHOIMKOM MBIIIK Ha nosuTHke «Paszpemenus mis /ust/bin/pingy. OTkpoercs aua-
JIOTOBOE OKHO HaCTPOMKHM MOJIUTUKU. BeiOpaTh nmapameTrp «BkitoueHo», B BBINAJAIOLIEM CIIMCKE
«Komy pa3zpelieHo BBIMONHATH» BbIOpaTh MYHKT «ToyibKO root» um Haxarh KHONMKY «OK» (Puc.
216);

- mocye OOHOBJICHHS TMOJUTUKU HA KIUEHTE, BBINOJIHATH KOMAaHIy ping CMOXET TOJBKO aIMHHHU-
CTpaTop:

$ ping localhost
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bash: ping: xomMaHIa He HaWIeHa

$ /usr/bin/ping localhost

bash: /usr/bin/ping: OTkazaHo B IOCTyIIE
# control ping

restricted

ADMC. Konmexcmuoe mento 00vekma epynnogou noaumuKu

®aitn  [Leitcteme Bug HacTpoiiku [Nomows

7%
)

% LlenTp ynpasnenus Active Directory [dcl.test.alt] | Control_ping

b e testalt MecToHaxoxaeHue ~ Mpunyoutenst OtknoveHo TyTb
~ P2 O6bexTbl rpyNNoBoi NONUTHKM & KDE test.alt/
* & testalt = ou test.alt/

v (& Default Domain Policy
» "5 Domain Controllers
» M@ KDE
~ & ou
R ———
» &) YcTaHOBKa NaKeToB
» (2 SKcnepUMeHTaNbHbIE NONUT
v M8 TEST JNobaBuTb CBA3L...
» %3 Bce nonutukm
» ¥ CoxpaHéHHble 3anpocsl Mepenmeriosats

OTKnoYeHo

Yoanute

OBHOBUTL

CeoiicTea

administrator@test.alt

Puc. 213

Mooyne pedakmuposanus nacmpoex knuenmckot kongueypayuu (GPUI)

ar GPUI - o
daitn Bug MNomouws

IHOHCK,,, ] - KomneioTep MomoLwe:

- [smb://dc.test.alt] - Control_ping F7 Nonbsosatens LLlabnoH NnoKanbHbIX FpyNNoBbIx

» B KomnsioTep NOJIMTHK

» % MonbsosaTens

Puc. 214
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Mooyns pedaxmuposanusi Hacmpoek kiuenmcxou kougueypayuu (GPUI)

GP
ul

GPUI - 0O X
dain Bug MNomouwp
INomck... PaspelueHue Ha Mcnonbsosanue fusr/bin/mtr MomoLue:
- [smb://dc1.test.alt] - Control_ping Paspewenus ana fusr/bin/ping HacTpofika MapaMeTpoB ceTeBbix
- B KomnsioTep Paspelwenus Ana Just/sbin/pppd npunoXeHnH.

- : AIMUHUCTPaTUBHbIE WABNOoHBI
» 7 KomnowenTsl Windows
v B3 MeHio «llyck» 1 naHens 3a0ay
+ 7 Manens ynpasnexns
+ B3 MpunTeps
v B2 Cems
3 : CucreMa
~ B3 Cucrema ALT
+ 7 BesonacocTs
+ B3 BupTyanusaums
] padmueckan nogcucTemMa
P2 Mpynnosble nonUTHEK

Paspewenuna ona wireshark-capture (dumpcap)

13
3
+ ¥ MoHTupoBaHue
+ 7 HacTpoitkm KDE
+ B3 HacTpoiikn Mate
+ B3 Mpasuna Polkit
+ B2 MpunoxeHus ana CD/DVD
+ B Cnym6el
+ ¥ Ynanenrbiit goctyn uepes Vino
+ 7 ¥Ynpasnenue nakeTaMum
» 7 Gnpekc
v B7 Google
» B2 Mozilla
+ ®7 HacTpoiikn
+ ¥ HacTpo#ku cucTemsl
+ % MNonbsosaTtens

Puc. 215

GPUI. [luanocosoe okHO HACMPOUKU NOJUMUKU

o
b GPUI m]

®aiin Bug MMomouwe

||_|OHCK... o
MonuTuka: Paspewenus ang fusrfbin/ping
v [smb://dcl.test.alt] - Control_ping =
~ B KomnbioTep
-— CocToaHWe NONUTHUKK MopnepxuBaeTcs Ha:
* I AOMWUHWUCTPaTUBHbIE WabnoHkl
+ ¥7 KomnoneHTsl Windows ) He ckoHdHrypnposaHo 8 MnaTtdopma ALT Kak MUHUMYM
+ 7 MeHio «lTyck» v naHens 3afay )
+ B3 Nanens ynpasnenus (e Brntouero
+ 3 NMpunTepsl
+y B Cems @ @I KoMmMeHTapuii:
v B3 Cucrema
« B3 Cucrema ALT OnucaHue: Onumm:
3 : besonacHocTe Komy paspewero Tonbko root -
» B2 BupTyanusauus BBINONHATL:
+ B Mpaduueckan nofcucTeMa Momowue:

+ 7 pynnosbie NoNUTHKK
» ¥ MouTupoBaHue
+ 7 HacTpoiiku KDE

3Ta noNUTUKa onpefenseT
paspelueHus ons Jusr/bin/ping

» ®7 HacTpoitku Mate Niboit nons3oBaTens —
+ 3 Npaeuna Polkit ntoboit NoNb30BaTeNb MOMET
vy B2 MpunosxeHua ona CD/DVD sanyckaTb fusrfbin/ping

~ B7 CeTeBble npunoxeHus
PaspelueHme Ha MCNONb30BA. ..

bk Nonb30BaTENAM U3 MPYNnb
B Paspewenus ans Jusr/binfping «netadmin» paspeleHo

[pynna netadmin —

Paspewenusa gna fusrfsbin/p... sanyckaTb fusrfbin/ping
Paspewenusa gna wireshark-c...
v B Cnyw6sl Toneko root—Tonsko
» 7 Ymaneuusii nocTynyepes Vino cynepnonssosatens (root)
v : YNpaBneHHe MaKeTaMu MOXEeT 3anyckaTb fusr/bin/ping
» 7 Anpekc - .
+ 77 Google | OTtMeHa || OK
+ B3 Mozilla B = = |

Puc. 216
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[Tpumep co3manus rpynmnoBoil nonutuku Ha MamuHe ¢ OC Windows:

Ha MalIuHe, ¢ ycTaHoBIeHHBIM RSAT, oTKpBITH OCHACTKY «YTpaBiieHUE TPYNIOBBIMHU MOJUTHKA -
MI» (gpmc.msc);

co3aTh HOBBIM 00bekT rpymnmnoBoi nonmutuku (GPO) u cBsazare ero ¢ noapasaenenueM (OU), B
KOTOPBII BXOJST MAIIMHBI WM YYETHBIE 3aIMCH TTOJIb30BaTEIICH;

B KoHTeKCTHOM MeHI0 GPO, BriOpaTh MyHKT «M3MeHUTS...». OTKpoetcs peaaktop GPO;

nepeiitu B pazaen «Kondurypauusa komnbiotepa» — «[lomutukm» — « AAMHUHUCTpaTUBHbBIC 1A~
6moub» — «Cuctema ALT». 3nech ecTb HECKOJIBKO MO/Ipa3/ieioB, COOTBETCTBYIOIIUX KaTerOpH-
sM control. BeiOpate pa3nen «CereBble MPHIIOKEHHS», B IPABOM OKHE PEAAKTOpa OTOOpa3UTCS
cnucok nonutuk (Puc. 217);

MBIl INEJTKHYTh JIEBOW KHOIKOW MBIIIKM Ha monuThke «Paspemenus s /usr/bin/pingy.
OTkpoeTcs TUaoroBoe OKHO HAcTpoiiku nonuTuku (Puc. 218). BeiOpars mapametp «BKIIOYUTHY,
B BBITIQ/Ia01EeM criucKke « KoMy pa3pemnieHo BBITIOMHSATEY BBIOpATh MyHKT « TOJIBKO 100ty U HaXaTh
KHOIIKY «IIpumeHuTh».

Pazoen «Cemesvle npunosicenusy

=/ PeaakTop ynpaeneHuA rpynnoesIMm NoanTHKaMI E@

®ain  [Jeiictene  Bwg  Cnpaexa
e @ = HB= 7T

= Monutuka Control_ping [DC1LTEST.ALT] || CoctoaHme CoctoaHue
4 [l KoH@urypauua KomMneoTepa
4 | Moautuen
| Konpurypaums nporpamm
| Kondurypauma Windows
4 || AgMUHWCTPETMBHEIE LIBBNOHEI: Crpejener
| Google
| Mozilla
4 || Cuctema ALT
| BescnacHocTe

a3peLlEHNE Ha nenonk3osaHne Jusr/bin/mtr £ 334aHa
P [usr/b t H

i Paspewenua ana fusr/bin/ping He zaganHa
\i3) Pazpewernna ana fusr/sbhin/pppd He zapanHa

|53 OyHKUMOHANBHBIE BOSMOMHOCTI W Pa3PELLEHKMA ANA wiresh.., He 3apaHa

Buptyanusaymns
Mpadmyeckan nogcncTema
TpynnoskIE NOANTHKN
MoHTnpoeaHne
Hacrpoiikn KDE
Hactpoiikw Mate
Mpwnoxerna gna CO/DVD
CeTeBble NPUAOHEHNA
CryBel

¥panenHbiii goctyn wepes Vine Il e T ,

] [ » PacLumpeHHbiii )\CTaH,qapTHblﬁ/

4 napameTpos

Puc. 217
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Honumuxa «Paspewenus ons /usr/bin/ping»

A Paspewwenua gna fusr/bin/ping = @

[E] Paspewenus ans fusr/bin/ping

Mpeawaywnii napamerp ‘ l Chegyrownii napameTp

") He saaao KommeHTapuii: /
@ BraouuTe
) OmkntoumnTe e
Moaaepxueaerca: g Mnatdopma ALT kak MuHUMYM -
Mapametp: Cnpaeka:
Komy paspellsHo BeinoaHATE: 3Ta NONWTWKE ONPEAENAET paspelueHna gna /usr/bin/ping 5
Ty :

MoBeil nonesoeatens — NoGoil NONB30BATENL MOMET
Toneko root bd sanyckats /usr/bin/ping

nna netadmin — nons3oBaTenamM us rpynnel «netadmins
T etad etad
paspelleHo 3anyckate /usr/bin/ping

Toneko root — ToAeKo Cynepnons3oeatent (root) moxer
sanyckate fusr/bin/ping

MoBoil nonesoeatent (B KoHTeliHepax) — noBoil NoNL30BaTENL
MOKET 3anmyckate fusr/bin/ping (B KoHTelHepax)

Ipynna netadmin (B koHTEliHEpaX) — NONB3ICBATENAM W3 TPYNNEI
«netadmin» paspelero samyckats /usr/bin/ping (8
KOHTEHEpax)

[ OK l l OTmeHa ‘ l MpumMeHuTE

Puc. 218

IIpumegyanwue. [Iyigs TMarHOCTUKA MEXaHM3MOB MPUMEHEHHUS TPYIIOBBIX MOJUTHK Ha KIIUCHTE
MOYKHO BBIITOJIHUTh KOMaHIY:
# gpoa --loglevel O

B BbIBOZIE KOMaH 1Bl OyAyT (UTYpPHPOBATH MOJYUYCHHBIC TPYMIIOBbIE 00BEKTHI. B uacTHOCTH, COOT-

BETCTBYIOIIMH YHUKaIbHBIN Ko7 (GUID) oObekra.

5.10 BBop paboueii ctaniuu B 1omeH FreelPA

Hwuxe npuBeneHa MHCTpyKLUs 10 BBOAY paboueit ctanuuu noj ynpasieHueM OC «AnbT Pabo-
qasi craHUus» B 1oMeH FreelPA.
5.10.1 VYcranoska FreeIPA kinuenta

Y CcTaHOBUTH HEOOXOIUMBIE TTAKETHI:
# apt-get install freeipa-client 1libsss sudo krb5-kinit bind-utils
libbind zip task-auth-freeipa

[Ipumeuganue. Ouuctutes KoHUrypamuio freeipa-client HeBo3MOXkHO. B ciyuae eciau 310
HeoOXouMo (Harpumep, Ul yAajleHus], nepeycTaHoBKH freeipa-client) cienyeT nepeycTaHOBUTH CHCTE-

My.
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5.10.2 Hactpoiika cetu
KinenTckue KOMIbIOTEpHI TOJKHBI OBITH HACTPOEHBI HA Hcnoib3oBaHue DNS-cepBepa, KOTOpbIi
Obl1 ckoH(uUrypupoBaH Ha cepBepe FreelPA Bo Bpems ero ycranoBku. IIpu momydenun IP-aapeca mo
DHCP nannsie o cepepe DNS Taxxke momkHbl ObITh mostyueHsl oT cepsepa DHCP. Hwke npuBenen
nprUMep HACTPOUKHU ceTeBOTo uHTepgeiica co crarnyeckum [P-agpecom.
B cereBbIx HacTpoiikax HEOOXOAMMO yKa3aTh UCHOJb30BaTh cepBep FreelPA st paspemienus
UMEH. DTH HaCTPOMKH MOKHO BBINOJIIHUTH Kak B rpaduyeckoM uHTepdeiice, Tak 1 B KOHCOJIH:
- B LIYC B paznene «Cerb» — «Ethernet untepdeiicb» 3a1aTh UM KOMIIBIOTEPA, YKa3aTh B M0JIE
«DNS-cepBepsi» [P-anpec FreeIPA cepBepa u B nosie «JloMeHbI OUCKa» — AOMEH Ul IOUCKA
(Puc. 219);

Hacmpoiixa na ucnonvsosanue DNS-cepsepa Freel PA

LeHTp ynpasneHUa cucTeMoi X

i=rnaeHan W Pexum skcnepta A Beixog @Cnpaakza

WmMa komneloTepa: | compll.example.test

NuTepdeiics

CeTesan kapta: Intel Corporation 82540EM Gigabit Ethernet Controller
NPOoB0A NOLCOERMHEH
MAC: 08:00:27:81:be:dd
WHTepgenc BIKIHYEH
Bepows npotokona IP: [IPvd  ~ | W] BRIHOYWTE
KoHpurypaums: | Bpyunyo b
192.168.0.44/24

IP-appeca: Yaannte

Oobaewute T IP: /24 (255.255.255.0) - JNobaEuTh

LNz MO yMOAYaHUID: | 192.168.0.1
DN5-cepeephl: |192.168.0.113 8.8.8.8

[JoMeHel noncka: |example.test

[HECKONBKD SHAYEHWA 3ANWCRIBAITCR Yepes npoben)

JononHUTENLHO...

MpUMEHKWTE CopocuTe

Puc. 219

- B KOHCOJIH:
®  3a]aTh UM KOMIIBIOTEpA!
# hostnamectl set-hostname comp02.example.test
» go6aButh DNS cepBep, ans 3Toro HeoOXoamMo co3nath ¢ain /etc/net/ifaces/
eth0/resolv.conf co ciaeayrouuM COIEPKUMbIM:

nameserver 192.168.0.113
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rae 192.168.0.113 — IP-anpec FreelPA cepsepa.
= yka3ath ciayxo0e resolvconf, ucnonszoBate DNS FreelPA u nomen ais noucka. st atoro
B daine /etc/resolvconf.conf 106aBUTH/OTPEeIaKTUPOBATH CIEIYIONINE TapaMeT-
pBI:
interface order='lo 1o0[0-9]* lo.* ethO'
search domains=example.test
riae ethO — uaTepdeiic, Ha koTopoMm nocryneH Free[PA cepsep, example.test — momeH.
= o6HOBUTH DNS anpeca:
# resolvconf -u
B pe3ynbTaTe BHINOIHEHHBIX ASUCTBUH B (aiie /etc/resolvconf.conf AOMKHBI MOSBUTh-
Csl CTPOKHU:
search example.test
nameserver 192.168.0.113
[Ipumeuanue. Ilocne u3MeHeHHs] UIMEHU KOMIBIOTEPAa MOTYT MEPECTaTh 3aMyCKaThCs MPHIIO-
skeHus. [ perienus 3Toi mpoOiieMbl HEOOXOAUMO Tepe3arpy3uTh CUCTEMY.
5.10.3 Tloaxmrouenue k cepepy B LIYC
Jlnst BBota paboueit ctaniuu B nomeH FreelPA, neo6xonumo B IIYC niepetitu B paznen «Ilonb3o-
BaTe» — «AyTeHTU(DUKAII.
3neck cienyet BeiOpaTh MyHKT «JlomeH FreelPAy, 3anomuauth nons «Jomen» u «Ms KoMIbio-
tepa» (Puc. 220), 3areM HaxxaTh KHONKY «[IpuMeHUTDHY.
B oTkpriBIIEMCSl OKHE HEOOXOAUMO BBECTH MMS MOJIH30BATENS, UMEIOUIET0 MPaBO BBOJAUTH MaIIH -

HBI B IOMEH, U ero napoisb (Puc. 221) u Haxats kHonKy «OK».
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Be6o0 6 oomen FreelPA 6 [lenmpe ynpaénenusi cucmemou

LeHTp ynpasneHUa CUCTeMOIA x
i=TnaeHan W Pexum skcnepta XK Boixog @Cnpaﬂr{a

NokaneHar Baza Nnone3oEaTensi

JomeH ALT Linux uau Astra Linux Directory

Jomen: |test.alt

K3lMpoBaTk ayTeHTMGUKALWMI NPY HEAOCTYNHOCTI CepBepa JoMeHa

JomeH Active Directory

& 5550 (B eAMHCTEEHHOM AOMEHE)

Winbind (e cnoXHbx AoMeHax)

® NowmeH FreelPA
Jomen: example.test

lma komnetoTepa: | comp0l

HacTpoiiki SS5D...

BHWmaHwe!

MaMeHeHMe gomeHa sapa6oTaeT To/LKO Nocne Nepesarpyski KoMNbioTepa

BOCCTAHOEWTE hainkl KOHGUIYpaLWK No ymonuanwio (smb.conf, krb5.conf, sssd.conf).

MpUMEHUTE

Puc. 220

Ilapamempwi yuemmoti 3anucu ¢ npagamu NOOKIOUEHUs K 0OMeH)

BeegnTe Nnaponk 4nA YYETHOR 2annci
C NpagamMi NoAKMKKYUEHWA K JOMEHY.

Mma nons3oeatens: | admin

MNaponk: sscscees O |

QK OTMeHa

Puc. 221
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B cnyuae ycnenrHoro nokito4deHus, Oy1eT BBIBEICHO COOTBETCTBYIOMIee coodmienue (Puc. 222).

llooknouenue k cepsepy FreelPA
WHdopmayna

o fAoBpo No%anoeats B
AomeH example.test.

[ Po |

Puc. 222
Hanee crnemnyet nepe3arpy3uTh pabo4yyro CTaHIUIO.

5.10.4 TloxpxiroueHue K cepBepy B KOHCOJIN
3amyCcTUTh CKPUNT HACTPONKU KIIMEHTA B MTAKETHOM PEKUME:
# ipa-client-install -U -p admin -w 12345678
WA UHTEPAKTUBHO:
# ipa-client-install
Ecnu Bce HacTpoeHo, BEPHO, CKPHUIIT JOJIKEH BBIIATh TAKOE COOOIIEHHUE:
'''"Discovery was successful!'''
Client hostname: compOl.example.test
Realm: EXAMPLE.TEST
DNS Domain: example.test
IPA Server: ipa.example.test
BaseDN: dc=example,dc=test
Continue to configure the system with these values? [no]:
HeobxommMo OTBETHTH «yes», BBECTH UM MOJIH30BATENs, UMEIOIIEr0 MPaBO BBOJIUTH MAIIUHBI B
JIOMEH, U €ro NapoJib.
[Ipumeuanue. Eciu npu BXxose B JOMEH BO3HUKAET Takasi OLINOKa:
Hostname (compOl.example.test) does not have A/AAAA record.
Failed to update DNS records.
Heob6xomumo nposeputs IP-aapec nomennoro DNS cepsepa B daiine /etc/resolv.conf.
B cnyuae BOSHUKHOBEHHsI OMIMOKH, HEOOXOIMMO TIEpe]l TOBTOPHON YCTAaHOBKOW 3aIyCTUTh IPO-
uenypy yaajaeHus:
# ipa-client-install -U --uninstall
Jlnst paGoThl sudo-MMOIUTHK JJI JOMEHHBIX TOJIh30BaTeIeH Ha KIIMEHTCKOW MaIlMHE HeOOXO0IUMO
paspemmTh goctyn k sudo:

# control sudo public
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5.10.5 Bxon nosb3oBarens
B okne Bxona B cucreMy HeoO6xoauMo Haxath cchliky «Hert B criucke?» (Puc. 223), B OTKpbIB-
IIeMCsl OKHE BBECTH JIOTHH YUYETHOM 3alucH moJib3oBatelis joMeHa (Puc. 224) u naxats <Enter>, BBecTH
apoJib, COOTBETCTBYIOIIMM 3TOH yueTHoH 3anucu (Puc. 225) u Haxats <Enter>.
OxkHo 6x00a 6 cucmemy

MH, 17 mapTa 14:06

HeTt B cnucke?

Puc. 223

Bx00 nonvzoseamens

MHu, 17 mapTa 14:06

ivanov

Puc. 224
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3anpoc naponsa

MH, 17 mapTa 14:06

Puc. 225

[Ipu mepBoM BXoje mosb30BaTeliss OyJIeT 3alpolleH TeKyIIui (YCTaHOBJIEHHBIH aJMUHHCTPATO-
pPOM) IapoJib U 3aTEM Y IOJIb30BaTeNsl 3alpalliBacTCsl HOBBIM Mapoib U ero noarsepxkiaeHue (Puc. 226,
Puc. 227).

3anpoc mexywezo napons npu nepsom nookarouenuu Kk cepsepy FreelPA

[Tekywumit napone

Cpok feicTemA napons McTEK. He
M3MEHWUTb BaLl Na

Puc. 226

3anpoc noeoz2o napons npu nepgom nooknodenuu k cepsepy Freel PA

Hoswiii napons

Puc. 227
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ITocne nepBoil aBTOpU3aIMK TOMEHHBIN I0JIb30BaTENb OyJET OTOOpaKaThCs B CIUCKE MOJIb30Ba-

tenei (Puc. 228). OTkinounTh 0TOOpaKeHHE CIUCKA I0JIb30BaTENeH Ha SKpaHe BX0/a MOKHO B MPUIIO-

xenuun «Hactporiku GDM» (Puc. 229) (momkeH ObITh ycTaHOBIIEH TTakeT gdm-settings).

=

ab

€«

R

Cnucox noavzoeameieil

Mu, 17 mapTta 14:55

WMBaHoB MBaH

& OpnosMuxaun

Het B cnncke?

Puc. 228

Omxknouenue cnucka noib3osamernetl Ha IKpaHe 6xo00a

BHeLWHWIA B1g

WpudsTel

BepxHan naHens

3ByK

Mbiwb M ceHcopHan nadent
Huecnnei

SKpaH BXOAA B CUCTEMY
MuTanne

HHCTPYMEHTbI

DKpaH BXOAA B CUCTEMY x

OTKNIOYMTL KHONKKM Nepe3anycka

OTKNIOUUTE CNUCOK NONb30BaTEN A (:)

BrniounTe noroTin

MpueeTcTBeHHOe cooblieHne

BrnwounTe

YBenM4nBeaTh c

Puc. 229
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[Ipumevanue. [ng oTKIOYEHHS OTOOpaKEHHsI CIUCKAa II0JIb30BATENCH MOXKHO TaKxkKe
BOCTIOJIb30BAThCS CICAYIOMIAM PEIICHUCM:
1) co3matk (aitn 96-local-gdm-settings B karanore /etc/dconf/db/gdm.d/ (kaTanor HyxHO TIpenBapu-
TEJBHO CO3/1aTh, €CIIU €T0 eIlI€ HEe CYIIECTBYET) CO CIEAYIOLIUM COIACPKUMBIM:
[org/gnome/login-screen]
#OTKJIOUUTEL CIMCOK I10JIb30BaTeJIeNn
disable-user-list=true
2) coznarts ¢aiin /etc/dconf/profile/gdm co ciemyrommm coaepKIUMbIM:
user-db:user
system-db:gdm
file-db:/usr/share/gdm/greeter-dconf-defaults
3) BBIOJIHATH KOMaHY:

# dconf update
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6 CPEJICTBA YAAJIEHHOI'O AAMUHUCTPUPOBAHUA

JlanpHeiime pa3aessl OMMCHIBAIOT HEKOTOPBIE BO3MOXKHOCTH ncnoib3oBanus OC «Anst Pabouas

cTaHlus», HacTpauBaemsble B L[V C.

6.1 Bxon B cucremy

Hauatpe paGoTy mo HacTpoWKe CHCTEMbI MOXHO Cpa3y Iocje e€ YCTaHOBKHM, MCIIOJIb3Ys Ui Ha-

cTpoiiku «LleHTp ympaBieHus: cucTeMoii» — BeO-OpHEHTUPOBAHHBIN HMHTEp(Ec, MO3BOISMIOMNN yIpaB-

JSATh CHCTEMOW C JIFOOOr0 KOMIbIOTEpa ceTu (cMm. pazaen «lMcmombp3oBaHue BeO-OPHUEHTHUPOBAHHOTO

LIYC»).

6.2  KoudurypupoBaHue ceTeBbIX HHTEP(EIiCOB

OC «Aunpt Pabouas craHuus» MOAIEP)KUBAET caMble pa3HbIE CIIOCOOBI MOJKIIIOUEHHS K ceTu MH-

TEpHET:

Ethernet;

PPTP;

PPPoE;

U T.J.

JInst HaCcTpOMKH MOJKITIOUEHUS MOXKHO BOCIIOIB30BATHCS OJHUM U3 pasznenoB [[YC «Cetb»:
Ethernet-unrepdeiicor;

PPTP-coennuenns;

PPPoE-coennuenus;

OpenVPN-coennneHus.

Kondurypuposanue cereBbix uHTepdeiicoB ocymectnisercs B monyne LIYC «Ethernet-untep-

detice» (makeT alterator-net-eth) usz pazaena paznen «Cets» (Puc. 230).

B monyne «Ethernet-untepdeiichl» MOXXHO 3aMOJIHUTH CIEIYIOLIUE MTOJIS:

«MMs xoMrproTepa» — yka3aTh ceteBoe uMs [I9BM B nose A BBoJa MMEHH KOMIbIOTEpa (3TO
o0mmii ceTeBOl MmapaMmeTp, He MPUBS3aHHBIA K KaKoMy JIMOO KOHKpeTHOMY uHTepdeiicy). Ums
KOMIThIOTEPA, B OTIWYHME OT TPaJAMIIMOHHOTO MMeHH XocTa B Unix (hostname), He coAep>KUT Ha-
3BaHUS CETEBOrO JIOMEHa;

«MHuTepdeiicel» — BBIOpaTh NOCTYMHBIN ceTeBON MHTEpdeic, A KOTOPOro OyIyT BBITOIHATHCS
HaCTPOWKHU;

«Bepcus nporokona IP» — yka3ars B BhINAJaroIIEeM CIHMCKE BEPCHIO UCIOIb3YyEMOTO MPOTOKOJIA
IP (IPv4, IPv6) u yOenuThcs, 4TO MyHKT «BKIIOUNTEY, 00ecneunBaromnii MOIIEPKKY PaOOTHI

MPOTOKOJIa, OTMEUEH;
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Hacmpotika mooynsa «Ethernet-unmepdgbeticol »

MMA KOMNBOTEPa:  newhost

WHTepheich
enp0s3 “  C(CeTesas kapta: Intel Corporation B8254@EM Gigabit Ethernet Controller
NPoBOJ MOACOEeAUHEH
MAC: 08:00:27:81:be:4d
MHTeppenc BKJHYEH

NIRE N

Bepcua npoTokona IP: | [Pyd w BRNHOUMTEL

KoHdurypauwa:  BpyuHylo A

192.168.0.199/24 “ ¥Ypanwtb
IP-agpeca.

-

DNoGaeuts 1t IP: 24 (2552552550) [NobaBnThL

Wz no ymonuaHwo:  192.168.0.1
DMNS-cepeepel: 192 16801328888

NomeHsl noncka: | testalt

[HECKONLKD 3HAYEHWIA 3ANKCLIBANTCA Yepe3 npoben)

[ononHUTENLHO...

MpHMEHHT b COpocHTL

Puc. 230

- «Koudurypamus» — BeiOpath crioco06 HazHauenus [P-aapecos (ciayx6s1 DHCP, Zeroconf, Bpyu-
HY10);

- «IP-agpeca» — myn Ha3HaueHHBIX [P-anpecoB u3 nomns «J{o6aButs 1 [Py, BEIOpaHHbIE afpeca MOX-
HO YAQJIUTh HAKATUEM KHOIIKH «Y JaJIUTh;

- «Jlo6aButh 1 IP» — BBecTu IP-agpec BpydHyto U BBIOpaTh B BBITIAJAIONIEM TI0JIE MPEAOYTUTEIh-
HYIO MacKy CETH, 3aTeM Ha)KaTh KHONKY «/[00aBuTh» Ass nepeHoca aapeca B myin mois «IP-aape-
ca»;

- «lllnro3 no ymonyanuio» — B 1oJji€ A5 BBOJAa HEOOXOAMMO BBECTH aJIpeC I1IJIK03a, KOTOPBIM OyaeT
HCITIOJIB30BATHCA CETHIO M0 YMOJIYAHUIO;

- «DNS-cepBepb» — B moJjie A BBOJa HE0OOXOIUMO BBECTH CIUCOK IpeanouTuTenbHbix DNS-cep-
BEPOB, KOTOPBIE OYIyT MOJIy4aTh HH(GOPMAILIMIO O JOMEHAX, BBIIOIHATH MAaPLIPYTU3ALUIO TIOYTHI
U YIIPaBJISITh 00CITYKUBAIOIIKMMU y3JIaMHU U1 IPOTOKOJIOB B IOMEHE;

- «/lomeHbI moucka» — B MoOJ€ JUIsl BBOJIa HEOOXOUMO BBECTH CIUCOK MPEINOYTUTENBHBIX JOME-
HOB, 10 KOTOPBIM OYZET BBITIOIHATHCS TTOUCK.

«IP-ampec» m «Macka cetm» — oOs3aTenbHbIE MapaMeTpbl Kaxaoro ysna IP-ceru. Ilepsblit
napameTp — YHUKaJIbHbBIH UIEHTH(PHUKATOP MAIIMHBI, OT BTOPOTO HANPSIMYIO 3aBHCHUT, K KAKMM MAaIlllHAM
JIOKQJIbHOM ceTH JlaHHas MaliuHa OyneT umeTh AocTyil. Eciu TpeOyercst BhIXOJ BO BHEIIHIOK CETh, TO

H606XOI[I/IMO YKa3aThb M[apamMeTp «[IImro3 mo YMOJTYAaHUTIOY.
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B cnywae nanmmums DHCP-cepBepa MOXKHO Bce BBILIENEPEUHUCIEHHBIE MapaMETPbl IOJIYYUTh
aBTOMaTU4yecKu — BbIOpaB B cniucke «Kondurypauus» myHkt «cnonszoBats DHCP» (Puc. 231).

Asmomamuueckoe nonyuenue nacmpoex om DHCP cepsepa

mA komneoTEpPa:  newhast

WHTepthelcsl

enp0s3 “  CeTesad kapTa: Intel Corporation B254@EM Gigabit Ethernet Controller
NPoBO4 NOACOEAMHEH

MAC: ©8:80:27:81:be:4d

o AR

Bepcua npotokona IP: | IPvd BHAHUYHTE

KoHurypauma:  McnonssosaTe DHCP v

[ ononHUTENLHO...

NMpUMeHHTb COpocHTb

Puc. 231

Ecnu B KOoMIblOTEpE MMEETCS HECKOJBKO CETEBBIX KapT, TO BO3MOXHA CHUTyalus, KOIZJa IpU
OUYepEeIHOM 3arpy3ke sapo npucBout uMmeHna uarepdeiicos (eth0, ethl) B npyrom mopsiike. B pesynbrare
uHTepErCh IOJyYaT He CBOU HACTPOUKU. UTOOBI 3TOTO HE IPOUCXOIUIIO, MOYKHO TIPUBS3AaTh HHTEP(]Eic
K UMEHHU 10 ero anmnapatHomy aapecy (MAC) unu mo MecTOnoI0KEHUIO Ha CUCTEMHOH IIIHHE.

JIONOMHUTENBHO Ui KaXJoro uHTepdeiica MOXKXHO HACTPOUTh CETEBYIO IOJICUCTEMY
(NetworkManager, Etcnet), a Takxe yka3aTh JOJDKEH JIM 3aIlyCKaThCs JaHHBIA HHTEp(ENC MpH 3arpys3Ke
cucremsl (Puc. 232).

Buvibop cemesoii noocucmemul

MuTepteiic: enp0s3
Ceteeas nogcuctema:  NetworkManager (etcnet) »

3anyckaTk MHTEpdEeIic NpK 3arpy3ke CMCTEMB

0K OTmeHa

Puc. 232

B cnucke «CereBas noacCuCcTeMa» MOXHO BbI6paTb CJICAYIOIIUC PCIKUMBI:
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- «Etcnety — B 3TOM pexxrMe HACTPOHKU OEpYTCs HCKIIOYUTEIBHO U3 (PaiijIoB HAXOAALIMXCS B KaTa-
Jore HacTpauBaeMoro unrepgeiica /etc/net/ifaces/<murepoderic>. HacTpoiiku ceTu Mo-
ryT usMeHsaThes 1160 B LIYC B nanHOM MoAyse, THO0 HANpAMYIO Yepe3 pedakTUpoBaHue ¢ailinos
/etc/net/ifaces/<unrepderic>;

- «NetworkManager (etcnet)» — B aTom pexume NetworkManager caMm HHUIIMHPYET CETh, UCIIOJIb-
3ysl B Ka4ecTBe MapaMeTpoB — HACTPoMku u3 ¢aitnoB Etcnet. HacTpoliku ceTr MOTYT U3MEHSATHCS
mu6o B LIYC B manHoM mojyne, MO0 HampsMyro depe3 penaktupoBanue (ainoB /etc/net/
ifaces/<unTepderic>. B 3TOM pexnMe MOXKHO MPOCMOTPETh HACTPOWKH CETH, HAIIPUMED,
nony4ennslii no DHCP IP-anpec, yepe3 rpaduueckuii nuntepgeiic NetworkManager;

- «NetworkManager (native)» — B JaHHOM peXUME YIpaBJICHHE HACTpOWKaMu WHTepdeiica mnepe-
naércs NetworkManager u He 3aBucut oT ¢ainoB Etcnet. YmpaBiasaTe HacTpoKaMu MOXKHO 4epe3
rpaduueckuii mHTepdeiic NetworkManager. ®aiinsl ¢ HacTpoKaMH HAXOIATCS B Kartajore /
etc/NetworkManager/system—-connections. DTOT peKUM 0COOEHHO aKTyaJieH JJisl 3a-
Jlad HACTPOMKHU CeTH Ha KiIHMeHTe, korja [P-anpec HeoOXoauMo moiyyaTh AUHAMUYECKH C ITOMO-
upto DHCP, a DNS-cepBep ykazath siBHO. Uepe3 [[YC Tak HaCTpOUTh HEBO3MOKHO, TaK Kak MpU
BKitoueHnu DHCP oTkirouaroTcs HacTpONKH, KOTOPBIE MOYKHO 3a/1aBaTh BPYUYHYIO;

- «He kouTponupyercs» — B 3T0M pexxume uHTepdelic Haxoaurcs B cocTossHiM DOWN (BBIKITIO-
YeH).

6.2.1 [ToaroroBka pabounx cTaHIUN

Jli1g ceTeBOM yCTaHOBKHM clleyeT 00eClednTh BO3MOKHOCTD 3arpy3KHU 10 C€TH padounXx CTaHIMM,
Ha KOTOPBIX OyAeT mpou3BoauThes yctaHoBka OC.

BonbmIMHCTBO COBPEMEHHBIX MAaTEPUHCKUX IJIAT UMEIOT BO3MOXKHOCTh 3arpy3KH MO CETH, OJIHAKO
OHa 0 YMOJIYaHHUIO MOXeT ObITh oTKioueHa B BIOS. Paznuunble MpoM3BOANUTENN MAaTEPUHCKUX ILJIaT
JIAI0T pa3Hble Ha3BaHMs JaHHOW BO3MOXKHOCTH, Hampumep: «Boot Option ROM» unu «Boot From From
Onboard LAN».

[TocnenoBarenbHOCTh YCTAaHOBKM IpH ycTaHOBKe ¢ DVD-aucka U mpu ceTeBoil yCTaHOBKE HE

OTJIMYAIOTCS IPYT OT JIpyra.

6.3  Coenunenue ynanéuusix opucos (OpenVPN-cepsep)

OC «Anbt Pabouas cTaHuus»  OPEAOCTABIAET  BO3MOXHOCTb  O€30IIaCHOIO  COEIUHEHHUs
ynan€HHbeIX oducoB, ucnonab3dys TexHoioruto VPN (anrn. Virtual Private Network — BuptyanbHas
YacTHasl CEeTh), KOTOpas IO3BOJSIET OpraHU30BaTh Oe30MacHble MU(PPOBAHHBIE COCIMHEHUS 4Yepes
nyOnuuHble cetd (Hanpumep, VHTepHeT) Mexay yOan€HHbIMM OpucCaMH WM JIOKAJIbHOM CEThI0 U
yAalIEHHBIMU I0JIb30BaTENsIMHU. TakuM 00pa3oM, MOKHO CBsI3aTh JiBa O(uca OpraHu3allM, YTO JEJIaeT

paboTy C JOKyMEHTaMH, PACIOJIOKCHHBIMH B CeTH yHaléHHOro odwuca, Oonee ynoOHoi. [lomumo
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COCZIMHEHUS LENBIX O(PHCOB, TAKXKE CYIIECTBYET BO3MOXHOCTh OPraHM30BATh JOCTYIl B O(UCHYIO CETh
JUisi paboThl B HEW H3BHE. DTO O3HAYAeT, HANpUMEp, YTO COTPYAHUK MOXKET paboTaTh B CBOEM
MIPUBBIYHOM OKPYXKEHHH, JaKe HAXOSICh B KOMaHIMPOBKE MIU MPOCTO U3 JOMA.
6.3.1 Hacrpoiika OpenVPN-cepBepa
OpenVPN-cepBep MoxkeT ObITH pa3BepHyT, Hampumep, Ha Oaze OC «AnwT CepBep» umm
OC «Anbt Pabouas cranuua. Moayns «OpenVPN-cepBep» (maker alterator-openvpn-server)
u3 pasnena «CepBepbl» mo3BoIsET 3a1aTh napameTpbl OpenVPN-cepsepa (Puc. 233).

Mooynv «OpenVPN-cepsep»

[ BrnounTe criyxéy OpenVEN

Tun:  MapwpyTHanpyemoe (TUN)

Cern cepeepa: | 197 168.0.0/255.255255.0 Yoanute

HoeaA ceTk:

Macka ceTn: /24 (255255255 0) ¢

OobaBHTh

VPN cete: 10.8.00
Macka ceTn: /24 (255 2B52550) W

AnropuTsm wudposanna: - default A4
ANropuTM Wnpoeadna TLS:  default W
AnropuTm X3wupoeanna; | default A4

[ oTrmounTE cornacoeaHne ANTOPUTMOE WWhpoeaHnA (MCP)
Mopt: 1194

[ cwatme LZO
| Mcnonkzoeate coeguHenne TCP

CeprudukaT w KmioM SSL...

Mono¥WTE cepTrduraT YL | BriGepuTe dain | Main He Belbpax MonoxHTL

CeTH KNHEHTORE...

MpUMEHHTb Chpocute

Puc. 233

Hcnonb3ys monyns «OpenVPN-cepsep» MOXKHO:
- BKIIOYHUTH/OTKIIOUNTH OpenVPN-cepsep;
- HACTPOWTH IIapaMETPBI CEPBEpA: THIL, CETH CEPBEPA, UCIIOJIb30BAHNE CHKATUA U T.11.;
- yOpaBJATh cepTUDUKATAMU CEPBEPA;

= HAaCTPOUTH CCTU KIIMCHTOB.
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Ocoboe BHUMaHME MpH IUIAHUPOBAHMM M HACTPOHKE MOIKIIOYEHHUH CcleayeT oOpaTHTh Ha
ucnojb3yemble ceT. OHU HE JI0JKHBI ITepeceKaThbCsl.

Jlnst co3manus COeIMHEHUST HEOOXOAMMO YCTaHOBHUTH (hJ1akoK «BrmrounTh ciayx0y OpenVPNy,
BBIOpATh TUIl MOAKIIOUEHHS: MapuipyTusupyemoe (ucnosnbsyercs TUN) uinm yepe3 MOCT (MCIONIb3yeTCs
TAP) u npoBepHUTh OTKPBIBAEMYIO 10 COCTMHEHUIO CETh (OOBIYHO 3TO JIOKaJIbHAsA ceTh B Buze IP-anpeca u
MacCKH TOJICETH ).

Jlg HacTpoliku cepTuduKaTa U Kitoda ssl HeoOxoIuMo HaXkaTh Ha KHOMNKY «CepTUUKaT U K04
ssl.». OTkpoetcst okHO Moayns «YmpaBieHue kimouamu SSLy» (maker alterator-sslkey) (Puc.
234).

Mooynv « Ynpasnenue knrouamu SSL»

HacTpoiiku SSL
Ofwee nMA (CN): | gpenvpn-server

(WMA KDMNETEPA ANA CEPBEPA UKW YTO-NME0 APYTOEe ANA KMMEHTE)

CrpaHa (C): gy

(aEyxGykBEHHLIA KOg CTPaHLL)
MecTononoxerne (L) | kaliningrad

(HaaeaHWe ropoga wnK oGnacTv, HANWCAHHOE NATHHOKMMK GykEaMK)

Oprannzaumna (0):

(Ha3BAHWE DPraHM3AUWM, HANMMCAHHOE NATHHCKMMK GyRBaMM)

Mogpazgenexdne (OU):

(Ha3eaHWe NOgPA3gENEHNA, HAMMCAHHOE NATMHOKAMK GykEamMK)

E-mail agpec

(E3wWw agpec aNeKTPOHHON NOYTE)

(Mepe)cozgaTs KNKOY W 3ANPOC HA NOANKCE  [oaTEepAWTE

Puc. 234

3nech HykHO 3anoiaHuTh mone «Oo6mee mms (CN)» u mone «Ctpana (C)» (IpONMHCHBIMH
OykBamu), oTMeTHTh NOYHKT «(Ilepe)cozmaTh K04 M 3ampoc Ha TOANUCH» M HaXaTh KHOMKY
«ITonrBepauThy. [Tocne dyero ctaHeT akTUBHON KHOTIKA «3abpaTh 3anmpoc Ha moamucky (Puc. 235).

3abpams 3anpoc Ha noonuce

Mognuce

Jabpartk 3anpoc Ha NOANHCE

Mono#1TE CePTIMNKAT, NOANNCAHHBIA Y11 | BulGepuTe daiin | @ain He BeIGpaH MonoxHTL

Puc. 235
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Ecimn Haxare Ha KHONKY «3abpaTh 3ampoc Ha MOJMNHCH», TOSBUTCS IHAJOrOBOE OKHO C
MIPEVIOKEHUEM COXpaHUTh ¢aiia openvpn-server.csr. Heo0xonumo coxpaHuTh 3TOT (ailnm Ha
JIMICKe.

B mopyne «VYnpasnenue xmrouamu SSLy» mosBuMiCS HOBBIM Kirod: «openvpn-server (Her
ceprucukara)» (Puc. 236).

Knrou openvpn-server

SSL Koun:

ahttpd (McTekaeT: 09.01.2025)
openvpn-server (Het ceptudmrkara)

HoBbli... H3ameHHTb...

|:| YOANUTE KN, CEPTUEWKAT W 3anpoc Ha Noanuck

Puc. 236

[Moanucate cepTudukaT MOKHO B MoayJe «Y nocroBepsitomuit Llentp» (maker alterator-ca)
Ha cepBepe.
[Ipumeuanue. MoxHO moanucath cepTu(UKAT B KOHCONH, ¢ momoiisio openssl. s atoro
HEO0OXOAMMO BBITIOJTHUTH CJICTYIOUTUE ICUCTBUS:
1. Jlis BO3MOXKHOCTH TOJINKCHIBATH JtOOBIE CepTU(PHUKATHI, HEOOXOIUMO OTKpHITH (aiin /var/
lib/ssl/openssl.cnf u U3MEeHUTH 3HAUCHUE TapaMeTpa policy Ha crneayrolee:
policy = policy anything
2. Co3pgare KaTajoru:
# mkdir -p /root/CA/demoCA
# cd /root/CA
# mkdir -p ./demoCA/newcerts
Co3znathb (aiin 6a3bl ¢ IEUCTBYIONIMMH U OTO3BAHHBIMU cepTU(UKATAMU:
# touch ./demoCA/index.txt

Co3nate daiin nHaekca 1uia 6a3bl Kirouei 1 cepTUPUKATOB:

# echo '01' > ./demoCA/serial

Co3nats daiin nHaeKca 11 6a3bl 0TO3BAaHHBIX CEPTU(PHUKATOB!

# echo '01' > ./demoCA/crlnumber
3. Co3marh «CaMOTOANMKMCAHHBINY CepTUPUKAT ca-root .pem U 3aKpBIThIA K04 ca-root.key,

KOTOPBIMHA 6y,HYT 3aBep$ITI>C5I/ HNOAMNKUCBIBATHCA KIIFOUH U CepTI/I(I)I/IKaTBI KIIMCHTOB!

# openssl reqg -new -x509 -keyout ca-root.key -out ca-root.pem
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BBecTtu naposs AJig 3aKphITOrO KJIF0Ya U OTBETUTH Ha 3apPOCHI O BIAJEIIbIIEC KII0Ya.
4. TloamucaTh 3ampoc Ha cepTU(HHUKAT CBOMM «CaMOTOMMUCAHHBIMY) Cca-root . pem cepTudUKATOM U
KIIFOYOM ca-root . key ¢ MOMOUIBIO CIeAyoIIeld KOMaHabl (HE0OX0IUMO ) :
# openssl ca -cert ca-root.crt -keyfile ca-root.pem -days 3650 -in
/home/user/openvpn-server.csr -out /home/user/output.pem
rje:
/home/user/openvpn-server.csr — myTh, 10 TOJYYSHHOTO B MOayJe «YTpaBieHue kiodamu SSLy,
daiina openvpn-server.csr;
/home/user/output.pem — aiin, B KOTOPBIi OyaeT 3amvcaH MO ITUCAHHBIN CepTUHUKAT.
[Ipumedanue. MOXHO TakKe YCTaHOBUTh NakeT alterator-ca Ha Paboueit craniuu
(alterator-ca He BxomuT B coctaB [SO-oOpaza nuctpuOyTHBa, €ro MOXXHO YCTAaHOBUTH W3
penosutopust pl1). UtoOwl moanucats cepTudUKaT HEOOXOIUMO TIEPEUTH B MOIYJb «Y JOCTOBEPSIOIIHIA
Lentp» —«YnpasineHnue cepTupUKaTaMi», HaAXKaTh KHOINIKY «Bbibepute daitny, yka3aTs myTh 10 (aiina
openvpn-server.csr U HaKaTh KHONKY «3arpy3uth 3ampocy» (Puc. 237). B pesynbrate Ha skpaHe
nosiBUTCSL Be rpymnmnel mudp u kHomka «llommucare» (Puc. 238). HeoOxomumo HaxkaTh Ha KHOIIKY
«ITonmucate» 1 coxpanuTh (a1 output . pem (MOAMMUCAHHBIN CEPTH(UKAT).

3anpoc Ha noonuce cepmugpuxama

YnpaeneHune ceprupuEaTamm

|| BrniounTts exeHeBHLIE DBHOBNEHNA B MpUMEHHTb

Mognucate cepTudimkar

| BuifiepuTe dann |open'.fpn—5er'.fer.csr Jarpy3nTb 3anpoc

Puc. 237

[onnucanuelid cepThHUKAT CIEAYET MONOKUTH K ero Kirouy. s aToro B pasznuene «YIpaBieHHe
kiroyamu SSLy HeoOXoIuMo BBIIENNUTH KItou «openvpn-server (Her ceprudukara)» v HakaTh KHONKY
«3mennthy». B mosBuBmemcs: okne, B myHKTe «llomoxute ceprudukar, moanucanHeii Y1y HyKHO
Ha)XaTh KHONKY «BwiOepute daitn», ykasate myTh 10 ¢ailna output.pem M HaxaTh KHOIKY
«ITonoxure» (Puc. 239).

B Monyne «Ympasnenue kirodamu SSLy, BHIHO, YTO KIIIOY openvpn-server (MCTEKaeT W jaTa)

n3Mmenuics. Kimrou CO34aH U IIOAIIMCaH.


https://www.altlinux.org/Alterator-ca
https://www.altlinux.org/Alterator-ca
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3anpoc na noonuce cepmugpuxama

Certificate Request:
Data:
Version: 1 (@x@)
Subject: CN = openvpn-server, C = RU, L = Kaliningrad
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

RSA Public-Key: (2048 bit)

Modulus:
@0:c9:75:3T:e5:be:8c:al:8e:7c:5c:b@:1f:5b 4c:
7d:c8:f1:eb6:de:b7:5F:a1:f4:e4:408:3a:df:16:7a:
a7:36:2e:ad:ea:cc:25:2f:d4:45:c2:a33:8a:20:80:
ff:423:81:8b:78:4e:16:86:bf:d3:45:01:01:8b:3b:
1d:c8:94:f4:5a:b3:71:4e:e3:09: cf:35:2F:4F: 22
99:38:c2:de:85:d5:6C:14:4d:24:92:a8:3e:26:84:
8e:2d

Exponent: 65537 (@x10001)

Attributes:
El N
Requested Extensions:

Signature Algorithm: sha2s6WithRSAEncryption
42:25:24:c6:90:5c:ab:b2:f6:ab:3f: f@:0d:a2:ca:3a:83:d5:
@84:db:78:c@:7a:9e:9c:dc:@@:eb:ca:%9a:89:7b:1c:5b:ea: 10:
f5:cd:69:b2:d3:13:82:1c:3F:9f:62:84:31:71:083:7d:19: f1:
@a:9f:ad:69:5e:c1:32:db:1c:90:18:1e:02:7f:69:34:7b:de:
ec:47:07:c8:fe:7b:14:81:1a3:2d:91:35:48:81:18:12:ab:95:
le:3e:94:1b:63:97:ab:c4:54:bf:64:c9:b@:b4:86:cd:e8:a6:
1b:c5:35:a3:d5:ad:d3:fb:c4:ab:16:ee:bb:9e:2f:f4:29:17:

Ba:c@:93:00
NMognucath
Puc. 238
Cepmucghuxam, noonucanuwiti V1]
Mono¥KTE CepTHHMKAT, NDANKCAHHLIA YL | BuifepuTe dann |{Jutput,pem MonoXHTE

Cepmugbukam ychnewHo 3a20yMeH

Puc. 239

B monyne «OpenVPN-cepep» Heobxoaumo monoxuth ceprudukar YII. [Ins storo B rpade
«ITonmoxuts ceprudukar YI» crnemyer HaxkaTh KHONKY «BbiOepute (aitm», ykaszaTh myTh K (aitry
cepruuxara YL u Haxats kHONKy «[lonoxute» (Puc. 240). [losButcs coobuienue: «Ceprudukar Y1
YCIICIIHO 3arpyKeH».

Buvibop cepmuguxama V1| ¢ mooyne « OpenVPN-cepsepy

MonoxnTe cepTudukar YL | BwiGepute dann |ca—mot.pem MonoxuTL

Puc. 240

[Ipumeuanue. Ecau ucnonap3oBaics Moaysb «Y JOCTOBEPSIOIMNA LIeHTp», TO U1l OTydeHus
ceprudpukara VI HeoOxoaumo mepedTH B Moxyle «YpocroBepstoumii LleHTp» Ha BKIAAKY

«Ymupasnenune Y1» u Haxath Ha cchlIKy «CepTudukar: ca-root.pem» (Puc. 241).
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Cepmugpuxam V1]

CepTUdMKaT:
3anpoc Ha Nognnce:

Puc. 241

Js BrmroueHust OpenVPN HeoOXoaumMo OTMETHTH MyHKT «Brimounth ciayxk0y OpenVPN» u

HakaThb KHOMIKY «[IpuMeHUTDHY.
6.3.2 Hacrpoiika kMeHTOB

Co cTOpoHBI KJIHMEHTa COCIMHEHHE HacTpamBaercs B Mmoaylie «OpenVPN-coenunenus» (maker
alterator-net-openvpn) u3 paszaena «Cerby». JJocTyn K HACTPOEHHON MPUBATHONW CETH MOTYT I10-
JYYHTH MOJH30BATENH, MTOIMICABIITNE CBOM KITFOUX U TIOJIYYHUBIINE CEPTU(UKAT B yIOCTOBEPSIOIEM LIEH -
Tpe Ha TOM e CepBepe.

Jl71s co3aaHusi HOBOTO COEAMHEHUS He00X0IuMO OTMETUTh MyHKT «CeteBoit TyHHenb (TUN)» unu
«Bupryansnoe Ethernet ycrpoiictBo (TAP)» u Haxats kHonky «Co3naTth coenunenue» (Puc. 242). lon-
JK€H OBITh BBIOpAH TOT € THII, YTO U Ha CTOPOHE CcepBepa.

Coszoanue nosozo OpenVPN- coedunenus

HoBoe coeWHEHWE:
® Ceresoil TyHHens (TUN)
O BupTtyansHoe Ethernet ycTpoidcTeo (TAP)

Co3gate coegUHEHne

Puc. 242

Heoxonumo oOpaTtuTh BHUMaHHE, YTO Ha CTOPOHE KJIMEHTA, JOJDKEH OBITH BBHIOpAH TOT K€ THII
BUPTYaJIbHOI'O YCTPOMCTBA, UTO U HA CTOpPOHE cepBepa. Iy GOJBIIMHCTBA CiIy4yaeB MOAXOAUT Maplipy -
TU3UPYEMOE TOJIKIIOYECHHE.

[ToMuMO 3TOrO HYX)HO CO3/1aTh KJIIOY (HampuMmep, openvpn) B Moayse «YIpaBiIeHUE KIIOYAMHU
SSL» u moanucate ero B MoayJie «Y pocroBepstomuid Llentp» (maker alterator—-ca) Ha cepBepe.

B pesynbrare cTaHyT IOCTYIHBI HACTpOIKU coenuHeHus (Puc. 243).

Ha xnuente B Mmonyne «OpenVPN-coenunenue» He0OX0IUMO yKa3aTh:

- COCTOSIHME — «3aIlyCTUTb);
- cepsep — IP agpec cepBepa win 10MeH;
- nopt— 1194;
- KJIFOY — BBIOpATh MOJANMCAHHBINA HA CEpBEPE KIIFOY.
JI1st npuMeHEeHUsT HaCTPOeK, HaxkaTh KHONKY «lIpumenuTh». CoctosHue ¢ « BBIKIIIOUeHO» JOIKHO

IMIOMEHATRLCS Ha «BKIIFOUeHOY.
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Mooyne «OpenVPN- coedunenus»

tund COCTORHME: BRIKMIOUEHD | 3anmycTUTh v
Cepeep: 192.168.0.198
Mopt: 1194
Knwou:  openvpn W

¥npaeneHwe KNHO4aMH...

[ 3anyckate npu 2arpyaxe

[ Mapwpyt no ymonuanmio yepes VPN
[ cxarve LZO

[] Wcnonszoeate coeguHesne TCP

ANropuTM WhdposadwA: | default hd
Anroputm wndposanna TLS:  default W
ANTOpUTM X3WKMpoBaHnA;  default A4

OTHNOUATE COrNacoBaHWe anropuTMOE WndpoeannAa (NCP)

TNpUMEHHTL CBpocHTh ¥aanute coegUHEHHE
MonoxWTh cepTudukat Y11 | BriGepuTe dhann |ca—root.pem MonoXHTE
Puc. 243

[IpoBepuTh, NOSBUIIOCH JIM COEAUHEHHUE C CEPBEPOM MOKHO KOMAHJIOM:
$ ip addr
JlomkHO TosIBUTHCSI HOBOE coenuHeHue tun(. [Ipu oOBIYHBIX HACTPOWKAX ITO MOKET BBITJISICTH
TaK:
tun0: <POINTOPOINT,MULTICAST,NOARP,UP, LOWER UP> mtu 1500 gdisc fqgq -
codel state UNKNOWN group default glen 500
link/none

inet 10.8.0.6 peer 10.8.0.5/32 scope global tunO

6.4  Jloctym k ciyx06am u3 cetu UHTepHET

6.4.1 Buemnue cetn

OC mpenocTaBiseT BO3MOKHOCTh OpPraHMW30BaTh JOCTYN K CBOMM Ciyx0aM u3BHe. Hampuwmep,
MO>KHO MPEOCTaBUTh AOCTYI K KOPIOpaTUBHOMY BeO-caiiTy u3 cetu Mutepuer. J{ns obecnieduenus Takoit
BO3MOXXHOCTH HEOOXOJMMO pa3pelinTh BXOMSAIIME COCAUHCHHMs Ha BHemHUX wuHTepdeiicax. Ilo
YMOJTYAHHUIO TAKHUE COCTUHECHHS OJIOKUPYIOTCS

Jns paspenieHrs BHEIIHUX W BHYTPEHHUX BXOMSIIMX COEAUMHEHMH npemycMoTrpeH pazaen LIYC
«bpannmayasp». B cnucke «Pa3pemuTh BXOAAIIME COSAMHEHUS HA BHEIIHUX HHTepdeiicax» MOmys
«Buemnue cetw» (maker alterator-net-iptables) mnepeudcieHbl HauOoliee  4acTo

HCIIOJIB3YEMBIC CJ'IY)K6I)I, OTMETHUB KOTOPBIC, MOXHO CACIaTb HUX IOOCTYIHBIMH JId COCZ[HHGHPIP'I Ha



192

BHEITHUX ceTeBbIXx uHTepdeiicax (Puc. 244). Ecim HEOOXOAMMO TPEIOCTaBUTH TOCTYH K CIykO0e,
OTCYTCTBYIOIIIEH B CITUCKE, TO HYKHO 3aJaTh MCIOJIb3YEMbIE 3TON CIIy)KOOH MOPTHI B COOTBETCTBYIOIINX
MOJISIX.

Mooynv «Brewnue cemuy

Bepcus IP: IPvd Brnwounte Gpasgmayap

BoiGepuTe pexvum pasoThl: LUKz (MAT) e
BhIGepUTE BHELWHWE WHTepdech: O enp0s3 (Intel Corporation 82540EM Gigabit Ethernet Controller ) 192 168.0.45/24

PaspellnTh EXOAAWE COSAUHEHWA HA BHEILHWE WHTepfeiicax:

Cny#ok!: LIeHTp YNPaBNEHWA CUCTEMOA (wnw)
O Cwcrema neuatn CUPS
|:| DHCP
D DMNS
O Mepenaua thainnoe (FTP)
O Moutoewlid cepeep (IMAP)
O LDAP
OpenVPN
O MouToewlid cepeep (POP3)
O MpokcK-cepeep
O Daiinoesii cepeep (Samba)
O Moutoeklid cepeep (SMTR)
|:| YnpaeneHwe ceToio (SNMP)
¥aanéHHbli goctyn (SSH)
D YaanéuHeli goctyn (telnet)
O HTTPHTIPS
O Zeroconf
O SIPMH.323
O STUN
O VPN
Cny#edHele nakeTel (ICMP)

NononHWTensHele NOpTe TCRP:
(pa3geneHHLIE IANATEIMA MNKW NpoGenamM)
HOononHuTensHele nopTe UDP:

(pazgeneHHEIE 3ANATEIMKA MAH NpoGenamu)

TpPUMEHHTE CopoCHTL

Puc. 244

MoskHO BBIOPATh OJIMH U3 TPEX PEKUMOB paOOTHI:
- Poyrep — nepeHanpapiieHle MAaKETOB MEXKAY CETEBBIMM MHTepdelicaMu MPOUCXOUT Oe3 TpaHCIs-

YA CETCBBLIX aAPCCOB;
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- lmo3 (NAT) — B 3TOM pekuMe OyIeT HacTpoeHa TpaHCHsAus ceteBblx anpecoB (NAT) mpu
NIepeHaIlpaBICHUH AKETOB Ha BHEUIHHE HHTepdeiichl. Mcrnonb3oBaHue 3TOro pekrMa HUMEeT
CMBICJI, €CJIM Ha KOMIIBIOTEPE HACTPOEH, 110 KpaiiHeW Mepe, OJMH BHEIIHWW U OJUH BHYTPCHHUU
uHTEepdeiic;

- Xocrt (Pabouast cTaHnus) — B 3TOM PEKUME MOXKHO JIUIsl BCEX MHTEP(EHCOB OTKPBITh MU 3aKPBITh
nopT. BHemHuMu aBromMaTHuecku BbIOMpAlOTCs Bce MHTepdelchl, kpome 1o u cnernuanbHbIX Uc-
kmouennit (virbr*, docker™).

B n1r000M pexume BKIIFOYEHO TOJIBKO MEpEHAIpaBlICHUE MaKeTOB C BHYTPEHHUX HMHTEp(eicoB.
[lepenanpaBienue MakeToB C BHEIIHUX MHTEP(ECOB BCeraa BEIKIIOUEHO. Bee BHyTpeHHUE HHTEpdEnCh
OTKPBITHI JJIs1 JTFOOBIX BXOJAIIUX COEIUHEHUH.

6.4.2 Criucok GJIOKUPYEMBIX XOCTOB

Monayns «Cnucok ONOKHMpYEMBIX XOCTOB» (MmakeT alterator-net-iptables) mo3BoiseT
HACTPOUTh OJIOKMPOBKY JHOOOT0 CETEBOro Tpaduka C YKa3aHHBIX B CIHMCKE y3JI0B (BXOSIIUM, UCXOAS -
U ¥ epeChbUIaeMblii).

bnokupoBanue Tpaduka C yKa3aHHBIX B CIHCKE Y3J0B HAaUMHAETCS IMOCIE YCTAaHOBKU (IaXkka
«HMcnonp3oBath u€pHbIi cicok» (Puc. 245).

Mooynb « Cnucok 610Kupyembix Xocmos»

YepHelid cnvcok:

BepcuA IP: | IPvd

Mcnonb30BaTk YePHLIA CNWCOK
192 168.0.55 Yoanute

LNobaeuTe IP-aapec ceTh WnKn XoCcTa: OobaBHTE

Puc. 245

s noGaBnenus 6iokupyeMoro y3na Heodxoaumo BBectu IP-anpec B nmone «Zlo6asuts IP agpec
CEeTH WJIM XOCTa» U HAXKaTh KHONKY «J00aBUTHY.

g ynanenus yszina He00X0AMMO BbIOpaTh €ro U3 CIUCKA U HAXKaTh KHONKY «Y JalTUTh.

6.5  OOcnyxuBaHue paboyeil cTaHIIUU
PerynsipHblii MOHMTOPHUHI COCTOSIHUSI CHCTEMBI, CBOEBPEMEHHOE PE3EPBHOE KOMMPOBAHUE,
oOHOBiIeHHE ycTaHOBiIEHHOTO IO, sBIAIOTCA BaXKHOM 4YacThIO KOMIUIEKCa paboT Mo 0O0CIyKUBAHMIO

paboueii CTaHITUH.
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6.5.1 MOHHUTOPUHT COCTOSTHUSI CUCTEMBI

s obecnieuenust OecniepeOoiHON paboOThl paboyell CcTaHIMHM KpaiHe BaXHO MPOU3BOIMTH
IOCTOSIHHBI MOHHMTOPHHT €€ COCTOsSHHMA. Bce coObiTus, mpoucxonsdmue ¢ pabodeld CTaHIUEH,
3alMCBIBAIOTCS B JKypHAJIbl, aHAINU3 KOTOPBIX MOMOTaeT u30exaTh cO0oeB B paboTe M NperoCTaBiseT
BO3MOXKHOCTH pa3o0paThcs B MPUUMHAX HEKOPPEKTHOU PaOOTHI.

Jis mpocmotpa kypHanoB mpenHasHadyeH Mmonaynb LIYC «CucremHble XypHaib» (axeT
alterator-logs) u3 pazuena «Cucremay». MHTepdeiic mo3BoiseT NpOCMOTPETh Pa3IHyYHbIE THUIIbI
YKYPHAJIOB C BO3MOKHOCTBIO ITepexoia K 0ojiee CTapbIM WK 00Jiee HOBBIM 3aITUCSIM.

Paznuynble )xypHaibl MOTYT ObITh BBIOpaHbl U3 criicka «XypHansy (Puc. 246).

Mooyns « CucmemHble HcypHATbL»

HypHanbl:  CHUCTeMHble cooBWweHna (Journald) v
C6 15 map 2025 17:52:41 EET newhost systemd[1]: Reloading finished in 181 ms.

Co 15 map 2025 17:52:41 EET newhost systemd[1]: Reloading requested from client PID 20749 ('systemctl’) (unit alteratord.service)...
C6 15 map 2025 17:52:41 EET newhost systemd[1]: Reloading...

C6 15 map 2025 17:52:41 EET newhost systemd[1]: /Jusrllib/systemd/systemfauditd service:30: PIDFile= references a path below legacy directory
Aearfrun/, updating ~varfrun/auditd pid — frunfauditd pid; please update the unit file accordingly.

Co 15 map 2025 17:52:41 EET newhost systemd[1]: /usr/lib/systemd/systemixinetd .service 7. PIDFile= references a path below legacy directory
Aarfrun/, updating Aarfrunfxinetd pid — /run/xinetd pid; please update the unit file accordingly.

C6 15 map 2025 17:52:41 EET newhost systemd[1]: fusilib/systemdisystem/cups. socket6: ListenStreams= references a path below legacy directory
Fearfrun/, updating ~varfrun/cupsicups.sock — frun/cupsicups.sock; please update the unit file accordingly.

C6 15 map 2025 17:52:41 EET newhost systemd[1]: /Jusrlib/systemd/system/pcscd socket:5: ListenStream= references a path below legacy directory
Aarirun/, updating Ararfrun/pesed/pescd.comm — frunfpescd/pesed.comm; please update the unit file accordingly.

C6 15 map 2025 17:52:41 EET newhost systemd[1]: Reloading finished in 171 ms.

C6 15 map 2025 17:52:41 EET newhost systemd[1]: Stopping chronyd service - NTP client/iserver...
C6 15 map 2025 17:52:41 EET newhost chronyd[20116]: chronyd exiting

Co 15 map 2025 17:52:41 EET newhost systemd[1]: chronyd.service: Deactivated successfully.

C6 15 map 2025 17:52:41 EET newhost systemd[1]: Stopped chronyd service - NTP client/server.
C6 15 map 2025 17:52:41 EET newhost systemd[1]: Starting chronyd service - NTP client/server...

C6 15 map 2025 17:52:41 EET newhost chronyd[21019]: chronyd version 4.6.1 starting (+CMDMON +NTP +REFCLOCK +RTC +PRIVDROP
+SCFILTER +SIGND +ASYNCDNS +NTS +SECHASH +IPVE -DEBUG)

Co 15 map 2025 17:52:41 EET newhost chronyd[21019]: Frequency 0.865 +~ 1 479 ppm read from fvarflib/chrony/drift

C6 15 map 2025 17:52:41 EET newhost systemd[1]: Started chronyd service - NTP client/server.

C6 15 map 2025 17:52:46 EET newhost chronyd[21019]: Selected source 188 246 226.6 (pool.ntp.org)

m n u m CTpokt 9960-9980 M3 9998 | MokasblBaTh: 20 CTROK v

Puc. 246

JlocTynHBI ClieqyoIre BUIbI JKYPHAIOB:

- «bpangmaysp» — oroOpaxkaroTcst cOOBITHsI O€30MAaCHOCTH, CBSI3aHHBIE C pabOTON MEKCETEBOTO
skpana OC;

- «Cucremnnie coobmenus (Journald)» — oToOpaskaroTCsi COOBITHS TPOIECCOB SAApa U TMOJIB30BA-
TEIBCKOW 00JIaCTH. Y KaXXI0Tro COOOIIEHHUS B ’TOM )KypHAaJle €CTh PUOPUTET, KOTOPBIA UCIIONB3Y-
eTCs JUIsl IOMETKU BaXKHOCTH cooOmeHuil. CooOIeHNsT B 3aBUCHMOCTH OT YPOBHS NPUOPUTETA

IHOACBCUYNBAKOTCS IIBETOM.
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Kaxxnpiii skypHa MOXET COJIEPKaTh JOBOJBHO OOJBIIOE KOJIUYECTBO COOOIIECHUH. YMEHBIIUTh
700 YBEJIMYUTh KOJIMYECTBO BBIBOJUMBIX CTPOK MOXKHO, BBIOpaB HYXHO€ 3HAau€HHWE B CIIHCKE

«Iloka3wIBaTHY.

6.5.2 CucreMHbIe CITy>KObI
JIst U3MEHEHUsT COCTOSIHUSI CTY’KO0 MOXKHO HMCTOJb30BaTh MOAyJb L[YC «CucreMHbie ciryXObD»
(maker alterator-services) u3 paszaena «Cucrema». MHTepdeiic mo3BoiseT U3MEHATh TEKYIee
COCTOSIHUE CITY>KOBI M, €CIIM HE0OXOAUMO, MTPUMEHUTH ONIIMIO 3aITyCKa CIIY>KObI IpU 3arpy3Ke CHCTEMBI
(Puc. 247).
Mooynv « Cucmemuule ctysncobly»

Cnyw6b:
chrony-wait.service + ecrond.service
chronyd-restricted service
chronyd.service
console-getty service
consolesaver.service

Cron — CTAHOAPTHAA nporpamma UNIX, KOTOpaA 3anyCcKaeT YKAZAHHEIE NONLI0BATENEM NPOrPAMME! N0
PACMWCAHWHD. ViXie Cron COAep*MT BOMbLE BO3MOMHOCTEH N0 CPABHEHNID C© BA30EDA NPOrpaMMoil cron
ana UNIX, Bkniouan ynyulleHHY0 6e30NacHOCTE ¥ B0NLLWYH MMEKOCTb.

cpufreg-simple-wake service TeKylee COCTORHUE CYMEL: PABOTAET  He MEHATL ~
cpufreg-simple service

crond. service

cups-browsed service

cups-lpd.socket

cups-pdf-firstime service

cups.service

cups.socket

debug-shell service

dm-event socket

dnsmasq.service

gdm.service
gnome-remote-desktop-configuration se
gnome-remote-desktop service
gpm.service -

JANYCKATE NPK 3ArPY2Ke CHCTEMbI

MpUMEHHT

Puc. 247

[Tocne BbIOOpa Ha3BaHUs CIYXKObI U3 CIIMCKAa OTOOpaKaeTCsl ONMMCAHNE JAaHHOM CITyKOBI, a TaKkkKe

Tekyiiee cocrosinue: «Padoraer»/«OcranoBnena»/«HensBecTHo.

6.5.3 CucreMHble OTpaHUYEHUS

CpenctBamu Moayisi «CUCTEMHBIE OrpaHWYeHus» (MmakeT alterator-control) w3 pasmena
«Cuctemay OIpenesstoTcs HECKOJIbKO 3apaHee 3a/IaHHbIX PEeXUMOB JO0CTyNa K TOMY WM UHOMY (daiity.
AJIMUHUCTPATOpP CHUCTEMBI MOXET yYCTAaHOBUTH OJHMH M3 STUX PEKUMOB — OH OyAeT rapaHTHUPOBAHHO
COXpaHEH MPU OOHOBIICHUH CHCTEMBI.

Monynp Takke MOXET HCIOJb30BaThCAd Kak MPOCTOM KOH(UIypaTop, MO3BOJISIOIINN
MEPEKIII0YaTh MHOTHE CUCTEMHBIE CITYKOBI MEXTy 3apaHee OnpeaeaéHHbIMUA COCTOSTHUSIMHU.

Ha Puc. 248 noka3zansl NOAUTHKY Ul KOMaHAbl fusermount.

I[J'IS[ MNEPCKIOYUCHUA COCTOAHUA CIICAYET BLI6paTB IMMOJIMTUKY U HAXXaTb KHOIIKY ((COXpaHI/ITI)».



consolehelper
crontab

cups
dvd-ram-control
dvd+rw-booktype
dvd+rw-format
dvd+rw-mediainfo

fusermount
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Mooynv « CucmemHble OTpaHUUCHUS »

Commeon Unix Printing System

gdm_xdmcp XDMCP access to GDM
gpasswd Adminizter system group and gshadow files
groupmems Adrminister system group and gshadow files
Pestam: Cnpaeka:
public | fuseonly: Only "fuse" group members can execute
fuseonly fusT/bin/fusermount, Jfusr/bin/fusermount2 and
wheelonly Just/bin/fusermount3
restricted
- P
CoxXpaHnTe

Puc. 248

6.5.4 OGHOBIECHHE CHCTEMBI

[Tocne ycTaHOBKM CUCTEMBbI KpaliHE Ba)KHO cieAuTh 3a oOHoBieHusMH [10. OOHOBIeHUS AJs
OC «Anbt Pabouas cTaHus» MOTYT COJEp)KaTh KaK MCIPaBJICHUS, CBA3aHHbIE C 0€30IaCHOCTHIO, TaK U
HOBBII (PYHKLIMOHAJ WM IPOCTO YJIyYIlIEHHE U YCKOPEHHE aJropuTMOB. B m0060M cilydae HacTOSATEIbHO
PEKOMEHIyeTCs PETYIISIPHO OOHOBIIATH CUCTEMY JJIsl TOBBILICHUS HAIEKHOCTH €€ paboThI.

Jnst  aBTOMAaTHM3anMu  TpoOIlecca YCTAaHOBKM OOHOBJICHHH mpexycmorpeH wmoxaynb LYC
«OOHoBeHHE cucTeMbl» (maker alterator-updates) u3 pasmena «Cucrema». 31eCh MOXKHO
BKJIIOYMTh ABTOMAaTHYECKOEe OOHOBIIEHHE uepe3 VMHTEepHeT C OJHOro U3 MpeUlaraéMbIX CEpBEPOB WU

3aath coocTBeHHbIe HacTpoiku (Puc. 249).

Mooynv «ObHosneHue cucmemoly

() He 0BHOBNATE CHCTEMY

) OBHOBNEHWE CUCTEMBI YNPABNAEMOE CEPEEPOM
) OBHOBNATE CUCTEMY SBTOMATHUYECKN W3 LIHTEpHET

Penazutopuu: OgouHHaguaTas nnargopma

PacnucaHue 06HOBNEHWI

| Ewe[HEBHD
) EXeHementHo B:

'::::' EMemMeCcAYHO B JeHk:

Bpema:  02:00:00

MNpuMeHnTs  COPOCHTL
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Puc. 249

Hctounnk OOHOBIEHMI YyKas3bIBaeTCs SIBHO (Ipu BBHIOpaHHOM pexkume «OOHOBISATH CHCTEMY
aBTOMAaTUYECKU M3 ceTu VIHTepHeT») WM BBIYUCIAETCS aBTOMATHYECKH (IpU BHIOPAHHOM pEXUME
«OOHOBJIEHHE CUCTEMBI YMPABIIEMOE CEPBEPOM» U HAIMYUH B JIOKAIBHON CETH HACTPOEHHOIO cepBepa
OOHOBJICHHUIA).

[Ipumeuanue. Paboune CTaHINU «BHUIATY JIOKAJIBHBIA cepBEep OOHOBJICHWH, TPH BBIOOpE
pexxuma «OOHOBJIEHHE CHCTEMBI YIIPABIISIEMOE CEPBEPOM», €CIM OHHM HAxXOJATCS B JIOMEHe (IpU ATOM
cepBep OOHOBIEHH JOKEH OBITh HacTpoeH Ha «OmyOIMKOBaTh KaK PEMO3UTOPHI AT aBTOMaTHUECKHUX
OOHOBJICHHIT» ).

HeobOxonumo Takxke ykaszaTh penosutopuu. Cienyer oOpaTUTh BHUMaHHE Ha TO, YTO pa3HbIE
peno3uTopun ObIBAIOT Pa3HOM CTENEHU CTAOMIBHOCTH M YeM CTaOWiIbHEEe PEeMO3UTOPU, TeM peke TaM
MOSIBIISIFOTCS] HOBBIE BEPCUU MTPUIIOKEHUH.

[Iporiecc OOHOBiIEHUS CUCTEMBI OyAeT 3alycKaTbCs AaBTOMATUYECKH COTJIACHO 33aJaHHOMY
pacnucaHumio.

[Ilpumeuvanue. UTroObl yka3zaTh B KadecTBE cepBepa OOHOBJICHUN JIOKAJbHO HACTPOCHHBIN
HCTOYHUK, HEOOX0IMMO BBIOpaTh pekuM «OOHOBIATH CHCTEMY aBTOMaTHuecku u3 MHTepHeT», BEIOpaTh
B crnucke «/Ipyroil azpec» U yka3zaThb ajpec JIOKaJbHOIO cepBepa OOHOBICHMH, HaIlpuUMep,
http://<ip cepBepa>/mirror (Puc. 250).

VYkazanue ucmounuxa obnosnenuii

(®) OBHOBNATE CUCTEMY ABTOMATHUYECKN N3 WHTEpHET
cTouHKMK: [Opyroi agpec P

http//192.168.0.185/mirror

PenosuTopuu: OfWHHaAUaTas nnaThopma

Puc. 250

6.5.5 OOHOBNIEHUE cHCTEM, HE UMEIOIIUX BbIXoaa B IHTepHET

Jlig cucreM, HE UMEIOLIUX MPSIMOTO BIX0J1a B VIHTEpHET, pEKOMEHIYETCSl YCTAaHOBKA OTIEIBHOIO
cepBepa oOHoBieHui (Hampumep, Ha 0aze OC «Anbt Cepep» unu OC «Anbt Pabogas ctaniusy),
HaXOZIIErocs BHE 3alIUIIEHHOTO KOHTYPa U OpraHMU3allys OTPaHUYEHHOTO JI0CTYIIa K S TOMY CEepBepYy.

Monyne LIYC «CepBep obOHOBieHui» (maker alterator-mirror) u3z pasmena «CepBepbh»
IpeHa3HayeH JUIsl 3epKaJIMPOBAHUS PEMO3UTOPUEB U ITyOIMKAIMU UX AJ11 OOHOBJIEHUN pabounXx cTaHUIUN
U CepBEPOB.

[Ipumeuanue. [laker alterator-mirror He BXxoauT B coctaB [SO-o0pa3a mucTpuOyTHBa, €ro
MO>KHO YCTaHOBMTb U3 peno3utopus pl1.

Ha crpanune momynst MOXHO BBIOpaTh, KaK 4YacTO BBINIOJHATH 3aKauKy I1aKETOB, MOXHO

BBICTABUTH BpeMsl, KOTJla HAUMHATH 3epKaaupoBanue (Puc. 251).
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31ech TakKe MOXKHO BBIOpaTh PEMO3UTOPHH, JIOKAIBHBIE Cpe3bl KOTOPBIX HeoOxomaumsbl. [Ipu
HQXaTUW HA Ha3BaHUE PEMO3UTOPHsA, TMOSBISIOTCS HACTpPOWKH dToro pemnosutopus (Puc. 252).
HeoOxonumo BBIOpaTh MCTOYHHUK, apXUTEKTYpYy Ipoleccopa (€ciid UX HECKOJIbKO, TO CTOUT BbIOpaTh
COOTBETCTBYIOILHUE).

Mooyne «Cepsep 006HOGIEHUY

PenosuTopuit

o

Hetounnk % | ApxuTextyposl # | NokanbHoe sepkance 4 | OnyBnukosano #

|
O
O
O

fip.attinux.org | x86_64 - (939 16)

o i) (o) i) ) i) (0 ) () ) (] | () o) (] ]}

OooOoooooooooao

CeoGogHoe mecTo: 13176
MpeaynpexaeHne: 2ePKANMPOBaKIE NOTPEGYET HANWUNA GONBLIOND KONNYECTEA MECTA HA AMCKE.
) OTKMIOUTL 3ePKANMPOBaHNE

(®) 3epkannpoBaTh EXEOHEBHO
() 3epKannpOBATE EMEHEAENEHD B

) 3EPKANNPOBATE EXEMECAYHO B AEHE:

BpemA: 1225

MpUMEHHTL COpocuTs

Puc. 251

Hacmpouxu penozumopus

PenoznTophii: DAMHHALUATAR NAaT(opMa
VICTOUHMK. 5 attiinux.org (ALT Linux, Moscow) v

ApXUTEKTYPEI: O aarch64
[ 586
x86_64
[] xB6_64-i586

NOKANEHOE 3BPKAN0 PENOSUTOPUS
] Ony&nuKoBaTs kak peno3MTOPMIl 417 ABTOMATHUECKAX OBHORNEHM

WVICKMIO4YAT KATANOMM W haiinsl (ke aslil IWaGNOH B 0TASNEHON CTPOKE)

SRPM5
RPMS . debuginfo
*-debuginfo-*

)

MpuMeHUTL COpocHTh OMHCTHTL NOKaNbHOE 3epKano

Puc. 252
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[Ipumeuanue. [Ipu Berd6ope m000ii apXUTEKTYphI Takke OyJeT 700aBlIeH HCTOYHHK ¢ noarch.

CepBep 0OHOBIICHUI TTPEAOCTABIISIET BO3MOKHOCTh aBTOMAaTHYECKA HACTPOUTH OOHOBJICHUE KIIH-

CHTCKUX MAIllMH B HY>KHOM PEXUMCE!:

JlokasibHOE 3€pKajo PENno3UTOpUs — B 3TOM PEKHUME HAa CEPBEpPE CO3JAETCS KONUA YIAIEHHOTO
penosuropust. 3arpyska [1O KIMEHTCKMMU MallMHaAMHM MPOU3BOAUTCA C JIOKAIBHOIO CEpBEpa I10
nporokosam HTTP, HTTPS, FTP, rsync (115 kaxqoro mpoToKoja HYKHO HAaCTPOUTh COOTBET-
CTBYIOIIIME CIIYkObl, HIDKe TpuBeA¢H npumep Hactpoiiku HTTP- u FTP-cepepa). Hanmuue na
JIOKaJIbHOM CepBepe 3epKajla pero3UTOpHs MPH OOJIBIIOM KOJIMYECTBE MAIMH B CETH I03BOJISET
CYLIECTBEHHO COKOHOMHUTH TPaQuK.

[Ipumeuanue. 3epkaaupoBaHue NOTPeOyeT HAMUYUS OONIBIIOTO KOJUYECTBA MECTa HA JUCKE.
YMEHBIINUTh pa3Mep CKaunBaeMbIX (haiioB U 3aHUMAEMOE PEMO3UTOPUEM MECTO Ha JMCKE MOXK-
HO, YKa3aB UMEHA KaTajoroB U (haiiiioB, KOTOpble OyayT UCKIIOYEHbI U3 CUHXpoHU3auuu. Hanpu-
Mep, HE CKaUMBAaTh MAKEThI C UCXOIHBIM KOJIOM U MAKEThI ¢ OTIaJ0YHON HH(POpMAIUei:

SRPMS

*-debuginfo-*

[[TaGyioHbl yKa3bIBaIOTCSI MO OJHOMY B OTHAEIbHOW cTpoke. CHMBON «*» HCHONB3yeTCS IUIs
MOJICTAHOBKH JIFOOOTO KOJIMYECTBA CUMBOJIOB.

[TyGnukanus peno3uropusi — B 3TOM ciaydae nmyosukyercs win URL BHemHero cepsepa, comepxa-
IIET0 PENO3UTOPUI WIH, ECIIM BKJIFOUEHO JIOKAJIbHOE 3€pKaJI0 PENO3UTOPHS, aJIpeC 3TOT0 CEpBEpa.
Takas myOauKanus Mo3BoJIIeT KIMEHTCKUM MallMHAM aBTOMaTHYE€CKH HACTPOUTh CBOM MEHEJIKe -
pPBI IAKETOB HA HUCIIOJIb30BAHME BHEUIHETO WJIM JOKAIbHOrO perno3utopusi. Co CTOPOHBI KIMEHT-
CKUX MallIMH, B 3TOM Cllyyae, HeOOXOAMMO HACTPOUTh MOAYJb «OOHOBIIEHHE CUCTEMBD), OTMETHB
B HEM MyHKT «OOHOBIICHHE CHCTEMBI YIIPABIIIEMOE CEPBEPOM.

Hacrpoiika 10KanpHOro peno3uTopus 3aKaHIMBAETCsl HaXKaTHEM Ha KHONKY «[IpruMeHuThY.

[Ipumeuanue. [lo ymMonuaHuio JIOKadbHOE 3€pKai0 PEIO3UTOPHUSI HAXOOUTCs B /srv/pub-—

lic/mirror. [us Toro 4toObl 3epKAIMPOBAHHE MPOUCXOAWIO B JPYTYIO MAaIKy, HEOOXOAMMO 3Ty

MankKy NPUMOHTUPOBATh B Manky /srv/public/mirror. [lng storo B daiin /etc/fstab cnenyer

BIINCATh CJIEAYIOLIYIO CTPOKY:

/media/disk/localrepo /srv/public/mirror none rw,bind,auto 0 O

rae /media/disk/localrepo — nanka-xpaHWIMILE JIOKAJIbHOTO PEMNO3UTOPHSL.

6.5.5.1 Hacmpouixa 6e6-cepsepa

YcraHoBHTE BeO-cepBep apache:

# apt-get install apache?

BUJLY:

IlpuBectn daitn /etc/httpd2/conf/include/Directory html default.conf k
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Options Indexes FollowSymLinks MultiViews
AllowOverride None
Order allow,deny
allow from all
Require all granted
3amycTuth apache u 106aBUTH €ro B aBTO3arpy3Ky:
# systemctl enable --now apache
[TepeiiTu B KaTasor BeO-cepBepa U CO3AaTh 37€Ch CAMBOIMYECKYIO CChUIKY Ha PETIO3UTOPHUIA:
# cd /var/www/html
In -s /srv/public/mirror mirror
Ha xiinenTckux MammHax HE0OXOJUMO HACTPOUTH peno3utopun. CaenaTh 3TO MOXKHO BBITIOJIHUB
KOMaH/Ibl:
# apt-repo rm all
# apt-repo add http://<ip cepsepa>/mirror/pll/branch
[IpoBepuTh NPaBUIBHOCT HACTPOUKHU PEIIO3UTOPUEB:
# apt-repo
rpm http://192.168.0.185/mirror pll/branch/x86 64 classic
rpm http://192.168.0.185/mirror pll/branch/noarch classic

6.5.5.2 Hacmpotika FTP-cepsepa
VYcraHoBUTh, HACTpOUTH U 3anycTuTh cepBep FTP (cm. Hacrpoiika cepsepa FTP).
Coznarp katanor /var/ftp/mirror:
# mkdir -p /var/ftp/mirror
[IpumonTHpOBaTh Kataior /srv/public/mirror B /var/ftp/mirror ¢ onuuei --bind:
# mount --bind /srv/public/mirror /var/ftp/mirror
[Ipumeuanue. Jlnd aBTOMAaTUYECKOr0 MOHTHpOBaHMs Karaimora /srv/public/mirror
IIPU 3arpy3Ke CUCTeMbl HEOOX0AUMO 100aBUThH CIEAYIOUIYIO CTPOKY B (haiin /etc/fstab:
/srv/public/mirror /var/ftp/mirror none defaults,bind 0 0
Ha xnueHTCKuX MalmHax HeoOXOqMMO HACTPOUTD PEIIO3UTOPUU:
# apt-repo rm all
# apt-repo add ftp://<ip cepmepa>/mirror/pll/branch
# apt-repo
rpm ftp://192.168.0.185/mirror pll/branch/x86 64 classic
rpm ftp://192.168.0.185/mirror pll/branch/noarch classic
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6.5.6 JlokanbHble y4€THBIE 3alICH

Mopyns «JlokanbpHbie YIETHBIC 3anTUCK» (TTaKeT alterator-users) us pa3aena «Iloms3oBare-
JIU» TIpeIHa3HauYeH JJIs aIMUHUCTPUPOBAHMS CUCTEMHBIX Mojb3oBaTeneit (Puc. 253).

st cozmanust HOBOM yu€THOMU 3amucu HeoOX0IUMMO BBECTH MMsI HOBOUM YUETHOM 3aIlliCH U HaXKaTh
KHOTIKY «C03/1aThy, TIOCIIe YeT0 UMsI OTOOPA3UTCS B CIIMCKE CJICBA.

JI71s1 TOMOJTHUTENBHBIX HAaCTPOECK HEOOXOAMMO BBIACIUTH J00AaBICHHOE UM, OO0, €clii He00X0-
JUMO U3MEHUTH CYIIECTBYIONIYIO YUETHYIO 3aMCh, BRIOPATh €€ U3 CIHCKA.

Beb-unmepdghetic mooynsa alterator-users

HoBaA yUETHAA 3AMWCE: Co3apate
BriDpaTe agatap
¥YnanuTe aBaTap
user - HacTosAuee uaa: Tpynnel, B KOTOPBIE EXOANT
test NoNL30BATENE:
JomawHwid katanor:  /homefuser TE -
HTepnpeTaTop koMaHa: | /bin/bash ~ camera
cdrom
BxoguT B rpynny agMWHUCT DATOPOE cdwriter
floppy
HazHaueHHbIE CHCTEMHEIE POMN: users fuse
] localadmins proc
_ radio
] powerusers
— scanner
user
[ coaparts asTomaruueck users
usershares
. [seeguTe dpasy)
= Maponk: uucp
(noeTOpMTE dpady) vboxadd
vboxsf
vboxusers
Ynanwrs nonb3oBaTens video
VMusers
wheel
xgrp -
Puc. 253

6.5.7 AJAMUHHCTPATOP CUCTEMBI

B monyne «AnMuHHCTpaTOp cUCTeMbl» (HMakeT alterator-root) u3 paznena «Ilomp3oBare-

JIU» MOKHO U3MEHHTH MapoJib CYNEpIoib30oBaTes (root), 3aJaHHBINA MPU HAYAIBHOW HACTPOUKE CUCTEMBI

(Puc. 254).
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Mooynv «Aomunucmpamop cucmemviy

Mapoik CUCTEMHOTD AAMUHUCTPATOPA:

|| Cozpark aeTomaTnyeckun
(eeegnTe dhpa3y)

(noeTopuTe dhpasy)

CMeHHTE Naponk

PazpelwéHHele ssh knoum:
SHAZ256:00PTMhE48idUO+ImUsTYJEMISJaLKSKEC/3h+ALLM = | ¥nanume knioy

HoBwlil kniou: | | BriGepuTe daiin | ©aiin He BoibpaH DNobaBuTb

Puc. 254

B nannom mopyie (Toapko B BeO-uHTEp(deiice) MOKHO 100aBUTh MyOIUYHYO YacTh Kiroda RSA
n DSA st noctyna k cucteme no npotokony SSH.
6.5.8 [lara u Bpems

B monyne «/lata u Bpemsi» (maker alterator-datetime) u3 paznena «Cucrema» MOKHO U3-
MEHUTH JaTy U BpeMsi B CUCTEME, CMEHHUTh YaCOBOM IOSIC, a TAK)KE HACTPOUTH aBTOMATHYECKYIO CHHXPO-
HU3AIHIO 9acoB 1o npotokoiry NTP u mpenocraBiieHre TOYHOTO BPEMEHH 110 ATOMY HPOTOKOIY IS pa-
0ouux cTaHIMK JToKaasHOU ceTH (Puc. 255).

Mooyns «/ama u epemsay

Monyyats Tounoe BpemA ¢ NTP-cepeepa:  poolntp.org

[} paorats kak NTP-cepeep

= MapT 2025 =

MH (BT |{Cp|YT|NT|C6| Bc

=
P

10 [11(12|13| 14 mkm 16
17 [18(19|20|21 (22| 23
24 25| 26|27 (28| 29| 30
31

XpaHuTL Bpems B BIOS no MpuHenuy
Yacosod noAc: Eepona/ManvHuHipan | M3mMeHuTb...

BLIGPaTE UCTOUHWK CUTHANOE BpEMEHW:  fsC w

MNpuMeHnTs  COPOCHTL

Puc. 255

CucreMHOE BpeMsi 3aBUCHUT OT CJIEIYIOMHX (HaKTOPOB:

- gacel B BIOS — wackl, BCTpOCHHBIC B KOMITBIOTED; OHH PabOTAIOT, TaXKe €CITM OH BBIKJIFOUCH;
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- CHUCTEMHOE BpeMs — 4Yachl B AJpe ONEpPAIlHOHHON cucTeMbl. Bo Bpemst paboThl cHCTEMBI BCE MPO-

L[ECCHI MOJIb3YIOTCS UMEHHO 3TUMH YacaMu;

- 4acoBbI€ N0SACA — PETMOHBI 3eMJIM, B KQXKIOM U3 KOTOPBIX IPUHATO €IMHOE MECTHOE BpPEMS.

IIpn 3amycke cucTeMbpl NPOUCXOOUT AKTHBALMS CHCTEMHBIX 4YacOB M HMX CHHXPOHHM3ALMs C
annapaTHbIMM, KPOME TOrO, B ONpPENENEHHBIX CIydyasX YUYUTBIBAE€TCS 3HAUEHUE dacoBoro mosca. Ilpu
3aBeplLICHUH PabOThl CUCTEMBI IPOUCXOAUT OOpPATHBIN MpOIIeCC.

Ecnn HactpoeHa cuHxpoHu3auus BpemeHu ¢ NTP-cepBepoMm, TO KOMIBIOTEP CMOXKET caM
paboTaTh Kak cepBep TOYHOTO BpeMeHH. [JI1 3TOro JAOCTaTOYHO OTMETUTh COOTBETCTBYIOIIMHA IYHKT
«Paborats kak NTP-cepBep».

[Ipumeuanue. BpiOOp HUCTOYHHMKA CHUTHAJIOB BpPEMEHU (HMCTOYHUKA TAKTOBOM YaCTOTHI)
JIOCTYIIEH B PEKUME dKCIIEpTa.

6.5.9 Hactpoiika npokcu-cepsepa

Monyns «IIpokcu-cepBep» (maker alterator-sysconfiqg) us pasznena «Cucremay mo3BOJIs-

€T HaCTPOUTh IapaMeTpbl MPOKCH-CEPBEPa, UCTIONIb3yeMoro A Beixoaa B Murepuer (Puc. 255).

Mooyns «Ilpoxcu-cepBeps

MpOKC-CEPEED: | 10.0.66.55 Mopt. 3128

YuETHAA 3annCk:
Maponk:

BHAMAHWE! YUSTHAR 3anick N NAp0/k PAGOTAINT TONLKD ANA curl M wget. Ecnn ncnonsayeTte apt-get unn ninGoi rpadnueckiii
pef-Gpayaep, OCTABLTE 3TH NOMA MYCTHIMA.

He ucnone3oBark
npoKcK 4nA:

MpHMEHHT L COpoCHTL

Puc. 256

JlaHHBII MOJyJIb 1I03BOJIIET HACTPOUTD:
- IP-agpec u mopt Ucnonb3yeMoro IpoKCU-cepBepa;
- JIOTHH W TapoJjb JJIA JOCTYIIA, €CIU MPOKCH-CEpBEP TPeOyeT ayTeHTU(PHUKALIUIO.
[locne wHaxaruss  kHOnkH  «lIpumeHWTH»  BCce  mapaMeTpsl  3amumiyTcss B (Qaiin
/etc/sysconfig/network B cieayroniemM BUae:
HTTP PROXY=http://username:passwordladdress:port
HTTPS PROXY=http://username:password@address:port
FTP_PROXY=http://username:passwordladdress:port
NO PROXY=""
VYka3aHHbIN poKcu-cepsep Oyaet ucnoapzoBarbes [10 ans noctyna B ceth MIHTEpHET.
[Ipumeuanue. Jlig mpuMeHEHHs HACTPOEK MPOKCHU-CEpBepa HEOOXOIUMO Tepe3arpy3uTh

CUCTCEMY.
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6.5.10 OrpanuueHue UCIOJIb30BAHUS JTUCKA

Mopyne «Wcnonp3oBanue aucka» (maker alterator-quota) B pasmene «llomb3oBaTenm»
MO3BOJISIET OTPAHUYUTh UCIIOIB30BAHUE JUCKOBOIO MPOCTPAHCTBA MOJIb30BATEISIMU, 3aBEIEHHBIMU B CHU-
creMe B MopyJie «llonb3oBaTenm.

Mopynb 1Mo3BOJISET 3a4aTh OrpaHUYeHHs (KBOTHI) JIsl MOJIB30BATENs MPU MCIIOIH30BAHUU OIIpE-
JEeNEHHOTOo paszzaena aucka. OrpaHUYUTh MOXKHO KaK CyMMapHO€ KOJIMYECTBO KMIIOOANT, 3aHSTHIX (aiina-
MU TIOJIb30BATENS, TaK U KOIWYecTBO ATHX (aitnos (Puc. 257).

Mooyns «Hcnonvzosanue ouckay»

Dainoeas CUCTeMA: ] v Iewuee ncnonssoeanne qucka: 0 Kb
- MArkoe orpaHUUeHe: KB
BrntoueHo: [
HEeCTHDE OTpaHNUEHNE: KB

Mone3oearens:
KonwdecTeo taiinoe: 0
MATKOE OrpaHuYEHNE:

JHeCTKoe OrpaHuueHne:

Puc. 257

Jns yrpaBneHus KBoTaMH (aiijoBasi cucTeMa JOJDKHA OBITh IMOAKIIOYEHAa C TapameTpamu
usrquota, grpquota. J{ist 3Toro cieayer BIOpaTh HyKHBIHM pa3aen B cniucke «DailioBasi cuctemMa» M ycTa-
HOBUTBH OTMETKY B ToJie «BxiroueHo» (Puc. 258).

Mooyne «Hcnonvsosanue oucka»

DaiinoBan cHCTEMA: w IEKyllee NCNoNe3oBaHWe qucka: 136 KB

/home
MAKOE OTPAHUMEHNE: | [ KB
BrnioueHo:
HeCTHoe OrPAHUYEHNE:
MoNL30BATENL. | gar N P 0 KB
test KonwdecTeo taiinos: 32

MArKoE OrpaHuueHre: | {qp

JKEecTHOe OrpaHuueHne: 100

MpUMEHHT b COpoCcHTE

Puc. 258

Jlnis Toro 4ToOb! 3a/1aTh OTPAHUYEHUS JUIS MIOJIB30BATENsl, HEOOXOIMMO BBIOPATh MOJIb30BATENS B
criucke «Ilonp3oBarensy, yCTaHOBUTh OTPAHUYEHUS U HAXaTh KHONKY «lIpuMEeHUTB.
[Ipu 3aiaHUK OrpaHUYEHUN PA3INYAIOT )KECTKUE U MATKHE OIPAaHUYCHUS:
- MSTKO€ OTpaHHuYEHUE: HIDKHSSI TPaHUIIa OTPaHUYEHUS, KOTOPast MOXKET ObITh BPEMEHHO IPEBbIIIE-
Ha. BpeMeHHOe orpaHn4eHre — OJHa HECIs,
- KECTKOEe OrpaHMYCHME: MCIIOJIb30BAaHHE JAUCKA, KOTOPOE HE MOXET ObITh MPEBBIIICHO HU MPH Ka-
KHMX YCIIOBHSIX.

3nauenue 0 npu 3aJaHUU OTPAHUYECHHM 03HAYAET OTCYTCTBUE OTPAHUYECHU.
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6.5.11 BrikitoueHue u nepesarpys3ka KoOMIbloTepa

WNHorpa, B uensx o0cayKMBaHUS WIH [0 OPraHU3alMOHHBIM INPUYMHAM HEOOXOIUMO KOPPEKTHO
BBIKJIFOYMTH WJIU Tepe3arpy3uThb cepsep. It 3Toro Mo>kHO BOCIOIb30BaThCs MoyJieM LY C «Bsikimtoue-
HUE KOMIIbIOTEPa» B pasnene «Cucremay.

Monyns Y C «BpikitoueHre KOMIBIOTEPa» MO3BOJISET:

- BBIKIIFOYNTH KOMIIBIOTED;

- Iepe3arpy3’uThb KOMIIBIOTED;

- NPUOCTAHOBUTH PabOTy KOMIBIOTEPA,;
- IOTPY3UTh KOMIIBIOTEP B COH.

Bo3moxHa HacTpoiKa eXEAHEBHOTO IPUMEHEHUS JaHHBIX JEHCTBUN B 3aJaHHOE BPEMs.

Tak Kak BBIKJIIOUYEHHUE U Iepe3arpys3ka — KpUTHYHBIE AJs (QYHKLIHMOHUPOBAHUS KOMIIbIOTEpA OIle-
pauuu, TO IO yMOJIYaHHUIO HACTpOiika BbIcTaBieHa B 3HaueHue «lIpomommxuts padory» (Puc. 259). dns
BBIKJIFOUEHHUS, [Iepe3arpy3ku WM Mepexoja B dHeprocoOeperaroine pexkuMbl Hy’)KHO OTMETUTh COOTBET-
CTBYIOIIMH ITyHKT 1 HaXxaTh «IIpuMeHUTH.

Jl1d eKeITHEBHOIO aBTOMAaTHYECKOTO BBIKIIOYCHMSI KOMIIBIOTEPA, IIEpe3arpy3Ku, a TAKKe I1epexo-
Jla B 3HEprocoeperaromye pexumMbl HEOOX0MMO OTMETUTh COOTBETCTBYIOLIHMM MyHKT U 33aTh jKeJIaeMoe
BpeMs. Hanpumep, U1 BBIKIIFOYEHHs] KOMIIBIOTEPA CIIEYET OTMETUTh IIYHKT «BBIKIIIOYaTh KOMIIBIOTED
KaKIbIH J€Hb B», 3aJ1aTh BPEMs BBIKJIIOUEHHS B II0JI€ BBOJA CJ€Ba OT ATOro (prakka M Ha)KaTh KHOIKY
«ITpuMeHUTHY.

Mooy «BviknioueHue Komnviomepay

® Mpogon#nTE pAGoTY

() BLIKIIOUMTE KOMTBIOTED Cefiuac

) MepesarpyanTs KOMNLKTED CEfiuac

() MpHOCTAHOBMTL KOMMLIGTER CEiuaC
_) MorpyanTE KOMNEKTED B COH CRiiuac

BuIKNOUYaTL KOMNLIOTED KA¥ALIA 0eHb B 19:00:00
O Mepesarpy®ars KOMNLOTED Ka¥OLIA 0eHs B 23:00:00
J MpUOCTAHABRNNBATEL KOMNBIOTED KaXALIA AeHb B2 23:00:00

[ Morpys#aTk KOMNLKITER E COH Kaxasli feHs B | 23:00:00

TNpUMEHNTL Cbpocutb

Puc. 259
[Ipumeganue. s BO3SMOXKHOCTH HACTPOWKH OMIOBEIICHNH Ha e-mail, TokeH ObITh YCTaHOB-
JIeH makeT state-change-notify-postfix:

# apt-get install state-change-notify-postfix
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J71s1 HACTPOMKM OMOBEIIEHUI HE0OX0AUMO OTMETHTDH MyHKT «IIpyu M3MEHEHUHN COCTOSIHUS CHCTE-
MBI OTIPABJIATH 3JIEKTPOHHOE MUCHMO IO aJIpecy», BBECTH e-mail ajpec u HaxaTbh KHONKY «[IpumMeHuTH»
(Puc. 260).

Mooy «Bvikniouenue komnviomepay. Hacmpoiika onogewenuil

® Mpogon#nTE pAGoTY

() BLIKIIOUMTE KOMTBIOTED Cefiuac

) MepesarpyanTs KOMNLKTED CEfiuac

() MpHOCTAHOBMTL KOMMLIGTER CEiuaC
) MorpyznTe KOMMEKITED B COH Ceifuac

BuIKNOUYaTL KOMNLIOTED KA¥ALIA 0eHb B 19:00:00
O Mepesarpy®ars KOMNLOTED Ka¥OLIA 0eHs B 23:00:00
J MpUOCTAHABRNNBATEL KOMNBIOTED KaXALIA AeHb B2 23:00:00

[ Morpys#aTk KOMNLKITER E COH Kaxasli feHs B | 23:00:00

TpY M3MEHEHWW COCTOAHWA CUCTEME! OTNPABNATE 3NEKTPOHHOE NUCEMO N0 agpecy: user@test,alt

TNpUMEHNTL Cbpocutb

Puc. 260

[To ykazanHOMY aapecy, IpyU U3MEHEHUH COCTOSHUU CHCTEMBI OYIyT MPUXOIUTH SJICKTPOHHBIC
nucbMa. Hampumep, mpu BKIIOYEHUN KOMITBIOTEPA, COIEpKAHNE TUChMa OyIEeT CIeAyIoIIee:
Mon Mar 10 11:02:43 EET 2025: The newhost.test.alt is about to start.
Knomnka «COpocuTh» BO3BpalllaeT CASITaHHBIA BHIOOP K O€30IaCHOMY 3HAYCHHIO TI0 YMOJIYaHUIO:
«[IpomomKuTh paboTy», MEPEUNTHIBAECT PACTIMCAHUS U BBICTABIISIET OTMETKHU JIs €KEeIHEBHOTO aBTOMATH -

YECKOIo I[CﬁCTBPISI B COOTBCTCTBUC C IPOUYUTAHHBIM.

6.5.12 Hactpoiika orpannuenuii Ha ucnoiabs3oanre USB-ycTpolicTs
Monyne [IYC «Kontpons USB-yctpoiicty (maket alterator-usbguard) u3 pazmena «Cucremar
MpeHa3HAYEeH )11 HACTPONKM OrpaHrueHuid Ha ucnoiib3oBanue USB-ycrpoiictB. Monyns paboTtaeT Ha
ocHoBe (ynkrmoHania USBGuard, nmo3BossieT BecTH Y€pHBIA U OCNbI CIIUCKU OTPAaHHMYCHUA W TIPEJO-
cTaBisieT ABa tua neicreuil — allow/block.
Moaynb npeaocTaBiseT CASAYIOMHNE BO3MOKHOCTHU:
- CKaHHMPOBAHUE MOKIIOYEHHBIX YCTPOUCTB;
- BBIOOp U J00aBIEHUE YCTPONCTB B HA0OP MPABUJI U3 CITUCKA TMOJIKIIFOUCHHBIX YCTPOMCTB;
- CcO3JaHue MPeyCTaHOBICHHBIX IPABUII AJISl PACIPOCTPAHEHHBIX CLIEHAPUEB;
- co3AaHue mpaBui 1o aeckpunropam unrepderica: CC:SS:PP;
- cozzanue npasui no ceoiicrsam USB-yctpoiicta: PID, VID;
- co3aaHue npaBwi no xemy ycrporcrsa mo PID+VID+SN;
- CO3JIaHUE CIIOXKHBIX MPABUII C IONOIHUTEIbHBIMH YCIOBUSMU;

- 3arpysKka ImpaBui U3 csv-(aiina;
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- penaKkTUpOBaHHE 3HAYCHUH B CO3JJaHHBIX MpPaBUIIAX;
- IPOCMOTP KypHajia coObITHI noakIoueHus/oTkaodernst USB-ycTpoiicTs.
Jlis yBeAOMIIEHUS [IOJIb30BaTENs O NOJKIIOUEHHOM U 3a0JJ0OKMPOBAHHOM YCTPOMCTBE COOOILEHH -
€M B Tpee UCIONIb3yeTCsl MOy b YBeZloMiIeHuH (rakeT usbguard-notifier).
6.5.12.1 Unghopmayuonrnoe none
B undopmarnmonnom nose (Puc. 261) otoOpakaeTrcst Tekyiiee cocTosHUe ciryk0bl usbguard, criu-
COK TIOJIb30BAaTENC W TPYI, KOTOpPbIE MOTYT pEIaKTUPOBATh IMpaBHia, COOOMIEHHS 00 OmMOKax H
IpeayPExKICHUS.

Mooynve « USBGuardy. Ungopmayuonnoe none

. USBGuard cnyw6a Asrtosanyck BBIKMHOYEH Npouecc HEAKTUBEH

3TH NONL30BATENK MOTYT U3MEHATE NpaBuna: root

3TH rpynnbl MOTY MEHATb NpaBuna: wheel

AKTMBWUPOBATL KOHTPONL NOPTOB

Puc. 261

[Ipumeuanue. [00aBUTH/yNaduTh MOJIH30BATENS/TPYIIY, KOTOpPbIE MOTYT PEIaKTHPOBATH
MpaBujia, MOKHO B KOMaHHOM CTpOKE, HAIIpUMED:
- JaTh TMOJIH30BATENIO USEr MOJHBIN JOCTYI K pasznenaM «devices» M «exceptionsy, Moiab30BaTeb
user TaKke OyJeT UMETh BO3MOXKHOCTh POCMATPUBATH M U3MEHSTH TEKYIIYIO MOJIUTHKY:
# usbguard add-user -u user --devices ALL --policy modify,list --
exceptions ALL
- yJaJuTh [IpaBa y MOJb30BATEIs USEr:
# usbguard remove-user -u user
JononHuTenpbHY0 WHGOPMAIMI0O CMOTPUTE HA COOTBETCTBYIOIIUX CTPAHUIIAX PYKOBOJCTBA,
Harpumep:
$ usbguard add-user -h
Jnst BrmroueHust KoHTpost 3a USB-ycTpoiicTBaMu HEOOXOAMMO yCTAaHOBUTH OTMETKY B ITYHKTE
«AKTHBUPOBATh KOHTPOJIb MOPTOB», HaxkaThb KHONKY «lIpoBeputhb», a 3arem kHOMNKY «lIpumMeHUTH.
Crny>x6a usbguard Oynet 3amyieHa u qo0aBieHa B aBTo3arpysky (Puc. 262).

Koumponw nopmoe akmusuposan

@ UsbGuard ... AKTMUBEH

3TK NONL30BaTENM MOTYT U3MEHATL NpaBwuna: root

3TH rpynnbl MOTY MeHATL Npaewna: wheel

# AxkTMBMpOBaTH KOHTPONL NOPTOB

Puc. 262


https://packages.altlinux.org/ru/sisyphus/usbguard-notifier
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[Ipumeuanue. Ilo ymonuanuro Oyaer ycraHoBiieH pexuM «bemnbiit cnircok»: «3aba0kupoBaTh
BCE€, KpOME TOJIKJIFOYCHHBIX YCTPOMCTBY, MIOATOMY BCE MOIKIIOUYEHHBIE YCTPOUCTBA OyayT 100aBICHBI B
CIIUCOK pa3peni€HHbIX, a Bce HoBble USB-ycTpoiicTBa OyayT O6inokupoBatbes. MI3MEeHUTh MOBEACHUE 10
YMOIYaHHUIO MOXKHO, YCTAHOBHUB HYXKHBI PEKUM Tepe]] 3amyckoM ciayk0bl usbguard (cm. «lIpenycranos-
KI»).

st otxorroueHust KoHTpodist 3a USB-ycTpolictBamMu HEOOXOIUMO CHATH OTMETKY C TOJISI « AKTH-
BHUPOBATh KOHTPOJIb MOPTOBY», HAXaTh KHOMKY «lIpoBeputby», a 3atemM kHomKy «IIpumeHUTH» M mepesa-
TPY3UTh CUCTEMY.
6.5.12.2 Cnucox USB-ycmpoticme

Ecnu cimy»x6a usbguard 3amymiena, B BeG-unTepdeiice Oyaer oToOpak€H CMHUCOK TEKYIIMX IMOJ-
KIIIOYEHHBIX ycTpoicTB (Puc. 263).

USBGuard. Cnucox USB-ycmpoticme

CNUCoK YCTRONCTE
N % Mopt % CC:SS:PP & |VID 4 BeHgop % |PID # |HazsaHue % | CepuAHBIA HOMED + | Xsw 4 |Cratyc &
3 usbi 09:00:00 1déb Linu 0002 EHCI Host 0000:00:0b.0 SENgUWwefEKDMMNSOJ Uy XkFlvwFPJmyvPTREINVCYIVE= | allow
Foundation Controller
4 usb2 09:00:00 1déb Linuo 0001 QHCI PCI 0000:00:06.0 IUN32sleMBBIDEPdB2mxuSS5iCTwBoKITBiZ Degt2Blo= allow
Foundation host controller
5 1-1 08:06:50 13fe Phiscn 3e00 Silicon- 11101084E6BA1ADDASASZ004A | ODcf+ZVITNKORO+RN 1kxcPOrgDIBCavgkeYkef+0Kik= block
Electronics PowerdG
Corp.
[ 1-2 08:06:50 090c Silicon 1000 USB DISK 2010121200000186 2dfdMHZx FSclAaNbshG8G4fpzD3iQLPLI+M7KHNSRE= | block
Metion, Inc.
- Taiwan
(formerly
Feiya
Technology
Corp.)

CraHvpoBaTh ycTpoiicTEa
Puc. 263

B cronbue «Craryc» oTobpaxaercs Tekymiee cocrostaue USB-ycrpoiicta («allow» — pa3perén-
HOE YyCTpOHCTBO, «block» — 3a010KMpOBaHHOE YCTPOUCTBO).

Jns penaktupoBanusi cocrosausi USB-ycrpoiicTBa HE0OXOIUMO BBIIETHTH CTPOKY C HY>KHBIM
YCTPOHCTBOM M HaxaTb KHOMKY «Pa301okupoBathky/«3abnokupoBatb». [Ipu aTom Oyaer no6aBieHo co-
OTBETCTBYIOII[EE MTPABUIIO B TAOIHILY « X311,

[Ipumeuanue. Ecnu aktuBeH «benbrit circok», To y1st ycTpoicTBa co ctatycoMm «block» Oy-
JIeT aKTHBHA KHOIKa «Pa30okupoBaTh», eciy akTHBeH «UEpHBINA CIIMCOK», TO sl YCTPOMCTBA CO CTATy-
coM «allow» Oyner akTHBHA KHOTIKA «3a0JIOKMPOBATH.

Knonka «CkaHupoBaTh YCTpPOHCTBa» IO3BOJIAET OOHOBUTH CHHCOK NOAKIOUEHHBIX USB-
YCTPOWCTB.
6.5.12.3 Ilpeoycmarnosexu

[IpaBuna moryt paborars B pexume Oenmoro mim 4€pHoro cnucka (Puc. 264). [Tocne ycranoBku

pexuma «YEpHBIM CIUCOK», OyayT 3a0JOKHMPOBAaHBI TOJBKO TMEpPEUHCICHHbIE B JHaHHOM crrcke USB-
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ycrpoiictBa. Ilocne ycranoBku pexxuma «benbliit criucok», 0OyayT 3abnokupoBansl Bce USB-ycTpoiicTsa,

KpOMC IEPCUYUCIICHHBIX B TAHHOM CITMCKEC.

MpeAyCTaHOBKNA

Benslil cnucok:

Mooynv « USBGuardy. Ilpedycmarnoexu

© 32aGnoxMpoeaTk Bee, KPOME NOAKNIOUEHHLIX YCTPOICTE

3afnoKMpoBaTh BCE, KOOME NOAKMoUYeHHbx v HIDMUB ycTpoicTs

PyuHoil pexum

YepHBIA CIMCOK:

ENoKMpOBaTE YCTPOICTEA N0 KNACCAM AeckpANTopa MHTepdeiica: 06 Image u 08 Mass Storage

ENoKMpoBaTh YCTPOACTEA MO CIUCKY M3BECTHLIX PIDVID, ncnonkayiowmx Android Debug Bus

PyuHoil pesum

Puc. 264

Kpome pyuHoro pexxuma j100aBieHHs MPAaBUI B CIUCKU CYLIECTBYET BO3MOXKHOCThH IpeABAapH-

TEJIbHOW HACTPOUKM CIHMCKOB. J[JIst MpeiBapuTeIbHOM HACTPOHKH IPABUII HEOOXOIUMO:

1) BBIOpaTh COOTBETCTBYIOUTUHN MyHKT:

- «benblii cIMCoOK»:
«3abnokupoBaTh BCE, KpOMe MOAKIIOYEHHBIX YCTPOWCTB» — B mpaBwia (Tabnuua
«Xomy) ¢ peictBueM «allow» Oynyt noOaBieHbl BCEe MOAKIIOYEHHBIE YCTPOWCTBA.
Bce noBrie USB-ycTpoticTBa OyayT 3a010KMpOBaHbl (OyIyT OTOOpaKaThCs B TaOIUIIE
«Cnucok ycTpoiicTB» co cratycoM «block»);
«3abnokupoBats Bce, kpome noaxaodeHnsx 1 HID/HUB yctpolicTB» — B npaBuiia ¢
neiictBuem «allow» OyayT mo0OaBieHBI BCE TMOIKIIOYCHHBIC yCTpoiicTBa (Tabiuia
«Xom») U Bce ycrpoiictBa ¢ umHTepdeiicamu 03:*:* u 09:*:* (tabmuna «Macku
CC:SS:PP»). Bce noBbie USB-ycrpoiictBa kpome HID/HUB-ycTpoiicTB (K1aBHaTyphl,
MBI, JHKOUCTHKK, USB-KOHIIEHTpaTOphl) OynyT 3a0nokupoBaHbl (OyayT oToOpa-
xatbes B Tabnmie « CiMcoK yCTPOUCTBY co cratycoM «block»);
«PyuHOIi pesxuM» — IIO3BOJISIET YCTAHOBUTH CBOU IPaBUJIA.

- «YEpHBIN CITHCOKY:
«biokupoBath ycTpoiicTBa Mo KiaccaM Jeckpuntopa untepgeiica: 06 Image u 08
Mass Storage» — B npasmia (Tabimna «Macku CC:SS:PP») ¢ neiictBuem «block» Oy-
nyT mo0aBiieHbl Bce ycTpoiicTBa ¢ uaTepdeiicamu 08:*:* u 06:*:*. Bce USB-ycTpoii-
ctBa Mass Storage Device (USB-nakonurens, kapTa namsTH, Kapapuaep, Hudposast
¢dorokamepa) u Image (BeOG-kamepa, ckanep) OyayT 3abiokupoBaHbl (OynyT oTOOpa-

xatbes B Tabnmie « CiMcoK yCTPOUCTBY co crarycoM «block»);
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s «bnokupoBarte ycrporicTtBa o crucky ussectHblx PID:VID, ucnons3yromux Android
y y > Y

Debug Bus» — B npaBuna (tabnuua «Macku VID:PID») ¢ neiictBuem «block» Oyayt

no6asiensl n3BectHble Android-yctporictBa. Bece Android-ycrpoiicTBa OymyT 3a6:10-

KupoBaHbl (OynyT otoOpaxkaTbcst B Tabmuue «CHUCOK YCTPOMCTB» CO CTaTycoM

«block»);

=  «Py4HOU pexUM» — IO3BOJISAET YCTAHOBUTH CBOM IIPABHIIA.

2) Haxatb KHOTIKY «IIpoBeputb». ByayT nokazansl mianupyemsie n3menenus (Puc. 265);

3) €CJIM UBMCHCHHA KOPPCKTHBIC, HA’KATh KHOIIKY ((HpI/IMeHI/ITB».

4) 1S OTMEHBI M3MEHEHUH (10 HakaTusi KHonKU «[IpuMeHuThY») ciemyer BbIOpaTh MyHKT «Pyu-

HOH peKnM», HaxXaTh KHONIKY «IIpoBeputh», a 3atem «IIpuMeHUTH.

HJZClHupyeMble UBMEHEHUA

Opyrue npasuna

| N $ ‘ Mpasuno 4 | feiictene %+
[ Macku CC:SS:PP
D N % | CC:S5:PP % | Onucanwne % | Mopt %+ | OeictBue *
03+ allow
09> allow
Mackn VID:PID
D | N * ‘ ViD + | Bengop % |PID # | HaseaHue % | Mopt % | QeicTene *
[ X3w
D N & | Xaw 2 | Onucanne % | OeicTBue *
0 ] “EHCIHost Controlles” allow
0 4 “OHCHPCHhost controlier atew
SENgUWwefEKDMNSO0J Uy Xk Flvv FPJmvPTRKINCwivE= EHCI Host Controller allow
IUN32sleMBBIDBPd82mx uSSiC TwBoKIT8iZ Degb28/o= OHCI PCI host controller allow
2dfdMHZx FSoltaMbsh68G4fpzD3IQLPLI+MTKHNSRIE= USE DISK allow
CbZOu+mOnXwilUDD8dvRiOTu1gs0JIrLIIPMLRcALeSE= Integrated Camera allow
CbZOu+mOnXw3lUDD8dvRiOTu1gs0JIrLIIPMLRcALeS8= Integrated Camera allow
NMpumeHuTL
Puc. 265

6.5.12.4 Jlobaerenue npasu

Jlns noGaBneHUs: HOBOTO IpaBHJia AOJKEH OBITh BbIOpaH MyHKT «Py4HON pexum» B OenoM Wiu

yépHoM crnuckax. Ecimu «PydHol pexum» BBIOpaH B OCJIOM CIHCKE, MpaBUiIo OyaeT J00aBlIeHO C Jei-

ctBueM «allow», eciu B uépHoM — ¢ eiictBreM «blocky.
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6.5.12.4.1 IlpaBwuna mo kiaccy uarepdeiica
Hasnauenne USB-ycTpoHCTB MOXET ONpENeNaTbhcs KOAAMH KJIACCOB, KOTOPbIE COOOIIAIOTCS
USB-y3ny [1s 3arpy3ku HeoOX0quMBbIX apaiiBepoB. Koabl KjaccoB Mo3BOISIIOT YHUGUIUPOBATH paboTy C
OJIHOTHUITHBIMHU yCTPOICTBAMM PAa3HBIX MPOU3BOJUTENICH. Y CTPONCTBO MOKET MOAAEPKUBATH OJUH WIIU
HECKOJIBKO KJIACCOB, MAKCHUMAaJIbHOE KOJIMYECTBO KOTOPBIX ONPEAENAETCS KOJIMUYECTBOM JIOCTYIIHBIX
endpoints. Hanpumep, mmpoko u3BecTHsl ycTpoiicTa kitacca Human Interface Device, HID (mbimm, kia-
BHATYPBbI, HTPOBbIC MAHMUITYJISITOPHI U T.J.) WK ycTpoicTBa Mass Storage (USB-HakonuTenu, KapThl Ha-
MSTH U T.1.).
[Ipumeuanue. Knacc untepdeiica ykaspBaeTcsi Kak TpU 8-OMTHBIX YMCIIA B MIECTHAANATEPUY -
HOM dopmare, pazaeneHHbIx ABoeTouneM (CC:SS:PP). Uucna o6o3nauarot kitace unrepdetica (CC), mox-
kiacc (SS) u npotokon (PP). Bmecto HOMepa mojikiiacca v MpOTOKOJIa MOKHO HCIIOJIB30BaTh CUMBOI *,
4TOOBI COOTBETCTBOBATh BCEM MOKJIAcCaM WM MpoTokonaM. CorocTaBieHHue OMpeesIeHHOrO Kiacca U
OIPEEIIEHHOr0 IIPOTOKOJIA HE JOIyCKAETCsl, TO €CTh €CIM B KaUYECTBE HOMEPA MOJKJIAcCa UCIOIb3YETCS
*, TO JJIs IPOTOKOJIA TAK)KEe HE0OXOIMMO HCIIOJIb30BATh *.
JloGaBienue mpaBuiia Mo Macke:
1) mox tabmuueit «Macku CC:SS:PP» HaxkaTh KHONIKY «J[00aBUTHY;
2) B mone «CC:SS:PP» Bnmcarh Macky, HampuMmep, MPaBWIO JJIs BCEX YCTPOWCTB ¢ MHTEpdercamu
09:*:* (Puc. 266);
3) naxaths kHONKy «IIpoBeputh». KoppektHoe mpaBuio Oyzaer BblieneHO 3en€HbIM 1BeToM (Puc.
267), HEKOPPEKTHOE — KPaCHbIM;
4) ucnpaBUTh WIM yAAIUTH HEKOPPEKTHOE IIPABUIIO U TOBTOPHO HaxkaTh KHONIKY «IIpoBeputhy;
5) Haxath kHONKY «IIpumeHUTH» AN akTUBauuu npasuia. [IpaBuiio st Bcex yCTPONCTB C MUHTEP-
(deticamu 09:*:* Gynet 100OaBIICHO.

Hobasnenue npasuna ons ecex ycmpoticma ¢ unmepgeticamu 09:*:*

Mackin CC:55:PP

N % | CC:SS:PP % | Onucanne % | MopT % | Oeitctene *
ERRY - - allow
IOQ:*:* - - allow
AobasuTe Ypanute
Puc. 266

IIposepka npasuna

Mackin CC:55:PP

N # | CC:S5:PP % | OnucaHne

A
A
A

MopTt NefcTene

2 03> allow

09:*:* - - allow

fobauTs Ypanute

Puc. 267
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6.5.12.4.2 IlpaBuna no VID&PID

Kaxxnoe USB-ycTpoHCTBO COAEpX UT aTpuOyThl, KyJa BXOIUT HJIEHTU(UKATOp pa3zpaboTyrka

ycrporictBa (VID) u uaentudukarop usnenus (PID). Ha ocHoBanum 3TUX WIEHTH(UKATOPOB Y3l

(KOMIBIOTEP) MILIET METO/IbI Pa0OTHI C 3TUM YCTPOMCTBOM (OOBIYHO 3TO BhIpa)kaeTcsi B TpEOOBaHUM yCTa-

HOBUTH JIpaiiBePHI, MOCTABIIIEMbIC pPa3pabOTIUKOM yCTPOUCTBA).

[Ipumeuanue. VID u PID — 310 16-OuTHBIC YKClia B MIECTHAAIIATEPUYHON CUCTEME CUHUCIIE-

Hus. B IMpaBHUJIC MOXXHO TaKXKE HMCII0JIb30BaTh CMMBOJI *:

)
2)

3)

JUTSL COOTBETCTBUSA JTIOOOMY HJIEHTU(DUKATOPY YCTpOHCTBA *:*

JUTSL COOTBETCTBHS JIFOOOMY UIACHTH(PHUKATOPY MPOTYKTa OT KOHKPETHOTO MOCTABIIHNKA, HAIPUMED,
090c:*

JHo6asnenne npasuia mo VID&PID:

non Tabmuneit «Macku VID:PID» naxats kHONIKY «/]00aBUTEY;

B nosie «VIDy BnmcaTth uaeHTudukarop pazpadorunka ycrpoiicrsa (VID), a B mone «PID» unen-
tudukarop uzaenus (PID) (Puc. 268);

HakaTb KHONKY «IIpoBeputh». KoppekTHoe mpaBuio OyAeT BbAEIEHO 3€IEHBIM I[BETOM, HEKOP-

PCKTHOC — KpACHBIM;

4) HCIIPABUTH WK YAAJIUTh HCKOPPCKTHOC IMPAaBHUJIO U ITOBTOPHO HAXKATh KHOIIKY ((HpOBepI/ITb»;
5) HaXXaTb KHOIIKY ((HpI/IMCHI/ITI)» JJI1 aKTUBAIUMU IIpaBuJIa.
Jlobasnenue npasuna no VID& PID
Mackn VID:PID
N % VID % | Benpop + PID % | HaszeaHue % | Mopt 2+ | Oeictene *
1340 - {0101 - - allow
AobasuTe Ypanute
Puc. 268

6.5.12.4.3 IlpaBuna no xeury

Js xaxgoro USB-yctporictBa USBGuard BbeUuCIsSET Xell HA OCHOBE 3HAYCHHM aTpuOyTOB

ycTpoiictBa u ganubix geckpunropa USB (PID+VID+SN).

1y
2)
3)

4)
5)

JloGaBneHue mpaBuia o xemry:

noJ| Tabnunei «Xsun HakaTh KHONKY «J{00aBUTEY;

B T10JIe «XOI» BOHUCATh Xeml ycTpoicTBa (Puc. 269);

HakaTh KHONKY «IIpoBeputh». KoppekTHoe npaBuiio OyJeT BbIIEICHO 3€IEHBIM LIBETOM, HEKOP-
PEKTHOE — KPACHBIM;

UCIPAaBUTh WIH YAAIUTh HEKOPPEKTHOE IPABUIIO U MOBTOPHO HaxaTh KHOMKY «IIpoBeputhby;

Ha)XXaTb KHOIIKY «HpI/IMeHI/ITB» AJId aKTUBaLlUKW IIpaByJIa.
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Jobasnenue npasuia no xeury

Xaw
O N & | Xaw & | Onucaxue & | [eitcTame o
o o ~SENqUWwefEKDMNS0 JUy XkFlvwFPJmvPTRKINCVivE=" "EHCI Host Controlier” allow
o | “IUN32s|eMBBID8PdE2mxu9SIC TWBoKIT BiZ Degh28/o=" *OHCI PCI host controller™ allow
(] | 2dfdMHZxFS0lAaNbsh 68G4fpzD3iQLPL3+M7KHNSRES] - allow
3arpyante u3 aina | Bribepute chaiin | Paiin He BeibpaH Nobagute  Ymanuts
Puc. 269

6.5.12.4.4 [Ipyrue npaBuia
Monyib 103BOJISIET CO3AAaBaTh CIOKHBIE ITPaBUJIA C TOIIOJHUTEIBHBIMU YCIOBUSMHU.
JloGaBiieH1Ee CIIOKHOTO MPaBUJIA!
1) mon tabmuieit «/[pyrue npaBuiay HaxaTh KHOTIKY «Jl00aBUTHY;
2) B none «IIpaBuno» Bnucats npasuio (Puc. 270). Hanpumep, npaBuio, pa3pelaromiee moaKirove-
HHUE IIPUHTEPA TOJIBKO Ye€pe3 ONPEACIIEHHBIN IIOPT:
allow id 04a9:177a name "Canon E400" serial "F572EC" via-port "1-2"
hash "eqgl9yA8m+5VVMmMhXOvbUzwNPDGCAPg+fxIQHvbptlsyY="
3) naxartb kHOTIKY «[IpoBeputh». KoppekTHoe npaBuino OyneT BBIAETICHO 3€IEHBIM IIBETOM, HEKOP-
PEKTHOE — KPacCHBIM;
4) uCHpaBUThH WIH YAATUTH HEKOPPEKTHOE MPABUIIO U MOBTOPHO HaxaTh KHOMKY «[IpoBepuTh»;
5) HaxaTh KHONKY «lIprMeHuTh» U1l aKTUBALIMK [TpaBUIIA.

ﬂO6d€JZ€HM€ CJIOJICHOCO npasuia

Opyrue npasvuna

O N 4 |Mpasuno 4 | OeitcteBne

L3

4

O - I "F572EC" via-port "1-2" hash "eql9yABm+5WMmhXOvbUzwNPDGCAPq+XIQHVD ptI5Y='1

fobaBuTb Ypanute
Puc. 270

6.5.12.4.5 3arpyska mpaBuia u3 (aiina

[IpaBuna OMKHBI OBITH TOOABIECHBI B CSV-(aiii, M0 OJHOMY MPAaBHIIy B Kaxaou cTpoke. CTpoka
JIOJI’KHA UMETh BUJL;
allow/block, Interface, PID:VID, Hash

Hanpuwmep:
allow,,090c:1000,"2dfdMHZxF501AaNbsh68G4fpzD3iQLPL3+M7KHNnSRIE="
allow,00:00:%*,,
allow,,1000:~*,
allow,,,"eql9yA8m+5VVMmMhXOvbUzwNPDGCAPg+fxIQHvbptlsy="

[Ipumedanue. Dailn HE TOJDKEH COAEPKATh KOH(PIMKTHBIE TIPABUIIA — JOJKHBI OBITH OO BCE

allow, 1160 Bce block.
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3arpy3ka npaBui u3 ¢aiina:

1) maxath KHOTNIKY «Br1i0epute daitimy/«O030p» (rmox Tabmuneit «Xs1m») u BeIOpaTh (aiis ¢ mpaBuia-
MU;

2) HaxaTb KHOIKY «3arpy3uth u3 Qaiina»;

3) wnaxartp kHOTKY «IIpoBeputs». KoppekTHoe mpaBuio OyaeT BBIACICHO 3€JIEHBIM IIBETOM, HEKOP-
PEKTHOE — KPACHBIM;

4) uWCTIpaBWUTH WM yJATUTh HEKOPPEKTHOE IPABHJIO M TOBTOPHO HaXaTh KHOMKY «IIpoBeputhy;

5) Haxarh KHONKY «[IpUMEHHUTB» /715l aKTHBALIUH [TPABUIIA.
[Ipumeuanue. [Ipu 3arpyske nmpaBui u3 (aina moauTUKa ToXe Oyner BbIOpaHa U3 Qaiina.

Ecnu B (aiiie ykazaHa MoNIUTHKA TPOTHBOMOJIOXKHAS TEKYIIEH, BCe CYIIECTBYIOIIHIE MpaBmiia OyAyT yaa-

JICHBI.

6.5.12.5 Yoanenue npasun
[Ipumep ynaneHus npaBuia o Macke:
1) B Tabmuue «Macku CC:SS:PP» ycTaHOBUTBH OTMETKY B I10JI€ C COOTBETCTBYIOIUM IPaBUIIOM;
2) HaxaTb KHONKY «Y nanuTb». [IpaBuiio 6yaer rotoso k yaanenuto (Puc. 271);
3) HaxaTh KHONKY «IIpoBepuTh»;
4) naxatb KHONKY «[IpuMeHUTH» 1715 yaneHus npaBuia.

Yoanenue npasuna

Macku CC:55:PP

N * | CC:55:PP % | Onucanne % | NopT %+ | OeiicTBne ¥
. 2 03:** allow
3 09: allow

fo6aeuts  Ypanuts
Puc. 271
[IpaBuna u3 gpyrux Tabaul yaausioTcs aHaTIOTHUYHBIM CIIOCOOOM.
6.5.12.6 Ilpocmomp scypuana ayouma
st mpocmoTpa KypHaia coObITHi TonkiIoueHus/oTkroueHus USB-ycTpoiicTB (KypHana ayau-
Ta) HEOOXOAMMO HaXaTh KHOMKY <« KypHam», pacroioxkeHHYIO B IEBOM HIDKHEM yriay Moaydis. [lo Haxa-

THUIO Ha Ty KHOIIKY pacKpbIBaeTcs )xypHai aynuta (Puc. 272).

[Ipumevanwue. Jng oOHOBIEHHS *KypHaIa HEOOXOAUMO HaXaTh KHONKY «DUIIBTPOBATHY.
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Kypnan ayouma USBGuard

DunbTpoBaTH

[17] [1738851517.17@] (A) uid=@ pid=291@8 result='SUCCESS' device.system_name='/devices/pci@eee:ee/eeee:ee:eb.e/usbl’
target.new='allow' device.rule='allow id 1d6b:98@2 serial "e@ee:@@:8b.2" name "EHCI Host Controller" hash

"SEiVqUiwe fEKDMNSOJUyXKFIvvFPJmvPTRKIIVCvIvE=" parent-hash "BfFg9THiKJIvTnHGCjHfrWc@@WcrIzhayl9C3BiPYho=" via-port "usbl" with-
interface 29:00:00 with-connect-type ""' target.old='allow' type='Policy.Device.Update’

[18] [1738851517.171] (A) uid=@ pid=291@8 result='SUCCESS' device.rule='allow id 1deb:@@@l serial "e@ee:@e:26.2" name "OHCI PCI
host controller” hash "1UN32sIeMBB1D8Pd82mxu95iCTwBoK1T8iZDeg628/0=" parent-hash "XokStAV3JXWqQkWB16YD7ZPFcHselOtwuGmVNBCed6E="
via-port "usb2" with-interface ©9:0@:0@ with-connect-type ""' device.system_name='/devices/pci@@eo:@e/eeee:ee:e6.0/ush2’
type='Device.Present’

[19] [1738851517.171] (A) uid=p pid=291@8 result='SUCCESS' device.system name='/devices/pcioeee:ee/eo0e:00:86.8/ush2’
target.new="allow' device.rule='allow id 1d6b:88@1 serial "@@@@:88:86.8" name "OHCI PCI host controller” hash
"1UN32sIeMBB1D8Pd82mxu95iCTwBoK1T81ZDeg628/0=" parent-hash "XokStAV3JXWqQkWel6YD7ZPFcHselOtwuGmVNBCed6E=" via-port "ush2" with-
interface 89:08:88 with-connect-type ""' target.old='allow' type='Policy.Device.lUpdate’

[20] [1738851517.171] (A) uid=p pid=291@8 result='SUCCESS' device.rule='allow id @98c:1000 serial "2010121200800186" name "USB
DISK" hash "2dfdMHZxFSolAaNbsh68G4fpzD3iQLPL3+M7KHNSRIE=" parent-hash "SEivqUwweTEKDMNIOJUyXkFIvVFPImvPTRKILVCvIVE=" via-port
"1-1" with-interface 88:06:50 with-connect-type "unknown"' device.system_name='/devices/pciopeo:eo/ee00:98:0b.2/usbl/1-1'
type='Device.Present’

£

<]Hasap Bnepep, >

=< 12345867 >

3

KonnuecTBo 2anucei Ha ofHy cTpaHuwy (oT 140 100) |5

Puc. 272

[Mpumeganue. Punprpanus no sory USBGuard — cTporas, perucrpo3aBucumast.

6.5.13 Hactpoiika orpannyenus goctyna k ¢aiinooii cucreme USB-ycTpoiicTBa

Monayns LIYC «Kontponas USB-ycrpoiictB (MoHTHpOBaHuE)» (makeT alterator-usbmount) u3 pas-
nena «CrucrteMay Mmo3BOJIIET OTPAaHUYHTH AOCTYI K (haitmoBoit cucteme USB-ycrpoiictea mo UID/GID. B
MOJIyJIe TaK)Ke MPEAYCMOTPEHa BO3MOKHOCTh IPOCMOTPA KypHasia COOBITHI MOIKIIOYSHHSI/OTKIIIOUEHUS
USB-ycTpoiicTs.

OcobenHocTr paboThl MOIYJIS:

- €Cllu Ul YCTPOICTBA HE CO3/1aHO MPABUJIO, TO CIIy>k0a HE BMEUIMBAETCS B JIOTMKY MOHTHUPOBaHUS
USB-ycrpoticTBa;

- €CJHM JJIA YCTPOMCTBa CO3/1aHO MPaBUIIO, TO CIyk0a MOHTHpYET OJOYHbIe yCTPOWCTBA HA Ha3HA-
yenHoM USB-ycrpoiictBe B katanmor /media/alt-usb-mount/$user $group wmiam /media/alt-usb-
mount/root_$group, eciu moab30BaTeIb HE YKa3aH;

- cuyx0a HazHauaeT ACL g yka3aHHOTO IMOJIb30BATENs U TPYIIBI HA KaTaJIOT, B KOTOpOM OyieT
CO3/1aHa TOYKAa MOHTUPOBAHUA OJIOYHOTO YCTPOICTBA;

- B IPaBWJIaX MOXHO yKa3aTh TOJBKO CYLIECTBYIOIIErO JOKAJIBHOTO MOJIb30BATEINS U M10JIb30BATENb-
CKYIO I'pyTILy;

- poctyn k USB-ycTpoiicTBy Ha3Hau€HHOMY IOJIb30BATEII0 W TPYIIE MPEIOCTABISETCS IMOJIHO-
CTBIO (TW);

- mo00# MosIb30BaTeNlb MOXKET OTMOHTUPOBATh YCTPOHCTBO Uepe3 cranaapTHeie cpeacrsa OC;

- ciayx0a He BMEIIMBAETCS B IIPaBa caMUX (ailJIOBBIX CUCTEM OJIOYHBIX YCTPOKCTB;

- pexomeHayemas ¢aiaoBas CUCTEMA I MepeHOCHBIX HocuTenel exFAT.
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IIpumeganue. OcobeHHOCTH pabOTH MOAYJIA C (PaiJIOBEIMH CUCTEMAMHU:

- EXT2/3/4, XFS, BTRFS noanep:xuBatot nmpasa. [Joctym k ¢aiinoBoii cucteme OyAeT TaKkKe orpe-

JEeNAThCA Ha3HAYCHHBIMU IIPaBaMU caMoil (pailyioBol CUCTEMBI;

- FATI16/FAT32/exFAT ne nonaepxuBarot mpasa. JlocTyn OyAeT MOTHOCTBIO ONPENENAThCS Yepe3

TOYKY MOHTHPOBaHMUsl, Ha3HaueHHY0 B USBMount;

- ISO9660/UDF noanepxxupaet Toiabko readonly. loctym Oynet mpeaocTaBiieH TOJIBKO Ha YTEHUE;
- NTFS nogaepxuBaet npaBa. He pekoMenayercst ucnoiib3oBarb. B ciydae eciiu panee NTFS Ho-

CHUTEJb ObLI U3BJICYEH HEOE30MACHO, TO HOCUTENb OyIeT CMOHTUPOBAH TOJIBKO JUISl YTEHUSI.

[Ipumeuanue. B GNOME aBromaruueckoe MmoutupoBanue USB BKJIIOYEHO MO YMOJIYAHHUIO.
st OTKIIFOUEHHsSI aBTOMATHYECKOTO MOHTHPOBAHUS CIENYET CO3/aTh npaBuiio udev (Hampumep, Qaiin
/etc/udev/rules.d/60-usb.rules):

SUBSYSTEM=="block", ACTION=="add",ENV{ID BUS}=="usb",ENV{UDISKS AUTO}="0"
6.5.13.1 3anyck/ocmanos ciyicov

B Moxyne otoOpaxkaercs Tekymiee coctostaue cyx061 USBMount (Puc. 273).

Jlis BKJIIOYEHHST KOHTPOJSI HaJl YCTPOWCTBaMU HEOOXOJUMO TMEpEeIBHHYTh MepeKtoyaTellb
«Cnyx6a USBMount ocranoBiieHa» U HaxaTh KHONKY «Coxpanutb». Cinyx6a USBMount Oyner 3amy-
IIeHa 1 Jo0aBlieHa B aBTO3arpy3Ky.

Jisi OTKIIIOYEHHsT KOHTPOJS HaJX YCTPOHCTBAMHM HEOOXOAMMO TIEpEeBUHYTH MEPEKII0YaTeNb
«Cnyx6a USBMount akTiBHa» 1 HaxaTh KHOMIKY «COXpaHUTH.

Cnyacoa USBMount ocmanosnena

Cnywx6a USBMount octaHoBneHa

[ Crnys6a B,D,aHHblﬁ MOMEHT HE AKTWEHA, Bbl MOXETE BRIKUWTE 88, UTOGE! HAYATE UCMNONE20BAHKUE. ]

HypHan

Puc. 273

6.5.13.2 Cnucok ycmpoiicme
Ecmu cyx6a USBMount 3amymiena, B BeO-uaTepdeiice OyaeT oToOpakEH CIUCOK TEKYIIUX MO/ -

KIIFOUYEHHBIX ycTpoicTB (Puc. 274).


https://www.altlinux.org/Udev
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Cayarcoa USBMount 3anywena

() Cnyw6a USBMount akTnBHa
CNWUCOK YCTPOWCTE
N ¢ | Ycrpohcteo 4 | Qainosan cHCTEMA 4 (VID % PID 4% |CepuiHbii HOMED % | Cratyc %+ | Touka MOHTHPOBaHKUA *
1 Ievisdb 090c 1000 2010121200000186 free
2 Idevisdb1 viat 090c 1000 2010121200000186 free
06 cnucok B. bIX YETPOWETE
Cnucok Bnagensues
D ‘ N ‘\ﬂD ‘ PID CepUiHEIA HOMED Nonb3oBatent pynna
NoBaBUTL
MypHan

B cronbue «Cratyc» oTtoOpaskaeTcs TEKyIIee COCTOsSIHUE ycTpoicTBa («free» — Biazgenen s

Puc. 274

YCTpOICTBa He Ha3HAYeH, «owned» — yCTpOMCTBY Ha3HAUEH BIaJeNel).

Ecau YCTPOﬁCTBy Ha3Ha4Y€CH BJIaACJICH H YCTpOﬁCTBO IIPUMOHTHUPOBAHO, TO TCKYyNIlasd TOYKa

MOHTHPOBaHHSI OTOOpaXkaeTcs B cTondIe « Touka MOHTUPOBAHUS.

Knonka «OOHOBUTEH CIMCOK OJIOYHBIX YCTPOMCTB)» MO3BOJIIET OOHOBUTH CIIUCOK MOJKIIOYEHHBIX

YCTPOMCTB.

6.5.13.3 Jlobasnenue/yoanrenue npasu

Jl1st Toro 4ToOBl HA3HAYUTH MpaBa ISl MOAKIIOYEHHOTO OJI0OYHOTO YCTPOMCTBA, HEOOXOAMMO BbI-

TTOJIHATh CIICTYIOITUE TCHCTBUS:

1) BBLIEIHUTH CTPOKY C HYKHBIM YCTpoiicTBOM B Tabmuue «Crucok ycrpoiictB» (Puc. 275) u Haxathb
KHONIKY «Ha3HaunTh Biagenbua» (UM ABaKIbl MIEIKHYTh MBIIIBIO 10 CTPOKE C YCTPOHCTBOM):
2) mnpaBuio Oyaet nodasneHo B Tabnuiy «Crnucok Biaaaensue» (Puc. 276);
3) B cronbue «Ilomp3zoBarens» BbIOpaTh Mosb30BaTens, B cTondue «I'pynma» — rpynmy BiajaenbLa
6mouHoro ycrpoiictsa (Puc. 277);
4) naxatb kHONKY «Coxpanuth». CtaTyc ycrpoiicTBa B Tabnuie « CHCOK yCTpPOHCTB» U3MEHHUTCS
Ha «owned» (Puc. 278).
Hasnauenue enadenvya 01 nookaoueHHo2o ycmpoucmea
[ Cnucok ycTponcTs
N 2 | Ycipoicieo 4+ | dhainoBan cMCTEMa = (VID % |PID % | CepuitHeIl Homep % | Cratyc %+ | Touka MOHTHPOBAHNA o
1 Idevisdb 090c 1000 2010121200000186 free
2 Idevisdb1 viat 080c 1000 2010121200000186 free

O6HOBUTE cnNMCoK BMOYHBIX YCTPOCTE

Puc. 275

HasHauuTb Bnafensua
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Ilpasuno dobasneno 6 mabauyy « Cnucok enadenvyesy

[ CnWcok BNagensues

O N vIiD PID CepHitHBIA HOMED MonesoBaTens Ipynna

D 090c 1000 2010121200000186

Wamennte  CopocuTe  Yganute  [JoGaBWThb

Bee1eHbl HEKOPPEKTHBIE ZHAUERHWA, ODPATHTE BHUMAHWE HA AUEKM, OTMEUEHHBIE KPaCHBIM

Puc. 276

Ykazanue nonvszoeamens u epynnwvi 015 610uH020 Yyempolicmea

[ CnWcok Bnagensues

] |N|viD PID CepuitHBIA HOMED NMonesoBatens Tpynna

O 090c 1000 2010121200000186 user user

Wamennte  CoOpocute  Yganute  [loGaBWThb

Puc. 277

Cmamyc «ownedy ons ycmpoticmsa 6 mabauye « Chucok ycmpoucmae

CNUCcoK yCcTpoicTe
N & | Ycrpoicteo 4 | Dainosan cucTema % |VID & |PID 4 |CepuiiHbiit HOMED % | Cratyc % | Touka MOHTHpPOBaHNA £
1 Idevisdb 090¢c 1000 2010121200000186 owned
2 IMevisdb1 viat 090c 1000 2010121200000186 owned

06H0BUTB cnncok 6NOYHBIX YCTPOICTE HasHauwtk Bnagenbua

Cnucok Bnafgensues
D N viD PID CepHilHbIA HOMED MonbsoBatens Tpynna
D o 090c 1000 2010121200000186 user user

W3amennTs  C6pocHTs  YganuTe  Jlo6aBWTh

Puc. 278
[Mpumeuanue. [Ipu cozmanumn/peakTHPOBAHUN TPABUIIA, HEKOPPEKTHBIC 3HAUYCHUsSI OyayT BbI-
JICJICHBI KPACHBIM IIBETOM, KOPPEKTHBIC — 3€JIEHBIM.
YroObl HA3HAYMTH ITPaBa JIsl POM3BOJILHOTO OJIOYHOTO YCTPOMCTBA, HEOOXOIUMO:

1) Haxath KHONKY «J[00aBUTBY, pacroyiokeHHY0 1o Tabauiel « Ciucok BiiajiesbieB». B Tadauiy
Oynet mobaBneHa myctas crpoka (Puc. 279);
2) B cooTBeTCTBYyIOImUX cronbuax ykasatbe «VID, PID» u «Cepwuitnbiii Homep ycrpoiictBay (Puc.

280);

3) B CTOJ'I6I_IC «Ilonp3oBaTenb» BLI6paTL IIOJI30BAaTCJIsA, B CTOJ'I6I.[€ «prnna» — I'pyniry BJIaAciibla

6mounoro ycrpoiictsa (Puc. 281);



4) nHaxarb KHONKY « COXpaHUTb.

USBMount. Coz0anue Ho8oeo npasuna

CnUcok Bnagencues
D N vID PID CepuitHBIN HOMED MonesoBaTtens Tpynna
D o 090c 1000 2010121200000186 user user
m] I I I “]| ~]
Yoanwrs JoGaenTe
USBMount. Ilapamempul ycmpoticmea
Cnucok BNagenbues
O N VID PID CepwilHBI HoMep Monb3oBatens Ipynna
D 0 080c 1000 2010121200000186 user user
D 3ed 5678 FCOSS0FA3ADES
HNameHuTb CopocuTh Ynanute Ho6aBUTb
[BEe,'J,EHH HEKOPPEKTHLIE ZHAUYEHWRA, 0BPATUTE BHUMAHWE KA AUEIKM, OTMEUEHHEIE KDACHEIM ]
USBMount. Yxazanue epynnoi 01151 0104H020 YCmMpoOUcmad
Cnucok Bnagensues
D vID PID CepuitHbI HOMEp Monesosatens Ipynna
D 0 | 090c 1000 2010121200000186 user user
[ I ET [[s678 [[FcossorasaDE4 ||| test Y] -
Copocuts !hal‘l user |
test

BEEEHEl HEKOPPEKTHEIE 3HAUEHWA, OBPATUTE EHMMAHWE HA AUEHKN, OTMEUEHHBIE KDACHBIM

)

11 puMCcYaHHuC. Eciu HCO6XOI[I/IMO HAa3HAYUTH IIpaBa IJId OHpGI{CJ’IéHHOﬁ I'pyHIibl IOJIB30Ba-

Tenel, B ctonbue «Ilomp3oBarensy cieayeT BEIOpaTh MPOYEpK.

1))

2)
3)

1)
2)
3)

PenaktupoBanue npasuia:

ABAXbI HICJIKHYTH MBIIIBIO IO CTPOKE C IIPpaBUJIOM B Ta6J'II/IHe «Crucok BJIaACIIBIICB)) (I/IJ'II/I BBIJC-

JINTb CTPOKY B Ta6J'II/II_Ie «CrHcok BJIAACIIBLICB» U HAKAaTh KHOIIKY ((I/ISMGHI/ITB»);

BHECTHU U3MCHCHMU,

HaxaTb KHOMKY «COXpaHUTBY.

VY nanenue npasuia:

BBIJICIINTD CTpOKY(I/I) C IIpaBUJIOM B Ta6J'II/II_[e «Cnucok BJIIaACIIBILEBY,

Ha)xaTb KHOIKY «Y nanutby» (Puc. 282);

HaxaTb KHONKY «COXpaHUTbY.



220

USBMount. Yoanenue npasuna

CnWcok Bnagenbues
D N VviD PID CepHilHbIA HOMED MNonbsosatens Tpynna
O o 080c 1000 2010121200000186 user user
D 41 Hed 5678 FCOOBDEAIADES tast webmount
CBOpoCHTbL Ynanure JoGaBUTb
CoxpaHUTb

Puc. 282

[Ipumeuanue. J{ng oTMEHb BHECEHHBIX U3MEHEHHH (10 HaxkaTusa KHOMKU « COXpPaHUTBY) Clie-

AYCT HAXKATb KHOIIKY <<C6POCI/ITB>).

6.5.13.4 Ilpocmomp sicypnana ayouma

Jlis mpocMoTpa KypHajia coObITU nmoakoueHus/oTkrouenus USB-ycTpolicTB He06X01uMOo Ha-

*aTh KHONIKY «OKypHail», pacroyio)KeHHYIO B JIEBOM HMKHEM yriy MoayJis. [lo HaxkaTuio Ha 3Ty KHOIIKY

packpbiBaetcs )KypHai ayaurta (Puc. 283).

Kyprnan ayouma USBMount

| | DUNLTPOBaTL

[11] [2@25-23-17 10:57:12.443] [usb-automount] [info]
[12] [2@25-@3-17 10:57:12.444] [usb-automount] [info]
mount/test_test/ALT_Platform_Builder 10.8.8_x86_

[13] [2@25-23-17 10:57:12.449] [usb-automount] [info]
[14] [2@25-@3-17 10:57:12.50@] [usb-automount] [info]
mount/test_test/ALT_Platform_Builder 10.8.8_x86_

[15] [2@25-23-17 10:57:12.50@] [usb-automount] [info]
[16] [2@25-@3-17 10:58:23.918] [usb-automount] [info]
[17] [2@825-@3-17 1@:58:23.918] [usb-automount] [info]
[18] [2@25-23-17 10:58:23.921] [usb-automount] [info]

OGHOBHTE My pHan

Mount /dev/sddl
Created mount endpoint /mediasalt-ush-

Mount data = uid=10@1,gid=1001,iocharset=utfs
Mounted /dev/sddl to fmedia/alt-usb-

Created mountpoint for /dev/sddl in the db

Mount /dev/sdel

Created mount endpoint /media/alt-usb-mount/test_test/AC3F-3DCT
Mount data

uid=1001,gid=1001, fmask=0007,dmask=0007 ,allow_utime=0020@,codepage=866, shortname=mixed,utf8, flush,errors=remount-ro

[19] [2@25-@3-17 1@:58:23.972] [usb-automount] [info]
[20] [2@25-@3-17 10:58:23.972] [usb-automount] [info]

Mounted /dev/sdel to /media/alt-usb-mount/test_test/AC3F-3DC7
Created mountpoint for /dev/sdel in the db

<]Hazapn Bnepen >

Crpatuuya

=< 1 2 ==

A3 2

KDnWyecTeo 3anvceil Ha oAy cTpasuuy (oT 1 go 100)

6.6

Puc. 283

[Ipoune BozmoxuoCcTH L[YC

Bo3moxxaoctu IYC OC «Anbt Pabodasi cTanmusy He OrpaHHYUBAIOTCS TOJBKO TEMH, YTO OBLIH

OITMCAaHbI BBIIIC.

YcraHoBIEHHBIE MAKEThI, KOTOpbIe OTHOCATCS K LIYC, MOXHO MOCMOTPETH, BHIMIOJIHUB KOMAHTY:

# rpm -ga | grep alterator*

[Ipoune maketsr myst L[Y C MoxHO HaiTH,

$ apt-cache search alterator*

BBIITOJTHUB KOMAaHY:

MOI[y.]'II/I MOJXHO JOIIOJIHUTCJIIBHO 3arpy’KaTb U YAAJIATh KaK OOBIYHEIE MporpamMmnl:
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# apt-get install alterator-net-openvpn
# apt-get remove alterator-net-openvpn

[Ipumeuanue. [locne ycTaHOBKM MOJyYJIsl, Y KOTOPOTO €CTh BeO-uHTEp(eiic, Ui TOro 4TOOBI
OH 0TOOpa3mwics B BeO-uHTEpPeiice, HEOOX0IMMO TIEpe3ayCTUTh Ciry)0y ahttpd:

# systemctl restart ahttpd

6.7  IlpaBa nocryna k moxyssim [IYC
AJMMHUCTPATOP CHCTEMBI (T00t) UMEEeT AOCTYI KO BCEM MOIYJISIM, YCTAHOBJIEHHBIM B CUCTEME, U
MO’KET Ha3Ha4aTh IIpaBa JIOCTyIa JJIs OJIb30BaTeNIel K ONPEAeIEHHBIM MOIYJISIM.
JUis paspemieHusi JOCTyNa MOJb30BaTEN0 K KOHKPETHOMY MOAYJIIO, aJMUHHCTPATopy B BeO-
untepdeiice LIYC HeoOxonumMo BbIOpaTh HY>KHBIH MOAYJIb M HaxkaTh cChUIKY «IlapameTpsl moctyna k
MOJTYJIIO», PACHIOJIOKEHHYIO B HUKHEH yacTH okHa Moy (Puc. 284).

Ccouika «llapamempol 0ocmyna Kk MOOYIIO»

BHeWHWE CETK

PyuHOi pE¥UM yNPAENEHUA
CNucok GNoKMPYEMEIX XOCTOB
BHYTpEHHWE CETH

Puc. 284

B otkpeiBmiemcst okHe, B criucke «HoBbIi mosib30BaTenby, HEOOXOAUMO BBIOpATh MOJIB30BATEI,
KOTOPBIM TOJIyYUT JOOCTYN K JaHHOMY MOJYJIIO, M HaxaTh KHONKY «Jlo6aBute» (Puc.285). ns
coxXpaHeHHs HacTpoek HeoOxomumo mnepesamyctutb HTTP-cepBep, s 3TOro J0CTaTOYHO HaXKaTh

kHonky «Ilepesanmyctute HTTP-cepBep».
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Ilapamempwi docmyna Kk MoOY0

MNapameTpkl gocTyna K MOAY/IO

Cnegywlume Nonb30BaTent UMeT A0CTYN:
user YRanuTe

HOBLI NONE30BATEN.:
newuser w fNoGaBUTb

3ameuaHune: Bce BalLKW W3MEHEHWA BCTYNAT B CWAY Nocne nepezanycka HTTP cepeepa.
MepesanycTute HTTP-cepeep

Puc. 285

Jns ynaneHust JOCTyIa IOJIb30BATENsl K ONPEACICHHOMY MOYII, aJMUHUCTPATOpy, B OKHE
ATOTO MOJYJII HEOOXOIMMO HaxaTh cChUIKy «IlapameTprl mocTyna K MOIYJII0», B OTKPBHIBIIEMCSI OKHE B
CITUCKE TOJIB30BATEJICH KOTOPBIM pa3peiieH JOCTYII, BBIOPATh MOJIb30BATENs, HAKATh KHOIKY « Y TaJTUTh)
(Puc. 285) u nepezamyctuts HTTP-cepsep.

CucTeMHBII TOJIB30BATENb, MPOWUIS MPOLEAYPY ayTeHTU(DUKAIMH, MOKET IpOoCMaTpuUBaTh M

BbI3bIBATbL MOAYJIU, K KOTOPBIM OH UMECT JOCTYII.
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7 ®YHKIUOHAJ ONNEPAIIMOHHON CUCTEMBI

7.1  TOCT B OpenSSL
7.1.1 Tlopnepxka mudposanus no 'OCT B OpenSSL

s Brmrouenus noanepxkku mudposanus 'OCT B OpenSSL HeoOX0AMMO BBITIOJIHATH CIAEAYIO-

Iye IeUCTBUS:
1. VYcranoButh makeTr openssl-gost-engine:
# apt-get install openssl-gost-engine
2. V3MeHuTh KOHPUTypaunoHHbIH ¢aitn OpenSSL, BBIMOIHUB KOMaHITY:

# control openssl-gost enabled

3. TIposepurs, noctynusl au mudpel 'OCT ans OpenSSL:
S openssl ciphers|tr ':' '\n'|grep GOST
GOST2012-MAGMA-MAGMAOMAC
GOST2012-KUZNYECHIK-KUZNYECHIKOMAC
LEGACY-GOST2012-GOST8912-G0OST8912
IANA-GOST2012-GOST8912-GOST8912
GOST2001-GOST89-GOST89

7.1.2 Co3manue KiIrodeu

[Ipumep renepanuu 3akpsIToro kiroda ¢ anroputmom I'OCT-2012:

$ openssl genpkey -algorithm gost2012 256 -pkeyopt paramset:TCA -out ca.key
[Tpumep co3nanus ceprudukara Ha 365 auei (ca.cer):

$ openssl req -new -x509 -md gostl2 256 \

-days 365 -key ca.key -out ca.cer \

-subj "/C=RU/ST=Russia/L=Moscow/0O=SuperPlat/QU=SuperPlat CA/CN=SuperPlat CA Root"
[IpoBepxka ceptudukara (ca.cer):

$ openssl x509 -in ca.cer -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
37:£7:cb:d7:3c:£5:39:db:d4:64:e0:28:01:d0:8d:3e:b4:01:£5:55
Signature Algorithm: GOST R 34.10-2012 with GOST R 34.11-2012 (256 bit)

Issuer: C=RU, ST=Russia, L=Moscow, O=SuperPlat, OU=SuperPlat CA, CN=SuperPlat
CA Root

Validity
Not Before: Mar 5 13:25:55 2025 GMT
Not After : Mar 5 13:25:55 2026 GMT
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Subject: C=RU, ST=Russia, L=Moscow, O=SuperPlat, O0OU=SuperPlat CA,
CN=SuperPlat CA Root
Subject Public Key Info:
Public Key Algorithm: GOST R 34.10-2012 with 256 bit modulus
Public key:
X:F922D11D9D3BE18AOF1866AA5993CI9B5C83A6EB2A8E328B3EDS550D95B3E7F5F3
Y:3F70442C79850BA0EEF4C57337E113037085528989B4726A96D7C20B72BE08BO
Parameter set: GOST R 34.10-2012 (256 bit) ParamSet A
X509v3 extensions:
X509v3 Subject Key Identifier:
73:95:F0:1C:00:CB:E8:04:92:06:48:5D:97:27:DD:8C:18:34:CC:9D
X509v3 Authority Key Identifier:
73:95:F0:1C:00:CB:E8:04:92:06:48:5D:97:27:DD:8C:18:34:CC:9D
X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: GOST R 34.10-2012 with GOST R 34.11-2012 (256 bit)
Signature Value:
Od:bd:a3:8a:al:df:c2:d6:25:e7:09:55:04:4c:0e:2a:11:01:
fe:3d:93:4d:d0:75:72:3b:1c:cc:dc:da:3a:50:3f:6b:9d:45:
d9:a3:b6:da:80:db:2e:b4:7d:a6:08:29:20:3c:2e:6e:2£:10:
b0:47:9%e:fb:al:7c:6f:4c:6b:45

7.2 3ananue xemuieit naposieit B coorserctBur ¢ ['OCT P 34.11-2012

7.2.1 3ananue xemeil maponeit B coorercteuu ¢ 'OCT P 34.11-2012 8 IYC

st u3amenus tumna xemia mo ymondanuio Ha OCT P 34.11-2012 neo6xonumo B I[YC nepeiitu B
paznen «Cuctema» — «HacTtpoiiku 6€30macHOCTHY.

I[Ipumeuyanue. JJomkeH ObITh yCTAaHOBIIEH MAKET alterator-secsetup:

# apt-get install alterator-secsetup

B oTkpbIBIIEMCS OKHE CIIEyeT OTMETUTh MYHKT «BKIIOUUTH XEIHMpPOBAaHUE MMAPOJIEH MOJIb30Ba-

teseit mo anroputmy 'OCT P 34.11-2012» u Haxate kHonky «IIpumenuts» (Puc. 286).
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3aoanue xeweii naponeu 6 coomeemcmeuu ¢ I OCT P 34.11-2012

LeHTp ynpagneHua cucTeMoii

x

i=TnaeHan W Pexum skcnepta XK Boixog @Cnpaﬂr{a

HacTpoiiku 6esonacHocTi

BnoKMpoBaTE MaKpPOCE! NPUACHKEHWA
V| BENHOUWTE ¥3WWPOBaHWE NapoNed None3oBaTenei no anroputMy MOCT P 34.11-2012
Alt Hardening

Maogyne Alt Hardening He akTWBEH

MpPUMEHNTE Chpoc

Puc. 286

[IpoBepuTh HACTPOMKY MOXKHO, YCTAHOBUTH IIAPOJIb II0JIB30BATENO U BBINIOJHUB KOMAHJY:

# passwd user
# passwd -S user

Password set, gost-yescrypt encryption.

7.2.2 3ananue xemeit maposneit B coorBerctBuu ¢ ['OCT P 34.11-2012 B koHCOMM
[IpocmoTpeTh THUI Xell1a MapoJist MOJIb30BATENS:
# passwd -S <wuma>
[Ipumep o)xknIaeMoro pe3yJbrara:
# passwd -S user
Password set, yescrypt encryption.
M3MeHuTh THIA Xellla [0 YMOJYaHUIO Ha gost-yescrypt:
# control tcb-hash-prefix gost yescrypt
[Ipumeuanue. Jlomken ObITh ycTaHOBIEH tcb-hash-prefix-control:
# apt—-get install tcb-hash-prefix-control
VYcTaHOBUTH MAPOJIb MOIB30BATENIO:
# passwd user
[Iposepxka:
# passwd -S user
Password set, gost-yescrypt encryption.
Cnucok BO3MOKHBIX XelI-(DyHKITUI MOKHO BBIBECTH, BBITIOJIHUB KOMaHY:
# control tcb-hash-prefix help
bcrypt 2b: prefix=$2b$ count=8 (4 - 31 limit)
bcrypt 2y: prefix=$2y$ count=8 (4 - 31 limit)
bcrypt 2a: prefix=$2a$ count=8 (4 - 31 limit)
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yescrypt: prefix=$y$ count=8 (0 - 11 limit)

scrypt: prefix=$7$ count=8 (0 - 11 limit)

gost yescrypt: prefix=Sgy$ count=8 (0 - 11 limit)
sha256: prefix=$5$ count=10000 (1000 - 100000 limit)
sha512: prefix=$6$ count=10000 (1000 - 100000 limit)

default: hash prefix managed by libcrypt

Texyiee 3HaueHHE XeNI-QYHKINU:

# control tcb-hash-prefix

gost yescrypt

M3MeHuTh THIa Xellla Ha YCTAHOBJIEHHBIN 10 YMOJIYaHHIO:

# control tcb-hash-prefix default

7.3  Komnuaen — cpeAcTBO TUPAKUPOBAHUS YCTAHOBICHHON CUCTEMbI

MOIIYJ'IL KOHI/IIIG.J'I MpEaAOCTaBIACT IMOJIb30BATCIIIO HpOCTOﬁ HHTep(I)eﬁC AJI1 KOIMMUPOBAHUA

paboueii cucTembl, HACTPOEHHOH 1oJ ero TpeboBanus, Ha apyrue [1K.

Monynb npeocTaBIIsSeT CleayoIIe BO3MOKHOCTH:

MO3BOJIAET CO3/aTh pa3inuBOYHBIA 00pa3 OC, ¢ KOTOPOro MOXHO OBICTPO yCTaHOBUTH LEJIEBYIO
OC, ananornunyto ucxoanou OC;

MO3BOJISIET yKa3aTh KaTaJoT AJIsl CO3JaHus o0pasa;

MO3BOJIET BBHIOpATh UCKIIOYEHMS JIJISl KaTaloroB, KOTOpble OyayT CKOMMPOBAHBI B LIEJEBYIO CH-
cTeMYy;

1o3BOJIsIeT BKIOUUTH pexkuM OEM. Ecnu naHHbIN peskuM BKIIIOUEH, TO NP MEPBOM 3arpy3Ke Ie-
neBoit OC mosib3oBaTeNio OyAeT MPEeJoCTaBIeHa BO3MOXKHOCTh ClIENaTh BCE MEPCOHAIbHBIC Ha-
CTpOMKH (BBIOOp UMEHH MOJIH30BATENs, HACTPOMKA SI3bIKA U T. J1.);

MO3BOJIAET CKAaTh CKOMUPOBAaHHYIO (ailIOBYIO CHCTEMY.

IIpumeuanue. [nsa paborsl «Kommumem» 1omkeH OBITh YCTAaHOBIEH TMakeT alter-—

ator-kopidel:

7.3.1

# apt-get install alterator-kopidel
Hactpoiika B [IYC

s 3amycka «Komuaen» vyxHO B LIYC nepeiitu B pazaen «Cucrema» — «Konunem» (Puc. 287).
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Mooyne «Konudeny

LeHTp ynpagneHua cucTeMoii X

BHan W Pexum skcnepta X Boixog @Cnpaﬂr{a

Pabouwid katanor: |/alterator-kopidel-workdir B pasgene /dev/sda3 -

v

Vcnons30BaTk CTaHAAPTHLIA CIMCOK $alinoe, MTHOPWPYEMBIX MPY KONMPOBAHN

YcTanoBka B pexuvme OEM

YeTpoicTED ANA ycTaHoekW GRUB: | EFI (pekomMeHgyemMbii) v

/home
/dev
/proc
/sys
/tmp

/run

C%aTb CKOMWPOBaHHYH (SAN0BYI0 CMCTEMY C MOMOLLBH XZ

C037aTE paznneodHEId 00pa3

O6LWMIA MHAWKaTOP BLINOAHEHWUA

HHMHKHTOP BLINOMIHEHWA TeKYLUero wara

Puc. 287

B monyne 1OCTyIHBI ClIeIyOINE HACTPOUKHU:

«Paboumii kaTanor» — B JaHHOM CIIHCKE OTOOpa)kaeTCsl CIMCOK Pa3iesioB, B KOTOPOM MOKET OBITh
co3naH pabouwnii kataior alterator-kopidel-workdir. B pabouem karanmore Oynet co3man pa3iiuBOY-
HbIi [ISO-00pa3 (razlivochniy.iso);

[Ipumeuanue. Pabounii karanor MoxeT OBITh CO3/IaH Ha pa3zelie, JOCTYITHOE MPOCTPAHCTBO
KOTOPOTO YAOBJIETBOPSET YCIOBHIO: pa3Mep (aillloBOH CHCTEMBI 3a MCKIIOYEHHEM HTHOPHpPYe-
MbIX (paitioB u paboueit karamora X 2 + 1 I'b.

[Tpumeuanue. Pabounii katanor He MOKeT ObITh CO37]aH Ha (PalIOBBIX cUCTEMax C (hiaaramu
MOHTHUPOBaHHA 10 U nodev.

«Vcnonp30BaTh CTaHAAPTHBIA CIIHCOK (DAaiiIOB, NTHOPUPYEMBIX TIPH KOMUPOBAHUN» — B KAUECTBE
HMCTOYHHMKA WTHOPHpPYEMBIX GhaiaoB wucmoibzyercs dain /usr/share/alterator-kopidel/default-
ignored-files.txt. B nannoMm (aiine comepxutcs cnucok ¢GaiioB U KaTajaoros (MO OJHOMY Ha KaxK-
JIOH CTpOKE), KOTOpbIe HE JOJDKHBI ObITH CKONMMPOBaHBI Ha LeneBylo cucremy. Conepkumoe

(aiina UCKITIOYEHHH 110 YMOJITYaHUIO:

A
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/mnt
/media
/lost+found

- «lIlyTp K MONB30BATENLCKOMY CIIUCKY MTHOPHPYEMBIX (PaiijIoB» — MO3BOJSIET yKa3aTh CBOW (haiin
CO CITMCKOM MUTHOPUPYEMBIX (halIoB U KaTajaoroB ((hailyibl ¥ KaTaJIOTH JOJKHBI OBITh YKa3aHBI 110
OJIHOMY Ha KaXKJIOH CTPOKe).

- «YcraHoBka B pexxume OEM» — eciiu BBIOpaH 3TOT peXUM, TO MPHU MEPBOM 3aIlycKe MOcie ycTa-
HOBKHM 00pasa Ha LeJIeBYI0 MAlllMHY, OyJeT 3amyIieH MacTep HacCTPOWKM CHUCTeMbl. MacTep Ha-
CTPOMKHU CUCTEMBI IO YMOJTYAHUIO COCTOUT U3 IIECTH I11aroB:

* «BbI0OpP OCHOBHOTIO SI3bIKA CUCTEMBD»

* «JIuneH3noHHOE cornameHue»

= «Jlata u BpeMs»

* «YcraHOBKa Maposisl y4ETHOM 3aMCH aMUHUCTpaTopa (root)»

» «Co3znanue y4€THOM 3alUCH CUCTEMHOTO 10JIb30BaTEIS»

" «3aBeplIeHUuE HACTPOUKN»
ITpu yctanoBke B pexxume OEM OyayT ynaneHsl Bce nosb3oBarenu uexoaHoit OC.
[Ipumeuanue. Hactpourh mMactep HacCTpOWKH CHCTEMBbI MOXKHO C MoMollbio (aiina /etc/
alterator-setup/steps (HampuMep, MOKHO J00aBUTH IIar HACTPOHKHU ceTH net-eth,
WIM YAATUTh 1Iar CO3JaHus Y4ETHOM 3alIMCH CUCTEMHOTO M0JIb30BaTeNs USers).

- «YcrpoiictBo g ycranoBkd GRUB» — mo3BosisieT ykasars, Iie cieayeT pacnojaraTh 3arpy3unk
Ut KoppekTHoro 3amycka OC (JaHHBIH apaMeTp T0CTYNEH ToIbKo s pexuma EFT).
I[Ipumeuanue. B pexxume Legacy 3arpy3unk OyAeT yCTaHOBJIEH B KOPHEBOH Kartajior (T.e. B
TOT pa3fiell, TJie YCTaHOBJIEHA camMa CUCTEMA).

- «Cxatp xonupyemyo (ailJIoByl0 CUCTEMY C IOMOIIBIO XZ» — IO3BOJIAET MAaKCHUMAJIbHO CXaTb
¢aiinel. Eciu BeIOpaHa 3Ta Oniys, mar KONMpoBaHus (ailyioBoi cucteMbl OyJeT 3aHUMaTh JJTU-
TEIbHOE BPEMSI.

[Ipumeuanue. Ha uenesoil cucreme OyAyT yJaleHbl BCE CYIIECTBYIOIINE TaHHbBIE.
IIponienypa co3naHust pa3MBOYHOrO 00pa3za M pas3iIMBKU €r0 Ha LIEJIEBYIO CUCTEMY COCTOMT M3
CJIEIyIOIIMX I11aroB:
1) ycranoButh cucremy Ha ucxoaubii [IK (mpu yctaHoBKe cieayeT pa3oUTh AUCK Tak, KaKk OH
OyzleT pa30ouT M Ha IIEJIEBBIX MAIlIMHAX );
2) yctaHOBHUTH MOayJb «Konuaemny;
3) mpousBecTH HacTpoiKy ucxoaHoNH OC (yCTaHOBUTH/yNANUTh MAKETHI, ...);
4) obecneunTh HaJIMYME JOCTATOUYHOTO MECTa JUISl CO3JaHHs pa3IMBOYHOr0O oOpaza (00bEM

3aHATOTO MECTa Ha Iucke * ~2,5);
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9)
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B Monyine «Konunen» BeiOpars HeoOxonumble omiun (Puc. 287) u naxarts kHonky «Co-
311aTh Pa3IMBOYHEIA 00pa3»;

MocJIe 3aImycKa Mpolecca CO3JaHus Pa3IMBOYHOTO 00pa3a BEpXHHUN MHIAMKATOP Mporpecca
(progress bar) OyneT 0ToOpa)kaTh BHIMOIHIEMYIO 3a/1a4y, HUKHUI — IPOIIEHT BBHITIOTHEHUS
nanHou 3anauun (Puc. 288);

noxknatbes cozmanusi oopaza OC (co3manue oOpa3za MOXKET 3aHATH JIOBOJBHO MPOIOIIKH -
TenbHOE BpeMsi). Co3nanue oOpasza OyIeT 3aBepIIeHO, KOT/Ia Ha BEpXHEM HHJIUKATOPE BBI-
TIOJIHEHUS MOSABUTCS cooluieHne «Co3aanne pa3iuBOYHOTO 00pas3a yClenrHo 3aBEePIICHO»
(Puc. 289);

MepeHecTy pa3mBOYHbIH 00pa3 OC u3 pabouero karajaora Ha 3arpy304HOe YCTPOUCTBO;

MIPOM3BECTH 3arpy3Ky ¢ pa3nuBoyHoro odpasza Ha ueneBom 1K (Puc. 290);

10) mporpamma nepenecét xomuto ucxoanoit OC Ha neneBoit [1IK (mpoueaypa nepeHoca Mo-

JKET 3aHATH JIOBOJILHO MPOJODKUTENbHOE BpeMsi). Ha skpane Oymer oToOpaskaThCsi Mpo-

uecc nepenoca (Puc. 291);

11) OTKIIFOYUTH 3arPy30UHOE YCTPOICTBO;

12) 3arpy3uTcs ¢ 1eJIeBOM CUCTEMBI.

IIpoyecc cozoanus paznueounozo oopaza

Puc. 288

Co3z0anue pasnueounozo obpasa 3a6epuieHo

Puc. 289
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3aepy3ka ¢ pas3/iuBo4HO20 obpa3sa Ha yesnesom MK

Install a bottling image

UEFI Firmuware Settings

Use the & and ¥ keys to select which entry is highlighted.
Press enter to boot the selected 05, ‘e’ to edit the commands before booting or "¢’ for a command-line.
The highlighted entry will be executed antomatically in 56s.

Puc. 290

IIpoyecc paznuexu obpaza

Btarting systemd-udevd service:
opulating ~deu:
initinstall script [00-create-missing-symlinks—in-dev.shl
initinstall script [00-create-mnt-destination.shl
initinstall script [0l-apt-cache-limit.shl
initinstall script [05-efi.shl
initinstall script [10-disk.shl
initinstall script [10-network.shl
initinstall script [15-expert.shl
initinstall script [Z20-nodesign.shl
initinstall script [Z20-pts.shl
initinstall script [Z5-setup-dhcp.shl
initinstall script [Z6-metadata-autoinstall.shl
initinstall script [Z7-metadata-install-scripts.shl
initinstall script [30-ntp-client.shl
initinstall script [30-ntp-client.shl
initinstall script [40-xorg.shl
initinstall script [50-removablel
initinstall script [B0-stop-md-dm.shl
initinstall script [B5-start-multipath.shl
initinstall script [90-date.shl
Jpen debug shell on ttyZ
Jpen debug shell on tty3
Btarting autoinstaller...
(" seuns/control™ action “"write” control open installer #t)
(" seuns/control™ action “"write” control update)
("seuns/profilessuorkstation” action apply commit #f clearall #t exclude ())
ansuwer : { (nexthop sum-table))
("seunsscontrol™ action "write" control commit)
(" eunsscontrol” action “write" control close)
(“sinstall-fs" action "write™)
("spreinstall™ action “write™)
("sgrub” action "write" device "efi" passuwd #f passwd_1 =" passud 2 "=")
putoinstall dome

Puc. 291
[Ipumeuanue. Ha nenesom I1IK pasmep u KoJiM4ecTBO AUCKOB JOJKHBI COBIAAATh C Pa3sMEPOM
JUCKa Ha MCXOJHOW MamuHe. Eciau pa3Mep OUCKOB HE COBIAJaeT, yCTaHOBKa Oy/eT HEBO3MOXHA, Ha

sKpaHe OyneT otoopakarbes omuoka (Puc. 292).
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Owubka npu ycmano6ke pa3iugoyHo2o oopasa

tarting autoinstaller. ..

("sevms-scontrol” action "write" control open installer #t)

("seunsscontrol” action "write” control update)
("revnssprofiles-uorkstation” action apply commit #f clearall #t exclude (1)

answer: ((#f "))

("seunms/CONLrol action write’ control commit)
("rseunsscontrol” action "write" control close)d
("sinstall-f=" action "write")

("spreinstall” action "wurite")

Puc. 292

7.3.2  UHcTpyMeHT KoMaHIHOM cTpoku kopidel

CoznaTh pa3nuBOYHBII 00pa3 MOKHO U B KOMAaHIHOM CTPOKE.

KOMaH,Z[a CO3aHus pa3JIMBOYHOI'O 06pa3a:

# kopidel [omumm] workdir

rae workdir — myTh k pabouemy karanory alterator-kopidel-workdir.

[Ipumepsr:

-X, ——ignored-from — nmyTh K (aillly cO CIMCKOM UTHOPUPYEMBIX (haiyIoB (110 YMOJIYaHUIO
ucnonb3yercs (aiin /ust/share/alterator-kopidel/default-ignored-files.txt);

——XZ — CXaTb CKOIHMPOBAHHYIO (hallJIOBYIO CUCTEMY C IIOMOILBIO XZ;

-0, ——oem-mode — ycraHoBKa B pexxume OEM;

-g, ——grub-device — yctpoicTBo s ycraHoBkM GRUB (mpuMeHnMo TONBKO TSl peskuma
EFI);

--list-workdirs — moka3aTh CIMCOK BO3MOKHBIX pab0OYMX KAaTaJIOroB U BBIITH;
--list-grub-devices — nokasaTh CIIUCOK YCTPOUCTBO Mg ycTaHOBKM GRUB u BbIiTH;

-V, ——version — 0Ka3aTb BEPCUIO U BBINTH;

-h, ——help — noka3arb CIpaBKy W BBIITH.

IIpumepsr:

MMPOCMOTPETH CITUMCOK BO3MOKHBIX pa60q1/1x KaTajJoroB:

# kopidel --list-workdirs

CnoMCcOK BO3MOXHEIX paGOLIMX KaTaJIoOT'OB :

name:/alterator-kopidel-workdir

label:/alterator-kopidel-workdir B pasnmene /dev/sda3

MPOCMOTPETH CHUCOK AOCTYMHBIX ycTpoilcTB GRUB:

# kopidel --list-grub-devices

CnMcoK OOCTYIHHEX ycTpomcTB GRUB:
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name:efi

label:EFI (pexoOMeHIOyeMEbIM)

name:eficlearnvram

label:EFI (cHauajla oOuMCTUTBL NVRAM)

name:efinonvram

label:EFI (zanpeTtuTb 3anmuchb B NVRAM)

name:efiremovable

label:EFI (mjag CBHEMHHX YyCTPOMCTB)

name:none
label:He ycTaHaBIMBATE 3aTPYy3UMUK
- CO3J1aTh pa3JIMBOYHBIN 00pa3 B KaTanore /alterator-kopidel-workdir:
# kopidel /alterator-kopidel-workdir
- CcOo31aTh Pa3IMBOYHBIA 00pa3 B kKarajmore /home/alterator-kopidel-workdir, ycTaHo-
BUTb 3arpy34uK B cnenuanbHblil pazaen «EFDy (s pexuma EFI):
# kopidel -g efi /home/alterator-kopidel-workdir
- cO3J1aTh pa3IUBOYHEIN 00pa3 B karamore /home/alterator-kopidel-workdir, ucronb3oBare OEM-

pPEeXUM, YCTAaHOBUTD 3arpy34yuK B crienuasibHbIN pasaen «EFD» (mis pexxuma EFI):

# kopidel -0 -g efi /home/alterator-kopidel-workdir

7.4  Tloamuce u nposepka DI T'OCT
Juis co3nanus u mpoBepku ekTpoHHOU moamucu B OC «AnsT Pabouast cTaHIUs» MOMKHO HC-
nosib3oBath nporpaMmmy ALT CSP Kpunrollpo (ITognucs u nposepka DI 'OCT). Bo3moxxnoctu ALT
CSP Kpunrollpo:
- CO3/aHue 3JIEKTPOHHOM MoanucH (OTCOSAMHEHHON U MPUCOEIMHEHHOI);
- MOJAMUCH TPYNIBI (PaiisIoB;
- CO3JlaHue 3JIEKTPOHHO MOAMNNCH B ZIp-KOHTEHHEPE;
- I[IpOBEepKa 3JIEKTPOHHON NOJIHCH;
- MPOCMOTP COJIEPKUMOTIO Zip-KOHTEIHEpa ¢ JOKYMEHTOM U 3JIEKTPOHHOM MOJIMHUCHIO.
[Ipumeyanune. HeoOXxonumMo yCTaHOBUTH MakeT alt-csp-cryptopro, €Clii OH ele He
YCTaHOBJIEH:

# apt-get install alt-csp-cryptopro
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Mpumeuanue. Qus paborst ALT CSP Kpunrollpo 1omKHO OBITH YCTAHOBIEHO MPOTPAMMHOE
obecnieuenne Kpunrtollpo, y monp3oBatenst TOJDKEH CYIIECTBOBATh KOHTEHHEp ¢ cepTudukarom (B Jio-
KaJIbHOM CUUTBIBATEIJIC UM HA TOKEHE).

7.4.1 Coznanue 3IeKTpOHHOM MOANNUCH

Oco0eHHOCTH 0TCOETMHEHHOM JIeKTPOHHON MOIUCH:

- (hailm moAamMcH Cco3daeTCs OTACIBHO OT MOJAMHUCHIBaeMOro (haiiyia (IMOAMUChIBAEMBINH JTOKYMEHT

OCTaeTCsl HEU3MEHHBIM);

- 7S IPOBEPKU TOIHICH HYKHO TIepeiaBaTh J1Ba (haiiia — UCXOIHBIN TOKyMEHT U (a1 MoAIucH;
- HET orpaHuYeHHs 1o PopMaTy MOMUCHIBAEMBIX IOKYMEHTOB.

Jlnst co3gaHusl OTCOEMMHEHHOW moAnucH cienyeT Ha Bkiaake «llommuce» (Puc. 293), B pazmene
«JlokymMeHT» HaxkaTh KHOTNKY «BbIOpaTh» W BbIOpaTh 3JEKTPOHHBINM JOKyMeHT. HaxkaB knomky «IIpo-
CMOTPETH», MOKHO MTPOCMOTPETH COJIEPKUMOE IIEKTPOHHOTO JIOKYMEHTA.

Buvibop ooxymenma ons coz0anust 31eKmpoHHOL NOONUCU

Moanucek KpuntolPO X

DokymeHT: [homefuser(3arpysxku/my_doc.odt MNpocmoTpeTb BoibpaTs

8

= 25-03-19_20-50-00_my_doc.odt.sig

=9

o

= MNpucoennHéHHas Noonucb

g Kopguposka: |base64 = | Pacmpenue: | .sig =

(%]

5]

I;:c’:_ Co3paTte MMA MNognucaTb MNoonMcaTe U CKaTk

CN=Bonkoe [MuTtpui Meanoswny, SN=Bonkoe, G=[mMuTpni MeaHoeny, E=volkov@mail.mail, C=RU, L=KanuHuHrpag, S=39 Kanu

4 3

PesynbTaT

OwmnboK He 0BHapy»eHo

Puc. 293

Hanee cienyer BoIOpaTh cepTU(UKAT, KOTOPHIM OyA€T MOAMUCAH TOKYMEHT.
[Ipumeuyanue. Ecnmu okHO BeIOOpa cepTH(PUKATOB MyCTOE, TO CEPTUDHUKATOB IS MOAMUCH Y

BacC MPOCTO HET, U BaM CJIEAYET YCTAHOBUTH XOTS OBl OJIMH.
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B Brimagaromem criucke «KoaupoBkay MOKHO BBIOpPAaTh KOAUPOBKY MoamucH: base64 (o ymorm-
yanuto) unu DER. B Bemagaromem cnmucke «Pacmmpenne» MOKHO 3a1aTh pacimpenue ¢aina nudpo-
BOM moanucH: .p7b, .p7s, .sig (110 yMOIYaHHIO) WK .Sign.

Ha3zpanue daiina uudpooii noanucu no ymonyanuto 0yaetr copMupoBaHo myTeM A00aBICHUS K
nMeHHu (aiina uHpoOpManuK O TEKyIEeH JaTe ¥ BpEMEHM, HallpUMep, IT'-MM—II_Yd-MM-cC_ <VIMSA -
OAVJIA> . sig. [Ipr HEOOXOIMMOCTH 3TO MMSI MOKHO OTKOPPEKTHPOBATH BPYYHYIO WM BEPHYTH K BHIY
110 YMOJIYaHMIO, HaXaB KHONKY «Co31aTh UMsD».

Jl1g reHepanuu 3JeKTPOHHOM MOANKCH ClIelyeT HaxaTh KHOIIKY «Iloamucarsy.

B oTkpriBIIEMCS OKHE HEOOXOIMMO BBECTH MApOJb HAa KOHTEWHEp, €CIU OH ObLJI YCTAaHOBJIEH, U
Ha)kaTh KHOMNKY «OK».

B pesynbraTe ycnemHoro co3iaHus 3JIeKTPOHHOM MOJMUCH B moJie «Pe3ynpTaT» mosBUTCS CO00-
menue «Omubok He oOHapyx)eHo». ChopMUpPOBaHHBIN (ailyl TOANMHICH IO YMOIYaHUIO OYAET COXpaHEH B
TOT K€ KaTaJIoT, B KOTOPOM HaxOIUTCs (ailsl ¢ HCXOIHBIMH JJAHHBIMU.

ALT CSP Kpuntollpo mo3BosisseT 00bEAMHUTE 3JICKTPOHHBIA TOKYMEHT M COOTBETCTBYIOIIYIO
eMy 2JIeKTPOHHYIO TIOJIHUCE B zip-apxus (UM DAWIIA> signed.zip). s co3nanus zip-apXusa Heo6-
XOJIMMO TIpY CO3JJaHUM JIEKTPOHHOM MOJANUCH HaxaTh KHONKY «Iloanucates u cxxate». B pesynbraTe co-
3JIaHUS AJIEKTPOHHOW MoAmnucH, OyaeT cOopMHUpPOBaH Zip-apXHB, B KOTOPbIN OyayT mepemenieHsl (aiin
3JIEKTPOHHOI'O IOKyMEHTa U (ailsl 31eKTPOHHOH MOANUCH.

[IpucoenuHeHHass NOANUCh — PA3HOBUIAHOCTH 3JEKTPOHHOM MOJIMUCH, NMPHU CO3AAHUU KOTOPOMU
dopMupyercst Qaiin, copepKalluil Kak caMmy 3JEKTPOHHYIO MOANUCH, TaK U MCXOJIHBIM JOKyMeHT. OT-
MPABJIATH JJISl POBEPKH MOJAINUCH HYKHO OyZeT TOJIbKO 3TOT ¢aiin. J{is mpoBepku U MPOUYTEHHS TAaKOTO
JIOKYMEHTa JI0JIKHO ObITh ycTaHoBieHO 110, nogaepkuBatoniee paboTy ¢ NPUKPENIICHHON MOIIHUCHIO.

Jnist co3aHusl MPUCOSAMHEHHON MOJAMUCH HEOOXOAUMO TMPH CO3JaHUU HIIEKTPOHHOM TOJMHCH B
pasnene «lloanuce» ycranoBuTh oTMeTKy B noje «lIpucoenunennas nognuce» (Puc. 294). B Tom xe
Karajore, B KOTOPOM XPaHUJICS UCXOJIHBIM TOKYMEHT, MOSIBUTCS (ailsl, collepKaliiil Kak caMy 3JeKTPOH -

HYIO IIOAIINCH, TaK U HCXOI[HBIﬁ JAOKYMCHT.
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Co30aHue npucoeouHenHol noonucu

Mopgnuck KpunTtolMPO x
HoKkymeHT: [homefuser/test.pdf [pocMoTpeTh Beibpatb
8
E 25-03-19_20-51-49_test.pdf.sig
o
= V| MNpucoennHéHHan NOONMCh
g KoguposKka: baset4 - | PacluMpeHue: |.sig ~
@
[+¢]
é. CosgaTtb uma MNopnucaTe MNognucaTts M OKaTb

CN=Kwum [exkabpuin MeaHoBKY, SN=Kum, G=[exkabpui MeaHoer4, E=kim@mail.mail, C=RU, L=KanuHuHrpag, 5=39 KanuHuHrpa,

4 3

PesynbTaT

OWwnboK He 0BHapyXeHo

Puc. 294

[Ipumeuanue. [Ipumep u3Bneuenus ¢aiina ¢ JaHHBIMU U3 ¢ailia HIEKTPOHHON TOJIUCH:
$ cryptcp -verify 25-03-19 20-51-49 test.pdf.sig test new.pdf

B ¢aiin test new.pdf OyayT u3BiedeHbI JaHHBIC.

Jis Toro 4yToOBI MOAMKCATh HECKOIBKO (haiiinoB, MoxHO BeIOpaTh B ALT CSP Kpunrollpo B pa3-
nene «JlokyMeHT» HakaThb KHONKY «BwIOpaTh» u BbIOpaTh HykHbIE ¢aiibl. B mone «/lokyment» Oyner
yKa3aHO KOJIMYECTBO BBIOpaHHBIX (hailioB, a B moje «Pe3ymprar»y OyIyT mepednciIeHbl BBHIOpaHHBIC
daiiner (Puc. 295). lanee ciaexyer BbIOpaTh cepTU(UKAT, KOTOPHIM OyAET MOANUCAaH TOKYMEHT, YKa3aTh
KOAMPOBKY MOJITUCH, 33/1aTh paciuupenue (daiiiaa nudpoBoil moanucu U Haxarb kHotky «llognmucars». B
KaTalore ¢ BrIOpaHHBIME (haiinamMu GyIyT CO3jaHbl OAMHICH (aitnos (Hanpumep, <M OAUIIA> sig,

ecym OBLJIO BEIOPAHO pacIIupeHHe Sig).
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Iloonucs epynnwvt gaiinos

Mopgnuck KpunTtolMPO x

HoKyMeHT: BeibpaHo 3 dakna [MpocMoTpeTe Beibpatb

£

(¥

=

c

=9

o

= MNpucoegnHEHHasA NOONKCh

o .

£ | Kopuposka: base64 - | Paclumpenue: |.sig ~

H

=3 CosgaTtb uma MNopnucaTe [NognucaTte M OKaTb

CN=Kum [dexkabpuin UeaHoBKY, SN=Kum, G=[exkabpui MeaHoer4, E=kim@mail.mail, C=RU, L=KanuHuHrpag, 5=39 KanuHuHrpa,

4

PesynbTaT
[home/user{JlabopaTopHaa_paboTal.odt =
/home/user{/labopaTopHaa_paboTal.odt
[home/user|lpeseHTauMA_npakTWYeckaa_paboTal.odp
Mopnuce daitna fhomefuserfflabopaTtopHana_paboTal.odt He 0bHapyxeHa

Mognuce daina fhomefuser//labopaTtopHana_paboTal.odt He cbHapyxeHa
Mognuck daina fhomefuser(lpeseHTauna_npakTUdeckaa_paboTal.odp He obHapy#eHa -

Puc. 295

7.4.2 TlpoBepka 3IE€KTPOHHOU MOJIMUCH

[TpoBepka 371eKTPOHHOM NOANMCH BHITOIHsIETCS BO BKiIaake «[IpoBepkay.

Jliis IpoBepKH OTCOETMHEHHOW MOJNMCH HYXKHBI 00a (aiina, ¢ait noanucu u Qaiia UCXOJHOTO
JNOKyMeHTa. [ MpOBEpKH MOANICH HEOOXOMMO HaXKaTh KHONKY «BbIOpaTh» M BHIOpATh 3JIEKTPOHHBIH
nokyMmeHT. [lanee cienyer BHIOpaTh MOANHCH, HAXKaB KHONKY «BwiOparte» B cexumm «Ilomnuce» u BbI-
Opartb ¢aiin snekrpoHHoi noanucu. [locie nosinenust umenn noanucu B ceximu «Iloanuce» HeoOxoam -

Mo HaxaTb KHOTNKY «IIpoBeputs» (Puc. 296).
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IIposepka omcoedurenHol 1eKMpOHHOU NOONUCU

Mopgnuck KpunTtolMPO x
HokymeHT: [homefuser/3arpysku/my_doc.odt [pocMoTpeTh Beibpatb
o |
=
=
=%
o
cC
m
=
a
]
@
g
= Mopnucb: [homefuser/3arpyskmn(25-03-19_20-50-00_my_doc.odt.sig MNpoeepuTb BeibpaTs

CN=Kwum [exkabpuin MeaHoBKY, SN=Kum, G=[exkabpui MeaHoer4, E=kim@mail.mail, C=RU, L=KanuHuHrpag, 5=39 KanuHuHrpa,

4

PesynbTaT

Owwnbok He obHapy#eHo

Puc. 296

JIJ1st TpOBEpKHU 3JIEKTPOHHOM MOANKUCH B KOHTEWHEPE JOCTATOYHO BHIOPATH Zip-apXUB (TOKYMEHT
Y TIOAMKCH OYyAYT BRIOpAHBI aBTOMATHYECKH) U HaXxaTh KHONIKY «IIpoBeputhy» (Puc. 297).

IIposepka snekmponnotli noonucu 8 zip-apxuge

Moanucb KpuntoMPO x
. fhomefuser//labopaTopHaa_paboTal.odt.signed.zip:/
JoKyMeHT: NaGopaTopHasi_pa6oTal.odt MNpocmoTpeTh BoibpaTe
3
=
=
=4
[=]
cC
1]
x
[= 8
&
=] [hemefuser/labopaTopHan_paboTal.odt.signed.zip:/
[=% .
= Moanuce: 25-03-19_20-55-38_JlabopaTopHaa_paboTal.odt.sig 1L Dt

CN=Kum [exabpui MBanoeu4, SN=Kum, G=[lexabpui Visanoeuy, E=kim@mail.mail, C=RU, L=KanuuuHrpag, S=39 KanuHuHrpa,
CN=Bonkoe [MuTtpui Meanoswny, SN=Bonkoe, G=[mMuTpni MeaHoeny, E=volkov@mail.mail, C=RU, L=KanuHuHrpag, S=39 Kanu

4

PesynbTaT

OwwnboK He obHapy#eHo

Puc. 297
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JIJis IpoBepKU MPUCOCTUHEHHON SJEKTPOHHOW MOJIMUCH HEOOXOIMMO BHIOpAThH IMOAMMCAHHBIN
AIIEKTPOHHBIN TOKYMEHT U Haxath KHOIKY «IIpoBeputh» (Puc. 298).

IIposepka npucoedunerHol 21eKMpOHHOU NOONUCU

Moanucek KpuntoMPO x
DokymeHT: [homefuser(25-03-19_20-51-49_test.pdf.sig MNpocmoTpeTb BoibpaTs
8
=
=
=%
[=]
=
m
x
o
@
<]
g
= NMopnwuck: BoibpaHa npucoegmMHEHHaA uMdpoBan noanucs MNpoeepuTb BeibpaTs

CN=Kum [lexabpui MBanoeu4, SN=Kum, G=[lexabpui Vianosny, E=kim@mail.mail, C=RU, L=Kanuuunrpag, S=39 KanuHuHrpa,
CN=Bonkoe [MuTtpuit Meanosuy, SN=Bonkos, G=[mMuTpui Meanosmy, E=velkov@mail.mail, C=RU, L=KanuHuHrpag, S=39 Kanu

4 3

PesynbTaT

OWwnboK He 0BHapyXeHo

Puc. 298

7.5 Cypryu

«Cypryu» — 3T0 NpuI0KeHHe Ui IpoBepkU U noanucu PDF-n1okymeHTOB.
«Cypryw» mpeoCcTaBiseT CIASAYIOIMHNE BO3MOXKHOCTH IS paboThl ¢ JokymMeHTamu PDF:

- otkpbiBaTh PDF u oToOpaxare conepkuMoe, yBeIUUNBaTh U YMEHBIIATh COAEPKUMOE, IOBOpa-
YUBaTh OTOOPAKEHHUE CTPAHMIL;

- 0TO0OpaXkaTh AMEKTPOHHBIE MOJIUCH, COIEPIKALLUECS B TOKYMEHTE;

- TPOBEPSTHh KOPPEKTHOCTH U cBoMcTBa noanucu B popmarax Cades-BES/T/XLT1, PKSC7;

- NPOBEPSTH LEMOYKY CEPTUPHUKATOB U BHIBOJUTH HH(POPMALIHIO O cepTU(UKATAX;

- 3anpamuBaTh OCSP cepBep Ha mpeamer OT3bIBa CepTU(UKATOB, MCIOJIB30BAaHHBIX B IIETIOYKAX
CepTUPHUKATOB;

- BCTpauBath deKkTpoHHBIC ToAnucH (B popmarax Cades-BES/T/XLT1) B PDF u coxpansats HOBBIH
PDF;

- CO3/aBaTh M BCTPaMBaTh LITAMII MIEKTPOHHOM noanucH, coraacHo 63P3 B PDF nokymeHrT;

- COXpaHATh HACTPOMKM JJIs MOJIUCH KaK IpO(QUIH MOANNCH;

- IIe4yaTh JOKYMEHTA.

Jns pabotsl Cypryd JOKeHbI ObITh YCTaHOBIIEHBI MaKeThl surguch u newt52:
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# apt-get install surguch newt52
IMpumeuvanue. Jdusa pabotsl «Cypryu» J0IDKHO OBITH YCTAHOBJICHO IMPOTrpaMMHOE obecreue-
Hue «Kpunrollpo CSP 5.0», y monb30BaTesns JOMKEH CYIIECTBOBATh KOHTEHHED ¢ cepTuduxaTom (B Jio-
KaJIbHOM CUUTBIBATEJIE UM HA TOKEHE).
Jl1s1 KOPPEKTHOM MPOBEPKH MOJMUCH JOJKHBI OBITh YCTAHOBJICHBI KOPHEBON M MPOMEXKYTOUHBIE
cepTU(UKATHI MOANUCAHTA JTOKYMEHTA.
J1j11 BO3MOKHOCTH MOJIIUCH JOKYMEHTOB HEOOXOJMMO UMIIOPTUPOBaTh cepTudukarsl. CepTudu-
KaThl JOJDKHBI HAXOJIUTHCS B XpaHuiuile umy. [IpoBeputs Hannuue cepTUUKATOB B XpaHUIIHILE umy
MOYKHO, BBIITOJTHUB KOMaH/y:
$ certmgr -list -store umy
7.5.1 3amyck
3anyctuth «Cypryu» MOXHO:
- Kak Jro0oe Ipyroe NpuiioKeHue;
- W3 KOHTEKCTHOTO MEHIO (aiina B ¢ailioBoM MeHemKepe, BEIOpaB MyHKT « OTKPBITH ¢ TIOMOIIBIO
Y 3aTe€M B OTKphIBIIEMCs OKHE MyHKT «Cypryu» (Puc. 299);
- U3 KOMaHJHOH CTPOKH:
$ surguch [datu]

3anyck « Cypeyu» uz KOHmMeKCmHo20 MeHio gatiia

OTtmena OTkpbIT haiin

BoibepuTe npunorwerue ana oTkpeiThA alt-kworkstation.pdf

MNpunoxexnue No ymon4aHuio

I_E Rnote

PexoMeHzyemMble NPUNOXEeHNs
=19
;;] glmageReader
@ GNU Image Manipulation Program
-

™,
ks LibreOffice Draw
1%1 DokyMeHThI

.\!J | Cypryy

Opyrve npunoxeHns

(%)) Brasero
N=F

A

Bcerna ucnonbsosaTh ana 3Toro Tvna cdannos

Puc. 299
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7.5.2 IIpoBepka 3JE€KTPOHHOM MOANUCH

J1st mokyMeHTa, MOAMMCAHHOTO JICKTPOHHBIMU TIOJIUCSAMH, Ha JICBOM OOKOBOW MaHenu OyayT
otoOpaxkarbcs ceptudukatel (Puc. 300). CoiicTBa MOANMCH MOXKHO MPOBEPHUTH, MICIKHYB MBIIIBIO 110
ceprudukary. OTKpoeTcs nmpaBas O0KOBas maHenb ¢ napamerpamu noamucu (Puc. 301).

Hoxkymenm, noonucannwlil 1eKmMpoHHbIMU NOONUCAMU

file:///homefuser/platform.pdf X
Ija OTKpbITL D MNokazaTe B Nanke o CoxpaHuTb Kak ... [S:] Meuyatb ﬁ Mpodune - /_ Moanucats
O a8 ® ®| 5 [sws117 | O C © ® |Aesro -
WMHeT A sannck obpaza e nporpamme Wind2 Disk Imager:
Test Certificate Q Py A porpa a0
CKANATE W YCTAHOEMTE Nporpamiy Win2z2 Disk Imager,
Bonkos MuTpuii Mearosny Q CRAYHT L DOPET JNCTRR0Y IWHE,

neiEnn s lash ppck o USH parnes (paamep lash jucks soeken G e moeisie paamepa
CHAYANNOID OAPEGE JIMCKE),

zamycTuTe Win32 Disk Imager;

E MOABNBLLWMCA OKHE BRIOPATE ISO-06pa: ANCTDMOYTHEA, BRIDPATE YCTDORCTED (flash-auck):

base,
. JOKYMEHT NOONWMCAH
al% SNEKTPOHHOW NOONWCHID

M 2GEbA0N0R006Ea2T

CepTachakar: 1200662273624 78

Cybmex T T et Mt

JedcramTenc

250319 18:31:42 UTC no 2025 0514 17:04:33 UTC

Puc. 300
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Csoticmea noonucu
filezfffhome/userfplatform.pdf
ke Elll CoxpasmTe KaK ... [:_:IJ'_ Mevate

4 4ur3489

o

ﬁ Mpodune = 4 Nognucats

AsTo v

Lienouxa cepTidurarcs
Bonkos [QusTpei Meanosws

CRYPTO-PRO Test Center 2

Wramn spemeqn (TSP)

'CT:'IIT_I,I'I:

Aata nognucu
Cepuiiplii HoMep
ID NoAMTIAKM

Lienousa cepTiduiaTon

AemenToes Bacunwi

ANEKCAHAPOBHY

000 "TAKCKOM"®

Puc. 301

MuHupdpes Poccrn

KOppeKTHBIe noAIIrcCu OTO6pa)KaIOTCSI 3CJICHBIM IIBETOM, HCKOPPCKTHBIC — KPACHBIM.

Ecau noAnucCh 3amumacT HE BECb JOKYMCHT (GCJ'II/I JOKYMCHT OBLI M3MEHEH II0CTIe oA ChIBA -

HUS), CYILIECTBYET BOZMOKHOCTh OTKPBITh MOJAMUCAHHBIA JOKYMEHT. [ljig 3TOro HeoOX0uMO Ha MaHeIu

apaMeTpoB MOJIMUCH HaXXaTh KHONIKY « OTKpBITh OANKMCaHHY0 Bepcuio» (Puc. 302).
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Ioonucw 3awuwaem ne eco OOKyMenm

file:///homefuser/platform.pdf x
I}; OTKpbITL D MokaszaTte B nanke Ea] CoxpaHWuTb Kak ... [S:] Mevatb ﬁ Mpoduns ~  / Nopnucate
g B © @] 4 4117 | O C | O ® [43% -
Test Certificate 8] BepHo
ST G A B T3 1) R T R o (e i Tt LT O B bt BOHKOB ﬂ'M HTpHﬁ
~ WeaHoBWY
Bonkoe AMHTDHH Q 21. CozpgaHne SarpyzouHoro flash- guoka BEDHOD

Weanoeny

CRYPTO-PRO Test Center 2

BepHo

it T T it Ay i i S
, e flash e o
JniLE 7o

MNognuce 3aLMuLaeT Becs

18 DOSCTARCENIN A COIMECT RNOCTM 11005, € BESRAHOHHLIH o oo T,
NN, WA ET NN A0 TLE N Ta¥m0e B Wy e TR FRRTE (HAHYER, MR

DL BATES. o AT AT T M SR TS A 203, A T, LOKYyMeHT
et i 11 s P AT s NTFS
HesepHo
s 1t ot oo ARG 2 BO3MOXHO OTKpbITE

e Py Tk | Sl g
i NoANMCcaHHYI0 BepCcuio

SepHo

RINCLATL 1. 317 BanMCH SBR 1A s

OTKPbITb NOANMCAHHYIO BEPCUIO

g T YR T

Puc. 302

7.5.2.1 Jlobasnenue 31ekmponHbiX noonuceti

UToOBl MMETh BO3MOXKHOCTH TOJIKCATh JOKYMEHT, HCOOXOJAMMO HAaJIMYHWe CEePTH(HUKATA K-
TPOHHOU MoANuUcH, 3arpyxeHHoro B «Kpuntollpo». «Cypryu» He COACPKUT CPENICTB CO3MAHHS CEPTUDU -
KaTOB — OHH JIOJKHBI OBIThH BBIIMYIICHBI YIOCTOBEPSIFOIIIMMHU [[EHTPAMHU.

UToOB! MOAMKUCHIBATE TOKYMEHTHI AJIEKTPOHHON MOANKUCHIO, HY>)KHO YCTAHOBUTH B JIMYHOE XPaHU-
JUIIe cepTU(HUKAT ¢ 3aKPBITHIM KITIOYOM.

«Cypryu» mo3BosiseT 400aBUTh MOJIHICH K YXKE MOANHUCAHHOMY (haiiimy.

7.5.2.2  ©opmam 21eKmpOHHOU NOONUCU
«Cypryu» Mo3BOJISIET CO3/1aBaTh JICKTPOHHYIO IMOAIHUCH IBYX (hOPMATOB:
- MPOCTast AIEKTPOHHAS MO/IIHUCH;
- YCOBEpIIECHCTBOBAHHAS AJICKTPOHHAS MOIIHKCH.

dopmaT yCOBEPIICHCTBOBAaHHOW IOJAIKCH IPEAyCMATPUBACT BKJIFOUYCHHE B 3JICKTPOHHYIO IOJ-
nvch nHGopManuu o BpeMeHu cosnanus noanucu (TSP) u o craryce ceprudukaTta 371€KTPOHHON TTOITH -
cu (OCSP) B MoMeHT noanucaHus (AeWCTBUTEICH WK OTO3BaH). Bpems co3gaHust 2IeKTPOHHOMN MO/ -
CH YJIOCTOBEPSIETCS IEKTPOHHON MOJIMUCKHIO CIIEIUAIIEHOTO CepBepa TOYHOTO BpeMeHH. J1Jis 3Toro B mpo-
1ecce CO3/aHus AIIEKTPOHHON MOJIKCH MPOUCXOIUT OOpaIleHue K cepBepy, CO3MaéTcsi METKa TOYHOTO
BPEMEHH, KOTOPAsi U COXPAHIETCS B DJICKTPOHHOH IOIUCH.

[IpaBoBoii craryc cepTudukara 3JICKTPOHHOW TOIIMMCHA HAa MOMEHT IOANUCU OOeCreunBacTCs
AIIGKTPOHHON KBHUTAHIIMEH YIOCTOBEPSIOLIETO IIEHTPA, MOTYyYEHHOW B MOMEHT MOJIMCU MOCPEACTBOM
OCSP. JIoKyMEHT COJICPIKUT CTATYC 3aMpaIIuBaeMOro cepTU(UKATa, HA KOTOPBIA TaK)Ke CTABUTCS IITaMIT
BPEMEHHU, IMOJITBEPKAAIONINIA UX IEIOCTHOCTh B MOMEHT MpoBepKku. CTaTyc TakKe COXpaHsIeTCs B JJICK-

TpOHHOﬁ IIOAIIMCH.
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7.5.2.3 Lmamn snekmponnoii noonucu

«Cypryu» hopmupyet rpaduyecKuil ITaMIl 3JI€eKTPOHHOMN MOIHICH.

tamn dopMupyercsi Mo BCTPOCHHOMY HEM3MeHsieMoMy Ialiony. [lis mrammna MOXHO 3a/1aTh

IMOJIOKCHUC Ha CTPAHUIIC.

7.5.2.4 [lpogbunb nodnucu

YT1006BI OIICPAaTUBHO NNOANHNCHIBATD JOKYMCEHTHBI CO3AA0OTCA CIICIUAJIbHBIC HpO(I)I/IJ'II/I (H_Ia6J'IOHI>I).

MOo>HO cO3/1aTh U UCIIOJIb30BaTh pa3Hble MPOQUIIHN IS BBITOIHEHUS ONepaIiii MOIIHICH.

Jlnst co3nanus npoduins HeoOXxoauMo:

1) B BemMagatomieM crucke «IIpodunsy BeIOpaTh MyHKT «Co3AaTh MPODUITEY;

2) B OTKpPBIBIICHCS MpaBoii OOKOBOM MaHEIH 3al0JIHUTh HacTpoitku rpoduis (Puc. 303):

- «Ha3Banue npoduins» — Ha3BaHue npodmwid (B Ha3BaHUM MPOGUIS HENb3s
WCII0JIB30BaTh Mpolen);

- «/cnonp30BaTh IO YMOJTYAHUIO» — Tpoduiib OyIeT BBHIOpaH TP 3aIlyCKe
TIPUIIOKEHUS;

- «CepTHuduKaT» — Mo3BOJSAET BHIOPATh CepTUDHUKAT, KOTOPBII OyAeT UCTIOIb-
30BaThCS IS TOANUCH. J{71s1 BEIOOpa TOCTYIHBI JIMYHBIE CePTU(DUKATHI C IPUBSI3KOU K 3a-
KpPBITOMY KIIIOUY;

- «Tun CADES»:

«CAdES-BES» — co3ganue K1acCUu4eCKOM MOIIMKICH;

«CAdES-T» — co3nanue MoAruMcH cO MTaMIIOM BPEMEHHU;

«CAdES-XLT1» — co3nanue ycOBEpIICHCTBOBAHHOM MOIITUCH;

[Tpu BwIGOpe cranmaptoB «CAdES-T» u «CAdES-XLT1» TpeOyeTcs 3amoiHUTH MOJE
«Anpec ciyx0s1 TSP».

- «Bup mrammnay — no3Bossiet BeiOpaTh THN mtammna ('OCT);

- «Jlorotun komMmaHuw» — MO3BOJISIET BBIOPATH JIOTOTHI, KOTOPBIA Oyner
0TOOpaXkaThCs B ITAMIIE SJIEKTPOHHON MOMUCH (JIOTOTUIT MOKHO HE YKa3bIBaTh);

- «Anpec ciyx6b1 TSP» — agpec ¢y Obl IITaMIIOB BPEMEHHU, KOTOPBIA MOX-
HO Y3HAaTh Y IMOCTaBIIMKA YCIYT. YCIYTd CIIy>KOBI IITAMIIOB BPEMEHH MOTYT IPEIOCTaB-
JATH  yAOCTOBEpSIOIIME  IMEHTphl  (Hampumep,  http://gs.cryptopro.ru/tsp/tsp.srf,
http://pki.tax.gov.ru/tsp/tsp.stf). [Tone noctynno, ecnu BeiOpan Tun CADES «CAdES-T»
i «CadES-XLT1».

3) Haxarh KHONKY «COXpaHHUThH TPOQHITHY.


http://pki.tax.gov.ru/tsp/tsp.srf
http://qs.cryptopro.ru/tsp/tsp.srf

[3 OTKpBITE D Mokazate B nanke Eg CoxpaHWTb Kak ... @ MeyaTb ﬂ Cozgate Npodunb ~
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Coszoanue npoguns

/home/userfalt-kworkstation.pdf x

/_ Nognwcate

0 15 © @ | 202 202u3489 O C © ® |Asto -
- T TR ————— - -
Hiseipoitans Open¥PN. nomknmseri (g sers o o opermgin), >
HacTtpoiiku npogpuns
Cevenbx eo (i el p P
Vamessesnen napare AfuwkmcTpatops cuctems (root) (ol HazeaHue I'Iqu)HJ"IH
Cogjimiis, i i s T A (usss),
000 _"Pora_wm_koneiTa"
Mcnonb30BaTe N0 YMONYaHUH |
O6s3aTenbHbIe HACTPOKA
amcka (mmoTsl} (quoli). CEpTHd)HKaT
S wioimsi Cnpass s, B Y s e
. Bonkoe AmuTpuii MBaHoBUY 12... ~
"""""""""""""" - 46.3. 3anyck LieHTpa ynpasneHna cuctemoii B rpathnsecroi
= ]
- cpene ' Tun CADES
o LLSHT]) YMOSENEHIER CHOTEMGH RO 3A1VCTHTS C8ZM0RHMN CROCOGANS
S — a-~ CADES_T -
& madiriecoii cpege KUL: MeH Bamyoka - fiki —~ LisHTD
Po= CHCTEMON;
'’ ez womasapoll CTPoK: Komas ol scc. Bua wramna
................... v 11ps 2anyose EE£CTH NAPOE
rocr v
Boeaure napon
o AHMTE "
Q e — NoroTin komnaxun
EIRG/MTE NaAPOAk CHCTRUKONT AMMHICTRATAR rooE file:///home/u sen’my-logo.png
+ OK (&) OrmerHTE
Appec cnyxbel TSP
¥ pacTRGHE GUCTEN. http:fFqs,cryptopro,ruftspftsp,srﬂ
CoxpaHuTk npod...
. »
Puc. 303

UTOOBI OTKPHITH TAHEH PEIAKTUPOBAHUS PO, HEOOXOIUMO:

ecqu npoduib BEIOpaH B CHUCKE, HAXKAaTh Ha 3HAYOK KJII0Ya PSAJIOM C poduiieM;

- BbIOpaTh MpoduiIb B CIUCKE TPOQHIEH.

Ha manenu pempaktupoBaHus MpoQMIss MOKHO BHECTH W3MEHEHHS B MPO(Uib (4TOOBI COXpaHHUTH

W3MEHEHUs, HE0OX0IUMO HaxaTh KHOMIKY «COXpaHUTh MPOPHUITHY).

Hns ynanenuss npoduiis HEOOXOOUMO HAa HaHEIH PelaKTUPOBaHMA HpOQHIIs HaXKaThb KHOINKY

«Y nanuTh npouiIby.

7.5.2.5 [lodnucaHue OokymeHma

Jlist TOro 94TOOBI MOANKMCATH TIOKYMEHT, HEOOXOIMMO:

1))
2)
3)
4)

OTKPBITH IOKyMEHT;

BbIOpATh B BBINAAAIONIEM CITUCKE MPO(UIb (€CITU OH ellle He BBIOpaH);

HaxKaTh KHOMKY «lloamucatey;

BBIOpaTh 00nacTh («llo3unuro mrammnay), B KOTOpOH OyAEeT PacToOIOKEH IITaMIl DJIeK-

TponHoi nmoanucu (Puc. 304). Ecnu mtamn B BBIOpaHHOM 00JACTH PACOIOKUTH HEJb34,

TO OH OyzeT mojcBeueH KpacHbIM BeToM (Puc. 305);
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5) HaxaTh JIEBYIO KJIABUIILY MBI, KOTIA IITAMIT HAXOAUTCS B HY>KHOW TO3HILINY;

6) BBECTH MapoJib HA KOHTEHHEDP (€CIM KOHTSHHED 3allIMIIEH MapoJieM);

7) IOKyMeHT OyZeT noanucad. B neBoii naHenu nosiBUTCA Ha3BaHUeE cepTu(UKaTa, B BBIOpaH-
HOM 001aCTH MOSABUTCA LITaMII 31eKTpoHHOM noanucu (Puc. 306);

8) coxpaHUTh MOANMCAHHBIN TOKYMEHT, Ha)kKaB KHONIKY «COXpaHUTb KaK».

11 puMcUYaHuC. CTaH)IapT MMoAIKrcCH, UCIOJIB30BAHHUE ITAMIIOB BPEMCHH, CepTI/I(i)I/IKaT IIOAITMCHU

HaCTpanuBarOTCA B HpO(I)I/IJ'IC OAIINCH.

Bbl60p nosuyuu wumamna
fhome/fuserfalt-kworkstation.pdf x

Ija OTKpBITE D Mokazate B nanke E; CoxpaHWTb Kak ... [%] MeyaTb ﬁ 000_"Pora_w_koneita" ~ /_ Mognucate

0 & @ ® 1 |1wuz489 | O O © @ |Aeto -

NPARKK MOTAW HE NONAacTh B Hero. B ciyyae obHapywena olliubok W HeTOMHOCTEN B pYROBOACTRO
BHOCHTCH M3MEHEHWH . AKTYANLHEA BEPCWA DYKOBOACTEA B thopmMare HTML cO BCEMKA TERYLLMMA

Do AKAMEHTALIR ALT LINUK TEAM WIMEHEHWAMA W 110 HEHWAMK PE3MELLEHA HA CARTE © QORYMEHTALWER KoMNaHae BaseALT hip
AneT PaGoyaa cranHuyma K doc arg/.
104 |. Yo Takoe AnsT Patodan cTaHima K7
1. Yo raxkoe Aner Pabouas cradugs K
2470 Takoe Linux

3. Y10 TaKoe cucTeME ARLT

TEMORKA AMCTOMEYTMES
_____________________ Il ¥YoTanoBka AMcTpuiy THE: Mozuuma WwWramna
— - A, 3anuck yeTadosodHoro obpasa Ha USE Flash

- 5. ANBTEDHATUEHEE CNOCcO0k! YOTAHOBKW

Puc. 304

HImamn 6 6bl6paHHOﬁ no3UYyUU pacnoiodiCunb Helb3A
[home/fuser/alt-kworkstation.pdf X

Es‘ OTKpBITE D Mokazate B nanke E; CoxpaHWTb Kak ... @ MeyaTb ﬁ 000_"Pora_w_koneita" ~ /_ Mognucate

0 1o ©® ®| 1 |[1m3489 D C © ® |Asto -
NPEEKA MOTAA HE NONACTL B HEMD. B Cyyae 0GHAPYIKEHWA OLIMGOK W HETOUHOCTEA B PYIOBO/ICTRO
. BHOCHTCH M3MEHEHWA. AKTYEUILHEA BEPCUA DYKOBOACTEA B thopMare HTML cO BCemu TeRyLMMI
{e] L. AOKYMEHTALIAR ALT LINUX TEAM WIMEHEHMAMA W A0NOIHEHAH MK PA3MELLEHA HAL CARTE © J0KYMEHTALMER KoMNaHum BaseALT hip /f
AneT PaGoyaa craHyma K doc nuX.ara/.

10.4 |. Yo Takoe AnsT Patodan cTaHima K7

1. Yo rakoe Anst

Pabouan craHuma K

2410 TaKoe Linux

3. Y10 TaKoe cucTeME ARLT

_____________________ Il ¥YoTanoBka AMcTpuiy THE:
i Srad e . .
A Januch yoTasosoyHOO 0opaza Ha USEB Flash
N O, AUIBIEPHAT RBHBIE CHOCOU! Y TAHOBKA

Heponyctuman nozvumsa

Puc. 305
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Toonuce 3awjuuiaent He 6eCob OOKyMeHm
ftmp/.privatefuser/altcsp_alt-kworkstation.pdf.sig_prepared x

I}; OTKpbITL D Mokasate B Nnanke o CoxpaHuTb Kak ... ES:]HEHETI: ;9 OO0O0_"Pora_w_konwita" ~ /_ Mognucats

o & @ ®| 1 |1usd89 | O C ©) AsTo -
.”.HI e []}l’K[)I l).".(] 10 GO G TR I(?Ky'lll.(?My O TS T l',li(?.!!!l |m'1, 1IEY KK S50 QRO 1071
BO“KOB AMHTpHﬁ HBEHOBH"I Q IIIIHHKM RACKE P LICE TIOOIEG s 13 ey 13 t:ny\lat! (]ﬁlli‘lp}ﬂlﬂ!ll“il OIARDE 1 Il!l(]‘lll[lll(?ﬁ It [UK[)IK]H{]II![)
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Puc. 306

7.6  Ynupasienue mudpoBaHHBIMU pa3ieiaMu

3amupoBaHHBIN pa3ien MOXKET OBITh CO3/IaH, HAPUMED, TIPH YCTAHOBKE CHCTEMBI.

B LUKS nans ogHoTO 3ammgpoBaHHOTO pa3jiesia UCIOIb3YITCS BOCEMb CIOTOB, B KaXKJIOM U3 KO-
TOPBIX MOKET XPAaHUTHCS OTAENbHBIN Mapoib (ki1to4). JIro00i U3 BocbMH KITt0Uei MOKET ObITh HCIIOJIb30-
BaH A1 pacmudpoBku pasnena. JIro6oi maposb MoKeT ObITh U3MEHEH WK yIanEH HeoOpaTHMO.

Jus ynpaBneHus mu@pPOBAaHHBIMHU pa3[elaMd MOXKHO BOCIOJIB30BAaThCS KOMaHAOH crypt-—
setup. Huxe onucansl UL HEKOTOPBIE BO3MOKHOCTH YTHIUTHI cryptsetup. Jnsg noxyyenus 0o-
nee noApoOHOI nHOpMAIHK UCTIONBE3YHTE KOMAaHIly man cryptsetup.

[IpocmoTpeTh TeKyIee COCTOSIHUE BCEX CIOTOB:

# cryptsetup luksDump /dev/sdbl | grep Slot

Key Slot 0: DISABLED

Key Slot ENABLED
Key Slot DISABLED
Key Slot DISABLED
Key Slot DISABLED

Key Slot

1
2
3

Key Slot 4: DISABLED
5
6: DISABLED
7

Key Slot DISABLED
rae /dev/sdbl — mmdpoBaHHBIN pa3aen.

I[Ipumeuanue. Onpenenuts asisercs ju ycrpoiictso LUKS-paznenom:
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# cryptsetup isLuks -v /dev/sdbl

KomMaHIIa BEIIIOJIHEHA YCIIENHO.

OnpenenuTh Kako paszen sBIETCs MU(PPyEeMbIM MOKHO, BBITIOJIHUB KOMaH/IY:
# 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE
MOUNTPOINT
sda 8:0 0 18G 0 disk
-sdal 8:1 0 1023M 0 part
[SWAP]
L-sda2 8:2 0 17G 0 part /
sdb 8:16 0 18G 0 disk
L_sdb1 8:17 0 18G 0 part
L 1uks-7853363d-e7e2-1a42-b5b9-0af119e19920 253:0 0 18G 0 crypt /home
sr0 11:0 1 1024M O rom

Jlo6aBHUTh HOBBIN MapoJb HA 3amM(POBAHHBIN pa3zaen (Tpedyercs MpeIoCTaBUTh YKE UMEIOINI -
Csl TapOJIb MHTEPAKTUBHO MJIM MTOCPECTBOM OoNIMK ——key-file):
# cryptsetup luksAddKey /dev/sdbl
Brenure 00yl CYHWECTBYWRIYKD HapOoJbHYK dpasy:
BBenuTe HOBYI NapPOJIbHYI (¢paszy Ijd cjoTa KJoda:
[lapoJsibHasa ¢pasa HNOBTOPHO:
[Taposib OyzneT Ha3HAuYEH B MEPBbI CBOOOAHBIN CIIOT:
# cryptsetup luksDump /dev/sdbl | grep Slot
Key Slot 0: ENABLED

Key Slot 1: ENABLED
Key Slot 2: DISABLED
Key Slot 3: DISABLED
Key Slot 4: DISABLED
Key Slot 5: DISABLED
Key Slot 6: DISABLED
Key Slot 7: DISABLED

Mo:kHO yKa3aThb HOMEP OMPEAEIEHHOTO CJI0Ta ¢ MOMOIIBIO ONMIUK ——key—-slot, Hampumep:
# cryptsetup luksAddKey /dev/sdbl --key-slot 5

3aMEeHUTH OJIMH M3 MapoJiel Ha IPYTro# (CTapblil maposIb HY>KHO BBECTH MHTEPAKTUBHO WMJIM 3a/1aTh
onmuet —-key-file):
# cryptsetup luksChangeKey /dev/sdbl

BBeouTe MBMeHSeMyl NapoJibHYyW dpasy:
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BremuTe HOBYH HAPOJIBHYI OGpas3y:
[lapoJsibHasa ¢pasa MNOBTOPHO:

Ecnu 3aman Homep cnorta (onuuell ——key-slot), Hy’HO BBECTH CTapblii apojab UMEHHO JUIS
3aJIaHHOTO CJIOTA, U 3aME€HAa MapoJisd MPOU30UIET TOXKE B 3TOM cioTe. Eciin HoMep cioTa He 3a/1aH U eCTh
CBOOOIHBIN CIIOT, TO CHavajia HOBBI Mapoiib OyAeT 3amucaH B CBOOOJHBIN CJIOT, a MOTOM OyAeT 3aTépT
CJIOT, COJIEPIKaINil CTapblii maposb. Ecu CBOOOIHBIX CIOTOB HE OKAXETCs, TO HOBBIM MapoJib OyAeT 3a-
MHACAH NPSIMO B CIIOT, PAHEE COACPIKALIMI CTapbIi MapoJib.

VY nanuTh 3aJaHHBIN Tapoh (3aTUPAET CIIOT):

# cryptsetup luksRemoveKey /dev/sdbl
BBenure ynasseMylo 1apoJIbHYI0D dpasy:

[Ipumeuanue. B maketHoMm pexume (—q) ynajieHHe Jake MOCIEAHETo mapois OyAeT BBINOJ-
HEHO 0e3 KaKux-1u0o mpeaynpexaeHnid. Eciu Hu oqHOTO Tapoist He ocTaHeTcs (TO €CTh BCE CIOTHI KITIO -
yeil OynyT mycTsl), nemudpoBats LUKS-paznen craneT HEBO3MOXKHO.

[Ipouenypa cOpoca 3a0BITOTO Maposisd Ha 3aIIHU(PPOBAHHBINA pa3ae:

1. TlomyuuTs 3amudppoBaHHbIE TAPOJIH BCEX PA3IEIIOB!
# dmsetup table --showkey
luks-7853363d-e7e2-1a42-b5b9-0af119e19920: 0 37730304 crypt aes-cbc-
essiv:sha256
b15c22e8d60a37bcd27£fb438637a8221fbec66c83bed6d33a8331a4002c£3144 O
8:17 4096

YacTp mons nocie «aes-cbe-essivisha256y sisercs 3ammdpoBaHHBIM ITaPOJIEM.

CoxpaHuTh 3amM(ppoBaHHBIN TApOJIb B TEKCTOBBIN (haiii:

# echo
"bl15c22e8d60a37bcd27fb438637a8221fbec66c83bed6d33a8331a4002c£3144" >
lukskey.txt

2. IlpeoOpa3oBaTh CyIIECTBYIONINI MapOIb U3 TEKCTOBOTO (paiiyia B TBOWYHBIN (aii:
# xxd -r -p lukskey.txt lukskey.bin
luks-7853363d-e7e2-1a42-b5b9-0a£f119e19920: 0 37730304 crypt aes-cbc-
essiv:sha256
bl5c22e8d60a37bcd27£fb438637a8221fbec66c83bed6d33a8331a4002c£3144 O
8:17 4096

3. Jo6aBuUTb HOBBII apOJIb, UCIIOJIB3YS CYIIECTBYIONIUI MapoIib, U3BICUCHHbIN B OMHAPHBIH (aiin:
# cryptsetup luksAddKey /dev/sdbl --master-key-file <(cat lukskey.bin)
BBenuTe HOBYI NAPOJIbHYHD dpaszy g cjoTa KJda:

[lapoJsibHasas ¢pasa MNOBTOPHO:
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[Ipumeganue. COpocuTh maposib Ha 3aMIU(PPOBAHHBIA pa3esl MOKHO, TOJIBKO €CIH JaHHBIN

paszzen yxe IpUMOHTHPOBAH.

7.7  Timeshift

Timeshift — mnporpamMma [jsi aBTOMaTU4YeCKOro TMEePUOAMUECKOTO CO3[jaHusl KOMUM CUCTEeMbI
(cuHumKoB/snapshots).

Timeshift npexHa3HaueH, TipeXk/ie BCero, Jjisi CO3/jaHUsI CHUMKOB CHCTEMHBIX (pailjloB U HaCTpPOeK.
[Tonb3oBaresnbCKUe [aHHbBIE 10 YMOMYAHHIO He apXWBHPYIOTCS, TO3TOMYy B cCiyudae cOosi CHCTeMB,
BOCCTAHAaB/IMBAIOTCSl CUCTeMHbIe (ail/ibl, a JaHHble TO/b30BaTe/ell 0CTalTCA B aKTyaJbHOM COCTOSTHUU
(KOHEUHO, eC/Ti OHU He ObL/TM TIOBPEX/eHbI).

Pe3epBHbIe KOMWK He MOTYT ObITb BOCCTAHOBJIEHBI Ha YPOBHE OT/le/bHBIX (hailyioB, BOCCTaHOBJIEHHE
BCer/ja MPOMCXOUT B TT0JTHOM 00BbemMe HacTpoek Timeshift.

3anyctuth Timeshift kak r060e pyroe npuiokeHre WM U3 KOMaHAHOW CTPOKH:
$ timeshift-launcher

3ammyck Timeshift TpeGyer mnpaB agMuHHCTpaTOpa, TO3TOMY HeOOXOOWMMO BBECTH TIapOJib
agmunuctparopa (Puc. 307).

3anpoc napons ona 3anycka Timeshift

TpebyeTcs noaTBepXKAeHNE NOAIMHHOCTH

Timeshift

AOMUHWUCTpaTOp

OTMEHNTD MopTBEpAMTDL

Puc. 307

[lpu mepBoMm 3amycke OyzmeT 3amyiieH «MacTep yCTaHOBKH». 3allyCTHTh MacTep YCTaHOBKH WU
OTKPBITh OKHO HaCTpPOEK pe3epBHOI0 KOMMPOBaHUS TakKe MOXXHO, HaKaB COOTBETCTBYHOLLYIO KHOIIKY Ha

TaHe/Id UHCTPyMeHTOB B okHe Timeshift (Puc. 308).
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Oxno npoepammet Timeshift

7.7.1

Timeshift-gtk X
3, —
+ O ® (] 7% o =
Co3paTh BoccTaHoBUTL ¥Y0oanute Ob3op HacTpoitku MacTtep Metio
<) 2025-03-1318:08:05 altlinux 11.0 O ALT Workstation 11.0 (Prometheus) installed
<) 2025-03-1412:06:23 altlinux 1.0 o] Before Offline Update
Co3paHue CHUMKOB NO pacnUCaHUIO BbIKTIOYEHO 2 144'3 GB
BrAoYuTL CO30aHNE CHUMKOB 10 PACMMCAHIMI0 1N1A 3aLUMThI BaLLei CHCTEMBbI CHUMKK TocTynHo
birfs fdev/sda3
Puc. 308

Hactpotiika pe3epBHOTO KOMMPOBaHUs

7.7.1.1 Pexcum RSYNC

OcobenHoctu pexkuma RSYNC:

CHUMKH CO3/al0TCS ITyT€M KOIMPOBAHUS CUCTEMHBIX (ailjIoOB MPH MOMOLIM ISync U CO3JaHMS
XKECTKUX CCHUIOK HAa HEM3MEHEHHbIE (PaliiIbl U3 MPEAbIIyIEr0 CHUMKA,;

Bce (paiiyIpl KOMMUPYIOTCS MPH CO3/aHUU MEPBOr0 CHUMKA. [locieayroniye CHUMKH SIBJISIFOTCS WH -
KpeMeHTaJIbHbIMU. HeusmenHsble (aiibl OyyT CBA3aHbI ¢ MPEIbIIYIIMM CHUMKOM, €CJIM OH JI0-
CTYIICH;

CO3/1aHHE NIEPBOIO0 CHUMKA MOXKET 3aHATH 10 10 MUHYT;

CHCTEMHBIN pa3zie’ MOXeT ObITh 0T(popMaTHpOBaH B Jt000i (aiioBoii cucreme. PesepBHbIii pa3-
Jel MOXKET ObITh OoThopMaTupoBaH B J0OOH (QaitioBol cucteme Linux, momnepskuBaromiei
XKecTKkHe cchUlkM. CoXpaHeHHEe CHUMKOB Ha HECUCTEMHBIN WJIM BHEIIHUH TMCK NO3BOJISIET BOCCTA-
HOBUTH CHCTEMY, JIaXK€ €CJIM CUCTEMHBIN TUCK TTOBPEKICH;

MOYKHO 337aTh UCKJIIOUEHHS IS (AiiJIOB M KaTaJIOTOB JUIsI SKOHOMHH JIICKOBOTO MPOCTPAHCTBA;

CUCTEMY HEOOXOMMO Mepe3arpy3uTh 10cjie BOCCTAHOBICHHS CHUMKA.

Tun canmMkoB «RSYNC» MokHO BeIOpaTh Ha BKIajke «Tum» okHa Hactpoek Timeshift (Puc. 309)

WIY Ha TIepPBOM I11are paboThl MacTepa yCTaHOBKH.

RSYNC cHMMKM WMelOT OOJIBIIION pa3Mep, TMO3TOMY J>KejaTebHO XPaHWUTh WX Ha JpyroMm (He

CI/ICTEMHOM) AUCKe WK pasnerie. ITo YMO/TYdHUKO CHHUMKHU COXPAHAKOTCA B CHUCTEMHOM (KOPHEBOM)

pasgene B /timeshift.

BriOpath MecTo, rje OyAyT XpaHUThCS CHUMKH, MOXKHO Ha BKiazike «Mecto» (Puc. 310).
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Buvibop pescuma RSYNC
HacTtpoiiku X
Tun MecTo Pacnucanue MonsbsoBaTenu DUNLTPLI Mpoyee
BblﬁepHTE TN CHUMKa
O RSYNC
BTRFS
» Cnpasxa
Ha
Puc. 309
Buvibop mecma xpanenus cnumkos RSYNC
Hactpo#inu x
Tun MecTo Pacnucanue MonbsoBaTenu OUNLTPEI Mpouee
BblﬁepHTE MecTOo oAnAa CHUMKa OFHOBUTE
Hakonutens Tun | Pasmep | CBobogHo | Haseanue MeTka
¥ | VBOX HARDDISK ATA 64 GB
L sda2 ext4 61GB  48GB
b L VBOX HARDDISK ATA 64 GB
¥ | VBOX HARDDISK ATA 107 GB
L @ sdct ext4 105GB 100 GB

» lloxazatHbie Boitlie yCTPOICTBAE COfepHaT (ranossie cucTemsr Linux.

* YcTpodicTsa ¢ ghanossimu cuctemamu Windows (NTFS, FAT i 1.0.) He nogaepmuBaroTcs.

* YanéHHsie i CeTeBbIE PaCMONOMEHNA HE MOA0E PHUBAIOTCA.

« CHIMKIA COXPaHAOTCA B nanky /timeshift Ha BeibpaHHOM pazaene. [pyriie nyTi He NoaaepHuBatoTca.

Oa

Puc. 310

Ha Bknazske «Pacricanme» (Puc. 311) ciegyeT BbIOpaTh YPOBHM CO3/1aHHsI CHUMKOB (€)XXeMeCsiuHO,
eXXeHe/le/IbHO, eXXeJHeBHO, e)KeyacHO, MpY 3arpy3Ke) U yKas3aTb KOJMYeCTBO COXPaHsIeMbIX CHUMKOB /IS
KaK70ro YPOBHSL.

[TpumeuaHnue. CHUMKU YPOBHS «3arpy3ka» CO3JAlOTCS TPU KaK[OM 3alycke CUCTeMbl (C

3aziep>kkoil B 10 MuHyT). OHU BBITIOJHSIFOTCS B (DOHE U He B/USIIOT HA CKOPOCTh 3arpy3KU CUCTEMBI.
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[To ymosyaHuIO [OMalllHWe KaTajoru Io/b30BaTe/iell He BK/IOUYAlOTCS B pe3epBHYIO Komuio. Ha
BKIagKe «Ilosb30BaTesi» MOXKHO HW3MEHWTh 3TO ToBefieHWe. Haripumep, eciv BbIOpaTh  OTIIMIO
«BKIIOUNTE TOMBKO CKpPBIThIe (haiinbl» (Puc. 312), OyzeT BBITIOJHEHO pe3epBHOe KOMMWPOBaHWE U
BOCCTAHOBJ/IEHWE CKPBIThIX (DaliJloB M KaTaJioroB B JIOMAlllHEM KaTajiore TIOb30BaTesisi (3T KaTalord
COZlep>KaT T10J1b30BaTe/IbCKUe (ailyibl KOHUTypaLun).

Pacnucanue onsa cnumrkoe RSYNC

Hactpoiiku x

Tun Mecto Pacnucanue MNonezoBaTenu OUNLTPbI MNpouee

BbibepuTe ypoBHU CHUMKA

ExemecsayHo Coxpanute | 2 - +
ExeHepenbHo Coxpanute | 3 -+
ExepnHeBHO Coxpanutb | 5 -+
ExevacHo Coxpanute | 6 - +
Mpw 3anycke CoxpatuTe 5 - +

OcTaHoBWTL OTNpaBKy NMCEM YEPES Cron And 3aaHui no pacnucaHH

» (0303HKUE CHUMKOB HE Ha3Ha4YeHO B DHPE,EEﬂéHHOE BpEMA.
» 3aqaua DSE.IT].!‘Q’HHB&HHH 3aMyCckaeTca pas 6 4ac M co3aa ET CHUMKW MO Mepe HeobXxoOuMOCTH.
* 32 rpy304HbIE CHUMKKM CO303H0TCA C SJ,EE]DH{KOH“ 10 MUHYT MOCNE 3ayCka CHCTEMB.

Co3paHue CHUMKOB MNo pPacnUcaHWIO BKJIKOYMEHO

CHumMEM BynyT CO303BaTLCA € BbIBPaHHBIMM NPOMEXYTHAMM, eCITH Ha HaKONUTENe CO CHUMKOM AOCTaTO4HO
MecTa (> 17b)

la

Puc. 311
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Timeshift. Bxraoxa «Ilonv308amenuy

HacTpoiiku x

Tun MecTo Pacnucanune Mons3oBaTenu OUNLTPSI Mpouee

,D,OME!IJJ HUe Nanku nonb3oBaTenen

flo YMOTYAHHIO foMa LIHKE NankK NoNbL308a TEJIeN UCKTHOYEHbI, [TOKa Bbl HE BRTIOYHTE HX

MNonb3oBaTens | JoMawHsas nanka | WckniounTs Bee dainbl | BIIOUNTL TONBKO CKpbiTbie daiinbl | BKNYUTL Bee daiinb
user fhome/user ® . ®
root froot (o]
Oa
Puc. 312

Ha Bknagke «®unstpbi» (Puc. 313) MOXXHO yKa3aTb, Kakue (paii/ibl/KaTaJory BK/II0YaTh/UCK/IH0YaTh U3
Pe3epBHOT0 KOMMPOBAHMUS (JMHAMUYECKHEe KaTajoryd UCK/TIOUAroTCs 1o ymomvanuto: /dev, /proc, ...).
B faHHOM mpuMepe U3 pe3epBHOM KOMWU OyAyT WCK/IOUeHbl BCce aiiabl mp3, BCe CHCTEMHbIe

JKYpHarbl, KpOMe >XypHa/ioB ayauTta. OTpefakTHpOBaTh IA0JIOH MOXKHO, [BaKIbl ILEJKHYB JI€BOU

KHOTIKOM MBIIIM TI0 CTPOKe IabsoHa. [IpocMOTpeTh MTOTOBBIM CITUCOK MCKIHOUEHUH MOXKHO, Ha)kaB

KHOTIKY «/TOr».

Timeshift. Bkraoka « Qunempuiy

Hacrpoiiku X

Tun MecTo PacnucaHue Mons3oBaTenu GUNLTPLI Mpouee

LLIa6noHbl BKNOYEHUIA [ UCKNIOMeHWiA  [LenkmiTe ans pepaktyiposanus. fepetaiuuTe ana
H3IMEHEHHWA NOPALKE.

LWa6noH
(o) + jvar/log/audit/***
— fvar/log/***

+
[

=+ fhome/fuser/.**
O —*mp3
O —root/**
JobaeuTe LobaBunTb haknb LobaBuTe Mankm ¥ oanuts WTor

[a

Puc. 313

Ha Bknagke «IIpouee» (Puc. 325) Mmo)xHO BbIOpaTh hopmar Jarhl.
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Timeshift. Bxraoxa «Ilpoueey

HacTpoiiku X
Tun MecTto Pacnucanue Monb3zoBaTenu DUNBTPbI Mpouee
®opMar aaTbl
2019-08-1120:25:43 v
Na
Puc. 314

7.7.1.2  Pexcum BTRFS

Ocobennoctu pexxuma BTRFS:

CHHUMKH CO3/AI0TCs C UCIIOJIb30BAHUEM BCTPOEHHBIX CpeaAcTB daiinoBoii cuctembl BTRFES;
CHUMKHU CO3/Ial0TCSI U BOCCTAHABIMBAIOTCS MIHOBEHHO (CO3/aHHE CHHUMKOB — 3TO aToMapHas
TpaH3aKLMs Ha ypoBHE (paillIoBOI CUCTEMBI);

CHUMKH BOCCTAHABJIMBAIOTCS IyTeM 3aMEHBbl CHCTEMHBIX Mojpa3nenoB. [lockonbKy ¢aitibl HuU-
KOTJ]a He KOMUPYIOTCS, He YAAISIOTCS M HE TIepe3aniChIBAIOTCS, PUCK MOTEPH JaHHBIX OTCYTCTBY -
eT. CylecTByoIas CUCTEMa COXpaHIeTCsl KaK HOBBI CHUMOK I1OCJI€ BOCCTAHOBJICHHUS;

CHUMKH COXPAHSIOTCS HA TOM K€ JMCKe, C KOTOPOTO OHU CO3/IaHbl (CHCTEMHOM JTUCKE). XpaHEHHE
Ha JPYTUX AMCKAaX HE MOAJEpKUBaeTcs. Ecinu cucTeMHBIN TUCK BBIHAET U3 CTPOS, CHUMKH, Xpa-
HAIUECS Ha HEM, OYIyT MOTEPSHBI BMECTE C CUCTEMOI;

HET BO3MOYKHOCTHU UCKJIIOYATh (DaiiIbl M KaTalory;

pasmep cuuMkoB BTRFS n3navanbHo paBen Hy:ro. [Ipy n3MeHeHNH CUCTEMHBIX (ailioB, TaHHbIE
3aMMCBIBAIOTCS] B HOBBIE OJIOKU JaHHBIX, KOTOPBIE 3aHUMAIOT TUCKOBOE MPOCTPAHCTBO (KOMMPOBA-
HUe mpu 3anuck). Gailiibl B CHUMKE MPOJIODKAIOT YKa3bIBaTh HA HCXOJHBIE OJIOKU JTaHHBIX;
CHUMKHU MOKHO BOCCTAHOBHUTH 0€3 HEMEJIEHHOM Mepe3arpy3ky 3amyIieHHON CUCTEMBI,

OC nomxHa ObITh ycTaHoBieHa Ha pasnen BTRFS ¢ pa3buBkoil Ha moxpaszznens! @ u @home.

[pyrue BUIbl pa3aenaoB HE MOAIEPKUBAKOTCA.

I[Mpumeuanue. [Onsa ycraHoBku OC Ha pa3gen BTRFS c pa36uBkoii Ha nozpa3zensl @ v @home

MOJKHO TIDU yCTaHOBKe CHCTeMbl, Ha 3Tare «[loAroToBka Aucka» co3jgaTth cieayrouiue nogroma (Puc.

315):

MOJTOM (@ C TOYKOM MOHTUPOBAHHUS B /;

noaTroM (@home ¢ Toukoil MOHTHpOBaHuUs B /home.
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Kopenv cucmemsi ¢ gpatinosoii cucmemotui BtrF'S

AnbT

PaBo4as cTaHumMs

5M3: NoagroTomka gHCKa

Pamiep [cacbogo] Dalacadn cectend  Touch MonTRROBAHWE  Crupst MOHTEDOBAHNR

55 GB [56 GE) BrFs

Loalel
11 MB[511 ME] FAT3Z umaske0,quietshows e iocharsetudfBoodepage=B6s
TR0 M (003 ME) ¢ SWARFS
6B ECE] BirFs
S0 GE
& “utnrgedi> G0GHE

SR

L

RAK

(= [@crono]
Puc. 315

Tun canvkoB BTRFS mMokHO BbIOpaTh Ha BK/azike « Tum» okHa Hactpoek Timeshift (Puc. 316) nmm

Ha TepBOM Iiiare paboThl MacTepa YCTaHOBKH.

Buvibop pescuma BTRES
Hactpoitku x
Tun Mecto PacnucaHwe MonbsoBaTenn MNpouee

BeibepuTe TUN CHUMKaA

RSYNC
O BTRFS

P CrpaBka

Na

Puc. 316
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Cuumku BTRFS coxpaHsitoTCs B CUCTEMHOM pa3sfesie, Apyrue pasjenbl He Tofgep>kuBaetcst (Puc.
317).

Buvibop mecma xpanenus cnumxos BTRES

HacTpoiiku x
Tun Mecto Pacnucanue MonbzoBaTenu Mpovee
BblﬁEpl-‘ITE MecTO Oond CHUMKa OBHOBMTL
HakonuTenb Tun | PasMep | CBobogHo | HaseaHue | MeTKa
¥ | VBOX HARDDISK ATA 161 GB
L~ Osda3 btrfs 156 GB 144 GB

+ [lokasaHHble Bollle yCTPOHCTEa COQepHaT haitnosyio cuctemy BTRFS.

* CHimMku BTRES coxpanawoTca B cMCTEMHOM pazgene. [pyrie paznensi He
MoAAepHBAIOTCA.

* CHMMKH COXPaHAOTCA B nanky /timeshift-birfs Ha BoI6paHHoM pazaene. [pyrite nyTi He
MOANE DHUBAIOTCA.

Na

Puc. 317

Ha BKJ/IaJKe «Pacricanue» aieayer BBI6paTb YPOBHM CO30dHUA CHHUMKOB (E)KEMeCHqHO,
eXeHeae/bHO, eXXeJHEBHO, €)XXeUdCHO, IMMpr 3any3KE) M YKd3dTb KO/JIMYE€CTBO COXPaHAEMBIX CHUMKOB [JId

Kakgoro ypoBHs (Puc. 318).
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Pacnucanue ons chumxog BTRFS

HacTpoiku x
Tun Mecto Pacnucaxwe MonesoBaTenw Mpovee
BblﬁEpHTE YPOBHU CHUMKa
ExeMeca4Ho Coxpanute 2 - +
ExeHepentHo Coxpanute 3 -+
ExenHesHo Coxpanute 5 - +
ExevacHo Coxpanute 6 - +
Mpu 3anycke Coxpanute 5 - +

OcTaHoBWTb OTNPaBKy MMCEM Yepes Cron Ans 3a4aHuiA No pacnucaHmnio

« Co30aHite CHIMKOB He Ha3HayeHo B onpefenéHHoe Bpema.
+ 3afada obCyHMBaHIMA 38MyCKAaETCA Pas B 4ac i cO343ET CHUMKM M0 Mepe Heo6xoqiMMocTi.
* 3arpy3ouHble CHIAMKI CO30a10TCA ¢ 3a0epHiioi 10 MUHYT Noce 3aMycka cHcTeMbI.

CospaHue CHUMKOB Nno pacnMcaHUio BKJIIOYEHO

CHiMKu By0yT CO343BaThCA € BbIBPaHHBIMIM MDOMENYTHAMIM, ECITHM HA HAKOMUTESTE
CO CHUMKOM fQocTaTouHo mecta (> 17B)

na

Puc. 318

[To ymonuaHuIO [AOMalllHWE KaTajoru ToJib30BaTesiell He BKJIIOUAIOTCS B pe3epBHYH0 Konuio. Ha
BK/Majike «[lonmb30BaTeniM» MOXKHO HW3MEHUTh 3TO T[IOBe/leHHe U BK/IHOUUThL Tofpa3gen @home B

co3zaBaeMble cHUMKHU (Puc. 319).
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Briouums noopaszoen (@home 6 cozoasaemvle CHUMKU

HacTpoiiku
Tun Mecto Pacnncatwe MNonssoBaTenu MNpouee
JoMalwiHue nanku nonb3oBaTesnen
BrniouunTe nogpasgen @home B pesepBHYIO KOMWIO
Oa
Puc. 319
Ha Bkazke «IIpouee» (Puc. 320) MokHO BbIOpaTh (hopMar /aThl.
Timeshift. Bknaoka «llpoueey
HacTtpoiinm
Tun MecTto Pacnucanue Monb3oBaTenw MNpouee
dopmMat gathbl
2019-08-1120:25:43 - Yo -%m-%d %H: %M
Ha

Puc. 320
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7.7.2 Co3maHve CHUMKOB
CHUMKH OyyT CO3/jaBaThCsl aBTOMAaTUUECKH COTVIACHO HACTPOEHHOMY PaCICaHMIO.
IOns co3maHusi CHMMKa B PYYHOM peXuUMe cCjiefyeT Ha)KaTb KHOMKY «Co3maTb» Ha TaHeu

nHCcTpyMeHTOB (Puc. 321). Pe3epBHasi komusi OyzeT co3gaHa Ha YCTPOMCTBe XpaHEHMs], KOTOPbIA Obul

yKa3aH B HaCTPOMKaXx.

Coszoanue cnumka 8 pesxcume RSYNC

BoccTaHOBMTE CHUMOK b x
k3 C CpaBHeHue cpaitnos (MpobHbI NporoH)... —
CozpaTh BoccTaH eH
" CpaeHeHwe (Daiinos c NOMOLLBIO FSYNC... 00:00:04 ocTanock
© 2025-03-1418:53:2! usr/share/help/te/gnome-help/net-wireless-disconnecting.page _

Konu4yectso haitnos n nanok:

HeT uaMeHenunin: 114 397
CozpaHo: 1
Yoaneno: 0O

MzmeHeHo: 9

13MeHEHHbIe 06bEKTHI:

KoHTponkHaa cyMMa:
Pasmep:

MeTka BpeMeHu:
MpaBsa:

Bnapeneu;

o O O w o O

Ipynna:

Timeshif 89,3 GB
O MocnenHui c HoctynHo
Crapeiuid ¢ OTMeHa ]

Puc. 321

7.7.3 BoccTtaHOB/IeHWe CUCTeMBbI

CHMMKHA MOXXHO BOCCTAaHOBHUTBH KaK M3 paboTaroleil cucteMbl (OriepaTUBHOE BOCCTAHOBJIEHUE), TaK U
13 IPyToil CUCTeMbl, Ha KOTOpou ycraHoBsieH Timeshift (aBToHOMHOe BocCcTaHOB/IeHHE).

71 BOCCTAHOB/IEHWS] CHUMKA CjeAyeT BbIOpaTb CHUMOK B IJIABHOM OKHE M Ha)KaTb KHOTKY
«B0CCTaHOBUTDY.

[Ipu BoccTaHoBeHUU CHUMKa B pexxume RSYNC mnocie Haxkatvst KHONKU « BOCCTaHOBUTBE» MOXKHO
BbIOpaTh YCTPOHCTBO, Kyzaa OyayT BoccTaHOBAeHbl aiibl  (Puc. 322), yKasaTb HY)XHO JIK

nepeycraHaB/ivBatb GRUB (kHorka «HacTpoiiku 3arpy3umka (01o/IHUTe/TbHBIE)» ).
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Buibop yenesozo ycmpoiicmea

Timachift_ontl »
C BoccTaHOBWTL CHUMOK X
Il 3 =
Co3patk BoccTaH BblﬁepHTE unenesoe YCTPDFICTBG OBHOBWTE leHto

BribepuTe ycTpoUCTBO, KyAa 6y 0yT BOCCTAHOBNEH! (hailibl.

R R IEEy] Y CTPOWCTBa, C KOTOPbIX BbiN CO3aH CHUMOK, BbIBPAHLI MO YMOMMaHMIO. _
IMyms Ycrpoiicteo

! sda2 ~ extd (61 GB) -
fboot = CoxpaHWTb Ha KOPHEBOM YCTPOMCTBE ¥

/home CoxpaHWTb Ha KOPHEBOM YCTPOMCTBE ¥

HacTpokku 3arpys4mka (QononHrTeNbHbIe)

Timeshif
M nemnHl 11 d
O = P Haza Hanee OTmeHa

Puc. 322

=

Ha  cnepyromjem  mare  (Puc.323)  Oygyr  mokasaHel  (ailibl,  KOTOpble  OyayT
CO03/1aHbI/BOCCTAaHOBJIEHbI/yja/IeHbl B MPOLIeCCe BOCCTAHOB/IEHUsI CHUMKA (TO/IBKO B pexxume RSYNC).

[Ipumeuanue. Eciid OCHOBHasi cMCTeMa He 3arpy»kaeTcsl, MOXXHO 3arpy3UTbCsi C YCTaHOBOUHOTO
gucka B pexume LiveCD, ycraHoBuTh W 3amycTuth Timeshift, Ha Bkmagke «MecTo» yKa3aTh
pacroniokeHre CHHMKOB M BOCCTAaHOBUTb CHHMMOK B OCHOBHOU cucteme (Puc. 324). Takke MOXKHO

3arpysuThbCs B Pe)KMMe BOCCTaHOB/IEHHS U Pa3BePHYTb CHUMOK B KOMaHJJHOW CTPOKe (CM. HYXe).
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Boccmanosnenue cnumra 6 pesorcume RSYNC

BoccTaHOBMTL CHUMOK x x

i e nDnTBEp}.'IHTb JJ,EﬁCTBHH —
Cozpnatk BoccTaH

OUNETPOBATE MO MMEHM WK MYTH Bce fannel v

DefcTene dain (cuctemMa)
L DULL [dAUVDK I D B Vadl Uy PIIUUI L.I'UlJ

@ 2025-03-1418:53:2

© Boccranosute B fvar/lib/rpm/Installtid

© Boccranosute B fvar/lib/rpm/Name

© BocctaHosute B /var/lib/rpm/Obsoletename
© Boccranosute B fvar/lib/rpm/Packages

O BoccraroeuTe B Jvar/lib/rpm/Providename
(0 Boccraroeuts B Jvar/lib/rpm/Requirename
© Bocctanosuts B /var/lib/rpm/Shalheader
© Boccranosuts B fvar/lib/rpm/SigmdS

O BoccTaHosute B fvar/lib/rpm/_db.001

0 BoccraHoeuts B jvar/lib/rpm/__db.002

© Boccrarosuts B fvar/lib/rpm/__db.003

) BoccTaHosute B fvar/lib/rpm/_db.004

@ Yoanute [etc/elinks/elinks.conf
@ Yoanute Jetcfelinks/
@ YnanuTe [etc/alternatives/links/|usr|share|man|manl]...

Timeshif "= e e

89,3 GB

MMocnenHid @

' it DocTynHo
Crapesitimii ¢ Hazag Janee OTMeHa R
fdev/sdcT
Puc. 323
Boccemanosnenue cuumxa ¢ LiveCD
Timeshift-gtk x
2, —
L2 ©) ® B 7% o =
Co3paTk BoccTaHoBUTE Yoanute O6sop HacTpo#ku MacTtep Memto
CHHUMOK CHucTeMa MeTku | KoMMeHTapuK (HaKMHUTe AnA U3MeHeHWA)
(%) 2025-03-1318:08:05 altlinux 11.0 0 ALT Workstation 11.0 (Prometheus) installed

@ 2025-03-1412:06:23 altlinux 11.0

Before Offline Update

() 2025-03-1418:40:34 altlinux 11.0 0 after update
Timeshift akTuseH 3 144,3 GB
o Mocnearuit cHimox: Het CHUMEMN HocTynHo
C Lt :H
Tapeiilumii cimox: Het birfs /dev/sda3

Puc. 324
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7.7.4 Pabora c Timeshift B KomaHjHOM CTpOKe
I[TpumeuaHue. OFHOBPEMEHHO MOXeT paboTaTh TOJLKO OUH 3K3eMIuisap Timeshift, mostomy s
pabotel ¢ Timeshift 13 komaHgHOM CTPOKKM HEOOXOJUMO 3aKPBITh OKHO TIporpaMmel Timeshift.
BriBo/, cripaBKY 0 KOMaHze:
$ timeshift
IIpocMmoOTp crivicka CHUMKOB:
# timeshift --list
Mounted '/dev/sda3' at '/run/timeshift/2325/backup’

btrfs: Quotas are not enabled

Device : /dev/sda3

UuilD : 75a352b4-0145-4al6-b21f-43e5alebald’
Path : /run/timeshift/2325/backup

Mode : BTRFS

Status : OK
4 snapshots, 144.3 GB free

Num Name Tags Description

0 > 2025-03-13 18-08-05 O ALT Workstation 11.0 (Prometheus)
installed

1 > 2025-03-14 12-06-23 O Before Offline Update

2 > 2025-03-14 18-40-34 O after update

3 > 2025-03-14 20-00-01 M

[Tpumep co3panus cHuMKa (B pexxume RSYNC):
# timeshift --create --comments "after update" --tags D
Mounted '/dev/sdcl' at '/run/timeshift/3475/backup’
Estimating system size...
Creating new snapshot... (RSYNC)
Saving to device: /dev/sdcl, mounted at path:
/run/timeshift/3475/backup
Linking from snapshot: 2025-03-14 18-53-26

Syncing files with rsync...
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Created control file:
/run/timeshift/3475/backup/timeshift/snapshots/2025-03-14 21-55-57/
info.Jjson

RSYNC Snapshot saved successfully (28s)

Tagged snapshot '2025-03-14 21-55-57': ondemand

ITpumep co3panus (B pexkume BTRFES):
# timeshift --create --comments "after update" --tags D
Using system disk as snapshot device for creating snapshots in BTRFS mode
Mounted '/dev/sda3' at '/run/timeshift/3250/backup'
btrfs: Quotas are not enabled
Creating new backup... (BTRFS)
Saving to device: /dev/sda3, mounted at path: /run/timeshift/3250/backup
Created directory: /run/timeshift/3250/backup/timeshift-btrfs/snapshots/2025-
03-14 21-54-15
Created subvolume snapshot:
/run/timeshift/3250/backup/timeshift-btrfs/snapshots/2025-03-14 21-54-15/@
Created subvolume snapshot:
/run/timeshift/3250/backup/timeshift-btrfs/snapshots/2025-03-14 21-54-15/
@home
Created control file:
/run/timeshift/3250/backup/timeshift-btrfs/snapshots/2025-03-14 21-54-15/
info.json
BTRFS Snapshot saved successfully (0s)
Tagged snapshot '2025-03-14 21-54-15': ondemand

Co3pmaHre CHUMKa, eC/IU OH 3allJlaHMPOBaH (eCTh B paCUCaHUM):
# timeshift --check

BoccTaHoBUTH CHUMOK (TTapamMeTphl OyyT 3arpoliiieHbl B UHTePAKTUBHOM PeKHUMe):
# timeshift --restore

BoccTtaHOBUTE CHUMOK:
# timeshift --restore --snapshot '2025-03-14 12-06-23'

BoccTaHOBUTD Orpe/ie/ieHHbI CHUIMOK B He0OXOAUMBIN pa3zelt:
# timeshift --restore --snapshot 1 --target /dev/sda2

Ynanutk CHUMOK:

# timeshift --delete --snapshot '2025-03-14 12-06-23"
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Ec/ii oCcHOBHas clcTeMa He 3arpy»KaeTcsi, TO He0OX0UMO 3arpy3UThCsl B PeXXUMe BOCCTAHOB/IEHUS U
BBITIOJIHUTD CJIeAytolue felicTBUs (Ha rpumepe pexxuma RSYNC):
1) ycranoButh timeshift:
# apt-get update && apt-get install timeshift
2) IpOCMOTPEThH CIIUCOK CHUMKOB Ha YCTPOUCTBE:
# timeshift --list --snapshot-device /dev/sdb
3) 3amyCTUTh BOCCTAHOBJICHHE:
# timeshift --restore --snapshot-device /dev/sdb --snapshot 1 --target
/dev/sda2 --grub-device /dev/sda

4) nepe3arpy3uTh CUCTEMY.

7.8  Cozmanue SSH-TyHHENEH, UCTIONB3YIOMUX KOHTPOJb IEJIOCTHOCTH 3arojloB-

koB [P-maketoB B cootrBercTBuU ¢ 'OCT P 34.12-2015
7.8.1 VYcraHoBka DakeToB

[TakeTsr HEOOXOUMO YCTAHOBUTH KaK Ha CEpPBEPE, TaK M HA KITMEHTE.
I[Ipumeuanue. [lomkHa ObiTh BKItOUeHa [lognepskka mugpposanus no 'OCT B OpenSSL.
[Mpumeuanue. s ycTaHOBKM MAKETOB gOStCrypto, B CIIUCOK PETO3UTOPUEB OJIKEH OBITH J10-
OaBJICH pENO3UTOPHl gostcrypto.
VYcranoButh makeThl openssh-gosterypto, openssh-clients-gostcrypto, openssh-server-gostcrypto,
openssh-server-control-gostcrypto, openssh-common-gostcrypto, openssh-askpass-common-gostcrypto:
# apt-get install openssh-gostcrypto openssh-clients—-gostcrypto
openssh-server-gostcrypto openssh-server-control-gostcrypto openssh-
common—-gostcrypto openssh-askpass-common-gostcrypto
UTeHVe CHOMCKOB IIaKeTOB... 3aBepUeHO
[locTpoeHMe JepeBa 3aBUCUMOCTEM... 3aBepleHOo
Crnenymomye IOOMNOJIHUTEJIbHEIE TaKeTH OyIOyT YyCTAaHOBJIEHH:
openssl-gost-engine
Crnenymomme naxkeTe OynyT YIAJIEHH:
openssh openssh-askpass—-common openssh-clients openssh-common
openssh-server
openssh-server-control
Crnenymomme HOBHE nakeTel OyOyT YyCTAHOBJIEHH:
openssh-askpass—-common-gostcrypto openssh-clients-gostcrypto
openssh-common-gostcrypto openssh-gostcrypto
openssh-server-control-gostcrypto openssh-server-gostcrypto

openssl-gost-engine
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BHVMAHVE: BynyT yZIaJIeHBl BaxXHbBE IJid pPabOTEl CUCTEMBl [IaKETEH
OBBIUHO DBTOI'C HeJjlaTh He cJjlefyeT. B IOOJIKHEL TOYHO I[IOHMMATL BO3MOXHEE
nocuencTeug!
openssh-server openssh-server-control (no npuumHe openssh-server)
0 ©ymer 0OOHOBJIEHO, '/ HOBEX YCTaAaHOBJIEHO, 6 IakeToB OymeT yznmajieHo u 34
He OynmeT OOHOBJIEHO.
Heobxommmo nonyumth 1409kB apxmsoB.
[Iocre PacCrIaKOBKM norpebyeTcsa OONIOJIHUTEJIBHO 421kB OMCKOBOTO
IIPOCTPAHCTBA.
Bl mejlaeTe HeUTO IIOTEHILMAJIBHO oOllacHoe!
Beenure opazy 'Yes, do as I say!' UuTOOH OPOOOJIXUTH.
Yes, do as I say!

[Ipumevyanue. [lpu BeImoMHEHNN 3TOM KOMaH/bI OyIET BBIBEICHO NpeAynpexaeHue «Bgeou-
me gpa3zy 'Yes, do as I say!" umobvr npodonxcumsvy BMECTO OOBIYHOTO «Y/ny». ITO MPOUCXOIUT, TOTOMY
YTO K 3aMEHE MPEeJIaraloTcsi KpUTUHYECKH BakHbIe ¢ TOUYKU 3peHuss APT makersl. Eciiv BbI COTJIacHBI C
JTAHHOM 3aMeHoM, HeoOxoauMo BBecTH (pasy «Yes, do as I say!» n nHaxats <Enter>.

Crucok moIepKUBAEMbIX AITOPUTMOB mU(poBaHus Tpadhuka MOKHO TOCMOTPETh C TTIOMOIIBIO
KOMaH/Ibl:
$ ssh -Q cipher
3des-cbc
aesl28-cbc
aesl92-cbc
aes256-cbc
aesl28-ctr
aesl92-ctr
aes2b6-ctr
aesl28-gcm@openssh.com
aes256-gcm@openssh.com
grasshopper-cbc@altlinux.org
grasshopper-ctr@altlinux.org
magma-cbc@altlinux.org
magma-ctr@altlinux.org
chacha20-polyl305@openssh.com

Cnucok noanepxxkuBaeMbix MAC (K0/bl ayTEHTH(PUKAIIMKA COOOIIEHUH):

S ssh -Q mac
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hmac-shal

hmac-shal-96

hmac-sha2-256

hmac-sha2-512

hmac-md5

hmac-md5-96

umac-64@openssh.com
umac-128@openssh.com
hmac-shal-etm@openssh.com
hmac-shal-96-etml@openssh.com
hmac-sha2-256-etm@openssh.com
hmac-sha2-512-etm@openssh.com
hmac-md5-etm@openssh.com
hmac-md5-96-etml@openssh.com
umac-64-etm@openssh.com
umac-128-etml@openssh.com
grasshopper-mac@altlinux.org
hmac-gostr3411-2012-256@altlinux.org
hmac-streebog-256@altlinux.org
hmac-gostr3411-2012-512@altlinux.org
hmac-streebog-512@altlinux.org
hmac-gostr3411-2012-256-etm@altlinux.org
hmac-streebog-256-etm@altlinux.org
hmac-gostr3411-2012-512-etm@altlinux.org

hmac-streebog-512-etm@altlinux.org

7.8.2 Hactpoiika cepsepa SSH
Hacrpoiiku cepsepa SSH nHaxonsarcs B ¢aiine /etc/openssh/sshd config
HoGaButs B daiin /etc/openssh/sshd config crpoku:

Ciphers grasshopper-ctr@altlinux.org

MACs grasshopper-mac@altlinux.org,hmac-streebog-512@altlinux.org

[Iepezanyctuts cityx0y sshd:

# systemctl restart sshd
7.8.3 Tloaxmouenue k cepsepy SSH

Komanzga noaxmtouenus k cepsepy ¢ ucnosb3oBanueM anroputmos 'OCT P 34.12-2015:


mailto:grasshopper-mac@altlinux.org,hmac-streebog-512@altlinux.org
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$ ssh <nombzoBaTesb>@<ceprBep> -oCiphers=grasshopper-ctr@altlinux.org
-oMACs=grasshopper-mac@altlinux.org, hmac-streebog-512@altlinux.org

[IpoGpocuTh NOPT ¢ cepBepa Ha JOKAIbHYIO MAIIMHY (IS IEMOHCTPALUHU TyHHES):
$ ssh <nomnbzoBaTesb>@<ceprBep> -oCiphers=grasshopper-ctr@altlinux.org
-oMACs=grasshopper-mac@altlinux.org, hmac-streebog-512@altlinux.org -L
127.0.0.1:222:127.0.0.1:22

3aiiTi Ha BCE TOT e CEpBEp Uepe3 TyHHEIb (B IPYroM OKHE TePMUHAJIA):
S ssh <noJypzoBaTesb>@127.0.0.1 -P 222 -oCiphers=grasshopper-
ctr@altlinux.org -oMACs=grasshopper-mac@altlinux.org, hmac-
streebog-512@altlinux.org

Jl;1st TOro 4TOOBI HE YKa3bIBaTh AITOPUTM IH(PPOBAHKS M KOABI ayTEHTU(UKAIIUN B KOMAH/IE IO/ -
KITFOYEHHS, MOXKHO yKa3aTh 3TH MapameTpbl B KoHpurypauuu knuenta SSH. Hactpoiiku kimueHTCKOM
gactu SSH nemsitcs Ha Tio0anbHBIE W TOJIB30BaTeNbCkHe. [10OambHBIC KIMEHTCKUE HACTPOUKH
Haxo#dTcss B (aiine /etc/openssh/ssh config M NpUMEHAOTCA KO BCEM IOJIb30BATEISAM.
[Tonb30BaTenbCKUE HACTPOWKHM HaxonaTcs B (¢aine ~/.ssh/config (B [OomamiHeM KaTauore
MOJIH30BATENS) ¥ IPUMEHSIFOTCSL K OJTHOMY TOJIb30BATEIIO.

Hanpumep, MoxHO 100aBUTH B KOHell (ailna /etc/openssh/ssh config cTpokn:
Ciphers grasshopper-ctr@altlinux.org
MACs grasshopper-mac@altlinux.org, hmac-streebog-512@altlinux.org

Ternepp MOIKIIOYUTHCS K CEPBEPY, BBIIIOJIHUB KOMAH/IY:
$ ssh <nonbs30oBaTenb>@<cepBep>

[Ipumeuanue. Ilopsaok npuMeHeHNUs NOIb30BATENBbCKUX HacTpoek SSH: BeIcInii MpuopuTeT
MMEIOT KIIIOYM KOMAHJHOW CTPOKH, 3aTe€M CJIEAYIOT HACTPOMKHM TMOJIb30BATENs, a IIOCIE HUX
HCITIONIB3YIOTCS TJI00aTbHBIC HACTPOMKH KIIMEHTCKOW YacTH.

Ecnu npu BBIOTHEHMHM NOAKIIOYEHUS MCIOJIB30BATh OILIMIO -V JJIS BBIBOJA OTIIAJ0YHOU
uH(OpMaIMK, TO WCHOJIB3YEMbIH IS TOJKIIOYECHHUS METOJl 3allUTHOTrO TMpeobpa3oBaHus Oyner
0TOOpa)keH B BBIBOJIC:

$ ssh -v <nojabp3oBaTesb>@<cepBep>

debugl: kex: server->client cipher: grasshopper-ctr@altlinux.org MAC:
grasshopper-mac@altlinux.org compression: none
debugl: kex: client->server cipher: grasshopper-ctr@altlinux.org MAC:

grasshopper-mac@altlinux.org compression: none
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7.9  Tlognepxka (ailIOBBIX CUCTEM

daiinoBas cucTeMa MpeacTaBisieT co00il HabOp MpaBuJl, ONMPEACISIIONTNX TO, KaK XPaHATCS U W3-

BJICKAKOTCA JOKYMCHTBI, XPAaHAIIUCCS Ha YCTPOP’ICTBC.

B OC «Anbt Pabouas cTaHIusy MOAIEPKUBAIOTCA CIeIyIoHe (haioBble CHCTEMBI:

ext2 — HexypHaMpyeMas (haijioBasi CUCTEMa; OTHOCHTEIHHO MIPOCTa B BOCCTAHOBIICHUH, HO HY-
’JIaeTCs B OTHOCHTEIBHO JIOJTOW MPOBEPKE IEITOCTHOCTH MOCie cOOs MUTaHMS WK sjpa. Moxker
HCIIONIB30BaThes 11 /boot mnu readonly-paszaenos;

ext3 — xKypHanupyemas U JOCTAaTOYHO HaAEKHas ¢ailioBas CUCTeMa, UMEET CPEIHIOI MPOU3BO-
IATEIHLHOCTE,

ext4 — KypHayMpyemas QailyioBasi cCUCTeMa, JIOTHYSCKOE TPOJIODKEHUE exXt3, MO3BOISIeT MOTHO-
CTBIO OTKJIFOUHTH KYPHAJIUPOBAHHUE;

btrfs — mognepxuBaeT CHUMKH (KOomuu (ailyioBoi CHCTEMBI Ha ONpeAeIeHHBIA MOMEHT BPEMEHH),
C)KaTHe U IOATOMA;

1509660 — (aitnoBas cucrema ISO 9660 nJis TUCKOB ¢ TAHHBIMU KOMIIAKT-TUCKOB.

daiinossie cuctembl FAT/FAT32/NTFS nmomnepxuBaroTcsi B YCTaHOBJIEHHON CHCTEME, HO HE IS

YCTaHOBKH Ha HHUX Linux.

1.

[TpoBepka moanepkku (HaaoBeIX cucTeM ext2, ext3, extd, 1509660, fatl6, fat32, ntfs:

Coznats paznen o0bemoM MeHee 4 I'6aiiT Ha flash-nakonurene (Hanpumep, /dev/vdel).

2. Jlns co3ganus [SO-daiina ycTaHOBHTh TAKeT genisoimage:

# apt-get install genisoimage

3. Coznate katasior /mnt/filesystem, B KOTOPbINA Oy/1eT MOHTUPOBATHCS pa3ei:

# mkdir /mnt/filesystem

4. OtdopmaTipoBaTh pasziei B MpoBepsaeMyto (HailIoByIO CUCTEMY:

IS ext2:

# mkfs.ext2 /dev/vdcl

I ext3:

# mkfs.ext3 /dev/vdcl

g ext4:

# mkfs.extd4 /dev/vdcl

s fatl6:

# mkfs.fat -F 16 /dev/vdcl

s fat32:

# mkfs.fat -F 32 /dev/vdcl

Ui ntfs:

# mkfs.ntfs /dev/vdcl
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- s 1809660 — co3nate [SO-daiin u3 karanora /etc:
# mkisofs -r -jcharset koi8-r -o /root/cd.iso /etc
5. Jlnsa nmpoBepKu moanep KKy (haiyioBbIX cucteM ext2, ext3, ext4, fatl6, fat32, ntfs:
- TIPUMOHTHPOBATH pazfen ¢ (aiIoBoil cucteMoil B katanor /mnt/filesystem:

# mount /dev/vdcl /mnt/filesystem

MIPOBEPUTH BO3MOXKHOCTD 3aMKCH (aiiia Ha TeKYyIIyio (ailyioByIo CUCTEMY:
# echo test content > /mnt/filesystem/test.fs
# 1s -1 /mnt/filesystem/test.fs
-rw-r—--r——. 1 root root 13 mai 23 20:10 /mnt/filesystem/test.fs
- IIPOBEPUTH BO3MOXKHOCTb UTCHUS (haiiia ¢ TeKyIIeH (ailyioBoii CUCTEMBI:
# cat /mnt/filesystem/test.fs
6. Jlns mpoBepku moanep:kku QaitnoBoii cuctemsl 1509660 cmoHTHpOBaTh co3fanHbiil [SO-¢aiin B
karajgor /mnt/filesystem/ (dain odpa3a aucka OyJIeT MPUMOHTUPOBAH B PEKUME «TOJIBKO
JUTISL ITCHHS ):
# mount -o loop,ro /root/cd.iso /mnt/filesystem/
[MIpumeuanwue. [Jnsg npocmorpa (hailIoBbIX cUCTeM Ha PU3UUYECKUX TUCKAX MOKHO BOCIOJIB30-
BaThCs KOMaHI0M df:
$ df -Th | grep "*/dev"
mwm 1sblk:
$ 1sblk -f
Komanga fsck mo3BonsieT y3Hath (hailIoBYI0 CUCTEMY pasjieia, KOTOPBIA e He TPUMOHTHPO-

BaH:

# fsck -N /dev/sdcl

fsck ms util-linux 2.39.2

[/sbin/fsck.xfs (1) -- /dev/sdcl] fsck.xfs /dev/sdcl

7.10 TlomamepKka CETEBBIX MMPOTOKOJIOB

7.10.1 SMB
Samba — nakeT nporpamm, KOTOpbIE MTO3BOJISAIOT OOPAIATECS K CETEBBIM AUCKAM U IPUHTEpaM Ha
pa3IMYHbIX OINEPALMOHHBIX cucTemax no mnportokory SMB/CIFS. Mmeer KIMEHTCKYIO UM CEpPBEPHYIO
4acTH.
7.10.1.1 Hacmpotixa Samba
Samba HacTpanBaeTcsi ¢ MOMOILBIO KOHPUTypallMOHHOTO daiina /etc/samba/smb.conf.
[Ipumeuanue. Ilocne pemaktupoBanusi ¢aiia smb.conf, ciueayer 3amyckaTh KOMaHIY

testparm ais npoBepku (aiiiaa Ha CHHTAaKCUYECKUE OIINOKH.
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7.10.1.1.1 JlobGaBieHue IOJIH30BATEIIS

CoznaTh noibp30BaTelis samba B CUCTEME U yKa3aTh MapoJb:
# useradd -m user_ samba
# passwd user_ samba

Jlo6aBuTh nosb30BarTens B (aisl smbpasswd ¢ TeM e MapoeM:
# smbpasswd -a user samba
New SMB password:
Retype new SMB password:

Added user user samba.

7.10.1.1.2 Co3nanue pecypcoB o0IIero AocTyna
Coznath manky sharefolder, ang oOumx pecypcos:
# mkdir /mnt/sharefolder
Ha3znaunts HOBOTO BIIai€NbLIA:
# chown -R user samba:users /mnt/sharefolder
# chmod -R ugo+rwx /mnt/sharefolder
Jlo6aBuTh B KOH(MUTYpaIIMOHHBIHN (aiii cepBepa Samba /etc/samba/smb.conf cTpoku:
[public]
#0yTer Kk ofmen namnke
path=/mnt/sharefolder
read only=No
#OTKPHITL TOCTEBOM OOCTYII
guest ok=Yes
comment = Public
[Tepe3anyctuts ciyx0y:
# systemctl restart smb

# systemctl restart nmb

7.10.1.1.3 Co3nanue pecypcoB OOIIEro J0CTyIa OT UMEHH OOBIYHOTO TTOJIH30BATENS
Co3naHue pecypcoB 00LIEro 10CTyna OT UMEHH OOBIYHOTO MOJIb30BATENsl pACCMOTPEHO B pasjee
«Co3znanme pecypcoB 00IIEro JOCTYIIa.
7.10.1.2 Hacmpouxa xnuenma
7.10.1.2.1 TToaxmmrouenue mo nporokory SMB B rpadudeckoii cpene
Jiga co3nanus moakiroveHus 1o mpotokony SMB B rpaduueckoin cpene GNOME wmoxHoO,
3anmycTuTh (haillloBBI MEHeKep, yKa3aTh B aJIpeCHOM CTpoke MpoTokoia U ajapec cepepa (Puc. 325).
Haxatp knaBumry <Enter>. ByayT mokaszansl pecypcsl ¢ ooumm aocrynom (Puc. 326). [ns noctyna k

narke, He00X0IMMO YKa3aTh UMsI TOJIb30BATENs, TAPOJb U HaXaTh KHONKY «l lonkmountscsy (Puc. 327).
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Cosz0anue nooxkmoyenus no npomoxony SMB

Q ®aiinb = ¢ [smb:.-".-‘192.158.0.1471 >

x
22

-
‘.

(@ OomawHss nanka

© HepagHue
* WsbpanHbie
& Cems DEMO Bupeo HokyMeHTsl 3arpyzkm
) Kopsuna
0O LokymenTtsl
dd Mysbika WsobpameHuns Mysbika ObuwegocTynHbie MNposa
Puc. 325
Pecypcuvl ¢ obwum oocmynom
Q aiinu = < | Pecypcsl Windows Ha 192.168.0.147 P B E ~
(@) [omawHaa nanka
® Hepashue
% W3bpaHHuie
2 Cems For_doc nobody prints public
1 KopsiHa
O Dokymente

Puc. 326
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Cozoanue nooxnouenusi no npomoxony SMB

OTMEHWUTDE MogxnouuTeCA

* Tpebyetca ayTeHTUdMKaumus

Beeaute nonb3oeaTens v naponb AnA pecypca «publicy Ha «192.168.0.147»:

MoaKrniouNTLES Kak MNoaKNYTECS AHOHUMHO

o 3aperncTpypoBaHHbIi Nonb3oBaTenk

Mma nonb3oeaTens  user_samba

Homen  SAMBA

ﬂapgnb [-------- ]

o 3abbITb NapoNb HEMEANEHHO
3anNoOMHWTE NAPONE A0 BbIXCAA U3 CUCTEMB

3anoMHWTE HAaBCerna

Puc. 327

7.10.1.2.2 MonTupoBanue pecypca Samba uepes /etc/fstab
ITpocMOTpeTh CITUCOK OOIIEIOCTYITHBIX PECYPCOB Ha cepBepe:
$ smbclient -L 192.168.0.147 -U%
[TpocMOTpeTh CIUCOK pECypcoB Ha cepBepe JOCTYITHBIX MOJB30BATENIO user _samba:
$ smbclient -L 192.168.0.147 -Uuser samba

Enter SAMBA\user samba's password:

Sharename Type Comment
prints$ Disk Printer Drivers
public Disk Public
IPCS IPC IPC Service (Samba 4.20.6-alt3)
For doc Disk
user samba Disk Home Directories
SMB1 disabled -- no workgroup available
Co3natb (aiin /etc/samba/sambacreds (Hanpumep, KOMaHJI01 mcedit

/etc/samba/sambacreds), C COIEPKUMBIM:
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username=yMs_IOJIb30BaTENI
password=napoib

Jnist 3amuThl HHGOpMaLny, pasa Ha Qaiin /etc/samba/sambacreds, Ha/l0 YCTAHOBUTH TaK,
4yT0OBI (haii ObUT TOCTYTIEH Ha YTEHHE U 3alHCh TOJIBKO MOJIb30BATENIO-BIaAeeny daina
# chmod 600 /etc/samba/sambacreds

U TIPUHAJIEKATH rO0t:
# chown root: /etc/samba/sambacreds

Jns MoHTHpOBaHuUs pecypca Samba B /etc/ fstab He0OX0auMO ponucaTh, CTPOKY BUIA:
//CEPBEP/VMA PECYPCA /mnt/Touka MOHTMPOBAHMA cifs
credentials=/nyrs/x/nonHoMmounam/sambacreds 0 0

Hanpuwmep:
//192.168.0.147/public /mnt/server public cifs users, netdev, x-
systemd.automount, credentials=/etc/samba/sambacreds 0 0

7.10.2 NFS

7.10.2.1 Hacmpoiixa cepeepa NFS

[Mpumeuanue. JlomkeH ObITh yCTAHOBJCH MakeT nfs-server (makeT nfs-server HE BXO-
muT B coctaB [SO-o0pa3a quctpuOyTrBa, €ro MOXHO YCTaHOBUTH W3 perno3utopus pll):
# apt-get install nfs-server

3anyctuth NFS-cepBep U BKIIFOUUTH €r0 10 YMOJYaHUIO:
# systemctl enable --now nfs

B ¢aiine /etc/exports cieayer yka3aThb SKCIOPTUPYEMbIE KaTajuoru (KaTrajaord, KOTOpHIE
OyZeT pa3peleH0 MOHTHPOBATh C APYIHX MAIINH):
/mysharedir ipaddrl (rw)

Hampumep, 4To0Bl pa3pemmTh MOHTHpPOBaThH /home Ha CepBepe HEOOXOauMO /100aBUTH B /
etc/exports CTPoOKy:
/home 192.168.0.0/24 (no_subtree check, rw)

rae 192.168.0.0/24 — paspemenue 3xcnopta s mojacetu 192.168.0.X; rw — pa3perieHsl YTeHnue u
3aIUCh.

[onpobuyto nudopmaruio o popmare daiisia MOXXKHO TOCMOTPETh KOMaH/10M:
man exports

[Tocne BHeceHHst M3MEHEHHH B il /etc/exports HE0OXOAUMO BHIIOIHUTH KOMAH/TY:
# exportfs -r

[IpoBepuTh CIMCOK HKCIIOPTUPYEMBIX (DAHIOBBIX CUCTEM MOKHO, BBIIIOJIHUB KOMaHTY':
# exportfs
/home 192.168.0.0/24
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7.10.2.2 Hcnonvzosanue NFS
[opxmouenne k NFS-cepBepy MOXKHO MNpOM3BOAUTH KaK BpY4YHYIO, TaK W HacTpPOUB
aBTOMAaTHUYECKOE MOJKIIYEHHUE TIPU 3arpy3Ke.
Jl7ist pydHOTO MOHTHPOBAHUS HEOOXOANMO:
- C03JaTh TOYKY MOHTHUPOBAHUS:
# mkdir /mnt/nfs
- NIPUMOHTHPOBATH PailJIOBYIO CUCTEMY:
# mount -t nfs 192.168.0.147:/home /mnt/nfs
rae 192.168.0.147 — IP ampec cepBepa NFS; /mnt/nfs — jmokanpHBIN KaTayor, KyJa MOHTHPYETCS
yAaln€HHBIN KaTaJor;
- [POBEpUTH Hanmuuue QaiiyoB B Katayore /mnt/nfs:
# 1s —al /mnt/nfs
JloimkeH oToOpa3uThes CMcoK (aitioB kaTaora /home pacronoxxenHoro Ha cepBepe NFS.
s aBToMaTHueckoro MoHTHpoBaHusi K NFS-cepBepy mpu 3arpy3ke HE0OOXOOUMO J00aBHTH
CJIEAYIONIYIO CTPOKY B daiin /etc/fstab:
192.168.0.131:/home /mnt/nfs nfs intr,soft,nolock, netdev, x-
systemd.automount 00
[Ipumeuanue. IIpexnae yem u3mensaTh /etc/fstab, HEOOXOAMMO CMOHTHPOBATH KaTajor
BPYYHYIO, JUTSI TOTO YTOOBI YOETUTHCS, UTO BCE pabOTaeT.
7.10.3 FTP
7.10.3.1 Hacmpouxa cepsepa FTP
VYcranoButh makeThl vsftpd, anonftp (makersl vsftpd m anonftp He BXOAAT B COCTaB
ISO-06paza quctpulyTrBa, KX MOXKHO YCTaHOBHUTH U3 pero3utopus pll):
# apt-get install vsftpd anonftp
W3menuts HacTpoiiky mpaB foctyna B (aiine /etc/vsftpd.conf:
local enable=YES
chroot local user=YES
local root=/var/ftp/
[lepesamyctuts vsftpd.socket:
# systemctl restart vsftpd.service
Yo6enuthcst B HopmanbHOU pabore FTP-cepBepa:

# netstat -ant | grep 21
tcp 0 0 0.0.0.0:21 0.0.0.0:%* LISTEN

FTP-cepBep 3amy1iieH ¥ NpUHUMAET COEAMHEHN Ha 21 mopTy.

Coznate (aitn B kaTanore /var/ftp/:
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# echo "vsftpd test file" > /var/ftp/test.txt

7.10.3.2 [looxknouenue paboueti cmanyuu

Co3nate nogxmouenue no nporokony FTP B rpaduueckoit cpene GNOME moxHO B daiinoBom
MeHe[pkepe. st 3Toro cienyer ykaszaTh B aJlpeCHOM CTpoke MpoTokod U aapec cepsepa (Puc. 328) u
Ha)kaTh KiaBuily <Enter>. B mosiBUBIIEMCS OKHE yKa3aTh MMsI II0OJIb30BATENsl, apOJib U HAaXaTh KHOIKY
«ITonxmrountscs» (Puc. 329).

Co3zoanue nooxnouenusi no npomoxony FTP

Y
il
4
x

Q Daiinbl = < [ftp:fﬂ92.'|68,0,199!| > | %

(D LoMawHss nanka

© HepaeHue

0 D 2 &

% Ws6paHtble

2 Cems Bupeo HokyMeHTsl 3arpysku Wzobparmenna
W Kopanwa [ D a— A —
0O dokymeHTsl Ja < D D

dd Mysbika Mysbika ObuwenocTynHble Pabouui cton WaénoHel

E) Wsobpaxerus

Puc. 328

Coszoanue nooknrouenusi no npomoxony FTP

OTMEeHNTDL MopgrnouKuTeCA

‘ TpebyeTtcs ayTeHTUhMKauma

Beegute nonszoeatens v napons ang «192.168.0.199;

MoakniounTees Kak MNoakniYUTECH aHOHUMHO

o 3apervcTpYpoBaHHbIA NoNk3oBaTENL

WMma nonezoBaTens user

Mapone [ ssssseee ]

3abbITL NapoNk HEMELIEHHO
o 3anoMHWTE Napofk 40 BbIXOAA U3 CHCTEMbI

3anoMHKWTbL HaBCeraa

Puc. 329
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JlomkeH oToOpa3uThCs cUucoK (haitnoB katanora /var/ftp/, pacnogoxeHHoro Ha cepsepe FTP

(Puc. 330).
@aiin na FTP cepgepe

Q Daiine = < € user Ha 192.168.0.199 : R = v x

() DomawHsa nanka

© Hepashue

¥ MsbpaHHbie

@ Cem test.txt

T Kopsua

O HokymeHTb!
dd Mysbika

& WzobpaeHus
WJ Bupeo

4 3arpysku

B usernal192.16... &

Puc. 330
7.10.4 NTP

7.10.4.1 Hacmpoiixa cepsepa NTP
B kauectBe NTP cepBepa/kimneHTa ucnois3yeTcs cepBep BpeMenu chrony:

- chronyd — nemoH, paboratommii B (hoHOBOM pexkumMe. OH mosrydaeT HHPOPMALUIO O pa3HHIIE CH-
CTEMHBIX 4aCOB M 4aCOB BHEIIHETO CE€pBEpa BPEMEHHU U KOPPEKTUPYET JIOKAIbHOE BpeMms. [leMoH
peanuzyeT npoTokos NTP u MoXeT BbICTyNaTh B KAUeCTBE KJIMEHTA WIH CepBepa.

- chronyc — yTuiuTa KOMaHHON CTPOKH JJIsi KOHTPOJISE U MOHUTOPUHTA MPOrpaMMbl. Y THIIUTA HC-
MIOJIB3YETCS JJIsI TOHKOW HACTPOMKH pa3IMYHBIX [IapaMEeTPOB JEMOHA, HaIlpUMeEp, MO3BOJISIET J10-
0aBIIATH WIN yAAJISATh CEPBEPHI BPEMEHH.

BreimonauTs HacTpoiiky NTP-cepBepa MOKHO ClIeIyIOMUMH CIIOCOOAMM:

1. B IIYC nactpouts Moayib «Jlata u Bpemsi» Ha nosiydeHue TouHoro Bpemenu ¢ NTP cepsepa u
paboty B kauectBe NTP-cepBepa u Haxarb kHOnKy «IIpumenurs» (Puc. 331).

2. VYkazate cepBepsl NTP B nupektuBe server win pool B (aiine koHpurypamuun NTP
/etc/chrony.conf:
allow all #PaspeumTs NTP-KJIMEHTY HOOCTYI M3 JIOKAJILHOM CeTHu
pool pool.ntp.org iburst

3. Ilepe3amycTuth CEpBUC KOMaHIOM:

# systemctl restart chronyd
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4. VYo6emuthcs B HOpMalbHOU padoTe NTP-cepBepa, BBITIOTHUB KOMAHITY:

# systemctl status chronyd.service

Hacmpotixa mooyna «/Jama u epemsy

MonyyaTtk TOUHOE BpemMA ¢ NTP-cepeepa: | pool.ntp.org

PabBotaTte kak NTP-cepeep

= MapT 2025 =

MU |BT|Cpl4Yr|NT|CB| BC

10 |11]12|13]14 ksl 16
17 |18)18|20)21 |22 23
24 |25|26|27)28|29( 30
3l

XpaHuTe EpemA g BIOS no TpUHBMYY
Yacoeoi noAc: Eepona/ManvHuHrpas | MamMeHWTb...

MpPUMEHHTL COpoCHTE

Puc. 331

7.10.4.2 Hacmpotixa paboueii cmanyuu
Hactpouts Mmoayns «/Jlata u BpeMs» Ha moiy4yeHue TouHoro Bpemenu ¢ NTP-cepBepa (B kauecTBe

NTP-cepsepa ykazate [P-anpec cepsepa NTP) u Haxats kHoKy «IIpumenuts» (Puc. 332).
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Hacmpoiika mooyna «/{ama u epemsay Ha paboueli cmaHyuu

LeHTp ynpagneHua cucTeMoii X

i=TnaeHan W Pexum skcnepta XK Boixog @Cnpaﬂr{a

v | Mony4ate ToMHOe BpemAa ¢ NTP-cepeepa:  |192.168.0.131

PaBoTaTk Kak NTP-cepeep

L MapT_ 2025 2
b BC
1 2
8 9
16
22 23
29 30

v XpaHute Bpema 8 BIOS no MpuHBMuy

Yacoeol noAc:  EBponal/KanuHwHrpag | M3mMeHwTE..

MpUMEHNTL

Puc. 332

[IpoBepuTh TEKyIIHE HICTOYHUKHA BPEMEHH:
$ chronyc sources

MS Name/IP address Stratum Poll Reach LastRx Last sample

~? 192.168.0.131 0 10 0 - +0ns [ +0ns] +/- On
[Iposeputs cratyc ucrouHukos NTP:
$ chronyc activity
200 OK
1 sources online
sources offline

0

0 sources doing burst (return to online)
0 sources doing burst (return to offline)
0

sources with unknown address
7.10.5 HTTP(S)
7.10.5.1 Hacmpotika cepeepa HTTP

YCTaHOBUTH NAKET apache?2-base:

# apt-get install apache2-base
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3amyctuts httpd2:
# systemctl start httpd?2

Yo6emautncs, uro cimyx6a httpd2 3amymena:
# systemctl status httpd2

CoznaTh CTapTOBYIO CTpaHUILy ISl BeO-cepBepa:

# echo "Hello, World" >/var/www/html/index.html

7.10.5.2 Hacmporixa paboueii cmanyuu
3amycTtuth Opaysep, nepeiTu mo ajapecy http://<IP-anpec> (Puc. 333).

Obpawenue Kk cepgepy U noxyueHue OaHHbIX N0 NPOMoKoy hittp

v | @& 192.168.0.199 x | + x
<« & M He zawmweHo  192.168.0.199 bk PL- § :
Hello, World

Puc. 333

MOHO Tak>Xe BBIITOJIHUTH KOMaHAy:
$ curl http://192.168.0.199
Hello, World

[Ipoucxoaut obpaleHue K cepBepy U MOIydeHHe JaHHBIX 110 MPOTOKOIY http.

7.11 HacTtpoiika MHOTOMECTHOI'O peKrMa

Monayns «Hactpoiika HECKONbKHX pabodyux MecT» — TpaduuecKkoe CpPeICTBO HACTPONKH
MYJbTHTEPMHUHAIBHOTO PEXHUMA, ITO3BOJIAIONIETO OOECIEYUTh OJHOBPEMEHHYIO pPabOTy HECKOJIBKUX
I10JIb30BATENEH HAa OJHOM KOMITIBIOTEPE.

Jlnis HacTpoMKKU MHOTOMecTHOro pexuma Heooxoaumo B I[YC mepeiitu B pazgen «Cucrema» —
«Hactpoiika HeCKOJIBKUX pabouux MecT».

[Ipumeyanue. HeoOXOOUMBIM YCIOBHEM Uil OpPTaHU3AIMH HECKOJIbKUX pabodux MecT
ABIISICTCS HAJIMYKME HECKOJIBKUX BUAEOKAPT, OHA U3 KOTOPBIX MOXKET ObITh BCTpOEHHOH. Eciin BaM Hy>XHO
TpU MecTa, oTpedyeTcs 3 BUeoKapThl. [l peaqbHONH 0JHOBPEMEHHON pabOThl HA HECKOJIBKUX pabounx
MeCTax KpPOME BHJCOKAPTHI IMOHAI00SITCS MOHHUTOPHI M KOMIUIEKTHI KJIABHATYPBI/MBIIIM Ha KaxJ1o0e
pabouee mecto. KimaBuatypa v MBITIIb MOTYT OBITH MTOAKITIOUEHBI 0 USB, B0o3M0OKHO depe3 xal.

Ilo ymonmuaHuio B cUCTEME €CThb €IMHCTBEHHOE pabodee MecTo ¢ uMeHeM seat(), K KOTOpomy
HOJKJIFOUEHBI BCE JOCTYIIHbIE YCTPOWCTBA, OHM IEpEUnCIIeHbl B criucke «YcrpoicTaa seat0» (Puc. 334).

9T0 pa60qee MCCTO HCJIb34 YAAJIUTb UJINW UBMCHUTD.
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Humepdgheiic mooyna «Hacmpoiika HecKOIbKUX pabouux mecmy

LleHTp ynpasneHns cucTeMoit x

i=rnaeHan W Pexim skcriepta X Beixog @Cnpam{a
Pabiouwe mecTa YcTpoiicTea seatl
NVIDIA Corporation GF108M [GeForce GT 540M] (rev al)
Intel Corporation 2nd Generation Core Processor Family Integrated
Logitech USB Optical Mouse
Dell KB216 Wired Keyboard
Dell KB216 Wired Keyboard System Control
Dell KB216 Wired Keyboard Consumer Control

Lenovo EasyCamera: Lenovo EasyC
FIXART USBE OFTICAL MOUSE

@,ﬂ,oﬁa BUTL | | IS YganuTe

YeTpoicTea pabousro mecta

seatl

JNobaBuTe YAanuTe OUMCTUTE BCE Chpoc

MpumeHnTs || OTMeHWUTE

Puc. 334

B crucke «Paboune mecTta» mepeduciieHbl TOTOTHUTENbHBIC padodre MecTa (eclii OHHM €CTh), B
CKOOKaX MPHBOIUTCS KOJMYECTBO IMOJKIIIOUCHHBIX K JAHHOMY MECTy yCTPOMCTB. UTOOBI MPOCMOTPETH
YCTPOICTBa, MOJAKIIOYEHHBIE K JIOTOJIHUTEILHOMY paboyeMy MECTy, HEOOXOIMMO BBIACIUTH €ro B
criucke «Paboune mecTay, ycTpoicTBa OyAyT NOKa3aHbI B CITUCKE «Y CTPOKCTBA PaboUero MecTay.

Co3nanne TONOJHUTEILHOTO Pabovyero MecrTa:

1. BBectu ums HOBOro pabo4ero Mecta B I0JIe BBOJA, PACIIOIOKEHHOE MO/ CIIUCKOM pabovHX MeEcCT,

U HaxaTb KHONKY «JloOGaBuTh». HoBoe pabouee mecto Oyner mobaBieHo B crucok «Paboune

MECTa.

nn

[Ipumeuanue. UM pabouero mecta MOXKET COJEPKATh TOJIBKO CUMBOJIBI a-z, A-Z, 0-9, Hu

" " M MOJDKHO HaYyMHAThCS ¢ npedukca seat. [To ymomuanuto OyayT creHeprupoBaHbl UMEHa: seatl,
seat2 ¥ T.qI.

2. Bwigenuts Hy’)kHOE pabodee MecTo B cnucke «Paboune mecta», a B ciucke «YcTpoiictBa seat0»
BbIOpaTh yCTPOMCTBO, KOTOpOE OyAeT Ha3HAuYE€HO BbIOpaHHOMY paboueMy MecTy. HaxkaTh KHONKY
«/lo0aBuTH». YCTpOHCTBO TMOSBUTCA B CHHCKE YCTPOHCTB BBIOPAaHHOrO paboyero MecTa.
Boiienuts 10N0IHUTENBHOMY paboyeMy MECTy BUACOKapTy, KiIaBuatypy u Mbiib (Puc. 335).
[Ipenynpexnenue. OCHOBHYIO BUIEOKAapTy HEJb3s NEPEKIIOUaTh Ha JIpyrue padbouue me-

cTa.

3. Amnanorn4yasIM o0Opa3oM HaCTPOUTH BCE pabouune MecTa.
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4. Jlng mOIKIIOYEHUS Ha3HAYCHHBIX YCTPOMCTB K JOMOJHHUTEIBHBIM pabouuM MecTaM He0OXOAUMO
HaxaTb KHONKY «IIpuMeHuTh». UTOOBI HACTPOWKM BCTYNUIIU B CHIIy HEOOXOJUMO Mepe3arpy3uTh
koMmrbroTep (Puc. 336).

Yempoiicmea pabouezo mecma

LleHTp ynpasneHus cucTeMoii x
= rnagHan W Pexxim akcriepta X Boixog @Cnpaaka

Paboune mecTa YCTponcTEa seatld

NVIDIA Corporation GF108M [GeForce GT 540M] (rev al)
Logitech USB Optical Mouse
Lenovo EasyCamera: Lenovo EasyC

@.ﬂ,oﬁaamrh i= YaannTe
YcTpoAcTea pabouero mecta

Intel Corporation 2nd Generation Core Processor Family Integrated
Dell KB216 Wired Keyboard

Dell KB216 Wired Keyboard System Control

Dell KB216 Wired Keyboard Consumer Control

FIXART USB OPTICAL MOUSE

seat2

AobaBuTe Yaanute OYMCTWTE BCE Chpoc

MpUMeEHUTE || OTMEHWTL

Puc. 335

AKWLMGCIUM}I MHOSOMECMHO20 pedtcuma

LieHTp ynpaBneHuna cucTeMoit X

iii
»
x

®

Bonpoc

MPUMEHNTE M3MEHEHWA 1
nepesarpysnts KoMnsTep? B

0 CTyuae BO3HMKHOBEHWA Npobnem,
BbIMOMHWTE B TEPMWHANE KOMaHAY:
loginctl flush-devices

@ aa @ Her

Puc. 336
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Ecnu nocrne nepe3arpy3ku Ha MOHUTOPBI HE BBIBOJUTCS HUKaKast HH(PpOpPMAIIHSI, 5TO 03HAYAET, YTO
«3akperuiéHHas» 3a seat) Bumeokapra Oblia repesana Ha qpyroe pabouee MecTo.

YrtoObl UCIIPaBUTh JAHHYIO MPoOIeMy HEOOXOAUMO cOPOCUTH HACTpoiKu. [l aToro cinemyer 3a-
JIOTUHUTHCSI BO BTOPOW TEKCTOBOW KOHCOJIH, YAATUTh JOMOIHUTEIbHBIE pa0ouynue MecCTa, BBIIOIHUB KO-

MaHJy (OT root):

# loginctl flush-devices

W nepesarpy3uTh KOMIIBIOTED.
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8 OI'PAHUYEHMUE JEVCTBUHN NOJIB30OBATEJIS

8.1  OrpaHuueHue MOJTHOMOYHUN MOIb30BATENIEH
8.1.1 OrpaHuyeHue MOJTHOMOYHIA TOJIb30BATENICH MO UCIIOIb30BAHUIO KOHCOIEH

8.1.1.1 Hacmpotixa oepanuuenus ¢ L{YC

Monyns LIYC «bnokupoBka TepMHHAIIa» MO3BOISET OTPAHUYUTH ONPEACICHHBIM [10JIb30BATEIIM
BO3MOKHOCTh MCIIOJIb30BaHus onpeneneHHbix TTY. Monyns sBisercs untepdeiicom ans ¢aiina koHpu -
rypauuu /etc/security/access.conf.

[Ipumeuanue. JlomkeH ObITh YCTAaHOBIIEH NAKeT alterator-secsetup:
# apt-get install alterator-secsetup

Jlnis BKIIIOYEHUST MOJYJIsl HEOOXOJMMO YCTaHOBUTh OTMETKY B IOJIE€ «BO3MOXHOCTb OJIOKHPOBKU
BKJIFOYCHA.

Jist KaKI0ro OTAETBHOTO MOJIb30BaTENsl CHCTEMBl MOXKHO 3a0JI0KHPOBATh JHOObIE HEOOXOAUMBIE
TTY, ans atoro B okHe «Crincok TTY» HE0OX0AMMO OTMETUTHh KOHCOJIM, KOTOPBIE JOJKHBI OBITH 320J10-
KHPOBaHBI I JAHHOTO 10JIb30BaTeNs, IEPEHECTH X B OKHO «3abnokupoBanHble TTY» U HaxaTh KHOI -
Ky «IIpumenuts» (Puc. 337).

Ocpanuuenue noJTHOMOUUL NOIL308AMENEU NO UCNOTIL30BAHUIO KOHCOJIel

LeHTp ynpagneHua cucTeMoii X
i=TnaeHan W Pexum skcnepta X Boixog @Cnpaﬂr{a
HacTpoiiku 6esonacHocTi
HacTtpoika joctyna
| BO3MOMHOCTE ONOKMPOBEKW BEXNKIUYEHA
CNWCoK NoNL30BATENER Bnokmposka TTY
Cnucok TTY 3abnokmpoBaHHble TTY
user
oy = 4
oyl tty5
oy =
tty10
<<
tey11
tey12
13 bt
MpPUMEHINTE Chpoc
Puc. 337

8.1.1.2 Hacmpotixa oepanuuenusi 8 KOHCOMU
UroObl OTrpaHMYUTh KOHCOJBHBIM JOCTYN IS TOJh30BATENCH/TPYNIT C TIOMOIIBIO MOIYJIS
pam_access.so Heo0OXOAMMO BHECTU U3MeHeHHs B daiin /etc/security/access.conf.
IIpumeuanue. Qopmar Qaiina /etc/security/access.conf:

permission:users:origins
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rae

- permission — 3HaK «+» (IUTIOC) Ul MPEIOCTaBIIEHUS JOCTYIA, WIN 3HAK «-» (MHUHYC) — OTKa3 B
JIOCTYTIE;

- users — CIIMCOK I0Jb30BaTeeH WIK TPYII M0JIb30BaTeNeH WK KitoyeBoe ciioBo ALL;

- origins — crucok TTY (ans nokampHOTO M0CTyMNa), MMEH XOCTOB, JOMEHHBIX UMeH, [P-aapecos,
kioueBoe c¢itoBo ALL mym LOCAL.

YT1006EI OI'paHHUYUTh JOCTYII IJIA BCCX HOHBSOBaTeHeﬁ, KpOMC€ IMOJIB30BAaTCIIA root, CJICAYECT BHCCTH

CIICAyromunue N3MCHCHUS:

#

vim /etc/security/access.conf

:ALL EXCEPT root: tty2 tty3 tty4 tty5 ttyé

JlocTynn MOKET OBITh OTPaHWYEH JIJIsi KOHKPETHOTO TOJIh30BATEIIS:

vim /etc/security/access.conf

:user: tty2 tty3 ttyd ttybd ttyb

JocTym MOXeT ObITh OTpaHUYCH JIJIsl TPYIIIIBI, COAEpIKaIel HECKOIBKO MOJIb30BATENICH:

vim /etc/security/access.conf

:group:LOCAL

Janee Heobxonumo ckoHpurypupoBath ctek PAM ans vcnonb3oBaHHUsT MOAYJISL pam_access.so

JUIs OTpaHWYEHHUs JJOCTYIa HAa OCHOBE OTpaHMYEHUH, Ompe/eneHHbIX B (aiine /etc/security/ac-

cess.conf. Jlusg aToro nomnucath B ¢paiin /etc/pam.d/system-auth-local-only cTpoKy ac-

count required pam access.so mocie CTpoku account required pam tcb.so:

auth required pam_tcb.so shadow fork nullok

account required pam_tcb.so shadow fork

account required pam_access.so

password required pam passwdgc.so config=/etc/passwdqgc.-—
conf

password required pam_tcb.so use authtok shadow fork

nullok write to=tcb

session required pam_tcb.so

8.1.2 OrpaHuueHHe pecypCcOB CUCTEMBI IS TTOJIH30BATEINS

B ¢aiie /etc/security/limits.conf omnpenenstorcs OrpaHUYEHHUs] PECYPCOB CHUCTEMBI

JUTSL TIOJIH30BATEISI WIIH TPYTIITBI TToib30Bareseil. @opmat daiina:

<domain> <type> <item> <value>

[TepBoe mosie (domain) MOXeET COIepPKATh:
- UM I0JIb30BaTEII;

- WMs TpyIIs (epel MMEHEM TPYIIbl HYKHO YKa3aTh CUMBOJ «(@»);
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- CHMBOI «*» (IaHHOE OrpaHUYCHHE OYyJIET OTPaHUICHUEM 0 YMOIIYAHHIO);

- cuMBOI «%»— HCHOJB3YETCs TONBKO ¢ orpaHnueHreM maxlogins. ['pymnma, ykazannas nocie %,
OTpaHUYMBAET YMCIIO MapajlieIbHBIX CEAHCOB BCEX I0JIb30BATENEH, KOTOPBIE SBISIOTCS YJICHAMHU
rpynnsl. Eciu cumBoa «%» UCToNb3yeTcs OTAENbHO, OH UIEHTHYEH HCIIOIB30BaHUIO «*)» ¢ orpa-
HUYCHHEeM maxsyslogins;

- nuamnasoH uid, 3aaHHbIM Kak <min_uid>:<max_uid>;

- nuanasoH gid, 3amaHHbpli Kak @<min_gid>:<max_gid>;

- gid, 3agannbIi Kak %:<gid> — ucnoab3yeTcs TONbKO C OrpaHuYeHreM maxlogins.

Bropoe none — 3To THN orpaHudeHus: Msarkoe (soft) umm sxkectkoe (hard). Msirkoe orpaHuveHue
OTIpeNeNsIeT YHUCIO CHCTEMHBIX PECYPCOB, KOTOPOE IMOJB30BATEh BCE €IIE MOXKET IMPEBBICUTH, KECTKOE
OTpaHHYEHUE MPEBBICUTh HEBO3MOXKHO. [Ipu mombITke cAenaTs 3TO, MOIb30BATENb MOMYUYUT COOOIIEHUE
00 ommbke. CUMBOJ «-» UCHOJB3YETCS Il OJHOBPEMEHHOIN YCTAaHOBKM KaK MSTKOIO, TaK M >KECTKOTO
OTpaHUYCHUSI.

DneMeHTOM orpaHuyeHus (item) MOXKeET ObITh:

- core — orpaHu4eHue pazmepa daiina core (Ko6aiit);

- data — makcumanbHBIN pa3mep naHHbIX (KOaiiT);

- fsize — makcumanbHbIN pazmep (aiina (KoaiT);

- memlock — MakcuManabHOE 3a010KMpPOBaHHOE a/ipecHoe mpocTpancTBo (Koaiir);

- nofile — MakcUMaJIbHOE YMCIIO OTKPBITHIX (PailyioB;

- stack — makcuManbHbIi pa3mep creka (Ko6aiit);

- Cpu— MakCHMaJIbHOE BpeMs Ipolieccopa (MUHYTHI);

- Nproc — MaKCUMaJIbHOE YHCIIO MPOIIECCOB;

- as — OrpaHMYEHUE aJ[PECHOr0 MPOCTPAHCTBA;

- maxlogins — MakCUMaabHOE YUCIIO OJTHOBPEMEHHBIX PETHCTPALUI B CUCTEME;

- maxsyslogins — MaKCHMaJIbHOE KOJMYECTBO YUETHBIX 3aIMHCEH;

- priority — MPUOPUTET 3aITyCKa MOJIb30BATEIILCKUX MPOIECCOB;

- locks — MakcumaabHOE YnCI0 (hailioB OJIOKUPOBKH;

- sigpending — MaKCHMaJIbHOE KOJIMYECTBO CUT'HAJIOB, KOTOPbIE MOYKHO IIepeaTh MPOLECCY;

- msgqueue — MaKCUMaJIbHBIN pa3mep namsaTu s ogepean POSIX cooOmienuii (6aiiT);

- nice — MaKCUMaJIbHBIA MPUOPHUTET, KOTOPBIA MOKHO BbICTAaBUTH: [-20, 19];

- rtprio — MaKCUMaJIbHBII IPUOPUTET BPEMEHU BBIITOJIHEHUS.

8.1.2.1 Hacmpouixa oepanuuenus ¢ [[YC
Mopyns IIYC «Hactpoiika orpanudenuii» (Puc. 338)mo3Bomnsier 3a1aTh 3a1aTh OTpaHUYCHUS pe-
CYPCOB, JIOCTYITHBIX ITOJIb30BATEII0 HIIM TPYIMIE Tojb3oBareneid. Momyib siBIsieTcsl HHTepdeiicoMm s

daiina konpurypamuu /etc/security/limits.d/95-alterator-limits.conf.
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[Ipumevyanue. [lomkeH ObITh yCTAaHOBJICH MakeT alterator-limits:

# apt-get install alterator-limits
Yemanoska oepanuuenuti pecypcos, 00Ccmynuvix noib308ameto

LeHTp ynpasneHUA cUcTeMOA X

i=rnaeHan W Pexum skcnepta X Beixog @ cnpaexa

HacTpoika orpaHu4eHUi

AomeH Tun 3nemeHT OrpaHudeHne
JomeH *

Tun = v
3NeMeHT maxlogins -
OrpaHvJeHue | 5

JobaenTh ¥AaniTh

MpUMEHUTE

Puc. 338

Jlist 3amaHvisi OTpaHWYEHUH JUTS TIOJB30BATENsI HEOOXOAMMO YKa3aTh UMS IOJIH30BATEls B IOJIC
«Jlomen», BbIOpaTh THUII OrpaHuyeHus B nojie « Tumy», BEIOpaTh OrpaHUuEHUE B Mojie « DIeMEeHT», 3a1aTh
3HaueHue B nose «OrpaHndeHne» U HaxkaTh KHONKY «Jo6aButhy. [locne Toro kak Bce orpaHUYEHUs J10-
OaBIIEHBI CIENYET HAXKATh KHOMKY «lIpUMEHUTHY.
8.1.2.2 Hacmpoiika oeparuyenusi 8 KOHCOU

UTo0B! YCTAaHOBUTH MAKCHUMAIILHOE YHCIIO TPOIIECCOB JIJIs MOJIb30BaTeNs user B aiin 1imits. -
conf HyXHO T0OABHUTH 3aIHCH:
user soft nproc 50
user hard nproc 60

[TepBas cTpoka omnpenenseT Mirkoe orpannderue (pasHoe 50), a BTopas — )KECTKOeE.

Crnenytomue CTpoku obecreuaT 0THOBPEMEHHYI0 paboTy He Oosee 15 monp3oBaTeneil u3 KakIou

TpYIIIBI ToJIb30BaTenen (groupl u group?2):

%groupl - maxlogins 14
%¥group?2 - maxlogins 14

B nepBoM 1 BTOpOM cilyuyae U3 KakJIOH TPYIIHI MOJIh30BaTeel OJHOBPEMEHHO paboTaTh CMOTYT
He Oonee 15. [Ipu mecTHaaaTON perUCTpaIlMU OJIH30BATENb U3 TPYIIBI YBUAUT COOOIICHHUE:
There were too many logins for 'user'.

Crnenyromiasi 3alMCh OrPAaHUYUT YUCIIO MapauIeNIbHBIX CEAHCOB JIOCTYIA ISl KaXJA0W YYETHOM 3a-
MHCH TI0JIb30BaTEeNICH:

* - maxlogins 5
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8.2  biokupoBKa MaKpOCOB B IPUIIOKEHUIX
Jis Ttoro utoObl BKJIIOYHMTH OJIOKMPOBKY MAaKpOCOB B MpHIOKEHHsX, Heooxoaumo B L[YC
nepeitu B paznen «Cucremay — «Hactpoliku 6e30macHOCTIY.
I[Ipumeuyanue. JJomkeH ObITh yCTAaHOBIICH MAKET alterator-secsetup:
# apt-get install alterator-secsetup
B oTkpbiBIIEMCS OKHE CIEyeT OTMETUTh IMMyHKT «BIOKHpOBaTh MaKpOChl MPUIIOKEHUI) U HAXKATh
kHOTIKY «[Ipumenuts» (Puc. 339).

EJZOKMPOGKCZ MAKPOCOB 8 NPUTIOIHCERUAX

LeHTp ynpasneHua cucTeMoil x

i=TnasHan W Pexum skcnepta A Beixog @Cnpaﬂr{a

HacTpoiiku 6esonacHocT

V| BNOKMPOBATE MaKpOCh! MPUNOKEHWA
BK/IKOYNTE X3LUMPOBaHWe Naponei nonk3oearteneld no anroputsy MOCT P 34.11-2012
Alt Hardening

Maogyne Alt Hardening He akTneeH

MpPUMEHNTE Chpoc

Puc. 339

Maxkpocsl OyayT 3a0JI0KUpOBaHBHI.

8.3  Monayns AltHa
AltHa — s3Tto Mmonynp 6e3omacHocT Linux, KOTOpBIi B HacTosIIIee BpeMsi UMEET TPU BapUaHTa 3a-
LIUTHI [10JIb30BATEIBCKOIO MPOCTPAHCTBA:
- wurHopupoBatb 6utsl SUID B nBon4HBIX (aiinax (BO3MOKHBI HCKITFOUCHUS );
- 3ampeTuTh 3aIyCK BRIOPAHHBIX UHTEPIPETATOPOB B MHTEPAKTUBHOM PEXKHIME;
- OTKJIIOYUTH BO3MOXKHOCTb y/IaJICHUs OTKPBITHIX (haillIoB B BHIOPAHHBIX KaTaJIOrax.
Jnsa sxmrouenus moayis AltHa neoOxomumo nepenats sapy nmapamerp altha=1. Jlns sToro B
¢aiine /etc/sysconfig/grub2 B ctpoke GRUB CMDLINE LINUX DEFAULT cnenyer mo0a-
BUTH OIIMIO: altha=1, Hapumep:

# vim /etc/sysconfig/grub2

GRUB_CMDLINE LINUX DEFAULT='vga=0x314 quiet  resume=/dev/disk/by-

uuid/187504b7-7£78-486d-b383-1b638370d3eb panic=30 splash altha=1"
OOHOBHUTH 3arpy34uK, BHIIOJIHUB KOMAaH]Y:

# update-grub

[Iepesarpy3uts cucremMy.
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Brrounts AltHa moxHO Takke B monyiie «Hacrpoiika 3arpy3unka GRUB2.

8.3.1 3ampet 6uta ucnonnenus (SUID)
[Ipu BrmoueHHoM noamonaysie altha.nosuid, 6urel SUID Bo Beex IBOMUHBIX (aiinax, kKpome

SIBHO IIEPEUYHMCIIEHHBIX, ITHOPUPYIOTCS B MaclITade BCEil CUCTEMBI.

8.3.1.1 Omxnrouenue gnusanus 6uma SUID na npusunezuu noposicoaemozo npoyecca 6 L{YC

Jns BKITFOUEHUS 3anpeTa 6ura ucnonnenus neooxoaumo B LY C nepeiitu B paznen «Cucrema» —
«Hacrpoiiku 6e30macHOCTHY.

[Ipumeuanue. JlomkeH ObITh yCTAHOBIIEH MAKeT alterator-secsetup:

# apt-get install alterator-secsetup

B oTKpbIBIIEMCS] OKHE CIIeIyeT OTMETUTh MyHKT « OTKIIOUNTH BIUsHUE suid OMTa Ha MPUBUICTHH
MOPOXKIAAEMOTO TIpoltecca» M HakaTth KHOTIKY «IIpumennts» (Puc. 340).

Omxnoyenue enuanua buma SUID na npusune2uu noposcoaemozo npoyecca

LeHTp ynpasneHua cHcTeMO X

i=rnaeHan W Pexum skcnepta K Beixog @ cnpaeka

HacTpoiiku 6esonacHocTi

BA0KMpOBATE MaKpPOCk! MPWUMOXKEH WA
BKNHOUYWTE ¥3LUMPOBaHWE NApONeil Nons3oeaTeneid no anroputiy FOCT P 34.11-2012

Alt Hardening
| OTKNHOUNTE BAMAHKE suid B1Ta Ha NPUBKMAETMM NOPOXAAEMOrD NpoLecca
VCKMIOYEHWA: fbin/su:/usrilibexec/hasher-privihasher-priv
OTPaHWUMTE 32MYCK WHTEPNPETaTOPOE ALIKOB NPOTPaMMYPOBAHUA B MHTEPAKTMBHOM pexuMe
wHTepnpeTatope:: | Jfusr/bin/python:fusr/bin/python3:fusr/bin/perl
OTKNHOUWTE BO3MOXHOCTE YAANEHWA OTKPLITLIX Hanos

KaTamoru: Ivarflog:fetc./root

MpUMEHNTE Chpoc

Puc. 340

HckirodeHust 3To CMCOK BKIIOYEHHBIX TBOMYHBIX (haitmoB SUID, pa3nenéHHbIX ABOSTOUHSIMU.

8.3.1.2 Omxmouenue enusanus 6uma SUID na npusunecuu nopoircoaemozo npoyecca 8 KOHCOU

Jnis  BKIIIOYEHHS 3ampeTa OWTa HWCIHOJIHEHHUS CJEeAyeT YCTaHOBHTh 3HAYCHHE I€PEeMEHHOU
kernel.altha.nosuid.enabled paBHbM I:
# sysctl -w kernel.altha.nosuid.enabled=1

W nob6aBute, ecau 3TO HEOOXOAMMO, UCKIIOUEHHs (CHMCOK BKIIOYEHHBIX JIBOMUYHBIX (aiiioB
SUID, pa3aeneHHbIX IBOETOUUSAMU), HAIIPUMED:
# sysctl -w kernel.altha.nosuid.exceptions="/bin/su:/usr/libexec/

hasher-priv/hasher-priv"
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[IpoBepka cocTostHUS pexXUMa 3aripeTa OuTa UCIIOTHEHHUS BBIITOTHACTCS KOMaH 0!

# sysctl -n kernel.altha.nosuid.enabled

1

8.3.2

Pe3ynbTar BHINOTHEHUS] KOMAH/IbI:

1 — pexuM BKIIIOYEH;

0 — pexuM BBIKIIIOUEH.

brnoxupoBka HHTEPHIPETATOPOB (3aIIPET 3aIycKka CKPUIITOB)

HpI/I BKJIIFOYCHHH 6J'IOKI/Ip0BKI/I HHTCPIIPCTATOPOB 6n0KpreTc;1 HCCAaHKOHUOHHUPOBAHHOC MCIIOJIb30-

BAaHUC MHTCPIPCTATOPA AJIA BBIIIOJIHCHUS KOJa HAIIPAMYTO U3 KOMaHIHOM CTPOKH.

8.3.2.1 bBnokxuposka unmepnpemamopos (3anpem 3anycka ckpunmos) ¢ [{YC

Jlnis BKJIIOUEHUs peskuMa OJIOKMPOBKU MHTEpIpeTaTopoB Heooxonumo B LIYC nepelitu B pasznen

«Cucrema» — «Hactpoiiku 6e30nacHOCTI.

B oTkpbIBIIEMCS] OKHE ClIEAYeT OTMETHTh MyHKT «OrpaHU4UTh 3allyCK MHTEPIPETATOPOB SA3BIKOB

IPOrpaMMHUPOBAHUS B MHTEPAKTUBHOM peXKuMe» U HaxaTb KHONKy «[Ipumenutsy. Ilone «MuTepmpera-

TOPLD» HOJIZKHO COACPIKATh pa3HeHéHHBII>’I 3alATBIMH CIIMCOK OIPpaHUYCHHBIX HHTCPIIPETATOPOB (PI/IC

341).

BJZOKupOGKa Uurmepnpemamopoe (3anpem 3anycka cxpunmoe)

LeHTp ynpaBneHns cucTeMoii X
naeHan W Pexaim skcnepta X Buixog, @ Crnpaska
HacTpoiiku GesonacHocTh

BnokMpoBaTE MaKPOCk! NPUAGKEH A
BKNHUWTE X3LMPOBAHKME Naponed NonL30BaTened no anroputmy NOCT P 34.11-2012
Alt Hardening

OTKNHUUTL BAMAHKE suid B1Ta Ha NPUBMAETVA NOPOXAAEMOro NpoLecca
MCKMIQYEHWA: /bin/su:fusr/libexec/hasher-priv/hasher-priv
V| OTPaHWUWTE 2aMyCK MHTEPNPETATOPOR AZLIKOE NPOrPaMMKVPOBAHWA B MHTEPAKTMBHOM pexuMme
MHTepnpeTatope:: | Jusr/bin/python:fusr/bin/python3:/usr/bin/perl

OTKNHIUUTL BOIMOXKHOCTE YAANEHWA OTKPLITLIX hannos

KaTanoru: Hvar/log:/etciroot

MpUMEHNTE Chpoc

Puc. 341

8.3.2.2 Bnoxuposka unmepnpemamopos (3anpem 3anycka cCKpunmos) 8 KOHCoau

HOU

# s

JU1st BKITFOUEHUS pekrMa OJIOKUPOBKH MHTEPIPETATOPOB CIEAYET yCTAHOBUTH 3HAUECHHUE MTEPEMEH -
kernel.altha.rstrscript.enabled paBHbM I:

ysctl -w kernel.altha.rstrscript.enabled=1
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Ilepemennas kernel.altha.rstrscript.interpreters N0MmKHA COAEPKATh PA3LAECICH-
HBIIl JBOETOYUSIMH CIIMCOK OTPaHUYEHHBIX MHTEPHPETATOPOB. I M3MEHEHUs 3HAYEHUS MEPEMEHHOMN
kernel.altha.rstrscript.interpreters BBIIOJIHUTE KOMaHAY:
# sysctl -w kernel.altha.rstrscript.interpreters=
"/usr/bin/python:/usr/bin/python3:/usr/bin/perl:/usr/bin/tclsh"
[Ipumeuanue. B 310i1 KOHQUTrypanu Bce CKPUIITHL, HaUMHatouecs ¢ #!/usr/bin/env
python, OyayT 3a0JIOKUPOBAHBI.
[IpoBepka cocTosiHUS pekuMa OJIOKUPOBKU UHTEPIPETATOPOB BBHIMOIHAETCS KOMaH 0!
# sysctl -n kernel.altha.rstrscript.enabled
1
Pe3ynbrar BBITTOTHEHUS KOMAH/IBI:
- 1 — pexxum BKIIIOYEH;
- 0 — pexxuM BBIKJIIOYEH.
Criicox 3a0JIOKUPOBAHHBIX HHTEPIIPETATOPOB:
# sysctl -n kernel.altha.rstrscript.interpreters

/usr/bin/python:/usr/bin/python3:/usr/bin/perl:/usr/bin/tclsh
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9 YCTAHOBKA/OBHOBJIEHUE IPOI'PAMMHOI'O
OBECIHHEYEHUA

Iocne ycranoBku OC «Anbt Pabouast cTaHiusy, Ipy IepBOM 3aIlyCKe, JOCTYINEH TOT MM MHOU
Habop nmporpamMmmHoro odecnedenus. KomuuecTBo mnpenycTaHOBIECHHBIX MPOrpaMM 3aBUCUT OT BBIOOpa,
C/IEJIAaHHOT'O TPU YCTAHOBKE cUCTeMbl. MIMeeTcss BO3MOXKHOCTh J10YyCTaHOBUThH IPOTrPAMMBI, KOTOPBIX HE
XBaTaeT B CUCTEME, U3 Pa3HbIX UCTOYHHUKOB.

JlonoTHUTENBHOE MPOTPaMMHOE 00ECTIEYeHHE MOXKET HaXOAUTHCS Ha YCTAHOBOYHOM JMCKE W/WIIN
B CIEUMaJbHBIX OaHKax Mporpamm (perno3uTopusix), pPacHoJOKEHHBIX B ceTu VHTepHeT w/mnu B
JoKajabHOHU cetu. IIporpaMMel, pasmMeléHHbIE B YKa3aHHBIX MCTOYHUKAX, UMEIOT BUJ IOATOTOBJIECHHBIX
JUIsl yCTAaHOBKH ITaKETOB.

[Ipumeyanue. B ycranoBounbsii kommuiekt OC «AnbT Pabovas cTaHuus»  BKIIOYEHO
HauboJiee ymoTpeOuTeNbHOe MporpaMMHOE oOecrieueHne. B To ke BpeMmsi BbI MOXKETE HCIOIb30BaTh
peno3utopuii npoaykra (pl1) A yCTaHOBKHM 1OMOIHUTENBHBIX IPOIPAMMHBIX AKETOB.

I[J'ISI YCTAaHOBKHU JOIIOJHUTCIBHOI'O I1O MOxHO UCIIOIB30BaTh HeHTp HpI/IJ'IO)KCHI/II\/'I.

9.1  O6uosnenwne sapa OC
Mopynes IIYC «O6HOBNECHHE spay peanu3yeT (QPyHKIMOHAN yTHINTHI update-kernel. Jlns
obHonenus sapa OC neodxoaumo B LIYC nepeiitu B pa3nen «Cuctema» — «OOHOBICHHE SApaY.
B rnmaBHOM OKHE MOAyNs oTOOpaXkaeTcs sAPO, 3arpy’KEHHOE 10 YMOJIYAHHUIO, U CIIUCOK YCTaHOB-
JeHHBIX MopayJel sapa (Puc. 342).
Ji1s Toro uTo06l OOHOBUTH SI/IPO, CIEAYET HaXKaTh KHONKY « OOHOBUTH APO...».
[Ipumeuanue. [lpu Haxxatun kHONKK «OOHOBUTH S/APO...» JOKaJbHAsA 0a3a JAHHBIX [1AKETOB

OyJIeT CUHXPOHU3UPOBAHA C yIAIEHHBIM PETIO3UTOPUEM, ITO MOXKET 3aHSATh HEKOTOPOE BpEMS.
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Humepdpeiic mooyns « Obnosnenue aopay

LeHTp ynpagneHua cucTeMoii X

i=TnaeHan W Pexum skcnepta X Boixog @Cnpaﬂr{a

AApo 3arpyXaemMoe Nno YyMonUYaH1H:
6.12.21-6.12-alt1

Penus zarpy»eHHoro agpa: 6.12.21-6.12-alt1
Tun 2arpyxeHHoro agpa (flavour): |6.12

Bepowna s3arpyseHHoro aapa: 6.12.21

YCTaHOBNEHHEIE MOAYNK
YcTaHoBNEHHbIE Agpa: | 6.12-6.12.21-alt1 = A

drm
CAenaTb AAPC 3arpyXaeMelM M0 YMONYaHND staging
nvidia
3ameyaHue: rtlaa12au
Yrobbl chenaTs AP0 3arpyKaembIM No YMOAYaHWIo, BbiBepUTE KeNaemylo Bepvio
B CNWCKE BLILUE W HAXMWTE KHONKY 'CASNaTE AAPO 3arpyXaeMbiM No yMOAYaHMIo'.
MepezarpyauTe KOMNbTEp, YTobbl 3arpy3MTLEA ¢ BHIGPaHHBIM AADOM.
OBHOBWTL RAPO... YaanuTe Mogynk

3ameyaHue:

YToBkl YCTAaHOBMTE MOAYNKM WM 0GHOBWUTE AZPO, HAXMWTE KHONKY "0GHOBUTE AAPO’
{uToBkI YCTAHOBKUTE MOAYNM HYXHa NOCNeAHRAR BepCWA AGPE).

370 noTpefyeT 0BHOBNEHWA CNICKa NAKETOR JOCTYMHEIX B PEMO3UTOPKK

W MOXET 33HATE HEKOTOPOE EPEMA (33BWCWUT OT CKOPOCTH MHTEPHETa).

Puc. 342

Ecnu B cucteme yke yCTaHOBIIGHO MOCIEAHEE SAPO, COOOIIEHHE 00 3TOM MOSIBUTCS B OTKPBIB-
memcst okHe (Puc. 343), nHade B 3TOM OKHE OyJeT MOKa3aHO JOCTYITHOE K YCTAaHOBKE S/PO.

Locmynnoe k ycmanogxke 10po

LeHTp ynpasneHua cucTeMoii X

i=rnasHan W Pexum skcnepta A Beixog @Cnpaﬂr{a

foctynHoe Aagpe: [6.12.21-altl 6.12 v | | JocTynHbIe Mogynn

accel-ppp
anbox

bcrmwl
_ drbd9
MocnegHes AAPO YHE YCTAHOBAEHD B BalLeR cUcTeMe.
drm-nouveau
evdi

lkrg
YCTAHOBWTE MOAYNN v =

<< Hasag

Puc. 343
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UtoObl OOHOBHUTH SIPO, HEOOXOAMMO HakaTh KHOMKY «OOHOBHTH siapo». Jlamee cremyer
MOATBEPIUTD JKeJIaHUE OOHOBUTH SIAPO HAKATHEM KHOTKH «Jla». Y CTaHOBIECHHOE SIAPO CTAHET 3arpyrKae-
MBIM 10 YMOITYaHHIO.

[Ipumeuanue. HoBoe aapo 3arpy3uTcs TOJIBKO MOCIE NEPE3arpy3Ku CUCTEMBI.

Ecau ¢ HOBBIM siIpOM YTO-TO MOMAET HE TaK, MOXHO BEPHYTHCS K MPEAbIAYIEMY BapUaHTY,
BBIOPAB €T0 B HAYAIIBHOM MEHIO 3arpy34nKa.

Ecnu sigpo He TpeOyer oOHOBieHMs, B OKHE «JlocTymHbIE MOIYNIN» MOXXHO OTMETUTh MOIYJHU

AApa H€O6XOI[I/IMBIG K YCTAHOBKC U HAKaTb KHOIIKY «Y CTaHOBUTH MOAYJIN.

9.2  YcranoBka/oOHOBIIEHUE MPOTPAMMHOTO 00ECTIEYSHUS B KOHCOIH

HJ’IH YCTAaHOBKH, YAAJICHUSA U 0OHOBIIEHHUS mporpaMm MU MnoAgACPKaHUA HEJIOCTHOCTU CUCTEMBI B
OC cewmeticTBa Linux HCIIOJIb3YIOTCS MCHCIPKCPBI ITAKECTOB THUIIA «KTPMD). HJ'ISI ABTOMATHU3allH 3TOTO IIPO-
necca U IMPUMCHACTCA yCOBepH_IeHCTBOBaHHaSI CUCTCMaA YIPABJICHUA HNPOTrpaMMHBIMHA IMAKETaAMU APT
(Advanced Packaging Tool).

ABTOMaTI/I?)aHI/IH AOCTUTACTCA CO3JAaHUEM OJHOI'0 UKW HECKOJBKHX BHCITHHUX PEIIO3UTOPUCB, B KO-
TOPBIX XPAHATCA IMAKCTLI IIPOTrpaMM H OTHOCHUTCIIbHO KOTOPBIX IIPOU3BOAUTCA CBEpPKA IIAKECTOB, YCTAHOB-
JICHHBIX B CUCTEMC. PCHO3I/ITOpI/II/I MOTYT COACPKATH KaK O(I)I/II_II/IaJ'ILHyIO BCPCUIO I[I/ICTpI/I6yTI/IBa, OOHOB-
JSEMYIO €ro pa3padoTYMKaMU 10 MEpe BbIXOJA HOBBIX BEPCHIl ITPOrpaMM, TaK U JIOKaJIbHbIE HapaOOTKH,
HaIpUMep, MaKeThbl, pa3paboTaHHbIE BHYTPH KOMITAHUU.

Takum 06p330M, B pacClops>KCHUH APT HaxogsiaTCsa ABC 0a3ml JaHHBIX: OAHA OIIMCBhIBACT YCTAHOB-
JICHHBIC B CUCTCMC IAKCThI, BTOPAA — BHEIITHUM peH03HTOpHﬁ. APT otcnexuBaer HEJIOCTHOCTD YCTAHOB-
JICHHOW CHCTEMBI U, B CiIydae OOHapy»XEHHs IPOTUBOPEUYUI B 3aBUCUMOCTSIX NTAKETOB, PYKOBOJACTBYETCS
CBCACHUAMU O BHCHIHEM PCIO3HUTOPHUN IJIA PAa3pCIICHUA KOH(i)J'H/IKTOB " IIOMCKa KOPPCKTHOI'0 MyTH HUX
YCTpaHEHHMUSI.

Cucrema APT cocToMT M3 HECKOIBLKHX YTUIIUT. ‘—Iame BCCTO HCIIOJIB3YCTCA YTUIINTA YIIPABJICHUA
nakeTamu apt-get, KoTopasi aBBTOMaTUYECKU OIPEACIISIeT 3aBUCUMOCTH MEX]y MTaKeTaMH U CTPOTO CIIEIUT
3a UX COOJIIO/IEHNEM TP BBITIOJHEHUH 000N U3 CIeAYIOUINX ONepalHii: yCTaHOBKa, yAaleHUue Ui 00-

HOBJICHHE MTAKETOB.
9.2.1 VcroyHuku nporpamm (perno3uTOpun)

Penozutopun, ¢ kotopeiMu padbotaet APT, oTiruarorcs OT 00bIYHOTO HAOOpa MAKETOB HATUYHEM
MeTa MH(pOpMaIMKM — UHJIEKCOB TTAKeTOB, COEPXKALUXCS B PEMO3UTOPUU, U cBeleHui o HuXx. [loatomy,
YTOOBI OMYYUTH BCIO HHGOpMaIUio 0 peno3utopun, APT 10CcTaTOYHO MOTYyYUTh €r0 HHIEKCHI.

APT moxet paboTath ¢ JH00bIM KOJHMUYECTBOM PETIO3UTOPHUEB OJHOBPEMEHHO, (OPMHUPYS €TUHYIO
uHpOpPMaLMOHHYIO0 0a3y 000 Bcex coaeprKaluxcs B HUX nakerax. [Ipu ycranoBke nmaketoB APT oOparmia-

€T BHUMAaHHEC TOJBKO Ha HA3BaAHUC IMAKETa, €TI0 BEPCUIO U 3aBUCUMOCTH, a PACIIOJIOKECHNE B TOM HUJIM NHOM
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peno3uTopuu He uMeeT 3HadeHus. Ecinu motpedyetcs, APT B paMkax oJHOH onepanuu yCTaHOBKH IPyT-
IbI [TAKETOB MOKET MOJIb30BATHCSI HECKOJIBKUMU PETIO3UTOPUSMHU.

[Ilpumeuanue. s OIHOBPEMEHHOTO MOJIKIIOYCHHS] HECKOJIBKUX PEMO3UTOPUEB HEOOXOAMMO
OTCJIEKUBATh UX COBMECTUMOCTH JAPYT C JPYroM, T.e. UX MakeTHas 0a3a JOJDKHA OTpakaTh OAMH OIpe-
JEeNEHHBIN 3Tan pa3padboTku. COBMECTHOE MCIIOIb30BAaHUE PEMO3UTOPUEB, OTHOCSIIMXCS K Pa3HbIM JHC-
TpuOyTHBaM, WJIM CMEUIMBaHUE CTAOWJIBHOIO PEHO3UTOPHsl C HECTaOMIbHOM BETKOM pa3paboTKu
(Sisyphus) MokeT IpUBECTH K Pa3IMYHBIM HEOKUJAHHOCTSAM U TPYAHOCTSIM NPU OOHOBIICHUU MAKETOB.

APT mno3BoiseT B3aMMOAEUCTBOBATh C PENO3UTOPUEM C MOMOULIBIO PA3IMYHBIX IPOTOKOJIOB JI0-
cryna. Haun6onee nomynsapusie — HTTP u FTP, onnako cymiecTByIOT U HEKOTOpPbIE IOTIOTHUTENILHBIE Me-
TOJIBI.

st Toro uto661 APT Mor ucnosib30BaTh TOT WJIM HHOM PEMIO3UTOPHH, HHGOPMAITHIO O HEM HEO00-
XOJMMO TOMECTUTh B (aiin /etc/apt/sources.list, nubo B moboit daitn .list (Hampumep,
mysources.list) B katanore /etc/apt/sources.list.d/. Onucanus peno3UTOPHEB 3aHO-
cATCS B 3TU (haiijIbl B CIETYIONIEM BU/IE:
rpm [DOANMCH] MeTOX: NyTh Oas3a Has3BaHUE
rpm-src [ODOANMCH] MeTOoX: MNyTh Oas3a Has3BaHUE

rae:

- Ipm WM rPM-SIC — TUI PENO3UTOPUS (CKOMITUIMPOBAHHBIE TPOIPAMMBbI UJIU UCXOJ/IHbIE TEKCTBHI);

- [monamuch] — HeoOs3aTeNbHAs CTPOKA-yKa3aTeNlb Ha AJICKTPOHHYIO TOJIMUCH pa3padoTunkoB. Ha-
JUYKE STOTO TOJS MOAPa3yMeBaeT, YTO KaXKIbIi MakeT U3 JAaHHOTO PErO3UTOPHUS JOJHKEH ObITh
MOJMKMCAaH COOTBETCTBYIOUIEH 3JIEKTPOHHOM mnoanuckio. [loxmucu omuceiBaiorcs B (daiine /
etc/apt/vendor.list;

- MeToj — cnocob noctyna k peno3utoputo: fip, http, file, cdrom, copy;

- IYTb — [IyTh K PENO3UTOPHUIO B TEPMHUHAX BBIOPAHHOTO METO/A;

- 0a3a — OTHOCHUTEJBHBIN MYTh K 0a3e JAHHBIX PEHIO3UTOPHUSI;

- Ha3BaHUE — HA3BaHUE PETO3UTOPUS.

IIpu BeIOOpE makeToB /i ycTaHOBKM APT pykoBOACTBYeTCs BCEMM JOCTYIHBIMU PEHO3UTOPUS-
MU BHE 3aBHCHMOCTH OT CII0co0a 1ocTyna K HUM. TakuM 00pa3oMm, €cii B PEO3UTOPHH, JOCTYITHOM 10
cetu MnaTepuer, oOHapykeHa Oojiee HoBasi Bepcust rporpammel, yeM Ha CD (DVD)-Hocurene nadpopma-
uuu, APT HauHeT 3arpy»Kath JaHHBIN MaKeT MO CETH.
9.2.1.1 Jlobasnenue penozumopues

HenocpencrseHHo mocie ycTaHOBKM AMCTpUOyTHBa «AnbT Pabouas cranuus» B /etc/apt/
sources.list, a Takke B ¢aiiax /etc/apt/sources.list.d/*.1ist 0OBIYHO yKa3bIBAETCS
HECKOJIBKO PETIO3UTOPUEB:

- peno3uTopuil C yCTAHOBOYHOTI'O AMCKA TUCTPUOYTHBA;
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- MHTEPHET-PEHO3UTOPHIA, COBMECTHMBIN C YCTAHOBICHHBIM AUCTPUOYTHUBOM.
9.2.1.1.1 Ytunura apt-repo jist paboThI ¢ PEIO3UTOPUIMHU
s noGaBieHus peno3UTOPUEB MOXKHO BOCTIONB30BATHCS YTUIIUTON apt—repo.
[Ipumedganwue. J{nsa BeimosHeHHs OONBIIMHCTBA KOMaH] HEOOXOIUMBI TIpaBa aIMUHUCTPATOPA.
[IpocMOTpeTh CIIUCOK aKTUBHBIX PENO3UTOPUEB MOKHO, BBIIIOJTHUB KOMAH/TY:
S apt-repo list
Komanga no6aBneHus perno3uTopus B CIIUCOK aKTUBHBIX PETIO3UTOPHEB:
apt-repo add <penosuTopmum>
Komanna yaaiienust Wiy BBIKITIOUCHUS PEMTO3UTOPHSL:
apt-repo rm <penosmuTopmin>
KomaHna yaanenus Bcex peno3uTOpueB:
apt-repo clean
Oo6HoBNEHNE HH(POPMALIMH O PEMTO3UTOPHSIX:
apt-repo update
BriBo cripaBKH:
man apt-repo
W
apt-repo —help
Tunu4HbIA PUMEP MCTIOIB30BAHUS: YIATUTh BCE UCTOUYHUKHU M TOOABUTH CTaHIAPTHBIN PEro3n-
Topuit pl1 (apxuTekTypa BbIOUpaeTCss aBTOMaTHUECKH):
# apt-repo rm all
# apt-repo add pll
Wi T0 e camoe 0JHOM KOMaH0M:
# apt-repo set pll
9.2.1.1.2 [lo6aBieHue perno3uTopusi Ha CMEHHOM JIUCKE
Jns nobaBnenus B sources.list peno3utopus Ha cMeHHOM nucke B APT mpemycmorpena
crienManbHas yTwinTa — apt-cdrom.
YtoObl 106aBUTH 3aMKCh O PEIIO3UTOPUU HA CMEHHOM JIMCKE HEOOXOIUMO:

- CO3JaTh KaTajlor Jii MOHTHUpOBaHHUS. Touka MOHTHPOBAHMS YKa3bIBaeTCsd B TapameTpe AcC-—
quire: :CDROM: :mount B ¢aine konpurypauuu APT (/etc/apt/apt.conf), mo ymod-
yaHuo 3T0 /media/ALTLinux:

# mkdir /media/ALTLinux

= THPHUMOHTHPOBATHL HOCUTCIIb B YKa3aHHYIO TOYKY:

# mount /dev/sdXN /media/ALTLinux
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rae /dev/sdXN — COOTBETCTBYyIoIIee OJIOUHOE YCTpOMcTBO (Hampumep, /dev/dvd — s
CD/DVD-nucka).
- 100aBUTh HOCUTEIb, BHIMIOJIHUB KOMaHIY:
# apt-cdrom -m add
ITocie aToro B sources . 1ist NOSBUTCSA 3alKMCh O MOAKIIOYEHHOM JIMCKE.
[Ipumevanue. Komannmy mount /dev/Hocurens /media/ALTLinux HE0OXOIUMO

BBINOJIHATE MEPEJ] KaXK10M KOMaHI0l apt-get install mMa nakera.

9.2.1.1.3 JloGaBneHue peno3uTOPUEB BPYUHYIO

JIis penakTUpOBaHUsl CIIMCKA PETO3UTOPUEB MOXHO OTPENAKTUPOBATh B JTHOOOM TEKCTOBOM pe-
nakTope Qaiel U3 manku /etc/apt/sources.list.d/. i usMeHenus 3tux (aiiaoB HEOOXOH-
MBI [IpaBa aJIMUHUCTpaTopa. B ¢aiine alt.1ist MoxeT coaepkarbcs Takas HHGOOpMALIUS:
rpm [alt] http://ftp.altlinux.org/pub/distributions/ALTLinux
pll/x86 64 classic
rpm [alt] http://ftp.altlinux.org/pub/distributions/ALTLinux
pll/x86 64-1586 classic
rpm [alt] http://ftp.altlinux.org/pub/distributions/ALTLinux
pll/noarch classic

[To cyTn, Kaxaas CTpoYKka COOTBETCTBYET HEKOMY PEMO3UTOPHUIO. JlJIsi BRIKITIOUEHUST PEIIO3UTOPHS
JIOCTaTOYHO 3aKOMMEHTHPOBATh COOTBETCTBYIOLIYIO CTPOKY ([IOMHMCAaTh CUMBOJI PEMIETKH IMEpesa CTpo-
ko). J{ns qoGaBiaeHust HOBOTO PENO3UTOPHS HEOOXOJUMO JIOMHUCATh €r0 BHU3 3TOTO WJIH JIFOOOTO Ipyro-
ro (aiina.
9.2.1.2 ObHosneHue unghopmayuu 0 peno3umopusx

B cnydae ecnu B sources.list NpUCYTCTBYET PEMO3UTOPUMN, CONEPKUMOE KOTOPOTO MOMKET
U3MEHATHCS, KaK MMPOUCXOUT C JTFOOBIM IMOCTOSIHHO Pa3padaThIBAEMbIM PEIIO3UTOPUEM, B YaCTHOCTH, 00-
HOBJIEHUH 10 6e30omacHocTH (updates), To npexnae yem padorath ¢ APT, He00X0AMMO CHHXPOHU3UPOBAThH
JIOKaJIbHYI0 06a3y JaHHBIX C yIaJCHHBIM CEPBEPOM.

OOHOBNIEHNE TAHHBIX OCYIIECTBISETCS KOMaHOM:

# apt-get update

[Tocre BBIMIOTHEHHSI ATOM KOMaH/IbI, apt OOHOBUT CBOM K31 HOBOM HH(OPMAITHCH.

JlokanpHas 6a3a NaHHBIX CO3/1a€TCSl 3aHOBO KAXKIBIA pa3, KOI/Ia B PEMO3ZUTOPUN MPOUCXOAUT U3-
MeHeHHe: no0aBJeHHe, yJaleHue WM MepeuMeHoBaHue nakeTra. JlJis perno3uTopueB, HaXOMAUIMXCA Ha
M3BIIEKAEMBIX HOCUTENAX WH(OPMAIMK U MOAKITIOYEHHBIX KOMaHIoW apt-cdrom add, CHHXpOHH3a-
IUs IPOU3BOIUTCS €AMHOXKIBI B MOMEHT ITOKITFOUCHUS.

HpaKTI/I‘leCKI/I JII000€ HCﬁCTBHe C CHCTEMOM apt HAYMHAETCSA ¢ OOHOBJICHUS JaHHBIX OT aKTHUBUPO-
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BaHHBIX UCTOYHHKOB. CIIMCOK MCTOYHUKOB HGOGXOIII/IMO OOHOBIISITH IIpU IIOUCKEC HOBOM BCpCHUH ITIAKCTA,

YCTaHOBKE ITAKETOB WJIM OOHOBJICHHH YCTAHOBJICHHBIX ITAKETOB HOBBIMU BEPCHSIMH.
9.2.2 Tlowuck makeroB

Yruiura apt-cache npeaHa3HaueHa Uil OMCKA MPOrPAMMHBIX IAKETOB, B PENO3UTOPUH, U
MO3BOJIAET UCKATh HE TOJIBKO 10 UIMEHH MAKETA, HO U MO €r0 OMMMCAHUIO.

Komanga apt-cache search <momcTpoka> MO3BOJISIET HAWNTH BCE MAKEThl, B UMEHAX WJIU
ONMCAaHUMU KOTOPBIX MPUCYTCTBYET yKa3aHHas MojacTpoka. [Ipumep momcka MOKET BBIMISAETH CIEAYIO-
MM 00pasom:
$ apt-cache search “gimp
gimp - The GNU Image Manipulation Program
libgimp - GIMP libraries
gimp-help-en - English help files for the GIMP
gimp-help-ru - Russian help files for the GIMP
gimp-script-ISONoiseReduction - Gimp script for reducing sensor noise
at high ISO values
gimp-plugin-gutenprint - GIMP plug-in for gutenprint [...]

CumBOJI «™» B TIOMCKOBOM BBIP@YKEHWH, YKA3bIBAET HA TO, YTO HEOOXOJMMO HAWTH COBMAICHUS
TOJIPKO B Ha4aJie CTPOKH (B JTAHHOM CJIydae — B Ha4yaJie UMCHH TaKeTa).

Jis Ttoro 4yToOBI MOApPOOHEE Y3HATH O KAXKIOM W3 HAWJCHHBIX MAKETOB M IPOYUTATh €ro
OTMCaHNEe, MOXKHO BOCIIOJIB30BAThCsSI KOMaHAOW apt—cache show, KOTOpas MOKaXkeT HHPOPMAIUIO O
MMAKETE U3 PEMO3ZUTOPHS:
$ apt-cache show gimp-help-ru
Package: gimp-help-ru
Section: Graphics
Installed Size: 71098267
Maintainer: Valery Inozemtsev <shrek@altlinux.ru>
Version: 3.0.0-altl:pl11+374938.77.13.1@1742483959
Pre-Depends: rpmlib (PayloadIsXz)

Provides: gimp-help-ru (= 3.0.0-altl:pl1+374938.77.13.1)
Obsoletes: gimp-help-common (< 3.0.0-altl)

Architecture: noarch

Size: 50063418

MD5Sum: 70c95el6cfb67a600£fb7d4df04£4381d8

Filename: gimp-help-ru-3.0.0-altl.noarch.rpm

Description: Russian help files for the GIMP
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Russian help files for the GIMP.
[Ipu noucke ¢ moMoupl apt-cache MOXHO HCIOJB30BaTh PYCCKYI0 MOJACTPOKY. B 3Ttom

ciydae OyIyT HalJICHBI TTAaKEThI, UMEIOIIHE OITUCAHNE HAa PYCCKOM SI3bIKE.
9.2.3 VYcra"HoBKa WM OOHOBJIEHHE TTAKETA

YcranoBka mmakeTa ¢ moMolbio APT BuIoHsIETCS KOMaHOM:
# apt-get install <mmsa naxera>

[Mpumeuanwue. [lepen ycTaHOBKOH ¥ OOHOBIICHHEM ITAKETOB HEOOXOIUMO BBITIOJTHUTH KOMAHTY
OOHOBJIEHNS HHIEKCOB ITAKETOB:
# apt-get update

Ecnu makeT yke yCTaHOBJIEH U B MOJKIIOUYEHHOM DPEMO3UTOPUU HET OOHOBIIEHUH ISl JTAHHOTO
nakera, cucreMa cooOmUT 00 yke yCTaHOBJICHHOM MakeTe MocieaHel Bepcuu. Eciu B pemo3utopuu
MIPUCYTCTBYET 00Jiee HOBast BEpCUs WJIM HOBOE OOHOBJICHUE — MTPOTrpaMMa HaYHET MPOIECC YCTAaHOBKHU.

apt—-get MO3BOMSIET YCTAaHABIMBATh B CHCTEMY IAKeThl, TpeOyrouue i paboThl Ipyrue, moKa
elle He YCTaHOBIEHHBbIC. B 3TOM cilydae OH ompeaemnsieT, Kakue MakeThl HEOOXOAMMO YCTaHOBUTH, U
YCTaHABJIUBAET UX, MMOJb3YSICh BCEMU JOCTYITHBIMU PEMO3UTOPUSIMHU.

VYcraHoBKa makera gimp KoMmMaHAOW apt-get install gimp OpHUBEAET K CIEAYIOIIEMY
muanory ¢ APT (ecnu maker eiie He YCTaHOBIICH):
# apt-get install gimp
UTeHMre CIOMCKOB IIaKeTOB... 3aBEepleHO

[locTpoeHMe IepeBa 3aBUCUMOCTENM... 3aBepleHO

Crenywume OOMNOJIHUTEJIbHEIE MNaKeTh OyOyT YCTaHOBJIEHH:

icc-profiles libcholmod5 libmng libsuitesparseconfig?
libamd3 libcolamd3 libmypaint libumfpacko6
libappstream-glib libgegl libopenblas libwmf

libbabl libgegl-gir libpoly2tri-c libwmflite
libbabl-gir libgfortran5 libquadmathO libxblas

libcamd3 libgimp libraw mypaint-brushesl.O
libccolamd3 liblapack libspirol

Crnenywoume HOBHE nakeThn OyOyT YCTaHOBJIEHH :

gimp libccolamd3 liblapack libspirol
icc-profiles libcholmodb libmng libsuitesparseconfig?
libamd3 libcolamd3 libmypaint libumfpack6
libappstream-glib libgegl libopenblas libwmf

libbabl libgegl-gir libpoly2tri-c libwmflite
libbabl-gir libgfortran5 libgquadmathO libxblas

libcamd3 libgimp libraw mypaint-brushesl.O



0 O6ymeT OOHOBJIEHO,

OynmeT OOHOBJIEHO.

Heobxonumo nosyumThb 35, 4MB apxmMBOB.

[Tocre

PacCIilaKOBKMU HOTpe@yeTCH

NpomomxuTs? [Y/n] y

Nonyueno 35,4MB 3a 5s (6107kB/s).

CoBepliaeM M3MEeHEHUA. . .

[IJooroToBKAa. ..

ObHoBJiIeHMe / yCTaHOBKA. ..

1:
2
3
4
5:
6
7
8
9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:

27:
28:

libsuitesparseconfig7-7.8.2-altl

libopenblas-0.3.27-altl
libbabl-0.1.112-altl
libbabl-gir-0.1.112-altl
libwmflite-0.2.8.4-altl3
libwmf-0.2.8.4-altl3
libamd3-7.8.2-altl
libcamd3-7.8.2-altl
libcolamd3-7.8.2-altl
libccolamd3-7.8.2-altl
libmypaint-1.6.1-altl.1
libmng-2.0.3-alt2
libxblas-1.0.248-alt2
libquadmath0-13.2.1-alt3
libgfortran5-13.2.1-alt3
liblapack-1:3.8.0-alt8
libcholmod5-7.8.2-altl
libumfpack6-7.8.2-altl
libspirol-20221101-altl 1
libraw-0.21.3-altl.1
libpoly2tri-c-0.1.0-alt2.1
libgegl-0.4.56-altl
libgegl-gir-0.4.56-altl
libgimp-3.0.0-altl
libappstream-glib-0.8.3-altl
mypaint-brushesl.0-1.3.1-altl
icc-profiles-1.0.1-altl
gimp-3.0.0-altl

3aBEepIEHO.

28 HOBHX YCTAaHOBJIEHO,

OOIIOJIHMTEJIBHO
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171MB IOMCKOBOTO

iggddssas st iR addtsi

A A AR AR
HHAFHHFAA A AR AR EASS
HHAFSFAES A AR A
FRAFFRAAHRFA AR AFASFASSS
FHAFEHHAER A AR AR AR S
iggddsad st iR addEE
FRAFFRFAES ARSI FASSA
FHAFEHHAER A AR A
iggddssas iR addEE
igadddas st iR addEE
FRAFFRFAERFAARAFRSFTSSS
FHAFEHFAER A AR AASS
iggddssas iR addEE
FRAFFRFAER ARSI
FHAFEHFAERH A AR S
iggddssas st iR addtsi
FHAFHHFAER A AR F AR AASA
FRAFFRAAERFAA AR AASS
HHAFSHF AR A A AR AR EASS
FHAFHFAAAAA AR
FRAFFRFAESFAASRAF ST SSS
FHAFEHH AR A AR AR AR S
HHAFSHFAAS A A A AR EASA
FHAFFRAAER A A AR S
AR AR
HHAFSHFAA A AR EASS
FHAFSAAA A A AR
FRAFFRAAARFAAS AT

0 maxkeroB OymeT ypmajJeHo u 34 He

IPOCTPaHCTBAa

[100%]
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Komanga apt-get install <wumms naxeTa> HCHONIB3YeTCAs M Ul OOHOBJIEHHA YXKe
YCTAaHOBJIEHHOT'O TIAKETa UJIM IPYIIIbI NAaKeTOB. B 3TOM ciyyae apt—-get IONOJIHUTENBHO IPOBEPSIET, HE
0OHOBMJIACH JIM BEpCHS TTAKeTa B PEIIO3UTOPHUH 110 CPABHEHUIO C YCTAHOBJICHHBIM B CHCTEME.

Hampumep, eciiu makeT gimp yCTaHOBJICH U B PETIOZUTOPUH HET OOHOBIEHHOM BEPCUU ITOTO MaKe-
Ta, TO BBIBOJ KOMaH/bl apt—-get install gimp Oyner Takum:

# apt-get install gimp

UTeHre CIOMCKOB IIaKeTOB... 3aBepUeHO

[locTpoeHMe JepeBa 3aBUCUMOCTEM... 3aBepleHOo

[locenHaa BepcHUs gimp yxXe yCTaHOBJIEHA.

0 6ymeTr obHoOBJIeHO, 0 HOBEIX ycTaHOBJeHO, 0 makeToB OymeT yIaJlIeHO U 2262
He OymeT OOHOBJIEHO.

[Tpu momom APT MOXHO yCTaHOBUTH M OTACNbHBIM OMHAPHBIA rpm-TIaKeT, He BXOJSAIINI HU B
OAWH W3 peno3uTopueB. [l 3TOro JOOCTATOYHO BBIMOJHHUTH KOMaHAY apt-get install
nyrs k_ Garry.rpm. IIpu stom APT nmposeaer cranzapTHyrO IpoLeLypy INPOBEPKU 3aBUCUMOCTEN U
KOH()JIMKTOB C YK€ YCTAHOBJICHHBIMU TAKETAMH.

B pesynbprare onepanuii ¢ makeramu 0e3 ucnoiab3oBaHus APT MOXeT HapymIUTHCS 1IETOCTHOCTh
OC «Anbtr Pabouast crannusiy, W apt—-get B TaKOM Ciydae OTKAXETCS BBINMOJIHATh OIepalun
YCTaHOBKH, yAaJCHUS WU OOHOBJICHUS.

Hns  BoccraHoBneHus 1uenocTHocTH OC «AnbT Pabovast craHus» HEOOXOIUMO TMOBTOPUTH
omnepanuio, 3a7aB onuuil -—f, 3acTaBIAOIIYI0 apt-get HCOpaBUTh HAPYIICHHBIE 3aBUCHUMOCTH,
YAATUTh WIA 3aMEHHUTh KOH(IUKTYyIOUIMEe makeThl. JIroOble ASHCTBHS B ATOM pEXHUME OO0s3aTEIBHO
TPeOYIOT MOATBEPKACHHS CO CTOPOHBI MOJIB30BATEIA.

[Ipu ycTaHOBKE MAKETOB MPOUCXOIUT 3aMUCh B CUCTEMHBIN KypHaJ BUJIA:

apt-get: mMsa-makeTa installed
9.2.4 VYnaneHue yCTaHOBJIEHHOT'O MaKeTa

Jis ynaneHus makera UCIONIL3YyeTCs KoOMaHJa apt-get remove <mMma naxkeTa>. Yjale-
HHE MTAKeTa C COXpaHeHHEM ero (HailIoB HACTPONKHU MPOU3BOAUTCS TIPU TIOMOIIH CIIEIYIONIEH KOMaH IbI:
# apt-get remove <3HauuMmasa dYacTb MMEHU IakeTa>

B ciyvae ecnu mpu 3TOM HEOOXOAUMO MOJIHOCTBIO OUUCTUTh CUCTEMY OT BCEX KOMIIOHEHT yaas-
€MOr0 IIaKeTa, TO MPUMEHIETCS KOMaH/a:
# apt-get remove --purge <3HaumMMad dYacTb_ MMEHM INaKeTa>

Jiist Toro 4ToOBl HE HAPYIIATh HEIOCTHOCTh CUCTEMBI, OyIyT yAaJeHbl U BCE MAKEeThl, 3aBUCSIINE
OT yJJIIEMOTO.

B cnyuae ynanenus ¢ nomomipio apt-get 0a30BOro KOMIIOHEHTa CHCTEMbI MOSIBUTCS 3alIpoc Ha
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MOATBCPKACHUC OIICpallM:

# apt-get remove filesystem

ObpaboTka QanIOBEIX 3aBUCKMMOCTEM... 3aBEpPUEHO
UTeHMe CIMCKOB IIaKeTOB... 3aBepleHO
[locTpoeHMEe OepekBa 3aBUCHMOCTEM... 3aBeplieHO

Crnenymomme naxkeTe OynoyT YIAJIEHH:

basesystem filesystem ppp sudo

BHUMaHMe : cienypilre Oa30BEE NaKeTH OynoyT yIaJleHH:

B OOBIUHEIX YCJIOBMAX BTOTO HE HOOJIKHO OBJIO NPOM3OMTM, HaIeeMCHd, BBl TOUYHO
npencrampjsgeTe, uUyero Tpebyete!

basesystem filesystem (mo npuumHe basesystem)

0 nakeror OymeT obHomBJieHO, (0 OymeT nmobaBJIEeHO HOBHX, 4 Oymer
ynaneHo (3amMeHeHo) u 0 He OymeT OOHOBJIEHO.

Heobxommmo nonyumtTh 0B apxmBoB. llocye pacnakoBku 588kB Oymer
OCBODOXIOEHO.

Bul @mejlaeTe HEUTO IIOTEHUMAJIbBHO ollacHoe!

Brenure opaz’y 'Yes, do as I say!' UuTOOH HOPONOOJIXUTH.

Kaxnyro cutyammro, B kotopoit APT Beimaer Takoe cooOmieHue, HE0OOXO0IUMO pacCMaTpUBAThH
oTAebHO. OIHAKO, BEPOSITHOCTh TOTO, YTO MOCJIE€ BBIMOJHEHHS 3TOW KOMAaHIbl CUCTEMA OKa)XeTCs Hepa-
00TOCIIOCOOHOI, OUeHb BEIIUKA.

[Ipu ynaneHnu makeToB NpOUCXOAUT 3alUCh B CUCTEMHBIN )KypHaJ BUJIA:

apt-get: mMa-nakeTa removed
9.2.5 OOHOBIEHHUE BCEX YCTAHOBICHHBIX [TAKETOB

[TonHoe OOHOBIIEHHE BCEX YCTAHOBJICHHBIX B CHCTEME MAKETOB MPOU3BOJIUTCS MPU MOMOIIH KO-
MaHJ:
# apt-get update && apt-get dist-upgrade

[TepBas komanna (apt—-get update) 0OHOBUT MHIEKCHI akeToB. BTopas komanna (apt—-get
dist-upgrade) no3BossgeT 0OHOBUTH TOJIBKO T€ YCTAHOBJICHHBIE MMAKETHI, 1151 KOTOPBIX B PEO3UTOPH -
AX, IEPEUNUCIIEHHBIX B /etc/apt/sources. list, UMEIOTCSA HOBBIE BEPCUH.

B ciiydae o6noBnenus Bcero quctpudytua APT npoBenér cpaBHEHHE CUCTEMBI C PETIO3ZUTOPUEM
Y YJAJIUT yCTapeBIINE MMAKEThl, YCTAHOBUT HOBBIE BEPCUU MPUCYTCTBYIOIIUX B CUCTEME ITAKETOB, OTCIIE-
JUT CUTyallH C IEPEMMEHOBAHUSIMH [TAKETOB WM U3MEHEHNUS 3aBUCUMOCTEN MEKIy CTapbIMU U HOBBIMU
BepcusiMH niporpamM. Bee, uTo norpeOyeTcst ocTaBUTh (WM YJIAIUTh) JOMOJTHUTEIBHO K YK€ UMEIoIlIe-
MycCsl B CHCTeMe, OyJIeT yKa3aHo B oTueTte apt-get, koropeiM APT npensaput camo oOHOBIICHHE.

[Ipumeuanue. Komanna apt-get dist-upgrade obHOBHUT cucTeMy, HO siapo OC He Oy-
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eT OOHOBJIIEHO.

9.2.6 OOHOBIICHHE s1Ipa

s oonoBnenus sapa OC HE0OXOAUMO BBITIOJHUTH KOMaH/Y:

# update-kernel

[Ipumeuanue. Eciu MHACKCH MaKeTOB CETOAHS €Ill€ HE OOHOBISUIUCH MEpPE]l BHIMOJHEHUEM
KoMaHJIbl update-kernel He0OX0IUMO BHITIOJIHUTh KOMaHay apt-get update.

Komanga update-kernel oOHOBISET U MOAYNH SApa, €CIU B PENOZUTOPHH OOHOBUIIOCH YTO-
TO U3 MOAYyJiel Oe3 OOHOBIICHHUS sIpa.

Hosoe AAPO 3arpy3uTCs TOJBKO ITOCIIC IIEPE3ArPy3KH CUCTEMEIL.

9.3  Enunas xomaH/aa ynpaBlieHUs MakeTaMmu (epm)

OcHOBHOE Ha3HAUYEHHUE €MHON KOMaH/bl YIPaBICHHUS MaKeTaMH — YHHU(HUIHUPOBAThH YIIPABICHHUE
MaKeTaMy B JUCTPHOYTHBAX C pa3HBIMHU MAKETHBIMHA MEHEDKepaMH. Y THIIUTA epm YIPOIIAET MPOLEAypY
yIpaBICHUS ITAKETaAMHU, MOKET UCIIOJIb30BATHCS B CKPUITAX U YCTAHOBIIMKAX, CEPBUCHBIX ITPOrpaMMax, B
MOBCEHEBHOM aJMUHUCTPUPOBAHUM PA3IUYHBIX CUCTEM. B epm 100aBiIeHbl TUIIOBBIE ONEpanuu, KOTO-
pBI€ B ClTy4ae MCIOIb30BaHMs apt moTpedoBanu OB BBOJIA O0OJIee OTHON KOMaH/IbI.

Enunas koMaHaa yrpaBiieHUs TaKeTaMH BKIIFOYAET B ce0sl CIEAYIONIYI0 (YHKIIMOHATBHOCTD:

- yHOpaBJIeHHUE MakeTaMu (yCTaHOBKa/yAaJeHHUE/TIOUCK);
- yIpaBJICHHUE PEIO3UTOPUSIMH (JI00aBIIeHNE/y 1ajeHIe/00HOBIICHUE/CTIHCOK);
- yOpaBJICHHE CHCTEMHBIMH CEPBHUCAMHU (BKIIOUYEHHUE/BHIKIIFOUCHHE/CITUCOK).

Criucok nojaep>kuBaeMbIx (popMaToB nmakeTos: rpm, deb, tgz, tbz, tbz2, apk, pkg.gz.

[Ipumedyanue. YCTaHOBKA YTWIMTHI €pm, €CIM OHA €Ille HE yCTAaHOBJICHA, BBITIOIHIETCS KO-
MAaHJI0H:

# apt-get install eepm

[MonpoOuyto nHGOpMAIUIO 00 YTHIUTE epm | e€ ONIUSIX MOXHO ITOJIYYUTh, BHITIOJTHUB KOMaHTY:
S epm --help

Hwxe onucaHbl UMb HEKOTOPHIE BO3MOXKHOCTH YTHIIUTHI €pr.

YcTaHOBKA MMaKeTa U3 PEMO3UTOPHS HITH U3 JIOKAJTHHOTO (aiiyia B CHCTEMY:

# epm install <mma nmakera>

[Ipumevanue. Ecnu makeT co3maH CTOPOHHHM ITOCTABIIMKOM, TO TIPU €r0 yYCTaHOBKE KO-
MaH/I0i epm install He OyAyT BBIIOJIHEHbl YCTAHOBOYHBIE CKPHUIITHI U3 MakeTa. JTO MpeaoXpaHseT
CHCTEMY OT MOBPEKICHUS, HO MOXKET IIPUBECTH K TOMY, UTO MAKeT He 3apaboTaeT. BepHyTh cTaHIapTHOE
MIOBEJICHHE MOXHO JI00aBICHHEM ——sCcripts:

# epm install --scripts <wmmsa naxkera>

VY CTaHOBUTH CTOPOHHHE MTPOTPaMMbI 0€30TTaCHBIM U MIPOCTBIM CIIOCOOOM:
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# epm play <mMsa OpOTPaMMEL>
Cnucok mporpamm, KOTOPble MOKHO YCTaHOBUTH JAHHOM KOMAaHJIOH, MOXHO MPOCMOTPETh, BbI-
MOJTHUB KOMAaHAY'
$ epm play
Available applications (for current arch x86 64):
64gram - 64Gram (unofficial Telegram Desktop)
aimp - AIMP (Wine based audio player) from the

official site

aksusbd - Sentinel LDK daemon (HASP) from the official
site
zerotier-one - ZeroTier - A Smart Ethernet Switch for Earth

from the official site
zoom - Zoom client from the official site
Komanna epm play TpeOyeT Haau4ms I0CTyna B ceTh MIHTEpHET.
[Ipumeuanue. 1 HEKOTOPBHIX CTOPOHHUX IPM-TIAKETOB HAITMCAHBI JOTIOJHUTEIbHBIC TTPABU-
Ja JIJIsl TIEpeTrakoBKU (MpU NIEPETaKoBKe MaKeTa CO3MaéTCsl MaKeT, YUUTHIBAIOUINHN, YTO HYKHO JJi pabo-
ThI UICXOTHOTO TIaKeTa). Y CTAHOBUTH TaKHE MAKEThl MOYKHO, BBITIOJITHUB KOMaH/TY:
# epm install --repack <mma nakeTa>
s deb-nakeToB k04 ——-repack NPUMEHSIETCS] aBTOMATHYECKH.
VYV nanenue nakera U3 CUCTEMBI:
# epm remove <uMa naxkera>
[Touck nmakera B perno3uTOpUHM:
# epm search <rvexkcr>
[ToayuuTh CIUCOK YCTAHOBJIEHHBIX TAKETOB:
$ epm list
Y 1anuTh makeThl, OT KOTOPHIX HE 3aBHCAT KaKHE-THOO IPYTrHe MaKeThl, YCTAHOBJICHHBIC B CHCTE-
Me:
# epm autoremove
OOHOBUTH BCE yCTAaHOBJICHHBIC MAaKeThl U s1po OC:

# epm full-upgrade
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10 OBINUE HNPUHIUIIBI PABOTBI OC

Pabora ¢ onepaninoHHON Cpeloil 3aKroYaeTcsi B BBOJAE OIMPEICICHHBIX KOMaH]I (3allpOCOB) K OTIe-
PaIOHHOM cpejie U MOJYyYEHUI0 Ha HUX OTBETOB B BUJE TEKCTOBOIO OTOOPaKEHUSI.

OcHOBO¥ OIepaIoHHO cpeibl SBISETCS ONepallMOHHAs CUCTEMA.

Omnepanuonnas cuctema (OC) — COBOKYITHOCTh IPOTPAMMHBIX CPEJCTB, OPraHU3YIOLIMX COIJIACo-
BaHHYIO pabOTy ONEpaMOHHOMN CpeJibl C almapaTHBIMUA YCTPOHCTBAMU KOMITbIOTEPa (TIPOLIECCOp, NaMsITh,
yCTpOiicTBa BBOJa-BhIBOJA U T. [I.).

Huanor ¢ OC ocyuiecTBiseTCsl MOCPEICTBOM KOMAHIHBIX WHTEPIPETATOPOB M CHUCTEMHBIX OMO-
JIMOTEK.

Kaxxnas cucremHuas OubimoTeka npeacTaBiseT codoi Habop mporpamm, TUHAMUYECKH BBI3bIBAC-
MBIX OIIEPAlMOHHON CHCTEMOM.

Komananbie MHTEpIpeTaTopbl — OCOOBIA POJ CHEHATU3UPOBAHHBIX MPOTPAMM, IO3BOJISIFOIIMX
ocyuiecTBiATh Auanor ¢ OC nocpeacTBoM KOMaHz.

st ynoOcTBa moib30BaTeneil mpu padboTe ¢ KOMaHIHBIMU HHTEPIIPETATOPAMH UCHIOIB3YIOTCS UH-
TepakTuBHBIC padoune cpenbl (nanee — MPC), mpenocTapistomye Moab30BaTeNi0 yA0OHBIM HHTEPQEIC
11t paboter ¢ OC.

B camom nentpe OC n3nenus HaxXoIUTCS YIpaBIIsIOIIas IporpaMMa, HasslBaemas siagpom. B OC
U3JIeTTUS MCIIONIB3YETCsl HOBEHIIas MOJU(HUKAIHMA «yCTOHYUBOTO» siapa Linux — Bepecus 5.10.

SAnpo B3auMOAENUCTBYET C KOMIIBIOTEPOM U nepudepueit (JuckaMu, IpUHTEPAMHU U T. [1.), pacipe-
JIEJISIET PECypChl U BBIMIONIHAET (POHOBOE IJIAHUPOBAHUE 3aJaHHIA.

Hpyrumu cnosamu, sapo OC n3onupyeTr Mosb30BaTes OT CIOXKHOCTEH anmnapaTypbl KOMIIbIO-

Tepa, KOMaHAHbIN UHTEpIpeTaTop oT sAapa, a MPC oT kOMaHAHOIO UHTEPIIPETATOPA.

10.1 TIIpoueccsl u haitibr

OC «AnbT Pabouas craHmus» sBISETCS MHOTOMOJB30BATEIbCKOW MHTETPUPOBAHHOW CHUCTEMOA.
DTO0 3HAYMT, YTO OHA pa3paboTaHa B pacyeTe Ha OJHOBPEMEHHYIO padOTy HECKOJIBKUX MOTh30BaTEINEH.

[Tonwp3oBaTens MOXKET MO0 caM paboTaTh B CUCTEME, BBIMIOIHSIS HEKOTOPYIO MOCIIEI0BATEIHLHOCTD
KOMaH/I, JITNOO OT €ro UMEHH MOTYT BBITIOTHATHCS MTPUKIIATHBIC TPOIIECCHI.

[Top30BaTEIh B3aUMOJICHCTBYET C CUCTEMOM Uepe3 KOMaHIHbII MHTEPIIPETaTOp, KOTOPBIA MPea-
CTaBJIsIET CO0OM, Kak OBLJIO CKa3aHO BHINIE, MPUKIATHYIO IPOrpaMMy, KOTOopasi MPUHUMAET OT TOJIh30Ba-
TeJsl KOMaH bl WM HaOOp KOMAaH]I U TPAHCIUPYET UX B CUCTEMHBIE BBI3OBHI K sAJIpy cucTeMbl. HTEpIpe-
TaTOp MO3BOJISIET MOJIH30BATEINIO0 MPOCMATPUBATh (DaiiiIbl, IepeABUraTHCS MO JAepeBy (HalIoBON CUCTEMBI,
3amyckaTh TpUKIagHbIe Tporecchl. Bece komanmubie mHTepnperatopbl UNIX MMEOT pa3BUTHIA KO-
MaHJIHBIM SI3bIK U MO3BOJISIIOT MUCATh JIOCTATOYHO CIIOXKHBIE MPOTPAMMBI, YIPOILIAIOIINE MPOLECC aJMHU-

HUCTPHUPOBAHUS CUCTEMBI U pabOTHI C HEH.
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10.1.1  TIpoueccs! pynkunonupoBanust OC

Bce nporpammel, KOTOpBIE BBINOIHAIOTCS B TEKYLIUH MOMEHT BPEMEHH, Ha3bIBAKOTCS IMPOLECCa-
mu. [Iponeccel MOKHO pa3AeauTh Ha 1Ba OCHOBHBIX KJIACCA: CUCTEMHBIE IIPOLECCHI U T10JIb30BaTEIIbCKHUE
npouecchl. CUCTEMHBIE MTPOLIECCH] — IPOrPaMMBl, penlaroiye BHyTpeHHue 3agaun OC, Harpumep, opra-
HU3ALUI0 BUPTYaJIbHOM NaMATH HA JUCKE WIM IPEIOCTABIAIOIINE I10JIb30BATENSAM TE€ WU UHBIE CEPBUCHI
(mpouecchI-cIyKObI).

[Tosp30BaTeNnbCKUE MPOLIECCHI — IPOLECCHI, 3aIlyCKaeMBbIE II0JIb30BaTEIEM U3 KOMAHIHOIO UHTEP-
nperaTopa JJis pelIeHus 33a4 M0JIb30BaTelNsl WM YIPaBISHUS CUCTEMHBIMU Mpoleccamu. Linux u3Ha-
YajabHO pa3padaTblBajics Kak MHOroszajnadHas cucrema. OH HCIOJIB3YyeT TEXHOJOIMH, ONpPOOOBAHHBIC U
oTrpaboTtanHble ApyruMu peanuzauusiMu UNIX, koTopble cyliecTBoBaiu paHee.

@DOoHOBBII pexuM paboTHI MpoLiecca — PEXKUM, KOI/la IporpaMMa MoXeT paboTaTh 6e3 B3auMoei -
CTBHS C IOJIb30BaTeNeM. B ciiyyae HEOOXOIUMOCTH MHTEPAKTUBHOM paboThI ¢ Mmosib30BaTeneM (B o0rieM
cilyyae) mporecc OyleT «OCTaHOBICH» SIPOM, U padoTa ero MPOJOJDKUTCSA TOJIBKO IOCIE MEepeBeIeHUs

€ro B «HOPMAJIbHBII» PEeXUM pabOTHI.

10.1.2  ®ainosas cucrtema OC
B OC ucnonb3oBana gaitnosas cuctema Linux, kotopas B oTiuuue ot (aiinoseix cucreM DOS u
Windows(™) siBnsieTcst enuHbIM epeBoM. KopeHb 3Toro gepeBa — KaTayor, Ha3blBaeMblil root (pyT), U
o0o3HavaeMbIil «/». YacTu nepeBa (pailioBoil CUCTEMBI MOTYT (PU3NYECKU pacoiarathbCs B pa3HbIX pa3-
JiefiaX pa3HbIX JAUCKOB WIIM BOOOIIE HA JPYTUX KOMIIBIOTEpaX, — JAJIS MOJIB30BaTeNsl 3TO po3payHo. Ipo-
1ece npucoennHeHns (paiaoBoil cUCTEMBI pasjiena K JIepeBy Ha3bIBaeTCSI MOHTHPOBAHUEM, yAaJCHUE —
pasmoHTUpoBanueM. Hampumep, daitnosas cucrema CD-ROM B uznennyn MOHTHPYETCS IO YMOJTYAHUIO B
karaimor /media/cdrom (myTh B m3aenuu 0003HAYAETCS C WCIOJB30BAaHUEM «/», a He «\W», kak B DOS/
Windows). Tekymuii katanor 0003HAYaETCS «./».
daioBas CUCTEMA U3JEIUS CONECPKUT KAaTaJIOru IIEPBOTO YPOBHS:
- /bin (komangHble 000504KH (shell), ocHOBHBIE YTUIUTHI);
- /boot (COIEepKUT SIAPO CUCTEMBI);
- /dev (nceBnoaitibl yCTpOKUCTB, MO3BOJISIONINE padOTaTh ¢ HUIMU HANPSIMYIO);
- /etc (daiinsl KoHpUTYpanun);
- /home (1MuHBIE KaTaJOTH MOJIb30BaATENECH);
- /lib (cuctemHbIe OMOMMOTEKH, MOTYJIH SIpa);
- /lib64 (64-O6utHbIe cUCTEMHBIE OMOTUOTEKH);
- /media (kaTaxoru Ayt MOHTHPOBAHUS (ailJIOBBIX CUCTEM CMEHHBIX YCTPOWCTB);
- /mnt (kaTaJoru JUisi MOHTHUPOBAHUS (haNIOBBIX CUCTEM CMEHHBIX YCTPOICTB M BHEWIHUX (paiiyo-

BBIX CHCTEM);
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- /proc (daiinoBasi cucTeMa Ha BHPTYallbHOM YCTPOWCTBE, €e (ailyibl cofepkaT nH(HOPMAIIHIO O Te-

KYIIIEM COCTOSTHHH CHCTEMBI);

- /root (IMYHBIN KAaTaJIOT aIMUHUCTPATOPA CUCTEMBI);
- /sbin (CUCTEMHBIE YTUIIHTHI);
- /sys ((daitmoBas cucteMa, coaeprkaniast UHOOPMAIIUIO O TEKYIIEM COCTOSTHUH CUCTEMBI);
- /usr (mporpaMMbl U OMOJINOTEKH, JOCTYITHBIE MOIB30BATEIIO);
- /var (pabouue (haiisl MporpaMMm, O4epeIu, JKypHaIIbI);
- /tmp (BpeMeHHBIE (haiiIbl).
10.1.3  Opranuzanus (aiaoBoi CTPYKTYpHI

CucremMa JOMAIIHUX KaTaJIOTOB MOJb30BaTENIel IIOMOTaeT OPraHN30BbIBATh 0€30IacHYI0 paldoTy
MOJIb30BaTEJICH B MHOI'OIOJIB30BATEIILCKOM CHCTEMe. BHe CBOEro JOMAIIHEro Karajora I0JIb30BaTeilb
00J1ajTaeT MUHUMAIbHBIMA TIpaBaMu (OOBIYHO YTEHWE M BBHITIOJIHEHHE (DAISIOB) U HE MOXET HAHECTH
yiiepo cucTemMe, HalpuMep, YIAIHB WU H3MEHUB (aiir.

Kpome ¢aiinoB, Co31aHHBIX TOJIb30BATEIIEM, B €T0 JIOMAITHEM KaTaJlore OOBIYHO COJIEPIKATCS Tep -
COHAJNIbHBIC KOH(UTYpAIIMOHHBIC (DaliIbl HEKOTOPBIX MPOTPAMM.

MapupyT (IIyTh) — 3TO TOCIEA0BATEIHLHOCT, UMEH KATaJOrOB, MPEACTABISIONUN CO00M MyTh B
(aiioBoil cucreMe K JaHHOMY (ailiry, Tae Kaxaoe CIeIyroniee UMs OTIACISICTCS OT MPEIbIIYIIero Ha-
KJIIOHHOM 4epToi (cidmieM). Ecnu HazBaHuWe MapiipyTa HAYUHASTCS CO CJIdIIA, TO MyTh B UCKOMBIHN (pait
HAYMHAETCS OT KOPHEBOT'O KaTajora BCEro JepeBa CUCTeMbI. B 00paTHOM citydae, eclii Ha3BaHHE Mapill -
pyTa HAYMHAETCS HETIOCPEJCTBEHHO ¢ MMEHU (haiiia, TO MyTh K UCKOMOMY (ailily JOIKEH HA4aThCs OT
TEKYIIero KaTajora (pabouero Kkarauora).

Nms (aiina MOXKET COAepKaTh JTFOObIE CUMBOJIBI 32 UCKIIOUEHHEM KOocoi 4epThl (/). OmHako cie-
nyeT u3beraTh MPUMEHEHHUS B IMEeHAX (DaijioB OONBIIMHCTBA 3HAKOB MPEMUHAHUS U HEMEYaTaeMbIX CHUM-
BOJIOB. [Ipu BEIOOpE MMeH (aillioB peKOMEHTyeTCS OTPAHIYUTECS CIICTYIOIUMU CUMBOJIAM:

- crpounble u [TPOIIMCHBIE 6ykBbl. Crnenyer oOpaTUTh BHUMaHHE Ha TO, YTO PETUCTpP BCErjaa

HMeeT 3HaUeHuE;

- mubpsy
- CHMBOJ NojguepkuBanus (_ );
- Touka (. ).

st ynoOGceTBa paboOThl MOXKHO HCIIOIB30BaTh TOUKY ( . )IJIs OTJEICHUS MMEHU (aiiia OT paciiu-
penus Qaiina. J[aHHasS BO3MOXXHOCTH MOKET OBITH HEOOXOAMMa TOIB30BATENSIM WM HEKOTOPHIM IPO-
rpamMmam, HO He umeeT 3HadeHue st shell.

10.1.4  Uepapxuueckas opranu3zaius ¢paiioBoil cucTeMbl

Karaor /:

/boot — MecTo, TAe XpaHATcs (ailbl HeOOXOAMMBIE IS 3arPy3KH sIIpa CUCTEMBI,
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/lib — 3mech pacrmonararoTcs (aiapl JUHAMUYECKUX OHONMOTEK, HEOOXOAUMBIX MJisi PaOOTHI
OoJIbIIIel YaCTH MPHIIOKEHHUH U TIOATPY>KaeMble MOIYIH SPa;

/lib64 — 3nech pacnoyaratorcs Gaiabl 64-OMTHBIX TUHAMHYECKUX OMOINOTEK, HEOOXOIUMBIX IS
paboThl GOJIbILEH YaCTH NPUITOKEHUH;

/bin — MUHMMAJIBHBIN HAOOP MPOrpaMM HEOOXOAUMBIX JIJIsl pabOTHI B CUCTEME;

/sbin — HaboOp mporpamMm JUIsl aIMUHUCTPATUBHOM pabOThI ¢ CUCTEMOH (IpOrpaMmbl HEOOXOUMbIE
TOJILKO CYTEPIIOIb30BATEINIO);

/home — 371ech pacronararoTcs A0MalllHUe KaTajloru Mojab30BaTesei;

/etc — B JaHHOM KaTayiore OOBIYHO XPaHATCS OOIIECHCTEMHBbIE KOH(UTYpalMOHHBIE (aliibl s
OOJIBIIIMHCTBA MPOTPAaMM B CUCTEME;

/etc/rc?.d,/etc/init.d,/etc/rc.boot,/etc/rc.d — karamoru, rae pacroyioKEHb KOMaHAHBIC (DAMIbI CH-
CTeMbl HHUIMaIU3auu Sys Vinit;

/etc/passwd — 6a3a JaHHBIX MOJIB30BATENEH, B KOTOPOU COAEPKUTCS MH(OpMAIHs 00 UMEHH TOJIb-
30BaTeIsl, €r0 HACTOSIIEM UMEHH, IMYHOM KaTaJiore, 3aKOAMPOBAaHHBIN TTApOJIh U APYTHE TaHHEIC,

/etc/shadow — TeHeBas 0a3a maHHBIX Tosb3oBatesneil. [lpu sTom mHGOpManms u3 (aiina /etc/
passwd nepemeraercs B /etc/shadow, KOTOpBIN HEAOCTYIIEH 110 YTEHUIO BCEM, KPOME T0JIb30BATENS root.
B ciydae ricnionp30BaHus albTEePHATUBHOM cXeMbI yrpaiieHus TeHeBbIMH napossimu (TCB) Bce TeHeBbIe
mapoi Ui KaXIOro  TOJb30BaTeIsl — paclojiaraloTcsi B Karaiore /etc/tcb/<mmsa
noJjyib3oBaTessa>/shadow;

/dev — B TOM Karajore HaxXxomsTcs (ailiibl ycTpohcTB. Daiinel B /dev CO3aI0TCS CEPBHCOM
udev;

/usr — 00bIYHO (paiioBasi cucTeMa /usr JOCTaTOYHO OOJbIIas Mo 00bEMy, TaK KaK BCE MPOTpaM-
MBI YCTaHOBJICHBI HIMEHHO 371eCh. Best mHboOpMaIust B kartanore /usr MOMEIIAeTcs TyAa BO BpeMs ycTa-
HOBKH cUCTeMbl. OT/ETIbHO YCTaHABIUBaeMbIe MAKEThl IPOTpaMM U Apyrue (ailibl pa3MeIarTcs B KaTa -
jore /usr/local. HekoTopble MOaKaTaIOTH CUCTEMBI /US T PacCCMOTPEHBI HIKE;

/usr/bin — TpPaKTHYECKU BCE KOMAHIbI, XOTS HEKOTOpble HaxodsaTcss B /bin umu B /usr/
local/bin;

/usr/sbin — KOMaH/Ibl, UCTIOJIb3YEMbIC MTPH aIMUHHCTPUPOBAHUHU CUCTEMBI M HE TPEIHA3HAYCHHBIC
JUIs pa3MenieHus B GaiioBoit cucteMe root;

/usr/local — 3mech pekoMeHIyeTCst pa3MenaTh (paiiibl, ycTaHOBIEHHBIE 0€3 NCITOIH30BAHHUS ITAKET-
HBIX MEHEJDKEPOB, BHYTPEHHSSI OpraHU3aIys KaTaJlorOB MPAaKTUYECKH TaKasl e, KaK ¥ KOPHEBOTO KaTa-
jora;

/usr/man — KaTtayor, rae XpaHsaTcs (aiiabl cipaBOYHOTO PyKOBOJICTBA man;

/usr/share — kaTajor JJis pa3MeIeHus 00IIeI0CTYTHBIX (aiIoB OOJIBIICH YacTH MPUITOKEHUH.
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Karainor /var:

/var/log — mecTo, T/ie XpaHsaTcs (aiibl ayuTa paboThl CUCTEMBI ¥ TIPHIIOKCHHUIA;

/var/spool — katasnor i XpaHeHus ¢ailyioB HaXOAALIMX B o4Yepenn Ha 00paboTKy JUIsl TOTO WIN
MHOTO Tpoliecca (ouepe/b Ha IeyaTh, OTIPABKY HOYTHI U T. 11.);

/tmp — BpeMEHHBII KaTaJloT HEOOXOIMMBII HEKOTOPBIM MPHIIOKEHHSIM;

/proc — (aitnoBas cuctemMa /procC SBISIETCS BUPTYAIBHON U B JCHCTBUTEILHOCTH OHA HE CyIIe-
CTBYeT Ha AMCKe. Sapo co3maeT e€ B maMsaTu koMmbioTepa. Cucrema /proc npenocrasisieT HHpopma-

LU0 O CUCTEME.

10.1.5  VmMeHa AMCKOB U pa3feiioB

Bce dusudeckue ycTpoiicTBa KOMIBIOTEpa OTOOpaXKaroTcsl B Karajor /dev (alioBOi CHCTEMBI
uznenus (06 atom — Hiwke). Jucku (B Tom uncne IDE/SATA/SCSI xéctkue nucku, USB-a1cku) UMEOT
UMCHA:

/dev/sda — mepBbIii JHCK;

/dev/sdb — BTOpOIl UCK;

U T. ]I

Hucku o6o3navarores /dev/sdX, roe X — a,b,c,d,e,... B mopsiake oOHapyKEHUS CUCTEMOM.

Paznen aucka obo3HauvaeTcs yuciaoMm mocie ero uMmeHu. Hampuwmep, /dev/sdb4 — yerBepThlii pas-

ACJI BTOPOro JucCKa.

10.1.6  Pazpmensl, HeoOxoaumble st padboter OC
st paboter OC HEOOXOUMO CO3/IaTh Ha KECTKOM JIUCKE (IUCKax) Mo KpailHeW Mepe 1Ba pasje-
Ja: KOPHEBOM (TO €CTh TOT, KOTOPBIH OyJEeT comepikaTh KaTajor / ) U paszen moakadku (swap). Pazmep
MOCJIETHETO, KaK MPAaBHIIO, COCTABIISIET OT OJJHOKPATHOH JI0 IBYKPATHOW BEJIMYMHBI ONIEPATHBHOMN MaMSTH
KoMmbioTepa. Ecnu ¢cBOOOAHOTO MecTa Ha TMCKEe MHOTO, TO MOYKHO CO3/1aTh OTAEIbHBIC Pa3/IeNbl I Ka-

Tajaoros /usr, /home, /var.

10.1.7  Komanzs!

Jlanee nmpuBeneHBl OCHOBHBIE KOMaH/1bl, ucnioib3ytomuecs B OC « AnsT Pabouas craHmms»:
- ar— co3ganue u pabota ¢ GMOINOTEYHBIMU apXUBAMU;
- at— ¢opMupoBaHHE WIN YJaJICHHE OTIOKEHHOTO 3a/laHMs;
- awk — s3bIK 00pabOTKM CTPOKOBBIX IIA0JIOHOB;
- batch — rulaHupoBaHue KOMaH/1 B OU€PEIN 3arpy3KHu;
- bc — CTPOKOBBIN KalbKYJIATOD;
- chfn — ynpaBnenue unpopmanueil yueTHoi 3anucu (MMs, ONUCaHue);
- chsh — ynpaBienue BBIOOPOM KOMaHAHOTO MHTEpIIpeTaTOpa (10 YMOIYaHUIO — JUI yYETHOH 3amu-

CcH);
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cut — pa3buBka (haiina Ha CeKLUH, 3a/1aBAeMble KOHTEKCTHBIMH Pa3/ICIUTEISIMU;
df — BEIBO/I OTYETa 00 MCIOIB30BAaHUH JUCKOBOTO IIPOCTPAHCTBA;

dmesg — BBIBOJI COZEPKUMOT0 CUCTEMHOT0 Oydepa COOOIIeHHI;

du — BeIYMCIIEHHE KOJIMYECTBA MCIIOJIB30BAaHHOTO MPOCTPaHCTBa 1eMeHToB OC;
echo — BBIBOJT COAEP)KUMOTO apryMEHTOB Ha CTAHAAPTHBIN BBIBOJI,

egrep — MOMCK B (hailyiax CoEePIKUMOTO COTIIACHO PETYIISIPHBIM BBIPAKCHHSM;
fgrep — mouck B Qaiiax coaep>KUMOro coriacHo (PUKCHPOBAHHBIM MIA0JIOHAM;
file — onpenenenue Tuna Qaiina;

find — mouck ¢aiina mo pa3nTUUHBIM IPU3HAKAM B MEPAPXHUH KAaTAJIOTOB;
gettext — IoJIyd4eHre CTPOKU HHTEpPHALIMOHATIN3allU U3 KaTaJoroB IIEPEBOJA;
grep — BBIBOJI CTPOKH, COZIEpIKaIIe IIa0JIOH MTOKUCKA;

groupadd — co3aHue HOBOW YYETHOM 3aMuCH TPYIIIb;

groupdel — ynanenue yuyeTHOM 3anucyu rpymnisl;

groupmod — U3MEHEHNE YIETHOW 3aIUCH TPYTIIIHI;

groups — BBIBOJI CIIMCKA TPYIIIT;

gunzip — pacrnakoBka (aiina;

gzip — yrakoBKa (aiina;

hostname — BBIBOA 1 33JaHN€ IMEHU XOCTa;

install — konupoBanue ¢aiisia C yCTaHOBKOW aTpuOyTOB;

ipcrm — ynanenue pecypca [PC;

ipcs — BBIBOJ XapakTepuctuk pecypca IPC;

kill — mpexpaiiieHre BBIIOJIHEHUS TPOIECCa;

killall — ynanenue mpoieccoB 1o UMEHH;

lpr — cucrema nevaruy;

Is — BBIBOJ] CO/IEPIKUMOTO KaTaJlora;

Isb_release — BeIBO MH(pOpMAIIUK O TUCTPUOYTHBE;

m4 — 3aITyCK MaKpOIPOIECccopa;

mdSsum — renepanus u nposepka MD5-coo01enus;

mknod — co3nanue (aiina crenuanbHOTO TUIIA,

mktemp — reHepanusi yHUKaIbHOIO UMEHU (Qaiina;

more — MOCTPaHUYHBIN BBIBOJI COJCPKUMOTO (aiiia;

mount — MmoHTUpOBaHue OC;

msgfmt — co3ganne 00bEKTHOTO (aiiyia coodmeHui u3 ¢aina cooOIIeHU;
newgrp — CMeHa UICHTH(PHUKATOPA TPYIIIIBL;

nice — U3MEHEHHUE IIpHUOPUTETA IMTpoLECCa IIEPET €TO 3aIlyCKOM;
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nohup — paboTa npoiiecca ocie BbIX0/a U3 CHCTEMBI;

od — BBIBOJI COZIEPIKUMOTO (paiiyia B BOCBMEPUIHOM U JIPYTHX BUAX;

passwd — cMeHa 1apoJisi y4eTHOH 3aIucH;

patch — npumenenue (aiina onucaHus U3MEHEHHU K OpUTHHAIBHOMY (aiiny;
pidof — BbIBO MaeHTH(HKAaTOpa MpoLIecca MO ero HMEHH;

PS — BBIBOJ HH(OpPMAIIUU O TIPOIIECCaX;

renice — I3MEHEHUE YPOBHS MPUOPHUTETA MPOIECCa;

sed — CTPOKOBBI peaaKTop;

sendmail — TpaHCTIOPT CUCTEMBI JIEKTPOHHBIX COOOIIICHUH;

sh — KOMaH/IHBII HHTEPTIPETATOP;

shutdown — komaH1a OCTaHOBA CUCTEMBI;

Su — U3MEHEHHE UACHTU(PUKATOPA 3aIlyCKaeMOro MpoLecca;

sync — cOpoc cucTeMHbIX Oy(depoB Ha HOCUTENH;

tar — (haiiJI0BBIN apXUBaTOP;

umount — pazmoHTupoBanue OC;

useradd — co3iaHre HOBOM YUETHOM 3aliUCH WX OOHOBJICHHE CYLIECTBYIOIIEH;
userdel — yaneHue yuyeTHOH 3aKucu U COOTBETCTBYIOIIUX (DAHIOB OKPYIKEHHS;
usermod — moudukaimsa naGopmanuu 00 yIETHON 3aIUCH;

W — CIIHCOK TI0JIh30BaTeel, KTO B HACTOSIINI MOMEHT pab0OTaeT B CHCTEME U C KaKMMH (haiiiamu;
who — BBIBOJI CITCKa T10JIb30BATENCH CUCTEMBI.

V3HaTh 00 OIIIMAX KOMaHJ MOXHO C IOMOIIIBIO KOMaHAbl man.
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11 PABOTA C HAUBOJIEE YACTO UCITIOJIB3YEMbBIMU
KOMIIOHEHTAMUA

11.1 Komangasie 0007109KH (HHTEPIIPETATOPHI)

s ynpasnenus OC ucnosib3yercst KoMmaHAHbIe HHTepIpeTaTopsl (shell).

3alifisi B CHUCTEMY, MOYKHO YBHUJETh INPHIJIANICHUE — CTPOKY, COJEpIKaIIyro cuMBoOI «$» (manee,
3TOT CUMBOJ OyneT 0003HayaTh KOMaHAHYIO CTpPOKY). IIporpamma oxwumaer BBoga komanj. Poib ko-
MaHJIHOTO WHTEpIpeTaTopa — nepeaaBaTb KOMaHbl OJIB30BATENs ONepalmoHHol cucteme. [Ipu momo-
I KOMaHJHBIX WHTEPIPETATOPOB MOXKHO INMUCATh HEOOJNBIIME MPOTPaMMBI — ClieHapuH (CKpHIThI). B
Linux 1oCcTymHBI CleayIOIIUe KOMaHAHbIE 000I0YKHU:

bash — camas pacrpocTpanénnas obosouka nmoj linux. OHa BeeT UCTOPUIO KOMaH/ U MPEJOCTaB-
JSIET BO3MOXKHOCTD UX PEIaKTUPOBAHMSL.

pdksh — knon korn shell, xopomio nzsectnoit o6omouku B UNIX (™) cuctemax.

O6omoukoit mo ymonuanuto siBisiercs «Bash» (Bourne Again Shell) [TpoBeputs, kakas o6omo4ka
UCTIOJIb3YETCSI MOJKHO, BBITIOJIHUB KOMaH/Y:
$ echo S$SHELL

VY xaxa0i 000JI04KM CBOW CMHTaKcuc. Bce mpumeps! B AanbHEHIIEM TOCTPOEHBI C UCIIOIb30BaHU -

eM o0onouku Bash.

11.1.1  Komangnas o6omouka Bash

B Bash umeetcst HeckoJIbKO TIpUEMOB JJisi pabOTHI CO CTPOKOM KoMaH. Hampumep, ucmonb3ys
KJIaBHATYpPy, MOXHO:

<Ctrl> + <A> — nepeiTy Ha Ha4YaJO CTPOKHU;

<Ctrl> + <U> — yianutp TeKyI1yIO CTPOKY;

<Ctr]> + <C> — ocTaHOBUTH TEKYLIYIO 33/1a4y.

[ BBOAa HECKOJIBKUX KOMaH OJTHOM CTPOKOM MOKHO MCIIOJIb30BaTh pa3aeuTelb «;». [1o ucro-
pUM KOMaHJ] MOXHO TepeMeIIaTbCs C MOMOIIBI0 KIaBuIl <1> u <|>. UToObl HAWTH KOHKPETHYIO KO-
MaHJly B CIICKe HaOpaHHBIX, HE MPOJHUCTHIBAst BCIO UCTOPUIO, HeoOxoaumo Habpate <Ctrl> + <R> u Ha-
4yaTh BBOJUTH CUMBOJIbI paHEE BBEJCHHON KOMAH/IbI.

Jl1st mpocMOTpa UCTOPUH KOMaH MOKHO BOCIIOJIB30BaThCsI KOMaH 101 history. Komanbl, mpucyT-
CTBYIOIIME B MCTOPUU, OTOOpaKAIOTCA B CIHCKE MPOHYMEPOBAaHHBIMU. UTOOBI 3aMyCTUTh KOHKPETHYIO
KOMaHJy He00X0IMMO HabpaTh:

'HOMEp KOMaHIE

Ecnu BBecTH:

3aIlyCTUTCS IIOCIICAHAA, U3 Ha6paHHBIX KOMaH/.
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B Bash umeercsi BO3MOKHOCTh CaMOCTOSATEIBHOTO 3aBEPIICHUS UIMEH KOMaH/ M3 OOIIEro CrucKa
KOMaHJ1, 4To o0seryaer paboTy IpH BBOJIE KOMaH, B CiIy4ae, €CJId KMEHa POorpaMM M KOMaH/{ CIIMIIKOM
uinHHBL. [Ipn Haxatun knaBumm <Tab> Bash 3aBepiiaer uMs KOMaH[bl, IPOrpaMMBbl WJIM KaTaJora,
€CIIM HE CYIIECTBYeT HECKOJBbKUX albTEPHATHBHBIX BapHaHTOB. Hampumep, 4ToObl HCIIONB30BaTh MPO-
rpamMMy AEKOMIPECCHH gunz ip, MOKHO HAOpaTh CIEAYIONIYI0 KOMAaHIY:
$ gu

3arem HaxxaTh <Tab>. Tak Kak B JaHHOM Cllyyae CyLIECTBYET HECKOJIBKO BO3MOXKHBIX BapUaHTOB
3aBepIICHHUs] KOMaH/Ibl, TO HEOOXOAMMO MOBTOPHO HaXaTh KiaBuuly <Tab>, yToObl MOIXY4YHUTH CIIHCOK
MMEH, HAYMHAIOIIUXCS C gu.

B npennoxkeHHOM IpuMepe MOXKHO MOJYYUTh CIAEAYIOIIHMNA CIIHCOK:
$ gu
guile gunzip gupnp-binding-tool

Ecnun Habpath: n (gunzip — 3TO €IMHCTBEHHOE UM, TPEThEH OyKBOM KOTOPOIO SBIISETCS «n»), a
3aTeM Haxarb KiaBuiry <Tab>, To 000i104Kka CaMOCTOSATENBHO IOMOJHHUT UMs. YTOOBI 3aIyCTHTH KO-
MaHJly Hy’KHO Haxxatb <Enter>.

ITporpamMsl, BeI3bIBa€Mble U3 KOMaHJHOM CTpOKH, Bash uier B katanorax, onpenensieMbIX B CH-
creMHol nepemenHoit PATH. 1o ymonyaHuio B 3TOT epeueHb KaTajaoroB HE BXOJAUT TEKYILLIUK KaTaJor,
o0o3HayaeMblil ./ (Touka ciem) (eciy TOJIbKO He BBIOpaH OJUH U3 JIBYX CaMBIX cIaObIX YpOBHEH 3aiu-
Thl). [loaTOMY, /17151 3amycKka MporpaMMbl U3 TEKYILEro Karajaora, HeOOXOAMMO HUCII0JIb30BaTh KOMaHy (B
IpUMeEpe 3aIlyCKaeTCsl KOMaH/a prog):

./prog
11.1.2  Bba3oBbie komaH bl 00010ukH Bash

Bce xomanapl, npuBeieHHbIE HU)KE, MOTYT OBITh 3aIlyIIE€HbI B peKuMe KoHcoud. [[ist momydenus

Oosiee moapoOHON MH(OPMALIUK ciIelyeT UCI0JIb30BaTh KoMaHay man. Ilpumep:

S man ls

11.1.2.1 Yuemnwie 3anucu noavzoeameneil

Komanaa su
KoMmaHga su mo3BoisieT M3MEHUTh «BIQJICTbIay TEKyIIero ceanca (ceccun) 6e3 HeoOX0UMOCTH

3aBEp1IaTh CCaHC U OTKPLIBATh HOBBIH.

CUHTAaKCuC:

su [OHNIMM...] [IIOJIE30OBATEJIB]
Komany MOXKHO IPUMEHSTH JUIsl 3aMEHBI TEKYIIETO MOJIb30BaTellsl Ha JI000T0 APYroro, HO yalle

BCEr'0 OHA MCIOJIb3YETCS /7S IOJIYUYEHHS MOJIb30BaTeNIeM IPaB CylepIioyib3oBarTes (root).
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[Ipu BBOJIe KOMaHABI SU — OYJET 3aMpoIIeH Napojb CyNeproab30Bares (root), U, B ciydyae BBO-
Jla KOPPEKTHOTO TapoJisi, TOJb30BaTeNb MOIYYUT MPUBUIIETHH CYIepIoib3oBaTest. UToObI BEPHYTHCS K
MpaBaM IMoJIb30BaTeNs, HEOOXOAMMO BBECTH KOMaH/Y:
exit

Komannaa id
Komannma id BeBOOUT MHGOPMAIMIO O TMOJH30BATEE M T'PYIAX, B KOTOPBIX OH COCTOWT, IS

3a/IaHHOTO MOJIB30BATENS UJIU O TEKYILEM MOJIb30BaTeNe (€CIU HUYEeTro He YKa3aHo).
CuHTakcuc:
id [mapameTprr] [IIOJIB30OBATEJIL]

Komanpga passwd
Komanga passwd MeHseT (WM YCTaHABIMBAET) IMApOJb, CBS3aHHBIA C BXOJHBIM HMEHEM

MIOJIb30BATEIIS.

OOBIUHBIN TIOJIB30BaTENIb MOXKET MEHSTh TOJBKO TApOJb, CBSA3aHHBIH C €ro COOCTBEHHBIM
BXOJIHBIM_HMEHEM.

Komanna 3ampammBaer y OOBIYHBIX IOJIB30BATENIed CTapblii Mapoib (eciu OH ObLI), a 3aTeM
JBaXK]IBI 3arpamuBaeT HOBbIA. HOBBII mapoib JOKEH COOTBETCTBOBATH TEXHUYECKUM TPEOOBAHUSAM K
napoJIsiM, 3aJIaHHBIM aIMUHHCTPATOPOM CHUCTEMBI.
11.1.2.2 Ocnogubie onepayuu ¢ gatiamu u Kamaioeamu

Komanpna Is
Komanga 1s (list) Beigaet crucok ¢aitioB Katanora.

CunTakcuc:
1ls [onuum...] [dania...]
OcCHOBHBIE OIIUU:
—a — IPOCMOTp BceX (hailiioB, BKIIIOUYAsI CKPBITHIC,
-1 — oToOpakeHue 6osee moapoOHOI HHPOPMAIIHH;
—R — BBIBOJUTH PEKYPCUBHO MHPOPMAITUIO O MOAKATATIOTaX.

Komannaa cd
Komanga cd npenna3znadena ansi cMeHbI karajora. Komanaa paboraeT kak ¢ abCOMOTHBIMH, TaK

U C OTHOCHUTEIBHBIMH IyTsAMH. EciM Karajnor He yKas3aH, MCIOJIb3YETCs 3HAY€HUE IEPEMEHHOU
OKpyxeHus: SHOME (moMallHMM Kartajor nojb3oBaress). Eciau karanor 3agaH MOJHBIM MapUIPyTHBIM
MMEHEM, OH CTaHOBUTCA TeKylmuM. [I0 OTHOIIEHHI0O K HOBOMY KAaTaJOTy HY)KHO HMMETh IIpaBO Ha
BBIITOJIHEHHUE, KOTOPOE B TaHHOM CIIy4ae TPAKTYETCs KaK paspelIeHre Ha ITOUCK.

CuHrakcuc:
cd [-L|-P] [xaTajsor]

Ecnu B kauecTBe aprymeHTa 3aJjaHO «—», TO 3TO 3KBHUBaJeHTHO SOLDPWD. Ecnu nepexoa Oblin

OCYIIIECTBIICH TI0 TIEPEMEHHOM OKpykeHuss SCDPATH WM B KaUeCTBE apryMeHTa ObLT 3aJIaH « —» ¥ CMEHA
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KaTajiora OblJla YCHIEUIHOM, TO aOCONIOTHBIA MyTh HOBOIO pabodero kartamora OyJIeT BBIBEJEH Ha
CTaHJIAPTHBIN BBIBO/I.
[Tpumepsi:
- HaxoJsiCh B JOMAILIHEM KaTajore NepeiTH B ero nojaxaraior docs,/ (OTHOCUTEIbHBIHN MyTh):
$ cd docs/
- cIenarh TeKyImUM KaTtayior /usr/bin (aOCOMIOTHBIN MyTh):
$ cd /usr/bin/

- CICJaTb TCKYIIUM pO,Z[I/ITeJ'ILCKI/Iﬁ KaTaJor:

- BEpHYTHCS B MPEABIAYIINNA KaTaJIOT:
$ cd -

- CIeNaTh TeKYIIUM JOMAIIHUI KaTajor:
$ cd

Komanga pwd
Komanga pwd BEIBOAUT aOCONIOTHBIN MyTh TEKYIEro (pabouyero) karaaora.

CuHTaKCcuc:
pwd [-L|[-P]
Ommuu:
—P — HE BBIBOJAUTH CUMBOJHNYECKHE CCHUIKH;
-1 — BBIBOJUTH CHMBOJIMYECKHE CCHIIKHU.

Komanga rm
Komanma rm ciyxuT s yaaneHus 3anuceid o ¢aitmax. Eciu 3amanHoe uMs ObUIO MOCTIEAHEH

CCBUIKOH Ha (haiis, To ¢aiin yHuuTOXKaeTcs.
CuHrakcuc:
rm [onuuu...] mMA dania
OCHOBHEBIE OIINH:
- f — He 3anpaluBaTh MOATBEPKICHHUS;
-1 — 3anpammBaTh MOJTBEPKICHUE;
-1, =R — pEKypCUBHO yJaJIsiTh COACPKUMOE YKA3aHHBIX KAaTaJIOrOB.
[Tpumep. Y nanuts Bce daiinet html B karanore ~/html:
$ rm -1 ~/html/*.html

Komanaa mkdir
Komanma mkdir mo3Bossger co34aTh KaTajor.

CHuHTaKCuC:

mkdir [-p] [-m mpaBa] [kaTasor...]
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Komanaa rmdir
Komanna rmdir ynanser 3amucH, COOTBETCTBYIONINE YKA3aHHBIM ITyCThIM KaTajoraM.

CHUHTAaKCHC:

rmdir [-p] [xaTasor...]

OCHOBHBIE OITIIUU:

—-P — YAQINUTH KaTaJIOT U €T0 IIOTOMKH.

Komanga rmdir gacto 3ameHsieTcss KOMaHAOH rm —rf, KOTOpas MO3BOJISIET YIAISITh KaTajaorH,
JIaXKe €CJIM OHU HE TYCTHI.

Komanpna cp
Komanna cp npennasHadena Jjisi KonupoBaHus (HaijioB U3 OJHOTO B IPYTHe KaTaJIOTH.

CuHTakcuc:
cp [-fip] [mcx garn] [pen @asin]
cp [-fip] [mcx garm...] [karasnor]
cp [-R] [[-H] | [-L1 | [-P]] [-fip] [wmcx Qann...] [xarasnor]

OCHOBHBIE OITIIUU:

—P — COXpaHATh MO0 BO3MOXXHOCTH BpEeMEeHA H3MEHEHHMSI M JIOCTYIIA K (ailily, BIaeNblia v TPyIIy,
mpaBa JI0CTyIa;

-1 — 3ampamuBaTh NOJATBEPKICHUE MEePe KOMMMPOBAHUEM B CYIIECTBYOIINE (HaliiIbl;

-r, —R — peKypCHBHO KOITUPOBATH COJICPIKUMOE KaTaJIOTOB.

Komanaa mv
Komanna mv npemnasHadeHa yisi iepemMertieHus (haumos.

CHHTaKCcuc:
mv [-fi] [mcx Qamn...] [men ¢ari]
mv [-fi] [mcx gamn...] [kaTanor]

B nepBo#i cunTakcuueckoil popme, XapaKTepU3yIOIIEHCs TeM, YTO TOCIETHUN ONepaH] He SB-
JSIeTCsl HU KaTajgoroM, HU CUMBOJIMUYECKOM CCBUIKOM Ha KaTajor, mv IepeMeniaer ucx Qaiin B nen_daiin
(mpoucxoauT neperuMeHoBanue Qaiina).

Bo BTOpO# cHTaKCcH4ecKoi popMe mv mepeMeriaeT HCXo HbIe (Gaibl B yKa3aHHBIN KaTajor 1Mo
MMEHaMH, COBIAIAIOIIMMU C KPAaTKUMH UMEHAMU UCXOJHBIX (DaiiiIoB.

OcHoBHBIE ONIUK:

- f — He 3ampaiMBaTh MOATBEPXKICHUS NEPE3aNUCH CYIECTBYIOMNX (aiIoB;

-1 — 3ampamuBaTh MOATBEPHKACHUE NTEPE3ANNUCH CYIIECTBYIOMUX (aillloB.

Komanna cat
KoManna cat mocnemnoBaTenbHO BEIBOJUT COACPKUMOE (haiiioB.

CHUHTAaKCHC:

cat [onuuwm...] [danna...]
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OcHOBHBbIE OIIUU:

-n, ——number — HyMepOBaTh BCE CTPOKH IIPH BBIBOJIE;

-E, -—-show-ends — noka3bIBaTh $ B KOHIIE KaKI0H CTPOKH.

Ecnu ¢aiin He ykazaH, untaeTcst cranapTHbIid BBoJ. Ecnu B criucke (ailiioB MpUCYTCTBYET UMS
«-», BMECTO 3TOro (hailna yuraercs CTaHJapTHBIN BBOI.

Komanna head
Komanna head BeiBoguT nepBoie 10 cTpok kakoro ¢aiiyia Ha CTaHAAPTHBIN BBIBOJI.

CuHTaKcuc:
head [onumm...] [damit...]
OCHOBHBIE OITIIUH:
-n, -—lines=[-]K - BbiBecTH nepBbie K cTpok kaxaoro ¢aiina, a He nepsbie 10;
-g, ——quiet — He meyaTaTh 3ar0JIOBKH C UMEHAMU (ailsioB.

Komanpaa less
KoManga less mo3BOisieT MOCTPAHUYHO MPOCMATPUBATH TEKCT (AJI1 BhIXOJa HEOOXOIMMO Ha-

KaTh <q>).
CHHTaKcuc:
less wmma_ danna

Komanpa grep
Komanna grep uMmeeT MHOTO OMIMKA U MPEAOCTABISET BO3MOXHOCTH MOMCKA CUMBOJIBHON CTPO-

KU B Qaiire.

CuHrakcuc:
grep malJIOH MoMucKa oGan
11.1.2.3 Houck ¢aiinos

Komanna find
Komannma find mpennasHadeHa s oWcka Beex (haiiyioB, HAUMHAS C KOpHEBOro karajora. [1o-

MCK MOKET OCYIIECTBISTHCS TI0 UMEHH, TUITY WU BIAJIENbIly daiina.

CuHTakcuc:
find [-H] [-L] [-P] [-OypomBeHb] [-D help|tree|search|stat|rates|opt]
exec] [nyTb..] [BepaxeHue]

Kimroun mns momcka:

-name — MOUCK 0 UMEHH (aiina;

-type — nouck no tury f=daiin, d=karanor, I=ccrurka(lnk);

—user — NouckK 1o Biaaensily (ums uin UID).

Korna BeimonHsieTcss komanaa f£ind, MOKHO BBITIONHSTE Pa3IMYHbIC ICUCTBUS HAJl HAWICHHBIMU

daiinamu. OCHOBHBIC JICHCTBHSL:
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-exeC KoOMaHIa \; — BBIIOJHUTh KOMaHAy. 3aliCh KOMaHAbl JOJKHA 3aKaHYMBATHCS HKpa-
HUPOBAHHOW TOUYKOH C 3amaTtoi. CTpoka «{}» 3aMeHseTCsl TEKYIIIMM MapIIpyTHHIM HUMEeHeM (aiina;

-execdir xomaHzma \; — TO € caMO€ YTO M €XEeC, HO KOMaH/1a BbI3bIBACTCSA U3 MOJIKATAJIO-
ra, CoJIep KaIlero TeKymuin ai,

-0k KOMaHIa — 3KBHBAJICHTHO —eXeC 3a HCKIOYEHHUEM TOTO0, YTO Iepe] BHIIIOJHEHUEM KO-
MaHbl 3ampaniuBaeTcsl MOATBEPKIeHHE (B BHIE CTEHEPUPOBAHHON KOMaHIHOW CTPOKH CO 3HAKOM BO-
Mpoca B KOHIIE) U OHA BBIMOJHAETCS TOJIBKO MPU OTBETE: V;

-print — BbIBOA UMEHU (aiiia Ha SKpaH.

[TyTeM o yMon4aHuio sSBIs€TCSA TEKYILIUN MoAKaTanor. BeipaxkeHue mo ymMoa4anuio —print.

[Tpumepsi:

- HaWlTH B TEKyIlIeM KaTaiore oOblyHbIe (Daiiiibl (HE KaTauoru), UMs KOTOPBIX HAYMHAETCS C CHMBO -

Ja «~»:
$ find . -type f -name "~*" -print

- HaWTH B TEKyIIeM Kataiore (aiyibl, I3AMEHEHHBIE TI03Ke, YyeM (aiin £ile . bak:
$ find . -newer file.bak -type f -print
- yJoanuTth Bce (ailiibl ¢ IMEHaMU a .out WIH * . O, IOCTYI K KOTOPHIM HE MPOU3BOIMICS B Te€Ue-

HUE HEJeH:
$ find / \( -name a.out -o -name '*.o' \) \ -atime +7 -exec rm {} \;

- yAaTUTh U3 TEKYIIETo KaTajora U €ro MOJAKaTaJIoroB Bce (hailibl HYJIEBOTO pa3Mepa, 3ampaiiiBas

MOATBEPK/ICHUE:
$ find . -size Oc -ok rm {} \;

Komanpna whereis
Komanna whereis coobmaer myTh K UCTIONHsIEMOMY (aiiTy MporpaMMbl, €€ HCXOAHBIM (aitiam

(CCJ'II/I CCTL) N COOTBCTCTBYIOIIUM CTpAHULAM CIIPABOYHOI'O PYKOBOJICTBA.

CHUHTAaKCHC:

wherels [onuum...] wuma_ oanna
Omuu:
-b — BBIBOJ HH(GOPMAITUH TOJIBKO 00 UCIIOTHAEMBIX (paitiax;
—m — BBIBOJ HH(OPMAIMH TOJIBKO O CTPAHHIIAX CIPABOYHOTO PYKOBOJICTBA;
- s — BBIBOJ] MTH(GOPMAITMH TOJIBKO 00 UCXOMHBIX (haiiiax.

11.1.2.4 Monumopune u ynpasnenue npoyeccamu

Komanna ps
Komanna ps otoOpakaer CruCOK TEKYIUX MPOIECCOB.
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CHHTaKCHC:
ps [—-aA] [-defl] [-G cnmcokx] [-o dopmaT...] [-p cnmcok] [—-t cnmcoxk] [-
U cnomcok] [—-g comMcok] [—-n cOMCOK] [—-Uu CHOMCOK]

[To ymomyanuto BeIBOAUTCS MH(OpMaLus O mpoleccax ¢ Temu xe aeictBytomum UID u ynpas-
JSAIOLIMM TEPMHUHAIIOM, YTO U Y ITOJAOLIEr0 KOMaHy MOJIb30BaTEIs.

OcHoBHbIE ONIUU:

—a — BBIBECTH MH(POPMALIMIO O POIIeCccax, aCCOIMUPOBAHHBIX C TEPMHUHATIAMU;

—f — BBIBECTH «IIOJIHBIN» CIIUCOK;

—1 — BBIBECTH «JJIMHHBIN CITHICOK;

-P CIMCOK — BBIBECTH HH(OPMAIHIO O TIPolIeccax C MepeunciaeHHbIME B criucke PID;
—U CIIMCOK — BBIBCCTHU I/IH(i)OpMaI_II/IIO (0] Hpoueccax C HepeLII/ICJ'IeHHBIMI/I I/II[eHTI/I(i)I/IKaTopaMI/I NN
HMEHAMU M0JIL30BaTEIEH.

Komannaa kill
Komanga kill mo3BoJiIeT MPEKPATUTh UCIIOJIHEHUE MpoLecca WK epeaaTh EMy CUTHAIL.

CuHTakcuc:
kill [-s] [cumrHan] [upentTuduxkaTop] [...]
kill [-1] [cTaTyCc 3aBepueHNd]
kill [-nmomep curuana)l] [mpoeHTHdurarTop] [...]
Wnentuduxatop — PID Benymero nporecca 3a1anus Wikl HOMEp 3a/1aHus, IPeIBapEHHBIN 3HAKOM
«%o».
OCHOBHEBIE OIINH:
—1 — BBIBECTH CIIMCOK MOIJIEPKUBAEMBIX CUTHAJIOB;

—S CHUT'HaJl, —~CUIT'HaJl — IIOCJIaTh CUT'HaJI C YKa3aHHbBIM UMCHCM.

Ecnu oObrunas komanaa kill He Aaer kenaTenbHOTO 3deKrTa, He0OXOIUMO HUCIIONIB30BATh KO-
MaHay kill ¢ mapamerpom —9:
$ kill -9 PID HOMep

Komanna df
Komanga df moka3bIBaeT KOJIMUYECTBO JOCTYITHOTO JIUCKOBOTO MPOCTPAHCTBA B (aiIOBOM CHUCTE-

Me, B KOTOpOU copepKuTcs (haiis, mepelanHblil Kak aprymeHT. Eciou Hu onuH (aiin He yKaszaH, MOKa3biBa-
€TCs JOCTYITHOE MECTO Ha BCEX CMOHTHUPOBAHHBIX (DailoBBIX cUcTeMax. Pa3mMepsl o yMOITYaHHIO yKa3a-
Hbl B O0510kax o 1Kb o ymonuanuio.

CuHTaKcuc:
df [omumsa...] [pani...]

OCHOBHBIC OIIIHH:

-total — HOACYUTATE OOIIUI OOBEM B KOHIIE;
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-h, ——human-readable — nevaraTp pa3mepsl B yaobountaemMoM ¢opmare (Hampumep, 1K,
234M, 2QG).

Komanaga du
KOMaHILa du IIOACUHUTHIBACT HCIIOJIB30BAHUC AHWCKA KaXIbIM q)aleOM, JI KaTaJIoroB IIOACYUET

MIPOUCXONUT PEKYPCUBHO.

CuHTakKcuc:
du [omnumm] [pani. .. ]

OCHOBHBIE OITIIUU:

-a, ——all — BBIBOJUTH OOIIYIO CYMMY JIJIsl K&KJIOTO 3aIaHHOTO (haiiia, a He TOJIBKO IS KaTajo-
r'OB;

-c, ——total — moAacYUTaTh OOIIHUIi 00bEM B KOHIEC. MOXKET OBITh UCITOIL30BAHO JISI BHIICHEHUS
CyMMapHOT0 MCTIOJ30BaHMs JUCKOBOTO MTPOCTPAHCTBA JUIsl BCETO CITMCKA 3aJaHHBIX (DANIIOB;

-d, —-max-depth=N — BBIBOAUTH 00bEeM AJisi Karanora (wiu Qaiinos, ecnu ykazaHo —-all)
TOJIBKO ecJii OHa Ha N WJIM MeHee YPOBHEH HUKE apryMEHTOB KOMaHHOW CTPOKH;

-S, ——separate-dirs — BbJaBaTh OTJEIHHO pa3Mep KaKJIOTO KaTajora, He BKJIFOYAs pa3Me-
PBI TTOJIKATAIOTOB;

-3, ——summarize — 0To0pa3uTh TOJIBKO CYMMY JUISI KQXKJIOTO apryMEHTA.

Komanga which
Komanna which orobpakaeT mogHbIN MyTh K YKa3aHHBIM KOMaHJaM WJIA CLICHAPHSIM.

CunTakcuc:
which [onumm] [--] mMa nporpammel [...]

OCHOBHBIE OILIHHU:

-a, ——all — BBIBOAWT BCE COBIABIIWE UCHOJHSEMBbIC (DAMIIBI MO CONEPKUMOMY B TIEPEMEHHOM
OKpyXxeHusi $PATH, a HE TOJIBKO MEPBBIM U3 HUX;

-c, -—total — moacyuTaTh OOIMH 00BEM B KOHIIE. MOKET OBITH MCIOJIH30BAHO IJI BLIICHEHMS
CYMMapHOTO HCITOJIb30BaHHS TUCKOBOTO IMPOCTPAHCTBA JIISI BCETO CITMCKA 3aJIaHHBIX (hailiioB;

-d, ——max-depth=N — BBIBOAUTH 00bEeM AJisi Karanora (wiu QaiiyiioB, ecnu ykazaHo —-all)
TOJIBKO ecJii OHa Ha N WM MeHee YPOBHEW HUKE apryMEHTOB KOMaHIHOW CTPOKH;

-S, ——separate-dirs — BbJaBaTh OTJCIHHO pa3Mep KaKJIOTO Karajora, He BKJIIOYAs pa3Me-
PBI TTOJIKATAJIOTOB;

-—-skip-dot — mpomyckaer BCe KaTajaoru U3 MEepeMEHHON OKpyxkeHus SPATH, KOTOpbIE HA4U-
HAIOTCS C TOYKH.
11.1.2.5 Ucnonvzosanue MH0203A0a4HOCMU

OC «AnbTr Pabouas craunmsy — MHOro3aaydasi CUCTEMA.
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st Toro 4TOOBI 3aIyCTUTh NMPOTrpaMMy B (DOHOBOM peKHUME, HEOOXOIMMO Habparh «&» mocie
uMeHH nporpammsbl. [locie 3Toro 06o104uka JaeT BO3MOXKHOCTD 3aITyCKaTh IPYTUE MPUITOKEHHUSL.

Tak kak HEKOTOpbIE IPOrPaMMbl UHTEPAKTUBHBI — MX 3aIlyCK B (OHOBOM peXUMeE OE€CCMBICIICHEH.
[TogoGHBIE MPOrpaMMBbl IPOCTO OCTAHOBSITCS, €CIIU UX 3AIyCTHTh B (JOHOBOM PEXHME.

MOHO TaKke 3aIyCcKaTh HECKOJIBKUX HE3aBHCUMBIX CEaHCOB. JlJIsl 3TOTO B KOHCOJIM HEOOXOIMMO
HaOpaTh <Alt> u oaHy U3 KiaBulll, HaxoAsmuxcs B uutepsaie ot <F1> no <F6>. Ha skpane nosBuTCS

HOBOC IIPUTTIAIICHUE CUCTEMBI, U MOXXHO OTKPBITh HOBBIM CeaHC.

Komanna bg
Komanna bg ucnonb3yercs 71t TOTO, YTOOBI IEPEBECTH 3aJ]aHNE HA 3aTHUAMN TIJIaH.
CuHTakcuc:

bg [nneHTHOUKATOP ...]

Nnentudukarop — PID Bexymero nporecca 3a1anus Wik HOMEp 3a/1aHusl, TpeIBapEHHBINA 3HAKOM
«%o».

Komanpga fg
Komanna f£g no3BossieT nepeBecTy 3aJaHue Ha IEepeIHUN IIJ1aH.

CuHrakcuc:
fg [mmoenTHOUKATOP ...]

Wnentudukatop — PID Benyiero nporecca 3aianus Wikl HOMEp 3a/1aHus, IpeIBapEHHBIN 3HAKOM
«%o».
11.1.2.6 Cocamue u ynaxoexa ¢haiinos

Komanpna tar
Cxxatne u ymakoBka (DailyioB BBITIONHIETCS C TMOMOIIBIO KOMaHIbl tar, KoTopas mpeoOpasyeT

daiin unu rpynmy ¢aiinos B apxus 0e3 cxatus (tarfile).
VYnakoBka (haiiioB B apXMB Yalle BCETO BBIMOJIHACTCS CIETYIONIEH KOMaH I0M:
$ tar -cf [umMsg cozmaBaeMmoTo dalyia apxuBa] [yHakoBeBaemule Gamiel /v
KaTaJjioru |
[Ipumep ucnosib30BaHUs KOMaH bl YIIAKOBKH apXHBa!
$ tar -cf moi dokumenti.tar Docs project.tex
PacniakoBka conepKMMOro apxuBa B TEKYIIUN KaTaJIOr BBIIOJHAETCS KOMaHI0M:
$ tar -xf [umsa danna apxuBa]

Jnst cxxaTust (paifioB UCTIONB3YIOTCS ClICLUAIbHBIE TPOTPaMMb CKATHS: gzip, bzip2 u 7z.

11.2 CtpikOBaHHE KOMaH]I B CHCTEME

11.2.1  CranpapTHbII BBOJ ¥ CTaHJAPTHBIN BBIBOJ
MHorue KOMaH/Ibl CHCTEMbI UMEIOT TaK Ha3bIBa€MbIE CTaHAAPTHBIN BBOJ (standard input) u cTan-

napTHeIA BIBOJ (standard output), yacTo cokpamaembie 10 stdin u stdout. BBoa u BEIBOA 37€Ch —
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9TO BXOJHAS M BBIXOAHAsI HHGOpMAITUs IS JaHHOW KoMaH[el. [IporpammHas 000yi04Ka JqeiaeT Tak, 4To
CTaHJApPTHBIM BBOJIOM SIBJISIETCA KJIaBHATypa, & CTAHIAPTHBIM BBIBOJIOM — KpPaH MOHUTOPA.

[Tpumep ¢ ucnonb3oBanueM koMaubl cat. Ilo ymonmyanuio komaHaa cat UMTaeT JaHHbBIE U3 BCEX
GaiioB, KOTOpbIE YKa3aHbl B KOMAaHJHON CTPOKE, W MOCHUIAET 3Ty HWH(OPMAIMIO HETOCPEICTBEHHO B
cTanfapTHBIN BBIBOJ (stdout). CenoBarensHo, KOMaHAA:
$ cat history-final masters-thesis

BBIBEJICT HA PKpaH CHavaia cojepkumoe daitma history-final, a 3arem — (aitia masters-
thesis.

Ecnu nMms ¢aiina He ykazaHo, TporpaMma cat YuTaeT BXOJHBIC JaHHBIC W3 stdin W BO3Bpamaer
ux B stdout. lIpumep:
$ cat
Hello there.

Hello there.
Bye.

Bye.
<Ctrl>-<D>

Kaxnyro cTpoky, BBOIMMYIO € KJIaBUATyphbl, porpaMma cat HEMEUIEHHO BO3BpAalllaeT Ha SKpaH.
[Tpu BBOAE MHGOPMAIIUU CO CTAaHAAPTHOTO BBOJA KOHEIl TEKCTa CUTHATU3UPYETCS BBOJIOM CIEIHAIBHOM
KOMOWHAIMK KJIaBHIl, Kak mpasuio, <Ctrl>-<D>. CokpaiménHoe Ha3BaHHe cUrHaja KoHla Tekcra — EOT

(end of text).

11.2.2  IlepenanpasieHue BBOJA U BHIBOJA

[Tpu HEOOXOMMOCTH MOKHO NIEpEHANPaBUTh CTaHAAPTHBIN BBIBOA, MCIIONb3Ysl CUMBOJI > U CTaH-
JAPTHBIA BBOJI, UCITOJIb3YSI CUMBOJ <.

OuneTp (filter) — mporpamma, KOTOpasi UMTAET JAaHHBIC M3 CTAHAAPTHOTO BBOJA, HEKOTOPHIM 00-
pa3oM ux oOpabaThiBaeT W pe3yJbTaT HANpaBiseT HA CTaHIAPTHBIA BbIBOJ. Korma mpumensiercs mepe-
HanpaBJIeHUE, B Ka4eCTBE CTaHJApTHOTO BBOJAA M BBIBOJIA MOTYT BhICTymath (haitnbl. Kak yka3siBazoch
BBIIIIE, IO YMOJYaHUIO, stdin u stdout OTHOCATCA K KIaBHAType W K dKpaHy COOTBETCTBEHHO. [Ipo-
rpaMMa sort SIBISI€TCS] IPOCTHIM (PUIBTPOM — OHA COPTUPYET BXOJHBIE TaHHBIE U MOCHUIAET Pe3yabTaT Ha
cTaHIapTHHIN BbIBOJ. COBCEM MPOCTHIM (DMIIBTPOM SIBIISIETCA MporpaMma cat — OHa HUYEro He JENIaeT C

BXOAHBIMU JAaHHBIMH, a ITPOCTO MEPECHIIACT UX HA BBIXO/I.

11.2.3 Hcnonbp30BaHue COCTHIKOBAHHBIX KOMAH/
CreikoBKy KOMaH] (pipelines) ocymiecTisier KoMaHIHas 000104Ka, KoTopas stdout mepBoii xo-
MaH/Ibl HampaBJsieT Ha stdin BTopoit kKoMaH k1. J[71s1 CTRIKOBKH MCTIONB3yeTcs cuMBoI |. HampaBuTh stdout
KoMaHbl Is Ha stdin KOMaHIBI SOrt:

S 1s | sort -r
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notes
masters-thesis
history-final
english-list

BriBoj crincka ¢aiinoB yactaMu:
S 1ls /usr/bin | more

[Ipumep ctpikOoBaHUS HECKONBKUX KomaHA. Komanma head — sBisieTcs GuibTpoM Clieyromero
CBOIICTBA: OHA BBIBOJUT MEPBbIE CTPOKH U3 BXOJHOI0 MOTOKA (B MpUMepe Ha BXOJl OyeT MoJaH BbIXOA OT
HECKOJIbKMX COCTBIKOBAHHBIX KOMaHM). Ecnu HeoOXoauMo BBIBECTH HA KpaH IMOCieqHee Mo andaBuTy
uMs (aiiia B TEKyIIeM KaTajaore, MOXKHO UCTIOIb30BaTh CISAYIONIYI0 KOMAaHTY:
S 1s | sort -r | head -1 notes

rae komanjga head -1 BBIBOAUT HA 3KpaH MEPBYIO CTPOKY MOJIYHAEMOrO € BXOJHOTO MOTOKA
CTPOK (B IMpUMepe MOTOK COCTOUT U3 JJAHHBIX OT KOMaHbl 1S), OTCOPTUPOBAHHBIX B 0OpaTHOM angaBuT-
HOM MOPSJIKE.

11.2.4  He necTpyKTHBHOE MEepEHANpPABIEHNUE BHIBOJA

DddexT oT ucnoap30BaHUs CHMBOJA > JJIs TIEpEeHANPaBIIeHUs BBIBOAA (haiiia SBISETCS NECTPYK-
TUBHBIM; TO €CTh, KOMaH/1a
$ 1s > file-list

YHUYTOXKHUT coaepxkumoe ¢aina £file—-11st, ecnu 3TOT (aida paHee CymecTBOBall, U CO3acT Ha
ero Mecte HOBBIH (haiin. Eciu BMecTo 3Toro nepeHanpapieHue OyaeT cAelaHo ¢ TOMOIIbI0 CHMBOJIOB >>,
TO BBIBOJ Oy/IeT MpUIKUCaH B KOHEI yKa3aHHOTO (haiiia, Py 3TOM UCXOJHOE Cojepkumoe ¢aiiia He Oy-
JIET YHAYTOXKEHO.

[Ipumeuanue. llepenanpaBieHne BBOJA M BBIBOAA M CTHIKOBAHME KOMAaHJ OCYIIECTBIISETCS
KOMaHJIHBIMU 000JIOUYKaMH, KOTOPBIE MOJICPKUBAIOT UCIOJIb30BAaHUE CHUMBOJIOB >, >> U |. Camu Ko-

MaHABI HE CHOCO6HI)I BOCIIPUHHUMATL U UHTCPIPECTUPOBATHL 3TU CUMBOJIBI.
11.3 CpencTBa ynpaBiaeHuUs JUCKPELIMOHHBIMU IPaBaMu JOCTYyIIa

11.3.1 Komanma chmod

Komanma chmod npeaHa3zHaueHa 411 U3MEHEHUS TpaB J0CTyIMa (HaidyioB U KaTajaoroB.

CHHTAKCHUC:
chmod [ONU¥S]... PEXMM[,PEXUM]... [®aia...]
chmod [ONLMA]... --reference=NOANJ OAWII. ..

OCHOBHBIE OITIINU:
—-R — PEKYpPCUBHO M3MEHSATh PEKHM JIOCTyNa K (aiyiaM, pacrosio)KEeHHBIM B YKa3aHHBIX KaTajo-

rax;
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--reference=MOAII — UCIIOIB30BATH PEXKUM (aiiia UDAMII.

Komanna chmod u3MeHsieT mpasa JI0CTyIa KaXKI0ro yKa3aHHOro (haiija B COOTBETCTBUU C IIpaBa-
MU JIOCTYTIA, YKa3aHHBIMH B TIapaMeTpe PEXUM, KOTOPBI MOXET ObITh IMPEACTABICH KaK B CHMBOJIHLHOM
BU/JIE, TaK U B BUJIE BOCBMEPUYHOTO, MPEACTABIISAIONIEr0 OUTOBYIO MacKy HOBBIX IPaB JOCTYTIA.

dopmaT CUMBOJIBHOTO PEXUMA CIICTYOIIHIA:

[ugoa...][[+-=] [pazpemeHusd...]...]

31eck pa3pelieHus — 3To0 HOJIb Uiu Oosee OyKB U3 Habopa «rwxXst» WK oHa U3 OyKB U3 Habopa
«ugo.

Kaxxnpiii apryMeHT — 3TO CHHCOK CHUMBOJIBHBIX KOMAaHJ M3MEHEHMs IpaB JOCTYIA, pa3JeeHbIX
3anaTeiMu. Kaxknas Takas KoMaHJa HAYMHAETCs ¢ HyJsl WK 6osee OyKB «ugoa», KOMOMHALKS KOTOPBIX
yKa3bIBaeT, UYbM MpaBa JI0CTymna K (aimy OyayT M3MEHEHbI: MOJb30BaTelNs, Biajaeromero Qaiimom (u),
MOJI30BATENeH, BXOSIIUX B TPYIIY, K KOTOPOW MPHUHAIIIEKHUT (ailn (g), OCTANbHBIX MOJb30BaTene (0)
WIM Bcex noJip3oBateneit (a). Ecnu He 3amana HU ojHa OyKBa, TO aBTOMaTHYECKH OyJeT MCHOJIb30BaHa
OykBa «a», HO OWUTHI, yCTaHOBJICHHBIC B umask, He OyayT 3aTpOHYTHI.

Omneparop «+» noOaBiseT BbIOpaHHbBIE MTpaBa JOCTYyMA K yKe UMEIOMINMCS Y Kaxaoro (daiina, «-»
yAaJISIeT 3TU IPaBa, «=» MPUCBAUBACT TOJIBKO TH MpaBa KaXXJA0MY YKa3aHHOMY (aiiy.

BykBbl «rwxXst» 3aat0T OUTHI TOCTyNa JUIsl IOJB30BATENEH: «I» — UTEHUE, «W» — 3AIHUCh, «X» —
BBITMIOJIHEHHE (MJIM TIOMCK IS KaTaloroB), «X» — BBIMOJHEHUE/TIOUCK, TOJIBKO €CIIM 3TO KaTajor WU ke
daiin ¢ yxe yCTaHOBICHHBIM OMTOM BBITIONHEHUS, «S» — 3a1aTh ID monp30BaTenst M TpyNIbl MPHU BBIMOJ -
HEHMH, «t» — 3alpeT yaaaeHus.

UmncI0BOM pekrM COCTOUT M3 He 0oiee YeThIpeX BOCbMEPUYHBIX HU(Gp (OT HYJS IO CEMH), KOTO -
pBI€ CKJIAIBIBAIOTCSA M3 OMTOBBIX MACOK C paspsmaMu «4», «2» u «1». JroObie mpoIyIeHHbIe pa3psiabl
JOTIOTHSIFOTCS TUAUPYIOIIUMHE HYJISIMH:

- TepBbIH pa3psy BRIOUPAET yCTaHOBKY HACHTU(UKATOpa mosib3oBarens (setuid) (4) wium uneHTHU-

karopa rpynmsl (setgid) (2) umm sticky-6wura (1);

- BTOpOI pa3psj BeIOMpaeT mpasa JOCTyMa JJIs MOJIb30BaTeNsl, BIJICIONIET0 JaHHBIM (aiioM: 4uTe-

Hue (4), 3amuch (2) u ucoanenue (1);

- TpeTui pa3psl BbHIOMpaeT mpaBa JOCTYIA Ul MOJIb30BaTeNIed, BXOSAIUX B JaHHYIO TPYIIy, C

TEM K€ CMBICIIOM, YTO U Y BTOPOTO pa3psi/a;

- 4YeTBEPTHIA pa3psl BbIOMpaeT IMpaBa JIOCTyIa AJS OCTaJbHBIX IMOJb30BaTeNel (He BXOIALIMX B

JAHHYIO TPYIIY), OMATH C TEM K€ CMBICIIOM.

IIpumepsr:

- YCTaHOBMTH IIpaBa, MO3BOJISIOLINE BIIAJENbLly YNTATh U NUcaTh B ¢ain £1, a wieHaM Ipynnsl U

IMPOYHUM IIOJIb30BATC/ISAIM TOJIBKO YHUTAThb. KOMaHI[y MOJKHO 3aIlluCaTb ABYMA crocodamu:

S chmod 644 f1
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$ chmod u=rw,go=r fl
- TO3BOJIUTH BCEM BBINOJIHATH (paiin £2:
$ chmod +x f2
- 3amnpeTuts yJanenue ¢aina f3:
$ chmod+t £3
- JIaTh BCEM IIpaBa Ha YTCHHE 3aMUCh U BBINOJIHEHHE, & TAK)KE HA MEPEyCTaHOBKY MICHTU(UKATOpA
rpyIIbl IPU BHIOJTHEHUH (aiina £4:
$ chmod =rwx,g+s f4
$ chmod 2777 f4

11.3.2  Komanga chown
Komanga chown usmeHsieT Biajenblia u/uiy rpynmny Ui KaKIoro 3a/laHHoro Qaiina.
CuHrakcuc:
chown [KJIOU]..[BJALEJIEL] [: [TPYINA]] OANI
W3menuTsh Brazienbiia MOXKET TOJIBKO Biajernel (aiiia win cynepnoinr3oBarenb. Bragenen He u3-
MEHSETCsI, €CIIM OH HE 3aJ]aH B apryMeHTe. [ pynna Takyke He U3MEHSETCs, €CIIM He 3aJjaHa, HO €CJIU TI0CIIe
cumBosibHOTO BJIAJIEJIBIIA cTOUT CMMBOJN «:», OApPAa3yMeBaeTCd MU3MEHEHHE TPyNIbl HA OCHOBHYIO
rpynmny Tekyuiero nonb3oBatens. [Tons BJIAJIEJIELL u I'PYIIIIA moryT ObITh Kak YMCIIOBBIMH, TaK U
CHUMBOJIbHBIMH.
[Ipumepsr:
- TIOMEHSATH BIaJenblia /U Ha MOJIb30BaTeNsd test:
$ chown test /u
- TIOMEHSATH Biajeiblia U rpynmy /u:
$ chown test:staff /u
- TIOMEHSTH Biajeiblla /U 1 BIOKEHHBIX (ailioB HA test:
$ chown -hR test /u
11.3.3  Komanna chgrp
Komanga chgrp u3mMeHseT rpyIimy IUisl KaXI0To 3aJaHHOTO ¢aiina.

CHUHTaKCUC:

chgrp [ONUMM] TPYIIA QA
OCHOBHBIE OIINH:

—R — peKypCUBHO U3MEHATH (ailsibl U KaTajlory;

—--reference=MOAII — UCIIOABL30BaTh rpymIy Qaiina UDAMII.
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11.3.4  Komanna umask

Komanga umask 3amaer macky pexxuma co3faHus (aiia B TeKylel cpege KOMaHIHOIO UHTEp-
[IPETaToOpa paBHOW 3HAYEHUIO, 33JaBAEMOMY OIEPAaHIOM PEKHUM. JTa MacKa BIIMAET HA HA4YaJbHOE 3HAUe-
HHUe OMTOB MpaB JI0CTyMa BCEX CO3/1aBaeMbIX Janee (aiisios.

CuHrakcuc:
umask [-p] [-S] [pexumMm]

[Tonp30BaTenbCKONW Macke pekuMa co3aaHus (aiaoB MPUCBAUBACTCS YKa3aHHOE BOCHMEPUYHOE
3HayeHue. Tpu BocbMepuuHble U(PBI COOTBETCTBYIOT MIPaBaM Ha YTEHHE/3aNMCh/BBINOJIHEHHE /7S Bia-
JIENbLIA, YWIEHOB IPYIIIBl M IPOYMX MOJIb30BATENEH COOTBETCTBEHHO. 3HAUEHHUE KaXK/101 3aJaHHOW B Mac-
Ke IU(PBI BEBIYUTAETCS U3 COOTBETCTBYIOMIEH «IH(PBD», ONMPEeIeHHONH CUCTEMOM MPH CO3IaHuH (aiia.
Hampumep, umask 022 ypanser mpaBa Ha 3amuch JJIS WICHOB TPYMIBI M MPOYUX IOIb30BaTenei (y
¢aiinos, cozgaBaBIINXCA C PEKUMOM 777, OH OKa3bIBaeTCsl paBHBIM 755; a pexum 666 npeodpasyercs B
644).

Ecnu macka He yka3aHa, BbIJAeTCA €€ TeKyIllee 3HaUeHUE:
$ umask
0022

WIH TO K€ CAMO€ B CUMBOJIBHOM PEXHUME:
$ umask -S
U=rwx, g=rx, O=rx

KOMaHILa umask PacCno3HACTCA U BBINIOJIHACTCA KOMAHAHBIM UHTCPIPETATOPOM bash.

11.3.5 Komanna chattr

Komanna chattr nameHseT atpmbyTbl (haiinioB Ha haiiioBbIx cMcTeMax ext3, exta.

CHUHTaKCUC:

chattr [ -RVf ] [+-=aAcCdDeFijmPsStTux] [ -v Bepcusa ] <OAVJIIE>

OCHOBHBIC OIIIHH:

—-R — PEeKypCUBHO M3MEHAITH aTPUOYTHI KaTaJOTOB U MX COAEPKUMOT0. CHMBOIMYECKUE CCBHIIKU
UTHOPUPYIOTCS;

-V — BBIBOJUT PACIIUPEHHYIO HH()OPMAITUIO U BEPCUIO TIPOTPAMMBI;

- f — MOmaBIATE COOOIIEHNS 00 OIMINOKAX;

-V BepCHusd — YCTaHOBUTHh HOMEP BEepCUHU/TeHepanuu Qaiina.

@dopMaT CUMBOJIBHOTO PEXUMA!
+-=aAcCdDeFijmPsStTux

OmnepaTtop «+» 03HauaeT Ao00aBiIeHNE BHIOPAHHBIX aTPUOYTOB K CYIIECTBYIOIIMM aTpuOyTam; «-»
03HAYaeT UX CHATHUE; «=)» 03HAYAET OIpeIeTICHIE TOJIBKO ITUX YKa3aHHBIX aTpuOyTOB AJis (aiiios.

CumBonsl «aAcCdDeFijmPsStTux» yka3plBatoT Ha HOBbIE aTpHUOYTHI (PaifioB:
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- a-— ToJbKO nobaBieHuE K Qaiiy;

- A — He OOHOBIIATH BpeMs MTOCIIETHET0 TOCTyMa (atime) K daitty;

- C— CKarbli dai;

- C - oTtkmrouenue pexxuma «Copy-on-write» I yKa3aHHOTO Qaiina;

- d — He apxuBHPOBATH (OTKIIFOYAET CO3/IAaHUE APXUBHOW KONUH (aiiyia KoMaHa0i dump);

- D — cuHXpoHHOE OOHOBIIEHUE KaTaJIOTOB;

- € — BKIIIOYAeT KCIIOJIb30BaHUE extent Mpu BBIICTICHUHM MECTa Ha YCTpOHCTBe (aTprOyT HE MOKET
OBITH OTKJIIOUYEH C MOMOIIBI0 chattr);

- F —peructpoHe3aBUCHUMBI MOMCK B KaTalorax;

- 1 — Hew3MeHseMbli (aiin (Qaiin 3amuiieH oT U3MEHEHUH: HE MOXET ObITh yAanéH WU Tepe-
UMEHOBAaH, K 3TOMY (haiiily He MOTYT OBITh CO3/IaHBI CCHUIKH, M HUKAKUE JaHHBIC HE MOTYT OBITh
3arucaHbl B 3TOT (hailn);

- ] — BEJCHHE XypHaJIa JaHHBIX (HaHHBIC (aiiyia mepea 3amuchio OyayT 3alHMCaHbl B KypHal ext3/
ext4);

- M — HE CXKUMATh;

- P —xarasor c Bj1oXeHHbIMU (haiijilaMu SBIISCTCS HEPAPXHUUECKON CTPYKTYPOH MPOCKTAa;

- s — Oe3omacHoe yjnaineHue (mepes yAaleHHUEM Bce coaepxkumoe (ailia MOJHOCThIO 3aTUPAETCs
«00»);

- S — cuHXpOHHOE OOHOBJICHHE (AHAJOTUYEH OIIIMU MOHTHPOBAHUS «Syncy» (paiiioBoil CUCTEMBI);

- t—otkimouaeT Meroy tail-merging aiis daiiios;

- T — BepumHa uepapxuu KaTajloros;

- U — HeyJansembld (Mpu yaaneHuu Qaiiia ero couep>XKUMoe COXPaHSIETCs, TO MO3BOJIAET MOIb30-
BaTEJII0 BOCCTAHOBUTH (paiin);

X — IpSIMOM 0CTYII K (haiinam (aTpuOyT HE MOKET ObITh YCTAHOBJIEH C MOMOIIBI0 chattr).
11.3.6  Komanpna lsattr
Komanna 1sattr BeIBOAUT aTpuOyTHI (paiina pacuipeHHON (HaiaoBOi CUCTEMBI.

CHUHTAaKCHC:

lsattr [ -RVadlpv ] <OAWMJIE>

Ommuu:

—-R — pEeKypCHUBHO U3MEHSTH aTpUOYTHI KaTAJIOTOB M UX COAEPKUMOr0. CHUMBOIHYECKUE CCHUTKU
UTHOPHUPYIOTCS,

—V — BBIBOJIUT PACIIUPEHHYIO HHPOPMAIIUIO U BEPCHIO IPOrPaAMMBbI;

—a — IpocMaTpuBaeT Bee (aiiibl B KaTaiore, BKIIt0Yas CKPbIThIC (Daiiiibl (MMEHA KOTOPBIX HAYHHA -

IOTCSL C «.»);
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—-d — oToOpakaeT KaTajoru Tak e, Kak U (aiibl BMECTO TOT0, YTOOBI IIPOCMATPUBATEH UX COJIEP -
KHUMOE;

-1 — oToOpa)kaeT mapameTphl, HCIOJb3Ysl JJIMHHBIC UMEHA BMECTO OJJHOTO CHMBOJIA;

—P — BBIBOJUT HOMED MpoeKTa (haiina;

-V — BBIBOJUT HOMEP BepCHU/TeHepaluu daiiia.

11.3.7 Komanna getfacl

Komanna get facl BeIBOOUT aTpuOyTHI (aiisa paciiupeHHon GailioBoil CUCTEMBI.

CuHTakcuc:
getfacl [ --aceEsRLPtpndvh ] <®AWI>
Omuuu:

—a — BbiBecTH TOJIbKO ACL (aiina;

-d — BeiBecTH ToJIbKO ACL 1o ymomnuanuto;

—C — He MOKa3bIBaTh 3aroJI0BOK (MM (aiina);

—e — 1oKa3bIBaTh Bce A (EKTUBHBIE NPABA;

—E — He noka3bIBaTh 3 (EKTUBHBIE N1PaBa;

- s — IponycKarh (paitiibpl, UMEIOIINE TOJILKO OCHOBHBIE 3aIlHCH;

—R — 17151 IOJIKaTaJI0rOB PEKYPCUBHO;

-L — clIeZI0BaTh [0 CUMBOJIMYECKUM CChUIKAM, Ja’Ke €CJIM OHU HE YKa3aHbl B KOMaHHOW CTPOKE;
—P — He cIe10BaTh 110 CUMBOJIMYECKUM CCBIJIKAM, J1aXKE €CJIM OHU yKa3aHbl B KOMaHJHOW CTPOKE;
-t — UCNnoab30BaTh TAOYJIMPOBAHHBIN opMaT BHIBOAA;

—P — He YJalATh Belyle «/» u3 myTH (aiina;

—n — MOKa3bIBaTh YUCIIOBBIE 3HAUEHUS T0JIb30BATEIIS/TPYIIIIBL.

CDOpMaT BbIBOJA.

group:cool:r—-x

mask:r-x

1: # file: somedir/

2: # owner: lisa

3: # group: staff

4: 4 flags: -s-

5: user::rwx

6: user:joe:rwx feffective:r-x
7: group::rwx ffeffective:r-x
8:

9:

1

1

O: other:r-x
1:

default:user: :rwx
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12: default:user:joe:rwx #effective:r-x
13: default:group::r—-x

14: default:mask:r-x

15: default:oter:---

Crpoxku 1 — 3 yka3piBaroT uMs (aiiia, BiIaaesbla 1 IPYIITy BIaICbIEB.

B ctpoke 4 ykazansl Outhl setuid (s), setgid (s) u sticky (t): mu6o 6ykBa, 0603Ha4aroas OUT, JIH -
00 THpe (-). OTa CTpoKa BKIHOYAETCS, €CJIM KaKOH-TM00 U3 3TUX OUTOB YCTAHOBIIEH, U OIyCKaeTCs B MPO-
TUBHOM CJIy4ae, I03TOMY OHa He OyeT 0ToOpaxaTbcs A OOJBIIMHCTBA (PaiiiIoB.

Crpoku 5, 7 u 10 oTHOCSATCS K TpaAMLMOHHBIM OMTaM TpaB J0CTyNHa K (haiiiry, COOTBETCTBEHHO,
JUISL BIIaJeNblia, FPYIIIbI-BIaieblia U BCEX OCTAIbHBIX. DTU TPH 3JIEMEHTA SABJSAIOTCS 0a30BbIMU. CTPOKHU
6 U 8 ABJIAIOTCA JIEMEHTaMHM JUIsl OTAEIbHBIX MMoJIb30BaTeNs U rpynmnsl. CTpoka 9 — macka 3pPeKTUBHBIX
npaB. DTOT 3JEMEHT OrpaHUuYUBacT 3 (EKTUBHBIE NTPaBa, IPEJOCTaBIIEMbIE BCEM IPyIIaM U OTAEIbHBIM
noJjp3oBaressiM. Macka He BIMSET Ha MpaBa Juis Biajenbua ¢aiina u Bcex apyrux. Ctpoku 11 — 15 noka-
3p1BatoT ACL 1o ymMoa4aHuio, acCOLIMUPOBAHHBIN C JaHHBIM KaTaJIOrOM.

11.3.8  Komanna setfacl

Komanna setfacl u3menser ACL k daiinam nim karanoram. B komanaHO# cTpoke 3a mocieno -
BaTEJIbHOCTBIO KOMaHJ UJAET MOCJIE€A0BaTEIbHOCTh (PAiiIoB (3a KOTOPOH, B CBOIO OUYEPE/lb, TAKXKE MOXKET
UATH [IOCIIE0OBATEIBHOCTD KOMaH/ U TakK AaJIee).

CuHrakcuc:
setfacl [-bkndRLPvh] [{-m|-x} acl spec] [{-M|-X} acl file] <OANIT>
setfacl --restore=file

Omnuu:

—-b — ynanuthb Bce paspeiieHnsbie 3anucu ACL;

-k —ynanuts ACL 1o ymon4aHuio;

—-n — He IepecunThiBaTh MacKy 3((eKTUBHBIX IpaB, 00bIYHO setfacl mepecuuThIBAET MacKy
(kpoMe ciydast IBHOTO 33JaHUsl MAaCKH) JUIS TOTO, YTOOBI BKIIIOUHUTH €€ B MaKCUMaJIbHBIH Habop mpas J0-
CTYTIa 2JIEMEHTOB, Ha KOTOpbIE€ BO3JEHCTBYET MacKa (JIJIs1 BCEX I'PYMII U OTJEIbHBIX [10JIb30BaTeNeH);

—-d — npumennTh ACL 110 yMOJTYaHHUIO;

—R — 17151 IOJIKaTaJI0rOB PEKYPCUBHO;

—L — NepexoUTh 0 CUMBOJIMUYECKUM CChIIKAM Ha KaTaJIOTH (MMEET CMBICH TOJIbKO B COUETAHUU C
omnmuent -R);

—P — He MepexoJUTh MO CUMBOJIMYECKUM CChIJIKaM Ha KaTaloru (MMEeT CMBICI TOJBKO B cOoUYeTa-
HUU C omIuei —R);

—L — cnegoBaTh IO CHMBOJIUYECKUM CCBIIIKAM, JIa)KE€ €CIIM OHU HE YKa3aHbI B KOMaHJIHOI\/’I CTPOKE;
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—-P — He ce10BaTh 10 CUMBOJIMYECKUM CCBIIIKAM, J1a)K€ €CJIM OHU yKa3aHbl B KOMAaHJHOW CTPOKE;

--mask — nepecuntaTh Macky 3(p(HEeKTHUBHBIX MPaB;

—-m — u3MeHuTh Tekymuit ACL nns daiina;

-M — npountath 3anucu ACL mist monudukanuu u3 ¢aiina;

-x — ynanutb 3anucu u3 ACL aiina;

-X — npountath 3anucu ACL mis ynaneHus us daiina;

--restore=file — BOCCTAaHOBUTH PE3EPBHYIO KOIHUIO IpPaB JOCTYIA, CO3/JaHHYI KOMAaHJIOU
getfacl -R wiu ed mogoOHO#. Bee mpaBa moctyma nepeBa KaTajloroB BOCCTaHABIMBAIOTCS, UCIIONb-
3ysl 3TOT MeXaHu3M. B cirydae ecnu BBOJUMMBIE TaHHBIE COAECPKAT 3JIEMEHTHI JJIs BJIAJI€Ib1A UIH TPYIIIbI-
BJIQ/IETbIIA, U KOMaHJa setfacl BBINOIHIETCS MOJb30BAaTENEM C UIMEHEM T0ot, TO BIajesel] U Ipymnmna-
BJIa/IeTiel] Bcex (paiiyioB TakyKe BOCCTAHABJIMBAIOTCS. JTa OMNLHKS HE MOXKET HCIOIb30BAThCSI COBMECTHO C
JpYTMMHM ONLMAMU 32 UCKJIFOUEHUEM ONIMU —-test;

--set=acl — ycranoButb ACL mua ¢aiina, 3amenus tekymuit ACL;

--set-file=file — npounrats 3anucu ACL i yctaHOBIeHUs U3 daiina;

-—test — pexum tectupoBanus (ACL He u3MeHstoTces).

[Ipu ucnonp3oBaHUM oMM -—-set, -m U —x JOJKHBI ObITh mepeunciensl 3anmucu ACL B ko-
MaHAHOH cTpoke. DneMeHTsl ACL pa3fenstorcs OAMHApHBIMU KaBblYKaMHU.

[Ipu urennn ACL u3 daitna npu nmomomu onuuii —set-file, -M u -X koMaHga setfacl
NPUHUMAEeT MHOXECTBO JIEMEHTOB B (hopmaTe BbIBOJAa KOMaHIbl getfacl. B cTrpoke o0bIyHO cojmep-
JKUTCs He OonpIe oaHoro aiementa ACL.

Komanna set facl ucnonbsiyer ciaeayromue Ggopmatsl 35eMeHToB ACL:

- 1paBa J0CTyIa OTAEIbHOro moiib3oBaTens (ecau He 3anan UID, To mpaBa mocTyma Biiajenbla
¢aiina):
[d[efault]:] [ulser]:]Juid |[:perms]
- mpaBa J0CTyma OTAeIbHOU rpynmbl (ecau He 3a1aH GID, To mpaBa 10CTyIa IpyNIibI-BIIaeNblIa):
[d[efault]:] glroup]:gid [:perms]
- Macka 3QPeKTUBHBIX IPaB:
[d[efault]:] m[ask][:] [:perms]
- IpaBa JOCTYIa BCEX OCTAJIbHBIX:
[d[efault]:] o[ther][:] [:perms]

OnemeHT ACL siBnisieTcst aOCOIIOTHBIM, €CIIM OH COAEPKUT I0JIE PErms U SIBISETCS OTHOCUTENb-
HBIM, €CITM OH BKJIIOYAeT OJMH U3 MOIU(MUKATOPOB: «+» HIU «™». AOCOTIOTHBIE 3JIEMEHTHl MOTYT HC-
MOJIb30BAThCS B onepanusax yctaHoBkU win moaudukannu ACL. OTHOCHTENbHBIE JIEMEHTBI MOTYT UC-

M0JIb30BaThCs TONbKO B onepaunn moaudukanuu ACL. IIpaBa noctyna /uis OTAENbHBIX MOJIb30BaTENEH,
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IpyIIbl, HE coAepkKalliue HUKakux nojieit nocie 3nauenuit UID, GID (none perms mnpu 3ToM OTCYTCTBY-

€T), UCIIOJIB3YIOTCS TOJIBKO JIJISl YJAJIEHUS DJIEMEHTOB.

3unauenus UID u GID 3agatorcs nmeneM wiu uucioM. [lone perms MoxkeT ObITh MPEACTABICHO

KOMOWHAIHEH CUMBOIIOB «I», «W», «X», «-» i 1udp (0 — 7).

N3nauanbHO Qailnibl U KaTamoru cojepxar ToJbKo Tpu 6a30BbIX d1emenTa ACL: 11s Bnagensia,

rpynibI-BjIagcCiiblia 1 BCEX OCTAJIbHBIX ITOJIL30BaTEIICH. CymeCTByeT pAaa 1mpaBujl, KOTOPBIC CICAYET yUHU -

ThIBATh IIPHU YCTAHOBKC IIPpaB JOCTYyIIA:

HE MOTYT OBITh YJIAJICHBI Cpa3y Tpu 0A30BBIX AJIEMEHTA, JIOJDKEH PUCYTCTBOBATH XOTS OBl OJTUH;
eci ACL comepuT TmpaBa JIOCTyTA I OTJAEIBHOTO MOJIb30BaTeNs uiau rpymibl, To ACL Takxe
JIOJDKEH Co/IepKaTh MacKy 3(h(PEeKTUBHBIX MPaB;

eciu ACL conepxut kakue-nmu6o sanemeHTsl ACL mo yMomuaHuio, TO B IOCTIEAHEM JTOJKHBI TaK -
JKe TIPUCYTCTBOBATH TPU 0A30BBIX dJIEMEHTA (T. €. IpaBa JOCTYIIA 110 YMOJTYAHUIO JIJISl BIIAJCIbIIA,
IpyIIbI-Baieblia U BCEX OCTAIbHBIX);

ecmn ACL 1o yMOJTYaHUIO CONEPXKHUT IpaBa JIOCTYIA JJI BCEX OTACIbHBIX IOJIb30BATEICH WITH
rpynm, To B ACL Taxke JomKHA MPUCYTCTBOBATh Macka () (heKTHBHBIX MpaB.

J1st Toro 94TOOBI TOMOYB TIOIH30BATEINIO BBHITIOIHSITH 9TH MpaBuiia, KoMaHzaa setfacl cozmaer nmpasa

A0CTYyIIa, UCII0JIB3YA YKE CYIICCTBYIOIIUEC, COTJIACHO CICAYIOIHUM YCIIOBUAM!

€CJIM TpaBa JOCTyMa AJisg OTIACIBHOTO IMOJb30BaTelNs Wiu rpymnmbl qod0asieHsl B ACL, a Macku
MIPaB HE CYIIECTBYET, TO CO3JaeTCs Macka ¢ IpaBaMH JOCTYyTa TPYIIIbI-BIaACIbIIA;

ecm co3nal 3nmeMeHT ACL o ymoirganuro, a Tpex 0a30BBIX 3JIEMEHTOB HE OBLJIO, TOT/A JeTacTCsI
ux Komust U oun noo6asisitores B ACL mo ymoruanuio;

eciu ACL 1o yMoJTYaHHUIO COJIEP)KUT Kakue-In0o mpaBa JoCTyna Al KOHKPETHBIX MOJIb30BaTeNs
WIH TPYIIBI U HE COACPKUT MAcKy MpaB JOCTYIA MO YMOIYaHHIO, TO IPHU CO3JaHUM 3Ta Macka
OyZeT UMETh T JKe TpaBa, 4TO ¥ TPYyIIa M0 YMOTYAHHIO.

[Ipumep. Usmenuts paspemienus i ¢aina test . txt, npuHaUIeKaliero nojab30BaTento liza u

rpymnme docs, Tak, 4TOObI:

S 1s

MOJIL30BAaTENb ivan UMeJ MpaBa Ha YTEHUE U 3aMHCh B ATOT (aii;
MOJIB30BaTEIh Misha HE UMEN HUKaKUX MpaB Ha 3TOT (ai.
Hcxonubie nanxble:

-1 test.txt

-rw-r—-—-r—— 1 liza docs 8 guB 22 15:54 test.txt

$ getfacl test.txt

file: test.txt

#
# owner: liza
#

group: docs
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user::rw-
group: :r--
other::r--

YcranoBuTh pazpernieHus (0T noiab3oBarens liza):

S setfacl -m u:ivan:rw- test.txt

Ur

setfacl -m u:misha:--- test.txt
[IpocMoTpeTs paspenienus (0T mosib3oBarens liza):
$ getfacl test.txt
# file: test.txt
# owner: liza
# group: docs
user: :rw-
user:ivan:rw-
user:misha:---
group: :r—-
mask: :rw-
other::r--
[Ipumeuanue. CuMmBoOa «+» (IUTIOC) MOCHE MPaB JIOCTYyMa B BbIBOJAE KOMaH b Is -1 yka3biBaeT
Ha ucnosb3zoBanue ACL:
$ 1s -1 test.txt

-rw-rw-r——+ 1 liza docs 8 guB 22 15:54 test.txt

11.4 YnpasieHue noJib30BaTeIsIMU

11.4.1 OO6mmas nabopMaIys

[Tonp30BaTenu U TPynmbl BHYTPH CUCTEMBI 0003HAYAIOTCS NU(PPOBBIMH HICHTU(PHUKATOPAMH —
UID u GID, cooTBETCTBEHHO.

[Tonp30BaTenb MOXKET BXOJUTH B OJIHY WJIM HECKOJIbKO rpymi. [1o yMon4aHuio oH BXOJUT B TPy -
My, COBMAJIAIONIYI0 C €ro UMeHeM. YToObI y3HaTh, B KAKHWE €III¢ TPYIIBI BXOJHUT MOJIb30BaTENb, MOXKHO
HCITOJIB30BaTh KOMaH Ty 1d, BEIBOJ €€ MOXET OBITh IPUMEPHO CICAYIOIIHNM:
uid=500 (test) gid=500(test) rpynne=500 (test), 16 (rpm)

Takast 3anMCh O3HAYaeT, 4TO MOJIb30BaTeNb test (1udpoBoit uaentudukarop 500) BXoaAUT B rpyn-
bl test i rpm. PasHbie rpynmmbl MOTYT UMETh Pa3HbIM YPOBEHB JOCTYIIA K TEM WJIM MHBIM KaTajoraM; 4eM

B 0OJIBIIIEE KOJIMYECTBO TpyHIl BXOAUT I10JIb30BATECIIb, TEM OoublIIe IIpaB OH UMECT B CUCTEMCE.
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[Ipumeuyanue. B cBsA3u ¢ TeM, 4TO OOJIBIIMHCTBO NPUBUIETUPOBAHHBIX CUCTEMHBIX YTHIIUT B
nuctpudyTuBax «Anbt» umerorT He SUID-, a SGID-6uTt, He00X01uMO OBITH MpeIeTbHO BHUMATEIBHBIM U
OCTOPOXXHBIM B IICPEHA3HAYEHUH IPYIIIOBBIX IIPAaB HA CUCTEMHBIE KaTaJIOTH.

1142  Komanpga useradd

Komanga useradd peructpupyer HOBOTO IMOJIb30BATENsl WIM HU3MEHsSEeT HH(OPMALHIO O
YMOJIYaHHIO O HOBBIX I10JIb30BATEIAX.

CuHrakcuc:
useradd [OIUOMNM...] <UMA IIOJIL3OBATEJIA>
useradd -D [OILIUU. ..

Bo3smoxHbIE Onuu:

-b xaTasior — 0a30BbIi KaTaJIOr AJIs JOMAIIHEro KaTajora HOBOW y4éTHOH 3anucy;

—-C KOMMEHTAaPMIL — TEKCTOBasi CTPOKa (OOBIYHO UCIIONB3YeTCs Ui yKa3aHus (GaMIIUN U Me-
HH);

-d xaTaJioT — JOMAlIHUN KaTaJor HOBOM YUYETHOU 3aIlHCH;

-D — noKa3aTh WM U3MEHUTh HACTPOUKH 110 YMOJIYaHUIO AJis useradd;

—e IaTa — JaTa yCTapeBaHWs HOBOU y4ETHOU 3aIUCH;

-g rpynna — umsa win ID nepBruYHON rpynisl HOBOM YUYETHOM 3alNCH;

-G TpynIsl — COUMCOK JONOJHUTENbHBIX TPYI (Yepe3 3amsITyI0) HOBOW YUETHOM 3anucy;

—m — CO3/1aTh JOMAIIHUN KaTaJor MOJIb30BaTels;

—M — He co3aBaTh JOMAIIHUN KaTajor M0JIb30BaTels;

-p napoiib — 3amudpoBaHHBIN TapoJIb HOBOM YUETHOM 3amucH (He peKOMEHAyeTCs);

-s o00oJIouka — PEerucTpalyoHHass 000J04YKa HOBOHM y4y€THOM 3amMcu (o ymonuaHuio /bin/
bash);

—-u UID — nonw3oBarenbckuil ID HOBOM y4€THOM 3amnCH.

Komanga useradd nmeer MHOKECTBO NapaMeTPOB, KOTOPBIE MO3BOJIAIOT MEHSATh €€ MMOBEACHUE
1o ymon4anuio. Harmpumep, MOXKHO NPUHYUTENbHO YKa3aTh, kakoi Oynet UID unu kakoii rpynne Oyner
IIPUHAJIEKATh T10JIb30BATEIIb:

# useradd -u 1500 -G usershares new user
11.43  Komanmga passwd
Komanga passwd noaaepxuBaeT TpaAUIIMOHHBIE ONIIMU passwd U YTWIHT shadow.

CHUHTAaKCHC:
passwd [OIIIVN. ..] [VMA IOJIE30BATEJIA]
Bo3MoxHBIE OIINH:

-d, ——delete — ynaiuTh napoJib A1 YKa3aHHOM 3aIKCH;



333

-f, ——force — ¢opcupoBaTh omnepaIuio;

-k, ——keep-tokens — coxpaHUTh HE yCTapEBIINUE APOJIN;

-1, ——1lock — GIOKHPOBATh YKAa3aHHYIO 3aIUCH;

—-—stdin — NpoYMUTaTh HOBBIE APOJIU U3 CTAHJAPTHOIO BBOJA;

-S, ——status — AaTh OTYET O CTATYCE MApPOJIs B YKa3aHHOM 3aIUCH;

-u, ——unlock — pa30JI0KHpPOBaTh YKa3aHHYIO 3aIMKCh;

-7, ——help — noka3arb ClIpaBKy U BBIWTH;

—-—usage — JaTh KOPOTKYIO CIPABKY IO UCIIOIb30BAHUIO;

-V, ——version — nokas3aTb BEPCHUIO IPOrPAMMBbI U BBIWTH.

Kon BeIxona: mpu ycrenrHom 3aBepuieHnH passwd 3aKkaHuyuBaeT paboty ¢ koaoM Beixoaa 0. Kon
BbIxoMa 1 o3Havaer, yTo mpowmsonuia ommdka. TekcToBoe omucaHue OMMUOKKA BBIBOAUTCS HA CTaHIApT-
HBII TTOTOK OIIMOOK.

[Tonp30BaTens MOXKET B 000 MOMEHT TOMEHSTh CBOM mMapoiib. EquHCTBEHHOE, YTO Tpedyercs
JUISl CMEHBI TTAPOJISl — 3HATHh TEKYIIUH MapOJib.

Tonpko Cyneprnonp30BaTellb MOKET OOHOBHUTH MMAPOJh APYTOTO MOTH30BATES.

11.4.4  JloGaBieHHE HOBOTO IIOJIH30BATEIIS
Jlns noGaBieHusI HOBOTO MOJIb30BaTeNsl UCIONB3YHTEe KOMaH bl useradd U passwd:

# useradd testl

# passwd testl

passwd: updating all authentication tokens for user testl.

You can now choose the new password or passphrase.

A valid password should be a mix of upper and lower case letters, digits, and
other characters. You can use a password containing at least 7 characters
from all of these classes, or a password containing at least 8 characters
from just 3 of these 4 classes.

An upper case letter that begins the password and a digit that ends it do not

count towards the number of character classes used.

A passphrase should be of at least 3 words, 11 to 72 characters long, and

contain enough different characters.

Alternatively, if no one else can see your terminal now, you can pick this as

your password: "Burst*texasSFlow".
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Enter new password:
Weak password: too short.
Re-type new password:

passwd: all authentication tokens updated successfully.

B pesynbTaTe onMcaHHBIX IEWCTBHUI B CHCTEME MOSBUWICS IMOJb30BaTENb testl ¢ HEKOTOPBIM Ia-
posem. Ecau maposib oka3aicsi CAMIIKOM CIa0bIM C TOYKM 3PEHHUSI CUCTEMBI, OHa 00 3TOM HpPEeayNpeauT
(xak B mpuMmepe BbIe). [lonb3oBaTens B JajdbHENIIEM MOXET TOMEHITh CBOM MapoJib MPU MOMOIIU KO-
MaH/Ibl Passwd — HO €CJIM OH MOMBITaeTCs OCTAaBUTh CJIa0bIN Mapob, CUCTEMA OTKAXKET eMy (B OTJIMYUE
OT r00t) B NU3MEHEHUMU.

B OC «Anbt CepBep» A TpOBEpKH Maposied Ha ciaboCTh HCHONb3yeTcs Moayinb PAM

passwdgc.

11.4.5  Hacrpoiika napoiabHbIX OrpaHUYEHUN
Hactpoiika napoibHbIX OrpaHU4YEeHUN TPOU3BOAUTCS B (aiine /etc/passwdgc.conf.
@aiin passwdgc . conf cocrout u3 0 unum 6osee CTpok cieayroumero Gpopmara:
OIIIMA=3Ha4YeHNe
[lycTble cTpOKM M CTPOKHM, HAaUMHAIOIIMECS CO 3HaKa pemeTka («#»), urHopupytorcsi. CUMBOJIBI
npodena Mexy OoNnuueil U 3HaYeHUEeM He JI0IyCKatoTCsl.
Onuuu, KOTOpble MOTYT OBITH MEpeJaHbl B MOAYJb (B CKOOKaX yKa3aHbl 3HAUEHHUS MO yMOJ4a-
Huio0): min=NO,N1,N2,N3,N4 (min=disabled,24,11,8,7) — MUHUMAaTbHO JOITyCTHUMAsl JTHHA MTAPOJIS.
Wcnonb3yeMble THIBI Maposiel 1Mo KjlaccaM CUMBOJIOB (ai1(aBuT, YUCIIO, CIELICUMBOJ, BEPXHUHN U
HIDKHUH PErUCTp) ONPEeAeNsoTCs CaelyomuM 00pa3oMm:
- tun NO ucnonp3yercs A Mapojel, COCTOSAIIMX U3 CUMBOJIOB TOJIBKO OJHOTO KJIAcCa;
- tun N1 ucnons3yercs s maposei, COCTOSIINX U3 CUMBOJIOB JIBYX KJIacCOB;
- tun N2 ucrons3yerces Ut TapoIbHBIX Qpa3, KpoMe 3Toro TpeOoBaHUs [UTHHBIL, MapoibHas (pasza
JIOJDKHA TaKXKe€ COCTOSITh U3 JOCTATOYHOT'O KOJIMYECTBA CJIOB;
- tunsl N3 1 N4 ucnons3yroTcs A naposield, COCTOSIIUX U3 CUMBOJIOB TPEX M YETHIpEX KJIacCoB,
COOTBETCTBEHHO.
KiroueBoe cnoBo disabled ucnonb3yercs myis 3anpera naposei BeiOpanHoro tumna NO — N4 Hesa-
BUCHMO OT MX JUIMHBI.
I[Ipumeuanue. Kaxnoe cienyroliee Yuciao B HACTPOMKE «miny JOJKHO ObITh HE 0OJIbILE, YEM
npebIayIIee.
[Ipu pacuere KomM4ecTBa KJIACCOB CHMBOJIOB, 3arjIaBHbIE OYKBBI, HCIIOJIB3yEeMbIe B KA4ECTBE Iep-

BOro CMMBOJi1a 1 I_II/I(bp, HCIIOJIb3YEMBIX B KaUCCTBC IMOCJICIHCTO CUMBOJIA IIAPOJIA, HC YUUTBIBAIOTCA.
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max=N (max=40) — MakCUMaJbHO JOIyCTHMAas JUIMHA HapoJid. JTa ONIMUSI MOXKET ObITh HC-
M0JIb30BaHa Ui TOTO, YTOOBI 3allPeTUTh IMOJIb30BATENSIM yCTaHABIMBATh MapOJId, KOTOPhIE MOTYT OBITh
CIIMIIKOM JUTMHHBIMH JUISI HEKOTOPBIX CHUCTEMHBIX Ciyk0. 3HaueHue 8 oOpabaTbiBaeTcsi 0COOBIM 00-
pa3oM: mapoiu ATUHHEEe 8 CUMBOJIOB, HE OTKIIOHSIFOTCS, @ 00pe3aroTcs 10 8 CUMBOJIOB JIJIsl POBEPKH Ha-
JIeKHOCTH (I10JIb30BATENb MPU 3TOM HPEIYTIPEKIAETCH).

passphrase=N (passphrase=3) —4HUCJO CJIOB, HEOOXOIUMBIX ISl KJIt0UeBOH (hpasbl (3Ha-
yerue () OTKITI0YaeT MOAAEPKKY MapoJIbHEIX (hpa3).

match=N (match=4) — qmuHa oOIIeH MOACTPOKU, HEOOXOAUMOH /ISl BEIBOJIA, YTO TAPOJIb XO-
T Obl YACTMYHO OCHOBaH Ha MH(OpMAIMH, HaWJEHHOW B CUMBOJBHOU CTpoke (3HaueHue 0 OTKIrOYaeT
MOWCK MOACTPokH). Ecnu HalineHa cinabas moacTpoka maposib He Oy/leT OTKIOHEH; BMECTO 3TOro OH Oy-
JET TOABEpPraThCsi OOBIYHBIM TPEOOBAHHMSIM K MPOYHOCTH TpH yaajneHuw ciaboit moactpoku. [lowmck
MOJICTPOKUA HEYYBCTBUTEJICH K PETUCTPY U MOXKET OOHAPYKUTh M yAAJIUTH OOIIYIO MOACTPOKY, HAKCAH -
HYI0 B 00OpaTHOM HaIlpaBJICHUU.

similar=permit|deny (similar=deny) — mapamerp similar=permit paspelaer
3aJ]aTh HOBBII MapoJib, €CIM OH MOXO0X Ha cTapblil (mapameTp similar=deny — 3anpewmaet). [laponu
CUMTAIOTCS TIOXOXKUMHU, €CJIA €CTh IOCTATOYHO JUIMHHAS 00Ilas MOJCTPOKA, U MPH 3TOM HOBBIM Mapoib C
YaCTUYHO yJaJIeHHON MOJICTPOKOM OyAeT ciiadbiM.

random=N[,only] (random=42) — pa3mep CIly4ailHO CTCHEPUPOBAHHBIX MMAPOJIHHBIX (Ppa3
B Outax (oT 26 mo 81) mium 0, yToOBI OTKIOUHTH 3Ty GyHKIHUIO. JtoOas maponbHas ¢pasza, KOTopas co-
JIEPKUT MPEATIOKEHHYIO CIyYailHO CTeHEPUPOBAHHYIO CTPOKY, OyaeT paspelleHa BHE 3aBUCUMOCTH OT
JIPYTHX BO3MOXKHBIX OTpaHUYCHHN. 3HaUeHUE only UCIOIB3YETCs JJIsl 3alpeTa BHIOPAHHBIX IMOJIB30Ba-
TeJIeM MapoJiei.

enforce=none|users|everyone (enforce=users) — mapamerp enforce=users
3a/1aeT OrpaHUYCHHE 3aJaHMs Mapojeil B passwd Ha monb3oBarenelt 60e3 momHoMmouwmid root. I[lapamerp
enforce=everyone 3aJaeT OrpaHUYCHHUE 3aJaHUSA MApOJIe B passwd W Ha MOJb30BaTENIeHd, U HA
cynepnonbs3oBatens root. [Ipu 3HaueHnn none moayns PAM OyneT TOnbKO MpeaynpekaaTh O Ciadbix
[apoJIsX.

retry=N (retry=3) — KOIMYECTBO 3alIPOCOB HOBOTO MAapOJs, €CIMU I0JIb30BATEIb C IIEPBOTO
pas3a He CMOXET BBECTU JTOCTATOYHO HAJECKHBIN NApOJIb U IOBTOPUTH EI0 BBOJ.

Janee npuBOIUTCS IpUMED 3aJaHUs CIEAYIONIMX 3HaueHuH B (aiisie /etc/passwdgc.conf:
min=8,7,4,4,4
enforce=everyone

B yxazanHOM mpuMepe IMOoJIb30BaTeNsiM, BKIIIOUasi CYNEpIIoNb30BaTens root, Oy/1eT HEBO3MOXKHO

3a1aTh MapOJIn:



336

- Tuna NO (CHMBOJIBI OJJHOTO KJIacCa) — AJIMHONW MEHBIIIE BOCBMU CUMBOJIOB;
- tuna N1 (CUMBOJIBI IBYX KJIACCOB) — JJIMHOM MEHBIIE CEMU CUMBOJIOB;
- tuna N2 (maposbHble ¢pa3bl), Tuna N3 (CHMBOJBI TpeX KiaccoB) U N4 (CHMBOJBI YETHIPEX
KJIACCOB) — JUIMHOM MEHbILIE YETHIPEX CUMBOJIOB.
11.4.6  YnpapieHue CpoKOM JEHUCTBUS MAPOIS
Jlns ynpaBneHus CpoKoM JIEMCTBUS apoJIed UCIIOJIb3yeTCsl KoMaHaa chage.
[Ipumeuanue. JlomkeH ObITh yCTaHOBIIEH NakeT shadow—-change:
# apt-get install shadow-change
chage U3MEHSET KOJUYECTBO JHEH MEXy CMEHOW Mapojs U JaTOW MOCIETHEr0 U3BMEHEHUS Ia-
poJIA.

CHuHTaKCUC KOMaHIIBI:

chage [onumm] JOTMH

OCHOBHBIE OIILINH:

-d, -—lastday LAST DAY — yCTaHOBUTb IIOCIECAHMH JeHb cMeHbI mapons B LAST DAY
(uucno nuewi ¢ 1 ssaBaps 1970). Jlara taxoke MoxeT ObITh ykazaHa B popmare [ TTT-MM-/1/1;

-E, ——expiredate EXPIRE DAYS — yCTaHOBMTb JIaTy OKOHYaHMs JACHUCTBUS y4ETHOM 3aIlU-
cu B EXPIRE DAYS (uucno mueit ¢ 1 saBaps 1970). Jlata Taxke MoxeT ObITh yka3zaHa B ¢opMmate
I[TTT-MM-J/1. 3nauenuie -1 ynanser aTy OKOHYaHUS ACHCTBUS YUETHON 3aMHUCH;

-I, ——-inactive INACTIVE — HUCHOJB3YETCS IJI 3adaHUsl KOJIAYECTBA IOHEW «HEAKTUBHO-
CTH», TO €CTh JTHE, KOT/ia IOJIb30BaTellb BOOOIE HE BXOJIUII B CUCTEMY, TIOCJIE KOTOPBIX €ro yueTHas 3a-
nuck Oyner 3abmokupoBaHa. [lonb30Barenb, Ubs yueTHas 3aluch 3a0JI0KUpPOBaHa, JOJKEH 00paTUTHCS K
CHUCTEMHOMY aJIMHUHHCTPATOPY, MPEkKIAE YEM CHOBA CMOXET HCIIOJIb30BaTh CUCTEMY. 3JHaueHue -1 oT-
KJIFOYAET ATOT PEXKUM;

-1,--11ist — nmpocMOTp HHPOPMAIINHU O «BO3PACTE» YUETHOH 3aIHMCH TOIH30BATEIS;

-m, ——-mindays MIN DAYS — yCTaHOBHMTb MMHHUMAJILHOE YMCJIO JHEH MEPE] CMEHOU MapoJis.
3nauenuie 0 B 3TOM 1nojie 0003HAYaAET, YTO MOJIb30BATEh MOXKET U3MEHSITh CBOM MapoJib, KOTIa yTOAHO;

-M, --maxdays MAX DAYS — yCTaHOBUTb MaKCUMAJIbHOE YHUCJIO JHEH NEpe CMEHOM IapoJIs.
Korna cymma MAX DAYS u LAST DAY MeHble, ueM TeKyILIUH J€Hb, y MOJIb30BaTesl OyAeT 3ampo-
[IICH HOBBIH MMapoJib 0 Havasia paboThl B CUCTEME. DTa ONepalns MOXKET MPEABAPATHCS MPEIyTPEkKICHH -
eM (mapametp -W). [Ipu ycraHoBke 3HaueHHs —1, TpOBEpKa JACUCTBUTEIBHOCTU MApPOJIsi HE OYyJET BbI-
MOJIHSTBCS;

-W, ——warndays WARN DAYS — yCTaHOBHUTb YMCIIO ITHEH 10 UCTEYECHUI Cpoka JIEUCTBUS 1a-
pOJIsi, HAUMHAs ¢ KOTOPBIX MOJIb30BATENI0 OYIET BhIIaBaThCS MPEAYIPEkKACHUE O HEOOXOJUMOCTH CMEHBI

naposs.
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[IpuMep HACTPONKHU BPEMEHU NEUCTBUS NIApOJIs AJI M10JIb30BaTeNs test:
# chage -M 5 test
[Honyunuts nHpOpMaLIKIO O «BO3pACTE» YUETHON 3alMCHU TOJIb30BaTEN test:

# chage -1 test

[locyenHUM pPas [IapoJib OBI M3MEHEH : mex 27, 2023
CpoOK IeMcCTBMSA [IapoJigd MCTeKaeT : au 01, 2024
[lapose OyOmeT IOeaKTUBUPOBAH uUepes : auB 11, 2024
Cpok HOercTBMS yUETHOM 3alMCU MCTEeKaeT : HUKOT'Ha
MyHMMAJILHOE KOJIMUECTBO IHEM MEeXOy CMEeHOM IapoJid : -1
MakCcUMaJIbLHOE KOJIMUECTBO IHENW MEeXOy CMEeHOM IapoJid : 5

KomuecTBO OHEY C NpenylpexOeHVeM Iepel NeaKTUBALMeM NapoJid : -1

[Ipumevanue. 3aaaTh BpeMs JSHCTBUS NApPOJIs U1 BHOBb CO3[aBa€MBbIX T0JIh30BATEICH MOXK-

HO, 3MeHuB napameTp PASS MAX DAYS B daiine /etc/login.defs.
11.4.7  Hacrtpoliika HEMOBTOPSIEMOCTH MApOJIst

Jlns HACTPOWKM HETOBTOPSIEMOCTH TMapoJied UCIONB3YeTCsl MOAYJb pam_pwhistory, KOTOpBIA
COXpaHSEeT MOCIEIHUE MAPOIH KaXKAO0T0 MOJIb30BaTElIs U HE MO3BOJISET MOJIb30BATENIO IIPU CMEHE Mapois
YyepesoBaTh OJIMH M TOT K€ MapoJib CIUIIKOM YacTo.

[Ipumevanue. B 1aHHOM ciydae CHCTEMHBIN KaTaJOT CTAHET AOCTYITHBIM JIJISl 3aITHCH TTOJTB30-
BaTEJSIM IPYHIIBI pw_Uusers (CIeAyeT CO3[aTh 3Ty I'PYIILy U BKIIOUUTH B HEE M10JIb30BATENEH).

[Ipumeuanue. baza ucnonb3yembix naposeit Beaercs B (paitie /etc/security/opasswd,
B KOTOPBIH IOJIb30BATEIH JOJDKHBI UMETh JIOCTYI Ha YTEHHE M 3amKCh. [Ipy 3TOM OHU MOTYT YUTATh Xe-
IIM MapoJjiei OCTalbHBIX MoJib30Bareei. He pekoMeHyeTcst HCoib30BaTh HA MHOTOIIOJIB30BATENIbCKUX
cucTeMax.

Cozpnaiite aitn /etc/security/opasswd u maidTe rmpaBa Ha 3aMKCh MOJIb30BATEIISIM:
# install -Dm0660 -gpw users /dev/null /etc/security/opasswd
# chgrp pw users /etc/security
# chmod g+tw /etc/security

JUis HACTPOMKH 3TOTO OrpaHUYEHHss HEOOXOAMMO M3MEHUTh (Qailn /etc/pam.d/system-
auth-local-only TakuM 00pa3oM, 4TOOBI OH BKJIIOYAJ MOAYJb Pam pwhistory mociae mepBoro

MMOABJICHUS CTPOKU C IIAPOJICM:

password required pam passwdgc.so config=/etc/passwdqgc.-—
conf
password required pam pwhistory.so debug use authtok re-

member=10 retry=3
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[Tocne noGamnenus 3Toit cTpoku B (aiinie /etc/security/opasswd OyAyT XpaHUTHCS MO-
cinemanne 10 maposied moap30BaTess (COACPKUT XEIIN Maposieii BCeX YUETHBIX 3aIMCel T0Jb30BaTeNe) 1
IIPU MIOTIBITKE MCMOB30BAaHMUS APOJISl U3 3TOTO CIKCKa OyIeT BhIBEICHA OIINOKA!

Password has been already used. Choose another.

B crnydae ecnu HeoOxoauMO, 4TOOBI MPOBEPKA BBIMOIHSIACH U IS CYNEpIONb30BaTeNsl 1oot, B
HaCTPOUMKHU HYKHO 100aBUTH mapameTp enforce for root:
password required pam pwhistory.so

use authtok enforce for root remember=10 retry=3

11.4.8  Monudukamus nojab30BaTeIbCKUX 3aUCEeH

Jnist MoauduKanyy MOIb30BaTEIbCKUX 3aMUCEH MPUMEHETCS yTUINTA usermod:
# usermod -G audio, rpm,testl testl

Takas xoMaHIa W3MEHUT CIMCOK I'PYII, B KOTOPbIE BXOAMT IIOJIb30BaTeb testl — Temepp 31O
audio, rpm, testl.
# usermod -1 test2 testl

Byner npousBeneHa cMeHa MIMEHH 110J1b30BaTeNs ¢ test] Ha test2.

Komangsl usermod -1 test2 m usermod -U test2 COOTBETCTBEHHO BPEMEHHO OJIOKH-
PYIOT BO3MOXHOCTb BXOJla B CHCTEMY I10JIb30BATENIO test2 M BO3BPALLAIOT BCE HA CBOU MECTA.

W3meHeHus BCTYIIAT B CUITY TOJIBKO IIPH CJIELYIOLIEM BXOJE MTOJIb30BATENSA B CUCTEMY.

[Ipy HEMHTEPAaKTUBHON CMEHE WIH 3aJJaHUU MAPOJIEN JJIs LEJNON IPYIIbI M0JIb30BATENEH UCIIOIb-
3yercs KomaHaa chpasswd. Ha cranmapTHBINA BXOI €1 CleAyeT MoAaBaTh CIUCOK, KaX1as CTpOKa KOTO-

poro 6y;[eT BBITTIAACTD KaK M4 : I1apOoJib.

11.4.9 VY naneHue moab3oBaTeiiei
Jlns ynaneHus nojib30BaTeNIed UCIOIb3yeTess KoManaa userdel.
Komanma userdel test2 ygamur mojs3oBarens test2 u3 cuctemsl. Ecnu Oynet monosHUTeNh-
HO 3aJIaH TapaMmeTp —r, TO OyJIeT YHHYTOXKEH U JOMAITHUHN KaTalor mMmoiib3oBareis. Hembss ymanuTh

II0JIb30BATeIs], €CJIM B JAaHHBI MOMEHT OH ellle paboTaeT B CHCTEME.
11.5 Pexxum cyneprnionb3zoBares

11.5.1  Kaxkwue ObIBatoT nojp3oBatenu?
Linux — cuctema MHOTOIOJIB30BAaTEIbCKAsA, @ TOTOMY I0JIb30BATENh — KIIFOUEBOE TIOHATHE AJIS Op -
raHW3aIuy BCeil cucteMsl goctymna B Linux. daiinel Bcex mojib3oBareiei B Linux xpaHsaTcs pa3aeibHo, Y
Ka)XJIOTO TOJI30BATENS €CTh COOCTBEHHBIN JTOMAIITHUI KaTajaor, B KOTOPOM OH MOXKET XpaHUTh CBOM JaH-

HBIC. Z[OCTYH ApyTrux IIOJIb30BaTeJIeH K JOMAIIHEMY KaTajlory I10JIb30BaTCJIsd MOXKET OBITE OI'pPaHHUYCH.
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Cynepnonb3oBarens B Linux — 3T0 BBIZEICHHBIN MOIb30BATENb CUCTEMbI, HA KOTOPOTO HE pac-
IIPOCTPAHSAIOTCSI OrPAaHUYEHHUS paB AocTyna. FiIMeHHO cyneprioyib30BaTeilb UMEET BOZMOXHOCTh IPOU3-
BOJILHO M3MEHATH Blajeiblia U rpynny ¢aisia. EMy OTKpBIT JOCTYIl Ha YTEHHE M 3allUCh K JI0OOOMY
(ailny niM KaTajory CUCTEMBI.

Cpenu yu€THBIX 3anmceit Linux Bcerya ectb yuéTHas 3aluch cynepnoiab3oBarens — root. [Toaromy
BMECTO «CYIEPIIOJIb30BATENbY) YaCTO T'OBOPAT «root». MHOXKECTBO CHUCTEMHBIX (ailyioB MpHHAJIEKAT
root, MHOKECTBO (hailJIOB TOJIBKO €My JOCTYIHBI AJIs YTeHUs WK 3anucu. [lapons 3Toil yuéTHOH 3amucu
— OJIHa U3 caMbIX OOJIBIINX JIPAaroleHHOCTeH cucTeMbl. IMEHHO ¢ €€ MOMOILBIO CUCTEMHBIE aJIMUHUCTpA -
TOPBI BHITIOJIHAIOT CAMYIO OTBETCTBEHHYIO padoTy.

11.5.2  Jlyist 9ero MOXeT MOHAI00UTHCS PEKHUM CYIIEPIIOIb30BaTENS?

CuctemHble YTWINTHI, HanpuMmep, Takue, kak LIYC nwnmn Timeshift TpeGytoT s cBoeil paboTsl
NPUBUJIETHI CyNEproiIb30BaTelis, TOTOMY YTO OHM BHOCSAT M3MEHEHUS B cucTeMmHble (aiinbl. [Ipu ux
3aITyCKe BBIBOJUTCS IMAJIOrOBOE OKHO C 3aIIPOCOM IapoJjisi CHCTEMHOTO aIMUHUCTPATOPA.

11.5.3  Kak nomayuuTs npaBsa Cynepnoiab30BaTesis?

J7st OIIBITHBIX TIOJIB30BATENIEH, YMEIONIMX paboTaTh ¢ KOMaHIHOW CTPOKOH, CYIIECTBYET J1Ba pa3-
JMYHBIX CII0CO0A MOTYYUTh IPaBa CyNepIoIb30BaTEs.

[epBblil — 3TO 3aperucTpupoBaThCs B CUCTEME 1101 UMEHEM T00t.

Bropoii cioco6 — Bocnonk30BaThes crenuanbHoi yrunutoi su (shell of user), koropast mo3Bosi-
€T BBINOJIHUTD OJIHY WJIM HECKOJIBKO KOMAaH/I OT JIMIIa Ipyroro mnoib3oBatens. [lo ymonyanuio 3ta yTuiau-
Ta BBINOJIHAET KOMaHAy sh OT mosib30BaTess root, TO €CTh 3allyCKaeT KOMaHAHbIM uHTepnperaTop. OT-
JMYUE OT MPEebIIYIIEro crocoda B TOM, YTO BCEra U3BECTHO, KTO KMEHHO 3alyCcKajl Su, a 3Ha4YuT, SICHO,
KTO BBITIOJIHWJI OIIpeIeIEHHOE a/IMUHUCTPATUBHOE IEHCTBUE.

B HekoTophIX ciydasx ynoOHee HCHOJIb30BATh HE SU, a YTWINTY sudo, KOTOpasi HO3BOJISIET BbI-
MIOJIHATH TOJIBKO 3apaHEe 3aJaHHbIE KOMaH/IbI.

[Ipumeuanue. I Toro 4roObl BOCHOIB30BATHCS KOMaHAAMU SU U sudo, HEOOX0IUMO ObITh
yjeHoM rpynnsl wheel. Ilonb3oBaTenb, CO3AaHHBIA NMPU YCTAHOBKE CHUCTEMBI, IO YMOJIYAHUIO YXKe
BKJIFOYEH B 3TY IPYyIILY

B nuctpulyTuBax «AnbT» Ui yIpaBJIEHUS JOCTYIOM K BaXKHBIM CIy»KOaM HCIOIb3yeTCs MOACH -
creMa control. control — MeXaHU3M MEPEKIIOYCHHU MEXYy HEKUM HaOOpOM (PUKCHPOBAHHBIX CO-
CTOSIHUH JUI 3aj1a4, TOMYCKAIOIIUX TaKOi HAaboP.

Komanga control mocTymnHa TOJbKO Uil cyneproyib3oBarens (root). [l Toro 4To0sl MOCMOT-
peThb, YTO O3HAYAET Ta WIIM MHAs NOJUTHKA control (pa3pelieHus BbIMOJIHEHUs] KOHKPETHONH KOMaH/Ibl,
yrpasiasieMoil control), HaJio 3aIMyCTUTh KOMaHy C KJI0UoM help:

# control su help
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3amycTuB control 0e3 mapaMeTpoB, MOKHO YBUICTH MOJHBIA CIIMCOK KOMAH]I, YIPABISIEMbIX
KoMaH 10 (facilities) BMecTe ¢ UX TEKYIIMM COCTOSIHUEM U Ha0OpOM JOIYCTUMBIX COCTOSTHUH.

11.5.4  Kax nepeiiTu B pexuM CynepIionb3oBaress’?

Jlst mepexoia B pexuM CyTepIioib30BaTelis HAOepUTe B TEpPMUHANIC KOMaHy (MHUHYC BasKeH!):

Ecnu Bocnosib30BaThCsl KOMaHION su 6€3 KiIo4a, TO IPOMCXOIUT BbI30B KOMaHIHOTO MHTEpIIpe-
taropa ¢ npaBamu root. [Ipu aToM 3HaueHHe MEpEeMEHHBIX OKpykeHus, B yactHocT $PATH, ocraéres
TaKUM JKe, KaK y mosb3oBatelis: B nepemennoit SPATH He okakercst karajgoroB /sbin, /usr/sbin,
0e3 yKa3aHus MOJHOTO MMEHH OyAyT HeIOCTYNHbI KOMaHIbl route, shutdown, mkswap u apyrue.
bonee toro, nepemennas SHOME Oyner yka3piBaTh Ha KaTajor MOJb30BaTelsl, BCE POrPaMMBI, 3aITy -
HICHHBIC B PEXKUME CYIIEPITIONIb30BaTENIsl, COXPAHSAT CBOM HACTPOMKH C IpaBaMU root B KaTaJlore IMOJIb30Ba-
TeJIsA, 4TO B JaJIbHEHUIIIEM MOKET BbI3BAaTh MPOOIIEMBI.

UrtoObl 30ekKaTh 3TOrO, CIEAYET UCHOIb30BaTh SU —. B 3TOM pexxuMe su 3amyCTUT KOMaHIHbIN
uHTEepnpeTaTop B kKadectBe login shell, n o Oyner Bectn ceOsi B TOYHOCTH TaK, Kak €cii OBl B CHCTEME

3apeTUCTPUPOBAJICS rOOt.
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12 OBIIMUE IIPABUJIA DKCIIVIYATAIIUHU

12.1 BxiroyeHue KOMIbIOTEpa

JI1s1 BKITFOUEHUS KOMTIBIOTEpa HEOOXO0IUMO:

- BKJIIOYUTH CTAOMIIM3ATOP HANPSIKEHUS, €CIIU KOMITBIOTEP MOJKIIOYEH Yepe3 CTa0MIn3aTop Halpsi-
KEHUS;

- BKJIIOYMTH IIPUHTED, €CIIU OH HYXKEH,;

- BKJIIOYUTh MOHUTOP KOMIBIOTEpA, €CJIM OH HE MOJKIIOYEH K CUCTEMHOMY OJIOKY Kabenem murTa-
HUS;

- BKJIIOYUTH KOMIIbIOTEp (TIepeKIoyaTesieM Ha KOpITyce KOMITbIoTepa MO0 KIIaBUIIEH ¢ KIaBHUaTy-
pBI).
[Tocne 3TOrO Ha SKpaHe KOMIbIOTEPA MOSIBATCS COOOLIEHHS O X0€ paboThl MPOrpaMM MIPOBEPKU U

HaYaJbHOU 3arpy3Ku KOMIIbIOTEpaA.

12.2 BbIKIIIOUeHHE KOMITBIOTEPA
JI14 BBIKITIOYEHMSI KOMITbIOTEpa HaJlo:
- 3aKOHYMTh pabOTaIOIIKE NPOTrPAMMBIL;
- BbIOpaTh (PyHKIUIO 3aBepLICHHs pabOThI U BBIKIIOYEHUsI KOMIbIOTepa, nocie yero OC camocTos -
TEJIHO BBIKITIOUUT KOMIIBIOTEP, UMEIOIHIA CUCTeMHBIN 010K hopmaTa ATX;
- BBIKJIFOYMTH KOMITBIOTED (TIepexitouarenem Ha kopryce AT cuctemMHoro 6710ka);
- BBIKJIFOYUTH NIPUHTED;
- BBIKJIFOUYUTh MOHUTOP KOMIIbIOTEpA (€CIIU MUTAaHHE MOHUTOPA HE OT CUCTEMHOTI'0 0JI0Ka);

=  BBIKJIIOUYUTH CTa6I/IJII/IBaTOp, €CJIM KOMITBIOTCP MOAKIIIOYCH UCPEC3 CTaGI/IHI/ISaTOp HaIpsoKCHUS.
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