V‘ ro Vitro-CAD MultiPlatform
MHcTpyKumMA no yctaHoBKe Vitro-CAD Ha Alt Server (AnbT CepBep)

1. Ona YCTaHOBKMW MaKETOB H€O6XO,£I,I/IN\O nepekItovynTbCA B TEPMNHAIE Ha
cynepnosib3oBaTenAd

Su -
root

2. Heobxoammo oTpeaaktmpoBaTtb pann sudoers

visudo /etc/sudoers

CHATb KOMMEHTM poBaHUE CieAyrLWNX CTPOK

User_Alias WHEEL USERS = %wheel
User_Alias XGRP_USERS = %xgrp
WHEEL _USERS ALL=(ALL:ALL) ALL

BbixoaMm M3 pegakTopa sudoers ¢ coxpaHeHMem U3MeHeHM

‘W(Q

3. YcTaHoBKa Heobxoanmbix naketos N0 13 peno3utopues. anbHenwmne AencTBus
BbINMO/IHAOTCA NONb30BaTeNEN BXoAALWMM B rpynny wheel.

sudo apt-get update

sudo apt-get dist-upgrade

sudo apt-get install unzip curl postgresqgll4-server postgresqll4-contrib nginx nano
mc

4. Tepen 3anyckom cnybbl Postgresgl HeobxoamMmo co3aatb cMcTeMHble 6a3bl AaHHbIX

sudo /etc/init.d/postgresql initdb

5. 3anyckaem cnyxby Postgresqgl 1 BkAtO4aem ee No yMOYaHMIO

sudo systemctl start postgresq|
sudo systemctl| enable postgresq|

6. Pepaktnpyem KoHPUrypaumoHHble pannbl Postgresql
MpoBepsaem Bepcuto yctaHoBneHHoOM Postgresql

postgres --version

OTkpbiBaem peaaktopom dann postgresgl.conf

sudo nano /var/lib/pgsql/data/postgresql.conf

BHocum B dain nameHeHus B cekumm # - Connection Settings - 3HayeHMe napameTpa
listen_addresses c localhost Ha *
OO/KHO NONYYNTBLCA:

listen_addresses = '*'
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OTKpbIiBaem peaaktopom pann pg_hba.conf

sudo nano /var/lib/pgsql/data/pg_hba.conf

BHocMM B dhalin M3MEHEHMA B CEKLIMK
# IPv4 Local connections: 3HauyeHuWe napameTpa ADDRESS ¢ 127.0.0.1/32 Ha 0.0.0.0/0
AOMHKHO MNONYYNTbCA

# IPv4 local connections:
host all all  0.0.0.0/0 scram-sha-256

7. Mepe3anyckaem cnyoby

sudo systemctl restart postgresql

8. MpoBepaem, YTO BbINOMHAETCA NPOCAYLLIMBaAHME Ha NOPTY 5432 A1A BCeX aKTUBHbIX
azpecos

sudo netstat -Itnp

tco 0 00.0.0.0:5432 0.0.0.0:* LISTEN 14569/postgres

9. [NobaBnAaem nosb3oBaTens postgres B rpynny BAaaenbla AMPEKTOPUN, N3 KOTOPOM
BbIMOIHAOTCA AENCTBUSA:
MpoBepsem Bnagenbla TeKyLen nankm (0bo3HavyeHa «.»)

Is —la

Mposepaem TekyLMi pabounin kKaTanor

pwd

Mpumep KaTanora:

/home/vitro

[obasnaem nonb3oBaTena postgres B rpynny BAagenbla

sudo usermod -aG vitro postgres

10.Boitu B cli postgresql oT umeHun nosb3osaTens postgres

sudo psql -U postgres

11.Co3aaTtb N0/Ib30BATENA C POJILIO CYyNepnoib30BaTe A

postgres-#CREATE USER vitrodbuser WITH PASSWORD 'vitrodbpassword' SUPERUSER;
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12.Co3aatb HOBYtO Ha3y AaHHbIX C MMeHeMm vitrodb

postgres-#CREATE DATABASE vitrodb with owner = vitrodbuser encoding = 'UTF8&'
connection limit = -1;

13.01KNtoumnTbCA OT cli postgresql

postgres-#\q

14.CkayaTb 1 pacnakoBaTb AUCTPNOYTUB

curl "https://linkto/Vitro.Server.MultiPlatform.Linux-24.1.20.zip" --output
'Core.Web.Linux.zip'
unzip Core.Web.Linux.zip

15.CkonunpoBaTb B AOCTyNHOE A5 NOAb30BaTeIel pacnosioxKeHue (K npumepy tmp) dparn
pe3epBHOMN KoNuM 6a3bl AaHHbIX

cp ~/Vitro.Server.MultiPlatform.Linux-24.1.20/DB/vitrodb.sql.bak /tmp

16.3anyctuTb BoccTaHoBNeHWe B[] n3 63kana

sudo -u postgres pg_restore -v -U vitrodbuser -h localhost -d vitrodb
/tmp/vitrodb.sql.bak

17.CkonnpoBaTb nanky ¢Gani0Boro XxpaHUAMLLLA B PACMOIOKEHME, B KOTOPOE CMOHTMPOBAH
pasaen Ans XpaHeHus

sudo cp -r ~/Vitro.Server.MultiPlatform.Linux-24.1.20/DB/VitroFileStorage
/mnt/storage

18.Co3paem nonb3oBaTtens B rpynne www-data

sudo useradd -U www-data
groups www-data

19.CmeHnTb BNagensLa Ans nankum GpamnoBoro XpaHuamiLa

sudo chown -R www-data:www-data /mnt/storage/VitroFileStorage

20.CkonmpoBaTh Nanky NpUIOKEHUA B XKeaeMoe PacrnonoxeHmne

sudo cp -r ~/Vitro.Server.MultiPlatform.Linux-24.1.20/Vitro.Server.Core.Web
Jusr/local/

21.CmeHnTb Blaaenbua Aa4 nanky NpuaoKeHuaA

sudo chown -R www-data:www-data /usr/local/Vitro.Server.Core.Web
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22.0o6aBnAaem nonb3osatens www-data B rpynny _nginx

sudo usermod -aG _nginx www-data

23.YcTaHoBuTb aTpmnbyT "UcnonHaembin" ana dana Vitro.Server.Core.Web

sudo chmod +x /usr/local/Vitro.Server.Core.Web/Vitro.Server.Core.Web

24 .BHECT” M3MeHeHMA B KOHOUIYpPaLMOHHbIM dann db.json

sudo nano /usr/local/Vitro.Server.Core.Web/Vitro/Server/Conf/db.json

M3MEHMUTb CTPOKY COeIMHEHMSA, YKA3aB B KAYeCTBe 3Ha4YeHuns ans aTpubyTa "server" nms
nnu IP cepsepa b/l, a B KayecTBe 3HavyeHnA ana aTpubyTa "database" Ha3BaHuMe
co3aaHHOM B N.13 H6a3bl AaHHbIX:

"ConnectionString": "server=localhost;database=vitrodb;user
id=vitrodbuser;password=vitrodbpassword;Include Error Detail=true",

n3meHuUTb NapameTp "FileStoragePath", yka3aB KOppeKTHbIM NyTb K Nanke ¢anaoBoro
XpPaHUANLLA:

"FileStoragePath": "/mnt/storage/VitroFileStorage",
"TempPath": "/tmp",

25.Co3aaTb M OoTpeaakTMpoBaTb dpann moayna systemd ana 3anycka cayoobl

VITRO® 2024 WHcTpyKuma no ycraHoske Vitro-CAD Ha Alt Server

sudo nano /lib/systemd/system/vitro-server.service

coaepmmoe darina moayna:

[Unit]
Description=Vitro .NET Web Application

[Service]

WorkingDirectory=/usr/local/Vitro.Server.Core.Web
ExecStart=/usr/local/Vitro.Server.Core.Web/Vitro.Server.Core.Web --urls
http://localhost:4615

Restart=always

# Restart service after 10 seconds if the dotnet service crashes:
RestartSec=10

KillSignal=SIGINT

Syslogldentifier=dotnet-example

User=www-data

Syslogldentifier=Vitro-server

[Install]
WantedBy=multi-user.target
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26.MTPUMEHNTb M3MEHEHMA U 3aMYyCTUTb CAYXKOY

sudo systemctl enable vitro-server
sudo systemctl start vitro-server

27.MpoBepUTb BbINOAHAETCA I NPOC/yLWMBAHME Ha NOPTY, 3a4aHHOM B daine moayna
(3pecb 4615) ana aapeca Lo nHTepdeinca

netstat -ltnp

tcp 0 0127.0.0.1:4615 0.0.0.0:* LISTEN -

28.HacTponTb 0bpaTHOE NPOKCMPOBAHME NPU MOMOLLM NEINX, OTPEAaKTMPOBAB
KOHPUIYPaLMOHHbIM dain

sudo nano /etc/nginx/sites-available.d/default.conf

NTorosoe coaepKMmoe KoOHPUrypaumoHHoro ¢parmna:

# Default server configuration
#

server {
listen 80 default_server;
listen [::]:80 default_server;

# Only allow access if the host is correct

Server_name ¥k Fokx Rk Kk HykasbiBaeTcs ip-agpec UM AOMEH M0 AKM
6es http://

client_max_body_size 100000M;

proxy_buffer size 1M;
proxy_buffers 4 1M;

location / {

#proxying traffic to upstream application (Vitro.Server.Core.Web)
proxy_pass http://127.0.0.1:4615;
proxy_buffering on;
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29.MpoBepUTb HaMUMe CUMBOILHOW CCbIIKK Mo NyTu /etc/nginx/sites-enabled.d/ v npu
HeobxoaAMMocCTK chopMMpPOBaTL ee

sudo In -s /etc/nginx/sites-available.d/default.conf /etc/nginx/sites-enabled.d/

30.HacTpouTb KoHPUIYpauMoHHbIM dan NGINX

sudo nano /etc/nginx/nginx.conf

NTorosoe coaepKMmoe KoOHPUrypaLUmMoHHoOro ¢parmna:

user www-data;
worker_processes auto;
pid /run/nginx.pid;
include /etc/nginx/modules-enabled/*.conf;
events {
worker_connections 768;
# multi_accept on;
}
http {
H#
# Basic Settings
H#
sendfile on;
tcp_nopush on;
types_hash_max_size 2048,;
# server_tokens off;
# server_names_hash_bucket_size 64;
# server_name_in_redirect off;
include /etc/nginx/mime.types;
default_type application/octet-stream;
H#
# SSL Settings
HH
ssl_protocols TLSv1 TLSv1.1 TLSv1.2 TLSv1.3; # Dropping SSLv3, ref: POODLE
ssl_prefer_server_ciphers on;

HH
# Logging Settings
HH
access_log /var/log/nginx/access.log;
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error_log /var/log/nginx/error.log;

H#

# Gzip Settings

HH

gzip on;
proxy_cache_path /var/cache/nginx levels=1:2 keys zone=STATIC:10m
inactive=24h max_size=1g;

# gzip_vary on;

# gzip_proxied any;

# gzip_comp_level 6;

# gzip_buffers 16 8k;

# gzip_http_version 1.1;

# gzip_types text/plain text/css application/json application/javascript text/xml

application/xml application/xml+rss text/javascript;

H#

# Virtual Host Configs

H#

include /etc/nginx/conf-enabled.d/*.conf;

include /etc/nginx/sites-enabled.d/*.conf;

31.BbINONHUTL Nepe3arpysky cay»Kobbl nginx

sudo systemctl reload nginx

32.0o0noNHUTENBHO NPOBEPUTL CTATYCbl 3aNYLLEHHbIX CAYKO M NpM HEOBXOAMMOCTH
3anyCcTuTb

sudo systemctl status nginx
sudo systemctl status postgresql
sudo systemctl status vitro-server

33.MpoBepuTb cTaTyc cny*Kbbl Apache

sudo systemctl status httpd2

Ecaum cny>+<6a 3anyuweHa, To0 OCTaHaB/IMBaeM ee

sudo systemctl stop httpd2
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