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1. IMCTPUOYTHUBBI

e daiitbl aucTpubyTHMBa IporpaMMHOro Komiuiekca CyberLympha DATAPK (IIK CL DATAPK),

IIepedurcCJIieHHbIE B CJIEAYIOIIEM II0APa3aeJIE;

» g passeprbiBaHUA I[IK CL DATAPK motpe6yercs OC Anbt Cepsep 10 (IIpoBepsjioch Ha

muactpubyTrsax 10.0 1 10.1);

* Jl11 Ha4aJIbHOM HaCTPOMKU U asibHeliiero yipasyieHus I[IK CL DATAPK notpebyetcst OC AnbT
Pabouasa cTaHuusa 10 (mpoBepssiock Ha gucTpubyTuBax 10.0 1 10.1);

1.1. CocTaB M Ha3HaYeHUe JUCTPHOYTHBOB

HasBanue guctpuoyruBa (¢paiia) Bepcus

AnbT CepBep 10 (x86_64) 10.0 mam 10.1
AnbT Paboyaa cTtaHuma 10 (x86_64) 10.0 i 10.1
cl-datapk-*rpm (noarch) 1.19.0.1
cl-datapk-defconf-*rpm (noarch) 1.19.0.1
datapk-*tar.gz (x86_64) 1.19.0.1
snmb_mibs.tar.gz (noarch) 1.19.0.1

HasHnaueHue

A passBepTeiBaHug CL DATAPK
[t yapasyeHuss CL DATAPK
ocHOBHOM rakeT CL DATAPK
KOHUTIypalys 110 YMOJTYaHUI0
6asoBrle cirou CL DATAPK
apxus SNMP MIBs

1.2. KoHTpoOJ/IbHBIE CYMMBI ¢paljioB

HasBaHue ¢aiiia
alt-server-10.0-x86_64.iso
alt-server-10.1-x86_64.iso
alt-workstation-10.0-x86_64.iso
alt-workstation-10.1-x86_64.iso
cl-datapk-1.19.0.1-altl.noarch.rpm
cl-datapk-defconf-1.19.0.1-altl.noarch.rpm
datapk-v1.19.0.1.tar.gz

snmb_mibs.tar.gz

KoHTposibHasg cymMmmMa MDS5
3cc064c3410e8763c2b7bbd8d0af4936
80d02a4d1cf54a8ab5868615cabb4255
8e73289f12ab15ee71d07b82ac532ad3
84605e6eb98ae4015da7a7d719235941
9fc253b5e269688993b1180be674087f
0837f2205773f3cf7fec7802578e53ec
c6dc6f136d73ad7c9a4fcd4c196f873f
f60dcaedee7b1066f3490b481baef50d



2.

TpeboBaHusA U peKOMeHaalluu

2.1. O6mue

B 3akpbeITOM ceTeBOM KOHTYpe ACY TII mo/pKeH 6BITH HaCTPOEH, 110 MeHbIlel Mepe, oguH NTP
cepsep (pekoMeHayeTcd 2-3 He3aBUCUMEBIX NTP cepBepa);

M3 3akpbeITOrO0 ceTeBOro KoHTypa ACY TII Heob6xXxomuMo o00ecCIIeYUThH [AOCTYII K HMHTepHeT
pertosuTopur0 pl0 11a o6HOBIeHMS IakeTHOM 6a3pl OC AusbT Jm60, ucmosb3ys IVC,
pasBepHYThL OTHAEJILHBIA CepBep C 3epKaJioM pelosuTopus pl0, COIIaCHO [AOKYMeHTAI[UU:
https://docs.altlinux.org/ru-RU/alt-workstation/10.1/html/alt-workstation/ch46s05.html

2.2. OC Aiast CepBep 10

CepBep mia pasBepTeiBaHUA [IK CL DATAPK fo/pkeH MMeTh, KAK MUHHMYM, [1Ba CETEBBIX
uHTepdeca: OIUH — JJI yIIpaBJIeHUS KOMILJIEKCOM, BTOPOI — JIJIs1 IPOCIYIIIUBaHUSA TpadUuKa
C 00BbEKTOB 3alllUThI;

PexoMeHyeMblii 06beM O3V ay1g pasBepTrhiBaHUsA [IK CL DATAPK — He MeHee 32 I'B;
PexoMeH1yeMbIi1 00beM CBOOOHOTO MecTa Ha [IucKe — He MeHee 400 I'B;
PexoMmenpyemoe ynciio suep LII — He MeHee §;

Ha HOBBIX cepBepax IpeAIIoYTUTEeIBLHO UCII0Ib30BaThk UEFI 3arpysKky,

OC AnbT CepBep 10 ycTaHaBJIMBaeTCiI C MUHUMAaJIbHBIM IpoduiIeM, B IIpoliecce YCTaHOBKU
KOHQUTYpPUpPYeTCd TOJAbKO OJUH CeTeBOM HHTepperC — [UId YIpaBlIeHUs KOMILJIEKCOM,
UHTep¢euc 11 IPoCayIInBaHug TpadpUKa HaCTpauBaTh IIpU ycTaHOBKe OC He TpebyeTcs, IIpU
9TOM He CJIeflyeT MEHSTh MCIIOJIb3YeMYIO II0 YMOJIYaHUIO IIOZCHUCTEMY YIIpaBJIEHUS CETBHIO
Etcnet.

A pa6otsl IIK CL DATAPK pekoMeHIyeTcs pasdbUBaTh IUCK BPYYHYIO C HCIIOJIb30BaHUEM
LVM u ¢annoBoir cucteMmbl XFS, pasMmemaTh BCe JaHHbBIe Ha OJHOM pasfeje BMeCTe C
CHUCTEeMOU, MeCTO 11 SWAP-paszesia TakKKe CTOUT IIPelyCMOTPETh.

2.3. OC AnbT Pabouas craHiusa 10

PexoMmeHyeMbili 06beM O3V 11g yrpasseHus [IK CL DATAPK — He MmeHee 8 I'B;
PexoMeHyeMoe paspellleHUe skpaHa — He MeHee 1920x1080;

/111 paboTel ¢ Be6-uHTepdericom KoMiuiekca pabounre CTaHIIUU JNOJDKHBI ObITH II0IK/II0UEHBI K
II0/ICeTU YIIpaBJAIOINEro KOHTypa KomIuiekca U mopmepkuBaTh Opaysepbl Google Chrome
Bepcuu 88 u Brllile 160 Mozilla Firefox Bepcuu 84 u Boillie. /[0OIIyCTUMO UCII0JIb30BaTh Jpyrue
BeO-Opaysepsnl, 6a3upyrolrecs Ha BhIIIeyKa3aHHbIX.


https://docs.altlinux.org/ru-RU/alt-workstation/10.1/html/alt-workstation/ch46s05.html
https://www.altlinux.org/Etcnet

3. IlIpeaBapuTe/IbHas NOATOTOBKA

3.1. OouoB1eHHe OC AJabT
ITociie YCTaHOBKI/I OC AbT ,D;OJI?KHa 6BITI> O6HOBJI€Ha AO aKTyaJII:HOI‘O COCTOAHUMA.

1. Bo#iuTe 110/ yU4€THOM 3aITHCHI0 «ro0t», BB/ €e UM U I1apoJib;

[Ipy UCIOJIb30BAaHUU YAAJ€HHOTO [OCTyIla K CepBepy, MOJKHO 3alTH IIO[

o CO3/IaHHOM Ha 3Tamne ycTaHOBKU OC yueTHOM 3aIIMChI0 OOBIUHOTO II0JIH30BaTeId,
II0CJIe Yero BBECTHU KOMaH/[y su- (06g3aTeJIbHO C MUHYCOM Ha KOHIIE) U IIapoJIb OT
YUYETHOH 3aITHCH «root». [[apoJib IIpU BBOJIE HUKOTI/IA He 0TOOPakKaeTcsl.

2. BeimmosiHHTe mrTaTHOe 06HOBJIeHHe OC AJTBT KOMaH/[OM:
# apt-get update && apt-get dist-upgrade -y && update-kernel -y

3. BHINIOTHUTE IIepe3arpy3Ky KoOMIIbIoTepa KoMaHzou reboot;

4. Tlocse mepe3arpy3sky MO>KHO CHOBA 3aMTH II0J] YU€THOM 3aIIUCHI0 «ro0t», yIaJIuTh He HYKHbIe
sapa KOMaHIoM1 remove-old-kernels ¥ IOYMUCTUTH KIIII KOMaH/IOM apt-get clean.

3.2. Hactpoiika NTP-cepBepa

st koppekTHOM paboTsl [TK CL DATAPK Ha OC Anbt Cepsep 10 moyKeH OBITH ITOgHAT NTP-cepBep,
4achl [OJDKHBI OBITH CHHXPOHU3UpOBaHbBL. OC AJIBT HOAAep>KMBaeT pasjIMYHbBIEe CepBephl
BpeMeHHU, BKiouad openntpd, ntp u chrony. MsHavasbHO OC Anbt Cepsep 10 y»ke HacTpoeHa Ha
paboTy ¢ «pool.ntp.org» yepes openntpd, YTO MOXKET IIOIXOAUTH HE BCEM.

3.2.1. Hacrpoiika openntpd Ha AsnbT CepBep 10
1. Hcrob3ys TeKCTOBBIM peakTop (y>Ke yCTaHOBJIEHHI vim, mcedit, Ipyrue Ha/L0 yCTaHaBIUBATh),
oTKpotiTe ¢pai /etc/ntpd.conf, HaripuMmep, Tak: mcedit /etc/ntpd.conf;

2. 3ameHuTe «pool.ntp.org» Ha uma wuiau [P-azpec cBoero JjokajabHOro NTP-cepBepa Jm60
3aKOMMEHTHUPYHUTe BCe CTPOKH, KOTOpPble HAUMHAKOTCA CO CJIOBA «Servers», U 100aBbTe OFHY
CTPOKY «server <IP>» g ka>kgoro NTP-cepBepa ¢ agpecoMm <IP>.

3. CoxpaHUTe U 3aKpouTe $pam;

4. Bpy4HYIO CHHXPOHHU3UPYUTE BpeMs C OJHUM HUX BAIIUX JIOKaJbHBIX NTP-cepBepoB:

# ntpdate 10.20.19.11
15 Mar 10:23:12 ntpdate[3328]: adjust time server 10.20.19.11 offset +0.085952 sec

5. CepBep IIK CL DATAPK Mo0’KeT BBIIIOJIHATHL posib NTP-cepBepa. [Io yMoI4aHUIO OH paboTaeT B
pesxkume NTP-kimeHTa. /IjIs1 UsSMeHeHUs 3TOM HaCTPOUKU BBeJUTe KOMaH/Y:



# control ntpd server

6. OcTaZbHBIE IIaTW [JAaHHOIO pasfesa MOXXHO BBIIIOJIHUTH YyKe IIocjae ycTaHOBKUA IIK u
Iepesarpysku cepsepa. Eciim xotuTe npoBepuTh paboty NTP cpasy, cHauasia mepesalryCTUTe
CJIy>K0y TOYHOTO BpeMeHU KOMaHI0M: service ntpd restart;

7. BKIIOUHTE TIPOCMOTP TIOCAETHUX COOBITHM JKypHaJia M Ha6IwoAalTe 3a IIPOIECCOM
CUHXPOHU3aIlUU BpeMeHU:

# journalctl -f -u ntpd

Mar 15 10:23:19 datapk-alt ntpd[3334]: ntp engine ready

Mar 15 10:23:35 datapk-alt ntpd[3334]: reply from 10.20.19.11: offset 0.014736 delay
0.064452, next query 8s

Mar 15 10:23:43 datapk-alt ntpd[3334]: peer 10.20.19.11 now valid

Mar 15 10:24:38 datapk-alt ntpd[3333]: adjusting local clock by -0.180809s

Mar 15 10:24:38 datapk-alt ntpd[3333]: skiping very first adjtimex

Mar 15 10:32:26 datapk-alt ntpd[3333]: adjusting local clock by -0.375735s

Mar 15 10:32:26 datapk-alt ntpd[3333]: interval 467.938 olddelta 0.000 (delta - olddelta)
-0.376

Mar 15 10:32:26 datapk-alt ntpd[3333]: error_ppm -401.479 freq_delta -96910 tick_delta -4
Mar 15 10:32:26 datapk-alt ntpd[3334]: clock is now synced

O6paTuTe BHUMaHUe, UTO I10CJIe IepBOHAYAIbHOM MO CTPOMKH CUCTEMHBIX YacOB
neMoH openntpd He cpasy BBIIIOJIHSIET
CUHXPOHU3aIUs 3aBUCUT OT KOJIMUeCcTBa U yrajeHHoCTH NTP-cepBepoB, KauecTBa

CHUHXpOHM3aIuw. OKOHYaTe/IbLHad
JIBC 1 xXoma vacoB KoMIlbloTepa. IIpu sToM B JKypHajie OOJDKHO ITOSIBUTHCSA
coobmreHnue: «clock is now synced».

JIJaHHBIM IIIaT BBINIOJHATH He00s3aTeJbHO, IIOCKOJBKY K 3TOMY BPEMEHH CHCTEMHBbIE Yachl
KOMITIbIOTEpa yrKe TOJDKHBI ObITh CHHXPOHU3WPOBAHBI BPYUYHYIO. /IJ1d 3aBepllleHUs HabJII0eHUs
Haxmute Ctrl-C.

3.2.2. IIpoBepka NTP-cepBepa ¢ AiabT Pa6ouast cranus 10

Eciu mtanupyetcs uctiosib3oBaTk CL DATAPK B kauecTBe NTP-cepBepa, y6euTeCh, YTO C BalllUM
HOBBEIM cepBepoM IIK CL DATAPK MO’XHO CHHXPOHH3HWPOBATh Yachl, HUCIIOJL3ysa IP-ampec ero
UHTepodeliica yrpasJeHusd, HallpuMep, 10.51.203.213:

$ su - -c "ntpdate 10.51.203.213'
15 Mar 10:35:02 ntpdate[3328]: adjust time server 10.51.203.213 offset +0.157953 sec

[Ipu aTOM Ha cepBepe AOJ/DKEeH OBITh BBIIIOJHEH IIYHKT 3.2.1.5 HMHCTPYKIINH, [0JDKHO IPOUTH
JIOCTATOYHO BpPeMeHU, YTOOBI CEpBEeP MOT BBICTYIIaTh B KaueCTBe HAJ[eKHOTO UCTOYHUKA TOYHOIO0
BpeMeHU. l1Hauye BBl IOJIyUYUTe CO00IIleHe: «no server suitable for synchronization found».


https://bugzilla.altlinux.org/10893
https://bugzilla.altlinux.org/10893

4. VcranoBka CL DATAPK

1. BeirmostHUTe ycTaHOBKY RPM-11aKeTOB 211 pabotsl IIK CL DATAPK:

# cd /nyTb/x/daiinam/pucTpubyTnsa/

# apt-get install -y \
./cl-datapk-1.19.0.1-alt1.noarch.rpm \
./cl-datapk-<koH¢urypaunsa>-1.19.0.1-alt1.noarch.rpm

2. 3aIlyCTUTe II0CT-YCTAHOBOYHBIN CKPHUIIT, KOTOPBIX BBIIIOJIHUT KOHQUTYpPHUPOBaHUE KOMILIEKCa
U co3macT ¢ann OKpyXeHUs [opt/datapk/.env, omucaHHBIM B paspgesnaXx «OCHOBHBIE

Bce ¢ainbl puctpubyruBa CL DATAPK [o/DKHBL OBITH IIpeBAapUTEIHHO
COXpaHeHbl B OJWH KaTaJIOT Ha CepBepe, HaIIpUMep, B [JAOMAIIHHUK KaTasor
CO3JaHHOIO0 Ha 3Talle YCTAaHOBKMU OOBIYHOIO II0JIb30BaTessi. OCHOBHOM IIaKeT
NOJDKEH  YCTaHaBJIUBATLCA  ONHOBPEMEHHO C OZHOM U3  BO3MOXKHBIX
KOHQUTYypaluii, B 3aBUCHUMOCTH OT YPOBHS, KOTOPBHIM 3aHHMMaeT B HepapxXyuu
HacTpauBaeMbId koMIiIeKe CL DATAPK (TK, ®unuast uinu [Ipeamnpusrie).

IepeMeHHbIe Qaiiia env» U «PeKOMeHJAIIUU 110 MCII0JIb30BaHUIO IIepeMeHHBIX ¢aiiia .env»
PyKOoBOZCTBA 110 3KCILTyaTall\uuU.

# datapk-postinstall.sh

[ToCcT-yCTaHOBOYHBIM CKPHUIIT IOJDKEH OBITH 3allyllleH M3 KaTajora ¢ ¢aiaaMu
muctpubyTuBa. Eciu  3amyck 6e3 IlapaMeTpoB He TIIpUBeJ K  YCIEXY,
BOCII0JIb3yHTeCh BCTPOEHHOU I10/IcKa3Kou (datapk-postinstall.sh --help). PaboTta
CKpPHIITa JOJ/DKHA 3aBEPIIUTHCS COOOI[eHUEM:

Success! CL DATAPACK prepared without any critical errors.
Don't forget to reboot and run: 'cd /opt/datapk && docker-compose up -d'...

3. BhITIOTHUTE Iepe3arpy3Ky KOMITbIoTepa KOMaH/0H reboot.

4. Y6enurech, UYTO ceTeBoU UHTepdeiic ayig c6opa Tpaduka Iepelresl B Hepa3bopUUBLIM PeXKUM

(PROMISC MODE), BBIIIOJTHUB KOMaHAy ip a:

$ ip a show ens224
3: ens224: <BROADCAST,MULTICAST,PROMISC,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group
default qlen 1000

link/ether 00:50:56:b7:02:c6 brd ff:ff:ff:ff:ff:ff

5. Y6equrecTh B KOPPKTHOCTU paboThl NTP — cM. IIpebIAyIuil paszel.



5. 3anyck CL DATAPK

1. 3anyctute Bce cepBHUCHI IIK CL DATAPK U 0>XAUTeCh OKOHYAHUA UX 3aITyCcKa:

$ su - -c "cd /opt/datapk && docker-compose up -d'

Creating

logstash . done
Creating user_service . done
Creating host_data_collector . done
Creating alerting . done
Creating auth_backend . done
Creating exporter . done
Creating report_generator . done
Creating api . done
Creating ngui . done

2. ITpu ntomoin KoMaHAbL docker ps ybexmurech, yTo Bee cepBUCH! IIK CL DATAPK 3amyiieHsl —
uMeloT craTyc «Up» 1 He UMeloT cTaTyca «Restarting» B rpage «STATUS»:

$ su - -c "docker ps --format="table {{.ID}}\t{{.Names}}\t{{.Status}}"'

CONTAINER ID  NAMES STATUS

€619c12cdbb7  ngui Up 29 minutes
2bba865e27cc  api Up 29 minutes
152d838defd8  exporter Up 29 minutes
d9024cb8db3a  db Up 30 minutes
6d1dbb29a85b  sql_connector Up 30 minutes
ddc478f1bdba  modbus_connector Up 30 minutes
8faf4@52bef7  plc_config_connector Up 30 minutes
bb8acdbe92e3  opc_connector Up 30 minutes
28bd0f6249ee  node_exporter Up 30 minutes
1face9571f42  plc_connector Up 30 minutes
7707e3c1a2b2  terminal_connector Up 30 minutes
83d5a24753f2  nginx Up 30 minutes
3c0f616d2a@1  snmp_connector Up 30 minutes
f99d80acaabec  pg Up 30 minutes

3. IIpoBeprTe Bo3MOKHOCTE IToakIrodeHuda K [IK CL DATAPK 110 nporokosty HTTPS. /Iyt 3T0TO B
OC AsbT Pabouas craHys 10 oTKpouTe 6paysep U BBeauTe IP-afipec nHTepderica yripaBieHUS
CL DATAPK, Hamipumep: https://10.51.203.213/

4. Eciii B Opaysepe IIOSIBUTCS IIpeAyIIpeskKeHre 0 He3alllUIlleHHOM II0JKIIYeHUH (110 IIpUYnHe
TOTO, UTO CO3JJaHHBLIN CepBEpPHBIN cepTUPUKAT He gBJIIETCA JOBEpPEeHHBIM MJ Opaysepa),
Ha>KMUTe Ha KHOIIKY «/[0II0JIHUTEeIbHO...» (PUCYHOK 1):


https://10.51.203.213/

4 NpegynpexaeHne: BepoaTHas yrpo3a 6esonacHocT — Mozilla Firefox

| A MpeaynpexaeHve: BepoaTH: X | -+

< - C @ ‘H;HeBau.Mu.EHG https#/10.51.203.213

A MpeaynpexaeHve: BepoaTHas yrpo3a 6e30MacHoCTy

Firefox 06Hapyun BepOATHYIO yrpo3y 6e30MacHOCTM 11 He CTan oTKPbIBaTh 10.51.203.213. ECM Bbl NOCETUTe
3TOT CaiiT, 3N0YMBLILLTEHHWKN MOTYT NONLITaTLCA NOXWTUTE Bally MHGOPMALMIO, Takylo Kak Naponv, ajpeca
3NEKTPOHHOM NOYTLI MK faHHble GaHKOBCKWX KapT.

MoapobHee...

BepHyTbCA Hazaj (peKoMeHAyeTca) JONONHUTENEHO...

S Meno “- [admin@alt-ws-10: fhome/... n ne: T... ﬂ en EQ’J))E Yr, 2 map, 18:29

PucyHOK 1 — OKHO ITpeymIpeskeHUs 0 He3alHITeHHOM ITOAK/TI0YeHUH

5. ia tpomospkeHus mnopkirueHus K CL DATAPK HakmMuTe KHOIIKY «[IpUHATHE PUCK U
IIPOLOJ/DKUTEL» (PUCYHOK 2):

. MpegynpexaeHve: BepoATHas yrpo3a 6e3onacHocT — Mozilla Firefox

‘ A MpeaynpexaeHue: BepoATH: X | -+

<« > C @ |&He3aummenc https://10.51.203.213 90% 1}| &

A MNpeaynpexaeHne: BeposTHas yrpo3a be3onacHoCTy

Firefox 06Hapyx1n BEPOATHYH YTpo3y 6230NacHOCTA 1 HE CTan OTKpbIBaTe 10.51.203.213. EUin Bbl
MOCETUTE 3TOT CAAT, 3N0YMBILLAEHHWKIA MOTYT NOMBITATECA NOXATUTE BALLY MHGOPMALIMIO, TAKYH KaK
NaponK, a4peca 3NeKTPOHHOM NOYTHI MK AaHHBIE 63HKOBCKMX KapT.

MNoapobHee...

BepHyTbcA Ha3sag (pekomeHayeTcs) JAononHWTENBHO...

10.51.203.213 WCNONb3YET HeJEACTBUTENBHBIA CEPTUGMKAT BE30NaCHOCTIA.
K cepTduKaTy HET JOBEPIA, TaK Kak OH ABAAETCA CAMONOANMACAHHBIM.

Koj| owwmbku: MOZILLA_PKIX_FRROR_SELF_SIGNED_CERT

MpoCMOTPETs cepTUdMEKaT

BepHyTbcs Hasap (pekoMeHpyeTcs) TMPUHATEL PUCK W MPOAOIKUTE.

S, Menio “- [admin@alt-ws-10: fhome!... n| me: T... [3 en EQ’J)}IQ Yr, 2 map, 18:31

PucyHok 2 - IlogkinroyeHue K CL DATAPK o HTTPS

6. IIpu ycremrHoM noaxkiarodeHUU K IIK CL DATAPK B 6paysepe 0TOOpasyUTCA OKHO aBTOpU3alluU

(PucyHOK 3).



6. IlepsuuHasa HacTpouka CL DATAPK

1. Tloxgkirouutech K ITIK CL DATAPK. /lu1g aTOrO:
1. OTkpoiiTe 6paysep.
2. B agpecHoii cTpoke BBeauTe IP-agpec uHTepdeiica ynpasieHus [IK CL DATAPK.

3. B okHe aBTOpusanuu (PucyHok 3) B mossa «JIoTUH», «Ilapoyib» BBegUTe UM U I1apoJb
ydeTHOU 3armcu agMuHucTpaTopa IIK CL DATAPK (datapk/datapk):

Mozilla Firefox

25T 10.51.203.213/ru-RU/ x +

« - C @ O G hitpsy/10.51.203213/ru-RU/loginreturnUrl=%2Fapp o ¥y = =
ABTOpU3ALNS 257
TNoruu
[ VmA nonb3oeatens l
Napons
[ Mapone l

S, Meno - [admin@alt-ws-10: /nomel... @ Mozilla Firefox 5] en [EQ’HJ%Q Y, 2 map, 18:33

PucyHok 3 - OxkHo aBTopusayu B IIK CL DATAPK

2. IIpoyiguTe 110 II1araM IIepBOHAYAJIbHOM HACTPOMKU KOMILIEKCA:
1. mpuUMHTe JIUIIEH3UOHHOE COIJIallleHUe;
2. co3JariTe HOBYIO YUETHYIO 3aIIUCh I BX0/la B BeO-UHTepelic;

3. BBe[UTe ajipec JOMaIllHEHN ceTH, B KOTopoi 6yaeT HaxoguThcesd IIK CL DATAPK (x mpumepy,
9TO MOXKeT OBITh II0/ICETH, Ie HaXo0aquTcs uHTepderic yrupasieHusa CL DATAPK);

4. UMIIOPT CIIPABOYHUKOB IIPOIIYCTUTE U HAXKMUTE «3aBePIIUTh»;
5. BOUIUTE CO3LaHHOU YUEeTHOM 3aIIUCHIO.

3. IlepeiiiuTe B IIopa3/iesi yIIpaBaeHUs KOMILIeKCOM «OCHOBHBIE HaCTPOUKU» (PUCYHOK 4).



datapk-alt — Mozilla Firefox

| 247 datapk-alt x ‘ +
<« - O @ | QO Gi https/10.51.203.213/ru-RU/app/settings/main 90% vy ‘ —
DATAPK 1.19.0.1 OCHOBHBIE HACTPOTKY
& Ynpaenexue Komnnekcom > OCHOBHbLIE HACTPOMKN
lull  MowuTopuHr Ceegenuna o Komnnekce Wuchopmayma o6 u e
A Viungentsi Hanmerosarne datapk-alt CyberLympha DATAPK
PazpaboTunk: 000 «Caiibep/umpanr
Ll o6bektb zawmTh Onmcanme www.CyberLympha.ru

I datapk-alt ]

Bepcna:v1.19.0.1
21 WHcnekuua 03

3KcnnyaTupyiowy

a8 Opr- i 000 "Caii6epnumcha” ]

:& VIHCREKUMA CETH
Mecto

YCTaHOBKM l r. ExkaTepuHEypr ]
{3 Ynpaenesme Komnnexcom

OCHOBHbIE HACTPONKA

JOMALWHAR CeTh
Monsaosatenu
IKCNOPT ARHHBIX
JuardocTuka

&8s YNpaBneuue wepapxumei

18:34:28 02.03.2023

S, Meio “- [admin@alt-ws-10: fhome... i@ datapk-alt — Mozilla Firefox ) en @ «n)} %g‘ Yr, 2 map, 18:34

PucyHoK 4 — Be6-unTepodetic CL DATAPK, nyTs K cTpaHulle «OCHOBHbIE HACTPOUKM»

Ha manHenmu «Ommcanue DATAPK» B mosie «HarMeHOBaHHWe» O0OTOOpa)kaeTcs CeTeBOe WM
(hostname) y3;10BOM MaIlIMHBI, KOTOPOe He IIOJIeKUT PefaKTUPOBaHUI0 (PUCYHOK 5).

4. 3amoJIHUTE BCe NOCTyHHBIe 110J11 06s1acTh «CBefeHns 0 DATAPK» (PHCYHOK 5):

CeBepgeHuA 0 KoMmnnekce

HanmeHoBaHue datapk—alt
0

nucanine datapk-alt
Jkcnnyatupyrowa

A OpraHusaUus OOOQ "Caibepnnmda”

MecTo yCTAHOBKM
y r. EkatepuHbypr

PucyHOK 5 — 3a11o/1HeHHe OCHOBHEIX cBeZleHHUM 0 DATAPK

1. B rmosie «OmiricaHre» BBeIUTeE OIrcaHure 1aHHoro DATAPK;

2. B mosie «9KCIUIyaTUpPYyHOIlasd OpraHU3allusg» BBeAWUTe Ha3BaHUe OpraHU3alliyd, Ha KOTOPOU



Oyner ycraHoBJIeH DATAPK.
3. B moste «MeCcTO yCTaHOBKHU» BBeIUTe MeCTOIIOI0KEHHEe YCTPOHUCTBA.

4, Jlnd IIOATBEPKIAECHUA H3MEHEeHUUN Ha)KMUTe KHOIIKY «COXpaHI/ITB».

5. IlepeiiguTe B IoApasaes yirpaBjaeHUs «/loMalrHsgsa ceTb» (PUCYHOK 6).

datapk-alt — Mozilla Firefox

| 247 datapk-alt x | +
« - C @ ‘ Q £ https//10.51.203.213/ru-RU/app/management/home_network?box_id=20dfbe21-1dcd-4d7b-bbde-094730eb6aas WH vy | =
e . _— i datapk datapk
DATAPK 1.19.01 LomaluHAs ceTs e
& Y > o CeTk
L|[ MOHWUTOPHHT
A Waumpenter
o [fomawHas ceTe CKaHMpOBaHMWe afpecos
O6LEKThI 3AWNTLI
Appec [ ] n HauankHblii [ PP ]
21 WHcnexunn 03 10.51.203.0/24 anpec 92.168.0.
CKAHWPOBAHMA

A
K“ VHCNeKUMA ceTh Apec [ S

i ] Koneuniii agpec [ R ]

CKAHWPOBAHNA
Q Ynpagnexue KOMNIEKCOM -
MapameTpbl

= CKAHWPOBAHWA
‘OCcHOBHBIE HACTPOKK po

BLICTpOE CKaHWpOBaHue “ o ]

[LomallHAR ceTh

Mons3oearen CépocuTs
3KCNOPT AaHHbIX

JwnarHocTuka

s YNpaBnexwe wepapxuei

18:35:24 02.03.2023

S Menio n [admin@alt-ws-10: /home!... (g datapk-alt — Mozilla Firefox 5] en @ q@n] [% g ur, 2 map, 18:35

PucyHoK 6 — CTpaHUIa «/loMalHsas1 ceTb»

6. B obisactu «/loMmaliHss ceTh» BBeauTe IP-agpec moMalltHer ceTH U MacKy mojaceTy. Haxxmure
KHOIIKY «COXpaHUThL» (PUCYHOK 7).

OdomalHAR ceTe

Aapec | 10.51.203.0/24 | -

Appec | ) |

PucyHoK 7 — O6s1acTh «/[oMalllHIg eCTh» Ha CTpaHulle «/loMalrHsag ceTb» DATAPK

7. Co3pmaiiTe I1abJ/I0H HHIEKCA. [[JIT 3TOTrO:

1. Iepetipute B Beb-uHTEepetice CL DATAPK B paspgesr MmoHUTOpHUHTA «COOBITHS» (PHCYHOK 8).
Haxmurte «Co3pmaTs I1abJI0H UHAEKCa».
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datapk-alt — Mozilla Firefox

247 datapk-alt X +
« - C @ QO G https#/10.51.203.213/ru-RUsapp/operational_datafevents/kibana?page=management 90% i’}l =]
o atapk
DATAPK datapk-alt
« MOHMTOPMHT » Y¥npaeneHne
YnpaeneHuwe cTekom  LabnoHbl MHAeKCoB
Co6eiTra ‘YnpaeneHue MOHUTOPUHIOM
Buzyanuzaumm .
LaGnoHbl HHIEKCOB
e excon ECTb AaHHble B Elasticsearch.
- CoxpaHeHHbe 0BbekThl -
npaBneHie
LI - Cospante WabnoH nHaekca. +
A VHumperTe

Labnoxsl nupexkcos Tpebytotes Kibana ans onpepeneqns

WHOEKCOB, KOTopble Heobxoaumo M3y4nTk. LliabnoH +
WHOEKCa MOXET YKa3blBaTb Ha KOHKPETHbIA MHOEKT,

21 Mucnenus 03 HanpuMep, BYepalliHWe AaHHbIe XYPHaNoE UM BCe

WHOEKCHI, COASPALWMWECA B AaHHBIX XYPHaN0B.

Ll o6nextuisamue!

5&’ WHCcnekuwa cetn

)30aTk WabnoH uHaekca

{:.i ¥YnpaeneHue KOMNNEKCOM ~

(OCHOBHEIE HACTPOMKA

JOM3IWHAA CeTk

Monk3oeatenu HeobxopMMa pononwnTensHan nHpopMauua?  O3HaKOMMUTLCA C OKYMEHTALMER 2
3KCNOPT AAHHLIX

JuardocTura

sea Ynpaenexne wepapxmei

18:39:17 02.03.2023

S, Menio “ [admin@alt-ws-10: /nome!/... g datapk-alt — Mozilla Firefox 5] en @ q(’ ) % g Yr, 2 map, 18:39

PucyHok 8 — BHeIllHUM BUJL HHTepderica COObITUN

2. Co3gariTe HOBBINM HHJeKC IabsioHa. [yt aToro Ha crpaHulle «CobwITUsI» B 1oJie «[Ilab0H
HHJIeKCa» BBeIWTe Ha3BaHUe IIpefycTaHOBJIeHHOTO B DATAPK mra6sioHa «datapk-events-*» u
Ha)XMUTe KHOIIKY «/[asee» (PUCYHOK 9).

Co3patb wabn. nHaexca

aBnoH HAEKGA MOXET COOTBETCTBOBATL OIHOMY WCTOYHWKY, Hanpumep, filebeat-4-3-22 , unu multiple UCTOUHWKAM AaHHbIX, filebeat-+ .
MocMOTPETb AOKYMEHTALMK (2

Lar 113 2: Onpepenutb WabnoH MHAeKca

LLaBnoH HHAEKEa

detopk-ovents

Vicnonbayite 38eanouky (¥) ANA CONOCTABNEHUA C HECKO/BKUMM MHAEKCAMA, 3aNpeLLeHo enonbacears cumeone \, /, 2," <, >, |.

X BKIHOUATB CUCTEMHBIE U CKPBIThIE MHAEKCHI

~  LWaBnoHy MHOeKkca cooTBeTCTRYeT 1 source.

datapk-events-2023.02.16 Mupexc

CTpok Ha cTpanuue: 10~

PucyHok 9 — OKHO CO3/1aHUSI HOBOTO I11a6JI0HA HOpMaJIU3aliiy COOBITUMN

3. Ha ciepnyromiem mare BblOepuTe GUIBTP BpeMeHU g coObITHM (PucyHOK 10). /[l aTOro B
nosie «Ilosie BpeMeHU» BBIOEpUTE U3 CIUCKA IoJe QUIbTPAa BpeMeHHU «create_time» (BpeMs
CO37aHUS COOBITHS).
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Co3paTtb Wabn. MHAeKca

LaBnoH MHAEKCa MOXKET COOTBETCTBOBATb OAHOMY UCTOYHMKY, Hanpumep, filebeat-4-3-22 , v multiple MCTOYHWKEM AaHHbIX, Tilebeat-+ .
MocMOTPETL AOKYMEHTALUKO [

LLar 2 us 2: HacTpolika napamMeTpos
YkaxuTe napamMeTpbl AnA datapk-events-* wabn. nHaekca.

BbibepwTe ocHOBHOE None Ansa NpUMeHeHWs ¢ rnodanbHbiM GUNLETPOM BpEMEHMW.

Mone BpemeHin OBHOBUTH

create_time ~

> [Mokasarb QoNonHWTENLHLIE HACTPORKK

¢ Hasap, CospaTh WabnoH uHaekca

PucyHok 10 — OKHO HaCcTPOMKHU aTpubyTa BpeMeHHOT0 QIILTpa B UHTeperice BU3yaTU3aIiuu

4. Haxmute KHOIIKY «Co3/aTh 111a6JI0H UHEKCa».

5. O6HoBuTe cTpaHUuLy «CobeiTus» (PHUCYHOK 11) 1 y6equTech, UTO B CIIMCOK I10JIeM «/|0CTyIIHEIe
I10JI1» OBLJIM 3arpy>KeHbl I10JI U3 IIpelyCTaHOBJIEHHOI0 111abJI0Ha.

datapk datapk
datapkealt

DATAPK 11901 Cobbmus

MowuTopusr > Cobbiis

<«

Hosbiit 3anpoc  CoxpasuTs ~ OTkpsiTo  Mopenutsca  MposepuTs
lult  Mowwropumr
Cobumun B foncx KL v LestiS minutes okasars ga

BusyanusaLm
Mareny MoHATODHHa © — +fiobasuTs GunsTp
Ynpasrerite =
2 datapk-events-* v = 138 hits
A et
QU Movtck HassaHuit noneit Feb 16, 2023 @ 12:18:55.877 - Feb 16,2023 @ 12:33:55.877  AeTo v
H o6wexrur sawymar © ounsTp no Tuny 0
0
Buty 2
21 Wncnexuns 03 sl g .
@) _source H
I
e nenerncern pRS—— 8" I Il
. L] L
6) T — -_— - ———
& _index 1 B E 22200 122300 122400 122500 600 22700 12 o 230 3200 123300
24 Vnpaaneive nepapied # score create_time 3a 30 seconds
€ type Time « _source
© @timestamp
> Feb 16, 2623 @ 12:33:54.718 severity: low target_port: - @version: 1 target.mac: - host_id: 20dfbe21-1dcd-4d7b-bbde-094730eb6aad
) @version additional_information: protocol: - Gtimestamp: Feb 16, 2023 @ 12:33:54.719 source_hostname: - id: 18126109-67e1-4862-
i action aab3-558aec060384 receive_time: Feb 16, 2023 @ 12:33:54.718 hostname: datapk-alt User: datapk event_id: 1176004 request_id:
+ additional_information - description: post method for kibana target.ip: - justification: source: datapk_sensor sourceport: - category: OK
t boxid tags: MN sourceip: - sourceid: - action: POST target_id: - source.mac: - target_hostname: - type: event
¢ box_name .
> Feb 16, 2623 @ 12:33:54.769  severity: low target_port: - @version: 1 target_mac: - host_id: 28dfbe21-1dcd-4d7b-bbde-09473Pebbaad
¢ category additional_information: protocol: - Gtimestamp: Feb 16, 2623 @ 12:33:54.716 Source_hostname: - id: ec6ag2el-2274-dbba-
© create_time 81da-6381bbe925a6 receive_time: Feb 16, 2623 € 12:33:54.709 hostname: datapk-alt user: datapk event_id: 1178984 request_id:
t description - description: post method for kibana targetip: - justification: source: datapk_sensor source_port: - category: OK
1) eventid tags: MN sourceip: - sourceid: - action: POST target_id: - source.mac: - target_hostname: - type: event
t event_type > Feb 16, 2023 © 12:33:54.426  geverity: low target_port: - @version: 1 target_mac: - host_id: 20dfbe21-1dcd-4d7b-bbde-094730ebbaad
¢ hostid additional_information: protocol: - @timestamp: Feb 16, 2623 @ 12:33:54.427 source_hostname: - id: fc2a68bi-4947-429d-
) hostname 9932-08391282673 receive_tine: Feb 16, 2623 @ 12:33:54.426 hostname: datapk-alt user: datapk event_id: 1178684 request_id:
id - description: get method for kibana target_ip: - justification: source: datapk_sensor source_port: - category: OK
e tags: MN sourceip: - sourceid: - action: GET target_id: - source.mac: - target_hostname: - type: event
i
¢ justification > Feb 16, 2023 0 12:33:54.020 severity: low target_port: - @version: 1 target_mac: - host_id: 20dfbe21-1dcd-4d7b-bbde-894738eb6aas
] message additional_information: protocol: - @timestamp: Feb 16, 2023 © 12:33:54.622 source_hostname: - id: 45528391-b9e8-48bd-
) protocal 9e46-742088430521 receive_time: Feb 16, 2623 @ 12:33:54.620 hostname: datapk-alt user: datapk event_id: 1178984 request_id:
- . - description: post method for kibana target_ip: - justification: source: datapk_sensor source_port: - category: OK
receive_time
tags: MN sourceip: - sourceid: - action: POST target_id: - source.mac: - target_hostname: - type: event
+ requestid
) severity > Feb 16, 2023 @ 12:33:53.338  gseverity: low target_port: - @version: 1 target_mac: - host_id: 2@dfbe21-1dcd-4d7b-bbde-894730eb6aad
) source additional_information: protocol: - Otimestamp: Feb 16, 2623 @ 12:33:53.346 source_hostname: - id: fda7bclc-7fc5-4de7-
9146-eda75aa3bf2c receive_time: Feb 16, 2023 € 12:33:53.338 hostname: datapk-alt user: datapk event_id: 1178984 request_id:
¢ source_hostname
- description: post method for kibana target_ip: - justification: source: datapk_sensor sourceport: - category: Owika
id
) source cepsepa tags: MN source_ip: - source.id: - action: POST target.id: - sourcemac: - target_hostmame: - type: event
t sourceip
AT > Feb 16, 2023 @ 12:33:37.917  gseverity: low target_port: - @version: 1 target_mac: - host_id: 28dfbe21-1dcd-4d7b-bbde-894738ebbaad
- . additional_information: protocol: - @timestamp: Feb 16, 2623 @ 12:33:37.918 source_hostname: - id: b8f6ag31-275b-4766-
source_por
9683-bd65660c0592 receive_time: Feb 16, 2623 € 12:33:37.917 hostname: datapk-alt user: datapk event_id: 1176684 request_id:
‘
titags - description: post method for kibana target_ip: - justification: source: datapk_sensor source_port: - category: OK
t] target_hostname: tags: MN source_ip: - source_id: - action: POST target_id: - sourcemac: - target_hostname: - type: event
t target i
T targoo > Feb 16, 2023 € 12:33:37.709  severity: low target_port: - Gversion: | target.mac: - host_id: 20dfbe21-1dcd-4d7b-bbde-09473peb6aad
- additional_information: protocol: - @timestamp: Feb 16, 2023 © 12:33:37.718 source_hostname: - id: b3elf7bb-9687-42b7-
ot
D 824c-54a454db1389 receive_time: Feb 16, 2023 @ 12:33:37.769 hostname: datapk-alt user: datapk event_id: 1176004 request_id:
¢ target port - description: post method for kibana target_ip: - justification: source: datapk_sensor sourceport: - category: OK
¢ type tags: MN sourceip: - sourceid: - action: POST target_id: - sourcemac: - target_hostname: - type: event
€ user
> Feb 16, 2023 € 12:33:37.167 severity: low target_port: - @version: 1 target.mac: - host_id: 20dfbe21-1dcd-4d7b-bbde-89473Beb6aad
additional_infornation - Ctinestamp: Feb 16, 2023 0 12:33:37.170 source_hostname €d900781-faaf-daed-
12:39:15 16.02.2023 sk i S i i

Pucynok 11 - Ctpanuna «Co6sITus» HHTepderica BU3yaan3aruu
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8. UmnopTtupyiiTe naneau MoHuTopuHra B CL DATAPK. /141 aToro:

1. OTKpoiTe Iojpasiesl MOHUTOPUHra «VYIIpaBJieHUe», 3aTeM BblOepuTe «YIIpaBjeHUE» -
«CoxpaHeHHble O0BbEKTHI» (PUCYHOK 12).

datapk-alt — Mozilla Firefox

24T datapk-alt x4
<« o> C @ QO G https//10.51.203.213/ru-RU/app/operational_data/events/kibana?page=management 9% 17 8 =
Eaztes o S datapk datapk

DATAPK 1.19.0.1 Ynpaenexue datapk-alt

& MOHUTOPWHI > YnpaeneHue
YNpagnenWe cTekoM  CoxpaHeHHble 06beKThl
CoBbITnA ananneuule MOHUTOPHHIOM
Buayanuaaumn

LliaGnoHs! uHeKCos CC))(paHeHHb|e 0ObeKTbI (M KCnopT 2 06beKToR oy Wmnopt G OGHOBMTL

TaHen MOKUTOPHHIA
CoxpaHeHHbie 06 beKTbl

¥npasneuwe - -

= [ONONHHTENbHBIE HACTPOMKA YNpaBnaire v 4enurect CoxpaHeHHbIMK 00bexTamu, YTobbl OTPeNak THPOBATE BHYTDEHHNE AaHHLIE 0LEKTa, OTKDOMATE aCCOUMMPOBAHHOE C HIAM
A Vuumpenter NpUNoXeHAe.
K osvekto zawuTs Q Tan
21 Mncnexuns 03 Tun  HaumeHosanue AeilcTenn
He Mcnexupn cen 1 Advanced Settings [7.10.2] @
0 Y¥npaeneuue Komnnexkcom F-3 datapk-events-* E @

§es YnpaBnewwe wepapxueit Rows per page: 50 v

18:41:16 02.03.2023

MeHH (o] admin@alt-ws-10: /home/a... &g, datapk-alt — Mozilla Firefox en [§ il 2 Yr, 2 map, 18:41
=

Pucynok 12 - Ctpanuna «CoxpaHeHHbIe 00beKThI»

2. B BepxHel 4acTU CTPAHUIIBI HAXKMUTE KHOIIKY « IMIIOPT».
PesysibTaT I1ara: IIOABUTCSA OKHO UMIIOPTA COXpaHeHHbIX 06 bEKTOB.

3. B OTKpHBIBIIIEMCS OKHe IlepeTalliiTe UIH BbIOepUTe I10 Ha)KaTHIo Ha «MMiopT» paitsn popmara
«*ndjson» c o6 beKTaMu UHTepdeiica Busyanusanuu (PucyHok 13).

Ebibepute dain gna uMnopTa

£a)

MnopT

PucyHok 13 — O6s1acTh BrI60pa ¢ariia [y UMIIopTa

o OcTaBbTe BK/IIUYEHHBIM IlepeKjrydaTeslb «ABTOMAaTHUUeCKH IlepesalucaTb BCe
KOHQJIVKTEI».

4. Haxxmure «ImMnopt» (PUCyHOK 14).
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IMNOPTUPOBAaTL
COXPaHEHHbIE OBBLEKTLI

Buibepute daiin gna umnopTta

)

1-19-dashb-tst.ndjson
Remove

Onuun umnopTa

MpoBepuTs, CYLLECTBYHOT N ®
06BEKTSI

© AsToMaTHueCKM NepesanuckIBaTh

KOHDNMKTBI

OelcTBUE NPU KOHGIMKTE

CosfnasalTe HOBble 0BbLEKTHI CO @
cnyydaiHeimm ID

Oruenz m

PucyHok 14 — OKHO UMIIOPTa COXpaHEHHBIX 00 HEKTOB

5. IIpu nosiByieHUH OKHa «KOHQJIMKTEI IaTTepHa UHAEeKCUPOBaHUsg» B CT0JIOIe «HOBBIM ITaTTEepH
UH/IEKCUPOBAaHUSA» B BBIIAJAIOIEM CIIMCKe BbIOepuTe «datapk-events-*» U Ha)XMuUTe
«[loATBEpPAUTE BCe U3SMeHEHUsI» U HaKaTh «[0T0BO» (PHCYHOK 15).

=
IMnopTupoBaThb
COXpPaHEHHbIE 0BbeEKThI
© KoHbnuKTbI NaTTepHa MHASKCUPOBaHWA
Cnepytolme coxpaHeHHble 0BbeKTbl MCNONb3YoT
HECYLLECTBYHOLMIA NaTTEPH MHAEKCUPOBAHMWA,
NoxanyicTa, ebiGepuTe NaTTepHs
WHAEKCUPOBAHUA, KOTOPLIE XOTUTE CBA3aTH C
HUMK. Bbl MOXETE CO3[aTh HOBbIA NaTTEPH
WHOEKCUPOBAHKA, eCn NoTpedyeTcA.
D Konwuecteo  Mpumep 3a..  Hosbli nar...
95569620~ %?::g:g
0406-11ed Coi
- a5 Lro bITHA o
S
d7946e68 -- Skip Import --
ACO

datapk-events-*

Rows per page: 5 ~ 1

OTtmena MopTBEpaUTL BCE N3MEHEHMA

PucyHoOK 15 — OKHO KOHQJIMKTOB IaTTepHa UH/IEKCUPOBAHUA

9. 3arpysuTre IIpOYMil KOHTEHT (IIOJIUTUKA KOppessdalvy, IIpaBuja OOHapy>KeHUsI BTOPIKEHUU,
IPyIIbl CKaHepoB, rpylmibl OVAL-olipefesleHUI U IIp.), BBIIIOJHUTe HHBIE HACTPOMKU B
COOTBeTCTBUU C fokyMeHTarme Ha CL DATAPK.
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7. 3aBepiueHue padoThl

Ilepepn 1mmepesarpyskoi MM BBIK/JIIOUEHHEM KOMILIEKCA Ha cepBepe, MCIIOIb3yHTe I OCTAHOBKHU
Bcex cepBucoB I[IK CL DATAPK KxoMaHAy:

$ su - -c "cd /opt/datapk && docker-compose down'

o Jla’HHasg orlepamnyig MOXKeT 3aHATH [0 5-7 MUHYT.

15
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