HacTtpoiika pabo4ero mecra ansi paboTbl C NOLLAAKONA
AltLinux Workstation (audit.sberbank-ast.ru)

1. YcraHoska 6paysepa Chrome
a. 3anyctute «TepMuHan» U3 MeH0
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b. BbinonHute komaHgy sudo apt-get update

UenTp cvcTemoii (o1

sudo apt-get update W SSL MpusTeps  CeTessie karanont
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d. BbinonHuTe komaHay: sudo apt-get install google-chrome-preinstall
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2. YcraHoBka Kpuntonposaiigepa Crypto Pro 5.0
a. ycTtaHoBuTe naket cryptopro-preinstall:



apt-get install cryptopro-preinstall
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/Y oain Mpaska Bug Mepexos 3aknagwu Momouws
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©ain Mpaska Bug Nouck Tepuunan Mowous

usergattos-test sudo apt-get install cryptopro-preinstall

«install.sh» Beigenet (12,7 kB), CeobogHoe mecTo: 47,3 GB
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b. 3arpyaute nocnegHiolo akTyanbHylo cepTud LMpOoBaHHYyIo BepCUio KpunTornpoBsaliaepa ¢ pecypca https://www.cryptopro.ru/products
/csp/downloads#latest_csp50_linux

Heo6xogum aucTtpubytus asisi Bepcum Kpunrollpo CSP 5.0 gns Linux (x64, rpm)
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d. 3anyckaem caiin install_gui.sh B TepmuHane

cd ~//1inux-and64/
sudo ./install _gui.sh

user@altws-ast: /home/user/3arpy3ku/linux-amdé4

®ain Mpaska Bug Mowck TepmuHan [Momols

| YcTaHoBuMK KpunTofpo CSP |

[ofpo noxanosaTb B MacTep ycTaHoBkW Kpuntoflpo CSP

MacTep yCTaHOBKM MO3BONMT YCTEHOBMTh, MEPEYCTAHOBWTh W YAaNWTe Kpuntollpo

CS5P ¢ xomnewrepa. HammuTe [anee nna npoponxeHws wnu Boixod ANA BbiXxofa M3
MacTepa YCTaHOBKM.

<Bbixog>



https://www.cryptopro.ru/products/csp/downloads#latest_csp50_linux
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e. BblbypaeM Heo6xoanMble NakeTb! (Kak Ha PUCYHKE
user@altws-ast: fhome/user/3arpyskun/linux-amdé4

®ain Mpaeka Bug Mowck TepmuHan Momows

| yeT KpunTofpo CSP |
BuifepuTe Hatop ANA YCTaHOBKM.

HakMMaiTe Ha 2MeMeHTbl CMUCKA HWKE, YToOb BhOPaTe Habop ANA YCTaHOBKM. He
yCTaHaBNMBaiTe nakeThl 0e3 HeoBXOOMMOCTHM: 3TO YCNOMHMT HAacTPORKY M MOMET
CHU3MTb MPOM3BOMTENLHOCTD.
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f. Haxumaem YcraHoBuUTh

=] user@altws-ast: /home/user/3arpysku/linux-amdé4
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Kpuntolpo CSP |

BYRyT yCTaHOBMEHbI:

Kpuntonposaiinep KC1

Ipapuyeckue puanoru

Moppepwka TOKEHOB M CMapT-KapT

cptools, MHOTOUENeBoe rpaguyeckoe MpUIOKEHHE
brbnuoTeka PKCS #11 (pna gosuslugi.ru)
VMNOpTUPOBaTh KOPHEBbiE CEPTUPMKaTHI M3 OC

HakMnTEe YCTAHOBHTb, 4TOObl Ha4aTb YCTAHOBKY. YTOOb BEPHYTLCA W M3MEHMTb
HacTpoikK, HaxMuTe Hasan.

<Hasap>

user@altws-ast: fhome/user/3arpysku/linux-amdé4

paaxa Bua Mowuck Tepmunan Momouls
-

| Yer Kpuntofpe CSP |

NakeTsl KpunTolpo CSP yCMEWHO YCTaHOBMEH:

h. (OnumoHanbHO) YkasbiBaeM cepuiiHbiii Homep Kpuntollpo CSP
i. Ans nopnep>xku paboTbl ¢ annapaTHbIMUM TOKEHaMuU HeO6XOAMMO BKIIOUYMUTL cnyxby pescd

sudo systenctl| enable pcscd
sudo systencttl start pcscd



user@altws-ast: /home/user/3arpysku/linux-amdé4

3. HacTtpolika ceptuchukara knoya 29I
a. 3anyckaem MHCTPYMeHTbI KpI/II'ITOHEgL
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b. Bbibypaem paspen KoxTeiiHepbl n Haxxumaem "MimnopTypoBarts Kiioun" BbiGpaB HEOOXO0AUMBI KOHTelHep
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d. naponsb: 1

MMnopT U3 PKCS #12 (PFX) X

BeeguTe naponk Ha PRX-pain:
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Crypto-Pro GOST R 34.10-2012 KC1 CSP 3anpaluvBaeT HOBLIA Naponk Ha KOHTERHep

CunThiBaTENL! HDIMAGE

Hocutens: YHWKaNLHOE UMA OTCYTCTBYET

KoHTeHep: pfx-54ca4ds8-68af-93a0-9539-c5fb02f7b612

HoBbIA naponk: “ l
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4. YcraHaenvBaeM paclumpeHmne 6paysepa Google Chrome "CryptoPro Extension for CAJES Browser Plug-in"
a. MNepexopgum Ha cTpanuuy https://www.cryptopro.ru/products/cades/plugin

b. BbiNosHsiem nMyHKT 2
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d. BbINosHsieM yCTaHOBKY NaKeToB:
cprocsp-pki-cades-64-2.0.14071-1.amd64.rpm
cprocsp-pki-plugin-64-2.0.14071-1.amd64.rpm
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[d Caoiicrea

YcTaHoBKa RPM

YcraHoeka naketoe RPM

EI’IHCOK MNAKETOE ANA YCTaHOBKA MK obHoBNEHWA:

fhome/user/3arpy3ku/cades_linux_amded/cprocsp-pki-plugin-64-2.0.14071-1.amdé4.rpm

BHWMAHMWE! HacToATENEHO PEKOMEHYETCA HE YCTaHABNNEATL RPM u3 haitnos.

1 WcnonssyitTe nakeTHble penosMTopui Bawero ANCTPUEYTUEE Kak Be30NacHbIi NCTOYHIMK NPOrPaMMHOre
= opBecneueHus.
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5. MpoBepka paboTbl HACTPOEHHOrO KOMMeKTa Ha rowiaake "C6ep6aHk-ACT"

a. oTKpoiiTe 6pay3ep Google Chrome. OTKpoIiTE NaHeNb ynpaBieHusi pacLuMpeHnsmu, WwenkHute Ha CryptoPro Extension
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b. Beibepute "HacTpoiika [oBepeHHbIX caiToB"
Y

A EH

Kpuntofpo 3UN Browser plug-in
Mposepums patoTy Nnarmka

HacTpoiiia nosepeHHR caiftos

MHCTRYKLIAR MO CTAHDBKE

-

Eapys EpanTofpo

Teunoaaepoes

(=

1

PacLuMpeHns

He Tpedy

AoeTyn

PaclumMpeHWs, koTopkiM He TpebyeTca npaso Ha
MPOCMOTP 1 UIMEHEHWE UHDOPMALIMK Ha 3TOM

£ CryptoPro Extension for CAdE...

£ YNpasneHve paciuMpeHnAMA

5

-]
»
x

e

c. HabepuTe B none BBoga https://*.sberbank-ast.ru HaxxmuTe + 4TO6bI O6aBUTL 1 "COXPaHUTL", YTOObLI NPUMEHNTL M3MEHEHUS

Hactpoiikn Kpyntolpo 3L Browser Plug-in

Cnucok HAeKHLDX Y3noB, KOTOPLIE HE NPUUMHAT BPE[ BALUEMY KOMNLKITEPY M fanHemM. LA 3aaHHbX Be6-
yanos Kpuntolpo 3LMN Browser Plug-in He GyaeT TpeboBaTk NOATBEPKAEHUA NONLI0BATENA NPH OTKPLITAM
XPaHWInLa cepTuDAKATOR, CO3AaHMA NOAMACA Wi paclund)poBaHAN CooBuLeHUA. Mpu goBaBneHun BEG-

Y3108 B HA[IEXHbIE MOXHO MCNONB30BATE CUMBON "*' 1A yKa3aHUA BCEX CyHIOMEHOB aHHOTD yana.

BawHo! [pi A06aBNEHUA BEG-YINA B CNMCOK HATEKHLIX, Bbl AOMKHLI GITh YBEPEHD, UTO BEG-
CKPUANTHI, 3arpyEHHLIE U1K 3aNYILEHHLIE C AaHHOrD BEG-Y3Na, He MOTYT HAaHECTH B[ KOMMLITEpy

WK JAHHBIM .

Cn1CoK AOBEPEHHbIX Y3108

https://*.sherbank-ast.ru /
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d. Beegute B agpecHoli cTpoke www.audit.sberbank-ast.ru n Haxxmute Enter
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Q. Halim npoueaypy Tnaskas v Saynm v Cepancel v Obyuenme v

B cooraeTcTamM C 44-

O CBEP A ‘ rocyapcTBeHHble 3aKynku @ 97‘7(':5;‘)*357729797/99, (495) 530-50.21
7 3 )

Topauasn nuwA: 3afnka. Con Covid-19
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g. BeibepeTe Baww cepTudmkar us cnncka n Haxxmute "BonTn"

MmA nonszoeatens

Mapone

3abbinm napons?

Ceptudpmkar M

[lnA koppekTHO# paGoTel ceprd & An i AN 15.06.2 09 9)

AeiicTBuA no HacTpoiike MK:

1. floGasume y3en https://*. sberbank-ast.ru g 3oHy «HadexHeie yaei» Gpay3sepa Internet Explorer.
2. Yemanosume Ha [K xopregoll cepmugh Bawezo YdocmosepAoLez0 YEHMPa.

Bonee nodpofko anzopumm Hacmpoliku MK uznoweH 8 UHCMpyKuLU

i. lobpo noxxanosaTb B NINYHbIN KabUHET! Bce HaCTPOEHO KOPPEKTHO
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	Настройка рабочего места для работы с площадкой AltLinux Workstation (audit.sberbank-ast.ru)

