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1. AUCTPNOYTUBDI

YcTtaHoBka npoussognnack Ha obpase OC: Anbt Paboyas ctaHuma 10
# uname -a

Linux host-15 5.10.82-std-def-altl #1 SMP
Fri Dec 3 14:49:25 UTC 2021 x86_64 GNU/Linux

OunctpnbyTtus Dr.Web Enterprise Security Suite (ESS):

drweb-13.00.0-202110200-esuite-server-unix-linux-x86_64.tar.gz.run

2. YcTaHOoBKa Dr.Web Enterprise Security
Suite (ESS)

2.1. Mepepn ycTaHOBKOW, HEOOX0AMMO 06HOBUTL MHAEKC NAKETOB B peXUME cynep-
nosib3oBaTens:

# apt-get update

2.2. Pa3pewmnTte ncnonHeHuve aina:

# chmod +x drweb-13.00.0-202110200-esuite-server-unix-linux-x86_64.tar.gz.r

2.3. 3anyctute hain Ha UCNOSTHEHME:

# ./drweb-13.00.0-202110200-esuite-server-unix-linux-x86_64.tar.gz.run

2.4. lanee Bam He06xoANMMO 03HAKOMUTBLCS C TEKCTOM JIMLLEH3VMOHHOIO CornalleHuns
KomnaHun «loktop Beb», koTopbI OyAeT BbiBeAeH Ha akpaH.llocne npoyteHus
JInueH3MOoHHOro cornawleHns Bam 6yaeTt npeasiokeHo NpUHATL ero ycnosus. Beegute Yes
nnu'Y, ecnv Bbl NpUHMMaeTe ycnosus, n No nnu N, ecnu BblHe COrflacHbl C YC/10BUAMU
JInueH3MoHHOro cornatweHus. B cnyyae otkasa oT NPUHATUA YC/10BUI JIMLEH3NOHHOIO
cornaweHunsa paborta nporpammbl YCTaHOBKM OyeT aBTOMaTMyYeCcKn 3aBepLueHa.
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A oot@haost-15: fhome/altlinux/3arpysku
e
. g " 64.tar.gz.run
5 ~run.dir
= Uncompressing drueb-e: er
aityl UEHSMOHHOE COTNANEHWE
W,
il HacTosmee NMiuenawonnoe me (nanee - Cornamenne) 3amnm: vexny samm,
QM3UHECKHM TN WDHIHYECK) M (nanee - fMlons3osarens),  Of xTop Beos
(nanee - Npasootnanar OUMCA ODNANATENEM MCIUMMKTEN) a Ha
altlinux@host-15: fhome/altlinux/PaBouuii cron =] nporpameioe obecnievenwe cemedicTsa Dr.Web (fanee - MD). COrnamenue 3axnouaeTcs Ha

cnemywupx ycnosuax.
1. YcnosWs COTNaWeEHWA OTHOCATCA K MCNONbIOBAHWG COMPOBOXAEMOTD COrNameHMeM M0.

2. Monssosarens npuxiMaeT ycnoswa COTNameHds B NONHOM QObEME C MOMEHTA Hauana

wcnons3osanks N0. Mons3ceaTent nowamaer, 4TO N0 NPERHAIHAYEHD ANA MCNONB30BAHHS

[DPHANHECKAMA NMUAMA, & TAKNE GHIMMECKHMM NMUAMM, QOCTHFUWMA BOIPACTA

COBEUEHHONETHA, B CBA3M C 4eM, HAYMMAS WCNONB3OBAMKE 10, Monk30BaTeNt

nonTeepxpaer cnepynuee:

1) MOCTHNeHWe BO3PACTA COBEPUEHHONETMA B COOTBETCTBMM C 3AKOHORATENLCTBOM
CTPaN, FPAaKJaHMHOM KOTOPOR OM ABNAETCA, /MOO

2) 4TO HacToAWEe COrnaweHWe 3akmovaeTcs MONb3OBATENEM C PASPEWEHHA W B
NPMCYTCTBMM PORMTENER NGO MiLX 3JAKOHMMX NPERCTaBMTEned Nonk3oBaTens,

3) 8 cnydae ecau NoNb3OBATENb ABARETCA KPWRAYECKMM NALOM, MWUD, SEKTDMEMUEE
Cornamenne 0T WMeHW Takoro NonL308aTens, NOATBEPKAAET HANWYME NONHOMOYMA H3
NPENCTaBNeHHE KHTEPECoD M0Nb30BaTENS W IAKTWYEHHE COSOK OT €0 WMEHN.

@ann MMpaeka Buwg Mowck TepmwuHan Cnpaeka

pazHOrNacwd, BO3HMKAWOWWE B CBA3WM C peanM3auMed yCnoBMW HacToAwero CornaweHws,
nognexaT pPacCMOTPEHMID B COOTBETCTBYHWMX CyOeOHbX WHCTaHUMAX N0 MECTY HaXOMOEHWA
NpasoobnapaTens.

12. B N0 BO3MOKHO WCNOMb30BaHWe pa3paboTOK M TEXHONOrMA CTOPOHHMX
NpoOU3BOOMTENEW, MNPaBa Ha KOTOpPLIE MPEefoCTaBMEHb B COOTBETCTBUM C
3aKoHOOaTenbCTBOM PocCcMACKoW Defepaudd W HODMaMW MEXOYHAapOAHOro Npasa.

13. HacTosawee CornaweHwe He NpepocTaBnAeT MoNb30BaTENW NpaB Ha TOBAPHLIE 3HaKM,
TEXHONOIHMK, CpenNcTBa WMHOMBMAYanNHMZaluWH WNH HHLIE PE3YNbTaThl HHTEﬂﬂERTyaﬂbHDﬁ
feATensHOCTH Mpasoobnapatend.

14. MpasoofnapaTens ocTaBnaeT 3a coOOW MPaBo OTKa3aTbCA OT MCNONHeHMs CornaweHws
B OOHOCTOPOHHEM nopaAgke (B TOM YWCNe B CNydyae HapyweHua Monk30BaTeneM YCNOBWA
CornaweHWA) W 0TKa3aTe MNONeE30BATENKW B BO3MOKHOCTH WMCMONb30BaHMA N0 Gez
BOZMEWEHNA YOLTKOB .

15. MpaeoobnafaTene WMeeT NPaB0 BHOCHTE WM3MEHEHWA B HacToAwee CornaweHWe B
OQHOCTOPOHHEM MOpAOKe. lonNb30BaTens YBEONOMNAETCA O BCTYNNEHWM HOBOWM PENAKLKKH
CornaweHWa B CHANY B CPOKW W cnocoboM, npueMnemMsiMd Ona lpasoobnapatend. lNpoponsan
Wcnonb3oeadue M0 nocne BCTYNNEHWA B Cuny HOBOW pepakumu CornaweHwa, MNonb3oBaTenb
NooTEEpXO3ET NPHUHATHE YCﬂDBHﬁ HOBOW pefakuMy CornawedHuda B NONHOM o0beMe.

16. KoHTakTHbie OaHHble lMpaBoobnapaTens

CaAT B ceTW MHTepHeT: https://www.drweb.ru

Afpec MecToHaxopgeHwAa: 125124, PoccuA, MockBa, 3-8 yn. fMckoro monsa, Bn. 2,
kKopn. 12a

OrPH 1047796021723 / WHH 7714533600

To continue the installation, you must accept the License Agreement. Accept? (yes/NO) yes|jis

2.5 Tak xe, AoNoNHUTENBHO ByAeT NPeaoXeHo BbibpaTb oopMaT yCTaHOBKM. MOXHO
BblGpaTb CTaHAPATHbIV NyTb Yepes /var/tmp/drwcs NnocpeacTBOM HaxaTusi Knasumwwm "Enter".
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®ann MMpaeka Buwg Mowck TepmuHan Cnpaeka

16. KoOHTaKkTHbie OaHHble MMpasBoobnapaTens

CaAT B CeTH MHTepHeT: https://www.drweb.ru

Anpec MecToHaxopgeHwAa: 125124, PoccuA, MockBa, 3-8 yn. fMckoro monsa, BR. 2,

kKopn. 12a

OFPH 1847796821723 / WHH 77145336080

To continue the installation, you must accept the License Agreement. Accept? (yes/NO) yes
yes

Package installation started, please wait...

To use settings from the previous installation, set the path to the backup.
To use the backup from the default path (/var/tmp/drwcs), press Enter.
To install the Server with default settings not using backup ones, enter 6.

]
Doctor Web, 1992-2821

By using this parameter you automatically confirm and accept the Software License Agreemen
t.

Running pre-install commands...

Creating group drwcs...

Added group drwcs

Creating user drwcs...

Added user drwcs

Backing up old versions of files to be installed...

Creating installation directories...

Installing software...

Checking configuration files...

Updating file permissions...

2.6. [Nocne ycnewwHon yctaHOBKM, BaM HE06X04MMO OTKPbITh NH060I BGpay3sep (B Hawem
cny4yae ato Mozilla Firefox) n BBectu cBoli ip-agpec ¢ noptom :9081 mnnm :9080 B NOMCKOBOIA
CTpoke. YToObl y3HaTb CBOW ip-afpec MOXHO B TepMUHaUie 6parthb:

# ifconfig
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/ # ifconfig
Link encap:Ethernet HWaddr ©8:00:27:6B:4B:74
inet addr:10.0.2.15 Bcast:10.8.2.255 Mask:255.255.255.8
inet6 addr: feB8::a80:27ff:febb:4b74/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1580 Metric:1
RX packets:733297 errors:0 dropped:8 overruns:8 frame:@
TX packets:142814 errors:8 dropped:@ overruns:@ carrier:@
collisions:@ txgueuelen:16880
RX bytes:1101009817 (1.8 GiB) TX bytes:9239157 (8.8 MiB)

Link encap:Local Loopback

inet addr:127.0.8.1 Mask:255.0.0.0

ineté addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:860 errors:0 dropped:8 overruns:@ frame:@

TX packets:860 errors:8 dropped:@ overruns:@ carrier:8
collisions:@ txgueuelen:1088

RX bytes:386662 (377.5 KiB) TX bytes:386662 (377.5 KiB)

I

2.7. lNocne ycnewHoro BBoga CBOEro ip-agpeca ¢ NOpToM Mbl NEPENLEM Ha CTpaHMULY
aBTopu3aumn.
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3. NonyyeHne napona ana aBropusalnu

3.1. B ToM cnyyae, ecsim napossi y Hac HeT, HaM Heo6xoAMMO NONYUYUTb ero 13 6asbl aHHbIX.

3.2. 3anyckaem ytunuty drwidbsh3 yepes TepmuHan ¢ ykasaHnem nytu go gaina bA:

# /opt/drwcs/bin/drwidbsh3 /var/opt/drwcs/database.sqlite

®ann Mpaeka Bug Mowck TepMmuHan Cnpaeka

[ # jfopt/drwcs/bin/drwidbsh3 /var/opt/drwcs/database.sqlite
SQLite version 3.36.8 20821-86-18 18:36:39
Enter ".help" for usage hints.
sqlite> |J

3.3. UTo6bl MPOCMOTPETbL BCE AAHHbIE, KOTOPbIE XpaHATCA B Tabnvue admins, BbINOMHSAEM
KOMaHAay:

select * from admins;
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/& fopt/drwecs/bin/drwidbsh3 /var/opt/drwcs/database.sqlite
SQLite version 3.36.8 2821-86-18 18:36:39
Enter ".help" for usage hints.
sqlite= select * from admins;
c9687173-d21d-b211-a797-85419c46T0e6 |admin|gwerty| || |Default administrator account|https:/
f18.8.2 .55:49198:2” |202260324083882511|20220324072000320|20220324872001138 |0 |en|||®
sglite=

3.4. UToObI NPOCMOTPETb BCE MMEHa 1N Naposin Ana BCeEX YUETHbLIX 3anucen
agMNHNUCTPAaTOPOB BbINOJ/IHATE KOMaHAY:

select login, password from admins;
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®ann MMpaeka Bug Mowck TepmuHan Cnpaeka

/& fopt/drwecs/bin/drwidbsh3 /var/opt/drwcs/database.sqlite
SQLite version 3.36.8 2821-86-18 18:36:39
Enter ".help" for usage hints.
sqlite= select * from admins;
Cc9687173-d21d-b211-a797-85419c46T0e6 |admin|gwerty| || |Default administrator account|https:/
/18.0.2.15:49198:21| |20220324883802511|20220324072000320|20220324072001138|0|en|| |0
sglite= select login,password from admins;
admin|d
sqlite> |

3.5. OnumoHasibHO Mbl MOXXEM NOMEHSTb Naposib (PEKOMEHAYETCS). Naposib qwerty
BbINO/IHEH B KAYECTBE Npumepa:

update admins set password='qwerty' where login='admin';
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®ann MMpaeka Bug Mowck TepmuHan Cnpaeka

/ # fopt/drwcs/bin/drwidbsh3 /var/opt/drwcs/database.sqlite
SQLite version 3.36.8 20821-86-18 18:36:39
Enter ".help" for usage hints.
sqlite> select * from admins;
Cc9687173-d21d-b211-a797-85419c46T0e6 |admin | || |Default administrator account|https:/
/18.0.2.15:49198:21| |20220324883802511|20220324072000320|20220324072001138|0|en|| |8
sglite= select login,password from admins;
admin| ¢ i
sglite= update admins set password='gwerty' where login='admin';
sqlite> ]

3.6. BbIxoguM 13 yTUANTbLI NOCPEACTBOM KOMaHAb!:

.exit

4. ABTOpUM3aLud, sanyck n npoBepkKa
nmueH3un

4.1. Bo3spallaemcs K bpaysepy rae y Hac MMeeTcs OKHO aBTopu3aumu:
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= Login — Mozllla Firefox =Ex

B Login x| +
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4.2. BBognm Haw nornH (admin) n napones (qwerty):

Login — Mozilla Firefox

2 Login X | +

<« - C @ O 81 O https://10.0.2.15:9081/esuite/index.ds b o)

5% DrWEB )

Login admin /

Password =~ reeee

Reset password m

4.3. lNpoBepKa N1LEeH3UK:
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License manager — Mozilla Firefox
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