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// TipumedaHusi no npouenype yCTaHOBKM @l/l/.

1. MpumeyaHus no npoueaype yCTaHOBKMU

B pykoBoacTtBe onucbiBaeTcsa HadanbHas yctaHoBka cuctembl «COW Basnc» Bepcum 14.1 n
Bblwe. [na wmurpaumm pJaHHbIX M3  cyuwlecTBytowen Oracle-Bepcun basmc Heobxoammo
o6paTnTbCs K 4OKYMeHTY «PykoBOACTBO MO Murpaumm gaHHelx n3 «COW basuc» Bepcun 13.5+
(Oracle) B «CN basncy» Bepcumn 14 (Postgres)».



/I Copgepxumoe anuctpubytnea NoCTaBKM @M/‘

2. Cop,epxmmoe ,EWICTpVIﬁyTVIBa MOCTABKM
Ounctpnbytne npuknagHoro pewenns CAOWU Basuc 14.1 nocraBnsaetcda B Buae ZIP apxuBoB ¢
KOMMOHEHTaMn cepBepa npuroxeHun n 6asbl gaHHbIX baswuc.
ApXMB C KOMNOHEHTaMW CTaHOAPTHOro NpunoxeHus basuc:
basis-standard-[VERSION].zip
ApxuB ¢ koMmrnoHeHTamn B[] basuc:
basis-standard-dbpg-[VERSION].zip

CocrtaB apxuBa basis-standard-dbpg:

Copepxunt HavanbHbi gamn B Basnc PostgreSQL, a Takke

Pg-backup yTMnuTbl Ana 6akana n BocctaHoBneHus bl PostgreSQL.
CoaepXut Habop yTUNUT N KOHPUrypaLUMOHHbIX hannos Ans
pg-stuff HacTponkun cepeucoB b1 basuc, a Takke ona Murpaunmn gaHHbIX U3

B[ Oracle
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3. OCHOBHbIE€ KOMNOHEHTbI U TONONOIrnA KOHTYpPa
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BusHec-normka n BeG-cepBucbl ONs OOMeHa AaHHbIMU C KIMEHTaMW peanusyloTcs Ha
NPUKNagHOM YPOBHE Ha cepBepe MNpUnoXeHuin. [aHHble coxpaHswTcAa B 6ase AaHHbIX
PostgreSQL. Ba3a fgaHHbIX U cepBep MNPUIIOXKEHUA MOTyT OblTb YCTAHOBIEHbI Ha OAHOM
KOMMblOTEPE (CUCTEMHOM cepBepe).

[Ons HebonbLUMX MHCTaNNAUMN (KONMYECTBO O4HOBPEMEHHO paboTalowmnx nonb3osaTenen 5-8)
MOXHO OrpaHUYUTLCA OAHO MALLUWMHHBIM KOMMNIIEKCOM.

Ona Gonee KpynHbix cepBep B[ n cepBep NpunoXeHWn pasBopayvMBaloT Ha OTAENbHbIX
PU3NYECKUX NI BUPTYanbHbIX CepBepax.
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3.1. lNMepeyeHb KOMNOHEHTOB

PostgreSQL
unu

PostgresPro

CYB[ PostgreSQL wnu PostgresPro. Wcnonb3yetca ans
XPaHeHNsi ANeMeHTOB KOHUrypaummn n o6bLeKToB yyeTa.

Btob-service

CepBI/IC AVHaMN4eCcKomn TpaHCIAUUN N KIWWNPOBaAHNA OaHHbIX

B COWU Basuc

Basa ganHbix COW Basuc

Apache Tomcat

CepBep npunoxeHun Apache Tomcat wcnonb3dyeTtca Ans
paboTbl npunoxenus CON baauc

COU basuc

I'IpvmomeHme CNCTEMbI TEXHNYECKOTIo y4yeTa




/ Hactpowka OC

4. Hactpouka OC

4.1. Ponu n nosilHOMOYMA aAMUHUCTPATOPOB
pasBepTbiBaHUA

Linux Admin

[aHHasa ponb A0MKHA MMETb NOSTHbI aOMUHUCTPATUBHbIN 4OCTYN
K y3nam basis-app, basis-dbpg, nossonsowuin BbLINOMNHUTL
pa3BepTbiBaHWE M NepBOoHaYanbHy HAcTponiky OS Ha [aHHbIX
y3nax. B npouecce koHdwurypaumm cosgaeTt u npegocrasngaeT
HeobxogMmble nornHomouuns ana Tomcat Admin.

Tomcat Admin

[JaHHaa ponb wWMeeT nomHoMouMsi Ha y3ne basis-app,
NO3BONAOLLME BbINOMHATL Ppa3BepTbiBaHNE cepBepa NPUOXKXeHUI
Apache Tomcat. Heo6xoanmble NONHOMOYMS Ha y3nax nonyyaet
oT Linux Admin. Takke nony4yaetr HeOOXOOUMbIE Y4YETHLIE
AaHHble ONS HacTpoWKM nogknioveHus k Postgres Database ot
Postgres DBA.
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4.2. Hactpounka OC

Ponb: Linux Admin

4.2.1. TMNpoBepka HacTpoek Firewall

Heobxoanmo npokoHTponupoBatb HacTponku firewall, He 3abnoknpoBaH Nu JOCTyN M3BHE K
noptam Ha yanax basis-app, basis-dbpg. A Takke HeT nNu Kakux-nMbo orpaHudeHun npwm
B3aMMOAENCTBUM MEXAY BHYTPEHHMMM y3namu KOHTYpa, ECNY UCTONb3yeTCs pacnpeaeneHHas
yCTaHoBKa.

MopT CepBuc

TCP *:111 rpc

TCP *:22 ssh

TCP *:5432 postgres
TCP *:9090 btob-service

OObIYHO [OCTYN K y3ram KOHTypa M3BHE KOHTPONMPYETCHA CETEBbIMW aAMWHUCTpATOpamMu Ha
oTaenbHoM annapaTHowm firewall. Ha camom y3ne cepsuc firewalld pekomeHgyeTca OTKNHOUNTD,
4yTOGbLlI HEe OnOKMpoOBaTb B3aMMOOEWCTBME MexXAy KOMMoHeHTamu basis-app, basis-dbpg B
cnyyae pacrnpefeneHHon yCTaHOBKM KOMMNOHEHTOB cpeabl:

# systemctl stop firewalld
# systemctl disable firewalld

4.2.2. HacTtpowuka nokanbHoro resolver

Mpn passepTbiBaHUn cpegbl «COW Basnc» pekomeHOyeTCcs Ha KaXkaoM U3 y3roB cpedbl B
nokanbHbIn hosts-gann pesoneepa nponucaTe well-known CMHOHUMbI Y310B C KOHKPETHLIMU AN
AaHHon cpepdbl |IP-agpecamun. N 3atem Bcerga ucnonb3oBaTb 3TU CUMHOHMMbI MPU HAcTPOWKE
NnpuUKNagHbIX KOMMOHEHTOB M cepBucoB «COWN basuc». [aHHbIM noaxod MO3BOMMT B
nocnegytowem, 6e3 M3MEHEHMS CIOXHOW KOHUrypaumm MHOTOYUCIEHHbIX MPUKNaaHbIX
KOMMOHEHTOB, NPO3paYHO KIOHMPOBATb UM MEPEHOCUTL CPeay Ha OpYroe Xeneso Unn B 4pyroe
OKpYXeHue, n3ameHsasa Tonbko IP-agpeca B hosts-dhanne Ha akTyanbHble.

OTtpepaktupynte dann /etc/hosts n gobasbTe Tyaa crnegyowime 3anucu:

<ip-azmpec yzJa basis-app> basis-app
<ip-azmpec yz3na basis-db> basis-dbpg

Cospante naponb Ans agMuHa postgres:

S psgl -c "alter user postgres with password <PASSWORD>"
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o BHUMAHUE
[anee B TeKkcTe [OOKYMeHTa, B MpuMepax KOH(UrypaunoHHbIX dainnos
(command_config.properties, application.properties), a Takke B CKpunTe co3gaHud
ponu basis (recreate_pgdb.sql) B kauecTBe 3Ha4eHus naponsi nofb3oBaTens basis
ncnonb3yetcs TekcT password. Bo Bpems ycTaHOBKM HEOBXOAMMO 3aMEHUTb 3TOT
password Ha HacTo4LLMI Naporb.

Takke B TeKCTe [OKYMEeHTa Mpu CcO3daHuM ApYyrMx akkayHToB C naposiem
ncnonbadyetca nekcema <PASSWORD>, koTopylo Takke HYXHO 3aMeHUTb Ha
HaCTOSALNIN Naposib COOTBETCTBYHOLLEro akkayHTa.

Ecnu firewall BkntoueH, gobaBbTe paspelueHne angd cepsuca postgresql:

$ firewall-cmd --add-service=postgresqgl --permanent
$ firewall-cmd -reload

4.2.3. Pa3pelwieHue yganeHHoro gocryna

[na paspeweHus goctyna K cepBucy Postgres ¢ yganeHHbiX y3rnoB gobaebTte B doann
Ivar/lib/pgpro/std-16/data/postgresql.conf cneaytoLyto 3anuce:

listen addresses = '*'

HobasbTe B koOHUrypaumio /var/lib/pgpro/std-16/data//pg_hba.conf paspeleHue npuHnmaTb
COeQMHEHUSA C yaaneHHbIX y3noB NoACeTH:

# ACCEPT FROM TRUSTED SUBNET
host all all <Hoxmcers CIN Basmuc>/24 mdb5

lMepesanyctute cepsuc postgresql:

#/opt/pgpro/std-16/bin/pg-setup service stop
#/opt/pgpro/std-16/bin/pg-setup service start

4.2.4. TloparoTroBKa KaTanoros

MNepen HaYanoM ycTaHOBKM HEOGXOAMMO pacnakoBaTb COAEPKMMOE apXxumBa:

basis-standard-dbpg Ha y3ne CYB[ PostgreSQL basis-dbpg B gomawHuin katanor
HenpuBMNErMpoBaHHOro nosnb3oBartens user ~/basis-distr

$ cd ~/
$ unzip -o basis-standard-dbpg-[VERSION].zip
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MNMocne pacnakoBkM AMCTPUOYTMBA PEKOMEHAYETCs CKONMMpoBaTb AMPEKTopun Gakana wu
MUrpaummn B JOMALLHIO AVPEKTOPMIO postgres:

$ cp -r ~ /home/user/basis-distr/pg-backup ~/
$ cp -r ~/home/user/basis-distr/pg-stuff ~/

10
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5.

KoHdurypuposanue CYB[] Postgres PRO

B ctrangapTtHOoMm BapuaHTe B kadyecTBe CYB[] ncnonbsyetcs Postgres PRO, koTopas coeguHeHa
c cepepom npunoxenus. MNpu atom oba cepepa Moryt paboTtaTb Kak Ha OAHOM 0O6Liem
obopyaoBaHuK, Tak 1 Ha ABYX OTAENbHbIX eanHMLax obopyaoBaHus.

[laHHas MHCTPYKUMS He nokpbiBaeT npouenypy ycraHoBku Postgres PRO. [Ansa aToro criegyet
o6paTnTbCs K OpUrnHanbHowm aokyMeHTauumn Postgres PRO.

OcHoBHble HacTponkn PostgresPro HaxoasTea B AByx dannax: postgresql.conf npg_hba.conf.
B nepBom xpaHATCA HacTponkmn camon 6asbl aHHbIX, @ BO BTOPOM — HACTPOWKM JOCTYyNa K HEN.

K ob6sasatenbHbiM HacTponkam basnc oTHocatca cnepgytowme u3  /var/lib/pgpro/std-
16/data/postgresql.conf

listen addresses = '*' # unm ykaszaTb host basis-app
shared buffers = 128MB

search path = 'public, btob,oracle,pg catalog,basis'
timezone = 'Europe/Moscow'

log timezone = 'Europe/Moscow'

include 'basis. global.conf'

OcTanbHble HacTPOMKM OCTalTCA Ha YCMOTpeHue aamuHucTpatopa PostgreSQL wn moryt
OTNUYaTbCS B pasnunyHbIX Bepcuax bl.

Mpumep HacTpoek cogepxutcs B AUCTpubyTmBe B katanore pg-stuff/config n moxer 6biTb
NCNorb30BaH B Ka4eCTBe HavarnbHOW KOHUrypaumu. [ing 3Toro CKonMpymnTe KOHUrypawuoHHbIN
hannbl C NpeayCcTaHoOBNEHHbIMU HAacTporikamu n3 guctpmbyTtmea B katanor /var/lib/pgpro/std-

16/data/
$ su-
# cp ~/pg-stuff/config/postgresql.conf /var/lib/pgpro/std-16/data/
# cp ~/pg-stuff/config/pg hba.conf /var/lib/pgpro/std-16/data/
# cp ~/pg-stuff/config/basis.global.conf /var/lib/pgpro/std-16/data/

MNepesanyctute cepsuc Postgres:

$

su-—

#/opt/pgpro/std-16/bin/pg-setup service stop
#/opt/pgpro/std-16/bin/pg-setup service start

11
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6. YcTaHOBKa cepBMca AUMHAMMU4YECKOM TpaHCNSAUMUU

CkonupoBaTtb u3 guctpmbyTtusa katanor pg-stuff/btob-service B /opt:

# cp -r ~/pg-stuff/btob-service /opt/

CkonupoBaTb 13 oMCTpubyTMBa HavanbHyo KoHdurypaumio btob-service:

# cp ~/pg-stuff/config/RuleSet.json /opt/btob-service/

HasHaunTb NpaBa Ha kaTarnor btob-service:

# chown -R postgres /opt/btob-service
# chmod a+x /opt/btob-service/btob-service-1.0-SNAPSHOT.jar

YcTaHoBUTL MOPT cepBuca M napameTpbl coeanHeHna ¢ B command B KoHUrypauvoHHOM
danne /opt/btob-service/application.properties:

server.port=9090
spring.datasource.url=jdbc:postgresqgl://basis-dbpg:5432/command
spring.datasource.username=basis
spring.datasource.password=password

Cospgatb cniegytowmmn davin onmcaHus cnyxbel /etc/systemd/system/btob-service.service:

[Unit]
Description=Manage btob service

[Service]
WorkingDirectory=/opt/btob-service
ExecStart=/bin/java -Xms256m -Xmx512m -jar btob-service-1.0-
SNAPSHOT.jar

User=postgres

Type=simple

Restart=on-failure

RestartSec=10
StandardOutput=syslog
StandardError=syslog
SyslogIdentifier=btob-service

[Install]
WantedBy=multi-user.target

CospaTtb cnegyrowmn dhann koHdurypaumm /etc/rsyslog.d/btob-service.conf:

if $programname == 'btob-service' then /var/log/btob-service.log
& stop

O6HOoBUTL KOH(urypaumio systemd, nepesanyctuTb rsyslog, yctaHoBuTb btob-service B
aBTO3anyck u craptoBatb btob-service:
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/ Hactpowka OC

+=

systemctl
systemctl

systemctl
systemctl

daemon-reload
restart rsyslog

enable btob-service
start btob-service
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/I Co3paHue npuknagHon 6a3bl AaHHbIX basuc @'

7. Co3paHue 6a3bl gaHHbIX COU Ba3uc

Ponb: Postgres DBA

Bce gencTteua BbINonHATCA Ha y3ne basis-dbpg oT HenpuBmnermpoBaHHOro nosib3oBaTeng
postgres.

Ecnn murpaumsa gaHHbIx He TpebyeTcs, gocTatovHo yctaHoBuTe B Command 13 HavyanbHoro
Aamna anctpmbytmea no n 7.1. Ecnu TpebyeTca HavanbHaa murpaumsi, Heob6xogumo cnegosaTb
WHCTPYKUMSM B AokymeHTe “COW Basuc» 14.0. PykoBoacTBO MO Murpauun’.

7.1. YcTtaHOBKa U3 gamMmna AaHHbIX QUCTpMoOyTUBa

Cospgatb Heobxoanmble ponu n pacwmpenus B B[] Postgres:

$ cd ~/pg-stuff
$ psgl -U postgres -f ./recreate pgdb.sql

BoccTtaHoBMTL HavanbHbId gamn u3 gucTtpubyTvMBa, nepesd BOCCTaHOBMEHMEM B danne
pg_restore_latest.sh ykasaTb KOppeKTHbIN NyTb K damny command.custom /var/lib/pgsql/pg-
backup/db-all/latest/command.custom:

# chmod a+x ~/pg-backup/*.sh
$ ~/pg-backup/pg restore latest.sh

7.1.1. 3aBepliaroLime npoueaypsl

B Postgres Heobxoaumo co3gaTtb pofib C MMEHEM MONb30BaTeNs, Nof KOTOPbIM BbINOSHAETCA
npunoxexmne Tomcat (basuc). Hanpumep tomcat:

$ psql

psgl> \c command

psgl> CREATE ROLE "tomcat" WITH SUPERUSER CREATEDB CREATEROLE
INHERIT LOGIN REPLICATION BYPASSRLS CONNECTION LIMIT -1;

BoamoxxHOCTb nogkntoyeHus K basuc no https koHTponupyeTcs B KOHUIypaLMOHHOW Tabnuue
STFCFG_SETTING no kntody 'SYS_HTTP_SECURITY' ogHuM 13 aByXx 3HadeHun: SSL_only
unu request_dependent.

MNopgkntoveHme Tonbko no HTTPS:

psgl> update STFCFG SETTING set VALUE = 'SSL only' where NAME =
'SYS_HTTP_SECURITY' and USER_ELID = 'DEFAULT USER' and MAN ID = 0;

Moakrnoyerne no HTTP(S):

update STFCFG SETTING set VALUE = 'request dependent' where NAME =
'SYS HTTP_SECURITY' and USER ELID = 'DEFAULT USER' and MAN ID = O;

14
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// YcTaHoBKka npunoxeHusa basnc \%l

8. YctaHoBka npunoxeHusa COAU ba3nc n HacTpounka cepBepa
npurnoXxeHnn Tomcat.

8.1. YctraHoBka npunoxeHusa COU basuc

Ponb: Tomcat Admin

B ctaHgapTHOM BapuaHTe B kadecTBe Beb-cepBepa ucnonbdyetca Apache Tomcat, koTopbin
coeavHeH ¢ cepBepoM 6asbl AaHHbIX Postgres ans xpaHeHus gaHHblx basuc. MNMpu atom o06a
cepBepa MoryT paboTtaTb kak Ha ogHom obuwem obopyaoBaHMM, Tak U Ha ABYX OTAENbHbIX
eavHnuax obopyaoBaHus.

[aHHasa MHCTPYKUUA He NokpblBaeT npoueaypy ycraHoskn Apache Tomcat. [na atoro crnegyet
06paTUTbCs K opurMHanbHom gokyMmeHTauum Apache Tomcat.

Hwke B WMHCTpyKUMM npepnonaraeTcs, Y4TO K kaTanory Heobxogumon uHcTannsaumu Tomcat
nmeeTcsa nceBaoHUM /app/tomcat/latest. ®akTnyeckmn katanor MoXxeT ObITb MHOW, B 3TOM Criyyae
HY>XHO NMBO MCnonNb3oBaTb €ro 3HavyeHWe B KOHUrypaLMOoHHbIX hannax BMeCcTo nceBgoHMMa
/app/tomcat/latest, nnbo co3gaTb COOTBETCTBYIOLLYI CUMBOJIbHYH CCbISIKY:

$ 1In -s /app/apache-tomcat-9.0.85 /app/tomcat/latest

[anee B JOKYMeEHTE:
$TOMCAT_HOME=/app/tomcat/latest

Bce pencrteust BbINOMHAKTCA Ha y3ne basis-app OT HenpuBuIErMpoBaHHOro norib3oBaTens
tomcat. lNpunoxeHne Apache Tomcat AOMKHO BbLINOSHATECA OT HENPUBUAErMPOBAHHOIO
nonb3oBarens tomcat.

1. Ckonupynte kaTanor ~/basis-distr/command B gupekTopuio
$TOMCAT_HOME/webapps.

2. Pacnakyinte apxmB basis-standard-wmicons.zip B gupekToputo
$TOMCAT_HOME/wmicons

3. Pacnakyite apxuB basis-standard-online_help.zip B gnpekropuio
$TOMCAT_HOME/webapps/doc

8.2. Hactpomka cepBepa npunoxeHmn Tomcat.
[nsa koppekTHon paboTbl ¢ hannamm pekoMeHayeTCst UCNonb30BaTh YHMBEPCATbHYO KOOUPOBKY

UTF-8. [na atoro Heobxogumo pobaeButb B davne $TOMCAT_HOME\bin\catalina.sh B
nepemeHHyto JAVA_OPTS BeipaxeHue “-Dfile.encoding=UTF-8".

JAVA OPTS="-Xms512M -Xmx2048M -XX:MaxMetaspaceSize=512m -
Djava.awt.headless=true -Dfile.encoding=UTF-8"

Ho6aebTe B hain $TOMCAT_HOME\conf\server.xml B pasgen <Host> cnegytowwime atpubyThbl
N CTPOKMU:
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{WA
// YcTaHoBKka npunoxeHusa basnc \/

<Host name="localhost" appBase="webapps" unpackWARs="true"
autoDeploy="false" deployOnStartup="false">

<Context path="" crossContext="true"
docBase="/app/tomcat/latest/webapps/command" debug="0"/>

<Context path="/wmicons" crossContext="true"
docBase="/app/tomcat/latest/webapps/wmicons" debug="0"/>

<Context path="/doc" crossContext="true"
docBase="/app/tomcat/latest/webapps/doc" debug="0"/>

</Host>

8.2.1. Hactpowuka HTTPS

Mpotokon HTTPS wucnonb3yeTcs ana wndpoBaHMs MOTOKA AaHHbIX MEXOy KIMEHTOM
(6paysepom) n Beb-cepeepom (Tomcat). HTTPS nossonseT wudgpoBate MNOTOK AaHHbIX,
NpeaocTaBnas TeM CaMblM HaAeXHyl 3awWuTy OT npocnywmBaHua MHgopmauun. Ecnn y
KnneHTa u Beb-cepBepa OTCYyTCTBYeT cepTudumkat Ana nocewiaemoro cavita, ©6paysepbl
KnaccuuumnpyroT Takon canT Kak HeHaOeXHbIA 1 NpeaynpexaatoT nonb3osaTens 0 BO3MOXHOM
OMacHOCTK, UCXOoAdWien OT Takoro cavta. Ona npegoTBpawieHus nogobHOM onacHOCTU
ucnonb3dyetca ceptudukar. CepTudukaTt npedocTaBnseTcss opraHoMm ceptudmkaumm wu
nogTeepXxaaeT NoANMHHOCTL Beb-canTa unu ero Bnagesnbua. 9T0 03Ha4aeT, YTo Nonb3oBaTenb
MOXeT BbITb YBEPEH, YTO NMLO nnNn dupmMma AeNCTBUTENBHO CYLLLECTBYET U YTO B COEOMHEHUN
MeXay KIMMEeHTOM N CepBEPOM OTCYTCTBYIOT MPOMEXYTOYHbIE Y3nbl. B Tomcat Takon ceptudpunkat
3anakoBaH B havine Keystore n MoxeT 6bITb HACTPOEH COOTBETCTBYOLUM 06pa3om.

HacTponka caina Keystore onncbiBaeTca B pykoBoacTBe no yctaHoBke Tomcat. ®ann Keystore
— 370 dhann, co3gaBaemMbli Java M cogepxawmni ceptudukaT ana ceptudmkaumm SSL. 3a
cosgaHue n ceptudmkaumio ceptudmkara SSL, a Takke 3a cosgaHve danna Keystore otsevaet
3aKasuuiK.

Mo ymonyaHuio npu yctaHoske Tomcat ana nopta HTTPS Connector napameTp Keystore He
ycTaHaBnueaeTcs. B 3aBUCMMOCTM OT MCMOMb3yeMOro UCTOYHUKA ycTaHoBKM Connector MOXHO
3aKOMMEHTUPOBAaTb UM PpacKOMMEHTUPOBaTb. B HaliemM npumepe Mbl UICXO4MM U3 TOro, YTO OH
3aKOMMEHTUPOBAH.

Mopt HTTPS Connector 13 davina server.xml nepea HaCTPONKOW:

<!-- Define an SSL/TLS HTTP/1.1 Connector on port 8443

khkAhkhkhkkhkkhkhk kA khkhkhkkhkhkhkkhkkhkhhkkhkhkhkxk
-—>
<l--
<Connector port="8443" maxThreads="150" SSLEnabled="true" />
-—>

[na HacTponkn Heob6xoauMO yaanuTb 3HaKM KoMMeHTapmeB 1 gobasutb 3anuck keystoreFile.
Ona 3sawutbl Keystore naponem Heobxogumo pobaButb 3anuck keystorePass. 3anuch
keystoreType saBngeTca [AOMONHUTENbHOM YHKUMEN, koTopas TpebyeTcsi, TOMbKO ecrnu
KeyStore He aBnsaetca cdannom KeyStore (Hanpumep, pkcs12).

Mopt HTTPS Connector n3 darna server.xml nocne HacTponkon (Ha npumepe Apache Tomcat
8.5):
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L ] L ]
// YcTaHoBKka npunoxeHusa basnc vwl

<!-- Define an SSL/TLS HTTP/1.1 Connector on port 8443

R e b b b b b b b dh 2 b b b b b dh Sh  dh g g b b b b b 4
-=>
<Connector port="8443" maxThreads="150" SSLEnabled="true"
keystoreType="PKCS12"
keystoreFile="/path/to/.keystore/file"
keystorePass="xxxxxxx" />

Mockonbky Basnc 6noknpyet HesawmweHHble HTTP 3anpockl, HTTP Connector moxeT ObiTb
yAaneH:

<Connector port="80" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="443" />

B ntobom cnyyae, https redirect gormkeH ObITb 3anpeLLeH:

<Connector port="80" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" <- Heob6xOoOMMO yIalIuUTL />

Mo coobpaxeHusim 6e3onacHocTn, basnc Bcerga pabotaet ¢ napameTpom SSL_only.
Cnepytowasa komaHga SQL nossonset 3agatb / uameHuTb B 6a3e JaHHbIX HACTPOMKY B CXeme
command nocpeacteom psql:

psgl> update STFCFG _SETTING set VALUE = 'SSL only' where NAME =
'SYS HTTP SECURITY' and USER ELID = 'DEFAULT USER' and MAN ID = 0;

8.3. KoHdwmrypauusa napameTpoB

[Ona onpegeneHus napameTpoB KOHurypauum cuctemsl basnc wucnonbayetca dann vy
$TOMCAT_HOME\conf\command_config.properties.

YKaxuTe nopT, yCTaHOBMNEHHbIN B KOHUIypaLmm cepBepa MpuUnoXeHui:

command.config.specific.apachePortSSL=<PORT>

3aganTe npyn HeobxoOMMOCTU NOCTOSIHHBIN MPOTOKOI Nepeaayn AaHHbIX. Hanpumep, aTo MoxeT
noHagobuTbCs, ecnu Npoken nsmensaeT npotokonn HTTP Ha HTTPS:

command.config.specific.constantProtocol=https

Mpuceonte ak3eMnndaApy  YHukanbHbin  MaeHTudukatop (APP_SERVER ID). [daHHbIn
NOeHTUUKATOP HEe AOSMKEH UCMONb30BATLCA HU ANS OAHOro U3 ApYrnx aK3emnnapoB. AnuHa
orpaHun4veHa 14-10 3Hakamu.

command.config.specific.applicationServerId=<APP_SERVER ID>
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L ] L ]
// YcTaHoBKka npunoxeHusa basnc \/CAI/l

YkaxunTte nHpopmavnmio ob ncnonbayemomn 6ase gaHHblx PostgreSQL. YcTaHoBUTE 3HAYEHNS onst
agpeca cepsepa [url], SID [instance] un ListenerPort [port] (no ymonuannio — 1521, BO3MOXHbI
TaKke gpyrue 3HadyeHust), nonb3oBartens [username] n napons [password].

command.config.dbserver.default.type=4
command.config.dbserver.default.url=basis-db-pg
command.config.dbserver.default.instance=command
command.config.dbserver.default.password=<PASSWORD>
command.config.dbserver.default.username=<USERNAME>

YcraHoBute URL ansa nogkntoveHms k btob-service:

command.config.dbserver.default.btobServiceUrl=http://
<DATABASE SERVER HOST>:9090

8.3.1. OnuuoHanbHO: KOH(UrypnpoBaHMEe KOHTEKCTa

MockonbKy npunoxexHune basnc gomkHo paboTaTb B CBOEM COOCTBEHHOM KOHTEKCTe, aTpubyT
path anemeHTOoB <Context> B panne <$TOMCAT_HOME>/conf/server.xml Heobxoanmo
AOMONHUTL MONIb30BATENBbCKMM KOHTEKCTOM. Hanpumep, Oonsi KoHTekcTta /app/basis 3anucb
AOMMKHA BbIrMSAAeTh criegyowmm obpasom:

<Context path="/app/basis" docBase="basis" debug="0"/>

Takke HeobxoOMMO M3MEHUTb KOHGUrypauuo npunoxeHns basnmc B COOTBETCTBUN C
yKkasaHuamu pasgena 3.5.2.

o NPUMEYAHUE
KoHTekcT — 310 Yactb URL-nuueH3mn ans aksemnnsapa basuc. lNMpn nameHeHuu
KOHTeKCTa Heobxoanmo Takke 3arpy3uTb HoByto URL-nunueHsumo. HaumHasa ¢ Bepcumn
13, TpebyeTca TONbKO 0AHa 3anuUcb KOHTEKCTA, 3anucu "...axis" Heobxoanmo yaanuThb.

8.3.2. OnuuoHanbHO: BKNIOYEHUe cxaTtus

MocnepnoBaTenbHOCTL AeNCTBUN

CepBep Tomcat MoxeT cCxumaTb nepefaBaemMble KINWEHTY [AaHHble, B pesynbTate 4ero
nepegaBaembli 06beM AaHHbIX YMeHbLuaeTcs n TpebyeTca MeHbLuasi NPonyckHasi CnocoBHOCTbL
kaHana nepepjayyn faHHbiX. CxaTue pekoMeHOyeTCA MCNonb3oBaTb MPU HU3KOW CKOPOCTU
nepefayn AaHHbIX WM HeBOmnbLIOW LIMPUHE MONOChbI NPOMYCKaHWUA MeXdy KIMEeHTOM U
cepBepomM.

ans BKIOYEHMS cxkaTtua B aneMeHTe <Connector> B tanne
<$TOMCAT_HOME>/conf/server.xm| Heo6x04MMO yCTaHOBUTb CneaytoLmne AononHUTENbHbIE
aTpubyTbl, onpegenstowme nopt http:

compression="on"
compressionMinSize="2048"

Ecnu ncnonb3yembin anemeHT connector nogaepxmeaeT dyHkumto sendfile, ee Heobxoanmo
OTKITHOUUTb, MOCKOSbKY B NPOTUBHOM Cilydae cxatue 0ygeT HEBO3MOXHbIM:
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L ] L ]
// YcTaHoBKka npunoxeHusa basnc \%l

useSendfile=" false”

Mpumep anemeHTa <Connector> LennKoMm:

<Connector port="443" maxThreads="150" minSpareThreads="25" debug="0"
connectionTimeout="20000" compression="on" compressionMinSize="2048"/>

8.3.3. OnuuoHanbHO: KOH(urypmupoBaHue Apache ans
CTaTU4YeCKOro KOHTeHTa

Ecnn gna obpaboTkm ctatnyeckux cannoB ucnonbdyetca Apache, BO3MOXHO noTpebyeTca
N3MeHeHne KoHdUrypaumm, Hanpumep, Ansa akTMBMpOBaHUS rnyOuHHbIX ccbinok Deep Link. B
3TOM HeT HeobxoammocTn, ecnv Apache TONbKO NepeckiniaeT 3anpochkl HA cepBep NPUOKEHUI
(Hanp., BbINOMHSET PYHKLMIO NPOKCK N 6anaHCMpPOBKK Harpys3ku).

O6bIvHO, HtmIFrontendServlet B cepBepe npunoxeHuin npuHMMaEeT Bce 3anpockl K /html/** n B
OTCYTCTBME 3anpawmBaemoro dawna nepecbinaer wux Ha index.html. ®poHTeHa-
MapLUpyTM3aTOp aBTOMATUYECKM HAXOAWUT YKa3aHHbIM NyTb W UCMNONb3YEeT BHYTPEHHIO
MapLIpyTM3aLmio.

B cnyyae oTcyTcTBMS 3anpawmBaemoro ¢anna Apache nepeHanpasnseTt Bce 3anpocsl K /html
Ha index.html. Ons atoro Heo6xoaMmo, 4TOOblI Obll YCTAHOBNEH M aKTUBMPOBAH MOALYIb
mod_rewrite.

Mogynb Apache mod_rewrite: https://httpd.apache.org/docs/current/mod/mod_rewrite.html

B nanke html cosgante .htaccess n gobaBbTe cneayow i KOHTEHT:

RewriteEngine On

RewriteCond %{ DOCUMENT_ROOT }% {REQUEST_URI } —f [OR]
RewriteCond %{ DOCUMENT_ROOT 1% { REQUEST_URI } -d
RewriteRule ~ - [L]

RewriteRule * index.html

[aHHbIN KOf MOXHO Takke AobaBuTb B KOHUrypaumo Apache.

8.3.4. OnuuoHanbHO: OTKIIO4YEeHUe uHcpopmauum o cepBepe

Mo coobpaxeHuam 6e3onacHOCTM pekoMeHOyeTCs He NokasbliBaTb MHpOpMaLUmMIo O cepBepe Ha
cTpaHuuax o6 owmnbke. Takaa MHopMauns MOXET BbiTb MCMONb30BaHa 3710yMbILLSIEHHUKAMM
ANs HAXOXAEeHUSA YS3BMMOCTEN Ha cepBepe 1 aTakm Ha CUCTEMY Yepes 3TU YA3BMMOCTH.

MocnepnoBaTenbHOCTL AeNCTBUN

CHavana B nanke <$TOMCAT_HOME>/lib/ Heob6xoanmo co3aaTth criefyoLwmin KaTanor:
org/apache/catalina/util/

3aTem B nanke util Hy>kHO co3gaTth TekcToBbIN hann Serverlnfo.properties.

[o6asneHnem B 3TOT hann creqyowen CTPOKN MOXHO PerynmpoBaTh, Kak MHpopmaLms 4ormkKHa
oToOpaxaTbCes:
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// YcTaHoBKka npunoxeHusa basnc \%l

server.info=

Mocne 3anycka Tomcat Ha cTpaHuuax o6 owwunbke oToGpaxkaeTca MHopMauMs O cepBepe,
yKasaHHasi nocrne 3Haka =.

Ecnu Huyero He ykasaHo, He OToBpaxkaeTcsl BCS CTPOKa.

8.3.5. OnuwmoHanbHO: nepeaapecauua ¢ HTTP Ha HTTPS

Mo coobpaxeHuam 6esonacHoctn komnauus "COW CodpT" He pekomeHayeT MUCnonb3oBaTb
OaHHYI0 KOoHdurypaumto. NMepeagpecaumio MOXHO BbIMOMAHUTb, HanpumMep, COOTBETCTBYIOLLNM
obpasom HacTpomB Tomcat. CMm. gokyMeHTaumo Ha Tomcat Ha npegMeT npouenypbl HACTPOMKM
nepeagpecauuu.

o MPUMEYAHME
[ns npumeHeHns1 U13MeHeHMIn HeobxoaMMo nepesanycTuTb Tomeceat.

8.4. KoHdurypupoBaHue nmueH3nm

8.4.1. YcTaHOBKa naeHTucpunkatTopa nmueH3unm

[na HacTporikn noBefeHua nuueHsmnm B anne command_config.properties Heobxogumo
nponucaTb cnegytoLlee:

command.config.specific.licenseSystemId=<licSystemId>

WaoenTudumkatop <licenselD> ykasaH B gorosope

8.4.2. 3arpyskKa nuueH3uun

B cucteme basuc Bepcun 14.0 nuueHsnm 3arpyxarotcs B Moaynb "AgMuHuctpupoBaHnue”. MNpu
9TOM Heobxoanmo, YTobbl aAMUHUCTPATOP BOLIEN B CUCTEMY Noa umeHem "licadmin”.

8.5. [JononHuTenbHble BapuaHTbl KOHPUrypupoBaHus

8.5.1. AkKTMBMpOBaHUe cepBepHbIX 3aaau

MockonbKy ynpasneHne nHaeKCMpoBaHMeM OCYLLECTBIIAETCS MPU NOMOLLM CEPBEPHbIX 3a4ad, UX
HY)XHO  akTuBupoBaTb B  (pamne  basis_config.properties. [Ona  atoro  and
basis.config.specific.serverJobs ycraHoBute 3Ha4yeHune enabled.

Mocne Yero Hy>XHO ykasaTb NPaBUMbHBIA NyTb K UHAEKCY M yaaniTb CUMBOSbI KOMMeHTapus (#):
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{WA
// YcTaHoBKka npunoxeHusa basnc U

basis.config.specific.serverJobs=enabled
basis.config.searchindex.maxParallelThreads=4
basis.config.searchindex.commitThreshold=250
basis.config.searchindex.default.id=default
basis.config.searchindex.default.path=[abCoONOTHEI NYTh]

8.5.2. OnuumoHanbHO: HaCTPOUKa UHAEKCAUMMN A3bLIKOB

Mpn nomowm napameTtpa SYS_EASY_SEARCH_LANGUAGES MOXHO 3agaBaTb, Kakue u3s
NNUEH3NPOBAHHbBIX A3bIKOB OOMMKHbI BKIOYATLCA B UHAEKC. [Na yKasaHUA HECKOSbKUX A3bIKOB
MCNoNb3yeTCsl CUMBOI pasgenutensHon nuHum (|). MogaepxuBaroTca cneayowme 3HavYeHUs:

= ru_RU gns pycckoro s3blka

= en_US ansa aHrnmnnckoro a3blka

8.5.3. OnuuoHanbHO: KOH(hUrypupoBaHuMe nanku Ansa XpaHeHus
UHAaeKca

Mpwn NoMOLLM CBOWCTBa basis.config.searchindex.default.path B danne
basis_config.properties MOXHO M3MEHSATb TEKYLLMIA NyTb K Nanke ¢ MHOEKCOM.

[na co3gaHnss HECKOSbKMX CUHXPOHM3MPYEMbIX MHAEKCOB B y3rne searchindex Heobxoammo
co3gatb AononHuTenbHbIM y3en. [Mpy 3TOM pe3epBHble WHAEKCHbI pacnpenensTcs no
HECKOSIbKUM PasfiMyHbIM CepBepaM, YTO MOBbILAET OTKa30yCTOMYMBOCTb MHAOEKCA; OoTnagaeT
Heo6xo0QuUMOCTb CO34aHMsA HOBOrO MHAEKCA MpU MOSBIEHUM NPOONeM ¢ 4OCTYNOM.

basis.config.searchindex.default.id=default
basis.config.searchindex.default.path=[abCOOTHEI NyTh ]

basis.config.searchindex.alternative.id=alternative
basis.config.searchindex.alternative.path=[abCONOTHEI NyTh]

8.5.4. OnuuoHanbHO: KOHdUrypmupoBaHue MaKCUMarnbHOro
KornumyecrtBa napannenbHbIX npoueccos ans
WHOEKCUpPOBaHUA

OnpegenuTb MakcMmarnbHOe YNCNOo NapanfenbHbIX NPOLEeCcCoB A4St MHAEKCUPOBAHUSA MOXHO Npwu
NMOMOLLIN napameTpa basis.config.searchindex.maxParallelThreads B danne
basis_config.properties.

basis.config.searchindex.maxParallelThreads=2

8.5.5. OnumoHanbHO: KOHdUrypmpoBaHue dycepmnsaumm gaHHbIX

3apatb, nocrne Kakoro Yncna NpoMHOAEKCUPOBAHHbBIX OOBEKTOB AaHHbIE AOMKHbI COXPaHATLCS B
MHOEKC, MOXHO npu nomowmn napametpa basis.config.searchindex.commitThreshold B
danne basis_config.properties.

I'Ipmmep C ABYyMA CUHXPOHU3NPOBAHHLIMU UHOEKCAMN U peKOMeHOOBaHHbIMU 3HAYEHUAMU O5A
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{WA
// YcTaHoBKka npunoxeHusa basnc U

NMHOEKCMpPOBaHUSA (4 napannenbHbix npouecca n 250 o6bekToB):

basis.config.searchindex.maxParallelThreads=4
basis.config.searchindex.commitThreshold=250
basis.config.searchindex.default.id=default
basis.config.searchindex.default.path=[abCoIOTHL OYyTh)]
basis.config.searchindex.alternative.id=alternative
basis.config.searchindex.alternative.path=[abCoOOTHE MyTh ]

8.5.6. OnuumoHanbHO: WndpoBaHue basis_config.properties

Mpn HeobxoammocTn davin basis_config.properties MOXHO COXpaHWTb B 3anMpoBaHHOM
Buge. LUndposaHme ocyuwectensieTcss nocpeactsom anropyutma AES ¢ mcnonb3oBaHueMm
aBTOMAaTMYEeCKM CrEHEPUPOBAHHOIO Knto4va. 3aTemM nocnegHun wndpyetca no anroputmy RSA
npyM  NOMOLM  3aJaHHOrO  OTKPbLITOro  Kknyva U gobaeBnsetcs K HoBoMy  chbanny
basis_config.properties.

[nsa Toro, 4toObl 3awmndpoBaTh cywecTByowmn dann basis_config.properties, Heobxogumo
BbI3BATb CneunanbHyo yTUnuTy, T. e. ucnonHsemsln dann Var ¢ umeHem basis-file-encrypter-
[Homep Bepcuu].jar

OH BxoguT B coctaB naketa basis-standard-[Homep Bepcuwm]-basis file_encrypter.zip us
nanknm MHCTPYMEHTOB tOOIS m 3anyckaeTcsa C NOMOLLBK creaylollen KomaHabl (B KayecTtse
npumepa — basuc 13.4):

java -jar basis-file-encrypter-13.4.0.jar "nyre/basis config.properties"

MyTb k dhanny basis_config.properties nepepaetcsa B BMae napameTpa.
[nsa ero ucnonHeHust Tpebyetcsa Java Bepcumn He Hke 11.
3awnpoBaHHbIn hann Config coxpaHseTca BMecCTe C CyLecTByOWUM hanimnom.

MNocne co3maHns ©  nNpoBepkM  3awmdpoBaHHOro danna B UcxogHoOM  hanne
basis_config.properties MOXXHO U3MEHUTb BaXHble MO3NLMN.

8.5.7. OnuumoHanbHO: UHTerpauusa LDAP

NMocnepoBaTenbHOCTL AENCTBUN
KoHdpurypuposaHue
BHecute cnepytowmne nameHenuns B pann <$TOMCAT_HOME>/conf/basis_config.properties:

CBoncTBa Hy)XHO onpefenuTb OTAenbHO ANna kaxgoro cepBepa LDAP. Bo3MOXHO Takke
KOHUrypuposaHue Heckonbkux cepsepoB LDAP. [Mpu atom Bce cepsepbl LDAP 6GyayT
onpaLumBaTbCs 4O Tex nop, noka nnbo He nocneayeT ycnewHoe NoATBepXaeHne NoANMHHOCTMH,
nnbo He ByaeT AOCTUrHYT KOHel cnucka cepsepoB LDAP. Cnegytowme napameTpbl SBNSIOTCA
oba3aTenbHbIMU B 3aBUCUMOCTU OT UCMOMb3YEMOro NpoToKona:

protocol: [poTokon, KOTOPbIN AOMKEH NCMOMb30BaTbCA A1 0OMeHa AaHHBIMN MEXAY CepBepOM
npunoxexHmn n cepsepom LDAP. Bo3amoxHble 3HadeHus: ldap u Idaps. MNpu ldaps obmeH
AaHHbIMM WKdpyeTcs ¢ nomoLlblo SSL.

host: ma nnu IP-agpec cepsepa LDAP, KOTOpLIN SOMKEH NCNOSb30BATLCS.

port: MopT, ncnonb3dyemblvi A4na goctyna k cnyxbe LDAP.
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searchUser: [lonb3oBaTtenb, Aana kotoporo basuc npoBepsieT BBeAEHHble [OaHHbIe
ayTeHTumKauum.

searchPassword: Naponb nonb3oBartens searchUser.

authMech: simple - paHHble ayTeHTU(UKaumm nepepatotTca cepsepy LDAP B
HesalwundpoBaHHOM BUAIE.

onuunoHaneHo — keystore: MNyTb k haniny Keystore. TpebyeTcsa Tonbko B crnyyae ldaps.
onuuoHaneHo — keystorePassword: Maponb aAnga ykasaHHoro ¢anna Keystore.

serverParam: B 3aBucMmMOCTM OT BBEOEHHONO cepBepa BO3MOXHbl HECKOSbKO CBOWCTB
serverParam

searchContext: Y3en gepea LDAP, Ha KOTOPOM OCYLLECTBMASETCHA MOMUCK BBEAEHHbIX OAaHHbIX
ayTeHTudnKauumn.

searchFilter: CeonctBo LDAP, koTopoe Q[OfmMKHO coBnagatb C BBEOEHHbIM VMEHEM
nonb3oBarens {umsinonb3oBaTens}.

Mpumep:

basis.config.ldapserver.ldapsrvl.active=false
basis.config.ldapserver.ldapsrvl.protocol=1dap
basis.config.ldapserver.ldapsrvl.host=[ceppep 6as3b NaHHEX]
basis.config.ldapserver.ldapsrvl.port=389
basis.config.ldapserver.ldapsrvl.searchUser=[none30Barens LDAP]
basis.config.ldapserver.ldapsrvl.searchPassword=[napojybe noje3oBaTesisa LDAP]
basis.config.ldapserver.ldapsrvl.authMech=simple
basis.config.ldapserver.ldapsrvl.keystore=[nyre k dalny Keystore]
basis.config.ldapserver.ldapsrvl.keystorePassword=[napoye Keystore]
basis.config.ldapserver.ldapsrvl.passwordEscaped=false
basis.config.ldapserver.ldapsrvl.contextl.searchContext=[KOHTeKCT mnomucka
LDAP]
basis.config.ldapserver.ldapsrvl.contextl.searchFilter=sAMAccountName={mumsa
_OJb30BaTeNd}

UTtob6bl BKNOUMTL ayTeHTudpukauuio yepesd LDAP, napametp SYS _USE_LDAP_LOGIN B
Tabnuue STFCFG_SETTING B cxeme ba3nc Hy>XHO U3MeHUTb crieayoLwmm obpasom:

= Bowngute B 6a3y faHHbIX No4 nmeHem nonb3oBatens basis yepes SQL*Plus.

* BbINosHUTe criegytollee BbipaXeHne u NoaTBEpAUTE onepaTtopomM commit:

update stfcfg setting set value='TRUE'
where name='SYS USE LDAP LOGIN.’

= B wmogyne "YnpasneHue pfoctynoMm" B pasgene "llonb3oBatens" akTuBupymnte
ayTeHTUpmkaumio yepes LDAP

o BHUMAHWE
Nmsa nonb3oBaTend B 5a3|/|c OOJKHO NOJIHOCTbIO coBMaagaTb C UMEHEM MNMOJ1b30BaTesA
LDAP.

Kpome Toro, ayteHTudmkaumo yeped LDAP gns Bcex nonb3oBaTenen MOXHO aKTMBMPOBATb
yepes 6a3y AaHHbIX C MOMOLLbIO CreayoLWEero BblpaXeHus:
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update stcsys user set authorization mode='3’.

= 3aBepLuMTe TpaH3aKuuio onepaTtopom commit;

Ecnun Heobxoanmo, 4Tobbl k Basnc mornu nogknioYaTbCA NONb30BaTENM, CyLLECTBYOLME TOMNBKO
B LDAP, B ba3suc moxHo co3gatb nonb3oatens fallback n pobasute ero B niobyto rpynny,
Hanpumep, role_read. Takoro nomnb3oBaTtend MOXHO co3gaTb B (pawnne
basis_config.properties ¢ nomowbto ceorctBa fallbackUser. B pesynbTate nonb3oBaTensb,
cywectBytowmn B LDAP, Ho oTcyTcTBytowmin B basuc, 6yaet 3axoantb B basuc nog nmenem,
3agaHHbIM B cBoncTtBe fallbackUser.

MNpumep:

basis.config.common.fallbackUser=[nons3oBaTens FALLBACK]

8.5.8. OnumoHanbHO: wucpoBaHMe naporeun B 6ase AaHHbIX

UJVICprBaHVIe MOXeT I'IOTpe6OBaTbCFI, Korga naponb HeO6XOD,VIMO npoBepATb HE TOJIbKO Ha
COoOoTBETCTBUE Tpe6OBaHI/IFIM, HO, KOrga oH ncnorsnb3yeTca B BUAE NPOCTOro TekCta anda exoaa Bo
BHELUHIOO CUCTEMY.

CoeauHeHusi, TpebytoLme napons B goopmaTe NpocToro TekcTa:

= CoefguHeHus 6asbl JaHHbIX C pyrMMmn cuctemamm u3 mogyng "OTyeTHoCTh".
Tabnuua: STCCFG_DATABASE_CONNECTION

= CoeguHeHue ¢ 6a3on gaHHbIX M3 nogcmncTemsl "LIOO".
Tabnuua: STFDCE_CONNECTION DATABASE

=  CoeguHeHus no FTP n3 noacuctemsl "LLOMO".
Tabnuua: STFDCE_CONNECTION_FTP

,D,J'IFI 3TUX Tabnuy L|_||/|cbpyeTc;| KaXxgoe nMaA nonb3oBaTtesia C COOTBETCTBYOLLMM nMaponem.

Ona pekoguposaHus Tpebyetcsa naponb. OH ykasaH B basis_config.properties ana kaxgoro
cnyyasi ucnonb3oBaHus. Takmm o06pa3oMm, BHYTPEHHWA [OCTyn Bcerga OCyLeCcTBAseTCs
nocpeactsoM ncesaoHMMa. OH B JaHHbI MOMEHT MOEHTUYEH MMeHM Tabnuvubl, coaepxallemn
cTonbubl, nognexaiime WndpoBaHuio.

lMockonbKy NCeBAOHUM, UCMOMNb3YIOLWNACA AN WngpoBaHus, "3awmnT" B koae, Nonb3oBaTesb He
MOXET ero N3MeHUTb.

[nsa kaxgoro napons TpebyoTca Tpu CBONCTBA.

=  Alias
lMceBooHUM, ONA KOTOPOro AomkeH ObiTb 3agaH naponb. OH B OaHHbIA MOMEHT
NOEHTUYEH NMEeHU Tabnuubl, cogepxallen cTonbubl, nognexaiwime WudpoBaHuio.

= Secret
Maponb, ncnonb3yemMbli Ang W poBaHUS.

= oldSecret
Maponb, KOTOpbIN UCMONb30Basca Ana WUgPOBaHNA paHee.
OTn Tpu cBoncTBa HEOOBXOAMMbBI ANt CMEHbI NAPONEn.

basis.config.secrets.STFSYS TEST COLUMN.alias=STFSYS TEST COLUMN
basis.config.secrets.STFSYS TEST COLUMN.secret=TEST SECRET
basis.config.secrets.STFSYS TEST COLUMN.oldSecret=
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WundpoBaHne Tabnuubl:
Cnyyan 1: Tabnuuy Heob6xoaumo 3awmncppoBaTh.
= 3apanTe naponb B atpubyTe "secret".
= [lepesanyctuTe cepBep NPUNOXEHNN.
Cnyvan 2: Naponb ans wncpoBaHUA HYKHO USMEHUTb
= YkaxuTe npeablaywimn napons B atpubyte "oldSecret".
= 3apganTe HOBbLIN Napornb B aTpubyTe "secret".
= [lepesanycTtuTte cepBep MPUNOXEHNNA.

* B xoge nepBoro nepesanycka naponv OeKoaupyltTCsi C MOMOLLBI CTaporo napons,
LWMAPYOTCA C MOMOLLbID HOBOro napons u obHoBnsitoTca B 0ase gaHHbiX. [locne
3aBeplleHna obHoBMNeHus 3anucen B 0ase OaHHbIX 3HaveHuMe cBoucTBa "oldSecret"
MOXHO yoanuTtb 13 basis_config.properties.

Cnyyan 3: Tabnuuy Heo6xogMmo AekoguMpoBaTb (Mocne 4Yero 3HaveHuss OyayTt
oTobpaxaTtbcs B 6a3e AaHHbLIX B BUAe NPOCTOro TeKcra)

B aTom cnyyae ncnonb3yeTcs Ta e npoweaypa, YTo U Npu CMeHe naponsi.

= CsounctBo "secret" octaetca nycteiM, cBonctBo "oldSecret" cogepxuT naponb, C
MOMOLLLbIO KOTOPOro CoAePXXMMOe Tabnuubl 3aMdPOBaAHO B AaHHbIA MOMEHT.

= [locne nepes3anycka 3Ha4eHna XpaHATCA B 0ase gaHHbIX B BUAe MPOCTOro TeKCTa.

= [locne 3aBepLieHns gekogmpoBaHus 3HadveHus "secret" n "oldSecret" moxHo yoanuThb.

8.5.9. OnuuoHanbHO: M3MeHeHue SA3blKa dKpaHa aBTOopuU3auunmn um
noJib30BaTeJIbCKUX A3bIKOB

,D,J'IFI M3MEHEHNA A3blKa 3KpaHa aBTopu3auunmn I/ICI'IOJ'Ib3yIZTe CﬂG,EI,yIOLLl,MIZ CKpUnNT:

update stfcfg setting set value = '<lang>'

where name = TMOD_LANGUAGE' and user elid = 'DEFAULT USER'
/

commit

/

[na nameHeHnsa fA3blka ANS BCEX CYLLECTBYHOLMX MONb30BaTENen UCMONb3ynTe CreayroLun
CKpUNT:

update stfcfg setting set value = '<lang>'
where name = 'MOD LANGUAGE'

/

commit

/

[ns napameTtpa <lang> MOXHO 3agaTb criegyloLmne 3HaYeHus:
= en_US

* ru_RU (Heo6x0QMmo yCTaHOBWUTb AOMONMHUTENBHO)
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8.5.10. OnuuoHanbHO: paboTa npunoxeHna basnc co WN30M
eAunHoro Bxoaa

Mpun pabote npunoxeHunsa bBasuc co wn3om egnHoro Bxoga HeobXoaAMMO HACTPOUTbL CepBep
NPUNoOXeHUn n cucteMmy basnc nog opyron KOHTEKCT.

B kauyecTBe koHTekcTa Heobxogumo ucnonb3oBaTtb /app/basis. MNogaepxvuBaeTcs TONbKO TwUM
poctyna "bearer-only". Heobxogumo Hanuuve JWT-TokeHa. [lpoBepka ocyliecTBnsieTcs no
CKOHpurypupoBaHHomMmy Keycloak.

basis.config. common.keycloakUrl=
basis.config.common.keycloakRealm=SDI-Application
basis.config.common.keycloakCertUrlPattern=%s/auth/realms/%s/protocol/op
enid-connect/certs

8.5.11. OnumoHanbHO: paboTa npunoxeHusa basuc ¢ OAuth

Basnc npegycmatpuBaeT BO3MOXHOCTb ayTEHTUdUKALMM NOCPEACTBOM CepBepa aBTopM3aunm,
nogaepxmBatowero craHgapt OpenlD Connect.

[Ona 3atoro HeobxogumMo BbIMOMHUTL CNeaylolne HacTponky B basis_config.properties. B
KayecTBe npumepa ncnonbayetcs Keycloak.

# Ecim true - ayrenTudmkaums no OpenlD Connect axkTuBMUpOBaHA
basis.config.oidc.enabled=true

# URL-azpec ueHTpa Bezmauu OpenlD Connect
basis.config.oidc.issuerUrl=https://keycloak-host/auth/realms/basis
basis.config.oidc.clientId=basis
basis.config.oidc.clientSecret=5961d228-1cd9-4a32-9155-bb765bbc2laa
# URL-ampec, O KOTOPOMY OCYIIECTBJISETCS IOOCTYIl K mHTepbelicy "Bazuc"
basis.config.oidc.frontendUrl=https://basis-frontend-host/basis

KnueHT pnomkeH onpegenuteb clientlD Ha cepBepe ayTeHTUdUKauum camocTtositensHo. Cepsep
aBTOpuU3auuMM reHepupyeT COOTBETCTBYHOWMUN naponb clientSecret. Ecnu cam cepsep
npunoxeHnn basnc He coobliaeT agpec BHewHero nHTepdenca basuc, 1. €. OH UMeeT gpyrom
URL-agpec, HyXHO TOYHO ykasaTtb napametp frontendUrl.

o NPUMEYAHUE
"COWN" ocywecTBnaeTr KOHQUrypuypoBaHMe TOMbkO npunoxeHna basuc. 3a
KOH(purypupoBaHue cepeepa ayTeHTUdUKaLnmM oTBEYaET KITUEHT.

UTto6bl 06ecnevnTb NpsAMon AOCTyN K Nnpunoxexuto basnc HecmoTps Ha ncnonb3oBaHne OpenlD
Connect, ons n3bpaHHbIX Nofb3oBaTeNen MOXHO 3apaHee CaHKLMOHNPOBaTb NPAMOM BXo4. OT0
HY>XHO caenatb neped KoHdurypuposaHunem OpenlD Connect, nockonbKy B NPOTUBHOM criyyae
€[MHCTBEHHOM BO3MOXHOCTbIO ByaeT ayTeHTudmkaums yepes OpenlD Connect.

YTtobbl akTMBMpOBaTbL MNPAMOW BXOA, AN COOTBETCTBYWOLWMX MoNb3oBaTenen B Moayne
"YnpaBneHne [OCTYNOM" HY)XHO akTuBMpoBaTb onuuio "Paspewntb npaAMon Bxon npu
uncnons3osaHumn OIDC". Ecnu Takon nonb3oBaTenb Xo4eT BXoAUTb B cucteMy Hanpsamyto, URL-
agpec basuca HyxxHO gononHuTb cneaytowmm: ?directlogin=true

Bo3MOXHOCTb MpsAMOro Bxoga OCTaHETCsa A0 MOMEeHTa yaaneHus cookies wunu gobaeneHus
cnegytoulero napameTpa: ?directlogin=false

OnuuoHanbHO MOXHO cKoHdurypupoBaTtb aTpubyt OpenlD Connect Claim and Basis User,
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KOTOpbIA UCNonb3yeTca Ans onpegeneHns nonb3oBatens basis anda exoga. Mo ymonuaHuio
basuc ncnonbayet preferred_username Ha cepepe OpenlD Connect 1 nmsa nonb3oBatensi.
Moatomy B ID-TOKEHe O0SMKEH CyLecTBOBaTb UCMOMNb3YEeMbIN KNENM.

Mpn Agpyron KoHdurypauum Heobxoammo ckoHdurypmpoBatb basis_config.properties
cnegyrowmm obpasom. B kavectBe npmumMepa 30echb onvcbiBaeTCs BXOA MO agpecy 3reKTPOHHON
noyThl.

# uMs kJIeVMa, MCIOJIb3yeMoe IJjid BXOozIa

# nanp. preferred username, email
basis.config.oidc.userLoginClaim=email

# ATpubOyT TabOJMUHE [10JIb30BATEJIeN, MCIOJIb3YEeMBll IJisS BXOIa

# manp. USER NAME, E MAIL

basis.config.oidc.userLoginAttribute=E MAIL

# Ojar, onpenensaomMy, YUUTHBAETCS JIM PETUCTP [IPM CPpaBHeHUM aTpubyToB
ayTeHTUOMKaALUMY NPY BXOLE IIOJIb30BaTENd
basis.config.oidc.userLoginCaseInsensitive = true
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9. ,D,OI'IOHHVITeﬂbeIe BAPUaAHTbl YCTAHOBKMU

9.1. BapuaHTtl

B aTom BapuaHTe Kk ogHom obLiern 6a3e AaHHbIX NapannenbHO NOAKMoYeHbl HECKONBbKO CepBEPOB
TOMCAT. Ero MOXHO MCNonb3oBaTth, HaNnpuMmep, Ang paBHOMEPHOro pacnpegeneHus Harpysku
NN NOBbILLEHNSA OTKa30yCTONMYMBOCTW.

9.1.1. HacTpouku Ans MHOro cepBepHOMN apXUTEKTYpbl (Knactepa)

Ona Toro, 4tobbl KNMMEHTCKUMN ceaHC Obin OENCTBUTENEH Ha BCEX CepBepax MNPUITOXEHWMN,
npunoxexne basnc omkHO GbITb CKOHUIYpUpoBaHO 0cobbiM obpa3zomM. Kpome Toro, B Takom
BapuaHTe BECb AMHAMWYECKN CO3[aBaeMbli KOHTEHT (Hanpumep, rpadmyeckne nsobpaxeHus
AN HOBbIX MMMOPTMPOBAHHbLIX KOMMNOHEHTOB) AOSPKEH aBTOMATUYECKN pacnpeaenaTbecs No BCEM
cepBepam NPUNoXKeHU.

Onsa KoHUrypuposaHus Knactepa Heo6xoauMo cobnogeHne crnepyrWmnX TpeboBaHUA:

= OTtgenbHble y3nbl B KNacTtepe A0MKHbl HAXOAUTLCA B O4HOW CETU, AOIMKHbI BUAETb APYr
Apyra n B3anmoencTBoBaTb Apyr ¢ ApyroMm. [opTbl YrNeHOB Knactepa AOMKHbl ObiTb
3aKpbITbl 418 JOCTYyNa CO CTOPOHbl KOHEYHOro Nonb3oBaTens, U MOryT 6biTb JOCTYMHbI
TONbKO AN APYruX y3roB Knactepa. ATo MOXeT ObiTb caenaHo ¢ nomowbio MTLS (Mutual
TLS), cooTBETCTBYIOLEN HACTPOMKN MEXCETEBOIO IKPaHa Unn CeTW.

= B xoge yctaHoBku 10 anga Bcex y3noB knactepa AosmkHa ObiTb CKOHUIypupoBaHa ogHa
0a3a JaHHbIX.

KoHdurypupoBaHue
BHecute cnegytowmne nameHenus B cpann <$STOMCAT_HOME>/conf/basis_config.properties:

[na napameTpa multiserver Hy>HoO ykasaTb true Ha Bcex cepBepax MpUINoXeHWN.

basis.config.common.multiserver=true

MapameTp serverJobs Hy)XHO YCTaHOBUTb Ha OAHOM CepBepe npunoXxeHnn Ha enabled, a Ha
BCEX OCTanbHbIX cepsepax npunoxeHun Ha disabled wnn fallback.

# HacTpolka yHOpaBJieHMs 3aladaMy IJisd KOHKPEeTHOTO cepBepa

# yKasmBaeT, MOXeT JM CepBep CO3IaBaTh I[IOTOK KOMAaHO ¥ IOOJDKHEL JIU
JIaHMPOBATHCA 3alaur. MHOTOCepBepHas apxUTEeKTypa: TOJbKO OIMH CepBep
IOJDKEH CO3IaBaTb IIOTOKM KOMaHT!

# disabled - ThreadManager ¥ 3amauy OTKJIOUEHH,

# enabled - ThreadManager ¥ 3amauyM aKTUBUPOBAHEHL,

# fallback - cepBep MOXeT CO3maBaThb [IOTOKM KOMaHI ¥ IIJIAHMPOBATL 3amdauu B
CcJlyyae BEIXOIa M3 CTPOS OCHOBHOI'O CepBepa

# threadManagerOnly - ThreadManager akKTWMBMPOBAH, a 3alauy OTKJIOUEHEH,

# cronjobsOnly - ThreadManager OTKJIOUEH, a 3adauyyM aKTUBUPOBAHE

basis.config.specific.serverJob

Basa faHHbIX MMeeT pasnnyHble HAaCTPOWKN ANs KOHUIYPUPOBaHKSA MOpTa YNeHa KnacTepa:

= SYS CLUSTER_BIND_PORT: 3Hauenne no ymonuauuio: 5701. YneH knactepa
pe3epBupyeT AaHHbIN NOPT, YTOObI ApyrMe YneHbl MOrfM B3aMMOAEWCTBOBATb C HUM.
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Ecnn gaHHbIM NOPT 3aHAT, YNeH Knactepa uwet cBobogHbi nopT nyteM nepebopa
NOpTOB.

= SYS_CLUSTER_BIND_PORT_COUNT: 3HayeHue no ymonyanuto: 100. CtaHgapTHO,
pesepBupyeTcs OAWH U3 CTa NOPTOB, KOTOPLIN UCMOMb3YeTCca ANs B3aUMOAEWCTBUSA B
pamkax knactepa. T. e. ecnu Bbl ykasbiBaeT 5701 B kadecTBe HOMepa MopTa 4neHa
Knactepa, npu Bxode 4neHosB B knactep basuc nbiTaetca HanTu NopTbl B AnanasoHe
mexay 5701 1 5801. KonnyecTtBo NOPTOB MOXHO U3MEHUTD.

= SYS CLUSTER_OUTBOUND_PORT: ctaHgapTHO, basunc paspelwaet nouck nwoboro
nopta B xoge gencteusa socket-bind. Mpu atom nonutukmn 6eszonacHocTu/mexceTesble
9KpaHbl MOryT OrpaHu4YMBaThb MCMOMb30BaHME MOPTOB Mcxoaswero Tpaduka. YTobbl
cobntoctn gaHHoe TpeboBaHme, ba3anc MOXHO HACTpPOUTb Tak, YTOObl UCMOSb30BANUCH
NCKITIOUUTENBHO OonpedenieHHble ucxogswme noptel. MoXxHO 3agaTh gvManas3oH NMopToB
/1N HECKOMbKO NOPTOB Yepes 3andaTylo.

= SYS _CLUSTER_PREFER_IPV4: 3HaveHne no ymonyaHuio — Y. [lpu Bbibope
nokaneHOro agpeca NpMOpPUTETHLIM SABMAETCS ceTeBon MHTepdenc IPv4.

®DYHKLMA noucka

Mpu paboTe B MHOrOCEPBEPHOM PEXMME MOUCKOBbIN MHOEKC HEOOXOAMMO COXpaHUTb Ha OOLLEM
YCTPOWCTBE, NMpOVHAEKCUpPOBaB ak3emnnsap basuc, n npegoctaBuTb AOCTYN K HEMY APYrum
cepBepam.

o MPUMEYAHUE
Mpn TOM, 4YTO ANS cneayrLnx BapuMaHTOB Takke Heobxoammo KOoHUrypuposaTb
MHOroCepBepHbIN PeXuM, 3TU HACTPOWKW fanee no AOKYMEHTY He OrnucbiBaloTCH
OTAENbHO.

9.2. BapwmaHT 2

B atom BapuaHTe pasHble cepBepa Apache m Tomcat paboTaloT Ha pasHbiX annapaTHbIX
ycTponcTBax. Pacnpegenutenb Harpy3kM pacnpegensetr Harpysky Mexay pasHbiMu
dmamyeckumm cepeepamm, Tak YTO A5 BCeX nonb3oBartenen obecnevnmBaeTcsl MakcumarnbHas
npounsBoanTenNbHOCTb. Bece paboTatowmne Beb-cepBepbl obpallaloTcs K ogHow 6ase AaHHbIX
Oracle.

UTobbl COKpaTUTL BEPOATHOCTb OWMOKM B  MHOrOCEPBEPHOM  pexume, Heobxoaumo
aktusmpoBatb yHkunio BALANCER_SESSION_STICKY Pacnpegenutena Harpysku. B
NPOTUBHOM Criyyae Apyrve (yHKUMW, Hanpumep YHKUMA MMnopTa AaHHbIX O6bEKTOB, MOryT
cosfasaTtb Npobnemsbl.

9.2.1. KoHcurypupoBaHue pacnpenenurens Harpy3ku

[na paboTbl pacnpegenutens Harpy3km Heobxogummo, 4TtoObl Ha cepBepe Apache 6bin
yctaHoBneH moaynb mod_proxy_balancer, n 4tobbl OH 3arpyxanca npu 3anycke cepsepa
Apache.

Ona ©a3oBon YHKUMOHANBHOCTU pacnpegenutens Harpysku [ocTtatovyHo Aobasutb
cnegywouwyio 3anucb B gann httpd-vhosts.conf cepsepa Apache, Ha KOTOpoM ycTaHOBIEH
pacnpegenntenb Harpysku.
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1 ,D,OI'IOJ'IHI/ITGJ'Ibele BapnaHTbl YCTAaHOBKU

<Proxy balancer://projectl>
BalancerMember http://192.168.0.30:80
BalancerMember http://192.168.0.31:80
</Proxy>

<Location>

ProxyPass / balancer://projectl/
</Location>

MoxHO HacTpouTb cooTBeTcTBYyLWMe IP-agpeca n nopTel cepsepa Apache, Mexay KoTopbiMu
OO0SDKHa pacnpenensaTbCca Harpyska.

NPUMEYAHNE

Mockonbky B koHGUrypaumm cepeepoB Apache orpaHnyeHo konmyecTtso IP-agpecos
Ans goctyna ana doopMmMpoBaHusa cTpaHuubl, IP-agpec cepBepa AomkeH HaxoamMTbCa
B TOM e onpefeneHHom guanasoHe |IP-agpecoB, 4TO M B 3anucu, B NPOTUBHOM
cny4ae HyXHO M3MEHUTLb crneayoLne cTpokm B harnax httpd-vhosts.conf cepepos
Apache.

<Proxy *>

AddDefaultCharset Off

Order deny,allow

Allow from all

Allow from 192.168 <= 3TOT agpec HYXHO COOTBETCTBYKUMUM O6pasoM MSMEeHUTH

WA yoaauTb
</Proxy>

NPUMEYAHNE

Ecnu yganute ctpoky Allow from XXX.XXX, JOCTYN MOXeT ObITb BbINOHEH € Nnto6oro
IP-appeca. 310 HeceT B cebe onacHOCTb, MO3TOMY fydlle ykasaTb AuanasoH IP-
agpecoB cepBepa, Ha KOTOPOM YCTaHOBNEH pacrnpeaenuTenb Harpysku.

9.2.2.

KoHdurypuposanue cpyHkuumn BALANCER_SESSION_STICKY

NMPUMEYAHWNE

HaHHaa dyHKUMS npoTecTupoBaHa Tonbko Ana  Apache Bepcun po 2.0
BKMOunTENbHO. [N Gonee HOBbIX BEPCUA MM BEPCUA OT APYrnX MOCTaBLLMKOB
Apache gaHHasa KoHUrypaums MOXeT OTnn4aTbCs, PYHKUNA MOXET OTCYTCTBOBaTb
unu uMeTb Apyroe HasBaHue. B aToM crnyyae wuHpopmaumio 0 HeobxoaumbIxX
HacTpoKrKax ULLMTE B COOTBETCTBYIOLLEN AOKYMEHTAL MM Ha cepBep NPUMOXEHNIA.

Kak 6b1510 yNnoMsHYTO B Hayarne onvcaHus aHHOro BapuaHTa, Ans KoppekTHon paboTtbl basunc
AaHHasa OyHKUMA O0MKHa ObiTh akTMBMpOBaHa. ockonbKy, Nonb3oBaTesb, 3anyCcTUB BbIrPY3Ky
(hanna, nocrne ee 3aBepLIEHMS MOXET NonacTb Ha Apyron Beb-cepBep B pe3yrnbTaTte NoBTOPHOro
yCTaHOBNEHUs coeanHeHns. Ho, Tak Kak dpamn Obin 3arpy>KeH Ha Opyron cepBep, NoNb3oBaTeNb
He MnonyynT JocTtyn K ceoeMy danny. PyHkumna Session Sticky obecneumBaeT, 4TO Kaxgbin
nonb3oBarenb byaeTt pabotatb C ogHUM BeG-CcepBEpPOM BMOTb 40 3aBepLUEHUS ceaHca paboThbl.

Hy>xHO n3MeHuUTb KOHurypauuio B canne httpd-vhosts.conf cepeepa ¢ pacnpegenurenem
Harpysku crnegyoLmm obpasom:

30



[ .
1 [ononHutenbHble BapnaHTbl YCTAaHOBKU @

<Proxy balancer://projectl>

BalancerMember http://192.168.0.30:80 route=19216803080
BalancerMember http://192.168.0.31:80 route=19216803180
</Proxy>

<Location>

ProxyPass balancer://projectl/ lbmethod=byrequests
stickysession=JSESSIONID

ProxyPassReverse http://192.168.0.30:80/
ProxyPassReverse http://192.168.0.31:80/

</Location>

[na napametpa Ibmethod Ha gaHHBI MOMEHT CyLLECTBYIOT 3 BO3MOXHbIX 3HAYEHMSI:
1. Byrequest: pacnpegensieT Harpy3ky Mexay cepBepamMmu no KonmMyecTBy 3anpocoB.

Mpn nomowm napametpa loadfactor (4ncno B npegenax mexay 0 n 100) B BalanceMember
MOXXHO 3aaTb NPOLIEHTHOE COOTHOLLEHWNE HArpy3kn Mexay cepBepamu.

BalancerMember http://192.168.0.30:80 loadfactor=4 route=19216803080
BalancerMember http://192.168.0.31:80 loadfactor=6 route=19216803180

B naHHOM npumepe nepBbIvi cepBep rpynnbl nonyyaeT 40% Harpysku, a BTopon — 60%.

2. Bytraffic: pacnpegenset Harpy3ky mexay cepsepamun no o6bemy Tpaduka.

3. Bybusyness: nepegaeT Harpy3ky TOMy CepBepY, KOTOPbIA MEHbLLE BCErO 3arpyKeH.
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10. KoHdurypupoBaHuMe onumoHanbHbIX Moayren

10.1. MoyToBbLIN cepBep MO YMOTYAHUIO

YcnoBusa

PasnunyHble mopynu Basuc (Hanp., moaynb "OT4eTHOCTL") MpegycMaTpmBalOT BO3MOXHOCTb
OTNPaBKM SfEKTPOHHLIX COOOLWEHMA Ha OnpedeneHHbin NodToBbIA cepBep. [Ons aToro
HeobXxoaUMO HacTPOUTbL NOYTOBLIN CEPBEP MO YMOMYaHWIO.

NMocnepoBaTenbHOCTbL AENCTBUN
KoHdurypupoBaHue
BHecute cnepytowne nameHeHus B pann <$TOMCAT_HOME>/conf/basis_config.properties:

= [lo4TOBbLI cepBep, Yepes KoTopbii Basnc oTnpaBnsaeT aNeKTPOHHbIE COOBLLIEHNS:

basis.config.common.mailServerName=smtp.localhost.ru

u I'IopT, VICI'IOJ'Ib3yeMbIl7I ana octyna K no4ToBOMY CepBepy:

basis.config.common.mailServerPort=25

= Hactporika, oXxugaeT fiv NOYTOBbIN CepBEP ayTEHTUUKALMM 115 OTNPABKN 3NEKTPOHHbIX
nucem (true/false)

basis.config.common.mailServerUseAuth=false

* WmsA nonb3oBaTenst M MNaponb Ans ayTeHTUdUKauumM Ha MNOYTOBOM cepBepe, Korga
mailServerUseAuth — true:

basis.config.common.mailServerUsername=
basis.config.common.mailServerPassword=

= OrtnpaBuTenb AnA NOYTOBbIX COOBLLEHUN, oTnpasnsemblix U3 basuc, ecnn He ykasaH
HWKaKoW Apyron oTnpaBuTesb:

basis.config.common.mailSenderAddress=basis@example.ru

= Apgpec Ans HanpaeneHust oTBeTa OT MOYTOBOrO cepBepa B criyvae cbos (Hanp., korga
agpec nonyyarensi HEM3BECTEH):

basis.config.common.mailErrorReplyAddress=basis@example.ru

= HacTporika, onpegensitowas, gormkeH nu basunc coxpaHate cooblieHne B 6ase gaHHbIX
rnocne ero OTnpaBKMu:

basis.config.common.saveMailInDB=false
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10.2. Moagynb "OT4yeTHOCTBL"

YcnoBusa

Moaynb "OT4eTHoCTb" cuctembl «COWM Basnc» MoxeT co3gaBaTb ONpeaerieHHble OTYeTbl B
KayecTBe 3agad. [nsa atoro TpebyeTcs cooTBeTCTBYHOLWAa HacTponka Bxoga B «COW Bbasuc»
(nonb3oBatens/rpynna/goMmeH). 3agada MOXET BKIoYaTb B cebs 9KCMOpPT OTYETOB B dhannbl
3a0aHHbIX (OPMATOB W MX OTNPaBKy MO 3NEKTPOHHOM NOYTe OnpeaeneHHon rpynne
nony4vartenen. [Ang oTnpaBkM Taknx 3NIEKTPOHHbIX COOOLLEHNA NCNONb3YeTCsl MOYTOBLIN CepBep
Mo yMOJ4aHuIo, O KOTOPOM LUMa peyb Boiwe. [MoaToMy Ansi aBTOMaTMYeCKon OTNpaBky NMUCEM U3
moaynst "OTyeTHOCTL" HEeo6XoaMMO HaCTPOUTb MOYTOBLIN CEepBeEp Tak, Kak 3TO OMuMcaHo B
pasgene "Mo4ToBLIN cepBep MO YMOMYaHUo".

Heobxoanmoe ycnoeue: KoHdurypmpoBaHue metacxembl basuc (cm. pasgen 5.1).
MocnepoBaTenbHOCTbL AeNCTBUN

KoHdurypmposaHue

BHecute cnepytowne nameHeHuns B cpann <$TOMCAT_HOME>/conf/basis_config.properties:

= [lonb3oBartenb, OT MMEHW KOTOpOro 3agada moayns "OT4eTHOCTb" Moakn4vaeTcsd K
npunoxenuto basuc:

basis.config.common.gedJobUserName=basis
= Ponb, N04 KOTOPOM AOMKHbI BbINOMHATLCSA 3agadn mogyns "OTdyeTHOCTL":
basis.config.common.gedJobUserGroupId=role_admin 1001

= JlomMeH, B KOTOPOM BbIMOSHAKTCA 3agaum mogyns "OT4yeTHOCTh".

basis.config.common.gedJobManId=1001

* Ecnu nonb3oBaTenb SBASIETCA UNIEHOM OMPEAENEHHOW Tpynnbl UM AoMeHa (no
YMOSYaHUIO — rpynnbil):

basis.config.common.qedJobUGType=G

= Apgpec 9NeKTPOHHOM NoYTbl OTNPaBUTENs, C KOTOPOro Moaynb "OTY4eTHOCTL" oTnpaBnsaeT
coooLeHns:

basis.config.common.qgedMailSenderAddress=[MAIL ADDRESS SENDER]

UTo0Obl oT4eThl Moayns "OTYeTHOCTL" 3anyCcKkanunchb B KA4YECTBE 3a4au, HY>KHO 3TO akTUBMPOBATh:

basis.config.specific.serverJobs=enabled
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o NMPUMEYAHUE

I'IpM MHOrocepsepHOM pexunme aaHHasA HaCTpOVIKa [OImKHa ObITb 3a4aHa TONbKO Ans
OHOro cepeepa.

10.3. Mogynb "LOAO"

10.3.1. AkTuBupoBaHue moaynsa "LOAO"

Ytobbl aktuBupoatb moaynb "LIO", HeobxoomMmo npexae Bcero octaHoBUTbL Tomcat.

Moaynb Takke HeobxoguMmo akTuBMpoBaTb B Tabnuue stfsys sw_unit. [lns atoro B cxeme

basuc BbinonHuUTe cnegytowiee BblpaxeHne SQL n nogTeepauTe ero ¢ NOMOLLBIO onepatopa
“‘commit;™:

update stfsys sw unit set enabled = 'Y'

where sw unit in

("ATIRCON', "DATACENTERCOCKPIT', "DATACENTERCOCKPIT:FOOTPRINT',
'POWERMGMT ', ' POWERMGMT : CIRCUITDIAGRAMLIST', ' POWERMGMT : GRAPHICAL',
'DATACENTERCOCKPIT : FOOTPRINT3D"'") ;

Mocne yero nepesanyctute Tomcat.

o MPUMEYAHME

AktnBnpoBaHune mogynsa "LIO" cnegyeT BbINOMHATL TOMLKO MOCE KOHCYNbTauun ¢
"COW Codpt". MNMocKkonbKy Moayrb HE MOXET akTUBMPOBATLCA/OeakTUBNPOBATLCS MO
cobcTBeHHOMY yemoTpeHuto. Komnarna "COW CodT" fomkHa akTuBMpoBaTh JaHHbIE
LOMO B dpanne DAT, 3arpykaemom BMecCTe C AaHHbIM MOAYNEM.

YcTaHoBKa

= Bpy4yHyto 3anyctutb MMMNOPT AaHHbIX W3MEPEHMN MOXHO 4epe3 MeHio WUmnopt —
3anyctutb B Moayne "OnektponutaHue". Kakon umeHHo dann 6yaeT cunTbiBaTbCH B
Xxoge wvMmnopta — onpegendetca  ak3emnndpom 6asbl  AaHHbIX B Tabnuue
STFJOB_SETTING. [na HacTpouku Nyt K danny B cxeme basuc HyxHO 3anyctuTb
cnegyioulee BblpaxeHne SQL (3aBepLumB ero onepartopom "commit;").

update stfjob setting s

set where s.value = 'aOCOnOTHEM azmpec C uMeHeM OQanmua>'

s.job spec elid = (select m.infos from stcjob master m
where m.name =

'ImportMeasuringData' and m.job group = 'Powermgmt')

and s.name = 'IMPORT FILE';

= YrtoBbl UMNOPT AaHHbIX U3MEPEHWI BbLIMONHANCSA B KayecTBe 3agayn, Heobxoavmo
akTmBMpoBaTb 3agady ImportMeasuringData 13 rpynnel 3agady Powermgmt B Tabnuue
STCJOB_MASTER. [ins atoro 3anyctute cneaytollee BbipaxeHne SQL B cxeme basuc:
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update stcjob master m set

m.user name = '<USER NAME>',

m.man_id = <MANDATOR ID>,

m.group name = '<USER GROUP NAME>',

m.group type = '<USER GROUP TYPE>'
where m.name ='ImportMeasuringData' and m.job group =
'Powermgmt';

= USER_NAME: Nonb3oBaTtenb, OT UMEHN KOTOPOro BLINOSHAETCA 3agava.
= MANDATOR_ID: [lJoMeH, B KOTOPbIA BXOOUT NOSib30BaTerb.

= USER_GROUP_NAME: Nms nonb3oBatensa wunu rpynnbl, Nog KOTOpbIM Monb3oBaTenb
BXOAWUT B JOMEH.

= USER_GROUP_TYPE: onpependeT, 4TO npeactaBndeT 3HadeHWe B MapameTpe
user_group_id — rpynny (G) unu nons3osartens (U).

= Takke B UHTepdpernce nonb3osatens moaynsa "AgMMHucTpmpoBaHue” — 3agayum — Cepeep
HeobxoauMO yKasaTb BpeMs BbINOMHeHUs 3agadyn. [Ina aBToMaTtu4eckoro BbINOMIHEHUS
3aJa4v HYXXHO NocTaBuUTb bnaxok y onuun "[dencTeyowasn”.

= [ina Toro, 4toBbl CKOH(UrypMpoBaHHbIE 3a4ayv MOIMW BbINOMHATLCA B MPUIIOXKEHUM
basuc, napameTp serverJobs B danne
<$TOMCAT_HOME>/conf/basis_config.properties agomkeH OblITb YCTAHOBMNEH Ha
3Ha4veHue enabled.

basis.config.specific.serverJobs=enabled

o MPUMEYAHME
Mpn MHOrocepBepPHOM peXMMe AaHHaA HaCTPOWMKa AOMMKHA ObiTb 3a4aHa TONbKO AJis
OOHOro cepeepa.

MepekntoveHne ¢ BTE/4 Ha kBT:

B moayne "UOA" MoxHO nameHnntb eguHuuy BTE/M Ha kBT. [Ina aToro B cxeme basuc BbinonHuTe
cnegyowime BblpaxeHmsa SQL.:

update stfcfg setting set value = 'kW'

where name = 'SYS CLIMATE CAPACITY UNIT';

update stfsys msg catalog set msg text = 'kW', custom = 'Y'
where catalog name = 'CLIMATE CAPACITY UNIT' and msg id = 28;

10.4. Mopynb "Tenekom"

Ecnu ceteBon anemeHT He npuBs3aH BPY4YHYO K OnNpeaesieHHOW 30He, OH Ha3HavaeTcd
CTaHOapTHoW 30He. Ecnv Takon 30HbI elle He CyLleCcTBYeT, ee MOXHO MNepevMeHoBaTb C
NMOMOLLbIO criegytowero BolipaxerHust SQL:

update stfcfg setting set value='[ABTOHOMHasa cucrema]'
where name='TCO NE DEFAULT ZONE NAME;
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Ecnu 30Ha yxxe cyLlecTByeT, NnepeumeHoBaTb ee MOXET TONbKO cnyxba nogaepkkv KoMnaHum
"COU CodpT".

UTo6bI CMMBOIbI M3 ApYrnx andaBnToB (HaNpMMep, ¢ yMrsiyTamm) KOPPEKTHO MMNOPTUPOBANMCh
B Moaynb "Tenekom", kooMpoOBKa A0SMKHA cOBNagaTb C KOAMPOBKOW MMMNOPTUPYyeMoro danna
Excel. Ons N3MEHEHUS KOOMPOBKMU ncnonbayeTcs 3anncob
MOD_EXCEL_IMPORT_JXL_ENCODING B Tabnuue 6a3bl gaHHbix STFCFG_SETTING.

Heobxoanmo B cxeme Basuc BbinonHMTL cnegywowee BblpaxeHne SQL, no6aBumB B KOHLE
onepatop "commit;":

update stfcfg setting set value='<komuposka>'
where name:'MOD_EXCEL_IMPORT_JXL_ENCODING';

10.5. Moaynb "3D nnaH nomeweHusa"

3D nnaH nomelleHnst — rpadonyeckin MOayIb, NpeAHa3Ha4YeHHbIN Ans 06beMHON BM3yanusauum
LOOos. Mogynb "3D nnaH nomewenns" 3anyckaetcs ns moagyns "LIOA". OH co3paeT o6beMHble
BMpTYyanbHble NpeACTaBNeHNst Ha OCHOBE CYLLIECTBYHOLLNX OBYXMEPHbIX CXEM.

AKTUBUpOBaHue MoAayns

=  (QOcTaHoBuTe Tomcat.

= B SQL Plus / SQL Editor BbinonHuTe cneaywoulee BblpaxeHue, [00aBUB B KOHLE
"commit;".

update stfsys sw unit set enabled='Y'
where sw_unit = 'DATACENTERCOCKPIT:FOOTPRINT3D';

= 3anyctute Tomcat.

10.6. 3anpochbl Scroll (ans nHTerpauMoHHOro cros)

3anpochl scroll ncnonbaytoTes, YToObl 3anpawmBaTth 6orbLIne 06bEMbI AaHHBIX NOCPEACTBOM
WHTEerpaunoHHoro cnos. lNpu mncnonb3oBaHuMm 3anpocoB scroll gaHHble AN K3WMPOBaHUSA
CcoXpaHsaTCcs B (hanrnoBon cucteme. MNyTb ONA cOXpaHEHUs TakuxX AaHHbIX yKasaH B pawnne
<$TOMCAT_HOME>/conf/basis_config.properties. YTobbl OTAENUTb 3TW AAHHbIE OT AAHHbIX
Bbasuc, pekomeHayeTcsa BblAENUTb MECTO ANA UX XPaHEHUS Ha APYrOM >KEeCTKOM AMCKE Uin B
Apyrom pasgene gucka. 9710 no3sonut msbexatb npobrnem B paboTe B crnydae HexBaTKu
cBOOOOHOIO AMCKOBOrO MPOCTpaHCTBa. 3a LOMOSNHUTENBbHOM WHopmaumen o HeobxooMmom
pasmepe cBob6oOgHOrO MecTa Ha gucke obpalsantecb K OOKYMEHTauun ¢ TpeboBaHuAMM K
cucTeme.

o BHUMAHWE

Ncnonb3oBaHue 3anpocoB scroll B MHOrocepBepHOM pexume C UCMonb3oBaHUEM
pacnpefenuTens Harpysku He npedycMoTpeHo. Bce 3anpocbkl Bcerga [OOMKHbI
reHepMpoBaTbCs C OAHOIO cepsepa NpPUNoXeHuin. Kpome Toro, nyTb K 3anpocy He
MO>XEeT MCMONb30BaTbCs HECKONbKMMIU CEpBEPaMU NMPUNOKEHWIA.

KoHdurypupoBaHue

BHecute cnegytowme nameHeHms B pann <$TOMCAT_HOME>/conf/basis_config.properties.
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3apanTe nyTb K 3anpocy scroll:

basis.config.specific.scrollQueryDatalocation=${basis.config.specific
.wmIconsHome}/scrollQueryData/
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// O6o3Ha4eHne mogynen cuctemol basmc

11. O6o3Ha4YeHMne moayneun cucrtemobl basnc

lNpumep akTMBUpPOBaHMS MOAYNS NpeacTasneH B pasgene 8.3.

CermeHr MporpamMmMHbIN 60K Moaynb
basoBbIl yyeT ACCESSMGMT YnpaBneHue 4oCTynom
basoBbIl yueT ACM KoHTpakTbl n OpraHunsauum
basoBbin yueT ADMINISTRATION AOMUHUCTPUpPOBaHMe
PaclwmnpeHHbIn yveTt | AIRCON KoHauumoHnpoBaHue

KabenbHbin yyeT

ASSIGNMENTLIST

KabenbHbIn xXypHan

basoBbIn yyeT

CIMGMT

Ynpasnenue KE

basoBbI yueT

CIMGMT:GRAPHIC

YnpaeneHnue KE —
"padryeckoe
n3obpaxeHne KE

PacwmpeHHbIn yueT

POWERMGMT:CIRCUITDIAGRAMLIST

Cnuncok noaknoYeHHbIX

YCTPOWCTB

PacwwupeHHbi yyeT | CLIENTMGMT Pabouve mecta
. KoHdburypaumoHHbie

basoBbIn yueT EDM

AaHHble
KabenbHbIn yyeT CONNECTIONMATRIX MaTpuubl KOMMyTaLn
KabenbHbIn yyeT CONNECTION CoegunHeHus
PacwupeHHbin yyeT | DATACENTERCOCKPIT uon
BasoBbIvi yueT ENTITYMGR MopenuposaHue

PaclmpeHHbIn yueT

DATACENTERCOCKPIT:FOOTPRINT

lnaH nomeleHns

PacwupeHHbin yyet | ARCGIS "eokapThbl
PacLumpeHHbii yuet | POWERMGMT:GRAPHICAL .:Eifcﬁiffme
KabenbHbIn yyet INVENTORYMGMT Cknagbl
PacwupeHHbin yyeT | IPMGMT IP-appecauus
KabenbHbIn yyeT JUNCTIONBOX MydTbl
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o

basoBbIn yyeT

LCM

KN3HEeHHbIN UMK

basoBbIn yyeT

NAVIGATOR

HasuraTtop

basoBbIl yyeT

NAVIGATOR:PLANVIEW

Hasuratop (nnaH)

KabenbHbIn yyet NETSPIDER Cxembl

basoBbIn yyeT NETWORKINVENTORY CeTtb

PaclwmnpeHHbIn y4eT | NODEMGMT Y3nbl

basoBbIn yyeT OBIJMGMT YyeTHble KapTO4Ku
basoBbIn yyeT PLANNING lMnaHnpoBaHue
PacwupeHHbin yyet | POWERMGMT AnekTponuTaHue
PacwupeHHbin yyeT | QUERYEDITOR OTyeTHOCTb
PacwupeHHbin yyet | RADIOMGMT Pagunocetn
PaclunpeHHbin yyeT | SRM Cepsepbl 1 CX[
PacwunpeHHbin yyeT | SIGNALMGMT Hoctyn n TenedoHuna

KabenbHbIn yyeT

SIGNALTRACING

TpaccupoBka curHana

PaclmpeHHbIn yueT

TELCO:CIRCUITRYREPORT

PacwwupeHHbii yyeT | SOFTWAREMGMT JTvuensun n NO
KabenbHbin yyeT CABINET Crouka
KabenbHbin yueT TCCABINET Kpocc
PacwvpeHHbiv yyeT | TELCO Tenexkom
Tenekom — OTyer o©

NOAKIMYEeHHbIX ycnyrax

KabenbHbin yyeT TRAYMGMT JIKC
basoBbin yyeT BASIS:ATTACHMENT BnoxeHuns
PacwupeHHbI yueT | WAN WAN

PaclmpeHHbIn yueT

WEBGIS_EXTERNAL

NuTepdenic WebGIS

PaclumpeHHbIn yveT

WEBGISMGMT

WebGIS
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// O6o3Ha4eHne mogynen cuctemol basmc

N

basoBbIn yyeT

WORKFLOW

lMoTok onepauunin

PaclwmpeHHbIn yueT

DATACENTERCOCKPIT:FOOTPRINT3D

3D nnaH nomelleHus
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// BbIxogHble AaHHbIE

12. BbixoaHble AaHHbIle

«COIN Codpt» /\
Poccusa, 107045, r. MockBsa,

v Toybras, a, 12 (@A
TenedpoH: +7 (499) 495-10-42 \J
WHTepHeT: http://www.sdisoft.ru

OnekTpoHHada nouta: info@sdisoft.ru

HecmoTpsi Ha TwaTenbHyt0 NOAroTOBKY TeKCTa, B AOKYMEHTE MOryT codepXaTbCs
OLUNOKU N HETOYHOCTMU.

Komnanuns «COW CodT» He HeceT OTBETCTBEHHOCTU 3a BO3MOXHbIA yuiepb B
pe3ynbTaTe UCMONb30BaHMSA U3NOXEHHON B AOKYMEHTE MHpopMaLmK.

Niobble NpeanoXxeHusiM MO YNydlEHU0 COAepXKaHWs OOKYMeHTa W yKasaHus Ha
HETOYHOCTU M OWNGKM NPUBETCTBYHOTCS.

© 000 «CN CodTt». ABTOpPCKME NpaBa 3alLMLLEHbI.
3anpelleHo KonvpoBaHue, BOCnpousBedeHne nbbiMu cpeactBaMm U nepesos Ha
Apyrne A3blkM AaHHOTO AOKYMEHTa MOSTHOCTbI0 M 4acTMYHO 6e3 npenBapuTenbHOro
NMCbMEHHOrOo paspellueHnss komnadmm «CON CodT».

Bce npucyTcreyroline B JaHHOM OOKYMEHTE Ha3BaHWUA NporpaMMHbIX U annapaTtHbIX
cpencTB ABNAKTCA 3apernctpunpoBaHHbIMKU TOProBbiMM MapKaMn COOTBETCTBYHOLLUX
I'IpOI/I3BO,EI,I/ITeJ'Iel7l.
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