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AHHOTALIA

JlaHHBIM JOKYMEHT OomuchiBaeT komruiekc cpeactB 3aumThl (KC3) nporpammHoro
m3nenuss «Omnepanmonnas cucremMa AnbT 8 CII» (OC Anbt 8 CII) Ha apXuUTEKType
duabopyc.

Bepcus noxymenra 1.3.1.

PykoBonctBo mo KC3 cocTouT W3 MATH OCHOBHBIX YacTe€ld, B KOTOPBIX
PacKpbIBAIOTCSI OCHOBHBIE BOMPOCHI TMPUMEHEHHSI, CTPYKTYphl U (PYHKIIMOHHUPOBAHUS
koMmruiekca cpeAacTs 3amuTel OC Anbt 8 CII.

B nmepBom pazgene mpuBoautcs kpaTkuii 0630p BozmokHocTeit OC Anbt 8 CII mo
3aIMTE JaHHBIX.

Bo BTOpoM paszznene NpUBOAUTCS ONHMCAHME MOJETW 3aUThl. ONUCHIBAIOTCA
MIPUHIIMIIBI 3aIUTHI, UCTIONB3yeMbIe B pa3nuuHbix noacuctemax OC Anst 8 CILL

B TperbeM paznene npuUBOAATCS TUNOBbIE (DYHKIMH M 3a7aud OE€30MACHOCTH
aAMUHUCTPATOPA, @ TAKXKE OINMCHIBAIOTCS KOHKPETHBIE MHCTPYMEHTHI JJIs BBIMOJIHEHUS
TUX (QYHKIUHN U 3a/1a4.

B gerBepToM paszzeie NpUBOAATCS CBEIECHUS O HACTPOMKE U MPOBEPKE LIETOCTHOCTU
KOMILJIEKCA CPECTB 3alUTHI.

[Taterit pazaen cogepxut uHbopmaruio o nopsaxy oonosiaeHuss OC Anpst 8 CIL.
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1. OBIIUE CBEJIEHUSA

OC Anper 8 CII  mpennHa3HaueHa  Jjis  TPYOIOBOTO U KOPHOPATUBHOTO
UCIIOJIb30BAaHUSI B KAauecTBE  CpPEJCTBA  aBTOMAaTH3allMd  HHPOPMAIMOHHBIX,
KOHCTPYKTOPCKHUX M TPOMU3BOJICTBEHHBIX MPOLECCOB MNPEeANpUITUN (OpraHu3alui,
YUPEKJICHHM ).

OC Anpt 8 CI1  monaepuBaeT KIHEHT-CEPBEPHYIO AapXUTEKTYPy U MOXET
00CITy’KMBaTh MPOLECCHl KaK B MpeJieNiax OJHON 3JIEKTPOHHOW BBIYUCIUTEILHON MalIUHBI
(IT5BM), Tak u mporeccel Ha Apyrux [I9BM uyepe3 kaHanel nepeauyd JaHHBIX WU

CETEBBIE COEIUHEHMUS.
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2. CTPYKTYPA KC3

2.1. Jlornueckasi CTpyKTypa

KC3 npencrasnsier co0oil crnienaibHble TAaKEThl MPOTpaMM ONEPALIMOHHOMN CpPeibl,
Bxoasimue B coctaB siapa OC u cuctemubix 6mbmmotek. KC3 cocTouT U3 cleayromnmx

JIOTHYECKUX KOMIIOHEHTOB (pHc. 1):

MOJCUCTEMA YIIPABIICHUS JOCTYIIOM;

nmoacucTeMa perucTpaiu U yucTa,

IIoACHUCTCMA oOecneueHus OCJIIOCTHOCTH,

noaCrucTEMa yIrpaBJICHUA ITaMATBIO.

BOOAN BHIN0AY
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Puc. 1 — Jlornueckne xomnoueHTsl KC3

KC3 obecnieunBaeT BBINIOTHEHUE CAEAYIONIUX (PYHKIMHA B YacTH YIPaBICHUS
JOCTYIIOM:

1) wuaeHTUUKANUIO U ayTeHTH(DUKAIIIO CyOhEKTOB JIOCTYIIA;



2)

3)
4)
5)

6)

7)

8)
9)
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KOHTPOJIb JIOCTyHa CYOBEKTOB JocTynma K oObekTaM joctymna ((aiiiam,
KaTajoram,  pasjenam  IpoleccaMm),  OCHOBAaHHOTO  Ha  IPHHLUIE
IUCKPEIIMOHHOTO MPUHIUIA YIIPABICHUS 10CTYIIOM;

HACTPOMKY MpaBUi pa3rpaHUUYEHUS TOCTyIa CYyOBEKTOB K 00BEKTaM JIOCTYIIa;
KBOTHPOBAHUE IUCKOBOTO MPOCTPAHCTBA;

3allUTy BBOJAAa W BBIBOJA HAa OTYYKIAEMbIi (PU3MUECKH HOCHTENh
uHpOpMaIny;

M30JISIIUI0 MTPOTPAMMHBIX MOJAYJIEH OJHOro mporecca (OJHOro cyOBeKTa) OT
MPOrPaMMHBIX MOJIYJIEH APYTUX MPOIIECCOB;

OUYUCTKY (0OHYJIEHHE) OCBOOOXKIaeMbIX 00JacTei ONIEpaTUBHOMN MaMATH;
OUYMCTKY TaMSITH Ha JUCKOBBIX HAKOMUTENSIX (Oe30macHoe yaaaeHue (aitios);

obecnieuenue nenoctHoctu sapa OC, mporpaMmbl 3arpy3Kd sapa U MOIyJien

KC3.

KC3 obecnieunBaeT BHIMOJHEHUE PETUCTPALIMH CICAYIOIINX COOBITHI:

- UCTIOJIb30BaHUE UACHTU(DUKAITMOHHOTO MeXaHHU3Ma U MeXaHHU3Ma
ayTeHTU(UKALINN;
- 3aIpOC Ha JOCTYN K 3alUIIaeMOMYy pecypcy — OTKpeITHe (haiina, 3amyck

IIPOrPaMMBbI U IPYTUe JEUCTBUS IO €r0 UTCHUIO U U3MEHEHUIO;

- CO3JJaHHUC U YHUUTOKCHHUC O6’beKTa;

- IEUCTBWSI IO U3MEHEHUIO TpaBWII pa3rpanndenus gocrtyna (ITPI).

JIJ1st KaXkI0T0 U3 3TUX COOBITHI PETUCTPUPYETCS Clenytomias nHdopmaus:

- J1aTa U BpeMs;

- CyOBEKT, OCYIIECTRIISIONINA PETUCTPUPYEMOE JICHCTBUE;

- TUI COOBITHS (€CIIM PETUCTPUPYETCS 3alpoc Ha JOCTYI, TO OTMEYAETCd OOBEKT U

THII JOCTYTA);

- YCIICTITHOCTh COOBITHS (0OCITYKEH JIM 3aIpOC Ha JOCTYM WX HET).
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AnroputMm padotst KC3

CDYHKHHOHI/IPOBaHI/IG KC3 OCYymECCTBIKICTCA B COOTBCTCTBUU CO CICAYIOIIUM

AJIrOPUTMOM:

1)

2)

3)

4)

5)

6)

7)

8)

9)

10)

BeITIONTHSIETCST 3amyck [IDBM, mo 3aBepmieHuto 3amycka (opMupyercs
COOTBETCTBYIOIIIECE coo0rieHue " nepenaeTcs MEXaHU3MaM
ayJInTa/>KypHAITUPOBAHUS;

nocie 3anycka [IOBM nonp3oBareneM OCyHIECTBISIETCS 3alpoC Ha JOCTYI B
OC Anst 8 CII, nonp3oBaTedb yKa3blBa€T CBOM YHHUKAJIbHBIA WIESHTU(PUKATOP
(manmee — TOTMH) ¥ ApOJIb, HAUUHAETCA MPOLEAypa UICHTUPUKALNY;
MEXaHU3Mbl HJAECHTU(UKALUK BBIMNOJHSAIOT MOUCK JIOTMHA YYETHOH 3amucH B
BUpPTyaJbHbIX 0Oa3zax gaHHbIX (Hanee — BJl) monwp3oBateneil, U e€ciu JOTHUH
OTCYTCTBYET B BHUPTyalibHbIX bJI, TO ceaHC COEIMHEHHS C CHCTEMOU
IpeKpalaeTcs;

€CIM  MEXaHW3Mbl HWJAEHTU(UKAIMM HAXOASAT JIOTMH [OJb30BaTeis B
BUpTyanbHbIX bBJl, TO uaeHTH(uUKanus cuutaercss NPOWIECHHOW YCIHEHIHO U
HA4YMHAETCs MPOLECC ayTeHTU(PUKAIIHY;

€CJIM YKa3aHHBI Napojb HE COOTBETCTBYET JIOTMHY, TO CEaHC COEAUHEHUS C
CUCTEMOM MPEKPAILAETCS;

€CJIM YKa3aHHbIM IOJIb30BaTEJIEM Napojb COOTBETCTBYET €ro JOrMHY, TO
ayTeHTU(PUKALMS CUUTACTCS MPONUACHHOW YCHEIIHO U  IOJIb30BATEIIO
[PENIOCTABISAETCS JOCTYIl B CUCTEMY;

BCE CBelIEHHMA 00 UCIONb30BAHUM MEXAHU3MOB HWACHTU(PUKALMH U
ayTeHTU(UKALUY EePEeJalOTCs MEXaHU3MaM ayauTa/)KypHalIUupOBaHMUS;

JOCTYIl MOJb30BaTedsi K OOBEKTaM CaHKIHOHUPYETCS AUCKPELMOHHBIM
MEXaHU3MOM Pa3rpaHUyuEHUs TOCTYIIA;

BCE 3aIMpOCHI MOJIb30BATENS Ha JOCTYI K 00beKTaM (PUKCUPYIOTCS MMOJACUCTEMOM
perucTpanuu coObITUM;

KaXKIbIA 3allpoC MOJB30BaTENsl K OOBEKTY JOCTYIA BBINOJIHAETCS HEKOTOPHIM

IIponecCCcoM;
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11) moxcucrema ympaBiieHUS TmamsATbio (Haxomutcs B sape OC) BbimenseT
HEOOXOIUMBIH MHUHUMYM CBOOOJHOM OINEpPaTUBHOM MaMsITH ISl  3TOTO
npolecca;

12) npu 3TOM AWCHETYEp MOCTYyNa pPasTPaHUYMBACT JOCTYN K TaMSTH 3TOTO
npoliecca B COOTBETCTBUU ¢ AUCKperinoHHbIMU [TP]];

13) mo 3aBepireHHI0 pabOTHI IMpollecca MaMsATh, 3aHUMaeMas MM, OYHINACTCS W
nepepacnpenensieTcs: HoJCUCTEMOM YIPaBIEHUS TaMAThIO;

14) Bce omepanyy MO HW3MCHCHHMIO CITMCKAa I10JIb30BATENICH, CIUCKAa OOBEKTOB
¢aiinoBoii cuctemsl, 1o u3MeHeHuto 1P/, 3anpockl Ha JOCTYI K 3aIUIIAEMbIM
oObekTaMm (alIoBOM CHCTEMBI, a TaKXK€ BCE MOMBITKH HJICHTUDUKAIUU U
ayTeHTU(PUKALUA B CUCTEME PErHCTPUPYIOTCS MEXaHW3MaMH IOJICHCTEMBI
perucTpanuu coobITUN ()KypHAIMpPOBAHUE, AyIUT);

15) mporpaMMHBI KOMIUIEKC KOHTPOJsS IesiocTHOCTH osec (manee — IIK osec)
00€ecreynBaeT KOHTPOJIb COCTOSIHUS BCEX KIIFOUEBBIX DJEMEHTOB CHCTEMBbI
(sapa, mexanusmoB KC3, cBenmeHuil o cyObekTax M OOBEKTAX CUCTEMBI) —
¢ukcupyet cocrosinue cucrembl B MoMeHT oTcyTcTBUss HCJ] B OC 1 coxpansier

cBenenus B daitbl B/I.
2.3. Onucanue MOIeIn 3aIlUThI

[TokazaTenu 3alMILEHHOCTH OT HECAHKIIMOHUPOBAHHOTO JOCTyNa K MH(GOpMAaII)
oOmiasi MOAENb 3aIMTHl CTPOUTCA Ha 0a3ze PpaCHIMPEHHON IUCKPELMOHHON MOAEIN
3alUThl, MOJICNU UACHTU(PUKAIMN U ayTeHTU(UKAIIMHM, MOJEIN KOHTPOJS LEIOCTHOCTH,

MOJICIIA TPOTOKOJIMPOBAHMS COOBITHIA, a TAK)KE HA MOJICIIN YIIPABIICHUS ITaMSITHIO.
2.3.1. CyOBekThl gocTyna

CyoOnexkramu poctymna sBisitorcess mojis3oBatenu OC Anbt 8 CII: monb3oBatensb,
aIMUHUACTPATOP (MOJIb30BATENb C UASHTUPUKATOPOM T00t).
OyHKIMK, 3aJa4d  TOJIb30BATENs, a TAaKKe KJIACChl KOMAaHJ, HCIOIb3YEMBbIX

IMOJIB30BATCIIEM, U UX OIMMCAHHUC IMPUBCACHBI B JOKYMCHTC «PyKOBO}ICTBO IIOJB30BATCJIA.

JIKHB.11100-01 91 02.
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Ob6mue ¢GyHKUMH, 3a7a4d  aIMUHUCTpATOpa, a TakXKe KJIacchl KOMaHg,
UCTIONB3YEMBIX ~ aJMHUHUCTPATOPOM, M HMX ONHCAHWE TMPHUBEIEHBl B JOKYMEHTE

«PyxoBoacTBo ammunauctpatopa. JIKHB.11100-01 90 02%.
2.3.2. O0BEKTHI A0CTyTa

OObeKkTamMu JocTyna SABISIOTCS:

- (paitnibl (IpeIHa3HAYEHBI AJI1 XPaHEHUS! CHMBOJIBHBIX M JIBOUYHBIX JaHHBIX );

- KaTayoru (mpeaHa3HavyeHbl sl OpraHu3aluy JoCTyma K Qaitnam);

- CUMBOJIMYECKME U JKECTKME CCBUIKM (TMpeJHa3HA4YeHbl JUIsl IPEAOCTaBICHUSA
J0CcTyna K (aitinam, pacroyioKEeHHbIM Ha JTFOOBIX HOCUTEIISX);

- (pailsibl OJIOUHBIX U CHMBOJIBHBIX YCTPOMCTB (IpenoctaBiieHue HHTepdeiica s
B3aMMOJICUCTBHUS C allapaTHbIM 00€CIIEYEHUEM KOMITBIOTEPA);

- KaHaJlbl W COKEeThl (OpraHu3alMs MEXKIPOLECCOPHOTO B3aUMOJECHCTBUS B
OIIEpaIIOHHON cucTeme);

- mexanu3Mebl [PC (pa3znensemasi nmamsTh, ceMadopbl, ouepeid COOOIICHHMI).
2.3.3. OCHOBHBIE ITOJIOKEHUSA MOJIEIIH 3AIUTHI

B ocHOBe MoAenu 3allUTHI JIEKUT Psifl NMOJIOKEHUW O HAIMYUU Y IOJIb30BATENIEU
(rpynn noJib30BaTeliel) YHUKAJIbHBIX UACHTU(PUKATOPOB, O JEHCTBUTEIBHBIX CYOBEKTaX U

ypoBHe peanuzanuu [1P/].
2.3.3.1. YHUKaIbHbBIN YUCIEHHBIN UICHTU(PUKATOP MMOTb30BaTEIEH

C KaxIbIM MOJB30BATENIEM CHUCTEMBbl CBSI3aH  YHHUKAJIbHBIM  YUCICHHBIN
unentudukatop — uaeHtuduxkarop nonaszosatens (UID), koTopslii sSBISETCS KIIOYOM K
COOTBETCTBYIOIIEH 3amucu B bBJl monb3oBateneil, coxepxkaiieid WHGOPMAIMIO O
II0JIB30BATEISIX, BKIIFOYASI X PEAJIBHBIE U CUCTEMHBIE HMEHA.

b/1 mosib30Bartenen noauepkuBaeTcsa U ynpasiserca agmuauctparopoM. UID ects
ApJBIK CyObeKkTa (HOMHHAJIbHBIA CYOBEKT), KOTOPBIM CHCTEMa MOJb3yeTcs JUIs
onpenenenuss npaB  gocryna.  COOTBETCTBHE  BXOAHBIX MMEH  YHUKAJIbHBIM
unentuukaropam (UID) mnonb3oBaTeneil ycTaHaBIMBaeTCd B IMPOCTPAHCTBE HMEH,

cnenuUIUpPOBaHHOM B (Qaiine /etc/nsswitch.conf. B OC Anpt 8 CII no ymonyanuto
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UCHIONB3YyeTCsl  (pailioBOoe MPOCTPAHCTBO MMEH: MyOJWyHas y4yeTHas uHpopMarus
nojbp3oBaTenel xpaHurcs B (Qaiine /etc/passwd, NpuBaTHas — B ¢ailax Buaa
/etc/tcb/<Bxomuoe mmsa>/shadow.

Bwmecro daiinoBoro mpoctpaHcTBa MMeH sl opraHusainuu bJ[ mons3oBaTeneit
MOXET MCIOJIb30BAThCS OJHA W3 peann3auuid npotokona LDAP — maker OpenLDAP,

Bxo il B coctaB OC Anbt 8 CII.
2.3.3.2. YHUKaIbHBINA YUCICHHBIA UACHTU(DUKATOP TPYIIIHI TOJIb30BATENCH

Kaxxnprii monp30BaTens BXOAUT B OJHY WM OoJyiee Tpymil. ['pymma — 3TO CIHCOK
MOJIb30BaTENEeN cucTeMbl, UMEIIMA coOcTBeHHbI HaeHTudukarop (GID). Ilockonbky
rpynna OObEIUHSET HECKOJIBKO II0JIb30BATENCH CHCTEMbI, B TEPMHUHAX MOJIUTHKH
0€e30MaCHOCTH OHa COOTBETCTBYET IMOHATHUIO «MHOXECTBEHHBIH cyObekT». GID ecTh
APJBIK MHOKECTBEHHOTO0 CyOBEKTa, KOTOPHIX Y HOMHHAJIBHOIO CyOBEKTa MOXKET OBITh
6onee oxuoro. Takum obpazom, onnomy UID cooTBerctByeT criucok GID.

Bxoxnenne moyib30BaTeNsl B «IEPBUYHYIO» TPYIIy OTPAKEHO B (paiiie

/etc/passwd, BO BCE OCTallbHbIC — B (pailyie /etc/group.
2.3.3.3. [IeiicTBUTENbHBIN CYOBEKT

Ponp neiictBuTenbHOro (padoTaromiero ¢ o0bekTaMu) CyObeKTa UIrpaeT IMpoIllecc.
Kaxxnpril 3amymieHHbId MPOIecC B CUCTEME CHA0XKAETCsl YHUKAIBHBIM HICHTU(PUKATOPOM
(PID, Process ID), oto6paskaetcs B TabJIMII€ MPOIECCOB U COMOCTABIISIETCS KaTaIoTy BUA
/proc/<PID>, COJepKalIeMy pa3InuHy0 HHPOPMAIIUIO O paboTe mpoliecca.

Kaxnapiii mpomecc cHabGxkeH enuHcTBeHHbIM UID  —  uwaentudukaropom
3aMyCTUBILIETO  TPOIIECC  HOMHUHAIBHOTO  cyObekTa  (mosb3oBatens). [Ipomecc,
MOPOXKAEHHBIM HEKOTOPBIM MPOLECCOM moJib3oBaTtens, Haciaeayer ero UID. Takum
o0pa3omMm, BCE€ MPOLIECCHI, 3allyCKaeMble IO >KEJIAHWIO TO0JIb30BaTeNsl, OyAyT UMETh €ro
unentudukatop. Bce mporecchl, mpuUHAMIEKAINE TMOIB30BATEN0, O0pa3ylT CeaHC
noab3oBaress. [lepBrlil mpolece ceanca noJib30BaTeNs NOPOKIAECTCS MOCIIE MPOXOKICHUS
npouenyp unenrudukanuu u ayrentudukanuu. [Ipu obOpameHun mporecca K 00BEKTY
JOCTYT TIPEAOCTABIIACTCS MO PE3yIbTaTaM MPOLEAyphl aBTOPU3AIUU, TO €CTh 00pabOTKH

3arpoca Ha OCHOBE AuCKpennoHHbIX [TP/1.
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2.3.3.4. YpoBenb peanuzanuu Mmexanusma [1P]J]

Mexanusm [IPJ] peamusoBan B supe OC, 4uro oOecreyuBaeT €ro MNpaBUIIbHOE

(GYHKIIMOHUPOBAHKE TIPHU UCIIOJIB30BAHUU JIOOBIX KOMIIOHEHT, rpeaocTaBisieMbx OC.
2.3.4. Monenb naeHTU(GUKAIIUA U ayTeHTU(UKAITIN

Mopens uaeHTUGUKANNK W ayTeHTU(PUKAIIMKA TOJb30BaTeNsl (DYHKIIMOHUPYET B
COOTBETCTBHHU CO CIECAYIOLIUM AJITOPUTMOM:

- TIOJIB30BATEIIb MMOCHIIAET 3aMPOC HA JOCTYM K CUCTEME;

- aBTOMaTHYEeCKH CHCTEMOH BBI3bIBaeTCA Mporpamma login, (Wcmonb3yercs ist
3alycka HOBOTO CeaHCca B CHCTEME), KOTopas BBIBOAMUT MpurjiamieHue login Ha
TEPMHHAJ IT0JIb30BATENS;

- TI0JIb30BATEIb MPEABSIBIISIET CBOE BXOHOE UM (J1ajiee — JIOTHH) U MapoJib;

- Mmoxysii NSS, nepexBarbIBatoT JIOTHH MOJIb30BATEI U OCYLIECTBIISIOT €0 MOUCK B
daiinax BuptyansHoi bJ[ monb3oBareneit cucteMbl (Ui KOHQUTypaIuu
UCTOYHUKOB  BupTyanbHoM  BJl  monb3oBareneit  ucmosnbdyercs  dain
/etc/nsswitch.conf): B ¢aiyax /etc/passwd, /etc/shadow, /etc/group;

-ecnmu Moayinu NSS HaxonsdT JIOTMH TMojJb30Barenissi B daiinax /etc/passwd,
/etc/shadow, /etc/group, TO 3aTeM NEpeAalOT Uux MoayiasiM PAM, HaunHaeTcs
MpoIIECC ayTeHTU(DUKALINH;

- Moayin PAM cpaBHMBAIOT JIOTUH WU NapoOJjib, MPEIbIBICHHBIE TOJIb30BATEIIEM CO
3HAYCHUSIMU, XpaHAIIUMHUCS B (pailnax /etc/passwd, /etc/shadow, /etc/group;

- €CJIM BBEJICHHbIE HMS W TMapoyib CyOBEKTa COOTBETCTBYIOT XPAHSIIIUMCS
snaueHusM, KC3 npegocrasnset noctyn cyobrekty B OC Anbt 8 CII, nndopmanus
O pe3yJbTare TMOMBITKU J0CTyna (QUKCHUpYeTCS TMOJACUCTEMON PETUCTPAINH
COOBITH;

- €CJIM BBEJICHHBIC UMS U MapOJib CyObEKTa HE WICHTUYHBI 3HAUCHUSIM, XPaHAIIUMCS
B 0aze manubix, KC3 otkionser 3anpoc gocryna cyosekra B OC Anpbt 8 CII (s
BBITIOJTHEHUS  MOBTOPHOW  TOMBITKM  ayTeHTU(PUKAIMU  CyOBEKT  JIOJIKEH
WHUIIMUPOBATh HOBBIA 3alpoc J0CTyna), uH(opMamus O pe3ybTaTe MOMBITKU

A0CTYyIIa COXPAaHACTCA B CUCTCMHOM KYPHAJIC,
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- B KoHurypauuu @aiina /etc/nsswitch.conf MOXHO YKa3aTh HECKOJIbKO
ucTOYHUKOB (aitmoB bJ] mosb3oBaTeneir, Hampumep, B KadyeCTBE HCTOYHHKA
yKa3ath AepeBo kataioro LDAP;

- €CJIM JIOTMH W TapoJib TOJb30BaTeNsl OTCYTCTBYIOT B (pailiax /etc/passwd,
/etc/shadow, /etc/group, MoAylu NSS OCYHIECTBISIOT IMOUCK B JI€pEBE
katainoroB LDAP, u 3aTem nepenaroT ux MmoayisiMm PAM;

- Monyin PAM cpaBHUBAIOT JIOTUH U NapOJjb, NMPEIbIBICHHBIE NOJIb30BATEIEM CO
3HAYEHUSIMHU, XPAHIIIMMHUCS B iepeBe kaTanoroB LDAP;

- €CJIM BBEJICHHBIE UMSI W TapoJib CYObEKTa COOTBETCTBYIOT XPaHSAIIUMCS
snaueHusM, KC3 npegocrasnset noctyn cyobrekty B OC Anbt 8 CII, nndopmanus
O pe3yJbTarTe TMOMbITKU J0CTyna (QUKCUpYyeTCs TMOJACUCTEMON PpPErUCTpaIiU
COOBITHI;

- B CJIyyae HE0OXOJIUMOCTH pealli3allii CETeBOM ayTeHTU(HUKAIIMK MOJIb30BaTEICH
B CHCTEME IPEyCMOTPEHa BO3MOXHOCTh ayTeHTU(dUKaIuu ¢ nomoiibio Kerberos
C XpaHeHueM MH(popmanuu o noib3oBareisx B aepese karaioroB LDAP (Kerberos
MOKET HCIOJIb30BaTbCA U JUISI OCYIIECTBICHUS JIOKAJbHOW ayTeHTU(DUKAIIUU
M0JIb30BaTeINEeH );

- BCs MH(OpMAIIUA O PE3YNIbTaTaX MOMBITOK JOCTYNa PETUCTPUPYETCS MOJACUCTEMOM
pErucTpaIiu COOBITHIA.

Cxema anropuT™a MpUBEACHA Ha pucC. 2.
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Puc. 2 — Anroput™m uaeHTUPUKALIUY U ayTeHTU(PUKAITH

2.3.5. Mojenp TUCKPEIMOHHOI0 pPa3TpaHUUCHHMS JT0CTYyIIa

2.3.5.1. O0uume cBeneHus

MexaHu3M [JUCKPEUMOHHOTO pa3rpaHUYCHHs] JOCTYNAa pEaln30BaH B  SApE
OC Anwt 8 CII m 3akmrouaeTrcs B TOM, YTO Ha 3alllMIIaeMble MMEHOBAHHBIE OOBEKTHI
YCTaHABIMBAIOTCS (aBTOMATHMYECKH Tpu uX co3fnanuu) Oa3zoBeie [IPJ] B  Buze
uaeHTuuKaTopoB HOMHHaIbHBIX cyObekToB (UID wu  GID), koropble Bpase
pacnopspKaThest TOCTYIIOM K JAaHHOMY OOBEKTY, U TTpaBaMU JIOCTYIA K OOBEKTY.

PaznmuuaroT Tpu BHma gocTyma: yTeHUE, 3anuch W ucnoidHeHue. [Ipu oOpamenun
mporiecca K o0BbeKTy (C 3ampocoM JOCTylNa OINpeeSeHHOI0 BHJIa) CUCTEMa IMpOBEpseT

COBNAJICHUE WJAECHTU(UKATOPOB BIANETBIEB TIpollecca U BiajeiblieB ¢aiina B
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ONPENICICHHOM MOPSAJIKE, U B 3aBUCHUMOCTH OT pe3yJibTaTa, NPUMEHSAET Ty WU HHYIO
IpyNIy Mpas.

B ciyuae eciiu TekynMMu MpaBUIIaMH Pa3pelieHo (CAaHKIIMOHUPOBAHO), TO MpaBa
noctymna (aitnoBoro 00beKTa MOTYT OBITh U3MEHEHBI.

Kpome oOmeit cxemsl pasrpanuuenusi noctymna, OC Anbt 8 CII moanepkuBaer
takke ACL, ¢ TOMOIIBIO KOTOPBIX MOXHO JJIsl KaKJI0ro 0ObEKTa 3ajlaBaTh IpaBa BCEX
CyOBEKTOB Ha JOCTYII K HEMY.

MexaHu3M JUCKPELMOHHOTO pa3rpaHUYEHUs TOCTyNa 00ECeUrBaET BO3MOKHOCTh
CAHKIIMOHUPOBAHHOTO U3MEHEHHUsI CIIMCKA T0JIb30BaTelIe M CIHCKA 3allUIIaeMbIX
(hainoBeIX 00BEKTOB.

MexaHu3M JUCKPELMOHHOTO pPa3rpaHUYEHUs JOCTYIa 3aTparuBaeT CIEAYIOIINE
MOJCUCTEMBI:

- mexanu3msl IPC;

- (aiinoBeie cucTembl ext2/ext3/ext4;

- cereBas (QaitoBas cucrema Nfs;

- BUpTyaibHas (aitioBas cucrema vfs;

- (paitsioBbie cuctemsl jfs, xfs, reiserfs.

K 3ammimaemMpiM 00beKTaM JT0CTyMa OTHOCSTCS:

- OObI4HbIE (haNIbL;

- KaTajoru;

- )KECTKME CCBUIKM (MpaBa JOCTyINla Ha MKECTKUE CCHUIKM OYIyT B TOYHOCTH

TyOJIUpOBaTh MpaBa J0CTyMa (ailioB, HAa KOTOPbIE OHU CCHLIAIOTCS);

- OJIOYHBIC U CUMBOJIbHBIC YCTPONCTBA;

- noMmeHHble cokeThl (IPC-cokersl);

- KaHaJIbl MEXKIIPOLIECCHOTO B3aUMOJEHCTBUSA (MMEHOBAHHBIE);

- mexanu3Mebl IPC (pasnensemast maMsTh, odepeid COOOIICHH U JIp.).

[Ipumevanue. MexaHu3M JUCKPEIIMOHHOTO  pa3rpPaHUYCHHUS  JOCTYIa
OC AnpT 8 CII He pacmpoctpansiercss Ha ceTeBble cokeThl (INET-cokeTsl), cChUIKH,

YCTPOMCTBA U KAHAJIBL.
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2.3.5.2. Monens 3amuThl (aitioB

2.3.5.2.1. OGmas cxema pa3rpaHUYCHHS TOCTyTa
B OC Anpt 8 CII paznmuuarot caeayromue TATBI (haiioB:
- oObIuHbIE (Dailsibl (MpeaHa3HAueHbl JII XPAaHEHUS CHUMBOJIBHBIX M JBOMYHBIX
JIAaHHBIX );

- Karajoru (mpeHa3HavYeHbl sl OpraHu3aliiy J0cTyna K daiinam);

- CAMBOJIMYECKME M >KECTKHE CChUIKM (TpelHa3Ha4yeHbl MJig MPEeA0CTaBIICHUS
J0CTyIa K (pailiiaMm, pacioyIoKEHHbIM Ha JIFOOBIX HOCUTEIISX);

- ¢haiinpl OJOYHBIX M CUMBOJIBHBIX YCTPOWCTB (MpefocTaBiieHue HHTepdeiica as
B3aMMOJICUCTBHS C alapaTHbIM 00€CIIEYEHNEM KOMITBIOTEPA);

- KaHallbl W COKEeThl (OpraHu3alusl MEXKIPOIIECCOPHOTO B3aUMOJICHCTBUS B
OTIepallMOHHOM CUCTEME).

OmnpenensiroTcst TpU BUAA JOCTYTA:

- urenue (read, r);

- 3amuch (write, w);

- HCToJIHeHHUE (execution, X).

OnucaHHble najee MEXaHU3Mbl JEUCTBYIOT JIsi CCHUIOK, YCTPOWCTB, KaHAJIOB U
COKETOB.

Urenne s Qaitia o3HayaeT MpaBO TMOJydYaTh COACPKUMOE IO HHACKCHOMY
neckpunrtopy. Jlyis karajora — O3HAaYaeT MPaBO IMOJIy4YaTh CIHUCOK HMEH OOBEKTOB,
cofepkamuxcs B HeM. [Ipu 9ToM, eciiu IOCTYI Ha YTEHHE K KaTaJIOTy 3allpelleH, POoIece
HE CMOXKET NOJYYUTh CHUCOK HMMEH, OJHAKO JOCTYI HEMOCPEeICTBEHHO K (ailty,
HAXOZSAIIeMyCsl B Karajore, pEryJupyercss TMPaBOM HCHOJIb30BaHUs (MCIIOJHEHU)
Karajora, a He IPaBOM YTEHUSI.

3anuck A Qaitna o3Ha4aeT MpaBo MOAUPUITUPOBATH COJIEPKUMOE 110 UHIEKCHOMY
neckpuntopy. Jjis katajmora — o3Ha4yaeT mpaBo MOAUMUIIMPOBATH CIUCOK ¢aiioB. bes
mpaBa Ha WCMOJb30BaHWE (MCTIOJHEHWE) KaTajora NpaBO Ha 3aMHUCh PAKTUYECKU
HEITPUMEHUMO.

Hcnomuenune mist paiina o3HayaeT MpaBoO 3alyCKaTh €r0 B KauecTBE MPOTPaMMBbI.

PaznmuuaroT GuHapHbIe UCTIONHAEMbIE (haiiyibl, KOTOPhIE HEMOCPEICTBEHHO 3arpy KatoTcs B
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naMaTh B BHUAE IMporecca (BO3MOXKHO, MOCPEACTBOM JIMHAMUYECKOW KOMIIOHOBKH C
pazziensieMbIMU OMOJIMOTEKaMHU) U CIIEHApUU, JIJIS BBITIOJHEHHUS] KOTOPBIX 3aIlycKaeTcs
npouecc U3 Apyroro Qaina, a Tekymui (aitn oTgaeTcs eMy B KauecTBe MapaMeTpa
KOMaHJHON CTPOKU (ClieoBaTeNbHO, JJIsI pabOThl 3alyCKaeMoro cleHapus TpeOyeTcs
TaKKe JOCTyl Ha ureHue). i1 karamora JOCTyN Ha HCHOJIb30BaHHE (KCIIOJHEHHE)
O3HA4YaeT TPABO TMPEOOPa3OBBIBATH WMEHA OOBEKTOB, HAXOANIUXCS B KaTajore, B
UHJCKCHBIEC JecKkpunTopbl. CiMcok UMeH (pailyioB B Karajore, JIOCTYITHOM IPOLIeCCy Ha
YTeHHUE, HO HE Ha UCIOJIb30BaHue, OyIeT BUJICH, HO caMU (hailiibl OCTAHYTCS HEJIOCTYITHBI.

JUiss  paboTbl Cc OJOYHBIMM M CHMBOJIbHBIMU ycTpoiictBamu B OC mpu
MOHTHPOBAHHUM CO3JIAI0TCS ClielUaIbHble (Dailsipl, 0OecTIieYnBaOLIe IPOU3BOIbHBIN WU
MOCJIEIOBATEIbHBIA  JTIOCTYl COOTBETCTBEHHO THUITy YCTpPOWCTBA, KOTOPOMY OHHU
HazHaudaroTcs. [IpaBa mocTyma A y4eTHBIX 3amuced IMOJIb30BATENsl M BBI3BIBAEMBIX
IIPOLIECCOB Ha3HAYAIOTCSA HA COOTBETCTBYIOIINI CO3/IaHHBIN (aii.

[IpaBa nocTyma K JOKaJIbHBIM COKETaM Ha3HAYalOTCA HA CHEelHalIbHbIN (pailsl cokera
10 33JaHHOMY IIYTH, 4€pe3 KOTOpbI K cokeTy OyayT oOpamiarbcs JtOObIE JIOKAIbHbBIE
IPOLECChl IMyTEM YTEHHUs/3amucu u3 Hero. [Ipu HCnoib30BaHUM CETEBOIO COKETa,
co3faeTcsi aOCTPaKTHBIM OOBEKT, MPUBSA3AHHBIA K CIYIIAIOIIEMY HOPTY ONEPALMOHHON
CUCTEMBI M ceTeBoMy HuHTepdelicy, 3areM emy mnpucBaubaetrcs INET-ampec, xoTtopbiii
UMeEeT ajipec uHTepdeiica u Caylaruero nopra, u gajee oopamieHue 0yaeT NpoucXoauTh
K a0CTpakTHOMY OOBEKTY COTJIaCHO Ha3HAUCHHBIM ITpaBaM.

[IpaBa nocTynma MMEHOBAHHOTO KaHalla aHAJOTUYHBI MpaBaM JOCTyma K aimy.
OO6parnieHue K UMEHOBAaHHOMY KaHaTy OCYIIECTBIISICTCS TaKKe, KaK U K 00bIYHOMY (hailiy.
B cBs3u ¢ atum, Ui pabOThl ¢ MMEHOBAaHHBIMM KaHaJaMy IpolieccaM HEOOXOAUMO
MPEeAOCTaBIATh IIpaBa JOCTYyIa AJis uTeHus (3anucu) u3 (B) kaHai. [Ipu co3panum kaHaia
HEOOXOJIMMO YYHUTBHIBATh, YTO KaHaJbl cO3JaloTcsl ¢ TmpaBamMu jgoctyna «0666»,
MOAU(PUIMPOBAHHBIMA MAacKOM IpaB JIOCTYyIa umask BbI3BIBAIONIETO Mpoliecca. Takxke,
YTUJIUTA CO3/1aHus KaHaja TpeOyeT MpaBo Ha 3alUCh B POIUTEIILCKUM KaTajor.

[IpaBa nmocTyma K CHUMBOJIbHBIM CCBIJIKAM BCErAa BBITTISAIAT KaK «TWXIWXIWX»,

MOCKOJIBKY TPW HWCIOJIb30BAHUU CCBHUIKH JpaiiBep (aillioBOH CUCTEMBI MEPECUUTHIBACT



20
JIKHB.11100-01 99 02

peanbHBIA MyTh K (aiily W MPUMEHSET MpaBa JIOCTYIA, OMPEICICHHBIC NI PEATbHOTO
NyTH yKe 0e3 yueTa caMoil CUMBOJIBHOM CCBUIKH.

[Ipu BbIUMCIIEHHMH TIpaB JOCTyIa MPUHUMAETCS BO BHHMaHHE YPOBEHb JOCTYyIa
npolecca K ¢aiiry, KOTOpbIi BBIYUCISAETCA CIEIYIOIINM 00pa3oM:

- eciu UID @aitna n akryansubiii UID nponecca coBmanaroT, mpolecc CUuTaercs

BIaCNbIeM (aiina;
- B ipoTuBHOM ciydae, eciiu GID daiina coBnanaer ¢ aktyansabiM GID mporecca
WM BXOJUT B CIIUCOK TPYIII, MPOIECC CUUTAETCS YJICHOM TPYIIIbL;

- ecnii 00a yCTIOBHS HE BBIMOJIHEHBI, TTPOIECC CUUTAETCS Yy>KUM IO OTHOIIECHHUIO K

daiiny.

IIpaBa nocTyma BKJIIOYAIOT CIOUCOK W3 JEBATH aTpuOyToB (O6uTOB) (aiina,
3aMUCBhIBAEMBIX B OPME rwxrwxrwx: [0 TPU BUJA JIOCTyna (UTEHHE — read, 3aMUCh —
write, UCIIOJIHEHUE — execute) JJIA TPEX IPYIII — MOJIb30BATENSI-BIaAebla (1), TPYIIIIBI-
BIajenbia (g) U BCEX OCTAIBHBIX (0) COOTBETCTBEHHO. KaXKIblii MyHKT B 3TOM CIHCKE
MOXeT ObITh JHOO paspeimieH, aubo 3ampenieH (paBeH «l» wumm «0»). Taxke ecnu
HEKOTOPBIN JOCTYM 3alpelieH Ha HEKOTOPOM YPOBHE, BMECTO CUMBOJIA ITUIIETCS 3HAK «-).
ATpuOyTHI HEOTTOPXKUMBI OT (paiiyia, Tak Kak XpaHATCS B €ro METaAaHHBIX (MHICKCHOM
JIECKPUTITOPE), U HE 3aBUCSAT OT KOJIMYECTBA UMEH (CCHUIOK Ha (haiiil) U UX pacloI0KEeHUN
B JIepEBE KAaTaJOrOB.

OmnwucaHHbIe BBIIIC MpaBa BBHICTABIIAIOTCSA C MOMOIIbI0 QyHKIKMU umask (user file
creation mode mask). umask omMHAKOBBIM 00pa3oM paboTaeT ISl BCEX OOBEKTOB:
KK/l YCTAHOBJICHHBIA OUT umask 3allpeliaeT BBHICTABICHUE COOTBETCTBYIOIIETO OUTa
npaB. VckiroueHneM W3 ATOro 3ampera SBISETCS OUT WCMOIHSEMOCTH, KOTOPBIM s
OObIYHBIX (halJIOB 3aBUCUT OT CO3MIAIOIICH MPOTpaMMbI (TPAHCISATOPHI CTaBAT OUT
HCTIOJTHSEMOCTH Ha CO3/1aBaeMble (ailyibl, Apyrue mporpaMMbl — HET), COOTBETCTBEHHO,
WCKITIOYCHUEM SIBJITIOTCSI COKEThI M KaHalbl MEXIPOIECCHOTO B3aUMOJCHCTBUS |
MOHTHpYEMBIE amnmapaTHbIe YCTPOWCTBA. B ciyuae katamoroB umask CilemyeT oOmIeMy

IIPaBUILY.
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[IpaBa moctymna (aioBOro 06beKTa MOTYT OBITh U3MEHEHBI, €CIH 3TO Pa3pelIeHO
TEeKYIIMMHU TpaBujamMu (CaHKIMOHUPOBaHO). MoauduimpoBaTh mpaBa J0CTyla MOXET
TOJIBKO MpoIIeCC—BIaCIeI] (moJsib30BaTENb-BIIA ICIICIT) Gaiina, B105(010)
CyHEpPHOJIb30BaTENbCKUN (3alylIeHHbId OT MMEHM Tojib3oBatens root) mporecc (UID
nporecca = 0).

Cyrniepnonb30BaTeIbCKUI MPOIECC UMEET MPaBo MOAMEHSITh CBOM akTyasibHbie UID
u () GID Ha nmpou3BoIbHBIC HACHTU(DUKATOPHI CUCTEMBI U BOCCTAHABIMBATH UCXOTHBIC
uAeHTU(PUKATOPBI pu HeoOxonaumocTu. [Ipoiiecc, mopoxAeHHBI HEKOTOPHIM MPOIIECCOM
C M3MCHCHHBIMH HJCHTH(HUKATOpaMH, HAcIeAyeT HE aKTyaJdbHBIE, a CHCTEMHBIC (HE
M3MEHEHHBIC) UICHTU(DUKATOPHI.

[Ipouecc, 3amymieHHBIA ¢ UACHTU(OUKATOPOM OOBIYHOTO TOJIB30BATElNsA, HE MMEET
mpaBa HM3MEHATH €r0o, a TaKke HIACHTU(GUKATOP TPYIIBI W CHUCOK Tpymmbl. s
BPEMEHHOT'O TOBBIIICHUSI WA HM3MEHEHUSI TpaB MPEIyCMOTPEH MEXaHU3M IMOJMEHbI
aktyanbHoro UID u (mmm) GID npu 3anmycke nporpammsel u3 ¢aina. Bnaaenen ¢aitna v
aaMuHUCTpaTtop MoxkeT yctaHoBuTh atpuOyT SETUID (SUID) ucnonusemomy daiiny. B
cilydae, KOrja 3ToT (aiiil 3arpy»aercs B MaMsTh B Ka4ECTBE MPOrPaMMBbl (3TO UCKITIOYAET
3amyckaembie clieHapuH), aktyaibHblid UID gouepHero mporecca okaxercs: paBHbiM UID
¢aiina (UID nonw3oBarens-Biaaensia ¢aina), a e UID poaurensckoro mpoiiecca, Kak B
CTaHAApTHOM ciy4yae. AHaJIOTMYHO, NpH 3amycke u3 Qaitna ¢ arpudyrom SETGID (SGID)
nouepHuit poriecc yHacaeayetr GID He y poauTtenbckoro npoiecca, a y daitna. J{ins toro
9TOOBl HEKOTOpPHIA TMOJB30BATENIb MOT OCYIIECTBUTh HW3MEHEHHE o0bheMa TMpaB
MOCPEACTBOM 3amycka Takoro (aiia, IOCTaTOYHO, YTOOBl y HEro ObUT OCTYHn Ha
UCIIOJIb30BaHue (3ammyck) sToro ¢aina u ¢ainoBas cucrteMa, cojaepxaiias ¢ain, Obuia
cMOHTHpoBaHa 0e3 3anpera Ha SUID/SGID.

Takum o00Opa3om, oOcCyIIecTBISETCS ympaBisemas Tiepegada MpaB  OJHOTO
nmosib3oBatTenst  Apyromy. [lpaBa  cymepmosib3oBaTens, COOTBETCTBEHHO,  MOTYT
nepenaBaThCs TOJIBKO C CAaHKIMH CYMEpPHoib30BaTelsl W TOJNBKO B  oOBeMe

(GYyHKIIMOHATBLHOCTH, TTPEAOCTABIIEMON KOHKPETHOM MPOTPaMMOH.
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2.3.5.3. Access Control List

Pacmmpennass mMojenb JIUCKPELIMOHHOTO YIPAaBJIEHUS JOCTYIOM KOHTPOJUPYET
JOCTYT CYOBEKTOB K 00BEKTaM COTJIACHO CIIELMaIbHBIM CIIUCKaM, Ha3bIBAEMBIM CITUCKAMU
KOHTpOJs joctyna. Crimcku KoHTpods poctymna «Access Control Listy (mamee — ACL)
coJiepkaT JaHHbIe 000 Bcex cyObekTax (moip3oBaTenix uinu rpynmnax ACL) u ux mpaBax
JOCTYTa K TpeOyeMOoMy OOBEKTY WJIU THUITY OOBEKTa.
Nudopmanus o nmpaBax A0cTyna NpejacTaBicHa B BUJE MOCIEAOBATEIILHOCTH OalT,
HA3bIBAEMOM MAacKoOW MpaB JocTymna cyObekTa K oO0bekTy. B ciyuae eciam oTcyTcTByeT
OTJIeJIbHAsI MacKa IMpaB JIOCTyNna CyObeKTa K O0BEKTY, IpaBa K POJUTEIHCKOMY OOBEKTY
OyJlyT YCTAHOBJICHbl B COOTBETCTBHM CO 3HAUCHHUSIMU, NPUHSATHIMUA JJISI BEPIIUHBI
vepapxuu HacleICTBEHHOCTU. HaBepxy wuepapXum HACIEACTBEHHOCTH HAaXOIMUTCS
3HaueHue napamerpa ACL mo ymoirgaHuIo JIJ1sl KaKJ0To TUIa 0ObEKTa.
Kaxmomy aitmy OC Anbt 8 CII mocraBnen B cootBercTBHe ACL, KOTOpPBIH
COJIEPKUT OCHOBHBIC (BNAJENell, TpYIIa-Biajeiel], OCTaJbHbIE) M PACIIUPEHHBIC
aTpuOyThI JOCTYIIA.
Pacummpennbie aTpuOyThl ONPEAENAIOT MpaBa JOCTyNa K (ainy s OTAEIbHOIO
M0JIb30BATEINS WM OTJEIbHOM TPYIIIIBI OJIb30BATEIICH.
Hoctyn k (ailly ompenensercs MO CIEAyIOIEMY aJlroOpuTMy B YKa3aHHOU
IIOCJIEIOBATEIbHOCTH:
- €CJIM TIOJIB30BATENb SBJISETCS BIAJeiblleM (aiiia, TO JOCTYN OCYIIECTBISIETCS B
COOTBETCTBHHM C MMPAaBaMHU BJIaJIENbIIA;

- €CM IS TOJIb30BaTeNsl CyHIeCcTByeT chenuanbHas 3anuck B ACL, To
UCIIOJIB3YETCS 3TA 3aMKCh;

- €CJIM TIONIb30BATElb SIBJISICTCS WICHOM TpYMIbI-BIajenbiia ¢aiiaa, TO JOCTYI
OCYILECTBIISIETCS B COOTBETCTBUU C MPAaBaMU T'PYIIIbI-BIaJIEbIIA.

B ACL npocmaTtpuBaroTcs 3anucu o rpynnax. Kak Toybko HaliieHa nepBas rpyIia,
YJICHOM KOTOpPOW  SIBJSIETCA  JAHHBIM  MOJIB30BATENb, JAJIBHEHIINM  MPOCMOTP
MpeKpaaeTcs, U UCIOIb3YIOTCA MpaBa JOCTYIA ATOU TPYIIIHI.

B cnyuae ecnu monb3oBaTenb HE SBISETCS YIEHOM HU OJIHOM M3 YKa3aHHBIX B

CIIMCKEC I'PYIIIL, HCIIOJB3YIOTCA IIpaBa, OMPCACICHHBIC I OCTAJIbHbIX.
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ACL ucnonb3yrorcst A J0CTyma K (aiiiaM ¥ TUPEKTOPHUSIM.
2.3.5.4. Monens 3amuThl MexaHnu3MoB [PC (MeXmpoI1iecCHOTO B3aMOICHCTBHS)

2.3.5.4.1. CokeTnl

Coker gomena UNIX (Unix domain socket, UDS) wmm IPC-coker (coker
MEXIPOLIECCHOTO B3aMMOJCHCTBUSI) — KOHEYHAs TOYKAa OOMEHa JaHHBIMH MEXKIY
npoleccamu, paboTarolUMH B OTHOU U ToH ke cucteme UNIX.

Homennsie coeaunenns UNIX sBisioTcss mo cyuiecTBy OaWTOBBIMH IMOTOKaMH,
CXOXHUMHU C CETEBBIMU COECIMHEHUSMH, HO TIPU 3TOM BCE JaHHBIE OCTAIOTCS BHYTPHU OJTHOTO
KOMITbIOTEPA (TO €CTh OOMEH JaHHBIMH MPOUCXOAUT JIOKATIBHO).

UDS ucnonb3yior ¢ailyioByro CUCTEMY KaK aJpeCHOE MPOCTPAHCTBO UMEH, TO €CTh
OHM TPEJCTABISAIOTCS MPOLECCAMU KaK MHAEKCHbIE AECKPUNTOPHI B (halIOBOW CHUCTEME
(cucTteMol co3naercs CrenuaibHbIN (Qaiiia cokeTa Mo 3aJaHHOMY IyTH). DTO MO3BOJSET
JBYM Pa3JIMYHBIM IIPOLIECCAM OTKPBIBaTh OJWH M TOT K€ COKET JUIsl B3aUMOZACHCTBUS
Mexay coOoil (uepe3 (ailn cokera mr00bIe JOKaIbHBIE MPOLECCHl CMOTYT COOOIIATHCS
yTeM YTeHusi/3anucu u3 Hero). OIHaKo, KOHKPETHOE B3aUMOJICHCTBUE, OOMEH JaHHBIMU,
HE UCNOJb3YyET (HaliJIOBYIO CUCTEMY, @ TOJIBKO Oy(epbl aMsTH apa.

HecMoTps Ha TO, 4TO Apyrue Npouecchl pacno3HatoT (ailiibl COKETOB KaK 3J1€MEHTHI
Karajora, YTeHHE M 3aluch (aillloB COKETa MOTYT OCYILECTBISATh TOJIBKO T€ MPOLECCHI,
MEXy KOTOPbIMUA YCTAHOBJIEHO COOTBETCTBYIOIIEE COESUHEHUE.

2.3.5.4.2. Kananbt

NmenoBannbie kanamel (named pipes, FIFOs) mogo0HbI cokeTaMm, MOCKOJIbKY TOXE
MCIIOJIB3YIOTCS JIJIS1 B3aUMOJACHCTBUS MKy MPOLECCaMU, OJHAKO, B OTIMYHE OT COKETOB,
B HMMEHOBAHHBIX KaHajaX JaHHbIE T[EPEAAI0TCsl TOJBKO B OJHOM HaIPaBJICHUU.
HIMeHOBaHHBIN KaHaJ CO3/A€TCs SIBHO C IMOMOILBIO KOMAHJIbl mkfifo, U JABa PA3IUYHBIX
mpolecca MOryT OOpaTUThCA K HEMY 110 UMEHH.

HenMeHoBaHHBIN KaHa MpeACTaBIsieT COOOW MPOTpaMMHBIN OJHOHAIPaBICHHBIN
KaHaJI Iepefadyd JaHHbIX MEXIy ABYMsS POJCTBEHHBIMHU IpoliecCaMH (pOAMTENEM H

notoMkoM). [TocTtopoHHUl CyOBEKT BMeNaThCcs B OOMEH JaHHBIMHU HE MOJKET, TaK Kak
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oOpallleHue K HEMMEHOBAaHHBIM KaHajaM OCYIIECTBIISIETCS TOJBKO Yepe3 MEXaHU3M
(alIoBbIX JECKPUIITOPOB, KOTOPHIE HACIEAYIOTCS IIPH MOPOXKIECHUN HOBOTO IIpoLecca.

2.3.5.4.3. System V IPC

[Ipy MCHOJIB30BaHUM CUCTEMBI MEXKITPOLIECCHOrO B3amMmozeicTBus System V IPC
0o0OBEKTaMU JOCTYIA SBISAIOTCS ceMadopbl, ouepeau COOOIIEHUN U pa3zesnsiemMasl IaMsTh.
JlocTym K 3TUM OOBEKTaM OCYHIECTBIIACTCS C MOMOMIbIO KIIOueH, (PyHKIHOHAIBHO
HKBUBAJICHTHBIX (ailIoBbIM Jeckpuntopam. Y Kaxaoro oobekra System V IPC umeercs
HaOoOp MpaB JOCTyNa K HEMY, aHAJIOTUYHBIA HaOopy I (aillioB, TO €CTh pa3pelIcHUe
YTEHUS] COAEPKUMOro OOBEKTa JUIsl BIAJENblla, TPYNIbl U OCTAJbHBIX IOJIb30BATEINIEH,

pPa3pCUICHUC U3MCHCHUA 00BeKTa U Pa3pCUICHUC YIIPABJICHUA 00BEKTOM.

2.3.5.5. Airoput™  (QYHKIIMOHUPOBAHUSI MOJIEIN JTUCKPEIIMOHHOTO YIPaBIICHUS

JOCTYIIOM

Mopenb TUCKPEIIMOHHOTO YIPaBIEHUs TOCTYNOM (YHKIIMOHUPYET B COOTBETCTBUU
CO CJIEIYIOIINM aJTOPUTMOM:

1) CcyOBeKT AMCKPEIMOHHOTO JAOCTYIIA BBITOJHSICT 3aIIPOC HA JOCTYI K O0BEKTY;

2) BBINOJIHACTCS TPOBEpKAa TMpaB JOCTyna cyObeKTa JOCTyNa K OOBEKTYy B
COOTBETCTBHH CO CITUCKAMHU KOHTPOJIS TOCTYTIA;

3) B chmmMcKax KOHTPOJIA JOCTyIa OCYIIECTBIIACTCS IMOMCK 3allMCH, B KOTOPOM
oTIpeIeICHBI Pa3peIICHHs I JaHHOTO CYOBEKTa JOCTYIIA;

4) ecnu 3amuch I CyOBEKTa JOCTyNa HaWJACHA, BBIMOJHICTCS YCTaHOBKA
paspenieHuit i cyObeKTa, mocjiae 4ero CyObeKT MOoJydaeT IOCTYN K OOBEKTY
JTUCKPEIMOHHOTO JIOCTYTIAa ¢ YCTAaHOBJICHHBIMU ITPaBaMH JIOCTYIIA;

5) ecnm 3amuch i1 CyObEKTa JIOCTyla HE HaiICHA, BBINOJHICTCSA MPOBEpKa
COOTBETCTBHUS HJACHTU(PHUKATOPOB CyOBEKTa IOCTYINAa W BiaJeiblla OOBEKTA,
eCM MASHTU(UKATOPHI COBIAIAIOT, I CyOBEKTa yCTaHABIMBAIOTCS IpaBa B
COOTBETCTBHUM C pa3pelieHUsIMH, HCIONb3YEeMbIMH JJIS  TIOJIb30BaTElIs-
BJIaJICJIbIIA OOBEKTA;

6) ecnu HACHTU(UKATOPHI HE COBIAAAIOT, BBIMOJIHIETCS MPOBEPKA COOTBETCTBHUS

UIEHTU(DUKATOPOB TPYyNN MJisi CyObeKTa M OOBEKTa, €CIU HACHTH(PUKATOPHI
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COBMANAIOT, ISl CyOBEKTa YCTAaHABIMBAIOTCA TIpaBa B COOTBETCTBUU C
pa3penieHus MU, UCTIOJIb3YEMbIMU JIsl TPYTIIbI-BIIAENblla 00bEKTA;

7) eciu uaeHTU(GHUKATOPHI HE COBIAIAIOT, JUI CYyOBhEKTa yCTAaHABIMBAIOTCS MPaBa
B COOTBETCTBUHU C pa3pelICHUSIMU, MCIOJb3YyEMBIMU JI IOJIb30BATENEH, HE
SABJISIFOIIUXCS BJIaJIebIIaMU 00BEKTA.

Anroput™ (pyHKIMOHUPOBAHUS MOJETH JUCKPEIMOHHOTO YIPABICHUS JOCTYIIOM

NPUBEJICH HA pUCYHKE (puc. 3).

Hauano
| MpoBsepka npae AocTyna cybbekTa B COOTBETCTBUN CO

cnuckamu KoHTponst goctyna (ACL)

3anpoc cybbekta
[ICKPELIMOHHOTO
[locTyna Ha ocTyn K
obbekTy

I

| I

— Cnivicku |
_|> Mouck cooTBeTCTBYIOLLEN KOHTpONS

3anucu B Tabnuue ACL |
poctyna

I

I

I

I

YcTaHoBka
paspeLueHuin ans
3aaHHOro
nonb3oBaTens

Mposepka cooTBETCTBUS
UAEHTUUKATOPOB MoMnb3oBaTens 1
Bnagenbua obbekTa

MpoBepka cooTBETCTBUSA
MAEHTUMKATOPOB rpynn Ans
cy6bekTa 1 obbekTa

YcTaHoBKa npas
YcTaHoBka npas YcTaHoBka npas nonb3oBarens
nonb3oBaTens-snagensua rpynnbi-BnagenbLla obbekTa

v

Pa6oTa cybbekTa ¢ 06bekTom |
[AVCKPELMOHHOro AocTyna

Puc. 3 — Anroput™m GyHKIIMOHUPOBAHUS MOJIETU JUCKPEIIMOHHOTO YIIPABJICHUS TIOCTYIIOM

Y

2.3.6. Mogenb ynpaBieHUs] TaMsThIO

2.3.6.1. [Toxcucrema yrpaBiaeHHs ONIEPATUBHOMN MaMSTHIO

B kauectBe cxembl ymnpaBnenus mnamiateio B OC Anbet 8 CII  mcmonb3yercs
BUPTYyaJIbHAs IAMSITb.

Nudopmarusa, ¢ kortopoir paboraer mporpamma (aKTUBHBIA  MPOIIECC),
pacrnonaraeTcsa B OIEpPAaTUBHOW MaMiATH. B cXxemax BHUPTyaJbHOM NaMSTH IMPOLECC
MpenoiaraeT, 4rTo BCa HeoOXoaumas emy MHOOpMalMs UMEETCS B OCHOBHOM IMaMsITH

(BeIIETIEHHOM eMy mamsiTh). Jljig 3Toro 3aHMMaeMasi mpoIeccoM MaMATh pa3OuBaeTCs Ha
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HECKOJIbKO 4acTeil (Hampumep, cTtpaHull). Jlorudeckuii agpec (Joruueckas CTpaHUIA), K
KOTOpOMY OOpalllaeTcsi Mpolecc, AMHAMHYECKH TpaHCIUpyeTcss B (U3MYECKU anapec
(buBHYECKyIO CTPAHMUILY).

B tex ciyuasix, korja cTpaHuiia, K KOTOPO oOpaiiiaercsi mpouecc, He HaXOUTCS B
¢bu3nUecKoi mamsTi, Hy>KHO OpPTraHU30BaTh €€ MOJKAUKY C JucKa. J{Jisi KOHTPOJId HaTu4Yust
CTpaHUIIbl B MaMATH BBOJUTCS CHEUUAbHBIA OUT MNPUCYTCTBUS, BXOJAIIMA B COCTaB
aTprOyTOB CTPAHMUIIBI B TAOJIUIIC CTPAHUII.

Takum 00pa3oM, B HaJU4YMM BCEX KOMIIOHEHTOB MpOIECCa B OCHOBHOM MaMsTH
HEOOXOJIMMOCTH HeT. BcnencTtBue Takoll opraHuzaiuu, pasMep MNamsaTd, 3aHUMaeMoOi
MPOIIECCOM, MOXKET OBIThH OOJIBIIIE, YEM pa3Mep ONEePaTUBHOMN MaMsITH.

2.3.6.1.1. Uzomsauus

Kaxnapiii mpouecc paboTaer co CBOMMU BUPTyaJIbHBIMHU ajpecaMu (B CBOEM
BUPTYyaJIbHOM  aJpECHOM TMPOCTPAHCTBE), TPAHCIAIUSA KOTOPhIX B  (u3nyeckue
BBITIOJTHSETCS Ha anmapaTHoM ypoBHe ¢ moMotbio siapa OC Anst 8 CILL

[Tonb3oBaTEIBCKUIM MPOIECC JIUIIEH BO3MOXXHOCTH HAaMpsIMyl0 OOpaTUThCA K
CTpaHMIIAM OCHOBHOM TaMATH, 3aHATHIM HH(OpMalMeld, OTHOCALIEHCS K JIPyruM
nporeccam. B pe3ynbTaTe mpoiecchl CTAaHOBSATCS U30JIMPOBAHHBIMU JAPYT OT JIpyTa.

dusnueckas NaMsTh paclpeesaeTcsl He3aBUCUMO OT PaclpeAesieHUs BUPTYaJIbHOU
MaMsTH OTAEJIBHOTO Mpoliecca.

2.3.6.1.2. Ouncrtka naMsaTH

B xome Bemomnerns B OC AnbT 8 CII  caHKIIMOHMPOBAHHBIX ITIPOIIECCOB,
CBA3aHHBIX ¢ 00paboTkoi mH(pOpManuu, B onepatuBHOM namsatu [I9BM mpucyrcrByer
octaro4yHasi HpOpMaIus.

OuncTKa ONepaTUBHOMN MAMSITA OCYILECTBISETCS MOCPEACTBOM 3aMUCU HYJIECH WU
MacKUpyoleld HHPOopMaIuu B MaMATh MIPU €€ OCBOOOXKICHUH (TIEpepacpeieSICHUN ).
HeobxoammocTh moj00HBIX Mep OOBACHSIETCS CICTYIONTUMU TPUYUHAMH:
- co3anue Oy(depHBIX M «TEHEBBIX» 00JacTed MaMsITH C IEIbI0 00eCIeUCHUs
HEO0OXOIMMOM MTPOU3BOAUTEIIHBHOCTH;
- GYHKIIMOHUPOBAHUE MEXAHW3Ma BHUPTYAIbHOW MaMSITH, PACHIUPSIONIETO 00beM

OIIEPATUBHOM MaMSITH 3a CUET BHEILIHEN;
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- ucnosib3oBaHue Oydepa oOMEeHa JaHHBIMHU MEXTY TIpolieccaMu (TTPHIIOKEHUSIMU ).

Takum o6pazom, 1o 3aBepiieHuIo padoTel akTuBHOTO Nponecca KC3 ocymecTpusier
OuuCTKYy omnepatuBHONM mnamsatd (RAM-namstu), npegoctaBiseMoOil 3TOMY IPOIECCY.
OuncTka MPOU3BOIUTCS 3aMUCHIO HYJIEH WU MAaCKUPYIOIIeH nH(OpMAaLUK B MaMsTh MPH
€€ Ha3HAYeHUH MOJIb30BATENIO WIH OCBOOOKICHUU.

Ounctka 0cBOOOXKIaeMbIX 00JIaCTeH OMEepaTUBHON MaMSITH MPOUCXOANUT B MPOIIECcCe
nepeBoja sapom OC kaxI0i CTpaHUIIBI MAMTH B pa3psi «HEUCTIOIb3yeMbIx» (free). I1o
03HAYaeT, B YKHCII€ MPOYEro, UTO HU OJIHA CTPAHMIIA U3 YHMCIIA HEUCIIOJIb3yEeMbIX HE OyleT
comepkaTh MaHHBIX, KoTtopble TaM pasmemana OC AnsT 8 CIl mnmm mnpuiokeHus B
npouecce paboThl cHUCTEMBIL. SIpo BBICBOOOXKIAET CTpPAaHUIIbl, HAUYMWHAIOLIUECS C
yYKa3aHHOW, pa3mepa [pa3mep cTpaHuipl * (2 ~ kpatHocTh)]. OOJIaCTh BO3BpAIAcTCs B
MacCHUB CBOOOJHBIX 00JacTeil B COOTBETCTBYIOLIYIO MO3UIUIO U MTOCIIE 3TOrO MPOUCXOIUT
NOMbITKa O0BEAUHUTH HECKOJIBKO 00JIacTe! Ui CO3JaHMs OAHOM OO0JIbILEro pa3mepa.

B paGortaromieit cucrteme uHdpopmaius 00 OYHUCTKE OCBOOOXKIAEMbIX OOJacTei
maMaTh JIOCTYIIHA B KaTajore BUPTYallbHOM CiyKeOHOW (haljioBOi  CHCTEMBI
/sys/kernel/mm/sanitize memory/. 3mech @Qaill level COAEPKUT 3HAYECHUE
napameTpa smem, a (ailll count — KOJIMYECTBO MNamsATH B OaiTax, 00pabOTaHHOU
NOJICUCTEMON OUMCTKU. Takum 00pazoM, eciu siIpo 3arpyKeHo 0e3 MOANEPKKU OUYUCTKU
0CcBOO0XKIaeMbIX 00JIacTel MaMsATH, YKa3aHHbIN KaTajlor HE CO3/1aeTCs.

Ounctka ocBOOOXKIaeMbIX oOJacTeld maMsiTH HE paclpocTpaHseTcss Ha swap. B
CBA3UM C OTHUM, €CIM Tpedyercs HCMONb30BaHUE ATOW (DYHKIMH, Swap HE JTOJIKEH

UCTOJIb30BATHCS (HE TOJKEH OBITh MOAKIIOUEH WU JIOJIKEH BOOOILE OTCYTCTBOBATH).
2.3.6.2. [loacucrema yrpaBieHHUs BHEITHEH MaMATHIO

Buemnsss nmamsate, ucnosbzyemas OC, pacnosaraetcs Ha OTIEIBHOM pas3fese
JIMCKA, TIPEICTAaBICHHOM B (HDalJIOBOM CHUCTEME CIeNHUANbHBIM (alaoM, J0CTyNn K
KOTOPOMY HENOCPEACTBEHHO M3 IMPOrpaMMbl KOHTPOJUPYETCA IUCKpeuuoHHbiMuU [IP/].
[To yMo4aHut0 JOCTYI K pa3jeiaM JUCKa UMEET TOJbKO JOBEPEHHBIN CYOBEKT WU YJIeH

rpynnsl «disk».
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[Tpu mepBOHAYATEHOM HAa3HAYCHUH WM TIPH TIEpepaclpeieICHNH BHEITHEN aMATh
KC3 moxer orpaHuuuBarh A0CTyn cyObekTa K octarouHoi HDD-undopmanum uvepes
MEXaHU3M «0e3omacHoro yaaiaeHus» (QaiinoB (cmeuuanbHBIM — aTpuOyT  (aiina,
YKa3bIBAIOIUN Ha HEOOXOIMMOCThH Mepe3anucu (PU3NYecKo 00JacTh HOCUTENS IUCKa
nocne ynmaneHus ¢aiina). Eme omHMM cmocoOOM SBISIETCS HCIIOJNB30BAHHE KOMAH]IBI

shred, o0ecreunBaroiiei 6e3onacHoe ynaieHue Ghansos.
2.3.7. Mojenb KOHTPOJISI LIEIOCTHOCTH U PE3EPBHOTO KOMHUPOBAHUS

[Tog UENOCTHOCTBIO MOJPa3yMEBAETCS CBOMCTBO HEU3MEHHOCTH HCHOJHSIEMOIO
MIPOTPaMMHOTO KOJIa U HACTPOEK.

I[To mnepeuHio mnapaMeTpoB, OIpeneNseMoMy B KOH(UTIypallMOHHOM (paiine,
co3maeTcsi 0aza JaHHBIX, B KOTOPOM COJEPXKHUTCS OMpeNeiIeHHbI Habop mapameTpoB,
OMUCBHIBAIOIINX COCTaB M KOH(PUTYpalMIO MPOTpaMMHOTO Koja. CUuTaeTcs, 4TO 3TH
nmapaMeTpbl JIOJDKHBI OCTaBaThbCsl HEU3MEHHBIMM B TIpoliecce (PYHKIIMOHUPOBAHUS
CUCTEMBI, a JIF000€ M3MEHEHHE OJHOTO U3 HUX SBISIETCS CUTHAJOM O TOM, 4TO ObLia
MIPOU3BEIEHA MOMNBITKA HEJNEraJbHOr0 JocTyna. Takyke Ha OCHOBE Pa3jIMYHbIX aJITOPUTMOB
CO3/1a€TCsl KOHTPOJIbHASI CyMMa, KOTopasi IOJbKHA OCTaBaThCsl HeM3MEHHOM. ba3a aHHBIX,
CO37laHHasl B YCIIOBUSX, KOT/Ia TOMbBITKA HEJETaIbHOTO JOCTYIa HEBO3MOXKHA, CUUTAETCS
ATaJOHHOM.

BriOpanHbie 0OBEKTHI CUCTEMBI C TTapaMETPaMU, 3aHECEHHBIMH B ATaJOHHYIO 0azy
JAHHBIX, XPAHATCS B UX TEKYIIEM COCTOSIHUM B KaueCTBE ATAJOHHBIX. XpaHeHUE (aiiioB
OpraHU30BbIBAECTCA C MOMOUIBIO CPEJCTB PE3EPBHOIO KOMUPOBAHMS U BOCCTAHOBJICHUS U
MIPOU3BOJAUTCS HA OTJCIBHBIX PE3EPBHBIX HOCUTEISIX.

Cozpannas B mpoiiecce paboThl 0aza AaHHBIX cuMTaeTcsi paboueil. Pabouast 6aza
JAaHHBIX CpaBHHMBaeTcs ¢ dTamoHHOW Bo Bpemsi 3arpy3ku OC Anpt 8 CII u  nanee
MepuoMYecku B  mporecce pabotel. [lapameTpsl  cpaBHEHUS  ONPEICISIFOTCS
KOH(UTypallMOHHBIM (aiaoM.

B cnyudae coBmageHusi 0a3 aHHBIX CYUTAETCS, YTO IEIOCTHOCTH CHUCTEMBI HE

HapylIeHa.
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B ciydae BO3HMKHOBEHHS COOBITHSI HECOOTBETCTBUS paOouell M 3TajoHHOW 0a3
JTaHHBIX, HH(POpMAIUs 0 COOBITUN 3aHOCUTCS] B CUCTEMHBIN KYpHAJ IPU TIOMOIIU CPEACTB
npotokonupoBanus. [Ipm  HW3MEHEHMH B KOHTPOJNMPYEMBIX  dailmax cucrema
NPUHYIUTEIHLHO MEPEHIET B OHOIOIB30BATEIbCKUN PEXKUM (CM. HAacTporku B 1. 3.6.1.6)
C BO3MOXXHOCTBIO IIOCNIE BBOJA Mapojsl aIMHHUCTPAaTOpa IMPOCMOTPETbh CUCTEMHBIN
’KypHAaJI WJIM BHECTH UCTIPABIICHUSI.

[Ipy HeoOXOomUMOCTH, C TOMOIIBIO CPEICTB PE3EPBHOTO KOMHUPOBAHUS U
BOCCTAHOBJICHHS U3BJIEKACTCS MOCIEAHSS paboydast KON XPaHUMBIX 0OBEKTOB CUCTEMBI C
KOPPEKTHBIMH KOHTPOJBHBIMH CcymMMamH. Jlanee BBITIOMHSAETCS 3aMeHa HW3MEHEHHBIX

(TOBpEXICHHBIX ) 00BEKTOB U3BJICUYCHHBIMU.
2.3.7.1. TloncucreMa KOHTPOJIS IIETOCTHOCTH

B OC Anptr 8 CIl 1nst oOHapyXeHHS pa3Iudyuii MEXIy JBYMS COCTOSHUSMU
CHCTEMBI TIPEyCMOTPEHO HCIONb30Banue nporpammuoro komruiekca (I1K) osec. Takxke
[1K osec npeaHa3HayeH JJ1sl MOUCKA MOTEHI[MAIBLHO OMACHBIX (pailiioB, Hanpumep, ¢aiiiaoB
C YCTaHOBJICHHBIMU OMTaMU IIpaB CMEHbI UACHTU(PUKATOPOB MOJab30BaTeNs (suid), rpymmb
(sgid) u ¢ 00IIEeIOCTYITHOM 3aIUCHIO.

ITK osec cocTouT U3 ABYX 4acCTeu:

- 0SeC — mporpamma cbopa JaHHBIX, pe3yIbTaThl PAOOTHI IO YMOTYAHUIO MOJAIOTCS

B HE()OPMATUPOBAHHOM BHJIC B CTaHIAPTHBIHN IMOTOK BhIBOA Stdout;

- 0Sec_reporter — nporpamma-(uiabTp AJIA CO3JAAHHUS OTYETOB, IPUHUMAET HA BXOJ
HedopmaTupoBannbiii BeIBOJ [IK osec u mpeacTaBisieT maHHbIe B yIOOHOM BUJE
JUTsL yTeHUs (pe3ynbTaThl padOThl TaKKe MOJAIOTCS B CTAHAAPTHBIN MOTOK BBIBOJA
stdout).

I1K osec moxeT paboTaTh B peKUMaX «TOJBKO JJI YTEHUS» U «YTEHUE-3aMUCh» (110
yMmolyanuio). B pexume «urenue-zanuch» I[IK osec coobmaer 00 0OHapyKEHHBIX
M3MEHEHUSX U COXPaHsSEeT HOBOE COCTOSTHUE CUCTEMBI B CBOIO 0a3y MaHHBIX. [l KaxKI0ro
KoHTponupyemoro kartajgora IIK osec co3maer yHukanbHbIM (aitn 0as3bl JaHHBIX U

MOMEIIIAET €ro B KaTaior 0a3bl JaHHBIX, YKa3aHHBINA B OMIUK -D (db_path).
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Kpome makera IIK osec B cmcreMy ycTaHaBimBaeTcs maker osec-timerunit. On
MO3BOJIAET  3a7aTh  CIHOCOO M TMEPUOJUYHOCTH  3amycka  0Sec  ((aitisl
/1ib/systemd/system/osec.service, /lib/systemd/system/osec.timer). B
nakere osec-timerunit ecthb ait ¢ 3agaHueM IjIs JAeMOHA Cron M KOH(HUTypalHOHHBIC

daiinbl (dirs.conf).
2.3.7.2. Iloncucrema IMA/EVM

IMA/EVM (Integrity measurement architecture and Extended verification module)
— TMOJICUCTEMA, TIO3BOJISIONIAs OCYIIECTBISATH KOHTPOJIb IIETOCTHOCTH (paillIoBOM CHCTEMBI,
peanu3yeT MeXaHu3M 3aMKHyTO# mporpammuoi cpeasl. B OC Anst 8 CIT IMA BcTpoeHa
B sipo OC. IMA Bximouaer B cedst 18e nojacucreMbl — IMA-measurement (u3mepenue) u
IMA-appraisal (ouenka). IlepBas coOupaer xem-oOpasbl (ailioB, BTOpas CpaBHHBAET
cOOpaHHBIN Xell ¢ COXPaHEHHBIM XEIIIEM U 3alpeniaeT JOCTYI B CIy4yae HECOOTBETCTBUS
(puc. 4). CoOpaHHble XemnI-o0pa3bl XpaHATCS B PACIIMPEHHBIX aTpulytax daiaoBon
CHUCTEMBI. Monynb pacIIMpeHHON MIPOBEPKHU (EVM) MPEIOTBPALIAECT

HCCAHKIIMOHUPOBAHHBIC U3MCHCHHU 3THX PACIIUPCHHBIX anI/I6YTOB B (I)aﬁHOBOﬁ CHCTCMC.

OnpeneneHie Habopa aitnoe, pa3peiueHHEIX
IUTA HCTOJTHE HIA

IM A-measurement l

‘ Map rmpoBKa BEIDpaHHEX daiinoe

IMA -appraisal

[poeepka qaiinoe npH 3amycke

:

Her Ha

pOBepKa mpoiineHa?

3anper Pazpewexne

HCIOJIHE HHA HCIOJIHE HHA

Puc. 4 — CxeMa pyHKIIMOHUPOBAHUS
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IMA/EVM ocuoBbsiBaetcst Ha pabote LSM momyns. LSM (Linux Security Module)
— (GpeliMBOpK, TMO3BOJSIONIMKA H3MEHUTh CTAaHAAPTHOE TOBEICHHE IPOrPaMMBbI
MOCPEIICTBOM IepexBaTa CHCTEMHOIO BBI30BAa M TEpeladyd YIPABICHHUS MOIYJISIM

0€30IMacHOCTH CUCTEMBI (puc. D).

[Mo/b30Ba TENLCKHIT
[IpocTpaHCTBO MO/B30BaTENA
npotecc
CHCTeMHBI TpocTpaucTeo sapa

BbI3OB

4

| | Moayns

| ] [TpoBepka nogmucH 1
’ LSM hook ’—b] Moaym LSM /—b‘ IMAEVM ’ X eL-CYMMBbI
Her = = - Ha
—— Hoctyn paspemen? 1::—]
’ Janpet ’ Pazpererue . [pegocrarnexue
HCTIONHE HHA HCTIOTHeHHA Jocryna

Puc. 5 - HepCXBaT CUCTCMHOI'O BbI3OBa U IICpCaava YIIPaBJIICHUA MOAYJIIM 0e3011acHOCTH

2.3.7.3. Kontpoib nenocruoctu KC3 mipu 3arpyske OC

CxeMa mpoBEpKH IEJIOCTHOCTH MPH 3arpy3Ke CUCTEMBI TTOKa3aHa Ha puc. 0.
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& Crapr 3arpy3Ki CHCTEMbl )

!

Janyck integalert.service no
3aBHCHMOCTSIM

|

3dn_\'CK osec.cron

[Monyuenwse yepes pipe.conf B journal
CTPOK C H3IMEHEHHAMH

Ma
Ecth namenenns B daittax? —¢

Hunipmpyerca rescue target

Her l

lposepxa spyunyio

Hcnpasiexne npo6ieM 1{e/10CTHOCTH
Janyck/sbin/integalert

W eyt u3meHenna GbUTH BHECEHbI IUTATHO

}

B cucTemy BHeceHsl noe3Hbie Jla
H3MEHEHHR, TPeOVIOILHE YHeTa B NOJACHCTEME
KOHTPO /I8 1{e/10CTHOCTH?

4

3anyck integalert fix

Her

<

A4

BbIXDA M3 rescue target

]

D

Puc. 6 — Cxema IMPOBCPKH HNCIIOCTHOCTH IIPU 3aIPY3KE CUCTCMBI

K nmapamerpam komanaHou ctpoku IMA oTHOCATCS ima appraise, ima hash.

ima appraise MOXET IPUHUMATh OJHO W3 YETHIPEX 3HAUYCHUI:

- enforce — <OKECTKHMW» PEXKHM, PA3pElIacT 3amyCK NpOorpaMM TOJIBKO TIIpH
MIPOXOKJICHNH TTpoBepku. B aToM pexnme IMA ornienuBaeT ¢aitibl B COOTBETCTBUU
¢ nonutukoil. JlocTyn K oleHHMBaeMoMmy ¢ailily 3ampemniaercs, €cid Xell

OTCYTCTBYET WJIM HE COOTBETCTBYET COOPAHHOMY 3HAYEHUIO;
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- log — PEXHUM <(CGKypPHAUIMPOBAHUSI», AHAJIOTMYEH <(OKECTKOMY» pEKUMY, 3a
UCKJIIOYCHHEM TOT0, YTO JIOCTYI K U3MEHEHHOMY (pailiry He 3amperniaercs, a Oyner
TOJIBKO 3apETUCTPUPOBAH;

- off — OTKIItOYaeT Bce OLCHKU. COXpaHEHHBIE XEIIW HE MPOBEPSIOTCS, U HOBBIC
XEIU HE CO3JJAI0TCS U HE OOHOBJISIOTCS;

- fix — «MATKUH» PEXHUM, HCIIOJIB3YEeTCS Ha JTalle HAaCTPOWKE CHCTEMBI H
paspeniaeT 3aITyCK TIOOBIX porpamm, perucTpupys cOOBITHS
HECAaHKIIMOHUPOBAHHOTO JIOCTyNa B JKypHaje. 3alycKk B OTOM peXUME
NPUMEHSETCS ISl IEPBUYHON MapKUPOBKU CUCTEMBI.

ima hash — xem-pynknus ("shal" | "md5" | "sha256" | "sha512" | "wp512")
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2.3.7.4. lloncucrema OCyIIECTBIECHUS PE3EPBHOTO KOMUPOBAHUS U BOCCTAHOBJICHUS

uHbOopMaIuu

B pamkax npemoctaBieHUss CpPeACTB  JJIi  OOECHEYEHHUs  IEJOCTHOCTH,

OC Anwt 8 CI1 momnepxuBaer padory IIK Bacula — ximeHT-cepBepHylO0 cucTeMy
CO3JlaHUsl M YIPABICHUS PE3ECPBHBIMU KOMUSMHU JaHHBIX, a TaKXKe HX PE3EePBHOTO
BOCCTaHOBJICHHUS.

[1K Bacula cocTouT U3 cieayonmx KOMIIOHEHTOB (puc. 7):

- uentp ynpasinenuss (Director) — ympaBnser onepanusMH  KOIMUPOBAHMS,
BOCCTAHOBJICHUS, BepU(UKAIMU W apxXuBanud. Vcmomp3yeTcs s 3amycka
3aJlaHdii Ha KOIMMPOBAaHUE W BOCCTAHOBJICHWE JIAHHBIX, a TAKXKe MJIs BEIACHMUS
KypHajia cOObITHI. BeimomHseTcs kak 1eMOH B (JOHOBOM PEXKHUME;

- koHconb (Console) — mo3BosisIET B3aUMOJEHCTBOBaThH €O Ciy»00# Director.
Cnyx6a Console moctynHa B 3-X BapHaHTaX: TEKCTOBBIM MHTEpdeiic (KoMaHaHAS
ctpoka), GUI-untepdeiic, Web-untepdeiic;

- cmyx0a ¢aitno (File Service) — knmenTckas dacts [1IK Bacula, ycranaBnuBaeTcs
Ha [19BM, undopmaiirist Ha KOTOPOM TpeOYET PE3ePBHOTIO KOMUPOBAHUS;

- cmy>k0a xpanunuma (Storage Service) — HaOOp POrpaMM, KOTOPHIE BBIMOJHSIOT
3aMiCh U BOCCTAHOBJICHHE aTpUOYTOB (halijloB U CaMUX JTAaHHBIX Ha (PU3UUECKHE
HocuTenu (Toma). B kadecTBe (pM3MUECKMX HOCUTENEH MOTYT OBbITh MarHUTHBIE
JICHTHI, JICHTOYHbIC OMONMOTEKHU, (Paitnbl Ha xecTkux auckax, CD/DVD nucku,
USB-ycTtpoiicTBa;

- cyk0a karanoroB (Catalog Service) — HaOop mporpamm, OTBETCTBEHHBIX 3a
noJiJiep >kaHre MHAEKCOB (paitioB M 0a3 TaHHBIX TOMOB JIJIsl BceX (pailyioB, KOTOpHIE
konupyroTcss Ha Toma. Ciyxk6a KaTtanoroB mMmo3BoJjsieT aJIMUHHUCTPATOPY WIIU
MOJIB30BATENII0  OBICTPO HAWTH TIOJNOKCHHWE Kommu TpedyeMoro (aiima u

BoccTtaHoBuTh ero. [IK Bacula mommepxuBaer Tpu Buma 6a3 manabix: MySQL,

PostgreSQL, SQL.ite.
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Cnyxoba

KaTanoros
Koncoans . IMopr 3106
o jSQL cepeep

Wurepdeiic gns ynpagneHHs \
KOMHpOBaHieM

H BOCCTaHOR/IEHHEM
Pabouas cTaHums Ientp ynpasienns
aIMHHHCTPaTopa

—

[opT 9101
—>
3anyck 3agaunii no
rpadHKy, KOHTPO/b 3a
BbINOTHEHHEM,

Cnyxba daiiion \ // ayTeHTHONKaLHA
Topr 9102 S MOAKAIONe HIH
Xpauuauinge

e e v IopT 9103

[IpHaoxKeHs, BHIMOTHAIOLHECS Ha
KOMMbIOTePax C AaHHBIMI A5
Pe3CPBHPOBAHMA

3anuch apXHBOR Ha
BHELIHHH HOCHTE/b

Puc. 7 — B3aumoneiictBue ciry:x6 Bacula



36
JIKHB.11100-01 99 02

[1K Bacula oGecnieunBaet Tpu ypoBHSI KONUPOBAHUS TaHHBIX:

- IOJIHAsl KOMHSA — KOMHUPYIOTCS Bce (aiijibl M3 CHHMCKA HE3aBUCUMO OT JaThl
CO3JIaHMSI U MOTU(DUKAIIIHN;

- nudpdepennmanbHas KOMUS — KONUPYIOTCcs (aiiabpl M3 CHOUCKA, KOTOpBIE
U3MEHHUIINCH TOCIIE TIOCJIEIHETO MOTHOTO KOMMMPOBAHUS;

- HTHKpPEMEHTaJIbHasi KOMHUS — KOMUPYIOTCS (Pailyibl U3 CIMCKA, KOTOPhIE U3MEHUIIUCH
MOCJIE TOCJICTHET0 TOJHOTO, JAu(GEepeHIMATBPHOTO WM HHKPEMEHTAIBLHOTO

KOITUPOBAHUS.
2.3.8. Mopenp 3ammThl BBOJIa M BBIBOJIA HA OTUYKIaeMbIi (DU3UIECKUN HOCUTEIb

2.3.8.1. Monenb B3aMMOJIEUCTBHS C YCTPOMCTBAMHU BBOIa-BhIBOJIA

Otuyxnaembie (U3MUECKUE HOCHUTEIM MOTYT PacCMaTpUBATHCS OTHOCHUTEIIBHO
OC Aunbt 8 CII ¢ AByX TOYEK 3pEHUS:

- KaK OJIOUHBIE WJIM CUMBOJIbHBIE YCTPOMCTBA BBOAA-BBIBOJIA;

- KaK 0JIOYHOE YCTPONCTBO, KOTOPOE MOKET OBITH CMOHTUPOBAHO.

B mepBoM ciyyae yCTpONCTBO MpeACTaBiIsieT CcO0OHM chenuanbHbIi (ailinoBbii
00BEKT, TOCTYIl K KOTOPOMY KOHTpoJupyercs auckperioHHbIMU [1PJ] 06puHBIM 00pazom
U, CJIEIOBATENIbHO, BBOJ-BBIBOJI OCTA€TCA B paMKaxX KOHTPOJS 3TUX IpaBuil. Bo BTopoMm
clyyae OTYYXKJIAaeMbIil HOCUTEIh HH(pOpMAIUU COAEPXHUT B cebe obpa3 daiinoBoit
cuctembl (nanee — ®PC), koTOpass U XpaHUT JaHHBbIC. J[aHHBIA HOCHUTENb MOXET OBITh
CMOHTHUPOBaH B 3aJlaHHbIA KaTtanor, U npu 3ToM DC HOCHUTENS] CTAHOBUTCA YaCThIO
(npencraBneHHoil B Buae noanepeBa) kopHeBoil @C. Jloctyn k oOobekTtaM gaHHou POC
noaunHsAeTCs AUCKpeTnoHHbIM [IP]] oObr4HBIM 00pa3oM U, CIeI0BaTEIbHO, BBOJ-BBIBOJ
Ha OTUYY>K/1a€MbIii HOCUTEIIb OCTAETCS B PAMKAaX KOHTPOJIS 3TUX IIPaBUII.

Ins  OC BO3MOXHOCTH CAHKIIMOHUPOBAHHOTO MOHTHPOBAHUSI KOHKPETHBIM
MOJIb30BAaTEIEeM  KOHKPETHhIX HocuTened ¢  koHkpeTHeiMu DC  ompepensiercs

aIMUHHACTPATOPOM.
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2.3.8.2. Mojienb ocyIiecTBISHUs IIeYaTH

B OC Anbt 8 CII ocHOBHOM cucTeMoOl meuatu siBisieTcsi cepBep neyatu Common
UNIX Printing System (CUPS).

B cocras CUPS BXoAAT clieyronie KOMIOHEHTBHI:

- IUCTEeTYep ouepeu rnevatu (TIaHupOBIIHUK);

- cuctemMa (QUIIbTPALIMH;

- Back-end-cucrema.

Cepeep mneuatru CUPS ¢(yHKUMOHHpPYET B BHJE OTACIBHOM CIIyKObl U MOMKET
VOPABJIATHCSA  BBIACJIEHHBIM  aJIMHUHUCTPATOpPOM JUOO0 OOMM  aAMUHUCTPATOPOM
(mpegycMoTpeHa BO3MOKHOCTh YAaCTHUUHO IMEepeAaBaTh MpaBa Mo yNPaBICHUIO 3aJaHUSIMU
nonb3oBatensi). Cepep mnewatu CUPS wumeer coOcTBeHHBI BeO-uHTEpdEnc s
aAMUHUCTpHUpOBaHusA, pabotaromuii yepe3 Internet Printing Protocol (manee — IPP), a
takke CUPS wucnonszyer IPP B KkauecTBEe OCHOBBI ISl yHOpPaBJICHUS 3aJaHUSIMH U
ouepeIsIMu.

Cepgep neuatu CUPS paboTtaeT cieayromum oOopa3om:

- cepBep IMeyaTH NPUHUMAET 3aJlaHhE€ Ha Te4aTh OT NPOrpaMMbl (aKTHBHOIO

Ipoliecca) U NepeiaeT ero JucneTyepy ouepean nevaTy Wil MIaHuPOBIIKKY;

- IUCTIETYEp ouepenu nedyatu 100aBiseT 3aJaHUe Ha MeyaTh B COOTBETCTBYIOIIYIO
ouepenb;

- IUCHETUep OdYepeau MedaTd NeperaeT 3aJaHue Ha Ie4aTb B COOTBETCTBUU C
ouepeiblo cucTeMe (UIbTpaIny;

- cucteMa QuIbTpanuu oOpadaThiBaeT AaHHBIC: OCYILECTBIISIET BCE HEOOXOAUMBIC
npeoOpa3oBaHusl TaHHBIX B COOTBETCTBUU C MPUMEHSEMBIMHU JUIsI 3TOTO 3aJaHUs
buIBTPaMH U IEPEBOAUT UX B (pOpMaT, MOHATHBIN IPUHTEDPY;

- Back-end-cucrema otmpamisier mepedopMaTUpOBaHHBIC JTAHHBIC HAa YCTPONCTBA

IcyarTm.
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2.3.9. Mopenb conocTaBiIeHHS MOIB30BATEIS C yCTPONUCTBOM

OC AnpT 8 CI1  obecnieunBaeT BBOA-BBIBOJ HMHGOpPMAllUM Ha 3aIllpOIICHHOE
MOJIL30BATENIEM YCTPOMCTBO KaK JIJI1 MPOM3BOJIBLHO HMCIIOIB3YEMBIX UM YCTPOMCTB, TaK U
TUTSI BICHTU(DUITMPOBAHHBIX (TIPU COBMAJACHUH MAPKUPOBKH ).

OC Anptr 8 CII BkIOWaeT B ceOsT MEXaHH3M COIIOCTABJIEHHS IIOJIB30BATEIIS C
yCTpoicTBOM, peann3oBaHHbli B OC, a Takke o0ecreyuBaeT Mpu NPOBEPKE COBMAJICHHS
MAapKHAPOBOK HOCHUTEJIS U TTOJIB30BATEISI IPUMEHEHHUE NTUCKpeMOHHbIX [IP/].

Kpome Toro, B OC Anbt 8 CIl mnonnep:xuBaroTcs OrpaHUYEHUE WIM 3amlper
WCIIOJIb30BAaHUsl BHEIIHMX HocuTened npu noMou npasun APl 6ubinmortexu polkit

u (uan) udev.
2.3.10. Monens cucTeMbl MPOTOKOIMPOBAHUS COOBITHI

CucteMa TPOTOKOJMPOBAHUS COOBITUN TO3BOJISIET COPTUPOBATH COOOIIEHUS IIO
HMCTOYHUKAM U CTENICHU BaXXHOCTHU U HANPABIATH UX B PA3JIMYHbIC IYHKTHl HA3HAUYCHUS: HA
TEpMUHAJbI MOJb30BATENEH, HA Ipyrue aBTOMATU3UPOBAaHHbIE pabouue Mmecrta (manee —
APM) u B cnienuanbsHbie (ailibl — CUCTEMHBIC KypHasbl. CUCTEMHBIN KypHai — 3T0 0asza
JAaHHBIX ¢ WH(pOpPMAIME, COXpaHIeMOl B TEKCTOBOM (popmaTe M OTCOPTUPOBAHHOM IO
BPEMEHH UCIIOJTHEHHUS.

B cucreme perucTpupyroTcs ClIeayoIue TUTTBI COOBITHIA:

- UCIOJIb30BaHUE UJECHTU(PUKAITMOHHOTO U ayTeHTU(DUKAIIMOHHOTO MEXaHU3Ma,;

- 3alpoC Ha JOCTYN K 3alMIIAEMOMY pEecypcy — OTKpbITHE (haiisia, 3amyck

IIPOrPaMMBI U IPYTUe AECUCTBUS IO €r0 UTCHUIO U U3MEHEHUIO;

- CO3/IaHUE U YHUUTOXKEHUE 00BEKTA,

- JEUCTBHUSI IO U3MEHECHUIO NIPABUJI Pa3TPaAHUYECHHUS JOCTYIA;

- TIONBITKU JOCTYIIA U ICMCTBUS aIMUHUACTPATOPA.

[IporpaMmbl  OTCHUIAIOT 3alUCH, NPEAHA3HAYCHHBIE JJIs1 MNPOTOKOJIUPOBAHMS,
CUCTEMHOMY JE€MOHY, KOTOPBIH HACHTUPHUIUPYET THUI KAXIAOW MPUIICINICH 3amucu U

o0OpabaThIBaeT 3aMrch CIOCOOOM, OTPEICICHHBIM JIJIs1 JAHHOTO THUIIA.
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JIJIst KaKITOTO M3 PETUCTPUPYEMBIX COOBITHI B )KypHaIaX yYKa3bIBaeTCS CIIEMYIOMas
uHopMarus:
- J1aTa ¥ BpeMsi;
- CyOBEKT, OCYIIECTBISIOMNNA PETUCTPUPYEMOE JEHCTBHUE;
- THIT COOBITHS (€CTM PETHCTPUPYETCS 3aIPOC HA TOCTYI, TO YKA3bIBAIOTCS OOBEKT U
THII OCTYyTA);
- YCIICTITHO JIA OCYIIECTBIIIOCH COOBITHE (0OCITY>KEH 3arpoc Ha JOCTYII WIH HET).

2.3.10.1. Mexanu3M *KypHaJIUPOBAHUS

Mexanusm xypHamupoBaaus B OC AnbT 8 CII dhyHKIHOHUPYET O CIEAYIOIIEMY
ANTOPUTMY:

- IporpaMmbl  (MCTOYHHMKM PETHCTPUPYEMBIX JaHHBIX) (OPMHUPYIOT MPOCTHIE
TEKCTOBBIE COOOILECHHSI O MPOUCXOISAIIMX B HUX COOBITHSX W MEpPEJaloT UX Ha
00paboTKy B Ip0O, HMHUIIUATU3ZUPYSI IPU STOM CUCTEMHBIN BBI30B;

- CUCTEMHBIM J1eMOH syslogd cpaBHMBaeT KaxAyl NOPHUILIEIUIYIO 3alHCh C
npaBUJIaMH, KOTOpblE HaXOAATCs B (ailne KoHpUrypauuu /etc/syslog.conf, U
Korjia 0OHapyKUBAETCsl COOTBETCTBUE, syslogd oOpadaTkiBaeT 3aUCh OMUCAHHBIM
B syslog.conf cmocoOom;

- opMupoBaHUE COOOLIEHUI O COOBITHAX M HUX MepeAada MNPOUCXOAUT IO
OTpeIeJICHHBIM MpaBuiiaM (poTokoi Syslog);

- mepefaya TEKCTOBBIX COOOIIEHUH MPOUCXOAMUT C MCHOJIb30BAaHHUEM CETEBBIX WU
JTOMEHHBIX COKETOB;

- UICTOYHUKH COOOILIEHNI MOTYT paclojararbCsi Ha pa3HbIX MalIMHAX;

- BCE PETUCTPUPYEMbIE COOOIIEHUS IO YMOJYAHMUIO 3alMCHIBAIOTCS B KaTajor
CUCTEMHOI'O JXypHaja /var/log, OJHAaKO MpPU HEOOXOAUMOCTH MOTYT OBITb
yKazaHbl W Jpyrue XpaHwiuina (s KaXJIOro JeMOHa MOXET OBITh CBOE

XPaHWINIIE, WK HECKOIBKO XPAHWJIHIIL).
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2.3.10.2. Mexanu3m ayauta

MexaHH3M ayilTa COCTOUT M3 HECKOJIBLKHX KOMIIOHEHTOB (pHC. 8):

1) Moaynb siapa — TEepeXBaThIBACT CUCTEMHBIC BBI3OBBI (Syscalls) W BBIMONHSET

PErUCTPaLIUIO COOBITUI;

2) cnyx0a auditd — 3anMCHIBAaET 3apPETUCTPUPOBAHHOE COOBITHE B (hailr;

3) cuyx6a audispd — OCYIIECTBIAET MEPECHUIKY COOOIIEHUH (BBICTYIACT B POJIU

JUCIeT4Yepa) K JpyromMy MpuIoKEHUIO;

4) psia BCIIOMOTATENBHBIX TPOTPAMM:

-auditctl — mporpamma, ympaBisrolIas IMOBEJACHHEM CHCTEMbI ayjauTa M

IMO3BOJAIOIIAA KOHTPOJIIMPOBATH TCKYIICC COCTOAHHC CHUCTCMbI, CO31aBaTb

WK YAAJIATH IIpaBUJIA,

-aureport — mporpamma, TE€HEpHUpYIOIlas CyMMapHble OTYEThl O paboTe

CHUCTCMBbI ayInTa,

-ausearch — IIporpamMma, II03BOJIAIOIIAadA IIPOU3BOAUTL IIOHUCK COOBITHI B

KypHaJIbHBIX (haiinax;

-autrace — mporpaMma, BBIIOJHSIOWIAS AyIUT

YKa3aHHBIM ITPOLICCCOM.

JemoH
audispd

Mogaynb agpa

JdemoH
auditd

BcnomoratenbHble
YTUAUTDI
auditctl, aureport,
ausearch, autrace

COOBITHH, MOPOXKIAEMBIX

Puc. 8 — CocTaBHbIE KOMITIOHEHTHI TTOJICUCTEMBI ayIUTa

B OC Anst 8 CII peructpupytorcs caeAayromre TUIbl COOBITHIA:

- 3ammyck u 3aBepiuienue pabotel OC Anwt 8 CII (mepe3arpyska, OCTaHOBKA);
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- 3aIyCK U OCTaHOBKA MPUJIOKEHUI;
- BBITIOJTHEHHE CUCTEMHBIX BBI30BOB;
- UCIIOJIb30BaHUE MEXaHU3Ma WJICHTU(UKAIIUN U ayTCHTU(PUKAIINHY;
- 3alpoC Ha JOCTYN K 3allUAIAEMOMY PECypcy — OTKpbITHE (haiiyia, 3amyck
MIPOTpaMMBbI U JPyTUE JSUCTBUS 110 €ro YTEHUIO U U3MEHEHUIO;
- CO3/IaHHU€ U YHUUTOKEHUE 00BEKTA,
- nerictBus no uameHenuro I11P/1;
- UHULIMAIUS CETEBOr0 COCMHEHHUS UJIM U3MEHEHHUE CETEBBIX HACTPOCK U JpYTHe.
[IporpamMmbl  OTCHIIAIOT 3aMKUCH, MpEAHA3HAYEHHBIE IS MPOTOKOJIHUPOBAHMS,
cucteMHomy JieMoHy auditd, KOTOpBIM HACHTUPUITUPYET TUIT KAXKIOW MPUILIEIICH 3aITUCH
1 00pabaThIBaET 3aMKUCh CIOCOOOM, ONIPEACIICHHBIM JIJIsSI TAHHOTO THUIIA.
JI71s1 KaXKJI0TO U3 PETUCTPUPYEMBIX COOBITHH B JKypHajaX yKa3bIBaeTCsl ClEIyIoIast
uHpopmanus:
- JlaTa U BpeMs;
- CyOBEKT, OCYIIECTRIISIONINN PETUCTPUPYEMOE JICHCTBHUE;
- TUI COOBITHS (€CIIM PETUCTPUPYETCA 3aIPOC HA JOCTYI, TO YKA3bIBAIOTCSA OOBEKT U
THUII JOCTYNA);

- YCIICITHOCTh OCYIIECTBICHUS COOBITHS (OOCITYKEH 3alpoc Ha JOCTYII WU HET).
2.3.11. CpenctBa cOopa CeTeBOW CTATUCTUKH U (PUIBTPALIMN CETEBBIX MAKETOB

B kauectBe cpenctB cOopa CTaTUCTUKU CETEBOTO B3aMMOJEWUCTBHS U (PUIbTpALUU
cereBbix akeToB B OC Anbt 8 CII uicnionb3yetcs yruaurta iptables.

Yrunura iptables mo3BonseT ¢GuIBTpOBaTH CeTEBBIE MAKETHI IO CIICIYHOIIAM
rapaMeTpam:

- HAa OCHOBE CETeBBIX aJpecoB otTmnpaButTenass u mnoxaydartens (IP-ampeca,

MAC-anpeca);

o mpoToKoJiaM tcp, udp, icmp;

C Y4€TOM BXOJIHOTO U BBIXOJHOTO CE€TEeBOro uHTepdeiica;

Ha OCHOBC UCIIOJIb3YyCMOTI'O IOPTa,

C YYCTOM JaThbl 1 BPCMCHU.
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2.3.12. CpencTBa KOHTPOJIS 3allyCKa KOMIIOHEHTOB MPOTPAMMHOI0 00€CTIeUeHHSI

B OC Anbt 8 CII MexaHuU3M KOHTPOJS 3amycka KOMIIOHEHTOB MPOTPAMMHOIO
o0ecrieueH sl pean3yeTcs P MOMOIIY TPOTrpaMMBbI CONtrol++,

Control++ mo3BOJSET MEPEKIIIOUATh PEXKUMBI, KaXIbIH U3 KOTOPBIX OMpEAEIseTCs
CBOMM (haiiloM OrpaHMYEHHUIl, a TaKXK€ CBOMM Ha0OpOM ONMCaHMM IpaB Ha (Qailibl
CUCTEMBI U 3aIlyCKaEMBbIM CLICHAPUSAM O0OJIOUKH.

Control++ mo3BojsieT Takke KOHTPOJIMPOBATH COOTBETCTBHE MEXKIY MapaMeTpaMu

YCTAHOBJICHHOT'O PAHCC PC)KHUMA U TCKYIIUM COCTOAHHCM CUCTCMBI.
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3. YITIPABJIEHHUE KC3

3anyck OC Aunbt 8 CII BbImONHSIETCS aBTOMaTHYecKH mocie 3amycka [I9BM u
otpabotku Habopa nporpamm BIOS.

KC3 crapryer Bmecte ¢ OC Anbt 8 CII, mpoxoas HEMOCPEACTBEHHO Yepe3 ATaIlbI
JOCUCTEMHOW 3arpy3Kd, TECTUPOBAHUS SAPOM OKPYKEHHUS TMPOIECCOB U 3aIlyCcKa

daitnoBoii cucremsl (nanee — @C), a Takke UHUIHATH3AIUN TIEPBUYHOTO TIpoiiecca init.
3.1. Ucnonn3oanue AP| 6udmmoreku polkit

API OoubIMoTEKN polkit UCTIOJIB3YETCS IS TIPEIOCTABIICHUS
HEMPUBUJICTHPOBAHHBIM TIPOIIECCAaM BO3MOXHOCTH BBITIOJTHEHUS JEHCTBHMA, TPEOYIOIINX
npaB aamuHuctparopa. [Ipu stom Polkit He HazenseT mpoiecc Moab30BaTENs MpaBaMU
aJIMMHHCTPATOPA, a TO3BOJISIET KOHTPOIUPOBATH, UTO Pa3peIIeHo, a YTO 3aIpeIIeHO.

Polkit Tak)ke TMO3BOJISIET TMOJB30BATEISIM TOJYYUTh BPEMEHHOE pa3pelleHUE
MOCPEJICTBOM ayTEHTHU(PUKAIMH JTUOO0 aIMUHUCTPATOPA, JIMOO MOJIH30BATEIIS.

JIro0o¥ 3ampoc Ha BBIMOJHEHHUE JCHCTBUSI B CHCTEMHOM KOHTEKCTE, MOCTYUBIIHMA
OT paboTaroIIero MOJIb30BaTENILCKOTO Tpoliecca, oTciiexkuBaercs polkit. B coorBeTcTBUM €
UMEIOIMMHUCS TpaBwiaMu, polkit mpuHHMaeT penieHue O TOM, MOXKET JU ObITh
BBITIOJTHEHO ATO JIEHCTBUE, U €CITM MOXKET, TO MPH BBITIOJHEHNUN KaKuX yciaoBuil. [IpunsToe
perieHre (3amnper, paspenieHue WU pa3pelieHrue C yCIOBHUEM) MepeNaeTcs CUCTEeMHOM
nmporpaMMe, KOTopasi 3aTeM JeHCTBYeT COOTBETCTBYIOIUM 0OpazoM. Takum oOpa3om, nmpu
B3aUMOJICMCTBUM TMOJb30BAaTEIbCKOrO Tmpouecca (Subject) W NpPUBUIETMPOBAHHOTO
cucremHoro mpoiecca (Mechanism) polkit BeicTymaer B kadecTBe TPEThEH CTOPOHBI,

MIPUHHAMAIOLEH PENIEHNE O CAHKIIMOHUPOBAHHOCTH JENCTBUM.
3.1.1. daiinsl nelicTBUI

Bce nmonutuku polkit HaxonsTes B /usr/share/polkit-1/actions/ B hopmare
*.policy.
Nmena ¢aiimoB cocTaBieHbl M3 Ha3BaHWs pPa3pabOTYMKa MPOTPAMMHOTO

oOecrieueHus (BEHI0pa), Ha3BaHUS MPOTPaAMMBbl WU TPYMIbI AEUCTBUN U 3aKaHYMBAIOTCS
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ciioBoM «policy». Nms kaxnoro ¢aiiina BIIOJIHE COOTBETCTBYET TOHM TpyIIeE JCHCTBHIA,
KOTOpbIE B HEM Tepeurciienbl. CpeqHsia 4acTh UMEHU (pailia — Ha3BaHWe TPOrpaMMbl WK
TPYIIIbI JEUCTBUM — SIBISIETCS B JAHHOM CJ1y4ae CMBICIIOBOM.

Kaxnmas momutuka mpeactaBisier cobOoii xml-¢aiia, B KOTOPOM OIMUCHIBAIOTCS
3anpocel K polkit. Kaxnaeiii 3ampoc uMmeeT Tpu YCIOBHS, NPOMUCAHHBIX B CEKIUU
defaults.

- 3aIIpoC OT JIFOOOT0 MOIB30BATENS — TET <allow any>;

- 3aMpOC OT HEAKTUBHOI'O MOJIb30BaTENS — T€T <allow inactive>;

- 3aIIpOC OT aKTUBHOTIO MOJIb30BATENSA — TET <allow active>.

BHyTpH KaxxI0oro Tera mpomMChIBAa€TCS BO3BpalaeMoe 3HadueHue. Mcnosb3yrores

CIEAYIOIINE BApUAHTHI 3HAUCHUM:

yes — IPEJOCTaBUTh Pa3pelLCHU;

no — 3a0JIOKUPOBATh pa3pelIeHus;

- auth self — MOJB30BATENb JOHKEH BBECTU CBOM MapoJIb I ayTEHTH(PUKALIHH;

- auth self keep — TIOJB30BAaTENb JODKEH BBECTHM CBOW NApoOJb IS
ayTeHTU(PUKALUU OJMH Pa3 3a CECCHUIO, pa3pellieHue MPeIOoCTaBIsSeTCs IS BCeH
CeccHu;

- auth admin — TOJB30BATENb JOJDKEH BBECTHM NAPOJIb AIAMHHHUCTpATOpa IIPH
KaXJI0OM 3a1poce;

- auth admin keep — MOJB30BaTENb JOJDKEH BBECTH NApOJIb aJMUHHUCTPATOPA,
paspenieHne NpegoCTaBISIETCS ISl BCEU CECCHU.

[IpencraBimeHHble B JUPEKTOPUM /usr/share/polkit-1/actions/ mOpaBuia
SABJSIFOTCSL  TPUHATBIMA N0  yMoOJ4aHuwo. Jlomyckaercss HX HW3MEHEHUS IyTEM
penaktupoBaHuss XML-¢ainoB .policy. OIHaKO HEOOXOJUMO YUUTHIBATh, YTO JTAHHBIN
METOJ HE SIBJISIETCS PEKOMEHIYyEeMbIM, TaK KaK MpU OOHOBJIICHUM MPOTPAMM BHECCHHBIC

M3MEHEHUs OYyT nepe3anvcaHbl HACTPOMKAMU MO YMOJTYAHHUIO.
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3.1.2. daiinel npaBuI

W3mensaty mpaBuna ¢opmara .policy PEKOMEHIYETCS IIyTE€M HCIIOIb30BAHUS
¢dainoB THma .rules, KOTOpPbIE TEPEONPEACNAIOT TMpaBuia, YCTAHOBJIECHHBIC IIO
YMOJTYaHUIO B (pailiax AeHCTBUN .policy.

@aiiibl . rules PaCIOIOKEHBI B IByX KaTAJIOrax:

- /etc/polkit-1/rules.d — TMPEONIONAraeTcss, 4YTO 3JECh PACIOJIATal0TCs

HEKOTOpble (halibl MpaBUil, MOJATOTOBIECHHBIE pa3pabOTUMKaMHU JAUCTPUOYTHUBA U
Bce (haliypl MpaBuil, MOATOTOBJICHHBIE aJIMHHHCTpaTopoM. llpu mepcoHanbHOM
HACTpOMKe MpaBUJl pacrojaraTh COOTBETCTBYIOIIME (ailyibl HAJ]0 UMEHHO B 3TOM
KaTaJore;

- /usr/share/polkit-1/rules.d — JaHHBIA KaTaJOI COJAEPKUT (paiabl MpaBui,
KOTOpbIE HAlMCAaHbl Pa3padOTUMKaMU MPUIOKEHUN U AUCTpuOyTHBa. Pa3memars
(aiiabpl CO CBOMMHU NMPABHIIAMHU 37€Ch HACTOSITENIbHO HE PEKOMEH]IyEeTCs U3-3a TOTO,
4TO Ipy OOHOBJIEHUU IIPOrPaMM CJI€JIaHHbIE U3MEHEHUSI CKOpEee BCEro MponaayT.

HacTpauBath npaBuia MOXKHO Kak MPaBKOM CylIeCTBYOMUX (ailioB .rules, Tak U
CO3JJaHMEM HOBBIX B KaTajore /etc/polkit-1/rules.d. Co3naHue HOBBIX (ailioB
.rules sBiIseTCS Oojiee O€30MACHBIM M HANEKHBIM METOJOM, IOCKOJIBbKY IO3BOJISET
ObICTpO M 0€3 MOTeph BEPHYTHCS K MCXOJHBIM HACTpOWKaM MyTeM yhaneHus (aiina c
HEKOPPEKTHO 3a/IaHHBIM MPABUJIOM, BbI3BAaBLIUM COOIA.

3amaBasg uMs (Qailia, MOKHO MPOCTO W HAAEKHO OINPEACTUTh MOPSAOK UTEHUS
¢daiinoB .rules. Hampumep, myrem BHECEHHs B Hadajle MMEHH (aiijia MOPSAKOBOTO
Homepa. IIpu sTom (ailsibl rapaHTUPOBAHHO OYIYyT YUTAThCA B TOM K€ MOPSJIKE, B
KOTOPOM BO3pacTaroT 3TH YMCIIA.

HeoOxoaumo yuuThIBaTh, YTO TMpaBuja, KOTOphIE conepxkarcs B (aiinax,
MIPOYUTAHHBIX paHbllle, IePEoNnpeesaIoT MpaBuia B ¢aiaax, IPOUYUTAHHBIX MO3XKE.

AJITOpUTM cO3/1aHusI TpaBuIIa (Bce JICHCTBHUS BBIIOJIHSIOTCS OT root):

1) OnpenenuTh KaKyro MOJUTHKY HYKHO U3MEHHTD, JIJIS1 3TOT0 HEOOXOAMMO HAUTH

B /usr/share/polkit-1/actions/ TpeOyemylo.
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2) Co3marh HOBOE ITPABHIIO:
touch /etc/polkit-1/rules.d/99-vashe pravilo.rules
3) OTKpBITh HAa PEIAKTUPOBAHKUE CO3IaHHBIN (haii:

mcedit /etc/polkit-1/rules.d/99-vashe pravilo.rules

4) BcTaBHTB TEKCT:

polkit.addRule (function (action, subject) {
if (action.id.match ("memncreue") &&

subject.isInGroup ("rpynnanone3osarenen")) {

return polkit.Result.npaBuio;

rue:

- IEWCTBHUE — ATO 3HAYCHHUE 1d B DJIEMEHTE action B HYy>KHOM ¢aiiie AeicTBui
.policy,

-Tpynna MOJIb30BaTENed — OTO OJHA H3 pEANBbHO CYIIECTBYIOIIUX B
ONepalMoOHHON cucteMe rpynn. Hampumep, 3To MOXeT ObITh Ta TpyIia,
KOTOpasi OblIa CO3/1aHa MPU 3aBEICHUN MOJIb30BATENS B CUCTEME;

- IPAaBWJIO — 3TO CIEIYIOIIME 3HAYCHUS. NO, YES, AUTH SELF, AUTH ADMIN,

AUTH SELF KEEP, AUTH ADMIN KEEP.

3.1.3. XypunanupoBanue nericteuii polkit

Ucnons3ys mpaswmia polkit, MOXXKHO Takke JesaTh 3alMCH B CUCTEMHBIN >KypHAa.

Meton log() 3amUChIBa€T COOOIIEHHWE B CHUCTEMHBIM >KypHal. 3amucu JKypHala

UCIIONB3YIOT (pyiar LOG AUTHPRIV, MOATOMY 3amucd OyAyT MNpPOM3BOIUTHCA B (paiin
/var/log/secure.
[Tpumep:
polkit.addRule (function (action, subject) {
if (action.id == "gerctTBHUe") {
polkit.log("action=" + action);

polkit.log("subject=" + subject);
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B mapamerpe action mnepenaerca 00bEKT ¢ HHGOpMAIMEl O COBEPIICHHOM
MPOIIECCE U CBSI3AHHBIE C ATUM JCHCTBUEM MapaMeTphbl (HaAmpuMep, €CM 3arnpolIeHHOE
JEHCTBUE MOHTHPOBAaHHE CHEMHOTO JHCKAa, TO B IMapaMeTpe action OyAyT MepenaHbI
CEepHUIHBIA HOMED UCKa, eTo id, daiaoBas cucTeMa u T. 1).

B mapamerpe subject mepemaercsi OOBEKT C HH(pOpPMAIMEl O MOJb30BaTEe,

3aIyCTUBILIEM IIPOIIeCcC. DTOT 0OBEKT UMEET CIEAYIOIINE aTPUOYTHI:

id — uaeHTu(dUKATOp IMpoIecca;

- user — UMl MOJIH30BATETIS;

- groups — CIIUCOK TPYIII, B KOTOPBIC BXOUT TMOJH30BATEIb;

- seat — MECTOHAXOXJEHUE CYyObeKTa (IIycToe 3HAUCHHUE, €CITM MECTOHAXOXKICHUE
HE JIOKAJIbHOE);

- session — ceccus CyObEKTa;

- local — true, TOJIBKO €CIIM MECTOHAXOXKICHUE UMEET JIOKAJIbHBIN XapakTep;

- active — true, TOJIBKO €CJIM CEaHC AKTUBEH.
3.2. CpencTBa ynpaBjieHHs YI€THBIMH 3aIUCSIMH MTOTb30BaTeNIeH

Co3naHue, pemakTUPOBAHME M YHAJICHHE YYETHBIX 3allMCEed I0Jb30BaTeIeH
BBITIOJHSAETCS] aIMUHUCTPATOPOM B COOTBETCTBUH C PYKOBOJSALIMMH PEIICHUSMU O0BEKTa
aBToMatu3anuu. Wnentudukamus nosis3oBatens (mpucBoenne emy kona UID) moxer
oOecneunBatbcss Kak aBToMatmdyecku KC3, Tak u BpyuyHyH aJIMHUHUCTPATOPOM
0€30MacHOCTH [0 CBOEMY YCMOTPEHHUIO.

IIpu poGaBnenum mnosb3oBatenss B OC  agMUHHUCTPATOp  BBIAAET €My
perucTpaloHHoe uMs (MAEeHTU(UKATOp) I BXOJa B CUCTEMY M Maposib, KOTOPBIN
CIIYKUT Il TOATBEpKAECHMsI uAeHTU(UKaTopa mnois3oBarens. B nanpheiimem KC3
o0OecnieunBaeT ayTeHTU(UKAIMIO TOJB30BaTENsl, TO €CTh €ro ONO3HaHHE [0 UMEHHU U
napoJito. BBoJauMBbIe MOJIB30BAaTENEM CHUMBOJIBI MAapoisi HE OTOOpaKaroTCS Ha SKpaHe
TepMHUHAaJA.

[Ipumeuanue. B cayyae paborsr OC B rpaduyeckoM pexkuMe CUMBOJIBI TApOJIs

3aMCHSIOTCA 3BC3J0YKaAMU.
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AAQMUHHCTpATOp U (MJM) TIOJB30BaTENb MOTYT HW3MEHHUTH Mapojib KOMaHJOU
passwd. [Ipu BBoze 3T0# Komanabl OC Anbt 8 CII 3ampaimmBaeT BBOA TEKYIIETO MapoJis,
a 3aTeM TpeOyeT BBECTU HOBBII Mapoib.

B cnywae ecnu mpemniokeHHbld maposib ciuikoMm mnpoct, OC Anbt 8 CII moxer
MOTIPOCUTh BBECTH Apyroi. Taxke, eciu MpeqIoKEHHBINM Tapojb yAOBICTBOPUTEIICH,
OC Aunbt 8 CII nmpocHT BBECTH €0 CHOBA C TEM, YTOOBI YOSAUTHCS B KOPPEKTHOCTH BBOJIA

napoJis.
3.2.1. O6mas unpopmanus

st Bcex monb3oBaresneit u rpynn BHyTpu OC Anbt 8 CII BBeneHbl cOOCTBEHHBIE
uudposeie uaeHtudukaropsl B kareropusx UID u GID cooTBETCTBEHHO.

[Tonp30BaTeNh MOXKET BXOAUTH B OJHY WJIM HECKOJbKO Tpynil. [lo yMonyaHuto oH
BXOJIMT B TPYIIy, COBHNAJAIONIYIO C €ro uMeHeM. /[ moyiydeHus CBEIeHUWd O TOM, B
KAaKue elle rPyIIbl BXOJIUT MOJIb30BATENb, HEOOXOAUMO BBIIIOIHUTH KOMaHY:

id user name

rje USer_name — ums 1oJib30BaTelIs.

[Ipumep:

$ 1id test

uid=500 (test) gid=500(test) rpynne=500 (test), 16 (rpm)

Takas 3amuch O3HauYaeT, 4TO MOJb30BaTeNb test (mudposoit uaeHtudukarop 5S00)
BXOJUT B Ipynimbl test U rpm. Pa3Hble rpymnnbl MOTYT UMETh pa3HbId ypPOBEHb JOCTyNa K
TEM WJIM UHBIM KaTajoram; 4eM B OoJIblliee KOJIMYECTBO IPYII BXOAUT MOJIb30BATENb, TEM
OOJIBIIIE TIPAB OH UMEET B CUCTEME.

[Ipumeuanue. B cBsi3u ¢ TeM, 4TO B JUCTPUOYTUBAX HU3/ETUs OOJBIIMHCTBO
MPUBUJIETUPOBAHHBIX cuUcTeMHbIX yTwiuT umeroT He SUID, a SGID-6ut, Oyabre
MpeAeIbHO BHUMATEIBHBI W OCTOPOKHBI B TIEPEHA3HAYCHUHM TPYIIOBBIX MpaB Ha

CHUCTCMHBIC KaTaJIOI'u.
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3.2.2. O0Bs3Ka passwd
passwd HCIIOJIB3YCTCA JJIA OOHOBJICHHUS aYTCHTI/I(I)I/IKaHHOHHBIX JaHHBIX

nojib3oBaTelis. OOBsI3Ka passwd DOAACPKUBACT TPAJUILIMOHHBIC OIIINH passwd U YTHIAT

shadow.
CunTtakcuc:
passwd [ONUUA...] [VMA TOJIb3OBATEJIA]
Onuyu:
5) -d, --delete —yHmanuTh MapOJb ISl YKA3aHHOW 3aITUCH;
6) -f, --force — (GopcHpoBaThH ONEPALIHIO;
7) -k, —--keep-tokens — COXPAaHUTH HC YCTAPCBIIMC I1APOJIH,
8) -1, --lock— OJOKHMPOBAThH YKa3aHHYIO 3aIHCh;
9) --stdin — mpoYMTaTH HOBBIC MAPOJIM U3 CTAHIAPTHOTO BBOJIA,
10) -s, --status — BBIBECTH OTYET O CTATyCe MApOJIsl B YKa3aHHOW 3aITUCH,
11) -u, --unlock — pa30JOKUPOBATH YKa3aHHYIO 3aIKCh,
12) -2, --help — MOKa3aTh CIIPaBKY M BBHINTH;

13) --usage — AaTh KOPOTKYIO CIPABKY MO UCIIOJIF30BAHUIO;

14) -v, --version — BBIBECTH BEPCHUIO IPOTPAMMBEI.

[Ipumeuvanune. [lpu ycnemHoM 3aBeplieHMM KOMaHAA passwd 3aKaHYHWBAET
paboty ¢ komoM Bbixoga «0». Konm Bbixoma «l» o3HadaeT, yTO NMPOM30LLIA OIIMOKA.
TexcroBoe onrcanne OMMUOKN BEIBOJAUTCS HAa CTAHJAPTHBIA OTOK OIITUOOK.

Tonbko cynepnoib30BaTellb MOKET OOHOBUTD IMAPOJIh APYTOro MOJIH30BATEIIS.
3.2.3. Jlo6aBieHne HOBOTO IMOJIb30BATES

Jlns  noGaBiaeHUs HOBOTO IOJB30BaTENsl HEOOXOAMMO BBIMIOJHUTH KOMaHIY
useradd.

# useradd test

rje test — umMst HoBOTO MoIBb30BaTeNs (MOXKET OBITH BBIOpAHO JIF000E UMsI, OTITUIHOE

OT y>K€ UMEIOUIUXCS B CUCTEME).
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[Tocne noGaBneHUs MOIL30BATENS B CUCTEMY HEOOXOIMMO BBHITIOJHUTH YCTAaHOBKY
MAPOJIS U1 YYETHOW 3aIMCH MOJIBb30BATENS, ISl STOTO UCIOIb3YETCS KOMaHIa passwd!

# passwd test

[Tocne BbIMOJIHEHUS AAHHOW KOMaHIbl B KOHCOJIb OYJET BBIBEIEHO COOOIIEHHUE, C
MPEUIOKEHUEM O BBOJE MApOJA JUIsl YYETHOM 3aIlliCH TMOJb30BATENS Enter new
password: («BBeauTe HOBBIM NapoJib:»), B OTBET HA KOTOPOE HEOOXOJUMMO BBECTHU
napoib (JIMHAa W COCTaB MapoJisi JOJKHBI YIOBJIETBOPSATH HAIOKEHHBIM MapOJIbHBIM
OTPAHUYCHHUSIM).

[locne BBOjga maposist JUisi YY4ETHOW 3allkMCH TOJB30BaTelisd, B KOHCOJb OyneT
BBIBEICHO COOOIIEHUE C MPEJI0KEHUEM O MOBTOPHOM BBOJIE MAPOJISl IJII UCKIIOUCHUS
OIIMUOOK TPHU BBOJIE Retype new password: («IloBTOpUTE BBOJ Mapoiisi:»), B OTBET Ha
KOTOPO€ HEOOXOAMMO BBIMIOJIHUTH TOBTOPHBIA BBOJ MapOJIs.

B cnyuae ecnu BBeJeHHBIE TApOJM COBHAIM, B KOHCOJIb OYJET BBIBEIACHO
coo0ImieHne passwd: all autentification tokens updated («Hapoib: BCE MapKEPHI
MPOBEPKU TOJIMHHOCTH OOHOBJIEHBI»), YTO B CBOIO OUYepelb CBUIETEIBCTBYET 00
YCIICIIHOM YCTaHOBKE MMAapOJIs I HOJIb30BATEN.

B pesynbpraTe onucaHHBIX ACHCTBUIN B cucTeMe OyAET CO3/IaH IMOJIb30BaTelb test ¢
3aJJaHHBIM TIAPOJIEM.

B cinywae ecnm maponbs oxaszaiics HeOe30MacHBIM, Ha JKpaH OyAEeT BBIBEICHO
COOTBETCTBYIOIIIEE COOOIIEHUE C MPETYIPEKICHUEM:

1) ecnu maposb KOPOTKHUH:
«Weak password: too short» («HerHamexHB HAPOJb: CJMIIKOM
KOPOTKMM»)

2) €CJIM IapoJib HE COOTBCTCTBYET Tpe6OBaHI/I$IM K KJIacCaM HCIIOJb3yEMBbIX

CHUMBOJIOB (ITapOJjib JOJDKEH COCTOATHh M3 OYKB BEPXHEr0 M HUKHETO PETUCTPA,

1udp U APYrux CUMBOJIOB):
«Weak password: not enough different characyers or classes for
this length» («HeHazmexHBM NapOJib: HEIDOCTATOUYHO KJIACCOBHIX

paBJ'H/It:II/If/Jl MeXIOy WMCIIOJIb3YyEeMBIMM CI/IMBOJ’IaMI/I»)
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3) CCJIM IIpX MOBTOPHOM BBOJC IIAPOJIM HC COBIIAJIM, B KOHCOJIb 6y,ueT BBIBCJCHO
IpeaynpexKacHue, ¢ IPCAIOKCHUCM BBCCTHU HOBBIN Imapojib, a TaKXC

OT'PaHUYCHUAMHU Ha JOITYCTHUMBI CUMBOJIBI:

«Sorry, Passwords do not match. Try again.

You can now choose the new password or passphrase.

A valid password should be a mix of upper and lower case
letters,

digits, and other characters. You can use a 8 character long
password with characters from at least 3 of these 4 classes.
An upper case letter that begins the password and a digit that
ends it do not count towards the number of character classes
used.

A passphrase should be of at least 3 words, 6 to 40 characters
long, and contain enough different characters.

Alternatively, if no one else can see your terminal now, you
can

pick this as your password: "high-worth*outset"»
[Ipumeuanue. Jlaee NPUBOAUTCS TEPEBOJ CHUCTEMHOIO COOOIECHUS C

MMpCIJIOKCHUEM BBCCTH HOBBIN mapoJib ¢ y4€TOM OFpaHI/IquI/Iﬁ Ha OOITYyCTUMBIC CHUMBOJIbI:
«llaposnn He coBnanawT. llonpobynTe eme pas3. Bel MOxXeTe BHOPATb HOBHIM
IapoJib WJIM NapoJibHYK O¢pasy. [IpaBMIIBHBEM [IapoJib NOJDKEH COdYeTaThb B
cebe NPONMCHEE U CTPOYHBE OYKBE, LUMQPH M OpyIMe CHUMBOJIBI. BEH
MOXeTe MCIOJIB30BAaTh [apOoJiM IOJIMHOM M3 BOCBMM CMMBOJIOB,
OTHOCAWIMXCS, II0 KpaMrHeMy Mepe, K TpeM M3 UYeTHpexX KJacCOB. BykBa
BEPXHETO permucrpa, C KOTOPOM HAUMHAETCHd IapoJib M umdpa, KOTOPOM
IapoJib 3aKaHUYMBAETCsa, He YUYMTHBAKTCS IIPM IIOLNCUETE KOJIMYEeCTBAa
MCIIOJIb3YEMEIX KJIACCOB CHUMMBOJIOB. llapoJsibHasa ¢pasa IOOJIXKHa COCTOATH,
IO KpaMHeM Mepe, M3 Tpex CJIOB IJIMHOM oT 6 mo 40 CuMBOJIOEB,
comepxXallMxX Pas3HEEe KJIACCH CHMMBOJIOB. Kpome TOro, eciam mHPoOpMalud,
oToOpaxaeMasa B HACToOdAllee BpPeMdA Ha TepMMHAJle, HeNOCTyIHAa OJIid
IPOCMOTPa INOCTOPOHHMM JIMLlaM, B KadeCTBe IapoJid BEl MOXeTe

ucnoynbzoBaThk «high-worth*outset»

B nmanpHenmiem mnosib30BaTENbh MOXKET HM3MEHUTh CBOM MApojb NPU ITOMOIIU

KOMaHObI passwd.
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OC Anpt 8 CII s  mpoBepku maposied Ha  c€1a0OCThb  HCHOJb3YeTCs

NMoJAKJII0OUYaeMbli Moaysih ayTeHTHuduKanuu (Pluggable Authentication Modules, nanee —

PAM) passwddc.

[Iporpamma useradd umMeeT MHOKECTBO MapaMeTPOB, KOTOPbIE MO3BOJSIOT MEHATH

€C IIOBCACHHC IIO0 YMOJYaHHIO. B TomM u4wmcie npeaoCTaBIBICTCA BO3MOKHOCTD

NPUHYAUTENBHO yKa3aTh, kKakoil Oyner UID wnm k kakoi rpymme OyAeT NmpuHaIexKaTh

IIOJIB30BAaTCIJIb.

CunTakcuc nporpaMmsl useradd:

useradd [napametTprl] LOGIN

useradd -D

useradd -D [mapameTpsl]

HpI/I BBEI30BE 0€3 onmuu -D, KOMaHIa useradd CO30ac€T HOBYIO YYETHYIO 3aIlMCh

IMOJIB30BAaTCJIsA, UCIIOJIb3Ys 3HAUYCHHA, YKA3aHHBIC B KOM&HI[HOﬁ CTPOKC IINIIOC 3HAYCHUA 10

YMOJIYaHHUIO U3 CHUCTCMBEI. B 3aBucumMoctu ot [IapaMCcTpoOB KOMaHﬂHOﬁ CTPOKH, KOMaHa

useradd 6YIICT OOHOBJISITH CHCTEMHBIC (baﬁﬂbl, a TaK)Xe MOXET COo34aTh JOMAallHUMN

KaTaJIOr HOBOT'O MOJI30BATENS M CKOMMPOBATh UCXOIHbIE (halJIbI.

Omnmuu:

1)

2)

3)

-c, --comment KOMMEHTAPUI — Jit00asi TeKcToBas cTpoka. OOBIUHO, 3/1€Ch
KOPOTKO OIMMCBHIBACTCS Y4YETHAs 3allMCh, U B HACTOSIIEE BPEMS HUCIIOJIB3YETCS
KakK IoJjie JJisl UMEHHU U (paMuIuu moJib30BaTelis;

-b, --base-dir BABOBEM KATAJIOT' — 0a30BBIi KaTajor JJs MOJb30BaTEs.
Ecnu mapamerp HOME DIR HE yKa3zaH, TO 0a30BbIi KaTajor ONpenesnsercs Mo
MMEHH I10JIb30BaTEIIS;

-d, --home MOOMAIHNI KATAJIOT — JUIsl CO3AaBAaE€MOI0 MOJIb30BAaTENs OyAeT
UCIOJIb30BaH KaTaJlor BA3OBHM KATAJIOI' B KadyecTBE JIOMAIIHEro KaTajora.
I[lo ymomyaHuio, OTO 3HAYCHHE TMOJydaeTcss OOBbEIUHEHUEM VMEHMU
MOJIb30BaTENsl C BA3OBHM KATAJIOTOM M MCHOJB3YETCS KaK MMs JOMAIIHEro

KaTaJjora;



4)

5)

6)

7)

8)
9)

10)
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-e, --expiredate [ATA YCTAPEBAHNMA — JaTa, KOTJa y4YeTHas 3alKCh
moyip3oBaTenst  Oyner  3abmokupoBana. Jlata 3amaercs B opmare
ITTT-MM-J/;

-f, --inactive [HEV — YHCJIO JHEW, KOTOPBIE NOJDKHBI MPOWUTH IOCIIE
ycTapeBaHUs apoJisi, YTOOBI yUeTHAs 3auch 3a010KupoBaiack HaBcerna. Eciu
yKa3aHo 3HadeHue 0, TO YYeTHas 3amuch OJIOKUpYeTCs cpa3sy Ioclie
yCTapeBaHMWsl Mapojs, a IMpU 3HAYCHUM -1 JaHHAasg BO3MOXXHOCTb HE
ucronb3yercs. [1o yMOT4aHUIO UCTIONB3YETCs 3HAUEHUE -1;

-g, --gid TPYNNA — UMS WU YUCIOBON HMISHTU(PUKATOP HOBOW HAYAIBHOM
rpynnbl mojb3oBatens. UneHnTudukaTop rpynmnsl JOJDKEH YKas3blBaTh Ha YiKe
CyllIeCTBYIOIIYI0 rpynny. UaeHTudukaTtop Tpymlibl MO YMOJTYAHUIO PaBeH 1
WJIM 3HAYEHUIO, YKa3aHHOMY B (aiiie /etc/default/useradd;

-G, --groups TPYNNAL [, PPYNNA2, ... [,PYIIAN]]] —  CIHCOK
JOTIOJIHUTENIBHBIX TPYIIl, B KOTOPBIX YHMCIHUTCS MOJIb30Batelb. [lepeuncnenue
IPYII OCYIIECTBIISIETCS 4Yepe3 3alaryro, 0e3 MPOMEXKYyTOuHbIX mpooOenoB. Ha
YKa3aHHbIC TPYNIbl JCHUCTBYIOT T€ K€ OTPAHUYCHMS, YTO W IS TPYIIIIHI,
YKa3aHHOW B mapamerpe -g. 110 ymoiidanuio mosib30BaTeiab BXOAUT TOJBKO B
HaYyaJIbHYIO CPYIIIY;

-h, --help — MOKa3aTh KPATKYyIO CIPABKY U 3aKOHYUTH padOTY;

-m, --create-home — €CJIM [JOMAIIHErO0 KaTajgora IIOJb30BaTeNlsl HE
CYIIIECTBYET, TO OH OYyJIET CO3/1aH;

-K, --key KJIOU=3HAUEH/E — HUCIHOJb3YyETCA IJIsI U3MEHEHUS 3HAYEHUU IO
YMOJIYaHUIO, XPaHUMBIX B (baﬁne /etc/login.defs (UID_MIN, UID MAX,
UMASK, PASS MAX DAYS U Japyrux). [Ipumep: -K PASS MAX DAYS=-1 MOXKHO
UCIIOJIb30BaTh MPU CO3/IaHUU CUCTEMHOM YYETHOM 3amucH, YTOOBI BBIKJIIFOUUTH
yCTapeBaHUE MapoJis, 1aKe €ClIM CUCTEeMHAas y4eTHasl 3aicCh BOOOIIE HE HMEET

apoJIs;
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11) -N, --no-user-group — HE CO3/aBaTh TPYIIY C TEM XX¢ HMEHEM, YTO U
M0JIb30BaTeNlb, HO JOOABUTH MOJIb30BATENA K IPYyIIE, YKAa3aHHOW OMUUed -g

WM TIEPEMEHHOM TPYNIbI B aiiie /etc/default/useradd,

12) -0, --non-unique — MO3BOJISICT CO3/IaTh YUCTHYIO 3aIHUCh C YK€ UMCIOIIUMCS
(ne ynukanbnabiM) UID;
13) -p, --password TAPOJIb — HH(PPOBAHHOE 3HAYCHHE IAPOJIs, KOTOPOEC

BO3BpaniaeT QyHKus crypt. [lo ymonyanuio yueTHas 3anuch 3a0J10KHpPOBaHa;

14) -s, --shell OBOJIOYKA — HMs PETUCTPALMOHHONW OOOJIOYKH ITOJIb30BATEIIS.
Eciu 3amate mycrtoe 3HaueHue, TO OyJeT HCIOJIb30BaHA PETUCTPALMOHHAS
000J104YKa M0 YMOJTYAHHIO;

15) -u, --uid UID — 4HCIIOBOE 3HauYcHHEe HIcHTH(]HKaTopa mois3oBatens (ID).
OHO A0MKHO OBITh YHUKAIBHBIM, €CIM HE HCIIOJBb3YeTCs MapameTp -o.
3HaueHWE JOHKHO OBITh HEOTPHIATENBHBIM. [0 yMOIYaHUIO HWCTOIB3YyeTCS
HauMeHblee 3HadueHue D Gonbiiee 999 u Gosnbiiiee T000TO APYroro 3HaYCHUs
nosib3oBaTesst. 3HaueHuss OoT 0 10 999 00bIYHO 3ape3epBUPOBAHBI IS
CHUCTEMHBIX YUETHBIX 3aITUCEH;

16) -U, --user-group — CO3JIaTh TPYIIIY C TEM KE UMEHEM, UYTO M IOJIb30BATEIIb,
U 100aBUTH MOJIH30BATENS B ATY TPYIITY.

[Tpu BBI30BE KOMaH/IBI useradd TOJIBKO C OMIIUEH -D, MOKAKET TEKYIINE 3HAYCHHUSI

M0 YMOJIYaHHUIO:
# useradd -D
GROUP=100
HOME=/home
INACTIVE=-1
EXRIPE=
SHELL=/bin/bash
SKEL=/etc/skel
CREATE MAIL SPOOL=yes


https://www.opennet.ru/cgi-bin/opennet/man.cgi?topic=crypt&category=3
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3.2.4. JlobaBnenue/pefakTUpOBaHUE MOJIb30BaTeNel B rpaduueckoil 0000uke U B

BeO-uHTEpdeiice

Monyns Llentpa ympasienusi cuctemoit (LIYC) «JlokanbHble y4eTHBIE 3amUCH»
alterator-users mnpegHa3HaYeH I aIMUHHCTPUPOBAHUS JIOKAIBHBIX MOJB30BATEIICH.
Mopyne «JIokanbHble ydeTHbIE 3anucu» noctyneH kak B GUI B 3kcnepTHOM pexuMe
(pazmen «llomp3oBatemm» — «JlokampHBIE y4YeTHBIE 3amucu») (puc.9), Tak U B
BeO-uHTEpdeiice o aapecy https://ip-address:8080 (paznen
«ITonp3oBarenu»— «JlokabHbIC yaeTHbIC 3amucu») (puc. 10).

JIaHHBIA MOZyJb TMO3BOJISIET CO3/1aBaTh HOBBIX IOJIb30BATENIECH, PEIAKTUPOBATH U
YAAJATh YK€ CYIIECTBYIOIIUX MOJb30BATENEH.

JIist co3manusi HOBOW YYE€THOM 3amiCcH HEOOXOJIMMO BBECTH MM HOBOM Y4YETHOMU

3aIIMCHU U HAXXKaTbh KHOIIKY <<CO3I[aTB)>, ITOCJIC YE€TO UM OTO6pa3I/ITC5I B CIIMCKEC CJICBA.

% LeHTp ynpasnenns cucremon (or cynepnonbsosatens) 5@ X
© nasHas @Pemmm skcnepTa | X Boixog @Cnpaaxa
HoBas y4E€THasA 3anuch: [new_used ] Co3gaTtb
user KoMMeHTapui:
et [OomatwHui Katanor: /home/test
WHTepnpeTaTop koMaHa: /bin/bash L]

BXoguT B rpynny aoMUHUCTPATOPOB

Maponk: Co30aTh 3BTOMaTUYECKHN
{1 (sseawuTe dipazy)
{ (nosTopuTte dpazy)

ABTOMaTU4YECKUIA BXOA B CUCTEMY
Pexxum Knocka OBbi4HbIN paboyuia cTon L]

MpuMeHUTL YoanuTe Nonb30BaTens

Puc. 9 — Ynpasnenue jokaqbHBIMU MOJIb30BaTEIsIMU B TpaduueckoM unrepdeiice [[YC


https://ip-address:8080/
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JIOKAJIbHBbIE quTHIﬂE 3A"“CM[ Hacrpoﬁxaf ‘ Cnpaska !] BbiATH

Hogas yyeTtHas 3anuchk:; Co3gathb

user |@ KOMMEHTapHii:

test

Jomalusnil katanor. | /home/user
WHTepnperatop komana:  /bin/bash j
V| BxoawT & rpynny aaMUHUCTPATOPOB
[] Coapats asTomaTiyecku

Mapons: (seepnTe thpasy)

(nosTopuTe dpazy)

& m YOanuTh NONbL30BATENH

Puc. 10 — Ynpagsienue J0KkaapHBIMHU MOJIb30BaTENIMU B BeO-uHTepdeiice [[YC

JIJisl TOTIOJTHUTENbHBIX HACTPOEK HEOOXOIMMO BBIIEIUTH J00aBIEHHOE MMS, 0O,

€CJIM He0OXOIMMO U3MEHUTD CYIIECTBYIONIYIO YUETHYIO 3alUCh, BEIOPATh €€ U3 CIHUCKA.

Kax ol yueTHOM 3a1iucu MOYXHO 3a1aTh:

- KOMMEHTapui — MPOU3BOJIbHBII KOMMEHTapui K y4€THOW 3amucu. HYacto 3aech
YKa3bIBa€TCs peasibHbIC UMS U (DaMUIIHS TI0JIH30BATEIIS;

- JIOMAIITHUHM KaTaJIOT — KaTaJor MoJIb30BaTessi, B KOTOPOM OH OYJET UMETh MOJIHbIC
mpaBa. B ciydae perucTpanuu mMOJIb30BaTENsl B KOHCOJM paboTa HAYMHACTCS
AMEHHO B JTOM Kartajgore. OOBMMHO JOMAIIHHWN KaTajor II0JIL30BaTElIsd
pacrionaraeTcs B /home/mma nose30BaTeNsa, ITOe MMA IOJb30BaTesns — I3TO
VM YYETHOM 3aIIUCH;

- UHTEPIIPETaTOp KOMAaHJ — KOMaHJHas 000JI0uKa, 3alyckaemas IO yMOJYaHUIO
[IPY PETUCTPALlMM IIOJb30BATENSl B TEKCTOBOM KoHcoiu. Ilo yMmoimyanuto
HUCIIOJIB3YETCs /bin/bash;

- BXOJIUT B TPYIIIY aJIMUHUCTPATOPOB — IIPH YCTAHOBJIEHHOW OTMETKE ITOJIb30BATEIIb
MMEET BO3MOKHOCThH MOJIYYUTh MpaBa agMUHUCTpaTopa (root). Hampumep, npu

MOMOIIIA KOMaH/IBI SU (JIs1 3TOr0 HE0OXOAMMO 3HATh MApOJIh AJIMUHUCTPATOPA);
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- TapOJIb — TAPOJIb YYETHOW 3alHUCHU MOXKET OBbITh CT€HEPUPOBAH aBTOMATHUYECKH
(«Co3naTh aBTOMAaTUYECKHW»), TUOO CO3[aH CaMOCTOsITEIbHO. Bo BTOpoM ciiydae

HE00XO0IMMO BBECTH €T0 MOJITBEPKICHUE.
3.2.5. HacTpoiika napoibHbIX OTpaHUYEeHUN

Hacrpoiika MTAPOJIbHBIX OTpaHUYECHUMN MIPOU3BOAUTCS B datine
/etc/passwdgc.conf.

passwdgc.conf — (bal‘/'IJ] KOH(bI/II“ypaLII/II/I libpasswdgc. libpasswdgc — 3TO
mpoctas OuOIMOTEeKa IS TIPOBEPKH HANECKHOCTH Tapojed. [ToMmumMo mpoBepKH MpPOCTHIX
napojiei, TOAJIEpPKUBAIOTCA MaposibHble  (pas3bl. Daiin  KOHPUTYypauu  MOXKET
HCTOJI30BAaThCS JJIsl IEPEOIPEICIICHUSI CTAHAAPTHBIX HACTPOEK 1ibpasswdqc.

®daiin passwdqgc.conf coctout U3 0 uiu 6oJiee CTPOK cliienyroiiero popmara:

OIIIUMA=3HaAUYCeHIEe
[lyctble CTPOKM M CTPOKHM, HA4YMHAWOIIMECS CO 3HaKa peuerka («#»),
UrHOpUPYIOTCS. CUMBOJIBI MPO0OEia MEXAY ONMIMEN U 3HAYEHUEM HE JO0IMYCKAIOTCS.
Omnmun, KoTopble MOTYT OBITh IIEpeJaHbl B MOAYJb (B CKOOKax yKa3aHbl 3HAUEHUS
10 YMOJIYAHHUIO):
min=NO,N1,N2,N3,N4 (min=disabled,24,11,8,7) — MUHUMAJIbHO IOIyCTHMAas
JUTMHA TTapOJIs.
Hcnonp3yemple TUIBI Taposied MO KilaccaM CHUMBOJOB (aidaBuT, dYHCIO,
CIELCMMBOJI, BEpXHUN U HUKHUI PETUCTP) ONPENETAIOTCS CAEAYIOMMNM 00pa3oMm:
- TUI NO HMCHOJIb3YeTCd JUIsl MapoJieid, COCTOALIMX M3 CHUMBOJIOB TOJIBKO OJHOIO
KJ1acca;
- TUN N1 UCIIOJIb3YETCs JJIsl MapoJiei, COCTOSIINX U3 CUMBOJIOB JIBYX KJIACCOB;
- TUI N2 HMCHOJIb3YeTCA Jisi MapoJibHbIX ()pa3, KpoOMEe 3TOro TpeOOBAaHMS JJIMHBI,
naposibHast (ppaza JOHKHA TaKKe COCTOSITh U3 IOCTATOYHOTO KOJIMYECTBA CJIOB;
- TUIIBI N3 M N4 HUCHOJIB3YIOTCS Uil MapoJieil, COCTOSAIIMX U3 CHMBOJIOB TPEX H
YeThIpEX KJIACCOB, COOTBETCTBEHHO.
KitoueBoe ciioBo disabled UCHOJB3YETCA AJIS 3alpeTa naposieil BHIOpaHHOTO THUIIA

NO — N4 HE3aBUCHUMO OT UX JJIMHBI.
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[Ipumeuanue. Kaxnoe cneayromiee 4uCiio B HACTPOUKE «mMiny JTOHKHO OBITH HE
0oJIbIIIe, YeM MIpeabIAyIIEe.

[Ipu pacuere KoaU4ecTBa KJIACCOB CUMBOJIOB, 3arjlaBHble OyKBbI, UCIIOJIb3yEMbIC B
KadecTBEe TMEPBOTO CHMBOJA U MU(P, UCIOJIB3YeMbIX B KayeCTBE MOCIEAHETO CHMBOJIA
napoJsi, He YYUThIBAIOTCA.

max=N (max=40) — MaKCHUMAaJIbHO JIOIMYCTUMas JJIMHA MapoJid. DTa OIMIMSI MOXET
OBITH MCIOJIB30BaHA JIJISI TOTO, YTOOBI 3aMPETUTH TOJIH30BATEISIM YCTAHABIUBATH MTAPOJIH,
KOTOPBIE MOTYT OBITh CJIUIIKOM JUTMHHBIMU JIJIS1 HEKOTOPBIX CUCTEMHBIX CIIyK0. 3HaUCHUE
8 oOpabatkiBaeTcsi 0COOBIM 00pa30M: Mapou JUIMHHEE 8 CUMBOJIOB, HE OTKJIOHSIOTCS, a
oOpe3aroTcsi 10 8 CHUMBOJIOB ISl MPOBEPKU HAACKHOCTH (IOJB30BATENb MPU HTOM
MpEeAYIPEKIACTCS).

passphrase=N (passphrase=3) — YHCJIO CJIOB, HEOOXOOUMBIX IS KIIFOUEBOU
¢dpa3zbl (3HaueHre (0 OTKITIOYAET MOJIEPKKY MAPOJIbHBIX Ppa3).

match=N (mo ymosyuaumio match=4) — JJIMHA OOIIEW MOJICTPOKHU, HEOOXOAUMOM
JUIS. BBIBOJIA, YTO TApOJib XOTsI Obl YaCTUYHO OCHOBAH Ha WHGOPMAIlMH, HAWJICHHOU B
CUMBOJIBHOM CTpoke (3HaueHue () OTKIIOYaeT MOUCK MmojaAcTpoku). Ecnm Halinena crnabas
MOJICTPOKA MapoJib He OyAEeT OTKJIOHEH; BMECTO 3TOTO OH OyJeT MOABEPraThCsi OOBIYHBIM
TpeOOBaHUSAM K TMPOYHOCTH TIpH yJajdeHuu ciaboit moxactpoku. Ilowck moacTpoku
HEYYBCTBUTEJICH K PETUCTPY M MOXKET OOHAPYXHUTh M YJAIUTh OOIIYI TOJCTPOKY,
HaMMCaHHYI0 B 00paTHOM HaIpaBJICHUH.

similar=permit |deny (similar=deny) — HnapaMeTp similar=permit
paspelaeT 3a7aTh HOBBIN MApOJIh €CIIU OH MTOX0X Ha CTaphIii (mapaMeTp similar=deny —
3anpemaet). [lapoau cyuTaroTCs MOXOKHUMHM, €CIIM €CTh JOCTATOYHO JUITMHHAs oO01as
MOJACTPOKA, M MPH STOM HOBBIM TApOJIb C YACTUYHO YJAJIEHHOW MOACTPOKOM Oyaer
ca0bIM.

random=N[,only] (random=42) — pasMep CIy4alHO CreHEpUPOBAHHBIX
napoJibHbIX (pa3 B 6urtax (0T 26 g0 81) unu 0, 4TOOBI OTKIIIOUUTH ATy QyHKIHIO. JIt00ast
naposibHasi (pasza, KOTOpas COJACPKHUT NPEAIOKEHHYIO CIy4ailHO CTEHEPUPOBAHHYIO

CTPOKY, OYJET pa3peliieHa BHE 3aBUCUMOCTH OT JPYTHX BO3MOXKHBIX OTpPaHUYEHUH.
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3HaueHue only HMCIIOJB3YETCA IJIsI 3alIpeTa BBI6paHHBIX I10JIB30BATCIIEM naponeﬁ.

enforce=none|users|everyone (enforce=users) — napamMeTp
enforce=users 3aJa€T OTPAHNYCHUC 3adaHUA Hapomﬁ B passwd Ha TOJIb30BaTeIch 0e3
noHoOMoun# root. Ilapamerp enforce=everyone 3aaeT OrpaHUYCHUE 3aJaAHUA HApOJIEH
B passwd U Ha HOHLSOBaTeHeﬁ, U Ha CyHnepHnoJib3oBaTeis root. HpI/I 3HAYCHHUHU none
Moaysib PAM Oyner ToapKo npeaynpekaaTh O cIadbIX MapoJsx.

retry=N (retry=3) — KOJIHYECTBO 3alIPpOCOB HOBOI'O IApPOJIi, €CJIN I10JIb30BaATC/Ib
C IICPBOI'0 pa3a HC CMOKCT BBCCTH JOCTATOYHO HAJCKHBIN I1apoJib U IIOBTOPUTH €T'0 BBO.

Jlanee TpUBOAWTCS TpUMEpP 3aJaHUs  CICOYIOMMX 3HAYeHUM B  (aiiie

/etc/passwdqgc.conf:

min= 8,7,4,4,4

enforce=everyone

B ykazaHHOM mpuMepe Mojh30BaTelsiM, BKJIIOYasl CyIeproJib3oBaTesns root, Oyaer
HEBO3MOXHO 3a]1aTh MMapOJIu:

- TUMa NO (CUMBOJIBI OJIHOTO KJIacca) — JIJIMHOM MEHbIIIe BOCBMU CHMBOJIOB;

- TUMa N1 (CUMBOJIBI IBYX KJIACCOB) — JITMHON MEHBIIIE CEMU CUMBOJIOB;

- Tna N2 (mapoJibHble (pasbl), THMA N3 (CUMBOJIBI TPEX KIACCOB) M N4 (CHUMBOJIBI

YEeThIPEX KJIACCOB) — JITTMHON MEHBIIIE YETHIPEX CUMBOJIOB.

3.2.5.1. YmpaBrieHnue CpoKoM IeHCTBHUS TApOIIs

JUist ynpaBlIeHHs CPOKOM JEHCTBUS IApOJIEM MCHOJIb3yeTCsl KOMaHIa chage
paszpenieHa TOJBKO JUIS AJMUHUCTPATOpa, 3a MCKIIOYEHUEM HCIOJB30BaHUS €€ C
napamMeTpoM -1, KOTOpPbIA TMO3BOJISIET HENPHUBUIIETUPOBAHHBIM  IOJIH30BATEISAM
ONpPENENIUTh BPEMSI, KOTJa UCTEKAET UX NapoJib UIK, KOTJa yCTapeeT YUETHAs 3allKCh.

chage M3MEHSET KOJMYECTBO JHEH MEXIY CMEHOM Mapojs U AATOM MOCIEIHETO
M3MEHEHUS TapoJisl.

CuHTaKCHC KOMaH[bI: chage [mapameTp] JOTMH

Komanna 1uist mnpocmoTtpa cripaBo4HOM HHGOpMAaIMKU 00 YTUIIUTE: chage --help

OCHOBHBIE ITAPAMETPHI:

- -1 — IPOCMOTpP MH(OPMAIIUU O CTAPEHUHU YUETHOH 3aIMCHU MOJIb30BATENS;

- -d, --lastday LAST DAY - HU3MEHSETCS 3HA4€HHE LAST DAY Ha JI€Hb, KOrja
OBLIT U3MEHEH MapoJib ocieaHui pa3 (uucio qued ¢ 1 suBaps 1970). [ata taxxke
MOeT ObITh Yka3aHa B (popmate [TTT-MM-J1/];

- -m, --mindays MIN DAYS - H3MEHSETCS 3HAYeHUE MIN DAYS HA MUHUMAJbHOE
YHUCIIO JHEH MeXAy cMeHOW mapoiid. 3HadeHue () B 3TOM moje 0003HAa4yaeT, 4To
II0JI30BATENb MOYKET U3MEHSTh CBOM MapoJib, KOTJAa YTOJIHO;

- -M, --maxdays MAX DAYS H3MEHSETCS 3HaY€HUEe MAX DAYS Ha MAaKCHUMAaJbHOE
YUCJIO JHEH, B TEUEHHE KOTOPBIX Mapoib emie aedctBureneH. Korma cymma
MAX DAYS W LAST DAY MEHbIIE, YeM TEKYyIIUH JeHb, y MOJb30oBaTens Oynaer
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3alpolleH HOBBIM MapoJyib O Hayaia pabOThl B CUCTEME. DTa Omepanuss MOXKET
IpeBapsATLCS MPEAYNpPeKIcHIUEM (TTapaMeTp —W);

- -E, --expiredate EXPIRE DAYS HCHOJIb3YETCS IUIA 3aJaHUs JAThbl, C KOTOPOH
y4eTHasl 3alUCh IOJIB30BATENS CTAHET HEAOCTYNHOU. [lapamerp EXPIRE DAYS —
gucino aHedt ¢ 1 suBaps 1970. Jlata Takke MOXeT ObITh yKazaHa B ¢opmare
[TTT-MM-J1/1;

- -I, --inactive INACTIVE HCHOJB3YETCA MJIA 3aJlaHusl KOJWYEeCTBa JHEH
«HEAKTUBHOCTU», TO €CTh JIHEW, KOorja IO0JIb30BaTelb BOOOIIE HE BXOAWI B
CUCTEMY, TIOCJIE KOTOPBIX €ro y4yeTHas 3amuch OyaeT 3abimokupoBaHa. [lapamerp
INACTIVE €CTh KOJIMYECTBO «HEAKTHBHBIX» NHEHW. 3HaueHUEe ( OTKIIOYAET 3TOT
pexuM;

- -W, --warndays WARN DAYS — 3HAQ4€HME WARN DAYS 3aJaeT YHUCIO JHEH N0
UCTEYEHUs] CPOKa JEWCTBUS MapoJid, HAUMHAs C KOTOPBIX MOJB30BATEN0 OyleT
BbI/1aBaThCA MPEAYIPEKACHUE O HEOOXOAUMOCTH CMEHBI ITapoJIsl.

3.2.6. Hactpoiika HETOBTOPSIEMOCTH TTAPOJIS

I[JISI HaCTpOP'IKH 3TOI'O OTpaHHUYCHUA HCO6XOI[I/IMO U3MCHUTD (paﬁn
/etc/pam.d/system-auth-local-only TakKuM O6p&%»@ yTOOBI OH BKJIFOYaJI MOJYJIb

P am_pwh istory MOCIE IICPBOIO ITOABJIICHHA CTPOKHU C IIaPOJICM:
password required pam passwdgc.so
config=/etc/passwdgc.conf
password required pam pwhistory.so debug
use authtok remember=10 retry=3

BHMMAHMUE!

B maHHOM ciy4ae CHCTEMHBIM KaTaJor CTaHET JOCTYIHBIM JUIS  3aIUCH
MOJIb30BATEISIM  TPYNIBI  pw_users (co3maiiTe 93Ty Tpynnmy M BKJIOYHTE TyJda
MTOJIb30BaTEIICH ).

BHMMAHMUE!

baza wucnone3yembix maposieii Bemerca B (ailie /etc/security/opasswd,
B KOTOPBIM IOJIb30BATENN JOJKHBI UMETh JOCTYIl Ha YTE€HHE W 3amuch. IIpu 3TomM oHH
MOTYT 4YHMTaTh XOJIIM IIapOJIEM OCTaJbHBIX TMoOJb30BaTened. He pexkomengyercs
MCIIOJIb30BaTh HA MHOTOIOJIb30BATEIbCKUX CUCTEMAX.

Cozpmaitite  (aitn  /etc/security/opasswd M JalTe TpaBa Ha 3aMHCh

I10JIb30BaTCIIAM:.
install -Dm0660 -gpw users /dev/null /etc/security/opasswd
chgrp pw users /etc/security
chmod g+w /etc/security
[locne poOaBieHus 3TOW CTpOKM B aiie /etc/security/opasswd OyIyT

XpaHutbest nociaeanue 10 maposielt mosib3oBaTeNs (COAEPKUT XJIIM MMapoJied Bcex
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YUYCTHBIX 3anucen HOJ'H)30B3TCJ'I€I>1) U TIPpU TOIBITKC HCIIOJb30BAHUS IIAPOJIA M3 3TOI'O

cricKa Oy/eT BhIBEJIeHa OIIMOKa:
Password has been already used. Choose another.

B cilydac CClIn H€O6XOIII/IMO, YTOOBI IMPOBCPKa  BBIIOJIHAJIACH W OJIA

CyIEPIIOIb30BATEINS T00t, B HACTPOUKHU HY>KHO N00aBHTH napamMeTp enforce for root:
password required pam pwhistory.so debug
use authtok enforce for root remember=10 retry=3

3.2.7. Moaudukaiuys y»e UMEIOITUXCS MOIb30BaTeIbCKUX 3aIucen

I[JDI MOI[I/ICI)I/IKaI_[I/II/I YK€ HMCHOIIUXC I10JIB30BATCIBCKHUX 3anucen IMMPUMCHACTCA
YTHJIMTA usermod.

CHUHTaKCHUC:
usermod [napamerprr] LOGIN

Omnmuu:

1) -a, --append — m00aBHT IOJB30BATEls B IpymIy. VCmoas3yeTcsi TOJIBKO
COBMECTHO C ONIHEH -G,

2) -c, --comment KOMMEHTAPUI — jJro0ast TeKcToBas cTpoka. HoBoe 3HaueHue
KOMMEHTapus;

3) -d, --home [OMANHMI KATAJIOT — HA3HAYUThH HOBBIM JOMAIHUN KaTaJIOT JIs

nosnb3oBatens. Eciau BBeAgeHa TakkKe ONUUSA -m, COAEPKUMOE TEKYIIEro
JIOMAIIIHETO KaTajiora Mojb30Baresisa OyAeT mepeMelleH B co3aaBaeMeblil. Eciu
ATOr0 KaTajora He CyLIECTBOBAJIO — OH Oy/ET CO3/IaH;

4) -e, -——expiredate HOATA YCTAPEBAHMA — pgara, Korga Y4Y€THasd 3aluchb
noiwp3oBaTenss  Oymer  3abmokupoBana. Jlata 3amaetrcs B (dopmare
ITTT-MM-]1/1;

5) -f, --inactive JHEM — YHCIO OHEH, KOTOPHIC IOJUKHBI IPOUTH IOCIE

ycTapeBaHus aposist, YTOOBI yUeTHas 3anuch 3abJ0KkupoBaiach HaBceraa. Eciau
YKa3aHO 3HayeHWe O, TO Yy4YeTHas 3aluch OJOKHpYyeTcs cpaszy Iocie
yCTapeBaHUsl MapoJisi, a IMpH 3HAYEHUM -1 JaHHasg BO3MOXXHOCTb HE
ucrons3yercs. [1o yMon4aHuio UCIoIb3yeTcsl 3HAaYeHUe -1,

6) -g, --gid TPYNIA — UMS WIM YUCIOBOU MACHTU(PUKATOP HOBOW HAYATBHON
rpynnsl nojb3oBarend. MneHTudukatop rpynmbsl JOJKEH yKa3blBaThb Ha YkKe
CYLIECTBYIOILLYIO TPYIIY;

7) -c, -—groups TPYNNAL [, 'PYNNA2, ... [,TPYINIAN]]] —  CIMCOK
JOTIOJIHUTENIBHBIX TPYIII, B KOTOPBIX YMCIMTCS MOJIb30Barelb. Ilepeuncinenue
IpyNI OCYILECTBISETCS 4epe3 3alsaTyro, 0e3 MpOoMeEXyTOUHbIX IpobOenoB. Ha
yKa3aHHbIC TPYMNINbl JEUCTBYIOT TE€ K€ OrPAaHUYEHUs, YTO W I TPYNIBI,
YKAa3aHHOU B ITapaMeTpe —g. Ecin moap30BaTens COCTOUT B TPYyNIIE, KOTOpas HE
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OblIa TEepevuclieHa, IOJb30BaTelb OyAeT yAalleH W3 O3TOH TPYIIBI, 3TO
MOBEJCHUE MOXKET OBITh U3MEHEHO, €CITU UCII0JIb30BATh TaKKe MapameTp -a;

8) -1, --login NEW LOGIN — HMS IIOJIb30BaTelisi OyJeT M3MEHEHO ¢ LOGIN Ha
NEW LOGIN. Hukakue npyrue mapameTpsl MOJIb30BaTENs HE U3MEHSITCS,

9) -L, --lock —3a0JOKHPOBATH MMAPOJIb MOJIH30BATEIIS;

10) -h, --help — moKa3aTh KPATKYyIO CIIPABKY U 3aKOHYUTH PadboTy;

11) -m, --move-home — TIEPEMECTUTh COJCPKAHUE JOMAIIHErO KaTajora
roib30Bareds. Mcnonb3yercs TOIpKO COBMECTHO C OINIMEN —d;

12) -p, --password TAPOJIb — MMHU(POBAHHOE 3HAYCHHUE IIApOJIA, KOTOPOEC
BO3BpauaeT GyHKIuUs crypt;

13) -s, --shell OBOJIOYKA — HMs PETUCTPALMOHHONW OOOJIOYKH ITOJIb30BATEIIS.

Eciu 3ajmath mycroe 3HaueHue, TO OyJIeT MCIOJIb30BaHA PETUCTPALMOHHAS
000JI04Ka 110 YMOJIYAHUIO;

14) -u, --uid UID — YHCIIOBOE 3HauYcHHEe HIcHTH(]UKaTopa mois3oBateins (ID).
OHO [OMKHO OBITh YHUKaJbHBIM, €CIM HE HCIOJB3YeTCS MapaMmeTp -o.
3HaueHue JOJDKHO OBITh HEOTpHUIATeNbHBIM. [0 yMOTYaHHIO HCIONB3yeTCs
HauMeHblee 3HaueHue [D Oonbiiee 999 u Oonbliee m000r0 Apyroro 3Ha4YeHUs
nosnb3oBatTens. 3HaueHus oT 0 g0 999 00bYHO 3ape3epBUPOBAHBI IS
CUCTEMHBIX YUETHBIX 3aIlUCeH;

15) -u, --unlock — pa30JOKUPOBATH MAPOJIH ITOJIH30BATEIIS.

JloGaBuTh noap3oBarens B rpynimsl audio, rpm u testl:
# usermod -G audio,rpm,testl testl

Takas xomMaH7a U3MEHHUT CIHCOK TPYII, B KOTOPBIE BXOJUT MOJIb30BaTENb testl —
Terephb BXOAUT B rpytiibl audio, rpm u testl.

CMeHna UMeHH 1oJib30Bareia ¢ testl Ha test2:
# usermod -1 test?2 testl

BpemenHo 3a0710KkupoBaTh BO3MOYKHOCTH BX0J1a B CUCTEMY TOJB30BATEINIO test2:
# usermod -L test?2

Paz6moxkupoBats mosib3oBaTenst test2:

# usermod -U test?2

OTKJIFOYUTh MHTEPAKTUBHBIA BXOJI IOJIH30BaTEIO 1eSt2:
# usermod --shell /sbin/nologin test?2

WN3MeHeHuss BCTYIAT B CHIIy TOJIBKO NPH CIEAYIOIIEM BXOJE I0JIb30BATEIsA B
CUCTEMY.

Ilpy He WHTEpaKTUBHOM CMEHE WIM 3aJaHUU NapoJed sl LEI0M TPYIIIbI
mojb3oBaTeNel ucnoib3yte ytuinuty chpasswd. Ha cranmaptHeiii Bxoa el ciemyer
M0J1aBaTh CIUCOK, KKJasi CTPOKa KOTOPOTo OyJeT BBITISIIETh KaK <umMa>: <11apoJsib>.


https://www.opennet.ru/cgi-bin/opennet/man.cgi?topic=crypt&category=3
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3.2.8. Y nanenue nojp3oBareinei

JInst yaaneHus moiab30BaTeNIed UCIIONIb3YETCS MporpaMma userdel.

CuHrakcuc:
userdel [-r] LOGIN

VY nanurth moap30Barteiis test2 U3 CUCTEMBI:
# userdel test?2

Eciu Oyner AONMONHUTENBHO 3aJaH MapamMerp -r, TO OyAeT YHUYTOXKEH U
JOMAIlIHUNA KaTajor ToJib3oBaTend. Henb3s ynanuTh mMmosb3oBaTeNds, €CIU B JaHHBIN
MOMEHT OH elIe paboTaeT B CUCTEME.

3.2.9. OrpannveHre NOJTHOMOYHIA MOJIb30BaTENCH

CMoTpuTe Takke MHPOPMAIUIO MO OJOKHPOBAHUIO CEaHCa JOCTYyNa B JIOKyMEHTE
«PyxoBonctBo agmunuctpartopa. JIKHB.11100-01 90 02).

3.2.9.1. Hactpoiika orpaniueHu# MOJIb30BaTENEH IO CIIOIB30BAHUIO0 KOHCOJIEH

YToOBl OrpaHUYUTh KOHCOJIBHBIA AOCTYN JUISl TIOJIb30BATENICH/TPYII C MOMOUIBIO
MOJYJIS pam_access.so HEO00XO0IMMO BHECTHU WU3MEHEHUS B Gaiin
/etc/security/access.conf.

YToOBl OrpaHUUYUTh JOCTYI JUIsl BCEX MOJb30BaTENIeld, KpOME MOJIb30BaTENs root,

cleAyeT BHECTHU CIEAYIOIe U3MEHEHHS B (Dailll /etc/security/access.conf.
-:ALL EXCEPT root: tty2 tty3 tty4 tty5 tty6 localhost

HOCTYH MOYET OBITH OI'PaHUYCH IJIsI KOHKPCTHOI'O ITOJIb30BATCIIA:
# vim /etc/security/access.conf
—-:user: tty2 tty3 tty4 tty5 tty6 LOCAL

Jloctym MoOKeT OBITh OrpaHWYEH JJis TPYIbl, CcoJepxameid HEeCKOJIbKO
II0JIb30BATCIICH:

# vim /etc/security/access.conf

—-:group:ttyl tty2 tty3 tty4 ttyb5 tty6 LOCAL

Hanee Heobxomumo ckoHpurypupoBaTh ctek PAM nis MCHONB30BaHUS MOJYJIS
pam_acCesS.SO ajisi OTpaHHYCHHSA OOCTyIla HAa OCHOBE OrpaHquHHﬁ5 OIIpCACIICHHLBIX B
(aiisie /etc/security/access.conf.

Jlns aToro pomucath B (paitn /etc/pam.d/system-auth-local CTPOKY account

required pam_access.so IOCIC CTPOKH account required pam tcb.so:

auth required pam_tcb.so shadow fork prefix=$2y$ count=8 nullok
account required pam_tcb.so shadow fork

account required pam_access.Sso

password required pam passwdgc.so config=/etc/passwdgc.conf
password required pam_tcb.so use authtok shadow fork prefix=$2y$
count=8 nullok write to=tcb

session required pam_tcb.so

session required pam_mktemp.so

session required pam limits.so
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3.2.9.2. baokupoBanue ceanca. Ceppuc timeoutd

CepBuc timeoutd (maker timeoutd) ocymiecTBisCT OrpaHMYCHHE IO BPEMEHH,
olpe/ieliIeHHoe B (Qailie /etc/timeoutd/timeouts. Korma pnanHas mnporpamma
3arycKaeTcsl B pexxuMe JieMoHa (0e3 rmapameTpoB), TO OHa ocTaeTcsi paboTaTh B CUCTEME B
(OHOBOM pEXHMME U KaXAYI0 MUHYTY CKaHUpyeT (ailsl /var/run/utmp U MPOBEPSET B
¢aiine /etc/timeouts 3aMKMCH, COOTBETCTBYIOIIME UMEHH TMOJIH30BATENS MO CIEAYIOIIUM
IapaMeTpam:

- TEKYyLIEe JaTa U BpeMs;

- YCTPOKMCTBO tty ¢ KOTOPOTO MOJIb30BATEND BOIIEN B CUCTEMY;

- uaeHTupukarop noas3zoarens (UID);

- TpyIIIa MOJb30BaTENS.

Ecnu HaliieHO COOTBETCTBHE HAa OrpaHMYEHHs MJis JAaHHOM 3amucH, TOo login
Mpolieccy JaHHOro moJib3oBaTens Oyner nocian curHan SIGHUP, 3a xoTopeim uepe3 5
cekyH crnenyeT SIGKILL st mpoBepKH, YTO MOJIb30BATENb BBILIET U3 CUCTEMBI.

Bo Bcex cnywasx, Korja 3TO BO3MOXHO, 32 N MUHYT (Bpemsl ompeneisieTcss B
/etc/timeoutd/timeouts, MO YMOJIYAHUIO 5 MUHYT) 0 UCTEUEHMs BpeMmeHHu timeoutd
OyAeT Kakyl0 MUHYTY MOCBUIATh MOJIb30BATENIO PEIYTPEXKIatoIIee COOOEHHE.

Timeoutd mo3BoJjsieT OrpaHUYUTH KaK BpeMs MPOCTOsl, TaK U CyMMapHOE Bpems
HaxO0JICHUS T0JIb30BATENS B CUCTEME 3a CECCUIO U 3a JICHb.

®daiin /etc/timeoutd/timeouts UCMOIB3YETCS CIIYKO0H timeoutd AJ1s1 yCTaHOBKH
OTpaHUYCHHUI Ha BpeMsi pabOThl HEKOTOPBIX MOJIb30BATENECH WM TPYII MOJb30BATEINICH,
Ha TEPMHUHAI, C KOTOPOIO IIOJb30BATENb MOYKET BXOAUTH B CHUCTEMY, Ha BpEMS
HAXO0X/ICHUS TO0JIb30BaTelsl B HEAKTUBHOM pEXHUMeE, Ha BpeMsi pabOThI 3a OJHY CECCHUIO, U
Ha BpeMs pabOThl B TEUEHUE JHS HA YKA3aHHOM T€PMUHAJIE.

Bce ctpoku ¢aiina /etc/timeoutd/timeouts JOJDKHBI UMEThH BUJI:

TIMES:TTYS: USERS : GROUPS : MAXIDLE [ ; MESSAGE] : MAXSESS [ ; MESSAGE ] : MAXDA
Y [;MESSAGE] : WARN : LOCKOUT [ ; MESSAGE ]

WIH

TIMES:TTYS:USERS:GROUPS:LOGINSTATUS[;MESSAGE]O

Onuuu timeoutd MpuUBeAEHbI B Ta0bauIe 1.
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1 — 3Havenus omnuui it timeoutd

Ormus

Bo3moxxHO€E 3HaUeHUE

Onucanue

TIMES

DD[DD...][SSSS-
EEEE]

TIMES — pa3nenennblie 3ansTHIMA OTPE3KH
BpPEMEH, JIUTIT KOTOPBIX IOMyCTUMA 3aIUCh. 3aMHCh
OyJeT OJHOCTHIO TPOUTHOPUPOBAHA 32
MpeaesiaMi STOTO BPEMEHHU.

DD st0 oxno u3 3nauenuit Su Mo Tu We Th Fr Sa
WK Al (Su — Bockpecenbe, Mo — oHeIenbHHK, Tu
— BTOpHUK, We — cpena, Th — getBepr, Fr —
nATHHIA, Sa — cyo6oTa, Wk — paGouue quu, Al —
BCE€ JIHH).

SSSS u EEEE — HauasibHOE ¥ KOHEYHOE BPEMS B
24-01 HOTAIMH.

TTYS

ttyS3, ttySh

Cnucok koHconed. CuMmBoa * Oyner
COOTBETCTBOBATh BCEM (ty YyCTPONCTBAM.

USERS

user, test

CIucoK moJIb30BaTENIEeH.

GROUPS

user, test

Cnucok rpymi.

MAXIDLE

<BpeMsa B MUHYTax>

JlommycTuMoe Bpemsi 6€3/1eHCTBUSA MOJIb30BaTENs
(Bpemsi, BO BpeMsi KOTOPOTo HE ObLIIO OOHAPYKEHO
AKTUBHBIX JCHCTBUHN MOJIB30BATEIIN).

MAXSESS

<BpeMsa B MUHYTax>

MaxkcuManbHOE YUCJIO0 MUHYT, B TEUEHHUE KOTOPHIX
[10JIL30BaTENb MOYKET HAXOOUTHLCA B CUCTEME B
TeYeHHUE OTHOU CECCHUH.

MAXDAY

<BpeMsa B MUHYyTax>

MaxkcuManabHOE YHCII0 MHUHYT B ICHb, B TCUCHHC
KOTOPLIX ITOJIB30BATCIIb MOKCT HAXOANTHCS B
CHUCTCMC.

WARN

<BpeMsa B MUHYyTax>

YBenoMIeHue AJ1s TOJIb30BaTEINEH, KOTOPHIE
npebicunu 3HaueHuss MAXSESS niin MAXDAY.
[Tonp3oBaTens OyaeT MoydaTh
peaynpekIaInee COOOEHUE KKy MUHYTY
B TedyeHMM WARN (1o ymonuanuto 3HaueHHE 5)
MUHYT, IOCJIE YET0 €ro ceccusi OyAeT 3aKphITa.

Omumst NOLOGIN — wucnones3yercss sl  OTpaHUYEHUsS]T BPEMEHH, KOT/a

OHpC)IeHCHHBIfI IMOJIL30BATCJIb WJIM T'PYIIIa J'IIO)ICﬁ MOTYT HCIIOJIB30BAaTh OIPCACIICHHLIC

KOHCOJIN.

[Ipu mpocmotpe aiina /etc/timeoutd/timeouts, aeMoH timeoutd Oymer

HCIIOJIB30BaTh NEPBYIO 3amuch, st koTopod Bce nonst TIMES:TTYS:USERS:GROUPS

COOTBCTCTBYIOT ITPOBCPACMOMY I10JIb30BATCIIIO.
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IIpumep HacTpOUKH:
1) BKIIOYUTH CIyKO0y timeoutd B aBTO3aITyCK U 3aIlyCTUTh €€:

# systemctl enable timeoutd

# systemctl start timeoutd
2) OTpelakTUpoBaTh (Paiia /etc/timeoutd/timeouts. Hanmpumep:
- 3aMPETUTH MOJIB30BATENIO t€St pErUCTPUPOBATHCSA BO BCEX KOHCOJISIX:
Al:*:test:*:NOLOGIN
- YCTAHOBUTh BpEMsI HEAKTMBHOCTH paBHbIM 10 MuHYyTaM s BCEX
noJib3oBaTesiel (0e3 orpaHuYeHus IO BpEMEHH Ha CECCHIO):
Al:*:*:%:10
- HE OTPAHUYMBATH MOJB30BATENS USET:
Al:*:user:*:0:0:0:0
- pa3pelmnTh MOJb30BaTEN0 Newuser B KoHcoiu ttyS3 20 MuHyT
HEaKTUBHOCTH, 240 MUHYT paboTHI 3a ceccuto, U 480 MUHYT B JI€Hb (BpeMs
MEXy CEaHCaMHM JIOJKHO COCTaBIIATh HE MeHbIle 20 MUHYT):
Al:ttyS3:newuser:*:20:240:480:10:20
- BCEM OCTAJIbHBIM Pa3pelIuTh TOJIBKO AOCTYN K KOHCONH ttyS3 B Teuenue 120
MUH 3a ceccuto, 1 240 MUHYT B JICHb:
Al:ttyS3:*%:%:20:120:240:5
3) 4TOOBI IPUMEHHUTDH HOBBIE IIPABHIIA HCOOXOAMMO IIEPE3ayCTUTh CIYKOY
timeoutd:

# systemctl restart timeoutd
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3.2.10. Pexxum orpanndeHus JeHCTBUIN TOJIB30BATENS (PEKUM KKHOCK))

Pexum «KHOCK» CITy’)KHT 11 OTpAaHHYEHUS TIPaB MOJIb30BaTeNICH B CUCTEME.

[Mpodwmie kuocka — daitn .desktop (0OBIYHO W3 /usr/share/applications),
pa3MeniaeMblii B Karajor /etc/kiosk. 3agaTh mpoQmib KHOCKA ISl TOJb30BATENs
MOxHO B Moayib LIYC «JlokanmpHble yueTHbIC 3amucuy alterator-users (tosibpko GUI).

B kadecTBe mpuMepa pacCMOTPUM HACTPOUKY PEKUMA «KHOCK» ISl TIOJIh30BATEIIS
kiosk. TTonp3oBaTemo Kiosk Oyzaer paspelieHo UCIoab30BaTh TOJILKO BeO-Opaysep firefox.
Jliis HacTpONKH pekrMa KHOCKa JIJIsl TIOJIb30BaTENsI, HEOOXOIMMO BBIMOJIHUTH CIIEAYIONINE
JNEUCTBUSL:

1) co3gaTh KaTajor /etc/kiosk (€CIM OH €IlE HE CO3/aH):
# mkdir /etc/kiosk

2) ckomupoBath (alin firefox.desktop W3 /usr/share/applications, B

KaTaJjor /etc/kiosk:

# cp /usr/share/applications/firefox.desktop /etc/kiosk/
3)ecnu  HeoOXoaMMO UYTOOBI pH  3alycke BeO-Opay3epa  OTKpbIBaJach
ONpeNeliCHHass CTpaHWlla, HEOOXOJUMO BHECTM U3MEHEeHus B  (hailn

/etc/kiosk/firefox.desktop:
# vim /etc/kiosk/firefox.desktop
[Desktop Entry]

Exec=firefox http://<ampec canra>

4) 3anyctuth LIYC u B Moayne «JIokanbHble ydeTHBIC 3alUCH», BHIOPAB YUCTHYIO
3anuch kiosk (ecnu ydeTHOM 3amucu He CYIIECTBYET, HEOOXOAUMO €€ CO3/1aTh), B
BBITIaJIafoIeM crucke «Pexxum kwmocka» BwIOpaTh NyHKT «Beb-Opaysep
(firefox.desktop)» u Haxatb kHOTIKY «IIpuMeHnUTHY (pHC. 11).

5) 3aBepIINTh CEaHC TEKYIIEro IOJb30BaTesi M BOWTH B CHCTEMY HCIIOJIB3Ys
yueTHylo 3amuch mnoisb3oBarens kiosk. Ilomp3oBatemo kiosk Oymer moctynen
TOJIbKO BeO-Opay3ep firefox, mo ymomyanuio Oyaer 3arpyeHa CTpaHUIla, aapec

KOTOpPOH yKa3aH B mapaMeTpe Exec B (aiinie /etc/kiosk/firefox.desktop.



68
JIKHB.11100-01 99 02

© rnasuan  [EPexum akcnepTa

@ Cnpaska

HoBas y4ETHas 3anuchk: Co3paTh
user KoMMmeHTapui:
test % :
- [OomatHuin Katanor: /home/kiosk
WHTepnpeTaTop komaHa: /bin/bash LI

BxogwuT B rpynny agMWHUCTPaTOPOB

Maponk: | | CospaTh aBTOMaTUHECKM
{1 (sseawuTe dpazy)
{ (nosTopuTe dpazy)

ABTOMaTW4YECKWA BXOA B cucrTemy

Pexxum Kuocka l Obbi4HBW paboyunia cTon \

Beb-6payaep (firefox.desktop)

'npwmeHMTb YoanuTe NoONL30BaTENA

Puc. 11 — HacTpoiika pexxuma «KHOCK» Jis Tojib3oBaresst Kiosk

3.2.11. OrparndeHre HEYCIEITHBIX TOMBITOK BX0/1a B UHPOPMAITMOHHYIO CUCTEMY

JIIss  orpaHWYCHHUS HEYCIICHIHBIX TIOIMBITOK BXOJAa HCIIOJB3YETCS  MOJIYJIb
pam tally?2, OJIOKUPYIOIINN aKKayHTHI MOJB30BATENCH MOCIIE HECKOJIBKUX HEYyHauyHBIX
MOMBITOK BBOJIA TIAPOJIS.

C moMOIIBI0 MOAYNS pam tally2 MOXHO 3a0JOKHPOBATh YUETHYIO 3aIUCh: JTHOO
Ha ONpEJICIICHHBIA CPOK, JINOO IMOKa €€ He Pa30JIOKUPYET aIMUHUCTPATOP.

Jlo6aBienue cuenayromieid CTpokd B ¢ailn /etc/pam.d/login 3a0JIOKUPYET BCe
YYETHBIC 3aIlMCH, KPOME Toot, Ha J[Ba Yaca, IMOCje YeThIPEeX HEYAauHbBIX MOIBITOK BXO/a B

CUCTEMY:

auth required pam tally2.so deny=4 unlock time=7200
JloOaBnienue 3Toil cTpoku B (aili /etc/pam.d/sshd 3a0JOKUPYET BCE YUYETHBIE
3alKCcH, KpoMe root, Ha JBa 4Yaca, MOoCJie YEThIPEX HEYIauyHbIX MOMBITOK BX0/la B CUCTEMY

o ssh.
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B ciydae, ecnu HeoOXOAMMO, YTOOBI MOAYNIb pam tally2 KOHTPOJMPOBAl U
YUYETHYIO 3aIllCh CYNEPIOIb30BaTeNs root, B HACTPOMKU HYXKHO J00AaBUTH IMapaMerp
even deny root. J[loOaBnenue cnemyromeii cTpoku B Gaiin /etc/pam.d/login
3a6HOKpreT BCC YUCTHBLIC 3aIIMCH, BKJIIOYasd YUCTHYIO 3allMCh CYIICPIIOJIB30BATCIIA root,

ITOCJIC YCTBIPCX HCYAAYHBIX IIOIIBITOK BXOJada B CUCTCMY:

auth required pam tally2.so deny=4 even deny root

unlock time=7200

MOI[YJ'IB pam tallyZ2 MOXET 0T06pa}KaTB KOJIMYCCTBO HCYAAYHLIX ITIOIIBITOK BXO/1ad
HOHBSOBaTeHeﬁ, C6paCBIBaTI) WHAWBUAYAJIbHBIC CHCTYHUKH, I OYHUINATL BCC CUCTUYUKHU.

I1 PUMCYAHHUC. YcraHoBKa HNCKYCCTBCHHO 3aBBLIIICHHBIX CUYCTYHKOB MOZKCET
HCII0JBb30BaTbCA 1A 6HOKI/IpOBKI/I MOJB30BaTEICH O€3 N3MEHEHHS UX HapOJIeﬁ.

3amyck KOMaHAbl pam tally2 0€3 OMNIMI MO3BOJIIET MPOCMOTPETH KOJIMYECTBO
HCYCIICHIHBIX ITOIIBITOK BXOJad B CUCTEMY BCCX T10JIb30BATEIICH.

KonuyecTBo HCYAAQUHBIX IIOIIBITOK BXOAd KOHKPCTHOI'O IIOJB30BATCIIA MOXKHO

YBUACTH C IOMOIIBIO KOMAaHABI:
#pam tally2 --user test
P336JIOKI/IpOBaTI> YUYCTHYIO 3alIMCh IIOJIb30BATCIIA oe3 TaﬁMaYTaI
#pam tally2 --user test --reset

PAM ¢ukcupyer Bce HeyAauHble NOMBITKM BXOAa B cucTeMy B syslog, eciu
HEO0OXO0MMO 3alUChIBATh BCE MOMBITKM BXOAA B cUCTEMY (YCIIEUIHbIE U HEYCHEIIHbIE), TO
B (paiin /etc/pam.d/login HY)XKHO T100aBUTh CTPOKY:

account required pam warn.so

3.2.12. OrpannyueHue 4ncia rnapamuielbHbIX CEaHCOB JOCTYIA JIJIs KaXKI0N YYeTHOU

3aMyuCcH NOJIb30BATENS MH()OPMALTMOHHOW CUCTEMBbI

B daiine /etc/security/limits.conf ONPENENSIOTCS OTPAHUYCHUS PECYpPCOB
CUCTEMBI JIJIsl TIOJIb30BATEIIS UK TPYTIBI MToJIb3oBaTeneil. dopmar daitna:

<domain> <type> <item> <value>

IlepBoe nosie (domain) MOXXET COAepKaTh:

- UMs OJIb30BATES;

- ums rpynnsl. [lepen uMeHeM rpynmnsl Hy>KHO YKa3aTh CUMBOJ «(@»;
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- cuMBOI «*». JlaHHOE OrpaHnyYeHne OyeT OTpaHUYCHUEM TI0 YMOJTYaHUIO.

Btopoe mone — 3to Tumn orpanudeHus: markoe (soft) miaum xecrkoe (hard). Msrkoe
OTpaHUYEHHUE OMPEACIISET YUCIO CUCTEMHBIX PECYpPCOB, KOTOPOE MOJB30BATENh BCE CIIIe
MOXKET TPEBBICUTh, >XECTKOE OTPAHMYCHUE IPEBBICUTH HEBO3MOXXHO. [Ipm mombITKe
C/IeNaTh 3TO, MOJIB30BATENb MOTYIUT COOOIICHIE 00 OIMOKe.

DNEeMEHTOM OrpaHUYeHHUs (item) MOXKET OBITh:

- core — OrpaHnyecHue pasmepa (aiina core (Koaiir);

data — MaKCUMaJIbHBIN pa3mep naHHbIX (KOaiiT);

- fsize — MaKCHUMaJIbHBIN pa3mep ¢aiia (Koait);

- memlock — MAaKCUMaJIbHOE 3a0JIOKMPOBAHHOE ajpecHoe nmpocTpancTBo (Ko6aiir);
- nofile — MAaKCUMaJIbHOE YUCJIO OTKPBITHIX (DailyioBs;

- stack — MakCHMaJIbHBII pa3mep cTeka (KoOaiir);

- cpu — MaKCUMaJIbHOE BpeMsi Iiporieccopa (MUHYTHI);

- nproc — MaKCUMaJIbHOE YHUCJIO TIPOIIECCOB;

- as — OTpaHUYCHUE aIPECHOTO MTPOCTPAHCTBA;

- maxlogins — MAKCUMaJIbHOE YUCJIO OOHOBPCMCHHBIX peFI/ICTpaI_[I/Iﬁ B CUCTEMC,

locks — MaKCUMaJIbHOE YHCIIO (haiiioB OJOKUPOBKH.
YToObl YyCTAaHOBUTH MAKCHUMAJIBHOE YHMCJIO MPOLECCOB JUIsl MOJIB30BATENsl USEr B

dain 1imits.conf HYXHO I00aBUTH 3aMUCH:

user soft nproc 50

user hard nproc 60

[TepBas cTpoka omnpenaesieT MsIrkoe orpanndenue (pasHoe 50), a BTopasi — )KeCTKOE.

Cnenyromue CTpOKH o0ecrieyaT OJHOBpEMEHHYHO paboty He Oomee 15
MOJIb30BaTeNICH U3 KaXKA0U IPYMIbI MoJk30BaTeneit (groupl u group?):

@groupl - maxlogins 14

@group2 - maxlogins 14

B nmepBoM u BTOpPOM cilyyae M3 KaXXIJOW T'PYyNIIbl MOJIb30BATEIECH OJHOBPEMEHHO
pabotaTth cMmoryT He Oosee 15. Ilpu peructpanuu mecTHAIUATHINA MOJIB30BATENb YBUIUAT

COOOIIIEHHUE:

Too many logins for ' groupl'.



71
JIKHB.11100-01 99 02

CH@I[YIOH_IEUI 34IIMCh OI'paHUdIUT 4YHUCIO IIapaJlICIAbHBIX CCAHCOB A0CTyHa IJIs

Ka)XJI0W YYETHOM 3aIlMCH MOJIb30BATENEH: * - maxlogins 5

3.2.13. OnoBeleHue Moyib30BaTENsl MOCE YCIEUTHOr0 BX0/1a B MHGOPMAIIMOHHYIO

CUCTEMY O €ro MpeablAyIeM BX0/1€ B UHPOPMAIIMOHHYIO CUCTEMY

Ecnu 3aiitu B cuctemy moinp3oBareneM test (10 cooOpakeHHsSM 0e30MacHOCTH

BBOJHUMBIC CUMBOJIBI ITAPOJISI HC ITIOKA3bIBAOTCA HA BKpaHe)Z
login: testl
Password:
Last login: Fri Mar 24 16:53:20 2017 from localhost on tty?2
[test@host-15 ~]$

To mocae yCHGHIHOfI ABTOpH3allMK, CHCTEMaA OIIOBCIIACT IIOJIB30BATCIIA O
npcaplAymeM BXOAC B I/IH(I)OpMaLII/IOHHYI-O CUCTCMY!

Last login: Fri Mar 24 16:53:20 2017 from localhost on tty?2

3.2.14. Pa3pemienne (3ampeT) JACWCTBUN TOJB30BATENCH, pa3perieHHBIX 0

UJICHTUPUKAIIUY U ayTeHTU(DUKAIINH

IIo YMOJTYaHHUIO 10 aYTGHTI/I(bI/IKaI_II/II/I IMOJIB30BATCIIIM  TOCTYIIHBI  CIICAYIOIIHC
JEUCTBUS: BO3MOXKHOCTh BBIKJIIFOUUTH/TIEPE3arpy3UTh KOMIIBIOTEP, MOMEHSITh PACKIAIKY
KJIaBUATYPbl, TIOCMOTPETH CIIUCOK MOJIb30BATEIEH.

Uto0b1 CKPBITh CITUCOK MoJIb30BaTeeH HE0OX0IMMO B daiin
/etc/lightdm/lightdm.conf JOOUCATh CTPOKY:

greeter-hide-user=true

JI71s1 TOrO 4YTOOBI OTKITIOUUTH BO3MOKHOCTD BBIKITIOUUTH/TIEPE3arpy3uTh KOMITBIOTED,
cosnaiite (hain /etc/polkit-1/rules.d/lightdm.rules (cM. m. 3.1):

# touch /etc/polkit-1/rules.d/lightdm.rules

B xoTopom HEOOXOIUMO MPOTUCATH:

polkit.addRule (function (action, subject) {

if (action.id.indexOf ("org.freedesktop.loginl.") == 0) {

if (subject.isInGroup ("wheel")) {
return polkit.Result.AUTH SELF;

}
}) s
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Ecnu Heo0XxoauMo 3anpeTuTh TONBKO Mepe3arpys3Ky, TO MPaBUiIo OyaeT TaKUM:
polkit.addRule (function (action, subject) {
if (action.id.indexOf ("org.freedesktop.loginl.reboot™) == 0) {
if (subject.isInGroup ("wheel™)) {
return polkit.Result.YES;
} else {

return polkit.Result.AUTH SELF;

1)
3.2.15. HacTpoiika npeaynpexaeHus MoIb30BaTesl P €r0 BXOJE B CUCTEMY

Ins  peanuzanuu  QYyHKIUM NOPEIYOPEKACHUS HEOOXOAUMO co31aTh  (paiin

user login message B KaTajJore /etc/X11/xinit CO CICTYIOIIUM COACPKUMBIM:

#!/bin/sh -e

[ "id -u” -gt 0 ] || exit O

[ -n "which zenity™ ] || exit 0

message="Illpenynpexieuue! B cucrTeMe pealr30BaHH MEpPH 3allMTH MHbOPMALNMY,
HeoBxomyMO COOJIIATE YCTAaHOBJIEHHBIE OIIepaTopoM OpaBuia o60paboTku MHbOOPMALIUU.
IOna mnpomoimkeHmsa paboTel HaxuuTe '[POOOIXUTL', eCcaM He XOTUTEe NPOIOOJIKEeHUS
3arycka I0oJIb30BaTeJIbCKOM ceccum HaxummuTe 'BemiTm'"

exec zenity --warning --text "Smessage" --ok-label="llpomoixurs" --
extra-button "BemiTu"
BuyTpu daiina npu He0OXOAMMOCTH MOMPABUTH MIEPEMEHHYIO "message" — BBECTH

coo0IIIeHHEe, KOTOPOEe HEOOXO0MMO TTOKA3bIBATh ITOJB30BATEIIIO.

B (daiin kondurypammm /etc/X11/Xsession cpa3y mociae CTpOIKU
/etc/X11l/xinit/xrootwarn || exit

ﬂ06aBHTLCTpOKy/etc/Xl1/xinit/user_login_message || exit

Brimonnute nepesarpysky OC.

Temnepb mociie BBOJA JIOTMHA U TApOJIsi B OKHE 3arpy3Ku, Mepea MOJHBIM CTapTOM
CEeCCHMU  TMOJb30BaTeNh OyAeT TMOody4yaTh MPEAyNpekKICHHE C  yKa3aHHBIM B
/etc/X11/xinit/user login message cooOiieHueM (puc. 11a).

Mpegynpexgenne! '

p) ! \h B cucTeme
Casad p('\llllrl oparl

Mepbl 33U THI
nidopmauun,
Heobxoaumo
cobnioparti
YCTAaHOB/IEHHBIS
onepaTapom
npaesnna
obpaboTkw
nHpopMaunm

Npogonxnre Buwnrtmn

Puc. 11a
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3.3. Cpenctsa ynpaBiieHus qucKkpennoHHbIME [1P]]

3.3.1. Komanma chmod

KoMmanga chmod u3MeHsIET mpaBa JAOCTyIa YKa3aHHOTO (aiija FILE B COOTBETCTBUH

C IIpaBaMH JOO0CTyIIa, YKa3aHHBIMH B IIapaMCTpPC PCIKHUM, KOTOpBIﬁ MOXET OBITh

IMpcaAcCTaBjICH KaK B CHMBOJBHOM BHAC, TaK W B BHIC BOCBMCPUYHOI'O YHCIIA,

MIPEICTABIISIONIETO OMTOBYIO MaCKy HOBBIX MPaB JIOCTYIIA.

CHUHTaKCHUC:

chmod [ONUUA] ... PEXUM[,PEXUM] ... OANI...

chmod [OINLMA]... BOCHBMEPVUHHV-PEXVM OAWI. ..

chmod [ONUUA]... --reference=MOAWI OAUI. ..

Onnuu:

1)

2)

3)

4)

5)

6)
7)

-c, --changes — TOX€ 4YTO U --verbose, HO COOOIIEHO OyAET TOJBKO O
BBITIOJIHEHHBIX U3MEHEHUSX;

-f, --silent, --quiet — HE IIOKa3bIBaTh OOJBIIMHCTBO COOOIICHHI 00
omunoOKax;

-v, --verbose — BBIBOJIUTh JIMArHOCTHUYECKYIO MHGOPMAIUIO JUISI KaX0To
daiina;

--no-preserve-root — HE 00pabdaThiBaTh «/» CHeUHAIbHBIM 00pa3zom (10
YMOJTYaHUIO);

--preserve-root — HE BBIMOJIHATh PEKYPCUBHBIC OTIEPALIHH C «/»;
--reference=V®AJ — UCTIOIL30BATh PEXKUM (aiiina UOANT,;

-R, --recursive — PEKypCHUBHO U3MEHSTH (halIbl U KaTAJIOTH.

@®opMaT CUMBOJIBHOTO PEKUMA CIEAYIOLINNI:

[ugoa...][[+—-=] [pazpemeHUsd...]...]

3nech paspenieHusi — 3TO HOJb Wi Oojiee OyKB M3 HA0Opa rwxXst WM OJIHA U3

OykB U3 Habopa ugo.

K&)K,Z[BII\/'I APTYMCHT — OTO CIIMCOK CHMMBOJIbHBIX KOMaHA M3MCHCHHI IIPpaB A0CTYIIaA,

pasjenieHsl 3anaThiMK. Kaxkiasi Takasi KoMaHJja HAUMHACTCS ¢ HYJIS Win Oosiee OYKB ugoa,

KOMOMHAIIMA KOTOPBIX YKa3blBaeT, YbM IpaBa JocTyna K (aiimy OyayT H3MEHEHBI:
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M0JIb30BaTeIsl, Blajeromero (aitiom (u), moib3oBaTesnei, BXOASIIMX B TPYIIY, K KOTOPOU
npuHAUIeKUT (aiia (g), OCTaNbHBIX MOJb30BaTelel (o) MM BCeX IOJIb30BaTeicH (a).
bykBa a skBHUBaJIeHTHa ugo. Ecnu He 3aaHa HM oHa OyKBa, TO aBTOMATHYECKH OyJneT
UCIOJIb30BaHa OYKBa «a», HO OUThI, yCTAHOBIICHHBIE B umask, HE OyAYyT 3aTPOHYTHI.
Omnepatop «+» noOaBisieT BbIOpaHHBIE NpaBa AOCTyNa K YK€ HMEIOLUMCS Y
KaX0ro (aiina, «-» yJausieT 3TH MpaBa. «=» MPUCBAUBAET TOJBKO ATU MpaBa KaxIAOMy
yKazaHHOMY (haiiiry.
BykBBI rwxXst 3a/1al0T OMTHI IOCTYIA JJIsl MOJIb30BATENEH: r — UTEHUE, w — 3aIllKCh,
% — BBINIOJIHEHUE (WJIM MOMCK I KaTaJlOrOB), X — BBIIOJIHEHUE/TIOUCK TOJBKO €CJIU 3TO
KaTajor WM e (aiil C yKe YCTAaHOBJIIEHHbIM OWTOM BBINOJHEHMs, s — 3anath ID
MI0JIb30BATENS U TPYIIIBI IPU BBIIIOJHEHUH, t — 3aMpeT yAaJICHUs.
UucaoBoil pexkuM COCTOUT U3 HE 00Jiee YeThIPEX BOCBbMEPUYHBIX HUGP (OT HYJS 10
CEMH), KOTOPbIE CKJIAJBIBAIOTCS U3 OUTOBBIX MACOK C paspsiaaMu «4», «2» u «1». JIroOble
IPOIYIIEHHBIE Pa3psiibl JOMOIHAIOTCS JITUIUPYIOLIUMU HYJISIMU:
- IEPBBINA pa3psi BEIOMpPAET YCTAaHOBKY MACHTHU(PUKATOpa nosb3oBaTens (setuid) (4)
i unentudukaropa rpymisl (setgid) (2) nnm sticky-6ura (1);

- BTOPOM pa3psl BbIOMpaeT mpaBa JOCTyHa ISl IOJb30BATENs, BJIAJCIOLIETO
JTaHHBIM (aitioM: uteHue (4), 3anuch (2) u ucnonnenue (1);

- TpeTUil pa3psil BBIOMpaeT MpaBa JOCTyNa AJs IOJIb30BaTeeil, BXOISAIMIUX B
JTAHHYIO TPYIIY, C TEM K€ CMBICIIOM, YTO U y BTOPOTO Pa3psiia;

- YeTBEPTHIN pa3psii BHIOMpAET MpaBa JOCTYyNa JUIs OCTaJIbHBIX MOJb30BaTeNel (He
BXOJISIIINX B JAHHYIO TPYIIITY), OTSITh C TEM YK€ CMBICIIOM.

[Ipumepsr:

1. UToOB! yCTaHOBUTH MpaBa, MO3BOJISIIOIINE BIIAJENbIly YUTATh U UCATh B (paili, a
YJ€HaM TPYIIbl U MPOYUM MOJIB30BATENSAM TOJBKO 4YMTaTh, Hano cinoxuth 0400, 0200,

0040 u 0004. Takum 006pa3zoM, KOMaHy MOXKHO 3aIIUCaTh IByMs CLIOCOOaMHU:
chmod 644 f1
chmod u=rw,go=r fl
2. ITo3BOJIUTH BCEM BBITIOTHSATE (halii f£2:

chmod +x £f2
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3. 3anpeTuTh yaaneHue (aiina £3:

chmod +t £3

4, I[aTI) BCCM IIpaBa HAa YTCHUC 3allMChb W BBIIIOJJHCHHC, a4 TAKKC Ha IMCPCYCTAaHOBKY

uAeHTU(UKATOpA TPYIIIIBI TP BBHITIOJIHEHUH (aiina £4:

chmod =rwx,g+s f4

chmod 2777 f£4
3.3.2. Komannma chown
KoManga chown HM3MeHSIET BIAelblia U (WIK) TPYIIY, BIAACIONIYIO KaXIbIM M3
yKa3aHHBIX (DaiIoB, COIIACHO 3aJaHHBIM apryMEHTaM, KOTOpble MHTEPHPETUPYIOTCS B

IMOCJICAOBATCILHOM ITOPAIKE.

CuHrakcuc:

chown [KJIOY]..[BJIALEJIELL] [: [['PYIIIA]] QAN

chown [ONUUSA]... --reference=MOAWI ®AWUI. ..

Onuumu:

1) -c, --changes — TOXeE 4YTO M --verbose, HO COOOIIEHO OYAET TOJBKO O

BBIITOJIHCHHBIX U3MCHCHMUAX

2) -f, --silent, --quiet — HE IOKa3bIBaTh OOJILITMHCTBO COOOIICHUN 00
ommnoOKax;

3) -v, --verbose — BBIBOAHTH JUATHOCTHUYECKYIO MH(DOPMAIUIO JJIS KAXKIOTO
datina;

4) --no-preserve-root — HE 00padaThIBaTh «/» CHEHHATIbHBIM 00pa3zoMm (1o
YMOJTYAHUIO);

5) --preserve-root — HE BBINOJHATh PEKYPCUBHBIC ONIEPALIUH C «/»;

6) --reference=MOAII — HCIOJIB30BATh BIIAACIbIIA U TPYITY (haiina NOATT;

7) -R, --recursive — PEKypCUBHO U3MEHSATH (DaiijIbl M KaTaJIOTH.

N3menuTh Biagenbiia MOKET TOJIBKO Bajaesel (aiijia uin Cyneproib30BaTelb.

B ciydae, eciu 3amaHO TOJNBKO MMS TOJIb30BaTeNsl (MJIM €ro  YHUCIOBOU
WIeHTU(PUKATOP), TO JIaHHBIA T[OJH30BATEb CTAHOBUTCS BIAJACIBIIEM KaXIOTO U3
yKa3aHHBIX (aityioB, a Tpynmna 3tux (aitioB He u3Mmensiercs. [lpu 3Tom, ecnu 3a UMeHEM

MOJIb30BATENS Yepe3 ABOETOUYME CIEAYeT MMs TPYNIbl (WM YUCIOBOW HACHTHUPUKATOP
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rpynmnsl) 0e3 mpoOesnoB MEXIy HMUMH, TO MU3MEHSETCA Takxke W rpynna Qaitmos. Takxke

CCJIM 3a UMCHCM IIOJIB30BATCIIA CIICAYCT ABOCTOYMC HWJIM TOYKA, HO I'PYIIIIa HC 3adaHa, TO

,Z[&HHI)Iﬁ IMOJIB30BATCJIb CTAHOBUTCS BJIAACIbICM YKA3dHHBIX Q)aﬁJIOB, d I'pYIllla YKa3aHHbIX

(halIoB M3MEHSAETCS Ha OCHOBHYIO TPYIIy IMOJB30BaTels. TakkKe €Clu OIMyIICHO HMS

ITOJIB30BaTCIJIsI, 4 ABOCTOYUC NN TOYKA BMCCTC C r‘pynnoﬁ 3aJaHbl, TO 6y,Z[eT HN3MCHCHA

TOJIbKO TpyNIa yKa3aHHbIX (DaWIOB; B 3TOM Cllydyae chown BBINOJHAET Ty ke (DYHKIIHIO,

4TO U chgrp.

[Ipumepsr:

1. ITomenaTh BJIQJIE€JIbIIAa KaTaJIor' /u Ha MOJIb30BaTelIA test.

chown test /u

2. [TomeHsTh BIajeNblia U TPYIITy KaTajgora /u:

chown test:staff /u

3. [ToMeHATH Bragebila KaTajaora /u U BIOKCHHBIX (halijIoB HA test!

chown -hR test /u

3.3.3. Komanga chgrp

KomaHnna chgrp M3MEHSIET IpyIly, BJIAJCIONIYI0 KaKJbIM M3 YKa3aHHbBIX (aillioB

FILE, Ha TPYIIy GROUP, KOTOpas MOET ObITh 3aJjaHa UMEHEM T'PYMIbl WIH YHCIOBBIM

UIEHTU(UKATOPOM TPYTIIIHIL.

CuHTaKCHUC:

chgrp [ONLMA].. TPYIIA ©AMNII

chgrp [ONUMA] ... --reference=NOAN SANI. ..

Onuuu:

1) -c, --changes — TOXE 4YTO U --verbose, HO COOOIIEHO OYAET TOJBKO O
BBITIOJIHEHHBIX U3MEHEHUSX;

2) -f, --silent, --quiet — HE MOKa3bIBaTh OOJIBLIIMHCTBO COOOIICHHH 00
omnoOKax;

3) -v, --verbose — BBIBOAWTH JAMArHOCTHUYCCKYIO MHMOPMAIUIO JJIS KaXKI0TO
daiina;

4) --no-preserve-root — He 00palaThiBaTh «/» CHCIHAIbHBIM 00pa3oM (10

YMOJTYaHUIO);
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5) --preserve-root — HE BBINOJHATh PEKYPCUBHBIC ONIECPALIUH C «/»;
6) --reference=VOANI — KCIOIB30BATh BIIAJCIIbLIA U TPYIITY (aiiia VAT,
7) -R, --recursive — pEeKypCUBHO U3MECHATH (DaiijIbl M KaTaJIOTH.

3.3.4. Komanma umask
Komannma umask 3amaer MacKy pexuma co3faHus ¢aiijia B TEKyIeH cpene
KOMaHJTHOTO MHTEPIIPETaTOpa paBHOW 3HAYCHUIO, 3a7aBA€MOMY OTEPAHIIOM PEXKHUM. JTa

MacKa BJIMSCT Ha HayaJlbHOE 3HAUCHHE OMTOB IIpaB A0CTYyIIa BCCX CO3JaBACMBIX HOAJICC

(aiinnos.
CuHTaKCcuc:
umask [-p] [-S] [pexumMm]

[Tonp30BaTenbCKOl Macke pekMMa co3laHusi (ailioB MPUCBAMBAETCS YKa3aHHOE
BOCBMEpPUYHOE 3HaueHHe. Tpu BOCbMEPHYHBIE LHM(PPBI COOTBETCTBYIOT IpaBaM Ha
YTEHHUE/3aMUCh/BBITIOJTHEHUE ISl Biajelblia, WICHOB IPYIIbl U MPOYUX IOJIb30BaTeNIeh
COOTBETCTBEHHO. 3HA4YeHHE KaKJOW 3aJaHHOW B Macke IU(pbl BBIUUTACTCS W3
COOTBETCTBYIOIIEH «UU(PB», ONpeaesIeHHON cucTeMoil pu co3nanuu (aiina. Hampumep,
umask 022 yJaaseT IpaBa Ha 3alUCh JUIsl WICHOB I'PYIIIBI U MPOYMX MOJib3oBaTenen (y
(baiiyoB, CO3/1aBABIIMXCA C PEKUMOM 777, OH OKa3bIBAETCA PaBHBIM 755; a pexum 666
peoopasyeTcs B 644).

Ecnun Macka He yka3aHa, BBIIAETCA €€ TEKYILEee 3HAUCHHUE.

Komanga umask pacmo3Haercs W BBIIOJHIETCS KOMAHIHBIM HHTEPIPETATOPOM
bash.

3.3.5. Komanpa chattr

Komanna chattr — u3mensietr atpuOyThl (paityioB (aiioBoit cuctemsl ext2fs.

CuHTaKCHUC:

chattr [ -Rvf ] [+-=aAcCdDeijsSTtu] [ -v Bepcusa | obanjtl...

Omneparop '+' o3HauaeT qoOaBiIeHHE BBIOPAHHBIX ATPUOYTOB K CYIIECTBYIOLIUM

' J

aTpuOyTaMm; '-' 03HauaeT UX CHATHE; '=' O3HAYaeT OMpeeICHUE TOJBKO ATUX YKa3aHHBIX
aTpuOyTOB 17151 (paityios.
CumBONBI 'ASacDdijsTtu' yKa3blBalOT HAa HOBBIE aTpUOYThl s (ailioB: He

OOHOBIIAITH BpeMsl TOCJEIHETO JnocTymna (atime) K Qaiiny (2), CHHXpOHHOE OOHOBJICHUE
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(s), Tonbko mobOarienue K dainy (a), cxareiii (c), CHHXpOHHOE OOHOBJICHHE KaTaJIOroB
(D), He apxuBHpoBaTh (d), HeusMeHseMblii (i), JKypHaaupoBaHue HaHHBIX (),
Oe3omacHoe ynpaneHue (s), BepiimHa uepapxum Kartajoros (T), Her tail-merging (t),
HeyaansgeMbii (u).
Ormumu:
1) -R — pEKypCHBHO H3MCHATH aTPHOYTHl KATaJOTOB M WX COJICPKHMOTO.
CHUMBOJIMYECKHE CCHUIKU UTHOPUPYIOTCS;

2) -V — BBIBOJUT PaCHIMPEHHYIO HH(POPMAIIWIO H BEPCHIO IPOTPAMMBI;

3) -f— IOJAaBIATH COOOIIECHHUS 00 OIINOKAX;

4) -v BepcHs — YCTAaHOBUTH HOMEP BEpCUU/TeHEpannu Qaiia.

[Tpu u3menenuun aiina ¢ arpudyrom (2) BpeMs MOCIEIHEr0 JOCTyla K HEMY He
HU3MEHSIETCS.

daiin ¢ atpudyToM (a) MOXKHO OTKPBITH JUISI 3aIMCH TOJIBKO B PEXKUME JO0ABIICHUS.
Tonpko cymepnosib30BaTeNib WJIM MPOIECC C BO3MOXKHOCTBIO CAP LINUX IMMUTABLE
MOKET YCTaHABIIMBATh U CHUMATh 3TOT aTpUOYT.

®aiin ¢ atpuOyToM (c) aBTOMATHYECKH CXKHMAeTCs Ha JUCKe sAapoM. UteHue w3
Takoro (paiinia Bo3BpamaeT Hecxkarble nannblie. [Ipu 3amucu B Takoil daitn gaHHbIe TIEpen
3aMKChIO HA JUCK CKUMAIOTCS.

[Tpu u3MeHeHuH Katayiora ¢ arpuOyToM (D) U3MEHEHHUSI CHHXPOHHO 3aITUCHIBAIOTCSI
Ha JIMCK. OTO DOKBUBAJICHTHO OMIMM MOHTHUPOBAHMS dirsync TMPUMEHEHHOH K
MOJAMHOKECTBY (hailyioB.

@aiin ¢ arpubyrom (d) He sBISETCS KAaHIUAATOM Ha apXUBUPOBAHHE MPH
WCITOJIb30BAaHUN KOMAHIBI dump.

Atpubyt (E) HCHONB3yeTcs 3KCHEPUMEHTATBHBIMU CKUMAIOIIUMHU MaTdaMH JIsl
TOTO, YTOOBI TIOKA3aTh, YTO CHKATHIN (Dailsl cogepKUT omuoOKu cxaTusi. OH He MOXKET OBITH
YCTaHOBJIEH WM COpOLIEH C MNOMOMIbI0 chattr, XOTS €ro MOXHO MPOCMOTPETh C
IIOMOIIIBKO 1lsattr.

ATpubyt (T) MCIOIB3yeTCs KOJOM htree ISl TOTO, YTOOBI MOKA3aTh, YTO KATAJIOT

HHIACKCHUPYCTCA C MCIIOJIB30BAHUCM XOHIHN-PYIOIIUX ACPCBLCB. OH He MOXeT OBITh
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YCTAHOBJIEH WJIH COpOIIEH C MOMOIIbI chattr, XOTS €ro MOXHO IPOCMOTPETh C
IMOMOIIIBIO 1lsattr.

®aiin ¢ atpuOyToM (i) HE MOXET OBITh U3MEHEH: OH HEe MOXET OBITh YAaJICH WIIH
MePEUMEHOBAH, K ATOMY (haiiily He MOTYT OBITh CO3/IaHbI CCHUIKH, U HUKAKWE JaHHBIC HE
MOTYT OBITh 3amucaHbl B 3TOT (aiiy. TonbKo cymeprnosib30BaTellb WM MPOIecC C
BO3MOXXHOCTBIO CAP LINUX IMMUTABLE MOKET YCTaHABJIMBATh U CHUMATh 3TOT aTpUOYT.

[Tpu 3amucu B (aiin ¢ arpudyrom (5) Bce JAaHHBIC, 3aNIMCHIBAEMbBIE B TaKOH (aii,
3aMKUCHIBAIOTCS B XKypHaJlie ext3, mpexe 4eM OHHM OyIyT 3alucaHbl HEMOCPEACTBEHHO B
daiin, ecnu (QaiioBas cuUcTeMa CMOHTHpPOBaHa C ONIUSAMU "data=ordered" WU
"data=writeback". Ecmm  (aitnoBas  cuctema  CMOHTHpOBaHa C  ONIUEH
"data=journalled", TO BC€ JaHHBIC )KYPHATUPYIOTCA, U 3TOT aTPUOYT HE JA€T HUKAKOTO
abdexkra.  Torapko  cymepmosib30BaTellb ~ WIM ~ MPOIECC C  BO3MOXKHOCTHIO
CAP SYS RESOURCE MOET YCTaHABJIMBATh WU CHUMATh ITOT aTpUOYT.

Korna ynansiercst daiin ¢ arpuOyToM (s), BCce ero 0JI0KH 3arOIHIIOTCS HYJISIMH.

[lpu wu3meHenun aima ¢ arpudyrom (S), BCe HW3MEHEHHS] CHHXPOHHO
3aMKUCHIBAIOTCS HA JIMCK; 9TO SKBUBAJIEHTHO OMIIMM MOHTHPOBAHUA 'Sync' MPUMEHEHHOH K
MTOAMHOKECTBY (haiJIoB.

Karanor ¢ arpuOyrom (T) OyAeT HMOJHAT HA BEPIIMHY HEPAPXUU KATAJOTOB IS
Henel Orlov block allocator.

V (aiina ¢ atpudyrom (t) B KoHIle He Oyzet partial block fragment coeaureHHOTO
¢ Apyrumu Qaitnamu (s Tex (arIoBBIX CHCTEM, KOTOpbIC MO IepKUBatoT tail-merging).
Ot0 HeoOxoauMo sl mpuiokeHud, Takux kak LILO, xotopeie uutaroT (aitioByro
CUCTEMY HaINpsIMyI0, U KOTOPbIe HE MOHUMAIOT tail-merged ¢aiiini.

[Mpu ynanenun daiina ¢ atpubyroM (u) €ro COAEPKUMOE COXpPaHACTCS. ITO
MO3BOJISIET MOJIL30BATEII0 BOCCTAHOBUTD (Paill.

ATpuOyT (X) HCITOJIB3YETCS DKCIEPUMEHTATBHBIMU CKMMAFOIIMMU MTaTYaMHU, YTOOBI
MOKa3aTh, YTO MCXOJHOE COICPKUMOE CXKAThIX (paiIoB AOCTYMHO Hampsimyio. B manHoe
BpeMsi OH HE MOXKET OBbITh YCTAHOBJICH MJIM MEPEYCTAHOBJIEH C MOMOIIBIO chattr(1l), HO

MOJKET OBITh IMOKA3aH C IMTIOMOIIBIO lsattr.
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AtpubyT (z) MCronb3yeTcsl SKCIIEPUMEHTAIBLHBIMU CKUMAIOIMMHU TIATYaMM, YTOObI
IOKa3aTh, YTO CXKaThlii (aiin He coxpaHeH. OH He MOXKET OBITh YCTAHOBJIEH WIH
MEPCyYyCTAaHOBJICH C ITIOMOIIbBIO chattr, HO MOXET 6BITB IOKa3aH ¢ IOMOIIBIO 1sattr.

3.3.6. Komanma 1sattr

KoMmanpaa 1sattr — BeIJaeT CIUCOK aTpuOyTOB ¢aitnoB Ha Linux ext2fs.

Cuntakcuc:

lsattr [ -RVadv ] [ danjwer... |

Onuuu:

1) -R — pEKypCHBHO H3MCHATh aTPHOYTHI KATaJOrOB M HX COAEPIKHMOIO.

CHUMBOJIMYECKHE CCBUTKH UTHOPUPYIOTCS;

2) -V — BBIBOJUT PaCHIMPESHHYIO HH(POPMAIIMIO ¥ BEPCHIO TIPOTPAMMBI;

3) -a — mpocMarpuBaceT Bce (ailyibl, B KaTajore BKJIIOYas TE, UMEHA KOTOPBIX
Ha4YMHaKTCA ¢ "}

4) -d — oToOpakaeT KaTajJord Takke, Kak u (aillbl BMECTO TOIrO, YTOOBI
MIPOCMATPUBATh UX COJICPKUMOE.

5) -v — npocMaTpuBaeT HOMepa BepCcHit/TeHepaluii (haiios.

3.3.7. Komanna mksock

Komanma mksock co3maer coker pgomeHa UNIX (IPC-coker) — coker

MEXIIPOIIECCHOTO B3aUMOICHCTBUSI.

Komanga mksock 00y1aiaeT clieIyIOmUM CHHTAKCUCOM:

mksock [OIIOMM] WMA. ..

Onuuu:

1) -m, --mode=PEXV/M — Ha3HAYMTh IIPaBa JOCTyIa Ha COKET.
3.3.8. Komanma mkfifo

Komanna mkfifo co3gaeT IMEHOBAHHBIN KaHAJI.

Cunrakcuc:.

mkfifo [OPTION]...NAME...

Onuun:

1) -m, --mode=PEXVM — Ha3HAYMTH IIPaBa JIOCTYIa Ha COKET;

2) -7z, --context=CTX — Ha3HAYUTh KOHTEKCT OE30ITaCHOCTH HA COKET.
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9. Komanna getfacl

Komanna getfacl BBIBOIUT JJIs1 KAXJ0TO (paitia ero XxapakTepuCTUKHU: UMs (aiina,

BIajenbla, rpynny-siaaensiia u ACL. B cayudae, eciu karamor umeer ACL mo

YMOJIYaHUIO, TO getfacl BbIBOAUT Takke ACL mo ymonuanuto. Daiinel HE MOTYT UMETh

ACL 1o ymosruanuio.

CHUHTaKCHUC:

getfacl [-dRLP] damnn

Ormumu:

1) --access — BoiBecTH TOJIbkO ACL (haiina;

2) -d, --default — BeIBecTH TOJIbKO ACL 1o ymomuanuio;

3) --omit-header — He MOKa3bIBaTh 3aroJIOBOK (MMsl (aiia);

4) --all-effective — IOKa3bIBaTh BCE I (EKTUBHBIC TIPABA;

5) --no-effective — He MOKa3bIBaTh 3P (EKTUBHBIC TIPABA,;

6) --skip-base — HpoIycKaTh (paliiIbl, IMEIOIIHE TOIHKO OCHOBHBIC 3aITUCH;

7) -R, --recursive — U ITOJKATAJIOTOB PEKYPCHBHO;

8) -L, --logical — clle0oBaTh O CUMBOJIMYECKHM CCHUTKAM, JaKe €CJIA OHH HE
yKa3aHbl B KOMaHIHOU CTPOKE;

9) -P, --physical — He CIEIOBaTh MO CHMBOJIMYCCKHM CCBLIKAM, JTaXKe €CIIU
OHM YKa3aHbl B KOMaHIHOU CTPOKE;

10) --tabular — HCIIOJIL30BaTh TAOYIMPOBAaHHBIN (hopMaT BHIBO/IA,

11) --numeric — MOKa3bIBaTh YUCIIOBbIC 3HAUYCHUS TI0JIb30BATEISI/ TPYIIIIHI;

12) --absolute-names — HE yIaIATh BEAYIIHE «/» U3 MyTH (aiiia.

dopwmar BeIBOAA!

1
2
3
4
5:
6
7
8

# file: somedir/

# owner: lisa

# group: staff

user: :rwx

user:joe:rwx feffective:r-x
group: : rwx feffective:r-x
group:cool:r—-x

mask:r-x
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9: other:r-x

10: default:user::rwx

11: default:user:joe:rwx #feffective:r-x
12: default:group::r—-x

13: default:mask:r-x

14: default:oter:—---

CTpoku 4eThIpe, MIECTh U AEBATh OTHOCSITCS K TPAJAUIIMOHHBIM OMTaM MpaB JA0CTyIa
K (haiiy, COOTBETCTBEHHO, JJI BIaJeiblla, TPYNIbI-BIaIENbla U BCEX OCTAIbHBIX. JTU
TPU DJIEMEHTa SBISIOTCS 0a30BbIMU. CTPOKU MSATh U CEMb SIBISIOTCS DJIEMEHTAMU IS
OTJIETLHBIX TOJIb30BaTeNsl U rpymmbl. CTpoka BoceMb — Macka 3(GEeKTUBHBIX TIpaB. DTOT
AJIEMEHT orpaHuyuBaeT 3G(EKTUBHBIE TMpaBa, MPEAOCTaBIsIEMble BCEM Tpynmnam u
OT/ICJIbHBIM TOJIb30BaTEIsIM. Macka He BIUSET Ha TMpaBa JJid Biajaenblia ¢aiiia u Bcex
npyrux. CTpokH C JAecsSTod Mo 4YeThlpHaanaTyro mnokassiBaroT ACL mo ymonuaHuio,
ACCOLIMMPOBAHHBIN C JAHHBIM KaTAJIOTOM.

3.3.10. Komanpna setfacl

Komanna setfacl usmensier ACL k ¢aiinam unm karamoraMm. B koMaHHOM cTpoke
3a MOCIEAO0BATEIbHOCTBIO KOMaHJA HJET IMOCIEA0BATEIbHOCTh (hailyioB (3a KOTOPOH, B

CBOIO O4UCPCAb, TAKIKC MOJKCT UATH ITOCIICAOBATCIIbHOCTh KOMAaH/I U TaK z[anee).

CunTakcuc:

setfacl [-bkndRLP] {-m| -M| -x| -X ... } odaun

Onuuu:

1) -m, --modify=acl - u3Mmenuth Tekyumit ACL ms daiina;

2) -M, --modify-file=file - mnpouutaTh 3amucu ACL mis Mogudukaimm u3
daiina;

3) -x, --remove=acl - ymanuth 3anucu u3 ACL daiina;

4) -x, --remove-file=file - mpouurtarh 3amucu ACL ansa ynmanenus us
daiina;

5) -b, --remove-all - yHmajguTh Bce paspeireHHbie 3amucu ACL;

6) -k, --remove-default - ymanuth ACL mo ymoryaHuio;

7) --set=acl - ycranoBuTh ACL ms ¢aiina, 3amenuB Tekymuii ACL;
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8) --set-file=datei - mpoumraTh 3amucu ACL mis ycraHoBieHus u3 (aiina;
9) --mask-mepecunTaTh MacKy 3()(HEKTHBHBIX MPaB;
10) -n, --no-mask - HE€ MEPECUYHUTHIBATH MAacKy 3(P(GEKTUBHBIX IpaB, 0OBIYHO

setfacl NEpPECUUTHIBAET MAcKy (KpoMme ciy4asi SIBHOTO 3aJaHHUsi MAcKH) JUIs
TOTO, YTOOBI BKJIFOUNTH €€ B MaKCUMAaJIbHBIN HA0Op TpaB J0CTyIa AJIEMEHTOB,

Ha KOTOPLIC BOSﬂGﬁCTByeT MacCKa (I[JI}I BCCX TIpylnmn ©U  OTACIBbHBIX

MIOJTb30BaTEICH );
11) -d, --default - npumenutb ACL no ymoirdanuio;
12) -R, --recursive - I HOJKATAJIOTOB PEKYPCHBHO;
13) --restore=file - BOCCTAaHOBUTb pPE3CPBHYIO KOMHIO IpaB JOCTYIIA,

CO3JIaHHYI0 KOMaHJIOM getfacl -R WIM el momoOHoi. Bce mpaBa joctymna
JiepeBa KaTajJoroB BOCCTAHABIMBAIOTCS, UCIOJB3Yys 3TOT MeXaHu3M. B ciyuae,
€CJIM BBOJIMMBIC JAHHBIE COJEPXAT BJIEMEHTHI JJISI BJAJENblla WM TPYIIIbI-
BIIAJIENblla, U KOMaHJIa setfacl BBINOJHSAETCS MOJIB30BATEIEM C UMEHEM root,
TO BJAJEJICll U TpyMma-Biaaesnel Bcex GpaiioB TakyKe BOCCTAHABIMBAIOTCS. JTa
OMIMs HE MOXKET MCIOJb30BAThCS COBMECTHO C JAPYTUMU ONIUAMH, 3a
HCKIIFOUEHHEM OILUHU — test;
14) --test - pexum TectupoBanus (ACL He nuzMeHstoTes).
[Ipu ucnosib30BaHUM OMIUNA --set, -m U —x JIOJDKHBI ObITh TIEPEUHUCIICHBI 3aMUCH
ACL B komanaHOi1 cTpoke. DneMeHTsl ACL pa3nensrorcss OoAMHAPHBIMU KaBbIUKAMH.
[Tpu urenun ACL w3 ¢aita pyu IOMOIIM ONIMKA -set-file, -M U -X KOMaHJa
setfacl NMPUHUMAET MHOXECTBO 3JIEMEHTOB B (hopMaTe BbIBOJA KOMaHAbl getfacl. B

CTpPOKE 0OBIYHO COJIEPIKUTCS HE Oobie oaHoro nementa ACL.
3.3.11. Dnementer ACL

Komanna set facl ucnonssyer cienytomue popmartsl daeMeHToB ACL:
1) mpaBa mocTyma OTHAEIBHOTO mosb3oBatens (ecnu He 3aman UID, To mpasa

JOCTYyTa Biajenblia ¢aiina):

[d[efault]:] [ulser]:]JUID [:[+]|"]perms]
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2) mpaBa jocTymna othensHou rpymmbl (eciu He 3aman GID, To mpaBa goctyma
IPYIIbI-BIAIENbIA):
[d[efault]:] glroup]:GID [:[+]|"]perms]
3) macka 3pPEKTUBHBIX IIPAB:
[d[efault]:] m[ask]:[+]|"] perms
4) mpaBa IOCTyIa BCEX OCTAIBHBIX:
[d[efault]:] o[ther]:[+|"] perms
OnemenT ACL siBrisieTcs aOCOJIIOTHBIM, €CJIM OH COJIEPKUT TOJIe perms U SIBISETCS
OTHOCHUTENbHBIM, €CIIM OH BKJIIOYaeT OJWH M3 MOAU(PHUKATOPOB: «+» HIU «».
AOCOTIOTHBIE 3JEMEHTHl MOTYT HCIIOJIb30BAaThCs B  ONEpalMsIX YCTAaHOBKH WIIU
moaupukamu ACL. OTHOCUTENbHBIE 3JIEMEHTHl MOTYT HCIIOJIb30BAThCA TOJBKO B
oneparuu moaudukanuu ACL. [IpaBa nmoctyna ajis OTACIbHBIX MOJIb30BATEIICH, TPYIIIIHI,
HE cojepkamue HuKakux noJsieid nocie 3Hadenuit UID, GID (mone perms mpu 3TOM
OTCYTCTBYET), UCIIOJIb3YIOTCS TOJBKO JJIsl yJAJCHUSI SJIEMEHTOB.
3nauenust UID u GID 3apatorcst umenem wiu yucioM. llose perms moxer ObITh

MPECTABICHO KOMOUHAIIMEH CHMBOJIOB «I», «W», «X», — min 1udp (0 — 7).
3.3.12. ABTOMaTHYeCKH CO3/IaHHBIC ITPaBa J0CTYyIIa

N3HavanbHO (aiiibl M KaTajJoru coAepx aT TOJbKO Tpu 0a3oBbix 3nemeHTa ACL:
JUIsl BIIAJENblIa, TPYIIbI-BIIA/IENblIa U BCEX OCTANbHBIX MOjb30BaTeneil. CylmecTByeT psj
MpaBuJjl, KOTOPBIE CIEAYET YUYUTHIBATh IPU YCTAHOBKE MPaB JOCTYyIA!
1) He M™oryr OBITh yHaleHbl cpa3dy Tpu 0a30BBIX JJIEMEHTA, JOJDKEH
IPUCYTCTBOBATH XOTs ObI OJINH;
2) ecamu ACL comepXuT mpaBa JoCTyla JJjIsi OTIACIBHOIO IOJB30BATENS HIIU
rpynisl, To ACL Takke m1oipKeH conepxkaTh Macky 3G (GEeKTUBHBIX MPaB;
3) ecmu ACL conepxkut kakue-mub6o smementhl ACL mo ymomgaHuioo, TO B
MOCJIETHEM JIOJDKHBI TaKKe MPUCYTCTBOBATh TPU 0a30BBIX 3jeMeHTa (T. €.
MpaBa JOCTyIa MO YMOJYaHUIO JJIsl BIAJeiblia, TPYIINbI-BIajeliblla U BCEX

OCTAJIbHBIX);
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4) ecim ACL mo yMONTYaHUIO COJEPXHT IpaBa JIOCTYMa JUIS BCEX OTACIBHBIX
noJjp3oBarenei wim rpymi, To B ACL Takke n0opKHA NPUCYTCTBOBaTh Macka
3¢ PEeKTUBHBIX MPaB.

Jis TOoro YTOOBI TOMOYH IOJIB30BATENIO BBIMOIHATH 3TH MpaBuiIa, KOMaH/AA
setfacl cO37aeT TMpaBa JOCTYyNa, UCIHONB3YS YK€ CYIIECTBYIOIINE, COTJIACHO
CJIEYIOIUM YCIIOBUSIM:

1) ecnu mpaBa AOCTymNa Ui OTACIBHOTO MOJIB30BATEIISI HITU TPYIIIEI JOOABIICHBI B

ACL, a Macku mpaB HE CYyIIECTBYET, TO CO3/Ia€TCs Macka C MpaBaMU JOCTyMa
rpynnbl-Biaesblia;

2) ecim co3gan snemeHT ACL mo ymomvaHuio, a Tpex 0a30BBIX DJIEMEHTOB HE
ObL10, TOT/1a AesaeTcs uX Konus 1 oHu fobasisitores B ACL o ymonyanuo;

3) ecmm ACL o yMONYaHHWIO COJCPXKHT Kakue-IMOO TMpaBa JOCTyma Jyis
KOHKPETHBIX TOJB30BATENS WM TPYMIBI U HE COACPKHUT MAcKy IMpaB JOCTyMa
[0 YMOJYaHHUIO, TO IPU CO3AaHUU 3Ta Macka OyJIeT UMETh Te K€ MpaBa, 4To U

rpyIIa Mo yMOJTYaHHUIO.
3.4. CpezncTBa ynpaBlieHUs U OYUCTKHU MaMsITH
3.4.1. YupapneHrne MeXaHU3MOM OYHMCTKHU OTIEPATUBHON MaMATU

[Ipu nepBoHaYaILHOM HAa3HAYEHUU WM TIPU MEepepacrpeesICHU BHEITHEH TaMATH
KC3 3arpynusier cyobekTy AocTyn k octarounoi nadopmaruu. [Ipu nepepacnpenenenuu
onepatuBHOM namsaTu KC3 ocyiiecTBiseT ee OUuCTKY.

Buemnsss mamsate, ucnosbzyemas OC, pacnosiaraeTcs Ha OTIAEIBHOM pasfese
JIUCKa, TIPEICTAaBICHHOM B (DailyIoBONl cHCTeME CHeNHaIbHBIM (halJioM, JOCTYI K
KOTOPOMY HETMOCPEICTBEHHO U3 MPOrpamMMbl KOHTPOJMPYETCA MpaBaMu JocTyma Linux.
[To ymomyaHuto AOCTYyM K pa3zeiiaM AMCKA UMEET TOJBKO JOBEPEHHBIN CyOBEKT WM WICH
rpynmnsl «disk».

[Ipu nr060M BBIJIETIEHUM TIPOIIECCY OMEPATUBHOW MaMSITH OHA MPEABAPUTEIBLHO
OYMIIAETCS.

OC AnpT 8 CII  comepXUT MEXaHM3M OYHMCTKH OCBOOOXKIAaeMbIX oOJacTei

OHepaTHBHOﬁ maMsITH. DTOT MEXaHHW3M HE BKJIIOYEH IO YMOJIYaHUKO 10 COO6pa}I(eHI/I$IM
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MIPOU3BOJIUTEIIBHOCTH U B CBSI3U C TE€M, UTO 3alllUTa MaMsITH, OCYLIECTBIIIEMAas SAPOM 10
YMOJTYaHUIO, JUIsl MHOTHUX MOJIEJIEH yIpo3 SBIISETCS TOCTATOYHOM.

OuncTka 0CBOOOXKIaEMBIX 00J1acTel ONEPATUBHON MaMSTH MIPOUCXOIUT B MPOIECCE
nepeBoja sapom OC kaxI0i CTpaHUIIBI TAMITH B pa3psi «HEUCTIOIb3yeMbIx» (free). 1o
03HAYaeT, B YKCIIe MPOYETo, YTO HU OJIHA CTPAHUIIA U3 YUCIIA HEUCIIONb3YeMbIX HE OyeT
coliepKaTh JTaHHBIX, KOTOpbIe TaM pasmeriana OC wim NPUIOKEHUs B Mporecce padoThl
CUCTEMBL.

B paGortaromieit cucrteme wuHbpopmaius 00 OUYHMCTKE OCBOOOXKIAaeMBIX 00JIacTel
naMaTH JIOCTYyIIHA B KaTaJore BUPTYaJbHOM CIyKeOHOW (halJIoBOM  CHCTEMBI
/sys/kernel/mm/sanitize memory/. 31€Ch dailn  level COIEPKUT 3HAUYCHUE
napaMmeTrpa smem, a (aill count — KOJWYECTBO NaMsITH B Oailtax, 00paboTaHHOU
MOJICUCTEMON OunCTKU. Eciu sipo 3arpykeHo 6e3 MoAepKKH OYUCTKH OCBOOOXKIAEMBIX
oOJnacTelt mamsTH, yKa3aHHbBIN KaTajor He CO3/aeTCsl.

[Ipumeuanue. OuncTtka  OCBOOOXKIAaeMbIX  OOjacTedl  MmMaMmsiTU  HE
pacnpoctpansiercss Ha swap. Eciu Tpebyercs ucrnosnb3zoBanue GyHKIUNA OUUCTKH MaMSITH,
swap He JOJDKEH HMCHOJIb30BaThCs (HE MOJKEH OBbITh MOJKIIOYEH WM JOJDKEH BOOOIIE
OTCYTCTBOBATb).

Jlns  ynaneHuss JaHHBIX B MaMSITH HCIOJb3yeTCs TMapaMeTp sjipa smem=1
(ycTaHaBIMBaeTCs MPU YCTAHOBKE CUCTEMBI).

JIns M3MEHeHHsl TapaMeTpOB MeXaHU3Ma OYHMCTKH OCBOOOXKIaeMOW OIepaTUBHOM
naMsaTd HeoOxoaumo B (aiie /boot/boot.conf B 3HAYCHUHU MEPEMEHHOW CMDLINE
H3MCHHUTH MapaMeETp smem=1.

JIOoCTynHBI ~ CIIEYIOIIME 3HAYCHHS TIEPEMEHHOM smem, MPEIOCTABIISIONINE
HACTPOWKH OUYUCTKH MaAMSITH:

- 2 — 3aI0JIHEHHE NMAMSTH CIIy4alHbIM IA0JIOHOM;

- 1 — 3aHyneHue onepaTUBHOMN MaMSITH.

JIist OTKITFOUEHHUS Swap HEOOXOJAMMO 3aKOMMEHTHUPOBATh (WM YIAIHTh) B (paitie
/etc/fstab CTPOKY, colepKallyto ciioBo swap. CTpoka MOXET BBIMISIAETh CIEAYIOIIUM

obOpazom:

UUID=[...] swap swap defaults 0 0
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[locne BHeceHuil wu3MeHeHU B (ailibl /boot/boot.conf W /etc/fstab

Heo0xoaumMo rnepesarpy3uts [IIDBM.
3.4.2. OuncTKa JUCKOBOU ITaMSITH

]_IJ'ISI 00ecrneUeHUS OYNCTKU AUCKOBOI'O ITPOCTPAHCTBA IIPU BBIXOJC IIOJIB30BATCIIA U3

CUCTeMBI 100aBbTE B aiiyl /etc/lightdm/lightdm.conf B CEKIHIO [Seat:*] CTPOKY:
session-cleanup-script=sfill -11zf /home

Baumanue, mpum OonpIioM o00BEME TUCKOB JTO 3HAYHWTEIBHO 3aMEIJIsIeT
BO3MOXHOCTh BXOJ]a HOBOT'O MOJIh30BaTEII.
Bo3M0XHO# anbTEpHATUBOM ABISETCS 3aITyCK KOMAHbI sfill MPU MOMOIIHM Cron.
Komanna sfill mpenHasHadyeHa JUisl yaajeHUs B O€30MaCHOM pEeXUME JaHHBIX,
PaCIOJIOKEHHBIX Ha JIOCTYITHOM JMCKOBOM MPOCTPAHCTBE HOCUTENEH (OUMCTKA OT CJIE/IOB
YAQJICHHBIX JTaHHBIX CBOOOJHOTO MeCTa). DTH JaHHBbIE BIOCJIECACTBUUM HE MOTYT OBITh
BOCCTAHOBJICHBI. be3omacHbIil mpoliecc yAaleHusl JaHHbIX sfill BBIMISAUT CIACAYIOIUM
obpazom:
- 1 mpoxopg c 0xff;
- 5 caywailiHbIX npoxojoB. Mcnonb3yercs /dev/urandom s Oe3omacHoi RNG
€CJIM TAaKOBBIE UMEIOTCS;
- 27 IpOXOJI0B CO CHEUUATBHBIMH 3HAYECHUSIMU;
- 5 cinydaiiHbIX TPoXoaoB. Mcmomb3yercs /dev/urandom s 6e3omacHoii RNG
€CJIM TaKOBBIE UMEIOTCS.
- TIOCJIE TOTO, TEHEPHUPYETCSI TaK MHOTO BPEMEHHBIX (DAISIOB, KaK 3TO BO3MOXKHO,
JUJISL TOTO YTOOBI OUMCTUTH MPOCTPAHCTBO MHACKCHBIX JIeCKpunTopoB. [locie Toro,
KaK BpeMeHHbIe (aiibl 00Jbllle He MOTYT OBITh CO3/IaHbl, OHU OYAYT yJajeHbI U
sfill OyJeT 3aBepIieH.
CHHTaKCHC KOMaH/IbI.
sfill [-f] [-i] [-I] [-1] [-1] [-v] [-z] directory/mountpoint
Ormmmy KOMaHIbl:
1) -f — ObIcTpbIil (M HEOE30MACHBIM) PEXHM: HE UCHONB3YeTCs /dev/urandom,

HCT PpCIKUMa CHMHXPOHH3AllUHU;



2)

3)

4)

5)

6)

7)
8)
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-1 — OYHUCTHUTH TOJIBKO IPOCTPAHCTBO HMHJACKCHBIX ACCKPHUIITOPOB, HE CTHUPATh

MECTa Ha JHUCKC,

-1 — OYHCTHUTH TOJIBKO MCCTO Ha OHMCKE, HC OYHIIATh IIPOCTPAHCTBO MHIACKCHBIX
ACCKPHUIITOPOB,
-1 — YMCHBIIACT 0e30macHOCTh. BEBIMONHAETCS TOJIBKO ABa IIpoxoJa: mpoxona €

Oxff 1 OKOHUATETBHBIH MPOXOJ] CO CyYaHHBIMH 3HAYCHHUSIMU;

-1 — -1 BTOpOH pa3 yMEHbIIAET OE30MACHOCThH €lle OOJbIIe: BBIOJHAETCS
IIPOXOJ TOJIBKO C 3aIMCBIO CIyYaMHBIX 3HAYEHUN;

-v — NOAPOOHBINA PEXKUM;

-z — JIEJIAET MOCIEIHUN TPOXO/ C HYJISIMA BMECTO CIIyYalHBIX TAHHBIX;
directory/mountpoint — MECTOHOJIOXKCHUE (baﬁna, CO3JIaHHOIO B Balllei
¢aitnoBoii cucteme. OH JOHKEH HAXOJIUTHCS B pas3zelie, KOTOPbI HEOOXOAUMO

nepe3anmncarsb.

3.5. CpencTBa KOHTPOJIST BBOJA-BEIBOIA

3.5.1. CpenctBa B3auMOJEHCTBUA C YCTPOHCTBAMH BBOJ1a-BhIBOJIA

B OC AnpTr 8 CIl nmoctym K (U3HUECKOMY YCTPONCTBY OCYIIECTBIISICTCS C

MOMOIIBIO CHeIUanbHOro (Qaitna ycrpoiictBa. [Ipu BeimonHeHuu ¢ (aitsiom ycTpoiicTBa

onepauﬂﬁ OTKPBITHUA, 4YTCHHUA HWJIHW 3allMCH OCYHICCTBIIACTCA oboMeH JaHHbIMH C

¢buzndeckuM yctpoiicTBoM. Daiiibl yCTPOUCTB XpaHATCS B KaTallore /dev.

B OC Answt 8 CII ucnonb3yrotcs cTaHAapTHBIE UMEHA YCTPOMCTB:

- ttyN — koHCOIB;

- MOUSE — MAaHUITYJISITOP THUIIA «MBIIIb),

- audio — 3ByKOBas KapTa;

- modem — mozaeM;

- ttySN — nocnegoBaTeaIbHbIN TIOPT;

- IpN — nmapannensHbIi TOPT;

- cuaN — MoryT 0003Ha4YaTh OCIICIOBATEIHHBIC TTOPTHI;

- SAXN — HaKomMUTENb HA )KECTKUX MAarHUTHBIX JUCKaXx;

- fd0 — mepBbIit AUCKOBOM I THOKUX AMCKOB;
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- StN — ctpumep ¢ unrepdeiicom SCSI;

- nrtfN  — 3anmommHaromiee yCTpOMCTBO HA MPHHIMIIE MAarHUTHOW 3alKMCH  Ha
JICHTOYHOM HOCHTEJIE, C IIOCIEA0BATEIbHBIM JOCTYIIOM K JaHHBIM ¢ HHTEp(eicoM
FDC,

- mdN — maccus RAID;

- ethN — ceTeBas miara;

- null — mycToe ycTporicTBO.

[Ipumeuanue. N—HOMep ycTpoiicTBa (Hanmpumep, ttyl — mepBasi KOHCOJIb).

3.5.2. CpeactBa KOHTpOJIA HCIOJIB30BaHUS HWHTepdeiicoB BBoaa (BBHIBOJAA)

I/IH(i)OpMaHI/II/I Ha MallIMHHBIC HOCUTCIIN JaHHBIX

B OC Anwt 8 CII mopmepXuBarOTCS OTpaHWYCHUE WM 3alpeT HCIIOJIb30BaHUS

BHEIIHUX HOcHTener mpu nomomty rnpasmit APl 6ubnmorexu polkit u (nmm) udev.
3.5.2.1. Orpannyenus npu nomonry npaswit APl 6udmrorexu polkit

VYerpoiictBa xpaHeHuss WHGOpPMalMM JIENATCS HA CHUCTEMHbIC, KOTOphIE HE
CUMTAIOTCSI W3BJIEKAEMBIMU, U HECUCTEMHBIE, K KOTOPBIM OTHOCATCS IIOJKIIOYAEMBIE
Hakorutenu tuna USB, Flash meana u ontuueckue mpuBonbl. Jjis KaxmaoW U3 Tpymil
YCTPOMCTB, CUCTEMHBIX M HECUCTEMHBIX (M3BJIEKaeMbIX, removable), 1 oHOM onepanuu
MOKET MOHAJA00UThCS HacTpoika AByX polkit actions — Mo oJHOMY Ha KaXAyl TPYIITy
YCTPOWCTB.

UtoObl y3HAThH, SBISETCA JU YCTPOMCTBO CUCTEMHBIM U PACHPOCTPAHSIETCS JU Ha
HETO JIEUCTBUE org.freedesktop.udisks2.filesystem-mount-system, HEOOXOIUMO

BBINIOJTHUTH KOMAaHAYy, KOTOpas BBIBEAET BCE MOAKIFOYECHHBIE HAKOITUTEIIN:

udisksctl status

Jlanee HY)KHO BBIITOJHUTH KOMAaHIy C HMEHEM yCTpPOHCTBa (Harmpumep, /dev/sdb).
Craryc true nmns HintSystem, B BbIBOAE KOMaHABI TOBOPHUT, YTO O3TO CHCTEMHOE
YCTPOMCTBO:

udisksctl info -b /dev/sdb|grep ' Device:\|HintSystem'

Device: /dev/sdb

HintSystem: true
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JIns HECHCTEMHBIX YCTPOMCTB, Ha KOTOpBIE pPACHPOCTPAHSIETCA JIEHUCTBUE
org.freedesktop.udisks2.filesystem—mount—other—seat,ﬂﬂﬁ|4”ﬂsy§BH1CTaTyC
Oynet false.

3a pa3pCuICHus BBOJAA-BbIBOJad HAa MAIIIMHHBIC HOCUTCIIN JaHHBIX OTBCUYAIOT!:

- org.freedesktop.udisks2.filesystem-mount-system — pa3pelICHUC Ha

MOHTHUPOBAHUC q)aﬁJIOBLIX CUCTEM CHUCTEMHBIX YCTpOﬁCTB;

- org.freedesktop.udisks2.filesystem-mount-other-seat — pa3peUICHUC
HAa MOHTHpPOBaHHME (DAMIOBBIX CHUCTEM C YCTPOWCTB, MOAKIIOUEHHBIX B JIPYroe
MECTO;

- org.freedesktop.udisks2.eject-media-other-sea — pa3pClICHUC Ha
H3BJICUCHUC JIOTKA OIITUYCCKOI'O IIpHUBOAA,

- org.freedesktop.udisks2.power-off-drive-other-seat — pa3pCIICHUC Ha

m3BiacueHue USB-HakonuTes.

,Z[anee IIPpUBOAUTCA IMPUMCP CO3daHUA IIPpaBUJIa, Pa3spCIIarOMmICro moJdb30BaTCIIIO U3
CUCTEMHOW TPYIIIBI XZIP BBIIOJHATH MOHTHUPOBAaHWUE W HU3BJICYEHUE YCTPOMCTB — C
3aIllpoCoOM  IIApPOJId. HpI/I 3TOM JId  OCTaJIbHBIX MOJIb30BaTeIeH ,Z[eﬁCTBPISI 10
MOHTHPOBAHMIO Y U3BJICUCHUIO OYAYyT 3amperieHbl.

JIns  paspemeHuss NOJIb30BATENII0 MOHTHUPOBAHUS W M3BJICUYCHUS YCTPOMCTB
HGO6XOI[I/IMO BBIIIOJITHUTE  CIICAYIOINUC I[GI?ICTBHH (BCG I[GIZCTBH?I BBIITOJITHAKOTCA OT
aJIMUHUCTPATOPA):

1) Co3znatp ¢aiin npaBmia 99-udisk2 mount.rules!

# touch /etc/polkit-1/rules.d/99-udisk2 mount.rules

2) Hanomuuth 99-udisk2 mount.rules CIEAYIOIINAM COJIECPKAHUEM:
polkit.addRule (function (action, subject) {
if (action.id=="org.freedesktop.udisks2.filesystem-mount-
system") {
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;
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}i

if (action.id=="org.freedesktop.udisks2.filesystem-mount-
other-seat") {
if (subject.isInGroup ("xgrp")) {

return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;

i
if (action.id=="org.freedesktop.udisks2.eject-media-other-
seat") {
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;

i
if (action.id=="org.freedesktop.udisks2.power-off-drive-
other-seat") {
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;

}
}):
3) Co3znmaTh CUCTEMHYIO TPYIITY XZIp (€CiH ee elle HeT):
# groupadd -r xgrp
4) J106aBUTH MOJIB30BATENS B TPYIITY XEIP:
gpasswd —-a MMA IOJIb30BaTeNd XJrp

3.5.2.2. KonTpons mpu momortu npasui polkit

[IpaBuna polkit Takxe Mo3BOJIAIOT (GOPMUPOBATH MTpaBUIIa AJs1 J0OABICHUS 3anucen
B CHUCTEMHOM >XypHasle. Hanmpumep, npu MOAKIIOYEHUH CHEMHOIO YCTPOMCTBA MOXKHO

3aMKUChIBATh B )KypHAJI, KAKOE YCTPOMCTBO OBLIO MOJKIIOUEHO U KAKUM MOJIb30BaTEIIEM.
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I[JIH 9TOIO HGOGXOI{I/IMO BBIIIOJIHUTD CJICAYIOIINC I[CﬁCTBHﬂZ

1) Co3nate ¢aitn npaBmina 70-udisk2 mount.rules:
touch /etc/polkit-1/rules.d/70-udisk2 mount.rules
2) HarmonHuTb ero CoaepKUMBbIM:
polkit.addRule (function (action, subject) {
if (action.id=="org.freedesktop.udisks2.filesystem-mount-
system") {
polkit.log ("mount action=" + action);
polkit.log ("mount subject=" + subject);
return polkit.Result.YES;
i
if (action.id=="org.freedesktop.udisks2.filesystem-mount-
other-seat") {
polkit.log ("mount action=" + action);
polkit.log ("mount subject=" + subject);
return polkit.Result.YES;
i
}) g
Teneps npu MmoutupoBanuu USB-nucka B /var/log/secure NOSBATCS 3alUCH!
# tail -2 /var/log/secure
Nov 22 12:57:12 host-15 polkitd[9879]: /etc/polkit-1/rules.d/99-
udisk2 mount.rules:4: action [Action
id='org.freedesktop.udisks2.filesystem—-mount-system'
id.version="'FAT32' id.usage='filesystem!'
drive.serial="'11101094E6BAIAO0A4A5200A" id.label="'ALT p8 xfce/'
partition.flags='0x00000000" polkit.gettext domain='udisks2'
drive='UFD 2.0 Silicon-Power4G (/dev/sdbl)' partition.number="'1"
id.uuid="'F076-C625"' drive.vendor="'UFD 2.0' device="'/dev/sdbl'
id.type='vfat' partition.type='0x0b'
polkit.message="'Authentication is required to mount $(drive)'
drive.revision='"'PMAP' drive.model='Silicon-Power4dG']
Nov 22 12:57:13 host-15 polkitd[9879]: /etc/polkit-1/rules.d/99-
udisk2 mount.rules:5: subject [Subject pid=4673 user='test'

groups=
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uucp, proc, cdrom, floppy, cdwriter,audio, radio,users, scanner, Xgrp,
vmusers, audit group,auditl, test, seat='seat(0' session='5"

local=true active=true]
Takum 00pa3oM, B CHCTEMHOM >XYypHajie 3apeructpupoBaHo, uro USB-amck c
cepuiinbiM HoMepoM 11101094E6BA1A00A4AS5200A ObLT MOAKIIOUEH IOJIB30BATEIIEM

test.
3.5.2.3. Orpanuuenus npu nomouiu npasui Udev

Udev — cepBuc, KOTOpPBIi MOAXBATHIBACT U KOHOUTYPUPYET BHEIIHHE YCTPOWCTBA,
nosydas yBemomieHust ot siapa OC. Udev rubko HacTpamBaeTcs Moja 00OpYy/IOBaHHUE U
3aJaud ¢ TMOMOIIBI0 coenuanbHbiX mnpaBui. [lpaBuna Udev xpanarca B mamke
/etc/udev/rulres.d. @aiia npaBuiI 0053aTEIBHO IOJKEH UMETh PACIIMPEHHE . rules.

TunoBoe mnpaBuno Udev COCTOUT U3 HECKOJBKUX Map «KJIIOY — 3HAYCHHUE»
pasfeneHHbix 3ansaToi. OIHM KIIOYM HMCTIOJB3YIOTCS ISl MPOBEPKH COOTBETCTBUSA
YCTPOMCTBa OMpeACTIEHHOMY MpaBUIy, B TaKWX KIIOYaX HCIONB3YeTCsA 3HAK «==» IJif
paznenenus napbl. Creyromuid OpuMep OTpa)kaeT MPUMEHEHHE IpaBUiIa TOJBKO IS

ciyyasi, eciiv 3HaueHus kiroya SUBSYSTEM naiis storo yerpoiictBa paBHO «block»:
SUBSYSTEM=="block"

Jpyrue KIHOYM UCIOJB3YIOTCA Il yKa3aHUs JCUCTBUs, €CIM BCE YCIOBUSA
COOTBETCTBHS BBINOIHAIOTCA. I pa3aeneHus map B TaKUX KIIOYAX MCIIOJIB3YETCS 3HAK
paBHO «=». Hampumep, B ciaydae ¢ NAME="mydisk" NpaBWIO OYyJIET BBITISICTh

CIEAYIOIIUM 00pa3oMm:

SUBSYSTEM=="block", ATTR(size)=="1343153213", NAME="mydisk"

OTO TPaBWIO BBHIMOJHUTCA TOJIBKO JIsi yCTpOMCTBa mojacucTembl block u ¢
pazmepom 1343153213 Gaiir.

Jlns mpaBun Udev CcyiiecTBYIOT ClAeAYIONIUE KIIFOYH COOTBETCTBUSL:

- SUBSYSTEM — noacucrema ycTponcTBa;

- KERNEL — nms, BeitaBaeMoe yCTpOUCTBY SAPOM;

- DRIVER — apaiiBep 00Ciy>XKHBaIOIINNA YCTPOHCTBO;

- ATTR — sysfs arpulyT ycTpoiicTBa;

- SUBSYSTEMS — noacucreMa poAUTETHCKOTO YCTPOHCTBRA.
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JInst IeWCTBHUM UCIOIB3YIOTCS KIIFOUU:

- NAME — ycranoButh ums (aiina ycTpoicTsa;

- SYMLINK — anprepHaTUBHOE UM YCTPONCTBA;

- RUN — BBINOJIHUTE CKPUIIT MIPHU HOJKIIOYEHUH YCTPOUCTBA;

- GROUP — rpymnmna, y KOTOpO#l €CTh JOCTYII K (haitiy;

- OWNER - Brmagener ¢aiina ycTpoiicTBa;

- MODE — macka npaB mocTyma.

Kimrou ATTR no3BossieT mosryuuts nHpopMmaruio 06 ycrpoiictse. [locMoTpers Bee
Bo3MoOkHbIe Udev mapameTpsl Ajisi YCTPOMCTBA MOXHO C MOMOIIBI0O KOMaHJbl udevadm.
Hampumep, nns aucka /dev/sda KOMaHAa MPOCMOTpa MapameTpoB OyNIEeT BBHITIIANETH

CIEAYIOIIMM 00pa3oMm:

$ udevadm info -a -n sdal

Jliist co3nanust paitna ¢ mpaBUIaMu HY>KHO BBITIOJTHUTH CIIEIYIONTYI0 KOMaHTY:

touch /etc/udev/rules.d/usb.rules

[IpaBuno OTKIIOYEHHUS PYYHOTO MOHTHPOBAHWSI, JJIS BCEX IOJb30BaTelel HE U3
rpynnsl plugdev, koTopoe HE0OX0IUMO J00aBUTH B (haiiyl usb.rules, OyAET BBHIMISACTD

CIEAYIOIIMM 00pa3oMm:

BUS=="usb", SUBSYSTEM=="block", KERNEL=="sd*", ACTION=="add",
GROUP="plugdev", MODE="660"

[IpaBuno, koTopoe TpHU TMOAKIIOYECHUH usb-ycTpoicTBa 3amyckaeT CKpHIIT
/etc/udev/usb _on.sh, U cAelaeT HEOOXOAMMBbIC NEHUCTBUS (HAMpuUMep, 3aluIIeT B

log-daiin HeoOXxoauMy 0 HH(GOPMAIHIO), OyAET BBITJISACTD CACAYIONIUM 00pa3oM:
ACTION=="add", SUBSYSTEM=="block",
ENV{ID BUS}=="usb|mmc|memstick]|ieeel394", RUN+="/bin/bash
/etc/udev/usb _on.sh %E{ID SERIAL SHORT} $E{ID MODEL}
$E{ID VENDOR}"

rae:

- ACTION — OTCIIC)KMBAEMOE JIEUCTBHE, add — IMOJKIOUYEHUE YCTPOUCTB, remove —
OTKJIFOUYCHHUE;

- ENV — IEpEYEHb OTCJIC)KUBAEMBIX YCTPOMCTB MO TUITY;

- RUN — UCIIOJIHSIEMOE JEUCTBUE.
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Ckpunrty usb_on.sh udev nepeaaer CIeayIue JaHHbIE:

- $E{ID SERIAL SHORT} — cepuiiHblii HOMep USB-ycTpoiicTBa;

- $E{ID MODEL} — Moaenab USB-ycTpoiicTBa;

- $E{ID VENDOR} — nmpousBoauresb USB-ycTpoiicTsa.

Hcnonp30BaHre CKPUIITA MTO3BOJISICT BHITIOIHATH 00J1€ THOKYIO HACTPONKY TPaBHII:
MOXHO HE€ TOJbKO MOHTHUPOBAaTh YCTPOMCTBA, HO M BBINOJHATH JPYrue JACHCTBHUS
(komupoBaTh, MEHATH BIaJENblla U Tak jgainee). Tak kak udev BBIMOIHSAETCS OT UMEHU
YYETHOM 3alMHUCH CYNEepPHoJIb30BaTeNs root, TO U CKPUNT OYJET BBINOIHATHCS OT UMEHU
COOTBETCTBYIOIIEM YYETHOW 3amucu. Takxke IO0NyCKaeTcs 3aaaBaThb THUII JOCTyIla K
nH(pOpMaIUU HA HOCUTENE, HAIPUMED, «TOJBKO JIJISi YTEHUS.

Jlanee npuBoAsATCSA MpUMEpPbl 0QOPMIIEHUS IPYTUX BO3MOKHBIX MTpaBuI i udev:

- OTKIIt0UNUTh Bce USB-MopThI:
BUS=="usb", OPTIONS+="ignore device"

- OTKJIFOYUTH BCE OJIOUHBIE YCTPOICTBA, MpucoequHeHHble Kk USB-nopram:
BUS=="usb", SUBSYSTEM=="block", OPTIONS+="ignore device"

- HA3HAYUTh MOCTOSHHOE UMs (aitiry ycTpoiictBa BToporo IDE-nucka:
KERNEL=="sdb", NAME="my spare"

- urHopupoBatb Bropoit USB SCSI/IDE-auck, nonkmtouennsiii mo USB:

BUS=="usb", KERNEL=="hdb", OPTIONS+="ignore device"

3.5.2.4. Hactpoiika orpanuuenuii B BeO-unrepdeiice L{YC

Monyns LIYC «KonTtponb moctyma k mopram» (alterator-port-access) mo3BosisieT
HAaCTPOUTh OTPAHMYCHHMS HA  MCIOJB30BAaHME BHEIIHUX  HocuTened. Moayib
alterator-port-access nmeer BeO-uHTEPEIIC.

JlomkHBI OBITH YcTaHOBJICHBI TTakeThl alterator-fbi u alterator-ports-access:
# apt-get install alterator-fbi

# apt-get install alterator-ports-access
3anycTuth cayx0y ahttpd:

# systemctl start ahttpd
Jlanee HeoOXOoOAMMO OTKPBITH B Opay3epe ajapec https://localhost:8080 WU

https://ip address:8080 W BBECTH IIapoib aaMuHUCTparopa. JlIsi HacTpoWKHU


https://localhost:8080/
https://ip_address:8080/
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OTrpaHUYEHUI Ha HCIOJb30BaHHE BHEIIHUX HOcUTENeld B MeHI0 «Cucremay HeoOX0AuMOo
BbIOpaTh MyHKT «KOHTpOJIb HOCTYIIA K TopTamy (puc. 12).

JUist 3amaHusg J0ocTyna K MOCJENOBaTeIbHBIM MOpTaM, HEOOXOJMMO BBITIOJIHUTD
CJIEyIOIIKE TIaru:

- BBIOpATh TOPT;

- pa3pemnTh WK 3alPETUTh HOCTYI K BHIOpAaHHOMY TIOPTY;

- Ha)KaTh KHOMKY «COXpaHUTh HACTPOUKH IMOCIIEOBATEILHOTO MTOPTay;

- IpocMOTpeTh pazaen «CraTyc», 4TOObl yOEeIUTbCs B KOPPEKTHOW pabote

HACTPOCK.

Jlis TOro 4to0Obl OTKIOYHUTH NOIAEpKKY Bcex USB-ycTpolicTB KpoMe 3aJaHHBIX,
HE00X0AMMO Ha)kaTh Ha KHONKY «BxitounTth KoHTposib USB-11OpTOBY.

Jist toro uytoObl A00aBUTh USB-yCTpOWCTBO B CIHMCOK Pa3pelIEHHBIX HYXHO
yKkazatb oAuH (Wiau Bce) u3 uaeHtudukatopoB: |ID mnpoumsBomutens, ID mnpoaykra,

CepuliiHblil HOMEp B COOTBETCTBYIOIIEE MOJIE€ U HAKATh KHOMKY «Jl00aBUTH MPaBUIION.
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Daiin  [paska Bug Mypwan 3aknagkum  MHcTpymentsl  Cnpaeka

2, Kowtpone goctyna k noprar X ‘ +

« - C @ | (@ & https://192.168.3.4:8080/FqTs TGXUhZ7nN/portsctrl 0% e f}| I o =
KOHTPOJIb OCTYIMNA K NOPTAM | Hactpoiixa | | cnpaska | | Buiim |
Cucrema
;MEH KoHuTpons nocnegoeatensHbIX NOPTOB
Jlata u Bpema
CHCTEMHBIE 3y PHAMbI L= % | Bumouen %
KnuenT Bacula
‘O BHOBNEHWE CHCTEMBI -
HacTpolikk nocnenceaTeNsHOTC NOpTa % | Bnaqenne %

KouTpone goctyna k moptam

MocregosaTensHsl NOPT: | NoManyicTa ssfepHTe 3 CrMCKE BoILe
Buikmioyerne kom NbloTEPRA

CHCTEMHBIA Ay guT Pazpewes: | | [a j

MporpamMmHoe o6ecneueHne

WcTounukm gna yctadoskd MO

Koutpone USB-noptoe

Cepeepbl

- . CMNWCOK PA3PELLEHHLIX YCTPORCTE

Cepeep oSHoBNEHUH

MNpokcw-cepeep Mp Me % |IDnp mwenA % | ID npogykta & | CepuitHedin Ne % | Mndopmaumn = |
OpenVPN-cepsep

MNonesoeartenu

- UacTH npasuna % | 3HaueHue % |

AQMUHUCTPATOP CHCTEMBI

Monb3oBaTend 1D NnpoWaBoaMTENA: :

Ty 1D npogysTa:

AYTEHTWMKALMA I
CapHitHei HoMep:

Cetb p P

el Moneanan wHdopmauna of yeTpoRcTes:

Ethernet-uHTepheiich ———— |
PoTE coopmans
PPPoE-coeguHennn
HacTpoitkn proxy
‘OpenVPN-coeguHeHuA

MO AKNOYEHHGIE USB YCTPORCTBA

CTaTHCTHMKA ID nponseoauTenn % |YcTpoicTeo % | CepuitHeii Ne % |ID nponseogurenn % | ID npoaykta %
- Gensric USB2.0-CRW 20100201306000000 | Obds 0139
Mpoxcw-cepsep Ganaral USB Flash Disk 047601100004362E | BB44 8005
Bpaxgmayap CraHuposate USBE ycTpoiicTBa
=
BHEIIHWE CETH

Cratyc

KoHTpone nocnefoBaTe/lbHbIX NOPTOE BolknoueH (=T8T PTG TR 1 ey P DT TN LT R T T TRl 16T T
LG L PSS G GRS TR DT BeounTe kKoHTpons USE-noptose

Puc. 12 — KoHTpoab 1ocTyma K mopram

JIna  onpenenenus NOAKIMIOUEHHBIX USB-yCTpOWCTB HYKHO HaXaTbh KHOIKY
«CkanupoBatb USB ycTpoiicTBa», BBIACIUTH YCTPOMCTBO, KOTOPOE HEOOXOAMMO
pa3pelnTh U HaxaTh KHONKY «Pa3permuTs BeIOpaHHOE yeTpoicTBO» (prc. 13).

B tabnuie «Cnucok pa3pemeHHbIX YCTPOUCTBY NMEPEUUCIISIOTCS BCE pa3pelIeHHBIC
USB-yctpoticTBa. Jlyis ynaneHus mpaBujia U3 CIUCKa, HEOOXOIUMO BBIICIUTh MPABUIIO U

HaXXaTh KHOMKY «Y JaJIUTh BEIOpaAaHHOE TIPAaBUIION.
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Kontpone

00-01 99 02

USB-noptoe

MNpasuno N2 $

ID nponzsoouTENA %

1D npogykTa

CepuiHeIn M2

%

Whehopmaumn

Bh44

80035

047601100004362E

General USE Flash Disk

YacTu npaewna

3HaveHHe

ID npowaeoQMTeNA:
ID npogysTa:
CaprAHBIA HOMBR:

MNoneanaf wHgopMauwA ob yeTpoRcTES:

No6aBuTe HOBOE NPABWNGD

NOAKNKYEHHEIE USE YCTPOMCTBA

ID npowasoOuTE NA %+ |¥YoTpowcTeo %+ | CepuiHbIA Ne %+ |[ID nponssogurena $ | ID npogykTa &

USB2.0-CRW 20100201386000000
USB Flash Disk 047601100004362E

CrkaHwpoBate USE ycTpoicTBa

Puc. 13 — Jlo6aBnenune USB ycTpoiicTBa B CIMCOK pa3pelieHHBIX YCTPOHCTB

Obda
BG44

Ganeric 0138

BOOS

Ganeral

3.6. CpencTBa KOHTPOJIA LETOCTHOCTH M PE3EPBHOTO KOTIUPOBAHHUS
3.6.1. IIporpaMMHBI# KOMITJIEKC TPOBEPKH IIETOCTHOCTH cUCTeMbI Osec

B OC Anbr 8 CI1 nmnst oOHapyeHUs pa3iuuuil MEXIy JABYMSI COCTOSHUSIMU

CUCTCMbI NPECAYCMOTPCHO HCIOJB30BAHUEC IIPOIpaMMHOI0O KOMILJICKCA IIPOBCPKU

1IeJIOCTHOCTH Osec. Osec SBISETCS JITKOBECHBIM MPOTPAMMHBIM KOMIUJIEKCOM MPOBEPKHU
IIEJIOCTHOCTH cucTeMbl. Osec TakKe MPEIOCTABISIET BO3MOKHOCTD BBIMIOJIHUTE MTPOBEPKY
CUCTEMBbl Ha HAJIMYUE OMACHBIX (haljIoB, HAPUMEP, C YCTAHOBJICHHBIMU OWTaMH IpaB
cMeHbl uieHTu(uKaTopoB mosib3oBaTenst (suid), rpymmbl (sgid) u ¢ 00MmenoCTyIHON

3aIHCHIO.
3.6.1.1. Ynpagnstoiine KOMaH bl

CuHTaKCcHUC KOMaHIbI OSEC:

osec [IIAPAMETPH] [KATAJIOT'...]

osec [IIAPAMETPH] --file=FILE [KATAJIOT...]
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[TapameTpsr:

1) -r, --read-only— paboTaeT B peXKUME «TOJIHKO YTCHHEY,

2) -R, --allow-root — 3amyCTUTh B PEXKUME MPHUBHICTUPOBAHHOTO
[I0JIb30BATES;

3) -n, --numeric-ids — He 3aMeHATH UId/Qid Ha username;

4) -u, --user=USER — 3aJaeT WMs Y4YETHOH 3alHCH HEMPUBUICTHPOBAHHOTO
[I0JIb30BATES;

5) -g, --group=GROUP — 3ajJaeT MMs yYETHOW 3alllCH HETPHBUICTHPOBAHHOM
TpYTIIbL;

6) -D, --dbpath=PATH — 3a/Ia€T IyTh K KaTaJory ¢ 0a30# JaHHBIX;

7) -f, --file=FILE — IO3BOJISET IMOJIYYUTh CIIUCOK KATAJIOTOB U3 (haiia FILE;

8) -x, --exclude=PATTERN — UCKJIIOYHTD (DaiijIbl, COOTBETCTBYIOIIUE IIIA0JIOHY;

9) -X, --exclude-from=FILE — IPOYUTATh MAOIOHBI HCKIIOYCHUH U3 (aiia;

10) -i, --ignore=LIST — HE MOKa3bIBaTh M3MEHEHHUs: Checksum (koHTpoJbHAas
cymma), Symlink (cumBosuueckas cchlika), USer (Biazeserr), group (rpymma),
mode (pexxum), mtime (Bpems u3MeHeHus1) win inode;
11) -t, --hash-type=NAME — HCIOJb30BaTh YKa3aHHBIA THUI X3II-()yHKIIHH.
[ToanepxuBaemblie Tunbl: shal, sha256, sha512, stribog512 (mo ymonuanuio);
12) -v, --version — BBIBOJUT HH(POPMAIIHIO O BEPCUH MTPOTPAMMBI;
13) -h, --help — BBIBOAMT CIIPABKY O MpOTrpaMMe M €€ IapaMerpax.
Hampumep, xomana 3amycka osec (CIHCOK MyTel K 0ObeKTaM XpaHHUTCs B (aitie
/etc/osec/dirs.conf, 6a3a JaHHBIX B KaTajore /var/lib/osec/):

osec -f /etc/osec/dirs.conf -D /var/lib/osec/ -r

Osec MoxeT paboTaTh B PEKUMAX «TOJIBKO JJI YTEHHUS» U «UYTEHHUE-3amuchy (10
YMOJTYaHHUIO).

B pexume «arenne-3anucky 0sec OyaeT coodmarb 00 00HAPYKEHHBIX U3MEHEHUSX,
U COXpPaHSITh HOBOE COCTOSIHUE CUCTEMBbI B CBOIO 0a3y naHHbIX. ISl Kakmoro karajora
0sec CO37aeT YHUKAIbHBIN (haiii 0a3bl JaHHBIX W MOMENIAET B HETO KaTaJloT, YKa3aHHBIM B

OIru db_path.
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IIpumevanne. B coydae 3amycka 1moj y4e€THOM 3alMCBIO CYIIEPIIOIb30BATENS
root, Osec OyaeTr paboTaTh B peXUME HENPUBHIECTHPOBAHHOTO MOJIB30BATENs C OJHOU
JIOTIOJTHUTEIPHONU BO3MOXKHOCTBIO «uTeHHe-Ionck» («dac read searchy).

3.6.1.2. AxtuBanus u padorta Osec

Bce nerictBrst npou3BOAATCS OT UMEHU aJIMUHUCTPATOPA.
1) IIpoBepuTh, YTO CEPBUC KOHTPOJS IEIOCTHOCTH TPH 3arpy3Ke aKTHBHUPOBAH
(enabled) — BBINIOJHATH KOMaH/Y:
# systemctl is-enabled integalert
JI71st akTUBAIMM cepBUCA OT AIMUHKUCTPATOpa (r00t) BBHIOJIHUTE KOMAH/TY:
# systemctl enable integalert
2) OmpenenuTh KaTajaory JUIS MPOBEPKH IIEJIOCTHOCTH 0SEC cMm. 1. 3.6.1.3.
3) BbIMOTHATE 3amyck OSEC:
- BBIIIOJIHUTh KOMaHAY:
# integalert fix
- cPOpMHUPOBATH KOHTPOJIBHBIE CYMMBI JIJIi HM3MEHEHHBIX/HOBBIX
00BEKTOB U 3aHECTH UX B 0a3y JTAHHBIX — BBHIIIOJHUTH KOMaHY:
# osec -f /etc/osec/dirs.conf -D /var/lib/osec/
Jns  duxkcauuu HW3MEHEHUHW U TPOBEPKU KOH(UTYpAIlUU BBHITIOJIHUTH
KOMaHJy:
# systemctl restart osec
IIpoBepka LENOCTHOCTH CHUCTEMBI IIPU IIOMOIIA OSEC  BBIINOJHAECTCA  OT
aIMUHUCTPATOpPa KOMAHJION integalert.
[Ipn HEOOXOAMMOCTH MOYXHO HACTPOUTH/U3MEHUTH MEPUOJUYHOCTH 3aIlycka OSEC

cm. 1. 3.6.1.4.

[Topsimok BoccTaHOBIIEHUS 1IEJIOCTHOCTH CUCTEMBI IpuBeeH B 1. 3.6.1.5.
3.6.1.3. Onpenenenne/n3sMeHEHHE KaTaJIOTOB JIJIsL IPOBEPKH IIEJIOCTHOCTH

[To yMOJlYaHUIO OTCIICKMBAKOTCS M3MEHEHUS B MalKaxX /bin, /sbin, /usr/bin,
/usr/sbin.

I[JI?I TOrO, YTOOBI OIIPCACIINTG MJIN HU3MCHHUTL CIIMCOK KaTaJlOoI'OB JIA IIPOBCPKHU

LEJIOCTHOCTH, Hampumep: /bin, /sbin, /lib, /1ib64, OTPEAAKTUPYWUTE CIIMCOK
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KaTaJIOTOB, KOTOPBIM  XpaHuTcsi B  (ailie /etc/osec/dirs.conf (cTpokw,
HAaYMHAIOLIMECS CO 3HAKA PEIIETKA «##», ITHOPUPYIOTCS):

# vim /etc/osec/dirs.conf

[locne BHeceHWss u3MeHeHMM B (ailnm /etc/osec/dirs.conf HEOOXOIUMO

BBITMOJIHHUTH 3aIyCcK 0SeC cMm. 11. 3.6.1.2 2).
3.6.1.4. [lepnoauvHOCTH 3amycka 0SeC

Kpome makera IIK osec B cucTeMy ycTaHaBIMBaeTcs MakeT 0Sec-timerunit. On
MO3BOJIIET  3aJaTh  CIOOCOO W NEPHOAMYHOCTh  3amycka  0SeC  (caiiibl
/lib/systemd/system/osec.service, /lib/systemd/system/osec.timer)
B makere 0sec-timerunit ects Qaiin ¢ 3agaHueM AJIs IEMOHA Cron U KOH(GHUTyparMOHHbIE
daitel (dirs . conf).

JIns mpoBepku cTaTyca IEPUOAUYECKOrO KOHTPOJSA LEJNOCTHOCTA BBIIIOJIHUTH
KOMaHIy:

# systemctl status osec.timer

I[J'ISI AKTHUBallUU MICPUOIUYICCKOTO KOHTPOJIA HEJIOCTHOCTHU BBIITIOJIHUTH KOMAH/bI:

# systemctl enable osec.timer

# systemctl start osec.timer

[lo yMonuaHMio B osec.timer 3aJaH 3allyCK MPOBEPKU KaXKIbIM JI€Hb B
ABCHAAATh 4aCOB HOYMU. Ecmu HeO6XOI[I/IMO 3aaBaTb APYIUC IICPUOALI 3aIIyCKa 0secC, To
HEOOXOIMMO co37aTh (ailn /etc/systemd/system/osec.timer ¢ HM3MEHECHHBIMU

nepuoJaMu 1 nepe3arpy3uTh 1eMoH systemd:
# cp /lib/systemd/system/osec.timer /etc/systemd/system/osec.timer
# vim /etc/systemd/system/osec.timer
# systemctl daemon-reload

[Ipumep ayst HACTPOWKHU osec.timer HA 3aIlyCK INPOBEPKU LEIOCTHOCTH Ka)Ible

30 MuHYyT:
[Unit]

Description=osec run every half hour

[Timer]
OnBootSec=1min

OnUnitActiveSec=30min
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[Install]

WantedBy=multi-user.target
3.6.1.5. TTopsimok BOCCTaHOBJICHUS IIEIOCTHOCTH CHCTEMBI

B cnyyae BbIsiBIIEHUSI HAPYIICHUS LEJIOCTHOCTH:

1) npwu mpoBepKe MEeTOCTHOCTH CUCTEMBI KOMaHION integalert;

2) mpu 3arpy3ske OC — BBIBOJ BHU3yaJbHOTO OIOBEHICHHS C 005S3aTeIbHBIM
nojaTBepxkaeHueM AanbHedmedt 3arpy3ku OC. Cucrema 3arpyxaercs B
OTHOTIOJIL30BATEILCKOM peXuMe (IMPU aKTHBAMKA pekuMa cMm. 1. 3.6.1.6) c
3aMpOCOM TMAapOJIs CYIePIIOIb30BaTENs
login [root]:

Password:

[Topsnok BOCCTaHOBIICHUS:

- OT aaMUHHUCTpaTopa (root) BBINOTHUTH NPOCMOTP JiOTa ayauTa W HaAWTH

HapyIieHue 1enocTHocTH (eMm. 1. 3.6.1.7);

- BOCCTAaHOBUTh OOBEKT C HApYIICHHOHW IE€JIOCTHOCTBIO — 3aMEHHUTh Ha
ATAJIOH/TIEPEyCTaHOBUTh; WM HPONYCTUTh INPHU MOATBEPKIECHUU KOPPEKTHOCTH
BHECEHHOT'O U3MEHEHHUS B OOBEKT;

- 3aIIyCTUTh BOCCTAHOBIIEHWE IEJIOCTHOCTA CHUCTEMBI (€Cli CHUCTEeMa KOHTPOJIS
nenoctioctd  IMA/EVM  He wunHunmanu3upoBaHa (cMm. uHave 1. Omuoka!

M CcTOYHMK CCHUIKH He Hali/IeH.)), BEITOJHUTh KOMaH/IY:

# integalert fix

N chopmupoBaTh KOHTPOJIBHBIE CYMMBI JIJISi U3MEHEHHBIX/HOBBIX OOBEKTOB M
3daHCCTU UX B 6&3}’ JAHHBIX — BBIIIOJIHUTDH KOMaHI[y:

# osec -f /etc/osec/dirs.conf -D /var/lib/osec

U TIepe3arpy3uThb CUCTEMY.
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3.6.1.6. OgHOMONMB30BATENBCKUN PEKUM ITPU HAPYIICHUH LIEJTOCTHOCTU

[Ipy HEOOXOIMMOCTM HACTPOWKH MNpPU HAPYUIEHHH LEJIOCTHOCTU CHUCTEMBI IpPH
3arpy3ke OC mepexoJuTh B OJHOMOJIB30BATEIbCKUN PEXUM (PEKUM emergency) OT
aJIMMHUCTpAaTOpa CKOMUpOBaTh (aill /lib/systemd/system/integalert.service B
/etc/systemd/system U OTPEIAKTUPOBATE €T0:

- yOpaTh KOMMEHTap1H1, HAUMHAIOLTUECS C #;

- B TIOCJICTHEH CTPOKE 3aKOMMEHTHUPOBATh CTPOKY # Wanted-by;,

- W BBIIIOJIHUTB KOMAHABI IICPE3aIllyCKa CCPBUCOB!
systemctl daemon-reload
systemctl disable integalert

systemctl enable integalert
OxumaemMblid pe3ynbTaT: CUCTEMa OYIEeT 3arpyaTbCi B OJHOMNOJB30BATEIHCKOM
PCKHUMCE C 3aIIPOCOM I1apOJIAd root IIpH HapYHICHUH LIEJIOCTHOCTH.
login [root]:
Password:

[locne Bxoma OT aAMHHHUCTpPAaTOpa HEOOXOAMMO BBINOJIHHUTH MPOCMOTP KypHaia

ayauTa JJis HOJIy4YeHUs HHPOPMAILIMU O HapyIICHUH 1iesiocTHOCTH (eMm. 1. 3.6.1.7).

3.6.1.7. Otuern Osec

[IpocMoOTpeTh 3anMcH 0SEC B CUCTEMHOM KypPHaJIe MOKHO BBITTOJTHUB KOMAaH/Y:

# journalctl | grep osec

BriBeCTH OTYET O KOJIMYECTBE U3MEHCHUM:

# journalctl | grep "\[osec\]"

BrImosHUTh MNPOCMOTP COOOIIEHUHN JKypHajda ayauTa € MOMEHTa TMOCJeaHel
3arpy3ku OC:

# journalctl -b

[Tocne mepBoro 3amycka B CHCTEMHBIH KypHau (Syslog) OymeT mo0aBiieHa 3amuch, o

TOM, YTO KOHTPOJIbHBIE CYMMbI OOBEKTOB C(OPMUPOBAHBI M 3aHECEHbI B 0a3y JaHHBIX

/var/lib/osec.
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[Ipn mocneayroomMX 3alyckax, B CIy4ae, €Clidi B CHCTEME IOCIE MPEAbIIYIIETO
3alycka O0SeC HHMYEro HE MEHSUIOCh, B OT4eTe OyAEeT YyKa3aHO, YTO HET HHUKAKHUX

U3MECHCHU U, HAIIPUMED:
No changes[osec] Daily security check (chg=0,add=0,del=0) - hostlb
Finished

B ciy4dac, €CJIM B CHCTCMC IIPOH30IIIIM M3MCHCHHA, TO B XKXYpHAJIC, COIACPKUTCA

OTYeT 00 U3MEHEHHBIX (haiiax.

3.6.2. [Togcucrema IMA/EVM
3.6.2.1. Yrunura evmctl

YTuaura evmctl MojkeT HMCIoNb30BaThCS IS CO3MAHHUS M IPOBEPKH IH(PPOBBIX
MOJIITMCEH, KOTOPBIC UCIOB3YIOTCS TOJCKHCTEMOM 1esoctHoCTH sapa Linux (IMA/EVM),
a Takke JJ1s 1o0aBJIeHUs KIIIoYel B HA0Op KITtoueH siipa.

CuHTakcuc KoMaH el evmctl:

evmctl [-v] <xomanHne> [llapameTps]

Komannpr.

—--version

help <command>

import [--rsa] pubkey keyring
sign [-r] [--imahash | --imasig ] [--key key] [--pass password]
file

verify file

ima sign [--sigfile] [--key key] [--pass password] file
ima verify file

ima hash file

ima measurement file

ima fix [-t fdsxm] path

sign hash [--key key] [--pass password]

hmac [--imahash | --imasig ] file
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[TapameTpsr:

1)—a, -—-hashalgo - shal (default), sha224, sha?256, sha384,
shab12;

2)-s, --imasig — caenaTh noamuch IMA;

3)-d, --imahash —czaenatb xa11 IMA;

4)-f, --sigfile — xpaHuTh nmoamuch IMA B aiisie . sig BMECTO xattr;

5) --rsa — ucnonp3oBath TUM KIr0o4a RSA u cxemy nojanucu vi;
6) -k, --key — HOyTb K KiIouy noanucu (IO  yMOJYaHHIO:

/etc/keys/{privkey,pubkey} evm.pem),

7) -p, --pass — IapoJIb IS 3aTU(PPOBAHHOTO KJIFOYA MOIITUCH;

8) -r, --recursive — PEKYpPCHBHO B KaTaJOTH (IIOJIIIKCH);

9)-t, --type — TunoB daitioB miusa ucnpasiacHus fdsxm (f: daiin, d: xaraior, s:
6s10K/char/ccpuika);

10) x — mpONMYCTUTh WCIPABJICHUE, €CIM CYNIECTBYIOT Xattrs ima u evm

(MCTIOIB30BATH C OCTOPOKHOCTHIO);

11)m — ocTaTbes B TOH Ke (aityioBoi cucteMe (Hampumep, 'find -xdev');

12) -n — BBIBOJMTH Pe3yJIbTAT HAa CTAHIAPTHBIA BBIBOJ BMECTO YCTAHOBKH Xattr;

13) -u, --uuid — ucmomws3oBath moib3oBaTenbckuii UUID FS mns EVM (me
yKka3aHo: u3 FS, mycTo: He UCTIOb30BaTh);

14) --smack — ucnoas3oBath gonoanuteababie SMACK xattrs st EVM;

15) -v — yBenmM4uTh MOAPOOHOCTH BBHIBOJIA;

16) -h, --help — moKa3aTh ATY CIPABKY U BHIATH.

[Togmuce EVM 3amumiaer meragaHHble (aiima, Takue Kak arpuOyThl Gaiiia u

pacipeHHbie aTpuOyThl. IMA moanuch 3anumniaeT coaepkumoe Qaiina.

Hanpumep, komaHa mpoBepKH 11€JI0CTHOCTH (paitna /bin/ping:
evmctl -v ima verify /bin/ping

/bin/ping: verification is OK
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3.6.2.2. Ynpasstonue KOMaH bl

CuHTakcuc KOMaHAbl integrity-sign:
integrity-sign [ --stdin ] [ --verbose ] [ —--verify | --

hashalgo=algo ]

integrity-sign [ --stdin ] [ -i | --noimmutable ]
integrity-sign -1 | --1list

integrity-sign -h | --help

[TapameTpsr:

1) --stdin — mpounTaTh (HalIBl CO CTAHAAPTHOTO BBOJIA;
2) --verbose — BKJIKOUUTH MMOAPOOHBIN BBIBO;
3) —--verify — npoBepka (Haiios;

4)——hashalgo=algo-—3aﬂaTbaHFOpHTN[XGHHpOBaHHH;

5)-i, --noimmutable — CHATH aTPUOYT IMMUTABLE ¢ (hailJioB;
6)-1, --list — BBIBOJUT CIHCOK BCEX HCIOJHACMBIX (aiioB U (Qailios
OMOJINOTEK;

7) -h, -—help — BBIBOJUT CIPABKy O MPOTrPaMMeE U €€ ImapaMeTpax.

Hanpumep, komaHa mpoBEpKHU 11€JI0CTHOCTHU (paitna /bin/ping:

# integrity-sign --stdin --verbose --verify /bin/ping

integrity-sign: /bin/ping: OK

Komanna BbIYUCIHEHHS XEII-CyMMBbI, T€HEpalluyd TMOAMUCH U J00aBIICHHUS €€ B
pacuMpeHHble aTpuOyThI (HAMITOB:

# integrity-sign --verbose

[To ymomuyanuio wuCHoONB3yeTCs alaroputMm xemmpoBanus shal. Jlomyctumbie
3HaveHus: shal, mdS, sha256, sha512, wp512.

JInsd mepBMYHOW MAapKUPOBKH CHUCTEMBI, a TakKXKe JUISI MapKUPOBKH IIOCIE
OOHOBJIEHUS, CHUCTEMa JIOJKHA OBITh 3arpykKeHa B «MATKOM» pexuMe (mapameTpsl siapa
ima appraise=fix evm=fix)

Jlanee HEOOXOAWMO HWHUIMAIU3UPOBATH CHUCTEMY KOHTPOJS  IE€JIOCTHOCTH

(mpousBecTH MapKUpoBKY daito) (cwm. 1. 3.6.2.4).
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[Tocne 3arpy3ku CHUCTEMBI B  «KECTKOM» peXuMe (mapaMmerpsl  siapa
ima appraise=enforce evm=enforce) cucreMa Oyaer paboTaTb C BKIIOYCHHOU
orieHkoi. Cuctema OyJieT MpoBepsTh Xell (ailia Mo COXpaHEHHOMY 3HAYEHUIO TIEpe]l €ro
ucrnoJyib3oBanueM. Eciu xemn He coBnagaer, To J1to00H M0CTyI K (aility Oy/1eT OTKIOHEH ¢
omnOkoi «OTKa3aHo B JOCTYIIEY.

IIpn mapameTpax sAnpa ima appraise=off evm=off WM €CIU ITU NAPAMETPHI
yIaJeHbl — mojacucTeMa KOHTpois renoctHoctd IMA/EVM otkitouena.

Kypnan nenocrHoctu, 3aperucTpupoBaHHbIM mnoacucremon IMA, xpanutcs B

¢aiine /sys/kernel/security/ima/ascii runtime measurements:
# less /sys/kernel/security/ima/ascii runtime measurements
10 457a77e270cece2273d063£f3e5368d367090beba ima-ng
shal:782eacd35clefadb33a4a64c24057cd231dae5ff /bin/sleep
10 e57560db£f485ee91853£8006290bc2995d9%9e4520 ima-ng
shal:581f0675aee3da04£fa8b97a7010257c9£f18ba8bf /bin/rm

®dopmMar (aiina:

-PCR (Platform Configuration Register) — pErUCTpbl KOH(UTypaluu
1aTQOpPMBI,
-template-hash — XeIl 3HAYEHHUS XENI-CYMMBbI COJIEpKUMOro ¢aiaa u MyTH

daitny (pathname);
- template — MOJYJIb PACHIMPEHHOMN MPOBEPKH (IO yMOITYaHHIO ima-Ng);
- filedata-hash — XemI cOAEpKUMOTO (paiina;
- pathname — (aii.

[IpocMmoTpeTh pacuipeHHble aTpuOyThI (paiiiaa MOKHO, BBIITOIHUB KOMAaHY:

getfattr -m . -d /bin/ping
3.6.2.3. Cnyxx6a onoBetienus — integrity-notifier

Cnyx0a integrity-notifier — onopemaer mojp30BaTesi B TOM Ciydae, €ciau Obuia
3amyIeHa MoBpeXkIeHHasl Mporpamma.

[Ipumeuanue. Cayxba integrity-notifier nomkHa 3amyckarbcsi MpU 3arpyske
CUCTEMBI.
Coo01ieHnst u3 CUCTEMHOTO KypHala C MOMETKOM INTEGRITY DATA (PUIbTPYIOTCA

cyx00ii integrity-scanner W CKJIQABIBAIOTCA B KaTtalor /var/log/integrityd/. B
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@aﬁﬂe /var/log/integrityd/current NOAACPKUBACTCA OKHO COO6HwHHﬁ 3a
YCTAHOBJICHHBI MHTEpBall BpeMeHU (1o ymondanuio S5 wmuHyT). Crapele 3anucu
CKJIaJIbIBAIOTCS TaM K€, C UMEHaMHM, HaunHaromumucs Ha "@" (mo ymomuanuto 50 daitnos
MakcuMyM).  HacrTpoilku 1m0  yMOJYaHMIO  MOXHO  HU3MEHUTh B (pailne
/var/log/integrityd/config.

Cnyx0a omoemenus (integrity-notifier) 4yuTaeT cBeXHe COOOIIEHWS W3 OKHA U
OTIOBENIAET COOTBETCTBYIOIIUX MOJIB30BATEIEH MOCPEACTBOM KOMAH/IBI write.

CooO1ieHre, KOTOpPO€ OTIMPAaBISAECTCA II0JIb30BATENI0, HAcTpauBaeTcs B (ailie
/etc/integrity/message. DTO JOKEH OBITH MIa0JI0H printf ¢ KOJUYECTBOM CTPOKOBBIX

apryMeHTOB He Oosiee IByX IITYK. [10 yMOT4aHHUIO UCIIOJIB3YETCs CTPOKA:

You have attempted to run a damaged file: %s (%s)

Kondurypanuonssiit aitn /etc/integrity/also COCTOUT U3 HabOpa UMEH TeX
MOJIb30BATENCH, KOTOPHIX HY)KHO OMOBEIIATh O KaXKJIOM COOBITUM INTEGRITY DATA. [lo
YMOJITYaHHIO B HEM 3allicaH aJMHHHCTpaTop (root).

[IpeaycMoTpeHa mporpamma Juisi OTIPABKH OIOBEHICHWM Ha pabouyuil cron —
/usr/bin/integrity-notifier. OHa HCHOJIB3YET KOMAHAY notify-send.

TekcT 3arojioBka M COOOIIEHUS ISl OMOBEIICHUN Ha padouuii CTOJ 3a7aeTcsl B
¢aiine /etc/integrity/desktop message.

MoryT ObITh U ApyTrHe CIYKObI OMOBEIIEHUS TMOJIb30BATEIBCKOTO YPOBHS, TaKXKe

yyuTarolue cooduienus u3 dainna /var/log/integrityd/current.
3.6.2.4. HacTtpoiika KOHTPOJIS IETOCTHOCTH

JUis HAacTpOWKH KOHTPOJIA LIEIOCTHOCTH HEOOXOAMMO BBIIOJHUTH CIEIYIOIINE
NEUCTBUSL:

1) u3MEHUTH TIapaMeTpbl MOHTHpPOBaHHS (HaiioBoW cucTeMbl. Jlist 3TOrO Ciemyer

BBICTABUTh IapaMeTp iversion Ha Bcex 3amucsix B (aiine /etc/fstab

OTHOCAIIMUXCA K MECTaM, I'1IC MOT'YT OBITh UCITOJIHIEMBIC q)aﬁﬂbli

# vim /etc/fstab

UUID=c7834d14-d0f0-4d70-94f5-f1ce09fdal0c / ext4
relatime, iversion 1 1
UUID=16b090bf-8b7a-4e69-8df6-6a4374£3d550 /home extd

noexec,nosuid, relatime, iversion 1 2
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2) HACTPOUTH MOJUTHUKY KOHTPOJISI EIOCTHOCTH, JUISL 3TOTO CKOMTUPOBATH TOJIUTUKY
B /etc/integrity/policy:
# cp /usr/share/doc/ima-evm-integrity-check-*/policy.example

/etc/integrity/policy
JI1sl aKTUBALUKY KOHTPOJIS LENOCTHOCTU MOYJIEH sapa 100aBuTh B KOHeIl (aiiia

MOJIUTHKY (/etc/integrity/policy), CIEAYIONUE CTPOKH:

audit func=MODULE CHECK
measure func=MODULE CHECK
appraise func=MODULE CHECK

3) BBIKITIOYHUTH CITY)KOY U OYUCTHTH KaTaJIor':
# systemctl stop integrity-notifier
# rm -rf /var/log/integrityd/*

4) 3allyCTUTh HHUIHUAJIN3AlIWUI0 CUCTCMbI KOHTPOJIA CJIOCTHOCTH:!
# /usr/bin/integrity-applier

HeobOxonumo  nmoxmathCcsi 3aBeplieHuss padboThl KOMaHAbl (cucTemMa OyjaeT

nepesarpy’keHa 4eThIpe pasza), HIUero He BBOAUTD MPH 3ampoce: login [root]:

Brinoninenue srou KOMaHIblI MOJKCT 3aHATH AOBOJBHO IIPOJOJIKHUTCIBHOC BPCMA

(moanuckIBaroTCs Bee (pailibl CUCTEMBI).

5) mociie YeTBepTON Tepe3arpy3kd MOKHO MPOBEPUTH MapaMeTphl 3arpy3KH sjipa ¢
MIOMOIIBI0 KOMaHJbI (B IMapaMeTpax 3arpy3Kd sjpa JODKHBI MPUCYTCTBOBATH
napaMeTphl ima appraise=enforce evm=enforce):
$ cat /proc/cmdline
BOOT IMAGE=/boot/vmlinuz root=UUID=f8e4db06-25bc-4£f5f-bc26-
e908dabbdleéc ro quiet=1 resume=/dev/disk/by-uuid/beafe88b-4a8b-
43bd-9662-91d4e534c71c panic=30 splash ipvé6.disable=1 smem=1
ima appraise=enforce evm=enforce ima hash=shal

6) nepeumMeHoBaTh (haiisI 3amucu ayauTa /var/log/audit/audit.log:

# mv /var/log/audit/audit.log /var/log/audit/audit old.log

7) BBITIOJIHUTH 3aIyCK ay/INTa:

# service auditd start
8) BKIIIOUUTH CITYKObI integrity-notifier M integrity-scanner:

# systemctl enable integrity-notifier

# systemctl start integrity-notifier
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# systemctl enable integrity-scanner

# systemctl start integrity-scanner

Cucrema Oyzaet paboTaTh ¢ BKIFOUEHHBIM KOHTPOJIEM UCIIOIHAEMBIX (hailiIoB.

Ilepen 3amyckoM mporpaMMbl CHCTeMa IIpoBepsieT Xxem-oopa3 (daitma ¢
COXpaHEHHBIM 3HadeHUEM. Ecii 00passl He COBIAAloT, TO OO0 JOCTYN K 3TOMY (haitry
OyzaeT oTKJIOHEH ¢ omuOkon «OTKa3aHO B JOCTYIEM.

B kxypnane OyayT ¢UKCHpPOBATBHCS TOMBITKM  HApPYIICHUS  IEJIOCTHOCTH
(invalid-signature):

# journalctl -r | grep invalid-signature

[Ipumep BbIBOIA:

auB 04 16:34:24 host-15.localdomain audit[1750]: INTEGRITY DATA

pid=1750 uid=0 auid=64 ses=2 op="appraise data" cause="invalid-

signature" comm="bash" name="/usr/bin/tgz" dev="sda2" ino=657342

res=0

3.6.2.5. KoHTpOb 1IETOCTHOCTH TPH 3arpy3Ke

IIpoBepuTh, 4YTO CEPBUC KOHTPOJS ILEIOCTHOCTH MNPH 3arpy3Ke aKTUBHPOBAH,

MOZKHO BBIIIOJIHUB KOMAaH/TY:

# systemctl is-enabled integalert

enabled

Ecnu cepBrC HE aKTUBUPOBAH, aKTUBUPOBATh €T0, BHIIIOJIHUB KOMAH/Y:

# systemctl enable integalert

B ciyuae BoisiBieHust HapyueHus nenoctHoctd KC3 npu 3arpyske cucteMa Oyaet
3arpy’KaThCsl B OJHOIMOJIB30BATEIBCKOM pekuMe (CM. HacTpoiiku B 1. 3.6.1.6) ¢ 3ampocom
MapoJIs CYNepHoib30BaTENs:

login [root]:

Password:
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3.6.3. CpenctBo pe3epBHOTO KonupoBanus Bacula
3.6.3.1. O0uue cBeneHus

B pamMkax npenoctaBieHUss CPEACTB Uil  OOECHEYEHHs  LIEJIOCTHOCTH,
OC Aunbt 8 CII noanepxxuBaetr padoty npuinoxenus: Bacula. Bacula — kinueHT-cepBepHas
CUCTEMA CO3/IaHUA U YIIPABIEHUS PE3EPBHBIMU KONUSAMHU JIAaHHBIX, a TAKKE UX PE3EPBHOTO
BOCCTaHOBJICHHUSI.

OynkiuoHanbHO Bacula coctouT 3 KOMIOHEHTOB (Ciyk0), Kaxaas U3 KOTOPBIX
peanusyer ornpeaeraeHHble (YHKIUU:

- Bacula Director — mporiecc, ymnpaBisIOIIMNA CUCTEMOW B IieioM (yIpaBJCHHUE,

IJIAaHUPOBAHKE, BOCCTAHOBJIEHUE U3 PE3EPBHBIX KOIHIA);
- Storage Director — 3amyckaeTcs Ha cepBepe, OTBEYANOIIEM 3a «(PHU3HUECKOE»
XpaHEHUE JJAaHHBIX;

- File Director — cepBuc, 3ammyckaeMblii Ha Ka)JI0M U3 KIIUECHTOB;

- Bconsole — koHcob yripaBieHus.

KomnupoBanue, BoccTaHOBIIEHHE, BepU(UKAIMS M aJIMHUHHCTPATUBHbIE (YHKUIUU
opopmisitorcst B Buje 3ananus (Job). B 3aganum 3amaercs HabGop daitos (FileSet),
KOTOPBIN HYXHO KOonmupoBaTh, kommbioTep (Client), ¢ KOTOpOro HajAO KOMUPOBATH (habI,
Bpems konupoBaHus (Schedule), myn (Pool), xkyaa komupoBaTh W JONOJHUTEILHBIC
JTUPEKTUBBI.

Kaxnoit komomnaruu FileSet/Client cooTBeTCTBYEeT OJHO 3ajaHKe. BOJBIIMHCTBO
nupekTuB, Takux kak FileSet, Pool, Schedule moxxeT npuHUMAaTh OJTHO U TO K€ 3HAUYCHUE B
Pa3HBIX 3aJaHUSIX, MMOCKOJBKY OJMH M TOT K€ Habop (alaoB MOXKET KOMUPOBATHCS C
Pa3HbIX KIHEHTOB.

3amaHusi Ha KONMUPOBAHHME JAHHBIX OMPEACISIIOTCS B KOH(PUTYparmoHHOM (aiine
ciyx0b1 Director, rae takxke onpesenseTcss rpa@uk aBTOMATHYECKOTO 3amycka 3aJaHuil.
Cayx06a Director BbIOTHSETCS MOCTOSHHO KaK JIEMOH B (JOHOBOM PEXHME M 3aITyCKacT
3aJlaHus Ha KOMUPOBAHKUE B COOTBETCTBUU C TpauKOM. 3a/IaHUs TaKKE MOXKHO 3aIyCTUTh

BPYYHYIO C TOMOIIBIO ciryx0b61 Console.
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Cnyxb6a Console mpenocraBmser wuHTepdeiic (KOMaHIHAs CTpOKa) IS
B3auMOCHCTBHS co ciy)0oii Director. Cyx6a Console mMo3BoJIsIeT BpyUHYIO 3aIyCKaTh
3aJ]aHue Ha KOMHUPOBAHWE WM BOCCTAHOBJICHHWE, a TaKXE€ KOHTPOJIUPOBATH CTATYC
CHUCTEMBI, HCCJIEIOBATh COJIEP)KaHWE Karajora, CTaBUTh METKH, MOHTHPOBAaTh U
Pa3MOHTHPOBATH JICHTHI.

daiiner HacTpoiiku Bacula dbopmaTtupoBaHbl Ha OCHOBE pPeCypCOB, BKIFOUYAIOIIUX
JTUPEKTUBBI, oOpamiieHHbIEe (urypHbIMU ckoOkamu "{}". Kaxnaplii kommoneHT Bacula
UMEeT UHIUBUAYaTbHBIN (aiin B Katajore /etc/bacula.

Paznmuunple kommoHeHTHl Bacula momkHbI aBTOpM30BaTh ceOs ApPYr sl Apyra
(mapons B pecypce Storage daiina /etc/bacula/storage.d/file.conf JIOJDKEH
COOTBETCTBOBATh Napoto pecypca Director aiina /etc/bacula/bacula-sd.conf U Tak

Jlajiee), 4YTo peliaeTcs UCIoIb30BaHUEM TUPEKTUBBI password.
3.6.3.2. HacTpotiika pe3epBHOT0 KOMUPOBAHUS

Bacula, ycranmaBmuBaemass B coctaBe maketoB OC Anwst 8 CII, yxke wumeer
HACTPOWKHU /I pe3epBHOTO KonupoBaHus KoHpurypanuu OC 1o cieayronuM YCIOBUSIM:

- K&KJ0€ TIEPBOE BOCKPECEHBE MeCsAla NPOUCXOAMUT IIOJHOE  PE3EPBHOE
KOIMpOBaHUE, a naanpiie 2 — 5 BockpeceHbe AuddepeHunanbHoe, Kaxablid
MOHEJETBLHUK — Cy000Ta MPOUCXOAUT MHKPEMEHTAILHOE PE3EPBHOE KOTTUPOBAHUE.
KondurypanmoHHbIi dbaiin pacnucanus HaXOIUTCS B
/etc/bacula/schedule.d/weeklycycle.conf,

- BpeMs XpaHCHHUs TOMa OIPEHACIIICTCA B /etc/bacula/pool.d/default.conf U
paBHO 365 nHE.

Jlist pabotsl Bacula omKHBI OBITh YCTaHOBJIEHBI TAKETHI:

# apt—-get install bacula9-storage bacula9-client
bacula9-director-sglite3 bacula9-console

Ha cepgepe:

1) B ¢aiine /etc/bacula/client.d/clientl.conf nponucaTh IP-agpec kimeHTa

—  3aMEHUTh  CTPOYKY  Address = 127.0.0.1 Ha  CTPOYKY

Address = IP-agpec KJIMEHTa,
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2)B  (aiine /etc/bacula/storage.d/file.conf  HOpoOHUCATH IP-anpec
XpaHWIHIIA — 3aMEHUTh CTPOYKY Address = 127.0.0.1 Ha CTPOYKY
Address = IP-anpec cepsepa,

3)u3 ¢aiia /etc/bacula/bacula-fd-password.conf CKOINUPOBATH MAPOIb OT
fd u BcTaBUTH B aHANIOTUYHBIHN (paill Ha KOMIBIOTEPE KIMEHTA,;

4) co3aaTh Manky A XpaHEHUS Pe3ePBHBIX KOIHUIA:

# mkdir /srv/backup
# chown bacula:bacula /srv/backup

5)B(baﬁﬂe/usr/share/bacula/scripts/make_catalog_backup
OTPEIaKTUPOBATh CTPOKHU CIICIYIOIIUM O0OPa30M:
cd /var/lib/bacula/$2
default db type=sqglite3

6) co3nath 6a3zy JTaHHBIX:
# /usr/share/bacula/scripts/make sglite3 tables
7) nath paBa noJb30BaTeNo bacula Ha co3MaHHy0 0a3y JaHHBIX:
# chown bacula:bacula /var/lib/bacula/bacula.db

8) ynamuTh MakeThl:

9)# apt-get remove bacula9-director-postgresql bacula9-director-
mysql3allyCTHTh CCPBHUCHI.

systemctl restart bacula-dir

systemctl enable bacula-dir

systemctl restart bacula-sd

systemctl enable bacula-sd

H H= H= H HF

systemctl stop bacula-fd
# systemctl disable bacula-fd

3aHYCTI/ITI) Ha KOMIIBIOTCPC KIINCHTA CCPBUCHI:

systemctl stop bacula-dir
systemctl disable bacula-dir
systemctl stop bacula-sd
systemctl disable bacula-sd

$= o o o

systemctl restart bacula-fd
# systemctl enable bacula-fd

B cnyuae, eciin HeoOX0oaMMO 3a/1aTh HOBOE PACIUCAHUE PE3EPBHOTO KOMUPOBAHUS,
cienyer no0aBUTh B KaTalor /etc/bacula/schedule.d, Hampumep, (aiin

PGSQL-Full-Base-Cycle.conf CO CICAYIOIIHUM COJACPKHUMBIM:

Schedule {
Name = "PGSQL-Full-Base-Cycle"
Run = Full sun at 01:00 # Bamaume OyIOeT BHIOJIHATL IIOJIHLI O3Karll

xaxzmoe BockpeceHbe B 01:00

}


https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190
https://testlink.basealt.space/lib/testcases/tcEdit.php?doAction=editStep&testcase_id=486041&tcversion_id=554189&goback_url=https%3A%2F%2Ftestlink.basealt.space%2Flib%2Ftestcases%2FarchiveData.php%3Ftcase_id%3D486041%26show_mode%3Dshow&step_id=554190

114
JIKHB.11100-01 99 02

[Tocne »TOrO0 HOBOE pacHHCaHWE MOKHO HCIOJB30BaTh B CYIIECTBYIONIEM HIIA
HOBOM 3aJaHHU.

Taxke pgomyckaeTcsl OINHCAaTh HECKOJBKO HA0OpPOB TOMOB, HaIlpuMep, I
JUTMTEITLHOTO XPAaHCHUS TIOJHBIX KOMHH W KPAaTKOBPEMEHHOTO — HMHKPEMEHTAIBHBIX
apXMBOB, MTOCJIE YETro ¢ ATUMHU HaOOpaMu TOMOB CO3/1aTh COOTBETCTBYIOIIUE 33 aHU.

B cnydae, eciim m3MEHSIOTCS TapaMeTpbl HA0Opa TOMOB (M3MEHUJIOCH COJICPIKaHUE
y)K€ CYIIEeCTBOBAaBIICH CEKIHMU Pool), HEOOXOAMMO BBIMOJHUTHL B cepBuce Console
KoMaHay update. Ilo »92Toif komaHae JnemoH bacula-dir OOHOBUT HWHTEpPBAJIBI

(M TENBHOCTH XpaHEHHUS) paHEee CO3aHHBIX TOMOB U3MEHEHHOTO Habopa.
3.6.3.3. JloGaBneHue 1 opraHu3allisl HOBOTO XpaHHUIUIIA

B kauecTBe nmpumepa 100aBiIeHUS U OPraHU3alUU HOBOT'O XpaHWIUIIA PUBOJATCS
JAEUCTBUS 1O 100aBJIEHUIO HOBOI'O PE3EPBHOIO XPAHWIMILNA M OpraHU3alud PE3epPBHOTO
KOIUPOBAHUS HA HOBOE MECTO.

JUist noOaBiieHUMs M OpraHU3alMM HOBOIO XPAaHWIMIIA IO 3aJaHHBIM YCJIOBHUSM
HEOOXOUMO BBIIIOJHUTH CIEAYIOLIUE IEHCTBUA:

1) B aiin koH(pUTypanuu neMoHa-xpanutens bacula-sd 700aBUTh CEKIUIO Device

U1 ONPEJICJIEHUsI HOBOI'O MECTa XpaHEeHHUs IyTeM CO3JaHus M HalloJIHeHus ¢aiiia
/etc/bacula/device.d/backupstorage.conf:

- KOMMUPOBATH COZIEPKUMOE CYILLECTBYIOILETO ¢aiina
/etc/bacula/device.d/filestorage.conf U U3MEHUTHh B HEM IIYTh JJII
pasmenieHus (paitioB, UMs U1 TUI HOCHUTEJSI, PU 3TOM 3HaueHus «Name» u
«Media type» nNOMWKHBI OBITh YHUKQJIbHBl CpEAM ONHUCAHUN Device,
MOCKOJIbKY OHM OYyJyT HWCIIOJIb30BaThCSA IJisi BHIOOpA MeECTa XpaHEHHs B

3aJaHHU PC3CPBHOI'O KOIIMPOBAHHA:

Device {
Name = BackupStorage
Media Type = File-NAS

Archive Device = /srv/backup/backupstorage
LabelMedia = yes;

Random Access = Yes;

AutomaticMount = yes;

RemovableMedia = no;
AlwaysOpen = no;

}
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- 100aBUTH OTpEAaKTUPOBAHHBIN daiin B KOH(UTYPALIHIO

/etc/bacula/bacula-sd.conf pSIAOM C IPYTUMHMU:

@/etc/bacula/device.d/filestorage.conf
@/etc/bacula/device.d/tapedrives.conf

@/etc/bacula/device.d/backupstorage.conf
#

- IEpEYnTaTh KOHPUTYPALIMI0O KOMAHIOM:
service bacula-sd reload
- IJI1 KOMaHJOM:

/etc/init.d/bacula-sd reload
2) B ¢aiin xoHpUTypaluu JeMoHa-yrpasisomnero bacula-dir (bacula-dir.conf)
N00aBUTh CEKIUIO Storage, B KOTOpPOW OYAET OIMKMCAHO HOBOE XPAHWIHIIIE,
OpraHU30BaHHOE HA HOBOM YCTPOMCTBE» JIEMOHA XPAaHEHUS:
-co3math (aitn /etc/bacula/storage.d/backupstorage.conf (10O
CKOIIUPOBAaTh HMEIOIIMNCI B /etc/bacula/storage.d/file.conf |

3amMeHUTh napametpsl «Namey, «Device» u «Media Type»):

Storage {
Name = NASBackupStorage
Address = "10.0.0.2"

SDPort = 9103
@/etc/bacula/bacula-sd-password.conf
Device = BackupStorage
Media Type = File-NAS
}
- 100aBUTh OTPEJAKTUPOBAHHBIN (haiin

/etc/bacula/storage.d/backupstorage.conf

B KOHQUTYpaluio /etc/bacula/bacula-sd.conf pSAOM C APYTHUMHU:

@/etc/bacula/client.d/clientl.conf
@/etc/bacula/storage.d/file.conf
@/etc/bacula/storage.d/example.conf
@/etc/bacula/storage.d/backupstorage.conf
@/etc/bacula/messages.d/standart.conf
@/etc/bacula/messages.d/daemon.conf
@/etc/bacula/pool.d/default.conf

- IepeynTaTh KOH(GUTYPAIIUIO KOMaHI0M:

service bacula-sd reload
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- WJIA KOMaHJIOH:

/etc/init.d/bacula-sd reload
3) B daiin bacula-dir.conf M00aBUTh CEKIUIO Pool, B KOTOPOW OyAeT OOBSBICH
HOBBII HA0Op TOMOB, pa3MeNIaeMbIii B HOBOM XPaHUIIHUIIIE:
- co3aaTh ¢ailn /etc/bacula/pool.d/nas.conf C OMUCAHUEM CEKIIUU Pool
U W3MEHUTHh GopMaT METKU (YTOOBI OTIMYaTh (aliabl C XpaHUMBIMHU

JAHHBIMU) U UM HOBOTO TTyJia. Takxke HeoOX0IMMO 3a/1aTh pa3Mep ToMa:

# Default pool definition for NAS Storage
Pool {

Name = NAS

Pool Type = Backup

Recycle = yes

AutoPrune = yes

Volume Retention = 365 days

LabelFormat = "bn"

# Use not more Maximum Volume Bytes on disk
Maximum Volume Bytes = 4G

}

[Ipumevanue. OgHO W TO K€ XPAHWIMIIE MOXHO TMPUBS3ATh K
MHO>KECTBY IIyJIOB, HalmpUMEpP, MOXXHO CHEJIaTh pas3Hble MYJbl IS
€XKCHECIBHBIX, EXKEMECAUHBIX U €KEIHEBHBIX PE3EPBHBIX KOIUN, B KAXKIOM
pa3HOE BpeMs XPaHEHUSI TOMOB;

- 100aBUTh OTpPEJAKTUPOBAHHBIM (aill /etc/bacula/pool.d/nas.conf B

KOH(pUTYpaluio /etc/bacula/bacula-sd.conf PAIOM C IPYTUMH:

@/etc/bacula/pool.d/default.conf
@/etc/bacula/pool.d/scratch.conf
@/etc/bacula/pool.d/nas.conf

-HepeqHTaH5KOH®HTypauHH)KOMaHHOﬁ:
service bacula-sd reload
- IJIU KOMaH0U:

/etc/init.d/bacula-sd reload
4)B dain bacula-dir.conf HYXHO J00aBHUTh CEKIMIO Job, KOTOpas OIMIIET
HOBOE 3aJlaHUE PE3EPBHOTO KOMHMPOBAHMUS M BOCCTAHOBJICHUS (HCIOJB3YIOIIEE
HOBBIN HA0Op TOMOB):
-co3gath (aitn /etc/bacula/job.d/defaultnasjob.conf € CEKIHEH

JobDefs mia toma NAS:

JobDefs {
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Name = "NASDefaultJob" #Mma 3anmanHus

Type = Backup #Tun pabore (cozzmanHme backup)

Level = Incremental #YpomeHb backup

Client = fd #KimeHT Ha KOTOpoM ByIeT NPOM3BOAUTLCS backup
FileSet = "Full Set"

Storage = NASBackupStorage

Messages = Standard

Pool = NAS

Priority = 10
}
-co3math ain  3agaHus  /etc/bacula/job.d/baculadup.conf IS

coxpaHeHus (ainoB ceppepa Ha ToM NAS c ouepenbto «10»:

#

# Define the duplicate of main backup job. This job stores
backup into NAS.

#

Job {

Name = "BackupFullSetDup"
JobDefs = "NASDefaultJob"
Schedule = "WeeklyCycle"

Write Bootstrap =
"/srv/backup/backupstorage/bacula/DUPClientl.bsr"
}

-co3maTh (ain 3amaHus /etc/bacula/job.d/backupcatalognas.conf
(coxpanenue 6a3er Bacula ma TOoM NAS) c HOMepom ouepemu «l1»

(BBITIOJTHSACTCS B TIOCJICTHIOO OYCPE/Ib):

Job {
Name = "BackupCatalogNAS"
JobDefs = "NASDefaultJob"

Level = Full

FileSet="Catalog"

Schedule = "WeeklyCycleAfterBackup"

RunBeforeJob =
"/usr/share/bacula/scripts/make catalog backup"

RunAfterJob =
"/usr/share/bacula/scripts/delete catalog backup"

Write Bootstrap =
"/srv/backup/backupstorage/bacula/BackupCatalogNAS.bsr"

Priority = 11 # run after main backup

}
- 100aBUTH (haiiTbr 3aJaHui B KOH(UTypaIHIO

/etc/bacula/bacula-sd.conf pSIOM C IPYTUMHU:

@/etc/bacula/pool.d/default.conf
@/etc/bacula/pool.d/scratch.conf
@/etc/bacula/pool.d/nas.conf
@/etc/bacula/job.d/defaultjob.conf
@/etc/bacula/job.d/backupcatalog.conf
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@/etc/bacula/job.d/bacula.conf
@/etc/bacula/job.d/defaultnasjob.conf
@/etc/bacula/job.d/baculadup.conf
@/etc/bacula/job.d/backupcatalognas.conf

- IepeyuTaTh KOH(GUTYpalIMI0O KOMaH/I0M:

service bacula-sd reload
- MIJI1 KOMaHOM:

/etc/init.d/bacula-sd reload
3.6.3.4. 3amanue 11 BOCCTaHOBJICHUS (paitioB
Jlns BO3MOKHOCTH BOCCTAHOBJICHHMSI YTEPSHHBIX JaHHBIX (YJaJ€HHBIX WIH
W3MEHEHHBIX ), HY>)KHO TIOJATOTOBUTH 3ajiaHue Tuna «Restore». B HEM UCTIONB3YIOTCS TE Ke
Pool, Storage, Fileset M Client, 4YTO W B 3aJlaHuu Tuma «Backupy», no0aByieH nyTh AJis
BoccTtaHoBieHus («Wherey), oTmuaercs TUI, HET pacMCaHUS U YPOBHS:

- 100aBuUTH (paiin /etc/bacula/job.d/restorefromnas.conf:

Job {

Name = "RestoreFromNAS"
Type = Restore
Client=fd

FileSet="Full Set"

Storage = NASBackupStorage
Pool = NAS

Messages = Standard

Where = /tmp/bacula-restores

}
- 100aBUTH HOBBII daiin 3alaHui B KOH(UTypaIuio

/etc/bacula/bacula-sd.conf psAIOM C APYTUMU:

@/etc/bacula/job.d/restore.conf
@/etc/bacula/job.d/restorefromnas.conf

- IepeyuTaTh KOH(UTypalui0 KOMaHI0M:
service bacula-sd reload
- WJIA KOMaHIOM:

/etc/init.d/bacula-sd reload
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3.6.4. Pe3epBHOE KOMMUPOBAHKE MPU MOMOIIU YTUIUTHI ISYNC
3.6.4.1. O0miue cBenecHus

Rsync (anrn. Remote Synchronization) — mporpamMma, KOTOpas BBINOJHSET
CUHXpOHU3aIMIO (haliJIOB M KaTajJoroB B JIBYX MecCTaX ¢ MUHMMH3WPOBaHUEM Tpaduka,
WCIIONIb3Yysl KOAMPOBAHHME NAHHBIX MPU HEOOXOAMMOCTH. BaXHBIM OTIMYHMEM rSync OT
MHOTUX  JpPYrMX  [pOTpaMM/TIPOTOKOJIOB  SIBJIIETCA  TO, YTO  3€pKAIUPOBAHUE
OCYIIECTBJISICTCS. OJHUM TOTOKOM B KaXJOM HampaBjieHHH (a HE 1O OJHOMY WJIU
HECKOJILKO TOTOKOB Ha KaxXIbli (aits). Rsync MokeT KommpoBaTh WM OTOOpakaTh
COJIEp)KMMOE KaTajgora W KONUPOBaTh (Hailyibl, OMIMOHAIBHO HCIONB3YS CXKATHE U
PEKYpCHIO.
YTUIUTa rsync HCIOJb3yeT MPOTOKOJ yIAJICHHOTro OOHOBICHHs (remote-update
protocol) A1 3HaYUTENBHOTO YCKOPEHUs Tiepeiauu (pailyioB, KOTOpbIEC YKE CYIIECTBYIOT B
MecTe Ha3HadyeHus. bmaromaps 3TOMy IPOTOKOJY ISYNcC IEpEeNaeT TOJBKO PpPa3audus
MEXIy AByMsl HaOopamu (halJIOB Yepe3 CETeBOE COCTUHEHHUE, UCTIONb3YS d(PPEKTUBHBIN
AJTOPUTM MOUCKA KOHTPOJIBHBIX CYMM.
JlononHuTENbHBIE 0COOEHHOCTH ISYNC:
- IOJIJIEP’KKA KOTTMPOBAHMSI CCHUIOK, (DailioB yCTPONCTB, pa3pelieHuii U aTpuOyToB
BJIAJICJIbIIA U TPYIIIbI;

- mapameTpbl HcKItoueHus nmytei exclude u exclude-from;

- MOXKET TMIPO3pAayHO HCIIOJIb30BaTh JIIOOYI0 O0O0O0J0YKY YJAJIEHHOTO JOCTyla,
BKJIFO4as rsh wnm ssh;

- HE HY>X/Ia€TCs B MPUBWJIETHUSIX CYIIEPIIOIb30BATENS rO0t;

- UCIIOJIb3YEeTCA KOHBEepHu3auus rnepeaadn (HpaiyioB AJiss yMEHbLIEHUS 3a1€PKEK;

- TIOJIZIEP’)KKAa aHOHMMHOTO CEpBEpa Isync WIH cepBepa rsync ¢ ayreHTUu(uKaiuen

(uaeanbHO AJI 3€PKATUPOBAHUS ).

CymiecTByeT BOceMb CIIOCOOOB UCTIOIb30BaHUS ISYNC:

- JIOKaJIbHOE KOMTUPOBaHue (aityios;

- KONUPOBAHKUE JOKAIbHBIX (DailIoB Ha yAAIEHHBIH XOCT, UCHOJbB3YysSd IPOrpamMmy

yIaJIeHHON 000JIOUKM B KaueCcTBe TpaHcnopTa (Hanpumep, rsh wiu ssh);
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- KOMUPOBAHKE C YIAJICHHOTO XOCTa B JIOKAIbHBIC (halJIbl, HCTIOIB3YS MPOTPAMMY
yAaJIeHHON 000JI0YKH;
- KOIUPOBAHHME C YJIAJIEHHOTO ISync-cepBepa B JIOKAIbHBIC (paiiiibl;
- KOMUPOBAHKE JIOKATHHBIX (DAIIOB HA YAJICHHBINA ISync-cepBep;
- KOIIUPOBAaHHUE C YJAJICHHOM MAIllMHBI C HMCMOJb30BAHUEM YIAJICHHON O0O0JOYKH
KaK TPaHCIIOPTa U yJIaJICHHOTO ISync-cepBepa;
- KOMUPOBAHUE C JIOKAJBHOW MAIIMHBI Ha YJAJEHHYI0O C HCIOJb30BaHUEM
yAaJICHHOM 000JI0YKHM KaK TPaHCIIOpTa M YJIaJ€HHOT'O ISync-cepBepa;
- IOJTy4eHUe crucKka (paitjioB Ha y/1aIeHHOW MallllHE.
Bo Bcex ciydasx (kpoMe 3ampoca crucka (aiioB) Kak MUHUMYM OJIMH MyTh (JTM00
ncxoaubii SRC, mu6o koHeunsiit DEST) nomkeH ObITh TOKAIBHBIM.
Rsync nomkHa OBITH ycTaHOBJIEHA Ha OOOMX XOCTaxX, KOTOPBHIE BOBJICUCHBI B
omnepalnio KOMMPOBAHUS.

CuHTaKcuc:
rsync [OPTION]... SRC [SRC]... DEST

OCHOBHBIE OIIINH:

1) -n He co3maBath Ao4YepHUi nporecc. s 3amycka u3 inittab;

2) -v, -—verbose YBEIHYUTH YPOBEHbB MOJIPOOHOCTEI;

3) -q, -—quiet YMCHBIIUTHh YPOBEHH MMOJAPOOHOCTEI;

4) -c, --checksum IPOBEPATH KOHTPOJILHBIC CYMMBI;

5) -a, -—archive apXHBHBII PEKUM, SKBHUBAJICHT ISl —r1ptgoD;

6) -r, -—recursive peKypCUBHO BXOJIUTh B ITOJIKATAIOTH;

7) -R, -—relative UCIOJH30BATH OTHOCUTEIILHBIC MTyTH;

8) -b, --backup co371aBaTh PE3EPBHYIO KOIHIO;

9) —--backup-dir co3IaBaTh PE3CPBHYIO KOIHIO B ’TOM KaTaJIOTE;

10) --suffix=SUFFIX cypQuKC g pe3epBHONH KOmuu (10 yMOIYAHHIO ~ B
OTCYTCTBHE —-backup-dir);

11) -u, --update TOJBKO OOHOBJICHHE (HE MEPEIUCHIBACT 00JIee HOBBIC (DAIBI);

12) -1, —-1inks KOIIMPOBATb CUMBOJIbHBIC CChIJIKM KaK CHMBOJIBHBIC CCBHIJIKH,
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13) -H, --hard-1inks COXpaHAITh )KECTKHE CCBHLIKH;
14) -p, --perms COXpaHATH Pa3PEUICHHUS,;
15) -0, -—owner COXpaHATH Biaaebla (TOJIBKO root);
16) -g, ——group COXpaHATH TPYIIIY;
17) -D, --devices COXpaHATh (paiiIbl yCTPOMCTB (TOJIBKO ro0t);
18) -t, --times COXpaHATh BPEMSI,;
19) -R, --relative HCHOJB30BATh OTHOCHUTEIIBHBIC MTYTH;
20) -X, --xattrs COXpaHSIIOT pacIIUPCHHBIC aTPUOYTHI;
21) --existing OOHOBHUTB TOJBKO TE (PalsIbl, KOTOPBIC YXKE CYIIECCTBYIOT;
22) --ignore-existing MPOMYCKaTh T€ (aisibl, KOTOPHIC YXKE CYIIECCTBYIOT Ha
IIPUEMHOU CTOPOHE;

23) --delete yaanaTh (aiiabl, KOTOPHIX HET HA MEpeIaroIIel CTOPOHE;

24) --delete-excluded TaKkKe YAIATh Te (ailbl, KOTOPbIC HCKIIOUCHBI U3
CITUCKA KOTIMPOBAHUS;

25) -z, —-compress C)KUMATh MMOTOK NIEpeAayM TaHHBIX;

26) -—exclude=PATTERN HCKIIIOUYUTH (aiIbl, COOTBETCTBYIOUIUEC IIIA0JIOHY
PATTERN;

27) --exclude-from=FILE Ma0JOHBI UCKIIOUYCHUs OpaTh u3 (aiina FILE;

28) -h, --help MOKa3aTh IIOMOIIIb.

Hactpoutrs pesepBHOE KOmMpoBaHWE TMPU TIOMOIIM tsync (C COXpaHEHUEM
aTpuOyTOB (haiiioB) MOXKHO /I (paiIoBBIX cucTeM THMa ext3-4, xfs.

[Ipumepsr:

1. KomupoBanue Bcex (hailibl PEeKypCHUBHO W3 KaTajora src/bar B KaTallor
/data/tmp/bar. Ilepemada ¢GalaoB MNPOUCXOAUT B «ApPXMBHOM» pEXKUME, KOTOPBIUA
TapaHTUPYEeT COXPAHCHHE CHUMBOJIBHBIX CCBUIOK, (halJIOB-yCTPOIMCTB, aTpuOyTOB,
paspemiennii 1 T.1. Kpome TOro, HMCHoJIb3yeTcs CxaTue Il YMEHBIIEHUs o0beMa

HCIIOCPCACTBCHHO IICPCAABACMBIX JdHHBIX!

rsync -avz src/bar /data/tmp



122
JIKHB.11100-01 99 02

2. KonupoBanue Bcex (ailyioB 1no mabioHy *.c U3 TEKYIIEro Karajora B KaTajior
Src, ecnu KakoW-mum0o u3 (ailyioB yKe CyIIeCTBYET, ISync HCHOIb3YyeT MPOTOKOIM

YAAJICHHOTO OOHOBJICHHS It IIepeaadn TOJIbBKO pastqHﬁ:

rsync *.c src/
3.6.5. [Tpumep HACTPOMKH CHCTEMbI PE3€PBHOTO KOIMMMPOBAHMS JAHHBIX

B kauecTBe ImprMepa HaCTPOUM JIOKAIBHOE PE3EPBHOE KOIMPOBAHUE CONEPKUMOI0
Nankd /home, WCKIIOYash BpeMEHHbIe (aiinbl. Pe3epBHOE KomupoBaHHE IOKHO OBITh
MHKPEMEHTAIIBHBIM, KoUK cTapiue 30 JHeW pU 3TOM JOJIKHBI yIAISThCS.

JUisi HacTpOMKM CHCTEMBI PE3EPBHOIO KONUPOBAHMS JIAHHBIX HEOOXOAMMO
BBINIOJIHATD CIAEAYIOIINE TEHCTBUS:

1) cozmate (aiin /etc/backup.lst €O CIHUCKOM KaTajoroB i PE3EpPBHOTO

KOTTMPOBAHUS (OJMH KaTaJioT B OJTHOW CTPOKE):
# touch /etc/backup.lst
# echo “/home”>> /etc/backup.lst
2) co3nath (aiin /etc/backup-exclude.lst ¢ MAaCKaMH ITPOMYCKAEMBIX (hailsiOB:
# touch /etc/backup-exclude.lst
# echo “*.tmp”>> /etc/backup-exclude.lst
# echo “~*”">> /etc/backup-exclude.lst
3) co3aTh KaTajor st Pe3epBHBIX KOMUM /var/backup:
# mkdir /var/backup

4) co3nath CKPHIIT TUISL WHKPEMEHTAIILHOTO apXUBUPOBAHUSA

/usr/share/backup.sh CO CICAYIOIUIUM COIECPKUMBIM:

#!/bin/sh

# HacTpoMky NepeMeHHEX CKPpUITa

BACKUPLIST=/etc/backup.lst

EXCLUDES=/etc/backup-exclude.lst

ARCHIVEROOT=/var/backup

# KaTajior, B KOTOPOM XPAaHUTCH TeKylas Konusa Galyios
CURRENT=latest

# KaTajiorM, B KOTOPHX XPaHATCS PEe3epBHLHE KOMNUM MO OaTe apxuBa
DATEDIR=Date-"date +%F°

# Karamnor, crapme 30 nHel ymajisgeTcsd.
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CLEAREDDIR=Date-"date -d "-30 day" +%$F--%H-%M"
# Onumm, KOTOpPHE IepelalnTCsa rsync
OPTIONS="--force \

--ignore-errors \

-—-delete \

-—-delete-excluded \

-—exclude-from=S$EXCLUDES \

--backup \

—agRSX"

export PATH=$PATH:/bin:/usr/bin:/usr/local/bin
export LANG=ru RU.KOI8-R

# OYHKUMS aApXMBUPOBAHUA

do_rsync()

{

cat S${BACKUPLIST} | while read BACKUPDIR; do
rsync SOPTIONS S$BACKUPDIR SARCHIVEROOT/SCURRENT
done

}

# YmajeHme CTapeIX PE3EPBHBIX KOIUM

do clear()

{

find $ARCHIVEROOT/ -maxdepth 1 -name “Date-*” -mtime +30 -exec
rm —REf {} \;

}

# CoxpaHeHMEe CTaphIX PEe3EPBHEX KOIUM

do_ link ()

{

cp --archive --link $ARCHIVEROOT/S$CURRENT
SARCHIVEROOT/S$SDATEDIR

}

if [ -f SEXCLUDES ]; then
if [ -d SBACKUPDIR ]; then
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do rsync && do clear && do link
else
echo "ue Hammen S$BACKUPDIR"; exit
fi
else
echo "ue Hamnmen SEXCLUDES"; exit
fi
5) 106aBuUTh NpaBa Ha 3amyckK Qainy /usr/share/backup.sh:
# chmod +x /usr/share/backup.sh
Tenepp B ciiyyae HEOOXOJMMOCTH MOKHO B JIOOOH MOMEHT CO37aTh PE3EPBHYIO
KOIIMIO, 3aIIyCTUB CKPUINT /usr/share/backup. sh:
# /usr/share/backup.sh
B mamnke /var/backup OyIeT co3gaH HOBBIA KaTalor Date-2018-02-14--16-50
(Texyias ata-TeKyiiee Bpemsi) ¢ pe3epBHON KOIHUEH.
N co3maHusi pe3epBHOM KOMUKM B aBTOMATHYECKOM pPEXUME HEO0OXOAUMO

BBITIIOJIHUTH CJICOYIOIIHNC HeﬁCTBH}IZ

6)003ﬂaTBB /etc/systemd/systenl@aﬁﬂitimebackup.service,UDCHeHyKHHHM
COLEPKUMBIM:
[Unit]

Description=Timed run backup

[Service]
ExecStart=/usr/share/backup.sh
7) co3aath B /etc/systemd/system (alii timebackup.timer, CO CIACITYIOIIHM
COJICPKUMBIM:
[Unit]

Description= run every day in 16:50:40

[Timer]

OnCalendar=16:50:40

[Install]

WantedBy=multi-user.target
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8) nepeunrtath KoH(pUTYpanuio Systemd:
# systemctl daemon-reload
9) BKITIIOYHTH TaliMep B aBTO3arpy3Ky:
# systemctl enable timedrun.timer
10) 3amycTuTh TalMep:
# systemctl start timedrun.timer
Pe3epBHOE komupoBaHue OyIeT BBHIOMHATHCS exkeqHeBHO B 16:50. byner co3man
HOBBIM KaTaJIOr Date-2018-02-14--16-50 C PE3EPBHOM KOITHUEHM.
[IpocMOTpETH CIMCOK TAMMEPOB MOKHO KOMAaHJIOM:
# systemctl list-timers
JI71s1 BOCCTAHOBJIEHUS JJAHHBIX M0 COCTOSIHUIO Ha OMPEJICNICHHYIO JJaTy HEOOXOAUMO

BBITIIOJIHUTH CJICOYIOIIHNC I[GﬁCTBH?IZ

1) CO3aaThb KaTaJOor IJIs1 BOCCTAHOBJICHUA, HAIIPUMCP /var/restore.
# mkdir /var/restore

2) BBIINTOJIHUTH BOCCTAHOBJICHUEC JAHHBIX
# rsync -rlptgoX /var/backup/Date-2018-02-14--16-50

/var/restore

JIist BBIOOPOYHOTO BOCCTAHOBJICHUSI OTAEIBHBIX (halJIOB M KaTajaoros (B IpHUMEpE
(daill new.txt M3 JIOMAIHEro KaTajora moJib3oBarens testl) HeoOxoauMo B KaTajore
/var/backup HAUTU PE3epBHYIO KOMUIO (hailyia new.txt 3a HYXKHYIO JIaTy U BBITIOJTHUTH
KOMUPOBAHUE JAHHBIX B KAaTaJIOT MOJb30Bartes testl:

# rsync -rlptgoX /var/backup/Date-2018-02-14--16-50/home/testl/

/new.txt /home/testl/new.txt

3.6.6. BoccranoBrneHne mporpaMMHOTO  OO€CIIEUeHHMs TPU  BO3HUKHOBEHUU

HCIITAaTHBIX CI/ITyaI_[I/Iﬁ

B cnyyae HemTaTHOro BBIKIIOYEHUS CHUCTEMbl MPU TOCIEAYIOIIeH 3arpys3ke
MPOU3BOAMUTCS TpOBEpKa (PalIOBBIX CHUCTEM, pe3yJbTaThl, KOTOPOM JIOCTYNHBI B
CUCTEMHBIX KypHajax.

Takyxe MOXXHO MPOBECTH MPOBEPKY IEJIOCTHOCTH MPU MOMOIIU OSEC U B Cllydae,

CCJIM TIIPOBCPKa IIOKa3ajla HAPYMCHUSA MCJIOCTHOCTU IIPOU3BCCTU BOCCTAHOBJICHHC
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MpOrpaMMHOTO obecreueHrs (BKJIIOYash MporpaMMHOE OOecrieueHrue CPEACTB 3aIUThI)

npu nomouu Bacula.
3.7. CpencTBa ynpaBieHHs IPOTOKOJIMPOBAHUEM COOBITUI
3.7.1. YnpaBneHue xypHaTUpOBaHUEM

3.7.1.1. Cucremnas ciyx0a syslogd

B OC Anptr 8 CI1 (ucnonmuenue CepBep) O(yHKIMS 3anucd HHPOPMALUU O
CUCTEMHBIX COOBITUAX U COOBITHUSAX O€30MaCHOCTH OOECNEYMBACTCA C IOMOIIbIO
CUCTEMHOM cIry>k0bI syslogd.

[Toncucrema xypaanupoBanus B OC Anbt 8 CII (pyHKIMOHUPYET B COOTBETCTBUU
CO CJIEIYIOIINM aJTOPUTMOM:

- IporpamMMbl  (MCTOYHUKU PETUCTPUPYEMBIX JAHHBIX) (POPMUPYIOT MPOCTHIE
TEKCTOBBIE COOOILIEHUS O MPOUCXOJALIMX B HUX COOBITUSX M NEpearoT UX Ha
00paboTKy B AP0, HHUIIUATU3UPYS IPU STOM CUCTEMHBIN BHI3OB;

- cucteMHass ciyx0a syslogd cpaBHMBaeT KaXIyl MOCTYNMBIIYIO 3aIlUCh C
IpaBUJIaMH, KOTOpbIE HAaXOJATCs B (haiie KOHPUTypauuu /etc/syslog.conf: B
ciiydyae OOHapy»KEeHMs COOTBETCTBUS clyx0a syslogd oOpabGarbiBaeT 3amuch
OMKMCAHHBIM B KOHPUTYPAITMOHHOM (haiisie syslog.conf CIOCOOOM.

[Toncucrema xypramupoBanus B OC Anbt 8 CII ¢hyHKIIMOHUPYET B COOTBETCTBUH

CO CJIEIYIOIIMMH OCHOBHBIMU MOJIOKEHUSMU:

- popMupOBaHHE COOOIICHWI O COOBITHUSIX M WX Tepeada OCYIIECTBISIETCS IO
OTIpeJIeICHHBIM TTpaBuiaM (mpoTtokoi Syslog);

- mepefaya TEKCTOBBIX COOOIIEHHUH OCYLIECTBIISETCA C MCIOJIBb30BAHUEM CETEBBIX
WJIA JOMEHHBIX COKETOB;

- ICTOYHHUKH COOOLICHUI MOTYT paclojiaratbCsl Ha pa3HbIX MalIuHaXx.

Bce peructpupyemple COOOIIEHHS TO YMOJYAHHWIO 3aMUCBIBAIOTCS B KaTaJoT

CUCTEMHOI'0 XypHasla /var/log, IpU HEOOXOJUMOCTH MOTYT OBITH YKa3aHbl U JIpyTrHe
XpaHuauma (sl KaXI0M CIyKObl MOXKET OBbITh YCTAHOBIIEHO COOCTBEHHOE XPaHWJIMIIE

WJIM HECKOJIBKO XPaHUIIUILL).
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[Ipumeuvanue. [nd OYMCTKM CHCTEMHBIX KYpPHAJIOB OT COOOIIEHUNH 00
ycrapeBmmx coopitusix B OC Anbst 8 CII ucnonb3yercs ciyx0a logrotate.

3.7.1.2. CucremHas ciayx0a systemd-journald

B OC Anbt 8 CI1 ¢yHkuus 3anmucu WHGOPMAIMU O CHCTEMHBIX COOBITHSX U
COOBITHUAX OE30MaCHOCTH OOECHEUYUBACTCA TAaKKE C TOMOIIBI0O CHCTEMHOM CIIy>KOBI
systemd-journald. OHa co3maeT u noAep)KUBACT CTPYKTYPUPOBAHHbBIC, HHICKCUPOBAHHBIC
KYpHaJIbI, HAa OCHOBE PETUCTpUpYyeMOil uH(pOpMallMK, TMOIYYEHHOH OT sapa, OT
MOJIb30BATEIBCKUX MpolieccoB uepe3 Bb3oB Libe syslog, ot morokoB STDOUT/STDERR
CUCTEMHBIX cTy»0 uepe3 coocTBeHHbI API. JKypHanel fTaHHOTO HHCTPYMEHTA XPaHsTCS B
OMHapHOM BHUAE B /var/log/journal, YTO MCKJIIOYAET BO3MOXKHOCTb IPOCMOTpa
COJICP’)KUMOTO JaHHBIX (hailIoB CTaHAAPTHBIMU YTHWJIMNTaMHU OOpPaOOTKH TEKCTOBBIX
AaHHbIX. [lJ11 mpocMOTpa JIOrOB UCHIOJb3yeTCsl yTHinTa journalctl.

Journald mosket paborath COBMECTHO C syslog.
3.7.1.3. IIpocMoTp xypHaAIOB Systemd ¢ mOMOIIBI0 KOMaH/IBI journalctl

C nomormibio koMaHbl journalctl Ha pabounx cTaHIMAX MOJIb30BaTENEH TOCTYIEH
MPOCMOTP KYPHAJIOB [UJIsi aHaJIM3a U OTIAAKA PabOThl CUCTEMHBIX KOMIIOHEHTOB.
[TpocMOTp OCYyHIECTBIIAETCS C TOMOIIBIO CIEAYIOMENH KOMaHIbl journalctl.

CunTakcuc:

journalctl [MAPAMETPH..] [COOTBETCTBUA..]

[Ipu BBOJEe KOMaHIbI O€3 apryMEHTOB, KakK MPEACTaBICHO BHIIIE, HA KOHCOIb
BBIBOJMTCS CIHCOK BCEX IKYpPHAJIbHBIX COOOIIEHWH, BKJIIOYAs MCXOJSIIME Kak OT
CHUCTEMHBIX KOMIIOHEHTOB, TaK U OT IOJIb30BaTEJIeH, MpomeAunx aBTopusainuwp. [Ipu

OTOM:

CTPOKH C IIPUOPUTETOM «CITO1» M BBIIIC ITOJCBCUYCHBI KPACHBIM;

CTPOKH C IPUOPUTETOM «NOtice» U «warning» BbIAEICHBI KUPHBIM HIPUPTOM;

BCC OTMCTKH BPCMCHHU CCI)OpMI/IpOBaHBI C YYCTOM HaCOBOTO I10s51CA,

JUTSL HABUTAITMH TI0 TEKCTY HCITOIB3YETCS IPOCMOTPINHUK («pager), 0 YMOTIAHHIO
«lessy;
- BBIBOJISITCSI BCE€ JIOCTYNHBIC JaHHBbIC, BKIOYas wWHPopManui w3 ¢Hansos,

npoieamux poramuto («rotated logs»);
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- 3arpy3Ka CHCTEMBI OTMEYAECTCS CHEUUAIBbHOM CTPOKOM, OTICIAIOIICH 3aIucCH,
Cr€HEepUpOBaHHbIE MEXKY (TIepe-)3arpy3Kamu.

@alinpl )KypHajaa 0 YMOJTYaHUIO IPUHAJIEKAT U TOCTYIIHBI JJISI YTEHUS] CUCTEMHOM
rpynne systemd-journal (HO He MOCTymHBI AJisi 3amucH). Takum oOpa3om, 100aBiIECHUE
M0JIb30BATEJIS B 3Ty TPYIITY MO3BOJIUT €My YUTATh (haliIbl )KypHasa.

[Io ymom4aHWIO KaXIbpl 3apETMCTPUPOBAHHBIM IOJIB30BATENb IIOJYYHUT CBOU
coOcTBeHHBI Habop (hailyioB KypHana B /var/log/journal/. OnHaKko 3TU (alabl HE
OyIyT MPUHAIJICKATH MOTB30BATEI0, YTOOBI M30€XKaTh IPSIMOTO J0CTyna K HuM. Kakmpri
3apEeruCTPUPOBAHHBIN MMOJIb30BAaTEIh MMEET JOCTYIl Ha YTEHHUS TOJHKO COOCTBEHHOIO
Ha0o0a KypHAJIOB.

3.7.1.3.1. ®unpTpanys 3anucen

@uibTpanus 3anucer B journalctl BBITOIHAECTCS C IIOMOIIBIO ONIUNA-KIIOUEH.

Onuus -b MO3BOJSET NPOCMOTPETh BCE JaHHBIE KYpPHAJIOB, COOpaHHBIE C MOMEHTA

MOCJICAHEH 3arpy3Ku CUCTCMBEI:

$ journalctl-b
OHHI/II/I --since nu -—until ITIO3BOJJIAKOT IMpOCMaTpHUBATDH JKYPHAJIbI 34

OIIPCACIICHHLIC IICPHUOAbI BPCMCHU:!

$ journalctl --since "2016-04-20 17:15:00"

B ciyuae, ecnu ¢ onmuei since He OyAeT yKa3aHO HUKAKOW JaThl, HA KOHCOJIb
OyayT BBIBEJCHBI JAHHBIC KYpHAJIOB, HauMHAs C TeKylled naTel. B ciydae, ecnu nmara
yKa3aHa, HO MPU TOM HE YyKazaHO BpeMs, OyJeT MPUMEHEHO 3HAaY€HUE BPEMEHU 110

ymonuanuio «00:00:00». Takxke MOXHO BOCIIOJIB30BATHCS CIEAYIOIMIMMU KOMaHAaMu:

$ journalctl ---since yesterday
$ journalctl --since 09:00 --until now
$ journalctl --since 10:00 --until "1 hour ago"

JIns mpocMOTpa JIOTOB KOHKPETHOTO TPWJIOKEHUS] WM CIIYXKOBbl HCIOJIB3YETCS
ONuHUs -u:

$ Jjournalctl -u <npujioxeHMe MM CiyxOa>

Takke AomyckaeTcss MPOCMOTP JIOTOB KaKOM-TMOO CIy>KObl 3a ONpeae/ICHHBIM
MIEPUOJI BPEMEHU:

$ journalctl -u nginx.service --since yesterday
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[IpocmoTp Beex 3ammcei B xKypHase, CACIaHHBIX OMPECICHHON CITY>KO00M U TOJIBKO
B TEKYILIEH 3arpy3Ke CUCTEMBI:

$ journalctl -b -u nginx.service

brnaronapss 3ToMy MOXHO OTCJIEKUBATh B3aUMOJCHCTBUE Pa3IUYHBIX CIYXKO H
nojlydyaTh HH(OpPMAIMIO, KOTOPYIO HENb3sl ObLIO OBl MONYYUTh MPU OTCICKUBAHUH
COOTBETCTBYIOIINX MPOLIECCOB MO OTAEIBHOCTH.

[IpocMoTpeTs JOoru A Kakoro-aubo mpoiiecca MOXKHO, yKa3aB B KOMaHJE €ro
uneHTuukanronasiii Homep (PID):

$ journalctl PID=381

JUist mpocMoTpa JIOrOB MPOLECCOB, 3alyIIEHHBIX OT HMMEHU OIPEICICHHOIO
MOJIB30BATENS WK Tpynibl, ucnoib3ytores puiibtpel  UID u _ GID cooTBeTCTBEHHO:

$ journalctl UID=33

BrIBecTH Ha KOHCOJIb CITUCOK IOJIb30BATENEH, O KOTOPBIX UMEIOTCS 3aIllMCH B JIOTaX,
MOYHO CJICAYIOIINM 00pa3oMm:

$ journalctl -F UID

JUIsT IpOCMOTpa aHAJIOIMYHOIO CIMCKA I10Jb30BATEIBCKUX TPYIIT HMCHOJIB3YETCs
CJIeIyIoIasl KOMaH/a:

$ journalctl -F GUID

[TIpocMoTp coobiieHui sapa:

$ journalctl -k

[IpocMOTpeTh CIMCOK BCEX NOCTYIMHBIX (PMIBTPOB MOXHO, BBINIOJIHUB KOMAHY:

$ man systemd.journal-fields

Kpowme Toro, B journalctl NpeaycMOTpeHa BO3MOKHOCTb (DUIIbTPALIMU IO YPOBHIO
omnOku. B journal mcnonb3yercs Takas ke kiaccuuKaius ypoBHEHl OmMOOK, Kak U B
syslog:

- 0 — EMERG (cucrema HepaborocrnocobHa);

-1 - ALERT (tpebyeTrcst HEeMeaJIEHHOE BMEIIATENbCTBO);

-2 — CRIT (kpuTHdeckoe COCTOSHHUEC);

-3 — ERR (ommoOka);

-4 — WARNING (nipeaynpexienue);

-5 — NOTICE (Bce HOpManbHO, HO CJIETYET OOpPaTUTh BHUMAHUE);
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- 6 — INFO (urdopManmmoHHOE COOOIICHHE);
- 7/ — DEBUG (oTi0X€eHHas Ie4aTh).

Kogpl ypoBHE#l OIMOOK YKa3bIBAaIOTCS MOCIE OMLMH —p:

$ journalctl -p err -Db

[IpuBeneHHas KOMaH/1a MOKaXeT BCE COOOIIEHHUS 00 OIMMOKax, UMEBIIIUX MECTO B
CHCTEME.

Taxxe BMECTO UMEHHM ITPUOPUTETA MOXKHO YKa3bIBaTh HOMEP MPUOPHUTETA COTIIACHO
YKa3aHHOMY BBIIIIE CITUCKY:

$ journalctl -p 3 -Db

3.7.1.3.2. 3anuch JOTOB B CTAaHJAAPTHBIN BBIBOJ

[lo ymomyaHuiO0 journalctl HCHOJIB3YeT [Jis1 BbIBOJIa COOOIEHHUIN JIOTOB
BHEIIIHIOI KOMaHAY less. B 3TOM ciydae K HUM HEBO3MOKHO MPUMEHSITh CTaHIAPTHHIC
KOMaH/bI JIJ1s1 00pabOTKHM TEKCTOBBIX JAaHHBIX (HAPUMED, grep). DTa NpodaeMa peraeTcs
WCIIOJB30BaHUEM OIIMM --no-pager, M BCE COOOIICHUS OYAyT 3alUChIBATHCS B
CTaHJIapTHBIN BBIBOJI:

$ journalctl --no-pager

[Tocne storo ux MOXXHO OyAeT mepenaTh APYTUM YTWIMTaM IS JajbHEWIen
00pabOTKM WIJIK COXPAHUTh B TEKCTOBOM (paiisie.

3.7.1.3.3. Bribop dopmata BeIBOJA

C momoImp0 ONIMA -o MOXKHO IMPeoOpa3oBHIBATH JAHHBIC JIOTOB B Pa3IMYHBIC

(dbopmatsl, 4TO 00JEryaeT X NapCUHT U JaJbHENITyI0 00paboTKy, HaIpUMeED:
$ journalctl -u nginx.service -o json
{ " CURSOR"
"s=13a21661cf4948289c63075db6c25¢c00;1=116£f1;b=81b58db8£d9046ab9f8
47ddb82az2faz2d;m=19f0daa; t=50e33c33587ae;x=e307daadb4858635",

" REALTIME TIMESTAMP" : "1422990364739502",

" MONOTONIC TIMESTAMP" : "27200938", " BOOT ID"

"81b58db8£fd9046ab9f847ddb82a2fa2d", "PRIORITY" : "6", " UID"

"O", " GID" : "O", " CAP EFFECTIVE" : "3fffffffff", " MACHINE ID"
"752737531a9dladcle3cb52a4ab9%67ee™, " HOSTNAME" : "desktop",

"SYSLOG FACILITY" : "3", "CODE FILE" : "src/core/unit.c",

"CODE LINE" : "1402", "CODE FUNCTION"
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"unit status log starting stopping reloading",

"SYSLOG_IDENTIFIER" : "systemd", "MESSAGE ID"
"7d4958e842dad4a758f6clcdc7b36dcc5", " TRANSPORT" : "journal",
"_PID" : "1", " COMM" : "systemd", " EXE"
"/usr/lib/systemd/systemd", " CMDLINE"
"/usr/lib/systemd/systemd", " SYSTEMD CGROUP" : "/", "UNIT"
"nginx.service", "MESSAGE" : "Starting A high performance web

server and a reverse proxy server...",

" SOURCE REALTIME TIMESTAMP" : "1422990364737973" }

[Tomumo JSON naHHBIE XKypHajIOB MOTYT OBbITh IIPE0Opa3oBaHbl B CIEAYIOLINE
dbopmartsl:
- cat — TOJIBKO COOOIIEHHSI U3 KypHAIOB 0€3 CITy>KEOHBIX TOJICH;
- export — OuHapHbli ¢opMar, MNOAXOAUT ISl HKCHOpPTa WIH PE3EPBHOTO
KOITMPOBAaHUS JIOTOB;
- short — ¢opmart BbIBOJIa Syslog;
- short-monotonic — CbOpMaT BbBIBO/JIA Syslog ¢ METKaM1 MOHOTOHHOI'O BpEMCHU
(monotonic timestamp);
- verbose — MAaKCUMaJIbHO MOAPOOHBIN (popMaT MpeacTaBICHUs TaHHBIX (BKIOYAET
JIaXKe Te TOJIs, KOTOpPhIE B IpYyrux (hopMarax He OTOOpaKaroTCs).
3.7.1.3.4. TIpocmoTp nH(pOpMaLIUK O HEJABHUX COOBITHSIX
Onuus -n ucnonb3yeTcs I NPOCMOTpa UHPOPMALMU O HEAABHUX COOBITHSX B
CUCTEME:
$ journalctl -n
[To ymMOI4aHHIO HA KOHCOJIb BBIBOAUTCS MH(popmanus o nocaeanux 10 coositusx. C
omIuen —n MOKHO yKa3aTh HEOOXOAUMOE YUCIIO COOBITHIA:
$ journalctl -n 20
CooOuieHns U3 )KypHajJOB MOKHO IPOCMAaTPUBATh HE TOJIBKO B BHJI€ COXPaHEHHBIX

(haityioB, HO U B PEKUME peaTbHOI0 BpeMeHH. JJist TOro UCIoIb3yeTcs OMNus — £

$ journalctl -f
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3.7.1.3.5. TIpumepsl mpocMoOTpa 3amuceil KypHaia
[TpocMOTp Bcex MOMBITOK MOJB30BATEICH BOMTH B CHCTEMY C MOMEHTA IOCIETHEH

3arpy3Ku CUCTCMBbI:
$ journalctl -b | grep USER LOGIN
[Ipumep BbIBOJA:
mioH 01 13:16:30 host-15.localdomain audit[1622]: USER LOGIN
pid=1622 uid=0 auid=500 ses=2 msg='op=login id=500
exe="/usr/sbin/lightdm" hostname=host-15.localdomain addr=?
terminal=/dev/ttyl res=success'
moH 01 13:17:10 host-15.localdomain audit[2205]: USER LOGIN
pid=2205 uid=0 auid=500 ses=4 msg='op=login id=500
exe="/usr/sbin/sshd" hostname=192.168.3.191 addr=192.168.3.191
terminal=/dev/pts/1l res=success'
moH 01 13:17:51 host-15.localdomain audit[2259]: USER LOGIN
pid=2259 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="root" exe="/usr/sbin/sshd" hostname=? addr=192.168.3.191
terminal=sshd res=failed'
moH 01 13:19:00 host-15.localdomain audit[2270]: USER LOGIN
pid=2270 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="user" exe="/bin/login" hostname=host-15.localdomain addr=?
terminal=/dev/tty3 res=failed'
mioH 01 13:19:07 host-15.localdomain audit[2270]: USER LOGIN
pid=2270 uid=0 auid=0 ses=5 msg='op=login id=0 exe="/bin/login"
hostname=host-15.localdomain addr=? terminal=/dev/tty3

res=success'

[IpuBeneHHass KOMaHIa TOKAXET BCE IIONBITKHM BXOJa B CHUCTEMY C MOMEHTA
mocjaeaHer 3arpy3kd cucteMbl. I[lpu 3TOM sl KakIoW 3amucu OyayT BBIBEICHBI
CICAYIOIHUEC MMapaMCTpbl: MM II0JIB30BaATCIIA (op=login acct="user", op=login
1d=500), JAata ¥ BpeMs BXOJa, PE3yIbTaT MOMBITKH BXOJa (yCIEIIHBIN/HEYCTICITHBIA —
res=failed/success), UCHOJb3YEMbId TEPMHUHAN [JI1 BXOJa (terminal=/dev/tty3)
B CJIy4ae yAAJCHHOI'0 BXOJa Yepe3 CETh — aapec y3ya, C KOTOPOTO OCYILECTBISIETCS BXO

(2ddr=192.168.3.191 terminal=sshd).
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BriBecTH TOIBKO HCYCIICHIHBLIC IIOMBITKH BXOJa B CHUCTCMY MOKHO C ITOMOLIbIO

KOMaH/bI:
$ Jjournalctl -b | grep “USER LOGIN.*failed”
[Ipumep BBIBOAA!
mioH 01 13:17:56 host-15.localdomain audit[2259]: USER LOGIN
pid=2259 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="root" exe="/usr/sbin/sshd" hostname=? addr=192.168.3.191
terminal=sshd res=failed’
moH 01 13:19:00 host-15.localdomain audit[2270]: USER LOGIN
pid=2270 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="user" exe="/bin/login" hostname=host-15.localdomain addr=?
terminal=/dev/tty3 res=failed'
I/IH(l)OpMaI_II/IH O BBIXOZAEC MM0JIb30BaTeJICH U3 CUCTEMBI:
$ journalctl -b | grep USER END
[Ipumep BbIBOIA:
mioH 01 13:43:30 host-15.localdomain audit[2270]: USER_END
pid=2270 uid=0 auid=0 ses=5 msg='op=PAM:session close
grantors=pam tcb,pam mktemp,pam limits,pam loginuid, pam systemd, p
am lastlog,pam mail,pam console,pam ck connector acct="root"
exe="/bin/login" hostname=localhost addr=127.0.0.1
terminal=/dev/tty3 res=success'
mioH 01 13:43:45 host-15.localdomain audit[2205]: USER END
pid=2205 uid=0 auid=500 ses=4 msg='op=PAM:session close
grantors=pam tcb,pam mktemp,pam limits,pam loginuid,pam systemd
acct="user" exe="/usr/sbin/sshd" hostname=192.168.3.191
addr=192.168.3.191 terminal=ssh res=success'

[IpocMOTp TONBITOK ITOJB30BATEIE BOUTM B CHUCTEMY IHOCJIE MPEBBILICHUS

KOJIMYECTBA HCIIPABHUJIbHO BBCACHHBIX naponeﬁ:

# Jjournalctl -b | grep "pam tally2(.*:auth): user\|too many bad
attempts"

[Ipumep BBIBOIA!

ceH 10 17:05:34 host-105.1localdomain lightdm[3130]:
pam tally2 (lightdm:auth): user test (502) tally 3, deny 2
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ceH 10 17:05:38 host-105.1localdomain lightdm[3133]:
pam tallyZ2 (lightdm:auth): user test (502) tally 4, deny 2

CceH 10 17:11:17 host-105.1localdomain login[3211]:
pam tallyZ2(login:auth): user test (502) tally 3, deny 2

CceH 10 17:12:00 host-105.1localdomain login[3211]:
login authenticate user: Login failed - too many bad attempts
CceH 10 17:12:24 host-105.1localdomain lightdm[3308]:

pam tallyZ2(lightdm:auth): user test (501) tally 3, deny 2
C nomol1iibio 3anuceil B CUCTEMHOM >KypHaJe MOXHO MPOCIEIUTh BCE COOBITUS OT
KOHerTHOI\/'I 34rpy3Ku OHepaHI/IOHHOI?I CUCTEMBI O €€ IIPOrpaMMHOT'0 OCTAHOBA.
[IpocMOTpeTh CMCOK MPEABIIYIIMX 3arPY30K MOKHO C TOMOIIBIO KOMAaH/IbI:
$ journalctl --list-boots
[Ipumep BBIBOAA!
-2 03b740b67cbf436d96769e632fe87a9c Wed 2018-05-16 13:10:02 MSK—
Wed 2018-05-16 20:55:05 MSK
-1 6247ec62e2bl4ed6a7539de5£fd955£f0d Fri 2018-06-01 13:12:32 MSK—
Fri 2018-06-01 13:55:53 MSK

0 3a6dfac76afd40ab93d6c8cff91c2c76 Fri 2018-06-01 14:47:19 MSK—
Fri 2018-06-01 15:06:12 MSK

BrIBOI COCTOUT M3 YETHIPEX KOJOHOK. B EpBOM M3 HUX YKA3bIBAETCS MOPSIKOBBIN
HOMED 3arpy3ku, Bo BTopoi — ee ID, B TpeThelt — gata u BpemMsa. UToOBI IPOCMOTPETH
KypHaa s KOHKPETHOW 3arpy3Kd, MOXHO HCIIOJIb30BaTh HACHTU(PUKATOPHI, KaK W3
IIEPBOM, TaK U U3 BTOPON KOJIOHKH:

$ journalctl -b -1

byner nmokasaH NOJIHBIA XypHaJI OT MOMEHTA 3arpy3KH CHUCTEMBI, JO MOMEHTA €e
BBIKJIFOYEHHUS U OCTAHOBKH BCEX CEPBUCOB.

3.7.1.3.6. YmpaBneHue JJOrUpOBaHUEM

VY3Hath 00BEM HUMEIOIIMXCS HA TEKYHUIMHA MOMEHT JIOTOB MOYHO C TMOMOIIBIO

KOMaH/IbI:
$ journalctl --disk-usage

Journals take up 16.0M on disk.
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Poramus noros:

- I yAalieHWusT ¢ TIOMONIbIO yKa3aHusl pasMepa (ONmmus --vacuum-size),
HEOOXOJIMMO YCTaHOBUTH IMPEJEIbHO JOMYCTUMBIA pa3Mep Ui XpaHUMBIX Ha
JIMCKE JKYpPHAJIOB, KaK TOJBKO O0BEM KYpHAJIOB MPEBBICUT YKa3aHHYIO IUPY,

JunrHAe Gaitipl OyIyT aBTOMATHYECKHUE YIAICHBI:

$ journalctl --vacuum-size=200M
- I yOAJICHWS CTapblX 3alMceld 10 BpeMeHW (OmIus --vacuum-time).
H€O6XO,ZIHMO YCTAaHOBUTH I )KYPHAJIIOB CPOK XpPAaHCHHUA, 110 HCTCUCHUHU KOTOPOI'O

OHHA 6y,[[yT ABTOMATHUYCCKU YI[aJ'IeHBI:
$ journalctl --vacuum-time=lmonths

Hactpoliku poramuu JIOTOB MOXXHO MpOIUcaTh B KOH(PHUTypalluoHHOM (paiine
/etc/systemd/journald.conf, KOTOpHﬁ BKJIIFOHACT B YHCJIC MPOYHX CICAYIOIIHC
rapaMeTphl:
- SystemMaxUse — MaKCHUMaJbHBbI O0BEM, KOTOPBIA JIOTH MOTYT 3aHHMaTh Ha
JIACKE;

- SystemKeepFree — 00b€M CBOOOJIHOIO MECTa, KOTOPOE JOJKHO OCTaBaThCs Ha
JIMCKE TIOCJIe COXPaHEHHUsI JIOTOB;

- SystemMaxFileSize — 00beM (haiinia jora, Mo JOCTHKEHUU KOTOPOTO OH JIOJDKEH
OBITH YJAJIEH C JUCKA;

- RuntimeMaxUse — MaKCHUMAaJIbHbIH OOBEM, KOTOPBIH JIOTM MOTYT 3aHUMAaTh B
(aiiioBoii cucTeme /run;

- RuntimeKeepFree — 00b€M CBOOOJHOIO MECTa, KOTOPOE JOJKHO OCTaBaThCS B
(baiioBoM cucTeMe /run MOCe COXPAHEHHS JIOTOB;

- RuntimeMaxFileSize — oOBbeM (ailnia J5ora, MO JOCTHXKEHUU KOTOPOTO OH

JIOJDKEH OBITH yalieH U3 (paillioBoi CUCTEMBI /run.
3.7.1.4. TIpocMOTp CHCTEMHBIX KYpPHaJIOB B rpadudeckoii cpene (alterator-10gs)

Monyns LYC «Cucremnnie >xypHaibl» (alterator-logs) mnpenHasHaueH s

MIPOCMOTpPa CUCTEMHBIX KypHAJIOB B rpaduyeckoM min BeO unrepderice.
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Hnsa mnepexoma B «lleHTp ympaBieHuss CHUCTEMOW» BBIOpaTb Ha MaHEIH
MHCTPYMEHTOB MeHI0 «Cucrema» — «AnMuHHCTpupoBaHue» — «LleHTp ynpasineHus
CUCTEMOI».

[Ipu 3amycke HEOOXOIMMO BBECTH Tapoih amaMuHHCTparopa (root). Ilocre
YCIEIIHOTO BX0Aa OTKpoeTcst okHO «lleHTpa ynpasienus cuctemoi» (puc. 14), B kotopom
HY>)KHO BBIOpaTh TyHKT «CHCTeMHBIE XypHaib» U3 cekuun «Cuctema». OTkpoercs

rpaduyeckuii uHTEpderic Moayis « CUCTEMHBIE )KypHAIBD» (puc. 15).

© Moaysi l@ Pexum skcnepTa | X Buixoj @ Cnpaexa

PSS

m CucreMma il
MHpopMmauwns 0b ycTaHOBNEHHOW CUCTEME W €€ HEBCTPOWKA

OaTa n Bpems | CUCcTeMHbIe XKypHankl | KnueHT Bacula CucTemHble cayXbbi

ObHoBAeHWe cucTeMmbl  CUCTEMHBIE OrpaHuyeHus WHgopMauus o gucTpubytuse

Puc. 14 — IlenTp ynpaBieHus] CUCTEMOM

7 LleHTp yNpaBneHns cMCTEMORN (0T cyneprnosik3oBatens) Q@&
¥ TnaeHas [ﬂ Pemum skcnepTa | X Beixog @ Cnpaska

HypHans: [CMCTEMHHE coobuwenws (Journald) % ]

Map 06 13:59:18 host-15.localdomain audit[1]: SERVICE_START pid=1 uid=0 auid=4294967295
subj=generic_u:generic_r:systemd_t:s0 msg="unit=auditd comm="systemd" exe="/lib/systemd/s
terminal=? res=success'

Map 06 13:59:18 host-15.localdomain systemd[1]: Started Security Auditing Service.

CTpoKM 5780-5781 uz 5?81[ Hasag ][ Lanee ] [nepaaa CTpaHMLI,a”I'IOCJ"Iep,HHR CTpaHy

K [ D
Puc. 15 — UnTepdeiic mpocMoTpa CHCTEMHBIX KypHaioB (alterator-10gs)

Tak xe momynp «CucTeMHBIE >XypHaIbD» JoctynieH B BeO-untepdeiice 1[YC

(https://ip-address:8080) (puc. 16).


https://ip-address:8080/
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CUCTEMHBIE XXYPHALI HactpoRxa | Cnpanxa L

ceqgpnnce. - Hypsane  B230nNackocTs M

Lowew

Jusr/share/polkit-1/rules.d
3 . g

Yaoctosepmoui Liewrp
BAta v spown

Bad i/ w0uei e sOMN0TEPS

GOCHEIeHw

o 23 . ~
Apr 13 10:10:24 host-15 systend: pam teh(systend-user;:session Les5100
VICTOwmint 2 yeTanoom NO

~
OHCP-copoen

CopesD 06sanNa i

14 5 pwd [2470] 1 pam t l1e
e h s for root from (Ui
Cepien CoTetnx YOI AMOBOK
FTP-coptep m n D m Crpoer 200-220 va 220 | Nowaswnats. 20 cTpox
DNS-cepeep
CoenVPN-ceosen

Puc. 16 — Be6-unTepdeiic mpocMoTpa CUCTEMHBIX KYPHAJIOB

CucremMHble >KypHaJbl TIO3BOJISIIOT OTCIIEKUBATH COOBITHS, MPOUCXOJSAIIUE C
cucteMoil. Dta uHpoOpMaIs MOXET OBbITh IOJIe3HA MPU JUATHOCTHKE Pa3HOro pojaa
npoO0sem.

YMeHbIIUTh JHO0 YBEJIWYUTh KOJMYECTBO BBIBOJAMMBIX CTPOK MOXKHO, BBIOpaB
Hy)kHOe 3HaueHue B crnucke «llokaspiBath». IIpu HeoOxoammocTu mnpocMoTpa Oosee
CTapbIX/HOBBIX COOOIIEHUM MOKHO BOCIOJb30BaThcsi KHomkamu «Hazam» u «Jlanee»
cooTBeTCTBeHHO. Ilepexom K caMbplM CTapbiM H CaMbIM HOBBIM COOOIICHUSM
ocyiectBisieTcs kHonkamu «llocnennsis ctpanuna» u «llepBasi ctpanuiiay.

Jlist mpocMoTpa B BbITIafaronieM MeHio (puc. 17) JAOCTymHBI CIEAYIOIINE BUIBI
KYpPHAJIOB:

- «be3onacHOCTE» — OTOOpaXkaeTcss MHQpOpMaIs, CBsi3aHHAsl ¢ ayTeHTUUKaren
MOJIb30BATENICH, OMMOKAaMU BXOJla B CHUCTEMY, M3MEHEHHEM YPOBHS JOCTYIIA,
JUTUTEILHOCTBIO CeaHca MoJIb30BaTelIeH;

- «bpannmaysp» — coObITHS 0€30MacHOCTH, CBA3aHHBIE C pabOTON OpaHIMay’pa
OC;

- «CepBep pe3epBHOTO KOMUPOBAHUS» — OTYETHI U COOBITHS, CBA3aHHBIE C pabOTOM

cepBepa pe3epBHOTO KOMUPOBAHUS, €CJIM TAKOBON HACTPOCH;
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- «Snpo» — coobmenus ot aapa OC;

- «DNEeKTPOHHAS TMOYTa» — COOOIIEHHUSI O MOJYYEHUU M JIOCTaBKe nuceMm (KypHail
0OBIYHO BEJIETCS MOYTOBBIM CEPBEPOM);

- «CucteMHBIE COOOIIEHUS» — COOONICHHS] OT CHCTEMHBIX CIYKO (COOOIIeHUs C

turiom DAEMON).

O naenan | [Z Pemwm skcmepta | X Boixon &P Crpaska

LATSCELEE ClicTeMHble coobuieHns (Journald)
HYpHaN NeYaTw
map 06 13:F Ll 0056]: backlog_limit 8192
Map 06 13:5 CMCTEMHbIe coobuweHns (Syslog) 0056]: lost 112
map 06 13:% Anpo 0056]: backlog 1
map 06 13:F E 0056]: backlog_wait_time 60000
Map 06 135 BE30MacHOCTE 0056]: enabled 1
mMap 06 13:5 3NeKTPoOHHaA No4Ta 0056]: failure 1
Map 06 13:2 0056]: pid 20055
map 06 13:5 CPaHAMaY3p 0056]: rate_limit 0
map 06 13:59:18 host-15. Iocaldomaln augenrules[zonﬁﬁ]: backlog limit 8192
CTpokwn 5760-5780 n3 5781 [ Hazan H HNanee ] [nEpElEI!FI CTpEIHIu"ILI,EI] [I'Iocnep,Hﬂﬂ CTpEIHIu"ILI,EI]
4] I [+]

Puc. 17 — BeiOop tumna xxypHana
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3.7.2. YnpaBneHue ayJuToM

Cnyx6a auditd — 370 mpukiIagHON KOMIOHEHT cucTembl ayauta OC, KOTOpbId
BEJIET NPOTOKOJ ayJuTa Ha CHUCTEMHOM JHCKe U (OPMHUPYET TNEpeueHb COOBITHIA,
MPOUCXOMSIMUX B cuctemMe. Kpome camoro ¢akta BO3HUKHOBEHHS COOBITHS, CHCTEMa
ayJiTa MPEACTaBISIeT TaKylo HHPOPMAIHUIO, KaK JaTa U BpeMsl BOSHUKHOBEHUS COOBITHSA,
OTBETCTBEHHOCTH MOJB30BATENIA 32 COOBITUE, TUI COOBITHS M €T0 YCIEIIHOCTb.

Kondurypanuum ayaura xpanarcs B ¢aine /etc/audit/auditd.conf, mpaBuia
aynuTa,  3arpy)kaemMbple  TpW  3amycKke  CIOykObl,  XpaHarcs B (pailie
/etc/audit/audit.rules.

Jlisi mpocMoTpa MPOTOKOJIOB HCHOJB3YIOTCSI KOMaHNbl ausearch M aureport.
Komanna auditctl Mo3BoJisieT HaCTpauBaTh MpaBuia ayaura. Kpome Toro, mpu 3arpyske
3arpy’aroTcsi mpaBuia u3 ¢aina /etc/audit.rules. Hekoropble mapameTpbl camoi

CITyObI MOKHO U3MEHUTH B (aiisie auditd.conf.
3.7.2.1. Komanna auditd

CuHTakcuc:
auditd [-f] [-1] [-n] [-s disable|enable|nochange] [-c

<config dir>]
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Ormumu:

1) -£ He mepexoauTh B (JOHOBBIA pexkuM (s otianku). COOOMEHHS TPOTrPaMMBI
OyIlyT HaAIIPaBIIATHCS B CTAHAAPTHBINA BBIBOJI JJIsl OIIMOOK (stderr), a He B ¢aidi;

2) -1 BKIIOYUTH CIIEMOBAHHE [0 CHMBOJIMYECKHM CCBUIKAM IIPH  IIOHMCKE
KOH(UTYpaIMOHHBIX (anIIoB;

3) -n He co3aaBaTh JOoUEpHHMIA mporecc. [ 3anmycka u3 inittab wnm System;

4) -s=ENABLE STATE yKa3aTh, A0JbKeH ju auditd mpu cTapTe M3MEHATh TEKYIee
3HaueHue ¢ruara sgpa — enabled. JlomycTumble 3HAaYeHUS! ENABLE STATE!
disable, enable M nochange. 3HaYCHHE MO YMOJYaHHUIO enable (disable,
koraa auditd ocranoBneH). 3HaueHue (yara MOXET OBITh U3MEHEHO BO BpEMs
’KU3HEHHOro 1ukiIa auditd ¢ MOMOIIBI0 KOMAHIbl: auditctl -e;

5)-c yka3aTh aNbTCPHATHBHBIA Karajor KoH(urypanmuoHHoro daiina (1o
YMOJIYAHUIO: /etc/audit/). DTOT )Ke KaTajor OyJeT nepe/iaH qucreTyepy.

Curnasr:

- SIGHUP — mepe3arpy3uTh KOH(Urypanuio — 3arpy3uTh (aia KOHPUTypauuu C
nucka. Ecnu B ¢aiine He OKaXeTcsl CHHTaKCUYECKUX OIIMOOK, BHECEHHBIE B HETrO
U3MEHEHUs] BCTYMAT B cuily. Ilpu 3ToM B mpoTokos OyaeT noOaBieHa 3amuch O
COOBITUM DAEMON CONFIG. B mnpoTHMBHOM ciyyae JEHCTBUSA CIIy)KObl OyayT
3aBUCCTh OT MMApPAMETPOB space left action, admin space left action,
disk full action, disk error action B ¢aije auditd.conf;

- SIGTERM — NPEKPATUTh 00pabOTKy COOBITUI aylUTa U 3aBEPIIUTH PabOTy, O 4eM
IpeBapUTENbHO 3aHECTH 3aMKUCh B TPOTOKOJ;

- STGUSR1 — Mpou3BecTH poTaluio ¢ainos xxypHainoB auditd. Co3gaTs HOBBIM Gaiin
JUIsl IPOTOKOJIA, TIEPEHyMEpOBaB cTapble (aiabl WM YAAJIMB 4YacTb W3 HHX, B
3aBUCUMOCTH OT I1IapaMe€Tpa max log size action,

- STGUSR2 — TONBITaThCsI BO30OHOBUTH BeeHUe xkypHaioB auditd (HeoOxommmo
MOCJI€ TPUOCTAHOBKY BEICHUS KypHasa).

Danbl:

- /etc/audit/auditd.conf — Qaill KOHUTYypauu CIyX Obl ayuTa;
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- /etc/audit/audit.rules — TpaBWIa aynaura (3arpykaercs IpH 3amyckKe
CITYXOBI);

- /etc/audit/rules.d/ — KaTalloT, COJAEPXKAIIMA OTAEJIbHbIE HAOOPBI IpaBuUl,
KOTOpBIE€ OYIyT CKOMIMJIMPOBAHBI B OJIUH (pailsl yTHINTON augenrules.

Jliis Toro 4ToOBI clenaTh BO3MOXKHBIM ayJUT BCEX MPOIECCOB, 3amMyIICHHBIX 0
CITY)KOBI aynuTa, HEOOXOAMMO J100aBUTh B CTPOKY HapaMeTpoB sijpa (B KOH(PUTYpaluH
3arpy3uuka) mapaMerp audit=1. B NpOTHBHOM cilydae ayauT HEKOTOPHIX IMPOIIECCOB
OyIeT HEBO3MOXKEH.

JleMOH ayauTa MOXET IMOJy4aTh COOBITHS — COOOIICHHS OT JAPYTUX MPUIIOKECHUMN
yepe3 IwiarmH audispd: audisp-remote. JleMOH ayauTa MOXXET OBITh CBS3aH C
tcp wrappers, YTOObI KOHTPOJUPOBATh, KAKHE MAIIMHBI MOTYT MOJKIIOYAThCs. B aTOM

cllydae MOKHO JI00aBUTb 3alMCh B hosts.allow U OTKa3aTh B COCAMHEHUU.
3.7.2.2. ®aiin koHpUTypaIK auditd.conf

B ¢aiine /etc/audit/auditd.conf ONpEAENAIOTCS MapaMeTpbl CIyKObI ayauTa.
Ha onHoil cTpoke MOXeT ObITh HE OOblle OJHOW JUPEKTHUBBI. J[MPEKTUBAa COCTOUT U3
KJIFOUEBOTO CJI0OBA (Ha3BaHWs MapaMmeTpa), 3HaKa PaBEHCTBA M COOTBETCTBYIOIIHUX €MY
NAHHBIX (3HauYeHHS NapaMmeTpa). Bce Ha3BaHUS W 3HAYEHHS [TAPAMETPOB UYBCTBUTEIIbHBI K
peructpy. JlomycTuMble KIIIOYEBBIE CIIOBA NEPEYMCIEHBI M omucaHbl Huke. Kaxnas
CTpOKa JOJbKHA ObITh orpanmyeHa 160 cuMBoiamu, wHade oHa Oyzaer mpomymieHa. K
(aiinmy MOXHO 100aBUTH KOMMEHTApPUH, HA4YaB CTPOKY C CUMBOJIa '#'.

Onucanue KIFYEBBIX CIIOB:

- local events — KJIIOYEBOE CJIOBO yes/no YKa3bIBalollee, CICAYCT JIM BKIIIOYATh
3aMUCh JIOKAJbHBIX COOBITUH (3HaUY€HHE MO YMOJYaHUI0 — yes). B ciyuae ecnu
HEOOXOJMMO 3allMChIBaTh TOJBKO COOOLIEHUS M3 CETH, CIeAyeT YCTaHOBUTH
3HaYeHHWEe — no. OTOT MapaMeTp IOJIE3€H, €ClIM JIEMOH ayauTa padoTaeT B
KoHTelHepe. JlaHHBIA MapaMeTp MOXKET ObITh YCTaHOBJIEH TOJBKO OJIMH pa3 MpH
3anycke ayauTa. [lepezarpyska ¢aityia KoHGUTypallii HUKaK Ha HETO HE BIIUSCT;

- log file— mosiHOE UM4 (paiisia, B KOTOPBIH CleIyeT 3alMChIBATh IPOTOKOT;
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-write logs — KIIFOUEBOE CJIOBO yes/no YKa3bIBaIOUIEE, CIEAYET JIM 3alHUCHIBaTh
KYPHAJIBI (3HAUCHHE TI0 YMOTYAHHIO — yes);

- log format — oopMJIeHHE AaHHBIX B MPOTOKOJE. JIOMyCTUMBI JBa 3HAYCHUS:
raw U enriched. [Ipu yka3aHuu RAW, naHHbIE OyAyT 3alUCHIBATHCS B TOM BUJIE, B
KOTOPOM OHM MOJy4aroTCs OT sJipa. 3HaueHue ENRICHED pa3peiaeT uHhopMaIuio
(BMecTo wumaeHTH(HUKATOpa, OyAeT YyKa3aHO 3Ha4yeHHWE): UACHTU(PHUKATOP
nonb3oBatens (uid), uaentudukarop rpynmsl (gid), cucteMHbiit BbI3oB (syscall),
apXUTEKTYpy W aJpec COKeTa Mepel 3aluchio COOBITUS HA JMCK. JTO MOMOTaeT
OCMBICJIUTh coObBITHS, CO3/IaHHbIE B OJTHOM CUCTEME, HO
COOOIICHHBIE/TIPOAHAIU3UPOBAHHBIE B JAPYrOod CHUCTEME. 3HayeHue NOLOG
yCTapesno, BMECTO HEro CIeAYeT YCTaHOBUTh MapaMeTp write logs B 3HAUYECHHE
no,

- log group — YKa3bIBaeT TpPYIy, Ha KOTOPYIO pacCIpOCTPaHSAIOTCS IpaBa Ha
¢daiinel KypHana (IO yMOJMYaHUIO — root). MOXKHO HCHONB30BaTh JHOO
UJACHTUDUKATOP, TUOO UMSI TPYIIIIHI.

- priority boost — HEOTPUUATEIBHOE YHCIO, OMNPENEISAIOIEE IOBBIIICHUE
MIPUOPUTETA BBITIOJIHEHHS CIYXKObI ayauTa. 3HaA4eHHe Mo yMmondanuio — 4. Jlnsa
TOTO YTOOBI HE U3MEHATH IPHOPHUTET, ClIeayeT ykazaTh — 0;

- flush — cTparerus padoThl ¢ TUCKOBBIM Oydepom. JlomycTUMBbIE 3HAUYEHHUS: none,
incremental, incremental async, data M sync. BapI/IaHT none, OTKIIIOYACT
KaKue-J1100 JTOTOJIHUTEIbHBIE IEUCTBHS CO CTOPOHBI CITYKOBI IO CHHXPOHU3AIUU
oydepa ¢ muckoM. Ilpu 3HAUEHUN incremental, 3aMpPOCHl HA IEPEHOC JIAHHBIX W3
Oydepa Ha JUCK BBIMOIHSIIOTCS C YacTOTOW, 3aJaBacMOil MapaMeTpoMm fregd.
3HaueHUE incremental async OY€Hb IIOXO0XKEC HA 3HAYCHME incremental, 3a
UCKJIFOYEHHUEM TOTO, UYTO MEPEHOC JAHHBIX BBIMOJIHAETCS aCUHXPOHHO JJIsi Oojee
BBICOKOW  mpousBoguTenabHOCTH. [lpm 3HaueHuum data JaHHBIe  (paiina
CUHXPOHU3HUPYIOTCS HEMEIJIEHHO. 3HaUeHUEe sync yKa3bIBaeT Ha HEOOXOIUMOCTh
HEMEJICHHOW CHHXPOHHU3AIlMU, KaK JaHHBIX, TaK W METaJaHHBIX (Qaiiia npu

3aIMCU HA JUCK. 3JHAYEHHE M0 YMOIYAHUIO — incremental async;
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- freq — MaKCUMaJIbHOE YMCIIO 3alKCel MPOTOKOIa, KOTOPhIE MOTYT XpPaHUTHCS B
Oydepe. Ilpu mocTHKEHUH 3TOTO YUCIA MPOU3BOAUTCS 3amucCh Oydepr30BaHHBIX
JAHHBIX Ha AUCK. JlaHHBIA MapaMeTp AOMYCTHM TOJBKO B TOM Cilydae, KOrjaa
flush UMECT 3HAYCHUE incremental MIM incremental async,

- num_logs — MAaKCUMaJbHOE YUCIO (aijIoB ¢ MpoTokoiamu. Mcmnonas3yercs B TOM
ClIy4yae, eCiau napaMeTp max log file action MMEET 3HA4Y€HUE rotate. Ecim
yKa3aHO YMCJIO MEHbINE 2, IpHU JOCTUKEHUU OTpaHUYEeHHs Ha pa3Mmep (aiina oH
oOHysieTcsl. 3HaUeHHWE MapaMeTpa He JOJDKHO TpeBblmath 999. 3HaueHue 1o
ymomyanuto: 0 (To ectb potamus ¢(amoB He mnpoucxomuT). llpu ykazanuu
OOJBIIOrO YKCIa MOKET MOTPEOOBATHCS YBEIUYUTh OTPAaHUYECHHE HA KOJIUYECTBO
OKUJIAOIIKX 3ampocoB (B (ailie /etc/audit/audit.rules). Ecnu HacTpoena
poTanusi )KypHaJOB, IEMOH MPOBEPSIET HATHYNE JINITHUX KYPHAIOB U yIAJISCT HX,
4TOOBI OCBOOOJAUTH MECTO Ha JucKke. [IpoBepka BBIMOIHSAETCS TOIBKO MPH 3aIlyCKe
Y TIPH TPOBEPKE U3MEHEHUS KOH(MUTYpaInu;

- disp gos — pa3pemuTh Ju OJOKUPOBAHUE MPHU B3aUMOJECUCTBUH C JUCIETYEPOM.
Jns mepenaun  uHGOpMAIMM JUCIIETYEPY HCIOIB3YyeTCs Oydep pazmepom
128 Ko6aiir. D10 3HaYEHUE SBIAECTCS ONTUMAJIBHBIM JJIsi OOJIBIITMHCTBA CITy4aeB.
Ecau 6rmokupoBanue 3anpemieHo (1lossy), TO BCE COOOIICHHUS, MTOCTYHAIOMNUE MPH
noJiHoOM Oydepe, He OyAYT NOXOAUTH IO AUCIETYEpa (3aMUCH O HUX MO-TPEKHEMY
OyIyT BHOCHUTBCS B (pailsl Ha TUCKE, €CIIM TOJIBKO log format HE paBHO NOLOG). B
cilydae eciu OJIOKMpoBaHUE paspeiieHo (lossless), ciayx0ba ayauta Oyaer
OXKUJIaTh TOSBJICHUS CBOOOJHOTO MECTa B Oue€penu, TMepenaBaTh COOOIIECHUE
JTUCTIETYCPY W TOJIBKO MOTOM 3alMChIBATh €ro Ha JWUCK. JlomycTHMble 3HAYCHUS:
lossy U lossless. 3HaY€HHUE M0 YMOJTYAHUIO — 1ossy.

- dispatcher — AucHeTYEp — MporpamMma, KOTOpoi (Ha CTaHAAPTHBIN BBOM) OYyIyT
nepeaBaTbCsl KOMUU COOOIIeHH O coObiTusax aynuta. OHa 3amyckaercs (C
paBaMu aJIMUHUCTPATOPA) CIIyKO00H ayuTa mpH 3arpy3Ke MocIeHeH;

- name format — KOHTPOJIUPYET, KaK MMEHAa Y3JIOB KOMIIbIOTEPOB BCTaBJISIOTCS B

NOTOK COOBITUH ayauTa. JlOmyCTHMBI CIEAYIOLIUE 3HAYEHHUSA: none, hostname,
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fqd, numeric M user. HpI/I 3HAQYCHUHU none UM KOMIIBIOTEpA HC HUCIIOJIB3YCTCA B
3alUCU  ayluTa. Hostname — HMS, BO3BpPAIAEMOE CHCTEMHBIM BBI30BOM
gethostname. 3Ha4eHUE fgd O3HAYAET, YTO AyJWUT IMPUHUMAET HUMS XOCTa H
paspemiaer ero ¢ nomonipio DNS B mMoiHOE JOMEHHOE HMMSI TOM MAIIIUHBI.
3HaueHUEe numeric CXoxe ¢ fgd, 3a MCKIIOYEHHEM TOro, yto paszpemaetcs [P
aapec MamuHbl. YTOOBI HCIOJNB30BATh 3TY OIMIMIO, HYKHO MPOBEPUTH, UTO
KOMaHJIa 'hostname -i' WIM 'domainname -i' BO3BpaIlla€T YUCIOBOU aapec.
Kpome Toro, »Ta omnuus He peKOMEHAYETCs, €ClIM Ucronb3dyeTcs: dhep, MOCKOIbKY
y OJIHOM W TOM kK€ MaIlIMHBI B pa3HOE BpPEMsI MOTYT ObITh pa3HbIe ajpeca. User ITO
CTpPOKa, OINpENENICHHAas] aJMUHUCTPATOPOM B TMapaMETpPe name. 3JHAYEHHUE IO
YMOJIYaHUIO — none;

- name — CTPOKa, OMNpeNeJIeHHAas aJIMUHUCTPATOPOM, KOTOpas HUIACHTHUPHUIIUPYET
KOMIIBIOTEP, €CJIA B IIAPAMETPE name format YKa3aHO 3HAYCHUE user,

-max log file — OrpaHMuY€HHME Ha pasMep ¢aiiaa MPOTOKOJa B MerabanTax.
JleiicTBrE, BBIMIOIHIEMOE MPU TOCTHXKEHUH pazMepa (aiiia yKa3aHHOTO 3HaYeHUs,
MOYKHO HACTPOUTH C IMMOMOILBIO CIECAYIOLIEr0 apaMeTpa;

-max_log file action — JEHCTBUE, MPEANPUHUMAEMOE TMPU JOCTHKEHUHU
pasMmepoMm (haiisia MpOTOKOJIa MaKCUMAJIBLHOTO 3HAaueHHUd. JlomycTuMble 3HAYCHUS:
ignore, syslog, suspend, rotate M keep logs. BapI/IaHT ignore, OTKJIKOYAET
KOHTpPOJIb HaJ pazMmepoM ¢aiina. [Ipu 3HaueHUn syslog B CUCTEMHBIN MPOTOKOI
OyZer BHECEHO COOTBETCTBYIOIIee cooOmieHue. Ilpu 3HadYeHMM  suspend
nanbHeilee BeAeHUE NpoTokona OyaeT mnpekpamieHo. Ciyx0a mo-nmpexxHemy
Oynet paborath. Ilpu 3HaueHUU rotate TeKywuid ¢aiin Oyner meperMMeHOBaH U
JUISL IPOTOKOJIa OyJeT co3/aH HOBBIN (aiiin. MMs nmpeaplayiiero mporokoja oyaer
JOTIOJTHEHO YUCJIOM 1, a HOMEpa JpYyrux MPOTOKOJIOB (€CIM OHM UMEIOTCS) OyayT
YBEJIMYEHBl HA eAUHUIy. Takum o0pa3oM, 4em OoJbllle HOMEp y MPOTOKOJIA, TEM
OH cTrapiie. MakcumanbHOe Yucio (aioB ONpeAenseTcs mapaMeTpoM num logs
(COOTBETCTBUE €My JIOCTUTAETCA 3a CUET YAAJCHUS CaMbIX CTAapbIX MPOTOKOJIOB).

Takoe NOBCACHUC AHAJOIMYHO IIOBCACHHIO YTHIIMTBI logrotate. BapI/IaHT
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keep logs aHAJIOTUYEH MPEAbIAYIIEMY, HO YUCIO (alIoB HE OTpaHUYEHO, ITO
MPEIOTBPAIIAET MOTEPIO MAHHBIX ayauTa. [IpOTOKONBI HAKanIMBaKOTCA U HE
YIAAIAXOTCA, YTO MOXET BHI3BATh CcOOBITHE space left action, €CIIK BECh 00BeM
3alOJIHUTCS. DTO 3HAYEHHE CJEAYyEeT HCMOJIb30BaTh B COYETAHUM C BHEIIHUM
CIIeHapHeM, KOTOPBI OyIeT MepruoIUIECKH apXUBUPOBATh KypPHAJIbI;

- verify email — ONpPENEIISIET, YKa3aH JU aJIpeC dJIEKTPOHHOW MOYTHI B TapaMeTpe
action mail acct W TPOBEPSET, MOXKHO JIM Pa3pelIUTh HUMs JIOMEHA. JTOT
napameTp JI0JDKEH OBbITh MPEIOCTaBJIeH /10 MapaMeTpa action mail acct, HUHa4e
OyJleT UCTOJb30BaHO 3HAYCHHE TI0 MOJTYAHUIO — yes.

- action mail acct — aApec BJIEKTPOHHOW MOYTHL. 3HAYEHUE MO YMOJTYAHUIO:
root. Ecniu aapec He JIOKaabHBIM MO OTHOIICHUIO K JJAHHOW CUCTEME, HEOOXO0IUMO
yTOOBI B HEW OB HACTPOCH MEXaHM3M OTIPABKH MOYTHL. B wacTHOCTH, TpeOyeTcs
HaJIM4Me IpOorpaMMel /usr/lib/sendmail,

- space left — MHUHUMYM CBOOOJHOrO HPOCTPAaHCTBA B Merabaitax, mpH
JIOCTUKEHUU  KOTOPOTO  JIOJDKHO  BBIMIOJIHATHCS — JICMCTBHUE, OMNPEACIISIEMOE
CJHEAYIOIINM MTAPAMETPOM;

- space_left action — JEWCTBHE, MPEANPUHUMAEMOE MPHU AOCTUKEHUU OOBEMOM
CBOOOJHOTO MPOCTPAaHCTBA Ha JHUCKE YKa3aHHOTO MHUHHMyMa. JlomycTuMbIe
3HA4YC€HUA — ignore, syslog, rotate, email, exec, suspend, single U halt. HpI/I
3HAYCHUH ignore, HUKAKUX JIEMCTBUM HE Ipou3BoAuTCs. Ilpu 3HaYeHUn syslog B
CHUCTEMHBLIN MPOTOKOJT JI00aBIIsICTCS COOTBETCTBYIOIIAs 3aIKUCh.
[Ipy 3HaueHUM rotate OyACT MPOU3BOJUTHCS POTAIUS JKYPHAJIOB, C YIaJCHUEM
CaMBIX CTapbIX, 4TOOBI OCBOOOAUTHL MecTO Ha aucke. [Ipu 3HaUYeHMH email TIO
ajpecy, YKa3aHHOMY B action mail acct, OTIHpaBisieTcs yBenomienue. [Ipu
3HAYEHHMH €XeC <MyTh K MPOrpamMMe™ 3aIlyCKaeTcs MporpaMmma no ykasaHHOMY MyTH
(nepenaya mapamMeTpoB He mnojjaepxuBaercs). Ilpu 3HaueHUM suspend ciiyx0a
ayiTa TPEKPaTUT BECTH MPOTOKOJ COOBITUH Ha AWCKE, HO OyIeT Mpo0JDKaTh

pabotath. VYKazaHWe single TIpUBENET K TMEPEBOAY KOMIIBIOTEpa B
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OJIHOTIOJIB30BATCIbCKH pexxkuM (cMm. 1. 3.6.1.6). Ykazanwe halt HpuUBEIET K

BBIKJIFOUEHUIO KOMIIBIOTEPA;

- admin space left — KPUTHYECKUH MHUHHUMYM CBOOOJHOTO MPOCTPAHCTBA B
Merabaitax, MpuU JOCTHKEHUH KOTOPOrOo JOJKHO BBIMOJMHATHCS JCHCTBUE,
ONpEeNeNIIeMOe  CIEOYIOIUM  mapameTpoM. [laHHOe  OelcTBHE  clienyeT
paccMaTpuBaTh Kak IMOCIEIHIOK MEpy, MNPEANPUHUMAEMYIO IIEpel TEM, Kak
3aKOHYUTCS MECTO Ha JUCKe. 3HAUYEHHE HACTOSIIETrO IMapaMerpa JIOJDKHO OBbITh
MCHBIIC 3HAYCHUA space left,

- admin space left action — JIEWCTBHUE, NPEAINPUHUMAECMOE IPU JOCTUKECHUU
00bEMOM CBOOOJHOTO TMPOCTPAHCTBA Ha JHCKE YKA3aHHOTO KPUTHUYECKOTO
MHHHUMYyMa. I[OHyCTHMLIe 3HAYCHUId — ignore, syslog, rotate, email, exec,
suspend, single W halt. Ilpym 3Ha4YeHUH ignore, HUKAKUX JICMCTBUM HE
npousBoautcs. Ilpu 3HaUYeHMHM syslog B CHCTEMHBIM MPOTOKON J00aBIsETCS
COOTBETCTBYIOIAA 3anuch. [Ipu 3HaUeHUN rotate OyJIET MPOU3BOIUTHCS POTAIIUS
YKYPHAJIOB, C YIAJICHUEM CaMbIX CTApbIX, YTOOBI OCBOOOIUTH MeCTO Ha nucke. [Ipu
3HAQUYCHHUU email MO aApeCy, YKa3aHHOMY B action mail acct OTHPaABISICTCI
YBCOOMIICHHUC. HpI/I 3HAYCHHUU exec <OyTb K HOporpamMme> 3allyCKacTCsd
mporpamMma To yKa3aHHOMY IyTH (Tiepenadya rmapaMeTpoB HE TMOAIECPKUBACTCS).
[Ipu 3HaYeHUN suspend CIy»)0a ayJauTa MPEKPATUT BECTHU MPOTOKOJ COOBITUI Ha
JUCKE, HO Oy/eT Mpo0JbKaTh paboTaTh. YKa3aHUE single NMPUBEACT K MEPEBOIY
KOMITbIOTEpa B OJIHOIMOJIB30BaTEIbCKUN pexkuM (cM. 1. 3.6.1.6). Ykazanue halt

MNPHUBCACT K BLIKIIFOYCHUIO KOMIIBIOTCPA,

disk full action — [eWCTBUE, TMpEANPUHUMAEMOE TpU OOHAPYKEHUU
OTCYTCTBHUSI CBOOOJHOTO TMPOCTpAHCTBa Ha Jucke. JlomycTUMble 3HAYCHUS —
ignore, syslog, rotate, exec, suspend, single WU halt. Ilpu 3HaueHUHU
ignore, HHUKAaKuX JEUCTBUM HE mpou3BomurcA. Ilpu 3HaueHUH syslog B
CUCTEMHBIM TIPOTOKOJI JTOOABISETCS COOTBETCTBYIOIIAs 3amuch. [lpu 3HaueHHH
rotate OyJET MPOU3BOIUTHCS POTAIUS KYPHAJIOB, C yAAJIEHUEM CAMbBIX CTapbIX,

4TOOBI OCBO6OI[I/ITI> MECTO Ha JUCKCE. HpI/I 3HAUYCHHHN exec <NyTb K IIpoTrpamMmme>
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3aIlyCKaeTcsl IporpamMma II0 yKa3aHHOMY MyTd (mepeaada IapaMeTpoB HeE
nonnepxkuBaercs). Ilpu 3HaueHMH suspend cayx0a ayauTa MPEKPATUT BECTU
IPOTOKOJI COOBITHIA Ha AUCKE, HO OyJIeT MPOJ0KaTh paboTaTh. YKa3aHHe single
MPUBENET K TIEPEBOAY KOMIBIOTEPA B  OJIHOIOJIb30BATENbCKUM  PEXUM
(cMm. 1. 3.6.1.6). Yka3zaHue halt NpUBEACT K BHIKIIFOUSHHIO KOMITBIOTEPA;

- disk error action — JEHCTBME, NpPEINPUHUMAEMOE NPHU BO3HUKHOBEHHH
omuOKku B pabore ¢ AuCKOM. JlomycTumple 3HaUYe€HUS — ignore, syslog, exec,
suspend, single W halt. Ilpum 3HaYeHHMM ignore, HUKAKUX JACUCTBUWA HE
npousBoautcs. Ilpu 3HaYeHMH syslog B CHCTEMHBIM MPOTOKOJ J00aBIsETCS
COOTBCTCTBYIOIIAsA 3aIlMChb. HpI/I 3HAYCHUHU exec <OyTb K [OpoTrpaMme>
3aIlyCKaeTcsl IporpamMma II0 YyKa3aHHOMY IIyTH (mepejada I1apaMeTpoB HeE
nojpnepxkuBaercs). Ilpu 3HaueHMH suspend ciayk0a ayauTa NPEKpaTUT BECTU
IPOTOKOJI COOBITHI Ha AHUCKE, HO OyJIeT MpOoJoKaTh paboTaTh. YKa3aHUE single
OpUBEAET K TMEpEeBOJYy KOMIIBIOTEpa B  OJHOIOJIB30BATEIbCKUNA  PEXKUM
(cMm. 1. 3.6.1.6). Yka3zaHue halt IpUBEACT K BHIKIIFOUSHHIO KOMITBIOTEPA;

- tcp listen port — YHMCIOBOE 3HayeHWe B auamna3zoHe 1..65535, mpu ykazaHuu
KOTOPOTo ciyk0a ayauTa OyAeT mpociaynmBath cooTBercTBytomuii TCP mopt st
ayJuTa yAAJICHHBIX CUCTEM. /[eMOH ayauTa MOXET ObITh CBSI3aH C tcp wrappers,
4TOOBl KOHTPOJIMPOBATH, KaKME€ MAIMHBI MOTYT MOAKIIOYAThCA. B 3TOM ciyuae
MOKHO J00aBUTh 3allUCh B hosts.allow M OTKa3aTh B coeauHeHuu. Ecnu
pemenre pazBepHyTo B OC Ha OCHOBE systemd MOMXKET IMOTPEOOBATHCS U3MEHUTD
mapameTp After,

- tcp listen queue — KOJMYECTBO PA3PCHICHHBLIX OXXHUIAIOIIUX MO IKJIFOYCHUMN
(3amponIeHHbIX, HO HE MPHUHSATHIX). 3HAUYCHHE MO YMOJYaHUIO — 5. YcTaHOBKa
CJIIMILIKOM MaJICHBKOTO 3HAYEHHSI MOYKET NPUBECTH K OTKIOHEHHUIO COEAUHEHUH,
IpyU OJHOBPEMEHHOM 3allyCKe HECKOJbKHUX XOCTOB (Hampumep, mociie c0os
MUTaHUsA);

- tcp max per addr — KOJIMYECTBO OJHOBPEMEHHBIX IOJAKIOUYECHUN ¢ omgHoro IP

anapeca. 3HadeHWE MO yMmod4yaHWio — 1, MakcuManbHOoe 3HaueHue — 1024.
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YcTaHOBKa CIMIIKOM OOJIBIIIOTO 3HAYEHUSI MOKET MPUBECTHU K aTake THIMA «OTKa3 B
OOCITy>KMBaHUM» TIPU BEIECHUU >KypHaJIa CEpPBEPOM. 3HAYEHHUE IO YMOJYAHHUIO
MOJIXOJUT B OOJIBIIMHCTBE CITy4aeB;

- use libwrap — CJEIyeT JHU HUCIOJIb30BaTh tcp wrappers IS PaclO3HABAHMS
NOMNBITOK MOAKIIOYEHUSI C PAa3pEIICHHBIX KOMIBIOTEPOB. JlOMyCTUMBbIE 3HAUEHUS
yes WIH no. 3HAYE€HUE N0 YMOJIYAHHUIO — yes;

- tcp client ports — MOPTBL, € KOTOPBIX MOKHO MPUHUMATh COEIUHEHUE.
3HaueHHEM TapaMeTpa MOXKET ObITh JIMOO YMCIIO, MO0 JBa YUCIA, pa3/ielieHHbIC
taupe (mpoOensl He JomyckaroTcs). Eciu mopT He ykazaH, COEAUHEHUS
MPUHUMAIOTCS ¢ JIoboro nopra. Jlomycrumsie 3HaueHus 1..65535. Hanpumep, nis
YKa3aHUs KIMEHTY HCHOJIb30BaTh NMPUBUIIETUPOBAHHBIN MOPT, CIEAYET YKa3aTh
3HaYEHHE 1-1023 JUIsl 3TOrO IMapaMeTpa, a TAKKE YCTAHOBUTH OIIHUIO local port
B (aille audisp-remote.conf. IIpoBepka TOro, 4To KJIMEHTHI OTHPABISIOT
COOOIICHHS] C MNPUBUIETMPOBAHHOIO TOpTa, 3TO (yHKUHS OE€30MacCHOCTH,
IIpeIOTBpalIaonas aTakyu ¢ UCIIOJIb30BAHUEM NHBEKIINIA;

- tcp client max idle — KOJIMYECTBO CCEKYHJ, B TCUYCHHUC KOTOPBIX KIMCHT
MOKeT Oe3neicTBOBaTh (TO €CTh HMKAKWX JAHHBIX OT Hero Her). Mcmoinb3yercs
JUTSL 3aKPBITHS HEAKTUBHBIX COEIMHEHMI, €CIIM HAa KOMITbIOTEPE KIMEHTE BO3HUKIIA
npobiieMa, U3-3a KOTOPOM OH HE MOJKET 3aBEPIIUTh COCTMHEHHE KOPPEKTHO. DTO
rJ1I00aJIbHBINA TTapaMeTp, €ro 3HaA4€HHUE JOJKHO ObITh OOJbIIE (KEIaTeNlbHO, B ABa
pa3a), 4yeMm 000N mapaMeTp KJIMEHTa heartbeat timeout. 3Ha4eHHE IO
ymosyaHuto — 0, 4TO OTKIIIOYAET 3Ty IPOBEPKY;

- enable krb5 — @pH 3HaYeHUM Yyes — ucnoub3oBarh Kerberos 5 s
ayTeHTU(PUKanuu u mudppoBaHus. 3Ha4YCHUE IO YMOJIYaHUIO — NO;

- krb5 principal — ODpUHUMIAN JAJIA 3TOrO CepBepa. 3HAYEHHE MO YMOIYAHHUIO —
auditd. [Ipu 3HaYeHHH TO YMOJYAaHMIO, CepBep OyIeT MCKaTh KIIIOY C UMEHEM
TUIA auditd/hostname@EXAMPLE.COM B /etc/audit/audit.key A
ayTeHTUUKanuu cedsi, i€ hostname — UMs CE€pBEpa, BO3BPAIIAEMOE 3aIIPOCOM

DNS umenu no ero IP aapecy;


mailto:auditd/hostname@EXAMPLE.COM
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- krb5_key file — pacronoxenne kiroda Juisi IpHUHIMIIANA 3TOTO KiueHTa. Daiin
KJI0Ya JOJDKEH NPHUHAIJIEXKATh MOJb30BaTEN0 root M MMeTh npasa 0400. Ilo
YMOJYaHUIO — Qailsl /etc/audit/audit. key;

- distribute network — IIpU 3HAYCHUHU yes, coObBITH, NOCTYHNAXINUE U3 CETHU
OyayT mepemaBaThCs MAUCIETYEpPY aynuta g oOpaboTkKH. 3HAYeHHE TI0
YMOJIYaHUIO — no.

[Ipumeuanue. Pexomenayerca BbaenATh Mid (aina /var/log/audit
cnenuanbHelii pazaen. Kpome toro, mapamerpy flush HEOOXOIMMO MPUCBOUTH 3HAUCHUE
sync UJIHN data.

Jlist obecriedeHrs MOJIHOTO MCIOJIb30BaHUs paszielia mapaMerpaM max log file W
num logs HEOOXOJIMMO MPHUCBOUTH COOTBETCTBYIOIIME 3HaueHUs. YeM Oosiblue (ailyioB
CO3/1aeTCsl Ha JUCKE, TeM OOJIbIlle BpeMEHU OYyJIeT yXOIuTh Ha 00pabOTKy COOBITUH MpHU
JTOCTHKEHUU pa3zMepom O4EPETHOTO (aiina MAaKCHUMYyMa. [Tapametpy
max log file action pEKOMCHAYCTCA NPUCBOUTHL 3HAYCHUEC keep logs.

3HaueHUE space left JOIDKHO OBITh TAKMM, KOTOPOE MO3BOJUT aAMUHUCTPATOPY
BOBpEMs CpearupoBaTh Ha mpeayrnpexacHue. OObIYHO B YUCIIO JACHCTBUM, BBIMOTHIEMBIX
aAMUHUCTPATOPOM, BXOJMT 3allyCK aureport -t W ApPXMBUPOBAHHME CaMbBIX CTaphIX
IIPOTOKOJIOB. 3HAYEHHE space left 3aBUCHAT OT CHCTEMBI, B YACTHOCTH OT YACTOTHI
MOCTYIJIEHUsI COOOIIEHUN O COOBITUSIX. 3HaUEHUE space left action PEKOMEHAYETCS
YCTaHOBUTH B email. Eciu TpeOyeTcst oTnpaBka COOOIIEHUS snmp trap, HY’KHO yKa3aTh
BAPHUAHT exec.

3HaueHue admin space left JOJDKHO OBITH YCTAHOBJIEHO TAaKUM OOpa3oM, YTOOBI
XBaTWJIO CBOOOJHOrO MecTa JUIsl COXpPAaHEHHs 3amuceil O MOCIHEAYIOLUX AEUCTBUAX
aAMUHUCTpaTopa. 3HA4YeHUE MapaMerpa admin space left action ciaenyer
YCTAaHOBUTh B single, OrpPaHWYUB, TAaKUM O0Opa3oM, CIOCOOBI B3aMMOJCUCTBHS C
CHUCTEMOM KOHCOJIBIO.

JlelictBue, ykazaHHOE B disk full action, BBIIOJHAETCH, KOTZAa B pas3jicie yxe

HE OCTaJIOCh CBOOOJHOTO MecTa. JIoCTym K pecypcaM MaIluHbI JOJDKEH OBITh TTOJHOCTHIO
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MpPEKpaIieH, Tak KaKk HET BO3MOXKHOCTH KOHTPOJIMPOBATH PabOTy CHCTEMBI. ITO MOKHO
CIICJ1aTh, YKa3aB 3HAYCHHUEC single UJIM halt.

3HadyeHHUE disk error action CJI€AYyE€T YCTAaHOBUTb B syslog, single, h1%(810)
halt B 3aBHUCHMOCTH OT COTJIAIICHHS OTHOCHUTEIBHO OOpabOTKH COOEB ammapaTHOTO
obOecIieueHMs.

Ykazanue CANHCTBCHHOT'O PA3PCIICHHOTO KIIMCHTCKOI'O IIOPTAa MOZKCET 3aTPYIHHUTDH
nepe3anyCcKk MNOACHCTEMbI ayJauTa y KIMCHTA, TaK KaK OH HE CMOXET BOCCTAHOBMTH
COCANMHCHUC C TCMHU KC aJIp€CaMU U IMOPTaMHU XOCTA4, ITIOKAa HC UCTCUYCT TaﬁM-aYT 3aKPBITHA

COCIMHEHUS TIME WATIT.
3.7.2.3. Komanna auditctl

KOMaHI[a auditctl MCIIOJb3YETCs AJIsd HaCTpOﬁKH [mapaMCTpoOB Aapad, CBA3aHHBIX C
AYJIUTOM, IMOJYUYCHUSA COCTOAHUA U I[O6aBJ'ICHI/I$I/ YAaJICHUA IpaBUJI ayanTa.

CuHTaKCcuc:

auditctl [omnuwmm]
Onmuy KoH(UTYparl KOMaHIbl auditctl TPUBENCHBI B TaOIHUIE 2, OIINAA
COCTOAHUA ITPUBCACHLI B Ta6J'II/II_[C 3.

Onuuu npaBui NpUBECHbBI B Ta0uIe 4.
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Tabonauma 2— Onmuu KOHPUTYpaLMM KOMaHIbI auditctl

Ormnus

Onucanue

-b <xommuecTrO>

VY cTaHOBUTH MaKCUMAIbHOE KOJTUYECTBO TOCTYITHBIX JIJIS
aynuta 0ydepoB, 0XKUIAIOIMIMX 00pabOTKH (3HAUCHHE B SpE
0 YMOTYaHUIO — «64»). B cimyuae ecniu Bce Oydepsl 3aHATHI,
TO (prar cOost OyeT BHICTABIICH SAPOM ISl €TO JATbHEUIICH
00pabOTKH.

--backlog wait time
<BpeMsd OXMIaHMI>

VYcTaHOBUTH BpeMs OXHAAHUS IS SApa  JOCTHXKECHHUS
3naueHus backlog limit (3HaueHHUE B siApe MO YMOTYAHUIO —
60*HZ), nmpexne, 4eM CTaBUTh B OYEPEIb JOTIOJHUTEIHHBIC
COOBITHS ayAuTa JJIA UX Mepefadyd ayauty. Yucino JA0HKHO
ObITh OOJBIIE WM pPaBHO HYJIO, HO MEHbIIE, YEM
JIECATUKPATHOE 3HAYEHHUE M0 YMOJIYAHUIO.

[Tpogomxkats 3arpyxath paBuia, HECMOTPS Ha OLIHOKY.
CymmupyeT pe3ynbrar 3arpy3ku npasui. Kop 3aBepiieHus
OyJeT olMOOYHBIM, €CIIM KaKOe-JIM0O MPaBUIIo He OyIeT
3arpy»KeHo.

VY nanuth Bce MpaBuiia U TOUYKU HaOI0IeHusS. MOXKET TaKkxke
NpUHUMATh napameTp (-k).

YcranoButh (aar 0J10KUPOBKH. «0» — OTKIIOUUTH ayIuT,
«1» — BKIIFOUUTH ayAUT, «2» — 3alIUTUTh KOH(PUTYPALUIO
ayauTa OT U3MEHEHUM. /{19 NCIIoIb30BaHNs JAHHOU
BO3MOXXHOCTH HEOOXOMMO BHECTH JTAaHHYIO KOMAaHIY
MOCJIEAHEN CTPOKOM B audit.rules. llocie ee BhIIOTHEHUS
BCE MOMBITKU U3MEHUTh KOHPUTYpAINIO OYAYT OTBEPTHYTHI
C YBEJOMJICHUEM B JKypHaiax ayauTta (4ToObl 3a/1eMICTBOBATH
HOBYIO KOH(UTYpAIUIO ayJuTa, HEOOXOIUMO Mepe3arpy3uTh
CUCTEMY).

YcranoBuTh criocod 006padboTku aisa uiara c6osi: 0O=silent
l=printk 2=panic. llo3BoJIIET oONpeAeIUTh, KAKUM
oOpazoMm szipo Oynetr oO0padaThiBaTh KPUTHUYECKHUE OIIHOKHU.
Hanpumep, ¢uar cOosi BbICTaBISETCS NPU  CIEIYIOMIMX
YCIIOBUSIX: OIIMOKW Tepefadyd B TMPOCTPAHCTBO CIIY>KObI
ayIuTa, TPEBBIINICHUE JUMUTa Oy(pepoB, OXKUIAAIONTUX
00pabOTKH, BBIXO/ 3a MPEACNbl MaMATH sIIpa, MPEBBIIICHNUE
JUMUTAa CKOPOCTH BBIJAYM  COOOImIeHud  (3HauYeHue,
YCTAaHOBJICHHOE 110 YMOJYaHUIO: «l», Mg CHCTeM C
MOBBIICHHBIMU TPeOOBaHUSMU K O€30MaCHOCTH, 3HAUCHHE
«2» MOXKET OBITh 00JIee TPEANOUTUTEIIBHO).
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Omnuus

Onucanue

KpaTkas momomp no apryMeHTaMm KOMaHIHOM CTPOKH.

-1i

HrnopupoBaTh OMMOKK MpU YTEHUU MpaBui u3 Qaitna. Ecau
TOT NapaMeTp MepedaH B KadyecTBe aprymeHTra (-s), TO
IPUBECTH, €CIM 3TO BO3MOXHO, YHClIa K y1000uHnTaeMoMy
BUTY.

--loginuid-
immutable

Cnenate login UID Heu3smeHsieMbIM cpa3y IOCJIE €ro
ycraHoBku. [ns  wm3menenus login @ UID  tpeOyertcs
CAP_AUDIT _CONTROL, mno3roMy HENpUBUIETUPOBAHHBIN
IIOJIb30BATENIb HE MOXET €ro H3MEHHThb. YCTAaHOBKAa JTOrO
napamMeTpa MOXET BbI3BaThb HPOOJEMBI B  HEKOTOPBIX
KOHTEHUHEpax.

-g TOYKa-
<MOHTVPOBaHUS, IO
epeBoO>

[Ipy Hamuuuu TOYKM HAOMIOACHUS 3a KaTajloroM H
OOBEMHEHUN WIH TIEPEMEIICHUN MOHTHPOBAHUS JIPYIroro
nojjepeBa B HaOMOgaeMoe MOJIEPEBO, HEOOXOIUMO YKa3aTh
SAIpy, ClellaTh MOHTHpPYEMOE€ IIOJICPEBO AKBHBAJECHTHBIM
nmpocMaTrpuBaeMoMmy  Karaimory. Ecnmu  mommepeBo  yxke
CMOHTHPOBAHO BO BpeMs CO3/IaHHMS TOYKHM HAOJIOACHUS 3a
KaTajoroM, IIOJJICPEBO aABTOMATHYECKH IIOMEYaeTcCs IS
MIPOCMOTpa. DTHU JIBa 3HAUCHUS pa3ACISIeT 3amsiTas, OTCYTCTBUE
3aMsTO MPUBEJET K OIIHOKE.

-r <yacToTa>

VY CTaHOBUTH OrpaHUYEHUE CKOPOCTH BbIIAYM COOOIIECHUI B
cekyHny («0» — HeT orpaHuyeHus). B ciiydyae eciu 3Ta yactora
HE HYJIeBasi, U OHA TPEBBIIIAETCS B X0JI¢ ayauTa, (hiar c0os
BBICTABJISICTCS SAPOM JUISl BBIIIOJIHEHUS COOTBETCTBYIOILIETO
JEUCTBUS. 3HAUEHUE, YCTAHOBJIECHHOE N0 YMOTYaHUI0: «0».

--reset-lost

COpocuTh cueTYHK MOTEPSHHBIX 3aITUCEN, 0TOOpaKaeMbIX
KOMAaH/JIOM cTaryca.

-R <panmn>

Yurars npaBuiia u3 (aiina. [IpaBuna 10omxHbI ObITH
OpraHU30BaHbI CIEAYIOIIMM 00pa30oM: pacroyiaratbes mo
OJIHOMY B CTPOKE U B TOM TOPSIJIKE, B KAKOM JIOJKHBI
UCTIONHATHCS. HakiabIBatoTCs Cleayone OrpaHuaeHus:
BJIQJICTIBIIEM YUTaeMOro (haitsia ToKEeH ObITh r00t, M TIOCTYII Ha
YTEHHE JIOJDKEH OBITh TOJIBKO y Hero. Daiia MOKeT coiepKaTh
KOMMEHTapHUH1, HAaUMHAIOIIMecs ¢ CuMBoIa «#». [IpaBuna,
PacIioIoKeHHBIC B (haiiiie, HASHTUYHBI TEM, YTO HaOUPAIOTCS B
KOMaHJTHOM CTpOKe, 03 yKazaHus auditctl.

OO6pe3ath NoIePEBhs MOCIIE KOMaH Il MOHTUPOBAHUS .
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TaoOonauma 3 — Omnuuu cOCTOSTHUS

Onuus

Onucanue

BriBecTH crucoK BceX MpaBuJl MO OJTHOMY MPABHILY B CTPOKE.
D10l KOMaHe MOTYT OBbITh IPEIOCTABJICHBI IBE OMIUU: JTHOO0
KIJIF0Y (pUIbTpaIuu (-k), 4TOOBI BRIBECTH CITMCOK ITPaBUJI,
COOTBETCTBYIOIIUX KJIFOUY, JTUOO OIIIHIO (-1)
MHTEPHPETUPYIONIYIO 3HaUeHUs noJier oT a0 g0 a3, mis
KOPPEKTHOTO OIpeesieHHs 3HAUCHUI apryMEeHTOB CUCTEMHBIX
BBI30BOB.

-m <TekxcT>

[Tocnats B cucTEMY ayauTa MOJIb30BATEIBCKOE COOOIIIEHHUE.
Komanga MoxeT ObITh BBINOJHEHA TOJIBKO U3-TI0/I YUYETHOMN
3aIluCHU root.

[ToyunTs cTatyc ayauta. byayT moka3aHbl 3HaYCHUS,
KOTOPBIC MO’KHO YCTAaHOBHUTH C TIOMOIIBIO oMyt (-¢), (-f),
(-r) u (-b). 3HaueHue pid — 3TO HOMEp IpoIecca CIIyKOBI
aynuta. 3Hauenue pid 0 ykaszpIBaeT, 4To CiIy»x0a ayauTa He
pabotaert. [lose lost cooOmaer, CKOJIBKO 3amuceil COObITUI
aynuTa ObIJI0 OTOPOIIICHO M3-3a MepenojaHeHus Oydepa ayaura.
[Tone backlog coob1iaer, CKOIBKO 3amuceit COOBITUI ayauTa
HaxXOJUTCS B ouepeau, oxuaas, koraa auditd npountaer ux. C
3TUM NapaMETPOM MOKHO UCIOJIb30BATh OIIMIO (—1i) AJId
WMHTEPIPETALNH 3HAYEHU HEKOTOPBIX TOJIEH.

BriBectu Bepcuto auditctl.
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Tabnuuma 4— Onuuu npaBui

Ormus

Onucanue

—-a <CIMCOK, IeMCTBUE |
IOencTBue, ClIMCOK>

J106aBUTH MPABHUIIO C YKa3aHHBIM JICUCTBUEM K KOHITY
cnucka. Heo0Xo1uMo yuuThIBaTh, YTO 3HAYEHUS «CIUCOK» U
«JIEUCTBUSD PA3AEIIEHBI 3aISTON, U €€ OTCYTCTBUE BBI3OBET
omunOKy. [losiss MOTYyT OBITH yKa3aHBI B JTFOOOM TIOPSIJIKE.

-A <cnmcok, JemcTrue>

I[O63.BI/ITB IMpaBUJIO C YKa3aHHBIM I[GﬁCTBI/ICM B Ha4aJo
CIIMCKa.

-C <f=f | f!=£f>

CozaaTh mpaBUJIO CPABHEHHS MEXY MOJISIMU: TI0JIE,
oneparius, noyue. MoxKHO nepeaBaTh HECKOJIbLKO CPaBHEHUM
B OJIHOM KOMaHJHOM cTpoke. Kaxk10e 3 HUX JOHKHO
HaunHaThCs ¢ (-C). Kaxaoe mpaBusiio cpaBHEHHUS
no00aByseTCs APYT K APYTY, a TaKXKe K MpaBuiiaMm,
HaYMHAOIUMCS ¢ (-F) 11 HHUITUAPOBAHUS 3aIMCH ayJIUTA.
[Topnep:xuBarOTCs JBa ONEepaTopa — paBHO U HE PABHO.
Honyctumele nosist: auid, uid, euid, suid, fsuid, obj uid; u
gid, egid, sgid, fsgid, obj gid. /IBe rpynms! uid u gid He
MOT'YT OBITh CMEIIIaHbl. BHYTpHU rpymnmsl MOXKET OBITh
CZI€JIaHO JIF000E CpaBHEHUE.

-d <cnmcok, neucTrBue>

VY 1anute mpaBWIoO ¢ YKa3aHHBIM JICICTBUEM M3 CIIHCKA.
[IpaBuio ynansieTcst TOJIbKO B TOM CIy4dae, €CIU MOJTHOCThIO
COBNAJIM ¥ UMsI CHCTEMHOT'O BbI30Ba U MOJII CPABHECHUS.

-D VY nanuTh Bce nMpaBuiia U TOUKU HAOOIeHUs. MOXKET Takxke
NpUHUMATh napameTp (-k).

-F <n=v | n!=v | n<v | 3amaTh M0Jie CPaBHEHUS I NIpaBmiia. ATPUOYTHI OIS

: EZX : 2;2; | n>=v | cremyromue: 06bEKT, oneparus, 3Ha4eHue. B oo

KOMaH/ie JIOMyCKaeTCs 3aaBaTh JI0 MIECTUACCATH YEThIPEX
nojen cpaBHeHus. Kaxaoe HOBO€ MoJie T0KHO HAUUHATHCS
C —F. Aynut OyieT reHepupoBaTh 3alKCh, €CJIM MPOU3OIILIO
COBMAJICHHE 1O BCEM MOJISIMU CpaBHEHUS. JlomycTrMo
MCITIOJIb30BAHUE OJIHOTO U3 CIEAYIOIIMNX BOCEMU
OTepaTOpPOB: PAaBHO, HE PABHO, MEHBIIIE, OOJIbIIIE, MEHBIIIE
1100 paBHO, OoJbIIE JIMOO paBHO, OMTOBAs MacKka (n&v) U
ouToBas nmpoBepka (ns=v). buToBas mpoBepka BHITIOTHSIET
oneparuio «and» HaJl 3HAYCHUSIMU U TIPOBEPSIET, PaBHBI JIN
oHM. buTOBas Macka MPOCTO BHITIOIHSAET onepaluio «and.
[Tons, onepupytromue ¢ HACHTUHUKATOPOM MOJIb30BATEIIS,
MOTYT TaKke paboTaTh C UMEHEM IOJIb30BaTENS —
porpaMma aBTOMaTHYECKH TOJIYIHUT UICHTH(DHUKATOP
MOJIL30BaTEIIsl U3 €ro UMeHHU. To ke caMoe MOYKHO CKaszaTh U
npo ums rpymibl. [lons cpaBHEHUS MOTYT OBITH 3a/1aHbI JIJIS
00BEKTOB, IPUBEICHHBIX B TAOJHUIIC S.
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Onmus

Onucanue

-k <xJjou>

Y CcTaHOBUTH Ha MPaBUJIO K04 ¢unbTparuu. Koy
buabTpalK — 3TO MPOU3BOJIbHAS TEKCTOBAsI CTPOKA
uInHOM He Oopiie 31 cumBoia. Kirrod momoraer
YHUKaJIbHO UICHTU(PUIIMPOBATH 3aITUCH, TEHEPUPYEMBIE B
XO/JIe ay/iuTa 3a TouKoi Habmonenus. [louck 3HaueHUs
KJIF0Ya MOYKHO BBITIOJIHUTH C IIOMOIIIBIO KOMaH/IbI
ausearch, 4ToObI HE3aBUCHUMO OT TOTO, KaKO€ MPaBUIIO
BBI3BAJIO COOBITHE, MOXKHO OBLIO HAWTH €T0 Pe3yJbTaThI.
Kitrou Takke MOKHO UCIIOIb30BaTh JJIsl YaJE€HUS BCEX
TIPaBWII (-D), HJIK MPABUJI C OMPEICIICHHBIM KITFOUOM (- 1).
B npaBuie M0XKHO HCHOJIb30BaTh HECKOJIBKO KIIFOYEH,
€CJIM HEOOXOMMO UMETh BO3MOKHOCTb MTOMCKA
3apEruCTPUPOBAHHBIX COOBITUN HECKOJIBKUMHU CIIOCOOAMHU
WM eclid IpuMeHsieTcst riarun audispd, KOTOphbIil B
CBOEM aHAJIM3€ UCIOJIb3YET KITIOY.

-p <rlw|x|a>

YcTaHoOBUTH (GUIBTP MPaB JOCTYIIA TSI TOYKA
HaOJII0JICHUS. r=4YTeHHUE, w=3aIliCh, x=HCIIOJTHCHUE,
a=M3MCHCHHE aTpruOyTa, KOTOPHIE OMPEACISIFOT THITBI
CHUCTEMHBIX BBI30BOB, KOTOPBIE BHITIONHSIOT TAHHBIE
JeUCTBUS (CHCTEMHBIC BBI30OBHI «read» u «write» He
BKJIFOUEHBI B 3TOT HA0OP, IMTOCKOJIBKY JIOTH ayJIuTa ObLIH
OBl 1eperpykeHnl HHpopmMaImer 0 paboTe ITUX BHI30BOB).

-S <uMA WIM HOMEP
CMCTEeMHOT'O BEIZOBa|all>

B cnyuae ecnm kakoi-mu00 Mpoiiece BHIMOTHIET
yYKa3aHHBIM CUCTEMHBIN BBI30B, TO AyJAUT F'€HEPUPYET
COOTBETCTBYIOIIYIO 3alIUCh. B ciyyae ecnu 3HaUeHUS
MOJIeW CPaBHEHHUS 3aJaHbl, & CACTEMHBIN BHI30B HE
yKa3aH, IpaBuIo OyIeT IPUMEHSATHCSA KO BCEM
CUCTEMHBIM BbI30BaM. B 01HOM npaBuiie MOKeT ObITh
3aJ1aHO HECKOJIBKO CUCTEMHBIX BBI30BOB — 3TO
MIOJIOXKUTENIBHO CKA3bIBAETCS HA IIPOU3BOIUTEIBHOCTH,
MOCKOJIbKY 3aMEHSAET 00pabOTKy HECKOJIbKUX MPaBHUJL.
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Onmus

Onucanue

-w <OyTb>

Jlo6aBuTh TOUKY HaOMOACHUS 32 (haJIOBBIM OOBEKTOM,
HaXOJIAIIUMCS 110 YKa3aHHOMY yTH. JloOaBiIeHnEe TOUKH
HAOJIFOICHUS K KaTaJIOTy BEPXHET0 YPOBHS 3aIpEICHO
sapoM. I'pynmoBeie cuMBoJibl (wildcards) Takke HE MOTYT
OBITH HCITOJIB30BAHBI, ITOIBITKH UX UCIIOJIL30BaHUS OYIyT
TCHEPHUPOBATH IIPEIYIIPEIKIAIOIIEE COOOIICHUE.
BHyTpeHHE TOUKHM HAOIIOCHUS Pealn30BaHbl KaK
cnexxeHue 3a inode. YcTaHOBKA TOYKH HAOIIOICHHS 32
(daiioM aHaIOTHUYHA UCIIOJIB30BAHUIO TTapaMeTpa path B
MpaBUJIC CUCTEMHOTO BBI30Ba —F. Y CTaHOBKA TOUKHU
HaOJII0JICHHS 32 KaTaJ0roM aHAJIOTMYHA MCIIO0JIH30BAHHIO
napameTpa dir B IpaBWJIe CHCTEMHOTO BBI30BA -F.
EAMHCTBEHHBIMH JIOITYCTHMBIMH ITApaMeTpaMu IIPH
HCIIOJIb30BaHUN TOYECK HAOJIOICHUS SIBIISIOTCS —-p U — k.

-W <nyTb>

VY nanuth TouKy HabMr01eHUs 32 (alIOBBIM OOBEKTOM,
HaXOJISAIUMCS 10 YKa3aHHOMY ITyTH.
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Ta6numa 5— OObEKTHI MO CPAaBHEHUS

OO0BEKT

Onucanue

a0, al, a2, a3

UYeTplpe nepBBIX apryMeHTa, IEPEJaHHBIX CHCTEMHOMY
BbI30BY. CTPOKOBBIE apTyMEHThI HE MOAIEPKHUBAIOTCS. ITO
CBS3aHO C TEM, YTO AAPO JOJDKHO IIOJIy4YaThb yKa3aresb Ha
CTPOKY, a IIPOBEPKA IOJIA [0 3HAYCHUIO aJpeca yKasarels
He  okemarenbHa.  Takum  oOpa3oM,  HEOOXOIUMO
MCIIOJIb30BaTh TOJIBKO IU(PPOBIC 3HAUCHUSI.

arch

ApXUTEKTypa TMpoIeccopa, HAa KOTOPOM BBITIOTHSETCA
CUCTEMHBIM BbI30B. JJI1 ompeneneHuss apXUTEKTypbl
HEO0XOJIMMO KCIIOIB30BaTh KOMaH/Y:

uname —m

B cmysae eciu apxutekrypa IIOBM HeusBecTHa,
HEOOXOJIUMO  UCIOJIB30BaTh Tabmuiy 32-X  OWUTHBIX
CHCTEMHBIX BBI30BOB, €CJIM OHa mnoanepxubaercs [19BM,
MOXHO HCIMOJb30BaTh b32. AHamoruuHbiM 0Opazom
MpUMEHseTCA TalauIa CUCTEMHBIX BBI30BOB b64. MoHO
HamucaTh MpaBWiIa, KOTOPhIE B HEKOTOPOM CTENEHU HE
3aBUCAT OT apPXUTEKTYphl, IOTOMY 4YTO THUI OYyIeT
ONpENeNAThCA  aBTOMATU4YeCKH. (OJOHAKO  CUCTEMHBIE
BBI30Bbl MOTYT 3aBUCETh OT ApPXUTEKTYpbl, U TO, YTO
noctynHo Ha x86 64, moxer ObiTh HenmocTynHo Ha PPC.
HNupexktuBa arch pomkHa mnpeamiecTBOBaTh OIIUUA -,
yToObl auditctl 3Ham, Kakyr BHYTPEHHIOI TaOIHUILy
UCIIOJIb30BaTh AJIsl IOUCKAa HOMEPOB CUCTEMHBIX BHI30BOB.

auid

NnentudukaTtop IMOab30BaTENsA, HCIOIB30BAHHBIN IS
BX0oJa B cHUCTeMy. MOXKHO HCMOJb30BaTh JHOO UMs
MOJIb30BATEIS, THOO0 MAECHTU(UKATOP TIOJIH30BATENS.

devmajor

['maBHbIN HOMED ycTporicTBa (Device Major Number).

devminor Bcenomorarenbubii HOMep  yctpoiictBa (Device Minor
Number).

dir [lonmHpIi nmyTh K Kartajory Uil CO3JaHUA  TOYKH
HaOmonenus. [loMemaer Touky HaOIIOJCHUS B KaTaJloT U
PEKYpPCHUBHO BO BCE €ro MojaepeB0. MOXKHO UCIOIh30BaTh
TOJIBKO B CITHICKE eXit.

egid JleficTBUTEbHBIN UIEHTU(DUKATOP TPYIITIHI.

euid JleficTBUTENBHBIN UICHTU(PUKATOP TTOTH30BATES.

exe AOCOIOTHBIA MYyTh K MPWIOKEHHIO, K KOTOpOMYy Oyer

IPUMEHSATHCS 3TO IPAaBUIO. MOXKHO HCIIONB30BATh TOJIBKO
B CIIMCKE eXIt.
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OOBeKT Onucanue

exit 3HadyeHHE, BO3BPANIAEMOE CHCTEMHBIM BBI3OBOM IPHU
BBIXOJIE.

fsgid NnentudukaTtop Tpynmbl, NOpUMEHsSeMbIH K (ailioBoii
CUCTEME.

fsuid NnentudukaTtop  moap3oBaTeds,  NPUMEHSIEMBIM K
daiinoBol cucrteme.

filetype Tun ueneBoro aiina: aiin, Karaaor, COKET, CChLIKa,
cumBoJ, 0110k uim FIFO.

gid Nnentuduxatop rpymnimsl.

inode Howmep inode.

key AnbTEpHATUBHBIN CIOCOO YCTAHOBUTH KIIHOY (DUIIBTPALIMH.

msgtype Hcnonp3yeTcss Asis TPOBEPKH COBMAACHHUS C UHUCIOM,
OMKCHIBAIOIIUM THI COOOIICHHS. MOXKET MCIOJIb30BaThCs
TOJIBKO B criickax exclude u user.

obj_uid UID o6bekTa.

obj_gid GID o6bekTa.

path [Tonuplit myTh K ¢ainy s TOYKU HaOmoaeHus. Moxxer
UCIIOJIb30BATHCS TOJIBKO B CITUCKE €Xit.

perm OunbTp TpaB AocTyna s (GaliaoBbIX omneparuii. Moxker
UCTIONB30BaThCS  TOMBKO B cmucke  exit.  MoHO
UCTIONB30BaTh 0€3 yKa3aHHsl CHCTEMHOTO BBI30Ba, IIPH STOM
SIpO  BBIOEPET  CHCTEMHBIC  BBI30BBI,  KOTOpPBIC
yJIOBJIETBOPSIOT 3aMpPaliiBaeMbIM Pa3pPEIICHUSIM.

pers [IepconanpHbIli HOMEP ONEPALUOHHON CUCTEMBI.

pid Nnentudukatop mporecca.

ppid Nnentudukatop poAUTENHCKOTO Mpoliecca.

sessionid Nnentudukatop ceanca nojib30BaTelsl.

sgid VY cTaHOBIEHHBIM UAESHTU(DUKATOP TPYIIIBI.

success Ecnu 3HadyeHwe, BO3BpaIlaeMOE CHCTEMHBIM BBI30BOM,
oonpmie muO0 paBHO 0, HaHHBIM OOBEKT OyneTr paBeH
«truen/«yes», uHaue «false»/«no». [Ipu cozmanuu npaBumna
HY>KHO HCIIOJIb30BaTh | BMecTo «truey/«yes» u 0 BMECTO
«falsen/«noy.

suid Y cTaHOBIEHHBIN UIEHTU(OUKATOP MOJIH30BATEINS.

uid

NnentudukaTop noyib3oBaTens.
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Jlns noGaBieHHs] MpaBWJI HKCIOJB3YyeTCs cliefyomas (opMa 3alucu KOMaHIIbI

auditctl:

#

auditctl -a cHmcok, gencreue —-S MMA CHMCTEMHOTO BEBOBa —F QuibTpEH

3ILCCI> CIIMCOK — 3TO CIIMCOK CO6I>ITPIﬁ, B KOTOpLIfI CICcaycCT I[O6aBI/ITI> IIpaBHJIO.

I[anee OIMMCaHbl UMCHA JOCTYIIHBIX CIIMCKOB!

1) task — 100aBHUThH MPABUIO K CIIUCKY, OTBEYAIONIEMY 3a MPOIECChl. DTOT CIHCOK

mpaBuJ1 HCHOJB3YCTCA TOJIBKO BO BpEMA CO3JaHHA IIpoHeCcCa — KOoraa
pOI[I/ITeJIBCKI/Iﬁ IPOUECCC BBI3BIBACT fork () HIH clone (). HpI/I HCIIOJIBb30BaHUHN
9TOro CIIMCKa MOXHO HCIIOJBb30BAaTh TOJBKO TC IIOJIA, KOTOPBIC H3BCCTHBI BO

BpeMms co3nanus nporecca (uid, gid u Tak ganee);

2) exit — I[O6aBI/ITI> IIpaBUJIO K CIIMCKY, OTBCYHAIOIICMY 34 TOYKH BbIXOI4d H3

3)

4)

CHUCTEMHBIX BBI30BOB. JTOT CHHMCOK MPUMEHSETCSA, KOorga HEoOXOIHWMO CO31aTh
coOBITHE I ay/IUTa, IPUBA3AHHOE K TOUKAaM BBIXOJa U3 CUCTEMHBIX BbI30BOB;
user — J100aBUTb MpaBWIO, OTBEYAIOIIEE 3a CHUCOK  (QUIbTpaluu
MOJIb30BATENBCKUX COOOIICHUM. DTOT CHUCOK HCIHOJNb3YETCS SIAPOM, YTOOBI
OoT(UIBTPOBaTh COOBITHS, MPUXOMAAIIUE M3 IOJB30BATEIbCKOTO IMPOCTPAHCTBA,
nepes TeM Kak OHM OyayT Iepenansl ciayxkOe ayauta. HeoOXoauMo OTMETHTB,
YTO TOJBKO CJIEIYIOIIME MOJS MOTYT ObITh MCHOJB30BaHbI: uid, auid, gid,
pid, subj user, subj role, subj type, subj sen, subj clr, ¥H
msgtype. Bce octanbHble mons OyayT oOpaboTaHbl, Kak ecid Obl OHU HE
COBIIAJIH;

exclude — 100aBUTh MPABUJIO K CIIUCKY, OTBEUYAIOIIETO 32 (PUIBTPALIIO COOBITUI
OTPEAENIEHHOrO0 THUMA. DTOT CIUCOK HCIOJB3YEeTCs, YTOOBl OT(HUIBTPOBBIBATH
HEHY)XHble COOBITHSI. COOBITHSI MOTYT OBITh HCKIIIOUEHBI MO UACHTU(PUKATOPY
npouecca,  HUJICHTU(DUKATOPY  MOJIb30BATENs, HWACHTU(PUKATOPY  TPYIIIIHI,
UACHTU(DUKATOPY JIOTHHA TI0JIH30BATENs, TUIY COOOLIEHUS WM KOHTEKCTY

npeaMera.



168
JIKHB.11100-01 99 02

Bropon mapamerp onmuu -a — 3T0 AEHCTBUE, KOTOPOE JOJKHO ITPOU3OMTH B OTBET
Ha BO3HHKIIIEE COOBITHE:

1) never — aymuT He OyneT TeHEpUpPOBATh HHUKAKUX 3amuceid. MokeT OBITh
UCIIOJIb30BAHO JJIsi MOJABJICHUS TeHepanuu coObITHH. OOBIYHO HEOOXO0IUMO
MOJIaBJIATh TEHEpAllMI0 BBEPXY CIHUCKA, a HE BHU3Y, IOCKOJBKY COOBITHE
WHULAHAPYETCS Ha IEPBOM COBIABILIEM ITPaBUJIE;

2) always — YCTAHOBUTH KOHTEKCT ayuTa. Beera 3anomHsTh ero Bo BpeMst BX0J1a B
CUCTEMHBIM BBI30B, M BCETJla TIE€HEPUPOBATHh 3allMChb BO BPEMS BBIXOAA W3
CHUCTEMHOTO BBI30Ba.

Janee ykasplBaeTCs ONIMUSA -S, KOTOpas 3aJaeT MMs CHCTEMHOIO BBI30Ba, IPH
oOpallleHHH K KOTOPOMY JIOJDKEH cpabaThIBaTh TpUrrep (Hampumep, open, close, exit).
BmecTo nMeHHn MOXET ObITh UCIIOJIb30BAaHO YUCIIOBOE 3HAUEHUE.

HeoOs3arenpHass omnuus -F  HUCHOJb3YeTCd U1 YKa3aHUA JIOMOJIHUTENbHBIX

napameTpoB (PHIbTpaIuu COOBITHS.
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IIprmMeps! nCIIONB30BaHUA:
- ISl BEACHUS JKypHala COOBITHI, CBSI3aHHBIX C HCIIOJIB30BAHMEM CHUCTEMHOIO
BBI30Ba open (), U PETHCTPUPOBAHUS MPHU 3TOM TOJBKO OOpaiieHus K (aiimam

KaTajuora /etc, UCIOJb3yeTCs CIEAYIOIIEE TPaBUIIO:
# auditctl -a always,exit -S open -F path=/etc/

- pCTUCTPHUPOBATH TOJIBKO TC CO6I)ITI/IH, IIpHU KOTOPBIX q)afm OTKPBIBACTCA TOJIBKO Ha
3aMuCh U U3MEHEHHUE aTPUOYTOB:
# auditctl -a always,exit -S open -F path=/etc/ -F perm=aw

- 3alIMCBIBATb BCC CUCTCMHBIC BbI3OBBI, HCIIOJIB3YCMBIC OIIPCACIICHHBIM ITPOICCCOM:
auditctl -a always,exit -S all -F pid=1005

- 3aIIMCHIBATh BCE (DAMITBI, OTKPBITHIE ONPEIEICHHBIM M0JIb30BATEIEM:
auditctl -a always,exit -S openat -F auid=510

- 3aIlIMCbIBATh HCYAAYHBIC ITOIILITKHA BbI30OBA CUCTEMHOU CI)YHKHI/II/I 'openat'.
auditctl -a exit,always -S openat -F success!=0

- 3aMKCBIBATh MOMBITKA U3MEHEHUS (aitiia (1Ba criocoba):

auditctl -w /etc/shadow -p wa

auditctl -a always,exit -F path=/etc/shadow -F perm=wa

[IpaBuia He 00s13aTeNbHO 3a7aBaTh, MCIOJIB3YS KOMaHIHYIO CTpOKy. Bo Bpems
crapra ciyx6a auditd yuraer ¢ain /etc/audit/audit.rules, KOTOPBIH COIEPKUT
mpaBuia aynuta B ¢dopmare auditctl. B aiin 3anuceiBaroTcs mpaBuia 0e€3 MMEHU
KomaH1bl. Hanpumep:

-w /etc/passwd -p wa

3.7.2.4. KomaHga aureport

KoManaa aureport TreHepHpyeT HTOTOBBIE OTYETHI Ha OCHOBE JIOTOB CIY>KOBI
ayJuTa, TaKk)Ke MOXKET NMPUHHMATh JIaHHBIE CO CTaHAApTHOro BBoja (stdin) g0 Tex mop,
MOKa Ha BXxoje OynyT HeoOpaOOTaHHBIE JaHHbBIE JIOTOB. B miamnke kakaoro oryera ajis
KaXXI0ro ctosllia ecTh 3aroyioBOK. Bce oT4eThl, KpoME OCHOBHOTO MTOTOBOTO OTYETa,
coJiepkaT HoMepa coObITHI ayauTa. Mcmonb3ys uX, MOXKHO HAaWTH TIOJHBIE JAaHHBIE O

COOBITUM C TIOMOIIBIO KOMaHJbl ausearch -a <Homep cofwmTus>. B ciydae, eciu B
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OTYCTC CIIMIIKOM MHOI'O JJaHHBIX, MOKHO 3aJ1aTb BPCMA Ha4dalla U BPEMsSI OKOHYAHHWA JISA

YTOUYHCHUA BPEMCHHOT'O ITIPOMCIKYTKA.

OTtueThl, TEHEPUPYEMBbIE aureport, MOTYT OBITh HCIIOJB30BAHBI KaK HCXOIHBIN

MaTCpual I IMOJYUYCHUA PA3BCPHYTBIX OTYCTOB.

CHHTaKCHUC:

aureport [onumm]

Onmuy KOMaH[Ibl aureport MPUBEACHBI B Ta0mIIe 6.

Tab6nauima 6— Onmuu KOMaHaBI aureport

Ormmmsa Omnucanue
-au, --auth OTyeT 0 MoMbITKaX ayTeHTU(UKAIIUH.
-a, —-avc OtyeT 0 ave COOOICHUSIX.
—-comm OT4eT 0 BBIIOJHEHUHU KOMAH/I.
-c, —-config OTt4et 00 U3MEHEHUAX KOH(UTypaLIUH.
-cr, —-crypto OT4eT 0 COOBITUSAX, CBI3aHHBIX C KOJUPOBAHUEM.
-e, ——event OT4eT 0 COOBITHSX.

-—escape <onumsa>

DOKpaHupoBaTh BbIBOJ. Bo3MokHbBIE 3HAUEHUS: raw, tty,
shell u shell quote. Kaxxnprit peskxuM BKiIrOYaeT B ceOs
CHUMBOJIBI IPEABIYIIETO PEKUMA U SKPAHUPYET OOJIbIIIE
cumBoOJIOB. To ecTh shell BkrogaeT Bce CUMBOJIEI,
SKpaHupyemble tty, U 100aBIsIeT HOBbIE. 3HaYEHUE 1O
yMoJ4aHuro — tty.

-f, —-file Otuer o ¢aiinax u COKeTax.

——failed Jl1st 06paboTKM B OTYETaX BHIOMPATH TOJIBKO HEYJaUHbIC
coObITHs. [1o yMOIT9aHUIO MMOKA3BIBAIOTCS KaK yIadyHEIE,
TaK 1 HeyJa4HbIe COOBITHSI.

-h, --host OTtuer o xocTax.

-1, --interpret TpaHCIMpOBaTh YHUCIIOBBIE 3HAYEHUS B TEKCTOBBIC

(Hanpumep, uACHTU(HUKATOP MOJIB30BATENS Oy IET
TPaHCIMPOBAH B UMS MMOJIb30BatTens). TpaHcsus
BBITIOJTHSIETCSI C UCTIOIH30BAHUEM JIAHHBIX C TOW MAIllUHBI,
TJI€ 3aMyIIeH «aureporty.

-if, —--input
<panmn> | <karTajor>

Hcnonp30BaTh yka3zaHHBIN (haill UM KaTaJIoT BMECTO
JIOTOB ayAUTa. ITO MOXKET OBITH MOJIE3HO MPU aHAIIN3E
JIOTOB C IPYTrOW MAIIWHBI WJIY ITPU aHAJIM3€ YaCTUYHO
COXPaHEHHBIX JIOTOB.
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Onuus

Onucaunue

-—-input-logs

Hcnonp30BaTh MECTOIONIOKEHUE (haiiia )KypHaia u3
auditd.conf kak ucxomHble JaHHBIE IS aHAIU3A. DTO
HEOOXOAUMO, TIPY MCIIONB30BaHUH KOMaHIbI aureport B
3aaaHuM Cron.

—-integrity OTueT 0 COOBITHAX LIETOCTHOCTH.

-k, ——key OT4eT 0 KIIFOYEBBIX CJIOBAX B IPAaBUIIAX.

-1, --login OTueT 0 MOMBITKAaX BXOJIa B CUCTEMY.

-m, —-mods OTtyeT 006 U3MEHEHUSX T0JIb30BATEIILCKUX YUETHBIX
3aMuce.

—-n, —-anomaly OTtueT 00 aHOMAJIBbHBIX COOBITHSIX. DTH COOBITHS

BKIIIOYAIOT IICPCXOI CEeTeBOM KapThI B 66CHOp5[I[O‘1HBIﬁ
PEKHUM U OIINOKH CECrMCHTAal M.

—-—-node <umMmsa y3Jja>

OT00pa3uTh B OTYETE TOIBKO COOBITHS CO CTPOKON <UMs
y31a>. I1o yMoI4aHHIO BKIIFOUEHBI BCE y3Ibl. Jlomyckaercs
NIEPEYUCIIEHNE HECKOJIBKHX Y3JIOB.

-nc, ——-no-config

He Bxmtouats coObitue CONFIG. CHANGE. Ot10
0COOCHHO TOJIE3HO TSI KJIFOUEBOTO OTYETA, TOCKOJIBKY
MpaBuja ayJuTa BO MHOTUX CIy4dasx UMEIOT KIIOUEBbIC
MeTKH. McIIoIpb30BaHNe dTOH OIIMH U30aBIIIET OT JIOKHBIX
cpabaThIBaHUN.

b, __pj-d

Otuer o nporueccax.

-r, ——response

OTyeT 0 peakusX Ha aHOMAJIbHBIE COOBITHSI.

-s, ——-syscall

OTuyeThl 0 CHCTEMHBIX BBI30BaX.

——Success

Jlnst 06paboTKH B OTYETaX BHIOMPATH TOJNIBKO YJaUHbIE
coObIThs. [1o yMoT4aHuIO MOKA3hIBAIOTCS KaK YJavHEbIE,
TaK U HEYJJAYHbIE COOBITHSI.

—-—summary

['enepupoBaTh UTOTOBBIM OTYET, KOTOPBINA JAET
HH(pOpMAIINIO TOJIBKO O KOJUYECTBE PJIEMEHTOB B TOM WJIU
MHOM OT4eTe. Takou PEeKUM €CTh HE Y BCEX OTUETOB.

~t, --log

['eHepanus 0TYETOB O BPEMEHHBIX paAMKaxX KaXK10To
OTUeTA.

-—tty

OTyeTsl 0 HAXKATHIX KJIABUIIIAX.
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Oxonuanue mabauyol 6

Ormus Omnucanune
-te, --—end <para> Hckatb COOBITHS, KOTOPBIE TPOU3OLLIN PaHbIIE (MIH BO
<ppema> BpeMsl) YKa3aHHOW BpeMeHHOM TOUKU. DopmaT AaThl U

BPEMEHHU 3aBUCHUT OT PETHOHAJBHBIX HACTPOCK. B cirydae
€Clli JjaTa He yKa3aHa, TO MOJpa3yMeBaeTCs TeKYIIUN JeHb
(«today»). B cirydae ecniu He yka3aHO BpeMsi, TO
10JIpa3yMeBaeTCs TEKYIIHA MOMEHT («NOw»).

-tm, --terminal Otuer o TEPpMHHAJIax.
-ts, --start <mara> NckaTh cOOBITHS, KOTOPBIE MPOU3OILIN TTOCIE (U BO
<ppema> BpeMsl) YKa3aHHOW BpeMeHHOM TOUKU. DopmaT AaThl U

BPEMEHH 3aBHCHUT OT PETHOHAIBHBIX HACTPOEK. B ciyuae
eCJI J]aTa He yKa3aHa, TO MOJpa3yMeBacTCsl TEKYIUil ICHb
(today). B ciyuae eciu He yka3aHO BpeMs, TO
nojpasymeBaetcs nojaHodb (midnight).

-u, --user OTtuyeT 0 MOJIB30BATEIAX.
-v, —-version BriBecTn BepcHio mporpaMmsbl U BBIATH.
-x, ——executable OTtueT 00 UCIOJIHAEMBIX O0OBEKTAX.

[Ipumeuvanue. HeobxoaguMo HCMONIB30BaTh HOTAIMIO BpeMEHH B (Qopmare
«24 gaca», a He «AM/PM». Hanpumep, nata moxeT ObITh 3agaHa kKak «10/24/2005», a
BpeMms — Kak «18:00:00».
Takxoke TOImycKaeTCsl UCIIOIb30BaTh CASAYIOIINE KIIFOUEBhIE CIOBA!
- now — ceMyac;
- recent — JI€CATh MUHYT Ha3al,
- boot — BpeMs 3a CeKYH]Iy JI0 TOT0, KOTJIa CHCTeMa 3arpyskaiach B IOCISIHUN pa3;
- today — IIepBas CEKyH/ia IOCJIE MOJYHOYH TEKYIIETO JTHS,
- yesterday — IepBasi CEKyH/1a IMOCJIe MOJTYHOUYH TPEABIIYIIETO JTHS,
- this-week — mepBas CEKyHJa IOCIE IMOJIYHOUYH TEPBOrO JIHS TEKYIIEH HeIenu,
TICPBBIN JIEHb HEJICIU ONPEACIISACTCS U3 PETHOHAIIBHBIX HACTPOCK;
- week-ago — IIEPBAs CEKYHJA ITOCJIE MOJYHOYU POBHO 7 JHEW HA3am;
-this-month — TepBasg CEKyHAa IMOCJE TOJYHOUYM TIEPBOTO YHCIA TEKYIIETOo
MecsIa;
- this-year — mepBas CEKyHJa TOCJe MOJIYHOYH MEPBOTO YHCIIa TIEPBOTO MeCsIa

TEKYLIEro roja.
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3.7.2.5. Komanpga ausearch

Komanga ausearch $BISIETCS HMHCTPYMEHTOM T[IOMCKa IO JKypHally ayauTa.
ausearch MOXET TaKXe MPUHUMATh JJAHHBIE CO CTaHAapTHOTO BBOAA (stdin) mo Tex mop,
noka Ha Bxoje OyayT HeoOpaboTaHHBIE [aHHBIE JIOTOB. Bce ycioBuSs, yKka3aHHBIE B
napameTpax, OObEAUHSIIOTCS JTOTHIeCKUM « .

Kaxnpii cuCTeMHBIM BBI30B sipa W3 IOJb30BATEIBCKOTO IPOCTPAHCTBA U
BO3BpAIlIEHUE JIAaHHBIX B TOJIb30BATEILCKOE MTPOCTPAHCTBO UMEET OJIMH YHUKAIbHBIN (17151
KaXJIOTO CUCTEMHOTO BbI30Ba) MACHTH(PUKATOP COOBITHS.

Paznuunbie yacTu sijpa MOTyT J00aBISATh JOMOJHUTEIbHBIE 3anucu. Hampumep, B
cOoOBITHE ayAuTa JJIsI CUCTEMHOTO BBI30Ba «Open» JA00aBJsEeTCS 3aluCh PATH C UMEHEM
¢aiina. ausearch NMOKa3bIBAET BCE 3alMCU COOBITUSL BMECTE. DTO O3HAYAET, YTO MpHU
3amnpoce ONPEIEICHHbBIX 3aIUCEN PE3YJIbTAT MOKET COJAEPKATh 3aIIUCH SYSCALL.

He Bce Tumbl 3amuceit comepkar ykazaHHyr uHpopmanuio. Hampumep, 3amuch
PATH HE COAECPKUT UM y3J1a MU loginuid.

CuHTaKCcuc:

ausearch [omnumm]

Onuuu KOMaHJIbl ausearch TPUBEJICHBI B Ta0IUIIE /.
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TaOauma 7 — Onmuu KOMaHabl ausearch

Ormus Ommcanune
—-a, ——event Hckatb cOOBITHS C 3aJaHHBIM UJIEHTU(DUKATOPOM COOBITHS.
<MASHTUPMKATOP B cooOmieHnn: msg=audit (1116360555.329:2401771),

COOBITMSI >

UACHTU(DUKATOP COOBITHS — YHUCIIO MOCIE «:». Bee coObITus
ayJInTa, CBS3aHHBIE C OJTHUM CUCTEMHBIM BBI30BOM, UMEIOT
OJIMHAKOBBIM UCHTHUPHUKATOP.

-—arch <CPU>

Hckath COOBITHUS HA OCHOBE OIPEAECICHHOW APXUTEKTYpbI
nporieccopa. g onpeneneHuss apXUTEKTypbl HEOOXOIUMO
UCITI0JIb30BaTh KOMaH/y

uname —m

I[I/IpeKTI/IBa arch JOJDKHa INpeANICCTBOBATH OIINHMHU - S,

4yT0o0BI auditctl 3HaI, KaKyr0 BHYTPEHHIOIO TaOJIHILY
UCIIOJIb30BaTh JJIsl IOUCKA HOMEPOB CUCTEMHBIX BHI30BOB.

-c, ——comm <comm-
name>

Hckath cOOBITHS C 33IaHHBIM «COMM Name», UMEHEM
UCITIOJIHSIEMOTO (pailyia U3 CTPYKTYphI 3a/1a4H.

—-—-debug

BriBecTu cooOmienus, mporyiieHHbie stderr.

——-checkpoint <dann
KOHTPOJIBHOM TOUKU>

KoHTposibHas ToUKa 3TO BBIBOJ MEX]y MOCIE0BATEIHLHBIMU
BBI30BaMH ausearch, Tak 4To B MOCIEIYIONTUX BBI30BaX
OyIyT BBIBOJUTHLCS TOJIBKO COOBITHS, HE TTOTIABIITHE B
MPEAbIIYIUNA BEIBOJ,.

Coo6piTre auditd COCTOUT M3 OHOM UITU HECKOIBKUX
sanuceit. [Ipu 06paboTke coObITHs ausearch ompenenser
COOBITHS KaK 3aBEPIICHHBIC U HE3aBEPIIICHHBIE.
3aBepIieHHOe COOBITHE — 3TO OJTHO COOBITHE 3AITMCH WIIH TO,
KOTOpPOE TIPOU30IIIIO PaHBIIE, 4eM 3a 2 CEKYHBI 0
CPaBHEHMIO C TEKYIIUM 00pabaThIBAEMbIM COOBITHEM.
KoHTposnbHas Touka 00ecreunBaeTcs MyTeM 3alliCh
MOCJICTHETO 3aBEPIICHHOTO COOBITHS BBIBOJIa BMECTE C
HOMEPOM YCTPONCTBA U MHACKCOM (haiijia OCIeTHETO
3aBEPILMBILETOCS COOBITHS B (paiijl KOHTPOJIbHOU TOUKH.
[Ipu criemyroriem BbI30BE ausearch 3arpy3uT qJaHHBIC
KOHTPOJILHOUM TOYKH U TIpU 00paboTke (aityioB xKypHara,
OyzneT oTOpachiBaTh BCE 3aBEPIICHHBIC COOBITUS, TTOKA OHU
HE COOTBETCTBYIOT KOHTPOJIBHOU TOYKE, B 3TOT MOMEHT
ausearch HaYHET BBIBOJIUTH COOBITHS.

-e, ——exit <xom>

Hckats cOOBITHS Ha OCHOBE KOJIa CUCTEMHOI'O BBI30Ba €Xit
WIA errno.
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Ormus

Onucanue

-—escape <omnums>

DKpaHUpOBaTh BBIBOJI. BO3MOXKHbIE 3HAUEHUS: raw, tty, shell
u shell quote. Kaxxpiil pesxuM BKIIFOYAET B ¢€0s CUMBOJIBI
HpEeAbIAYIIET0 PeXUMA U SKpaHUPYeET OOJIbIIe CUMBOJIOB. To
ectb shell BKiIouaeT Bce CUMBOJIBI, SKpaHUPYEMBIe tty, u
7100aBJsieT HOBbIE. 3HAUEHUE 10 YMOTYaHUIo — tty.

-—extra-keys

Ecnu mapameTp format UMeET 3HAUEHUE csv, BBIBECTH
cTos0eI] ¢ AOMOTHUTEIbHON HH(OPMAIHEH.

Pabotaet tonbko ¢ 3anucamu SYSCALL, kotopsie ObLTH
3allMcaHbl B pe3ybTaTe 3alycka MpaBuia ayIuTa,
OIIPEJIETIEHHOTO KITI0YOM.

-—-extra-labels

Ecnu mapamerp format UMEET 3HaUCHHE csv, J0OABUTH
uH}pOpMaIHIO 0 MEeTKaX CyObeKTa U 00BEKTa (€CIIH METKH
CYIIIECTBYIOT).

-—extra-obj2

Ecnu napametp format UMeEET 3HaUYCHUE csv, JOOABUTH
uH(popMaIHIo 0 BTOPOM 00BEKTE (€CJIM OH CYIIECTBYET).
BTtopoii 00beKT nHOT/Ia SBISETCS YaCThIO 3aIKUCH, HAllPUMED,
IpY MepEeMMEHOBaHUHU (paiiyia UM MOHTHUPOBAHUU
YCTPOMCTBA.

-—extra-time

Ecnu mapametp format UMeeT 3HaYCHHUE csv, 100aBUTh
uHGOPMAITUIO O BPEMEHH MPOCTOS.

—f, ——file <datur>

HckaTh coOBITHS C 3aJaHHBIM UMEHEM aiina.

-—-format <onumm>

OtrdopmarupoBaTh COOBITHS, KOTOPHIE COOTBETCTBYIOT
Kkputepusim nioucka. [TognepxuBaembie popmaThl: raw,
default, interpret, csv U text. 3HAYCHHE raw OIMCAHO B
ONIUU raw. [Ipy 3HaYeHUM default CTPOKHU BBIBOJATCS O€3
dbopMaTHpOBaHUs, B BEIBOJE MCTIOIB3YETCS OJHA CTPOKA B
KauyeCTBE BHU3YaJIbHOTO Pa3/ICIUTEIS, ajee YKa3bIBACTCS
METKa BPEMEHH, a 3aT€M CIICIYIOT 3alUCH COOBITHSI.
3HaYCHUE interpret OOBACHACTCS B ONTMCAHUM OIIIIMH —i.
[Ipu 3HaYeHUU csv PE3yNbTAT MMOMCKA BBIBOIUTCS B (popmaTe
CSV (ot auri. Comma-Separated Values — 3Hauenus,
paszieNeHHBIC 3aMsTHIMK). 3HAYCHHE text MpeodpasyeT
BBIBOJI K (hOpMaTy IPEIJIOKECHHA, YTO YIPOIIAET TOHUMAaHHE
BBIBOJIA, HO TIPOMCXOJIUT ATO 3a CUET IOTEPH JCTANICH.

-ga, —--gid-all all-
<MOEHTUOMKATOP
TPYIIIBE>

Hckathb coObITHS C 3a7aHHBIM d(PPEKTUBHBIM UITH OOBIYHBIM
UACHTU(UKATOPOM TPYIIIIHI.
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Ommus Onucanue
-ge, --gid- Hckatb coObITHs ¢ 3aJaHHBIM () ()EKTHBHBIM
effective UACHTU(PUKATOPOM TPYIIIBI WA UMEHEM TPYIIIIHI.
<30PeKTUBHEIM
UOEHTUOMKATOP
TPYIIIBE>

-gi, —--gid <rpynmna>

Hckatb coOBITHS € 3aJaHHBIM UIACHTH(PUKATOPOM TPYIIIBI
WJIM UIMEHEM TPYIIIIHI.

-h, --help Cnpagka.

—-hn, --host <uma Hckatb coOBITHS € 3a1aHHBIM UMEHEM y3i1a. Ms y371a MoxeT

y3mna> OBITH UMEHEM Y3J1a, MOJHBIM JOMEHHBIM UMEHEM WJIN
1I(PPOBBIM CETEBBIM aJPECOM.

-1, —-interpret TpaHCaMpoBaTh YUCIIOBBIC 3HAUCHUS B TCKCTOBBIE.

Hanpumep, unentudukatop nojap3oBaTeis OyeT
TPAHCIUPOBAH B UM MIOJIb30BaTEINsl. TpaHCasius
BBITIOJTHSIETCS C UCTOJIb30BAHUEM JAHHBIX C TOM MAlllUHBI, T]I€
3amyIieH «ausearchy.

-if, —--input
<pamnn> | <kaTajor>

Hcnonb30BaTh yKa3aHHBINA (pailsl UM KaTajaor BMECTO JIOTOB
ayauTa. DTO MOXKET ObITh MOJIE3HO MIPHU aHAIM3E JIOTOB C
JAPYroy MalllMHbI WIK IIPU aHAJIN3€ YaCTUYHO COXPAHEHHBIX
JIOTOB.

-—-input-logs

Hcrmonp30BaTh MECTONONIOKEHHE (paiiia )KypHasa u3
auditd.conf kak ucxomHble JaHHBIE IS aHAJIM3A.
[TpumensieTcs mpu UCTIOIb30BAaHUM KOMaHIbI «ausearchy B
3alaHAH Cron.

~~Jjust-one OcTaHOBUTBCA MOCIE BBIJAYHM MIEPBOrO COOBITHSA,
COOTBETCTBYIOIIETO KPUTEPHUSM ITOUCKA.

-k, —-key <xjouesoe | MckaTbh COOBITHSA C 3aJaHHBIM KJIFOYEBEIM CJIIOBOM.

CJIOBO>

-1, —-line-buffered

COpacbiBaTh BBIBOJ MIOCJIE KAXKIOW CTPOKH.

-m, —-message <TuUI>
| <cnmcox THUIOB>

HckaTh cOOBITHS C 33JaHHBIM TUIIOM, IIPU 3TOM MOKHO
yKa3aTh CIIUCOK 3HAYCHUH, Pa3/IeJICHHbIX 3alsThIMU. MOXKHO
yKa3aTh HECYUIECTBYIOIUN B COOBITUAX THIT «ALLY,
KOTOPBIN MO3BOJIIET MOIYYUTH BCE COOOLICHHS CUCTEMBI
ayauTa (CIUCOK JIOMYCTUMBIX THIOB OyJeT MoKa3aH, €Ciu
yKa3aTh 3Ty ONLHUIO 0e3 3HaueHus ). Tl cooOLIeHUS] MOXKET
OBITh CTPOKOM HUIM YKCIIOM. B crircke 3HaYeHU 3TOT0
napaMeTpa B Ka4ECTBE Pa3ACIIUTEINS UCIIOJIb3YIOTCS 3aISIThIE
¥ IpoOeIIbl HEAOMYCTUMBI.
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<CUCTEeMHHM BH30B>

Ommus Onucanue

-n, --node Hckatpb coObITHS ¢ onpeaeneHHoro y3ia. Jlomyckaercs
yKa3aHHE€ HECKOJIBKUX Y3JIOB (17151 BBIBOJA IOCTATOYHO
COBMaJieHHUE JII000TO y371a).

-p, —-pid Hckatb coObITHS C 3aJaHHBIM UACHTU(PHUKATOPOM IpolLIecca.

<MOEHTUOMKATOP

rpouecca>

-pp, —-ppid Hckatb coOBITHS € 3aJaHHBIM UIACHTHPUKATOPOM

<MOeHTNUPUKATOP POIUTENLCKOTO IIPOLIECCA.

npoluecca>

-r, —-raw HeoOpabotannsiii BeIBOA. VMicrionb3yeTcs 1715 U3BICYEHUS
3armcei U1 JaJbHEHIIero aHaIn3a.

-sc, --success HckaTh cOOBITHS C 3aJaHHBIM CUCTEMHBIM BBI30BOM. MOKHO

yKa3aTh HOMEP WJIK UMs CUCTEMHOTO BbI30Ba. [Ipu ykazanuu
UMEHH CUCTEMHOI'0 BbI30Ba, OHO OYET IIPOBEPEHO IO

Ta6JII/III€ CUCTCMHBIX BbI3OBOB Ha MAIIIMHC, I'IC 3aIIYIIICH
ausearch.

<Bpemsa>

——session HckaTh coOBITHS C 3aJaHHBIM UJICHTU(DUKATOPOM CeaHca.

<MHeHTi@MKaTOp OTOT aTpulyT YyCTAaHABIMBAETCS, KOTAA MOJIb30BATENb BXOIUT

eanes B CUCTEMY, U MOXET CBs3aTh JIIOOOH mpoLece ¢
ONpeEIEeHHBIM HMEHEM MOJIb30BATEIIS.

-sv, —-success Nckathb coObITHS C 3a1aHHBIM (PJIarOM YCIIEITHOTO

<¢nar> BBITIOJHEHUS. JOMyCTUMBIC 3HAUCHHUS: «yes» (YCIEIIHO) 1
«noy (Heyaa4Ho).

-te, --end <mara> HckaTh cOOBITHS, KOTOPBIE TPOU3OIILIN PAHbILE (MU BO

<Bpema> BpeMsl) YKa3aHHOUM BpEMEHHOM Touku. DopMaT 1aThl U
BPEMEHU 3aBUCHUT OT PETMOHAIBHBIX HACTpoeK. B cirydae ecinu
JaTa He yKa3aHa, TO MoApa3yMeBaeTCs TeKYIIU IeHb
(«today»). B ciydae ecnu He ykazaHo BpeMs, TO
NOAPAa3yMEBACTCS TEKYIIUA MOMEHT («NOW).

-ts, --start <gmara> | lMckaTh COOBITHS, KOTOPBIE MPOU3OIILIH MOCIe (MK BO BpeMs)

YKa3aHHOM BPEMEHHOMU TOUYKH.
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Ommus Onucanue

-tm, --terminal Hckatb coObITHS € 3aJaHHBIM TepMHUHATIOM. HekoTopsie

<TepMmmHa> CITY>KOBI (Takue Kak cron u atd) HCIIOJIB3YIOT UMS CITY>KOBI KaK
UM TepMUHAJA.

-ua, --uid-all Hckatb coObITHSI, Y KOTOPBIX JI000N U3 uAeHTU(PHUKATOpa

<UMeHTMDVKATOD noJyib30Batelis, 3P HeKTUBHOTO UACHTU(DHUKATOpA
HOJIB30BATENsl WK loginuid (auid) COBIANAIOT C 3alaHHBIM

I10JIb30BaTeJyIa>
UACHTU(PUKATOPOM IOJTH30BATEIS.

-ue, --uid- Hckathb coObITHS C 3aaHHBIM () PEKTUBHBIM

<50dbeKTUBHLI

UICHTU(PUKATOPOM MOJIB30BATENS.

UOEHTUOMKATOP

IIOJIb30OBATEJISA>

-ui, --uid Hckath cOOBITHS € 3aIaHHBIM HICHTU(HUKATOPOM
<MOeHTUPMKATOP I10JIb30BATEIS.

II0JIb30OBATEJISg>

-ul, --loginuid HckaTh cOOBITHS C 3aaHHBIM UEHTU(DUKATOPOM
<MOeHTUOUKATOP nojk3oBaTesis. Bee mporpamMmebl, KOTOPBIE €ro UCHOJIB3YIOT,
MOJIE30BATeIIA> JIOJDKHBI UCTIOJIB30BaTh pam loginuid.

-uu, --uuid Hckatb cOOBITHS € 3aIaHHBIM UACHTU(DUKATOPOM TOCTS.
<MOeHTUOMKATOP

rocTsda>

-v, —-verbose IToka3aTe BEpCHIO U BBIUTH.

—-vm, --vm-name<ums | VICKaTh COOBITHS C 3aJTaHHBIM UMEHEM TOCTS.

rocTsda>

-x, ——executable Uckatps coOBITHS C 3aJaHHBIM UMEHEM UCITOIHSIEMON
<mporpamMma> IIPOrPaMMBI.

[Ipumeuanue. HeobxoquMo HCMONB30BaTh HOTALMIO BpEeMEHU B Qopmare
«24 gaca», a He «AM/PM». Hanpumep, nata moxeT ObITh 3amaHa kak «10/24/2005», a
BpeMmsi — Kak «18:00:00». Takke nomyckaercsl HCIOJIb30BaTh CIEAYIOIINE KIHOYEBBIC
CJIOBA:

- now — ceMyac;

- recent — JCCATb MUHYT Ha3al,

- boot — BpeMs 3a CEKYHJIy J0 TOTO, KOT/Ia CHCTeMa 3arpyajach B MOCIEIHUHN pa3;

- today — I€pBasg CECKyYHJa IIOCJIC ITOJIYHOYH TCKYIICTO JTHS,
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- yesterday — IepBas CEKyH/a NOCJIe MOJIYHOUHU MPEABIIYIErO THS;

- this-week — MepBas CEKyHJa MOCJE MOJYHOUYU IMEPBOTO JHS TEKYyIIEeW HeIemH,
NIEPBBIN JIEHb HEJIeU ONPEACISETCS U3 PETUOHATIBHBIX HACTPOCK;

- week-ago — IEPBAsi CEKYHJA MTOCJIE MOJTYHOYU POBHO 7 JHEW HA3a;

-this-month — mepBasg CEKyHAa IOCJIE€ MOJYHOUYM IEPBOIO YHCIA TEKYILEro
MecsIa;

- this-year — nepBas CEKyHJa MOCJE MOJIYHOUYH NEPBOr0 YUCIA MEPBOrO MecALla

TEKYIIEro Tofia.
3.7.2.6. Komanna autrace

Komanga autrace nmo0aBiseT mIpaBujia ayauTa JJIs TOTO, YTOOBI CIECIAUTH 3a
WCIIOJB30BaHUEM CHCTEMHBIX BBI30BOB B YKa3aHHOM IPOIECCE MOJ00HO TOMY, Kak 3TO
ICJIacCT strace.

[Tocne noGaBneHus nMpaBuil, KOMaH/a autrace 3ayCKaeT MPOLECC C YKa3aHHBIMHU
apryMeHTamu. PesympTaThl ayauTta OyayT au0o0 B Jjiorax ayauTa (eciau ciyxba ayaura
3amyliieHa), MO0 B CHUCTEMHBIX JIOTaX. autrace YCTPOEHa TakK, 4YTO YyAAJISIET BCe
MpebIyIIMe MpaBuia ayuTa, Iepesl TeEM Kak 3allyCTUTh yKa3aHHBIM MPOIECC U MOCIe
ero 3aBepuieHus. [loaToMy, B KadecTBE IOMOJHHUTEIBHOW MEpPhI MPETOCTOPOKHOCTH,
IporpaMma He 3aIyCTHTCS, €CIIU Mepe]l €e UCIOJIb30BaHUEM IIpaBujia He OyAyT yIajaeHbI C
MTOMOIIBIO audtictl — 00 3TOM M3BECTUT IPEAYIIPEKIAOIICE COOOIICHHE.

CuHrakcuc:

autrace [-r] mpouecc [apTyMEHTH]

Onuust -r MO3BOJISIET OTPAHUYUTH COOp HMHGOPMAIMU O CHUCTEMHBIX BBI30BaX
TOJIBKO TEMH, KOTOPhIE HCOOXOAUMBI JIJIsI aHaJIM3a MCIOJIB30BAHUS PECYPCOB. DTO MOXKET
OBITh TOJIE3HO NMPU MOJICTUPOBAHWU BHEINTATHBIX CHUTYallMM, K TOMY K€ ITO3BOJISICT
YMEHBIIIUTH HATPY3Ky Ha JIOTH.

[Tprmepsl UCNIONB30BAHUS:

- 0OBIYHOE UCIOJIb30BAaHUE MPOTPAMMBI:

autrace /bin/ls /tmp

ausearch --start recent -p 2442 -i
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- PeXHUM OrpaHUYEHHOT0 cOopa nHpOpMALIUK:

autrace -r /bin/ls

ausearch --start recent -p 2450 --raw | aureport --file --
summary
ausearch --start recent -p 2450 --raw | aureport --host —-summary

3.7.2.7. HacTpoiika poTaiuu JIOTOB ayuTa

[IpaBuna poTanuu JIOTOB ayJura HACTPaNBaKOTCS B ¢aiine
/etc/audit/audit.conf.

Hampumep, myns Toro 4roObl MpM HEXBATKE MECTa Ha JUCKE CTaphle 3alHCH
3aTUPAIMCh HOBBIMU HEOOXOJIUMO OTPEAAKTUPOBATh paiil /etc/audit/audit.conf:

max log file = 8

space left = 100

space left action = ROTATE

rae:

-max_log file — MaKCUMaJIbHBIN pa3Mep (aiina xxypHasia B MOauT;

- space_left — MUHUMYM CBOOOIHOTO MPOCTpaHCTBA B MOailT;

- space _left action — JeiicTBUE (B JaHHOM cCiy4ae cTapble (pailyibl KypHaAIOB

OyIyT yIansaThbcsi, OCBOOOXKIast MECTO IS HOBBIX).
3.7.2.8. Poramus noros cepBuca auditd mo pacnucaHuio ¢ UCoiab30BaHueM crond

JIist HacTpOMKM poTaluu JIoroB cepBuca auditd Mo pacnucaHuio ¢ UCMOJIb30BAHUEM
crond HEOOXOIUMO:
1)B  ¢aitme  /etc/audit/auditd.conf ONIUIO max log file action
ycranoBuTh B 3HaueHue IGNORE (ommumst IGNORE, oTkitouaeT KOHTpoIsib 3a
pazmepom daiina jora):

# vim /etc/audit/auditd.conf

max log file action = IGNORE

2) 1 IPUMEHEHHUS TaHHOW KOH(PHUTypaIii HEOOXOAUMO BBITIOJIHHUTE CIICAYIOIIYIO
KOMaH/TY:
# service auditd restart

3) npoBepuTh cocTosiHUS cepBrca auditd BBITOIHUB CIIEIYIONIYI0 KOMaHTY:

# systemctl status auditd | grep running
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4) mpocMOTpeTh  coiaepikuMoe  (¢aiina /etc/crontab, OHO JODKHO OBITh

CIEAYIOIINM:

# vim /etc/crontab

# run-parts

01 * * * * root run-parts /etc/cron.hourly
02 4 * * * root run-parts /etc/cron.daily
22 4 * * 0 root run-parts /etc/cron.weekly

42 4 1 * * root run-parts /etc/cron.monthly

5) s 3agaHUs 4acTOTHI POTAlMU JoroB cepBuca auditd HeoOXoaUMO CO34aTh
CKPHUIIT logauditd B KaTallore /etc/cron. frequency, I'’l¢ frequency — 4acThb
MMEHHU KaTaJiora, 0003HavaroIIasi 9acTOTY BBITTOJTHCHHS CKPHUIITA.

Hanpumep, s exegHeBHOM poranmu jJoroB cepBuca auditd ciemyer co3gaTh B

KaTtajore /etc/cron.daily/ CKpPHIT C UMEHEM logauditd:

#!/bin/sh

/sbin/service auditd rotate

EXITVALUE=S?

if [ SEXITVALUE '= 0 ]; then

/usr/bin/logger -t auditd "Bexom ¢ komom: [SEXITVALUE]"
fi
exit O
YacTe UMeHM KaTajiora frequently HEOOXOOUMO M3MEHHTL Ha hourly, daily,

weekly, monthly, Kak yka3aHO B (paiiie /etc/crontab, yKa3aB TeM CaMbIM YacTOTY
BeIOAHCHMS ckpunTa (cM. mar 4). Taxke, B (Qaitie /etc/crontab MOXKHO J00aBUTH

T00YI0 APYTYIO YaCTOTY ISl pOTAI[MH JIOTOB.

6) ycTaHOBUTH MpaBa Ha BBIMOJIHEHUE CKPUNTY logauditd:
# chmod +x /etc/cron.daily/logauditd
7) 3amycTuTh cepBuc crond:
# systemctl start crond
8) ynocToBepuThCs, uTO cepBHC crond yCIEIIHO 3aMmyIIIeH, BHITIOJIHUB KOMaHTY:

# systemctl status crond | grep running
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B pesynbTare npoaenaHHbIX ASHCTBHI JOKHA MPOU3BOIUTHCS 3alKCh (hailia jora
cepuca auditd ¢ 3agaHHON uacToToil. Pasmep ¢aiina nora 3aBHCUT OT KOJIMYECTBA

COOBITHM, HAKOTNICHHBIX 32 YKa3aHHBIN MEPHOJ] BPEMEHHU.
3.7.3. Ucnionp3oBanue ayauTa
3.7.3.1. CoObITus 3amycKa U 3aBEpIICHUS ayIUTa

KC3 ¢ukcupyer cobbiThs 3amycka U 3aBepiieHus GyHKIui ayaurta. s moucka
3anuceil ayauTa, CBSI3aHHbBIX C 3aIlyCKOM U 3aBeplleHueM (QYHKIHMH ayAuTa, HEOOXO0AUMO

BBIIIOJIHUTH KOMAaH/Y:
# ausearch -m DAEMON START -m DAEMON END
time->Fri Aug 3 13:35:19 2018
type=DAEMON START msg=audit (1533292519.132:6245): op=start
ver=2.7.2 format=raw kernel=4.4.86-std-def-alt0.M80C.1
auid=4294967295 pid=378 uid=0 ses=4294967295 res=success
time->Fri Aug 3 18:03:41 2018
type=DAEMON END msg=audit (1533308621.816:6246) : op=terminate
auid=0 pid=1 subj=.86-std-def-alt0.M80C.1 auid=4294967295 pid=378
uid=0 ses=4294967295 res=success res=success
time->Mon Aug 6 11:32:01 2018
type=DAEMON START msg=audit (1533544321.724:9778) : op=start
ver=2.7.2 format=raw kernel=4.4.86-std-def-alt0.M80C.1
auid=4294967295 pid=371 uid=0 ses=4294967295 res=success
time->Mon Aug 6 18:05:40 2018
type=DAEMON END msg=audit (1533567940.159:9779): op=terminate
auid=0 pid=1 subj=.86-std-def-alt0.M80C.1 auid=4294967295 pid=371

uid=0 ses=4294967295 res=success res=success
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3.7.3.2. Moauduxaius KoHQUrypauuu ayuTa

KC3 ¢ukcupyer coOwiTHs CBs3aHHBIE ¢ MOAU(UKaNUEH KOHPUTypaluu ayduTa.
Jlng mowcka 3amuceil ayaWTa, CBA3aHHBIX C Monaudukamuend KOH(QUTYypaluu ayauTa,

HGO6XOI[I/IMO BBIIIOJIHUTH KOMaHOY:
# ausearch -m config change
time->Tue Aug 21 10:08:08 2018
type=CONFIG CHANGE msg=audit (1534835288.836:126): auid=0 ses=4
op="add rule" key=(null) list=4 res=1

time->Tue Aug 21 10:08:50 2018
type=CONFIG CHANGE msg=audit (1534835330.507:129): auid=0 ses=4
op="add rule" key=(null) list=4 res=1

Taxxe MOKHO CO3aaTh IIPAaBHIIO ayAHUTa, OTCICKUBAIOIICC KOH(l)I/Ipra]_II/IIO ayaura:
# auditctl -w /etc/audit -p w -k audit config

3anucu ayanuTa MOKXKHO HaﬁTH, BBIIIOJITHMB KOMaHAY:

# ausearch -k audit config

3.7.3.3. CoObITHS, CBA3aHHBIE C OTIepaIlueil YTEHUS 3aliCcel ayauTa

Jlns peructpanyy M3MEHEHUH JaThl 1 BPEMEHH, HEOOXOIMMO BKIIOUYHUTH KOHTPOJIb
HaJl U3MCHCHHUEM 3HAUYCHUS BPEMCHHU.

3anuchk COOBITHI, U3MEHSAIOMIMX BpeMs uyepe3 clock settime, settimeofday U
adjtimex:

# auditctl -a exit,always -S clock settime -S settimeofday -S

adjtimex -k FPT STM
Jlmg moncka 3amuce ayuTa, CBSI3aHHBIX C OMNEpalMeld YTCHUs 3alliuCced ayauTa,

HCO6XOI[I/IMO BBIIIOJITHUTb KOMAaHAY:

# ausearch -i -k audit log

type=PROCTITLE msg=audit (21.08.2018 16:41:44.439:79)

proctitle=ausearch -i -k audit log
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type=PATH msg=audit (21.08.2018 16:41:44.439:79) : item=0
name=/var/log/audit/audit.log inode=528278 dev=08:02
mode=file, 600 ouid=root ogid=root rdev=00:00 nametype=NORMAL
type=CWD msg=audit (21.08.2018 16:41:44.439:79) : cwd=/root

type=SYSCALL msg=audit (21.08.2018 16:41:44.439:79) : syscall=open
success=yes exit=4 al0=0x7ffecfbdl2cb al=0 RDONLY a2=0x0 a3=0x169
items=1 ppid=1847 pid=1995 auid=test uid=root gid=root euid=root
suid=root fsuid=root egid=root sgid=root fsgid=root tty=ptsO
ses=2 comm=ausearch exe=/sbin/ausearch key=audit log
type=PROCTITLE msg=audit (12.09.2018 08:06:49.118:159)
proctitle=ausearch -m DAEMON START

type=PATH msg=audit (12.09.2018 08:06:49.118:159) : item=0
name=/var/log/audit/audit.log.4 inode=136304 dev=08:02
mode=file, 400 ouid=root ogid=root rdev=00:00
obj=generic u:object r:unlabeled:s0 nametype=NORMAL

type=CWD msg=audit (12.09.2018 08:06:49.118:159) : cwd=/root
type=SYSCALL msg=audit (12.09.2018 08:06:49.118:159)

syscall=open success=yes exit=3 al0=0x621c50 al=0 RDONLY a2=0x1b6
a3=0x0 items=1 ppid=3839 pid=3879 auid=user uid=root gid=root
euid=root suid=root fsuid=root egid=root sgid=root fsgid=root
tty=pts0 ses=2 comm=ausearch exe=/sbin/ausearch

subj=generic u:generic_r:generic t:s0 key=audit log

Co3nanve mnpaBWiIa W TOUCK 3alKMCel ayauTa, CBSA3aHHBIX C HEYCHEIIHBIMU

MOMNBITKAaMU YTSHUS 3aITicen ayaura:
# auditctl -a always,exit -S open -F exit=-EACCES -F key=open -k
audit log EACCES
# auditctl -a always,exit -S open -F exit=-EPERM -F key=open -k
audit log EPERM

[TompITaemMcst MpOYUTATh JIAHHBIE ayuTa HanpsIMyro u3 ¢daina /var/log/audit #
C TIOMOIIBI0 KOMAHJIBI ausearch OT HMEHU OOBIYHOTO TTOJIH30BATEIS:

$ cat /var/log/audit/audit.log

cat: /var/log/audit/audit.log: OTkasaHO B OOCTYIIE
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$ /sbin/ausearch -i -k audit log

Error opening config file (OTka3aHO B HOOCTYIIE)

NOTE - using built-in logs: /var/log/audit/audit.log

Error opening /var/log/audit/audit.log (OTxkazsaHO B OOCTYIIE)

I[JI?I MOKCKa 3aImcei ayJuTa, CBA3AHHBIX C HCYCIICIIHBIMH IIOIIBITKAMHW YTCHUSA

3anucen ayaura, H606XOI[I/IMO BBIIIOJTHUTH KOMAaHTY:

# ausearch -k audit log EACCES

time->Wed Sep 05 08:13:08 2018

type=PROCTITLE msg=audit (1536732788.605:177) :
proctitle=636174002F7661722F6C6F672F61756469742F61756469742E6C6F67

type=PATH msg=audit (1536732788.605:177) : item=0
name="/var/log/audit/audit.log" nametype=UNKNOWN

type=CWD msg=audit (1536732788.605:177): cwd="/home/user"

type=SYSCALL msg=audit (1536732788.605:177) : arch=c000003e
syscall=2 success=no exit=-13 a0=7ffe56838902 al=0 a2=20000 a3=6a3
items=1 ppid=4002 pid=4011 auid=500 uid=500 gid=500 euid=500 suid=500
fsuid=500 egid=500 sgid=500 £fsgid=500 tty=ptsl ses=2 comm="cat"
exe="/bin/cat" subj=generic u:generic r:generic t:s0
key=6F70656E0161756469745F6C6F675F454143434553

B xypnaiie oToOpaXkaroTcsi Bce HeyCIEITHbIC MOMBITKH YTCHHS IaHHBIX ayIuTa, Mpu

ATOM YKa3bIBAIOTCS: 1aTa U BpeMs COOBITHS, TUII U COJIEPKaHUE COOBITHS, HIICHTU(PHUKATOP

cyobekTa gocTymna (uid=500 gid=500) U pe3yJabTaT COOBITHS (success=no).
3.7.3.4. CoObITus, CBSI3aHHBIE C IEUCTBUAMU TP cOOE XpaHEHUS KypHasa ayuTa

AyauUT perucTpupyeT coObITUS CIAEAYIONIETO THUIIA:

DAEMON ERR — clTy’k0a ayAuTa OCTaHOBUJIACh U3-3a BHYTPEHHEH OMIMOKH;

DAEMON RESUME — clly’k0a ayJiuTa BO30OHOBHJIA BEACHHUE KYpHAIIA;

DAEMON ROTATE — MpOM301LIa poTauus (HaisaoB xKypHaia ayInTa;

DAEMON ABORT — CIy»0a ay/iuTa OCTaHOBWJIACH W3-3a OIIMOKH.

[Touck 3anucen aynura:

# ausearch -m DAEMON ROTATE

time->Wed Sep 12 11:40:32 2018
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type=DAEMON ROTATE msg=audit (1536741632.074:5567) : op=rotate-logs
auid=? pid=? subj=?

time->Wed Sep 12 11:47:03 2018

type=DAEMON ROTATE msg=audit (1536742023.793:5569) : op=rotate-logs

auid=? pid=? subj=?
3.7.3.5. Peructparius 3anpocoB Ha BBITIOJIHEHUE ONepariuii Ha 00bEKTe JOCTYIa

COBI[aHI/IC ImpaBujia MU IIOUCK 3anucen ayauTa, CBA3AHHBIX C 3allpoCaMH Ha

BBIIIOJIHEHHE ONEPALMI HA 00BEKTE AOCTyNA!
# auditctl -w=/path/to/dir -k FDP_ACC

# ausearch -k FDP ACC

Hanpumep, HacTpouM HaOJIIOICHUE 32 KATAJIOTOM /testdir:
auditctl -w /testdir -p rwa -k FDP ACC
OT uMeHH noJip30oBaTed test BBIITOJIHUM KOMaH/bI:

$ 1ls /testdir

$ echo “’>/testdir/123

[louck HeycnenHbIX COOBITHIA:

# ausearch -k FDP_ACC -sv no

time->Wed Sep 12 12:37:53 2018

type=PROCTITLE msg=audit (1536745073.268:115): proctitle="bash"
type=PATH msg=audit (1536745073.268:115): item=1
name="/testdir/123" nametype=CREATE

type=PATH msg=audit (1536745073.268:115): item=0 name="/testdir/"
inode=531918 dev=08:02 mode=040755 ouid=0 ogid=0 rdev=00:00
nametype=PARENT

type=CWD msg=audit (1536745073.268:115): cwd="/home/test"
type=SYSCALL msg=audit (1536745073.268:115): arch=c000003e
syscall=2 success=no exit=-13 al0=6c%bf0 al=241 a2=1b6 a3=0
items=2 ppid=1930 pid=2048 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=501 sgid=501 fsgid=501 tty=ptsl ses=2
comm="bash" exe="/bin/bash" key="FDP ACC"
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[Touck ycnentHbIx COOBITHIA:

# ausearch -k FDP_ACC —-sv yes

time->Wed Sep 12 12:44:14 2018

type=PROCTITLE msg=audit (1536745454.174:121) :
proctitle=6C73002D2D636F6C6F723D6175746F002F746573746469722F
type=PATH msg=audit (1536745454.174:121): item=0 name="/testdir/"
inode=531918 dev=08:02 mode=040755 ouid=0 ogid=0 rdev=00:00
nametype=NORMAL

type=CWD msg=audit (1536745454.174:121): cwd="/home/test"
type=SYSCALL msg=audit (1536745454.174:121): arch=c000003e
syscall=2 success=yes exit=3 al0=622ad0 al=90800 a2=0 a3=507
items=1 ppid=2048 pid=2134 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=501 sgid=501 fsgid=501 tty=ptsl ses=2
comm="1s" exe="/bin/1ls" key="FDP ACC"

3.7.3.6. AynuT MoOmbITOK SKCOPTa HHGOPMAIIUU

CO3I[aHI/Ie ImpaBujia Ajis 3anucen ayJnTa, CBA3aHHBIX C IIOIIBITKAMHA 3KCIIOPTUPOBATH
uHdopMaIuio:

# auditctl -a always,exit -S open,openat

[Touck 3amuceit aynuTa, CBSI3aHHBIX C MOMBITKAMU SKCIOPTUPOBATH UHGOPMAIUIO:

# ausearch -x /usr/bin/rsync | head

time->Wed Sep 12 13:10:33 2018

type=PROCTITLE msg=audit (1536747033.889:919):

proctitle=7273796E63002D2D666F726365002D2D69676E6F72652D6572726F7

273002D2D64656C657465002D2D64656C6574652D6578636C75646564002D2D65

78636C7564652D66726F6D3D2F6574632F6261636B75702D6578636C7564652E6

C7374002D2D6261636B7570002D6171525358002F686F6D65002F7661722F6261

636B75

type=PATH msg=audit (1536747033.889:919): item=0

name=686F6D652F757365722FDOAODOBODOB1IDOBED187D0B8D0B920D181D182D0

BEDOBB inode=532446 dev=08:02 mode=040755 ouid=500 ogid=500

rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536747033.889:919): cwd="/var/backup/latest"
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type=SYSCALL msg=audit (1536747033.889:919): arch=c000003e
syscall=2 success=yes exit=0 a0=7ffcfbf44a90 al=90800
a2=T7ffcfbf44a90 a3=0 items=1 ppid=2385 pid=2386 auid=501 uid=0
gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=2

comm="rsync" exe="/usr/bin/rsync" key=(null)
3.7.3.7. Aynut coOBITHH, CBSI3aHHBIX C 3alpOCaMH Ha HH(OPMaIIMOHHBIE TTOTOKU

MexceTeBon 9KpaH MOJKCT YUYUTHIBATb pCUICHUA, IMIPUHUMACMBIC I10

nH(GOPMALIMOHHBIM TTOTOKaM Tipu roMoIu crenuaibHoi renu AUDIT:

# iptables -A INPUT -j AUDIT --type=ACCEPT

[TapameTp type ompenernsieT 3HaYCHHE IOJIS action B XKypHale ayaurta (ACCEPT=0,
DROP=1, REJECT=2).

[Ipocmortp:

# ausearch -m NETFILTER PKT

time->Wed Sep 12 10:40:33 2018

type=NETFILTER PKT msg=audit (1536741633.470:287): action=0 hook=1l
len=84 inif=enp0s3 outif=? smac=00:1c:f0:cc:55:dd
dmac=08:00:27:0b:b3:75 macproto=0x0800 saddr=8.8.8.8
daddr=192.168.3.182 ipid=23860 proto=1 icmptype=0 icmpcode=0
time->Wed Sep 12 10:40:32 2018

type=NETFILTER PKT msg=audit (1536741632.470:286): action=0 hook=1
len=84 inif=enp0s3 outif=? smac=00:1c:f0:cc:55:dd
dmac=08:00:27:0b:b3:75 macproto=0x0800 saddr=8.8.8.8
daddr=192.168.3.182 i1ipid=23606 proto=1 icmptype=0 icmpcode=0

3.7.3.8. Aynut coObITHH, CBS3aHHBIX C JOCTH)KCHHEM OTPAaHMYCHHS HEYCICIIHBIX
MOTIBITOK ayTCHTU(UKAITIN

B ¢datiine /etc/pam.d/login J0DKHA OBITH CTPOKA:

auth required pam tally2.so deny=n even deny root

unlock time=7200

A€ n YHUCJIO IIOIBITOK.
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ITouck SaHHCGﬁ, CBA3AHHBIX C HOCTUKCHUCM OI'PaHUYCHUS HCYCIICIIHBIX ITOIIBITOK

ayTeHTU(DUKAIINN:
# ausearch -i -m RESP ACCT LOCK -m ANOM LOGIN FATLURES
time->Tue Jun 5 14:09:05 2018
type=ANOM LOGIN FAILURES msg=audit (1528200545.665:1362) :
pid=28597 uid=0 auid=4294967295 ses=4294967295
subj=generic u:generic r:login t:s0 msg='pam tally2 uid=500
exe="/usr/sbin/sshd" hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=success'
time->Tue Jun 5 14:09:05 2018
type=RESP ACCT LOCK msg=audit (1528200545.665:1363): pid=28597
uid=0 auid=4294967295 ses=4294967295
subj=generic u:generic r:login t:s0 msg='pam tally2 uid=500
exe="/usr/sbin/sshd" hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=success'
time->Wed Jun 6 13:02:04 2018
type=ANOM LOGIN FAILURES msg=audit (1528282924.132:102): pid=2126
uid=0 auid=4294967295 ses=4294967295
subj=generic u:generic r:login t:s0 msg='pam tally2 uid=500
exe="/usr/sbin/lightdm" hostname=? addr=? terminal=:0
res=success'
type=RESP ACCT LOCK msg=audit (10.09.2018 17:05:34.181:156)
pid=3130 uid=root auid=unset ses=unset msg='pam tally2 uid=test
exe=/usr/sbin/lightdm hostname=? addr=? terminal=:0 res=success'
type=RESP ACCT LOCK msg=audit (10.09.2018 17:11:17.368:178)
pid=3211 uid=root auid=unset ses=unset msg='pam tally2 uid=test
exe=/bin/login hostname=localhost addr=127.0.0.1

terminal=/dev/tty3 res=success'



190
JIKHB.11100-01 99 02

CoObITHEe pa30JIOKUPOBKU MOJB30BATENS (pam tally2 —-r —user test) NOMNAAaeT

B ayJIUT C TUIIOM USER ACCT M msg=pam tally2:

# ausearch -m USER ACCT -x pam tally2

time->Wed Sep 12 14:09:29 2018

type=USER ACCT msg=audit (1536750569.586:21693): pid=2886 uid=0
auid=0 ses=8 msg='pam tally2 uid=503 reset=0

exe="/sbin/pam tally2" hostname=host-105.localdomain addr=?

terminal=/dev/tty2 res=success'

3.7.3.9. Ilouck 3amuceit ayauta, CBA3aHHBIX C OTKJIOHEHHWEM WU npuHsITHEM DBO

7000r0 MPOBEPEHHOTO CEKPETA U 3aMUCEH C U3MEHEHUSIMH 3aJJaHHBIX METPUK KaueCcTBa

B ¢daiine /etc/passwdgc.conf yKa3bIBaeTCs YKCIIO IMOMBITOK BBOJA MApOJIS IS
OJB30BaTEIEN.
Co3nanue mpaBuiia JUIsl 3allUCEW ayauTa, CBS3AHHBIX C MOMBITKAMU YTEHUS WIH

Moaupukanyu Qaiina /etc/passwdgce. conf!

# auditctl -w /etc/passwdgc.conf -p rwxa
Ilociie momBITOK IIOJIB30BATENII HU3MEHUTH MapoJib B JKYPHAJIC KOHTPOJIA, 6y,HYT

MPUCYTCTBOBATH 3aIlIMCHU HCYCIICIIHBIX U YCIICHIHBIX ITOIIBITKAX:
# ausearch --start today | head
time->Tue Sep 11 14:12:47 2018
type=PROCTITLE msg=audit (1536664367.599:82): proctitle="passwd"
type=PATH msg=audit (1536664367.599:82): item=0
name="/etc/passwdgc.conf" inode=130995 dev=08:02 mode=0100644
ouid=0 ogid=0 rdev=00:00 nametype=NORMAL
type=CWD msg=audit (1536664367.599:82): cwd="/home/test"
type=SYSCALL msg=audit (1536664367.599:82): arch=c000003e
syscall=2 success=yes exit=3 a0=604f17 al=0 a2=1b6 a3=0 items=1
ppid=2033 pid=2038 auid=501 uid=501 gid=501] euid=501 suid=501
fsuid=501 egid=26 sgid=26 fsgid=26 tty=pts2 ses=2 comm="passwd"
exe="/usr/bin/passwd" key=(null)

time->Tue Sep 11 14:12:51 2018
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type=PROCTITLE msg=audit (1536664371.201:83): proctitle="passwd"
type=PATH msg=audit (1536664371.201:83): item=0
name="/etc/passwdgc.conf" inode=130995 dev=08:02 mode=0100644
ouid=0 ogid=0 rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536664371.201:83): cwd="/home/test"
type=SYSCALL msg=audit (1536664371.201:83): arch=c000003e
syscall=2 success=yes exit=4 a0=604f17 al=0 a2=1b6 a3=0 items=1
ppid=2033 pid=2038 auid=501 uid=501 gid=501 euid=501 suid=501
fsuid=501 egid=26 sgid=26 fsgid=26 tty=pts2 ses=2 comm="passwd"
exe="/usr/bin/passwd" key=(null)

B daitnax xypHana Tak ke OyayT IpUCYTCTBOBATH 3aITUCH:

# journalctl -r

cen 11 14:12:10 host-105.1localdomain audit: PROCTITLE
proctitle="passwd"

cen 11 14:12:12 host-105.localdomain passwd[2034]:

pam_ tcb (passwd:chauthtok) : Username obtained: test

cen 11 14:12:12 host-105.localdomain passwd[2034]:

pam_ tcb (passwd:chauthtok) : New password not obtained

ced 11 14:12:51 host-105.localdomain audit[2038]: SYSCALL
arch=c000003e syscall=2 success=yes exit=4 a0=604f17 al=0 a2=1bb6
a3=0 items=1 ppid=2033 pid=2038 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=26 sgid=26 fsgid=26 tty=pts2 ses=2
comm="passwd" exe="/usr/bin/passwd" key=(null)

cen 11 14:12:51 host-105.1localdomain audit: CWD cwd="/home/test"
cen 11 14:12:51 host-105.localdomain audit: PATH item=0
name="/etc/passwdgc.conf" inode=130995 dev=08:02 mode=0100644
ouid=0 o0gid=0 rdev=00:00 nametype=NORMAL

cen 11 14:12:51 host-105.localdomain audit: PROCTITLE
proctitle="passwd"

ceH 11 14:13:02 host-105.localdomain passwd[2038]:

pam_tcb (passwd:chauthtok) : Username obtained: test

ceH 11 14:13:02 host-105.localdomain passwd[2038]:

pam tcb (passwd:chauthtok): Password for test changed by

test (uid=501)
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3.7.3.10. Mcnonp3oBaHue MeXaHU3Ma ayTeHTU(UKALUN

ITouck 3amnuceu ayJauTa, CBA3aHHBIX C HUCIIOJIBb30BAHUECM MECXaHHu3Ma

ayTeHTH(pUKany. BrIToTHEHHE KOMaH/IbI:
# ausearch -m USER AUTH
type=USER AUTH msg=audit (05.06.2018 10:53:10.996:463) : pid=13905
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="'op=PAM:authentication grantors=? acct=user
exe=/usr/sbin/sshd hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=failed'
type=USER AUTH msg=audit (05.06.2018 10:53:16.718:469) : pid=13920
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="op=PAM:authentication grantors=? acct=user
exe=/usr/sbin/sshd hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=failed'
type=USER AUTH msg=audit (05.06.2018 10:54:03.485:471) : pid=13873
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg='op=PAM:authentication grantors=? acct=? exe=/bin/login
hostname=localhost addr=127.0.0.1 terminal=/dev/tty5 res=failed'
type=USER AUTH msg=audit (12.09.2018 08:05:39.955:132) : pid=3370
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="'op=PAM:authentication
grantors=pam shells,pam succeed if,pam permit,pam tallyZ,pam moun
t,pam gnome keyring acct=user exe=/usr/sbin/lightdm hostname=?
addr=? terminal=:0 res=success'
type=USER AUTH msg=audit (12.09.2018 08:05:54.583:152) : pid=3832
uid=user auid=user ses=2 subj=generic u:generic r:generic_ t:s0
msg="'op=PAM:authentication

grantors=pam permit,pam tally2,pam mount acct=root exe=/bin/su
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hostname=localhost addr=127.0.0.1 terminal=/dev/pts/0

res=success'
3.7.3.11. Ucnonb3oBaHue MeXaHU3Ma UACHTU(DUKAITUH

[louck 3anucen ayauTra, CBJ3aHHBIX C HCIIOJIB30BaAHHUCM MCXaHHu3Ma

uaeHTUUKaIU. BeimosHeHne KOMaH b
# ausearch -m USER LOGIN -i
type=USER LOGIN msg=audit (10.09.2018 16:21:05.455:66) : pid=1294
uid=root auid=root ses=2 msg='op=login id=root exe=/bin/login
hostname=host-105.1localdomain addr=? terminal=/dev/tty?2

res=success'

type=USER LOGIN msg=audit (10.09.2018 16:46:38.366:95) : pid=1270
uid=root auid=test ses=5 msg='op=login id=test
exe=/usr/sbin/lightdm hostname=host-105.localdomain addr=?
terminal=/dev/ttyl res=success'

type=USER LOGIN msg=audit (10.09.2018 16:49:10.308:119) : pid=2652
uid=root auid=unset ses=unset msg='op=login acct=test
exe=/bin/login hostname=host-105.localdomain addr=?
terminal=/dev/tty3 res=failed'

type=USER LOGIN msg=audit (10.09.2018 17:11:01.636:166) : pid=2666
uid=root auid=test ses=10 msg='op=login id=test exe=/bin/login
hostname=host-105.1localdomain addr=? terminal=/dev/tty3

res=success'

3.7.3.12. Otuer 000 BCeX MOMBITKAX BX0JIa B CUCTEMY

KOMaH)Ia aureport IMO3BOJACT BBIBCCTH OTUET O BCEX IOIBITKAaX BX0JAa B CUCTEMY .

# aureport -1

Login Report
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1. 16.05.2018 13:10:22 -1 host-15.localdomain /dev/ttyl
/usr/sbin/lightdm yes 80

2. 16.05.2018 20:28:15 root host-15.localdomain /dev/tty2
/bin/login no 214

3. 16.05.2018 20:28:19 -1 host-15.localdomain /dev/tty2
/bin/login yes 224

4. 16.05.2018 20:28:29 newuser host-15.localdomain /dev/tty4
/bin/login no 227

5. 01.06.2018 13:16:30 -1 host-15.localdomain /dev/ttyl
/usr/sbin/lightdm yes 79

6. 01.06.2018 13:17:08 user 192.168.3.191 sshd /usr/sbin/sshd no
85

7. 01.06.2018 13:17:10 -1 192.168.3.191 /dev/pts/1l /usr/sbin/sshd
yes 94

8. 01.06.2018 13:17:51 root 192.168.3.191 sshd /usr/sbin/sshd no
95

11. 01.06.2018 13:19:00 user host-15.localdomain /dev/tty3
/bin/login no 102

12. 01.06.2018 13:19:07 -1 host-15.localdomain /dev/tty3
/bin/login yes 112

Otuer 0 HCYAAUHBIX IIOIIBITKAX BXOJa B CUCTCMY:

# aureport -1 —-failed

Login Report

1. 16.05.2018 20:28:15 root host-15.localdomain /dev/tty2
/bin/login no 214

2. 16.05.2018 20:28:29 newuser host-15.localdomain /dev/tty4
/bin/login no 227

3. 01.06.2018 13:17:08 user 192.168.3.191 sshd /usr/sbin/sshd no
85

4. 01.06.2018 13:17:51 root 192.168.3.191 sshd /usr/sbin/sshd no
95
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5. 01.06.2018 13:19:00 user host-15.localdomain /dev/tty3
/bin/login no 102

OtueT 00 U3MEHEHHUSIX MOJIL30BATEILCKUX YUCTHBIX 3aImcen:

# aureport -m

Account Modifications Report

1. 24.05.2018 18:42:41 500 host-15.localdomain pts/0

/usr/bin/passwd testuser yes 101

3.7.3.13. Ces3piBanme aTprOyTOB OE30MACHOCTH MOJIB30BATENS C CYOBEKTOM

Co3nanue mpaBwia AJisl 3alMCed ayAuTa, CBA3AHHBIX C CBSA3BIBAHUEM aTpUOYTOB

0€30MacHOCTH MOJIH30BATENS C CYOBEKTOM:
# auditctl -a always,exit -S execve -k exec
[Touck 3anucen:
# ausearch -i -k exec
type=PROCTITLE msg=audit (11.09.2018 16:06:28.583:179)
proctitle=systemctl start cups
type=PATH msg=audit (11.09.2018 16:06:28.583:179) : item=0
name=/sbin/systemctl inode=670657 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL
type=CWD msg=audit (11.09.2018 16:06:28.583:179) : cwd=/root
type=EXECVE msg=audit (11.09.2018 16:06:28.583:179) : argc=3
al=systemctl al=start a2=cups
type=SYSCALL msg=audit(11.09.2018 16:06:28.583:179)
syscall=execve success=yes exit=0 a0=0x6b1870 al=0x6call0
a2=0x6bced0 a3=0x59%9e items=2 ppid=3302 pid=3365 auid=test
uid=root gid=root euid=root suid=root fsuid=root egid=root
sgid=root fsgid=root tty=pts2 ses=2 comm=systemctl

exe=/sbin/systemctl key=exec

type=PROCTITLE msg=audit (11.09.2018 16:06:34.034:184)

proctitle=cons.saver /dev/pts/2
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type=PATH msg=audit (11.09.2018 16:06:34.034:184) : item=0
name=/usr/lib/mc/cons.saver inode=662639 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL

type=CWD msg=audit (11.09.2018 16:06:34.034:184) : cwd=/home/test
type=EXECVE msg=audit (11.09.2018 16:06:34.034:184) : argc=2
a0=cons.saver al=/dev/pts/2

type=SYSCALL msg=audit (11.09.2018 16:06:34.034:184)
syscall=execve success=yes exit=0 a0=0x746a50 al=0x7fff00£fe2£f20
a2=0x732dc0 a3=0x84 items=2 ppid=3368 pid=3369 auid=test uid=test
gid=test euid=test suid=test fsuid=test egid=test sgid=test
fsgid=test tty=pts2 ses=2 comm=cons.saver
exe=/usr/lib/mc/cons.saver key=exec

type=PROCTITLE msg=audit (11.09.2018 16:06:34.020:183)
proctitle=mcedit

type=PATH msg=audit (11.09.2018 16:06:34.020:183) : item=0
name=/usr/bin/mcedit inode=662634 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL

type=CWD msg=audit (11.09.2018 16:06:34.020:183) : cwd=/home/test
type=EXECVE msg=audit (11.09.2018 16:06:34.020:183) : argc=1
al0=mcedit

type=SYSCALL msg=audit(11.09.2018 16:06:34.020:183)
syscall=execve success=yes exit=0 a0=0x6c6660 al=0x6c6740
a2=0x6a3090 a3=0x59%9e items=2 ppid=2033 pid=3368 auid=test
uid=test gid=test euid=test suid=test fsuid=test egid=test
sgid=test fsgid=test tty=pts2 ses=2 comm=mcedit exe=/usr/bin/mc
key=exec

MoxHo HAaCTPOUTHb Ha6J'IIOI[€HI/I€ 3a CHCTCMHBIMHU BbI3OBAMH, HAIIpUMCEpP, 3a

M3MEHEHUEM TIPaB J0CTyMa K (dhanaam:
# auditctl -a exit,always -S chmod -S fchmod -S fchmodat -k
chmod\ *

B stoM cnydae mo0oe m3MmeHeHue mpaB ¢aiiyia, HampuMmep /usr/bin/passwd,

OyJeT NpUBOJIUTH K MOSIBJICHUIO HOBOM 3alMCH B JKypHAJIEe ayAuTa:

# chmod -x /usr/bin/passwd
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# ausearch -k chmod\~*

time->Tue Jun 27 13:38:29 2017

type=PROCTITLE msg=audit (1498559909.890:218):
proctitle=63686D6F64002D78002F7573722F62696E2F706173737764
type=PATH msg=audit (1498559909.890:218): item=0
name="/usr/bin/passwd" inode=528372 dev=08:02 mode=0102711 ouid=0
0gid=26 rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1498559909.890:218): cwd="/root"

type=SYSCALL msg=audit (1498559909.890:218): arch=c000003e
syscall=268 success=yes exit=0 aO=ffffffffffffff9c al=60e720
a2=580 a3=3c4 items=1 ppid=11310 pid=15179 auid=0 uid=0 gid=0
euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=tty2 ses=4
comm="chmod" exe="/bin/chmod" key="chmod*"

B mapamMCeTpax peruCTpai YKa3bIBAIOTCA: OdTa U BPCM:A CO6BITI/ISI, THUIIT CO6I>ITI/IH,

uaeHTUPUKATOp CyOBEKTa, BCE HU3MEHEHUs] aTpuOyTOB OE30MACHOCTU W PE3yJbTaT

cOOBITHS (YCIIEIIHO/HEYCIIEIIHO).
3.7.3.14. AyauT MOTHOTEKCTOBOM 3alUCH MTPUBUICTHPOBAHHBIX KOMAH]T

JIns aynuTa TOJHOTEKCTOBOM 3amMCH MPUBUIICTHPOBAHHBIX KOMaHA (KOMaH,
YIPaBJIAIOMINX CUCTEMHBIMU (G YHKITUSIMH ) co31aThb (aiin
/etc/audit/rules.d/20-privileged.rules ¢ MPaBUIOM I0OABUTH CTPOKY:

-a always,exit -F euid=0 -S execve -k privileged

JIns  mpocmoTpa B KypHajie  ayadTra  3aldCu [0  MOJHOTEKCTOBBIM
IIPUBUJIICTUPOBAHHBIM KOMaHJAaM BBIIIOJIHUTD:

ausearch -k privileged

3.7.3.15. AynuT coOBITHI, CBI3aHHBIX C 3arPy3KOU/BBITPY3KOH MOTYIICH

Jlns ayauTta cOOBITHUM, CBS3aHHBIX C 3arpy3KOil/BBITPY3KOW MOJYJIEH, MPaBUIIO
ayIuTa JJiS yCTAaHOBKM HAOJIONCHHS 32 OOBEKTaMU MOXKHO J00aBUTH CTPOKH B (pailn

/etc/audit/rules.d/20-modules.rules.
-w /sbin/insmod -p x -k modules

-w /sbin/rmmod -p x -k modules
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-w /sbin/modprobe -p x -k modules

-a always,exit -S init module, finit module -F key=module-load
-a always,exit -S delete module -F key=module-unload

[Touck 3ammceit, CBI3aHHBIX C BBITPY3KOI/3arpy3K0i MOTyICH:

ausearch -i -k modules

ausearch -i -k module-load

ausearch -i -k module-unload

3.7.4. Aynut coOBITHH, CBSI3aHHBIX C MOAU(UKaIel pexuma BoinonHenuss ®bO

Coznanue npaBui, CBI3aHHBIX ¢ Moaudukaiueit oimonneHuss GbO:
- MOIIH(I)HK&III/ISI HaCTPOCK ayauTa:
# auditctl -w /etc/systemd/journald.conf -p aw -k journald.conf
- BKJIFOUCHHUE/OTKIIIOUEHHE CITYKO MPH 3aIycKe:
# ausearch -i -m SERVICE STOP, SERVICE START
- MoAu(UKaIIKS HACTPOEK BBIJICIICHUS PAHOMHOMN aMSITH:
# auditctl -w /proc/sys/kernel/randomize va space -p wa -k randomize
- MOIIH(I)HK&III/ISI HaCTPOCK aYTeHTI/I(l)I/IKaHI/II/I n I/II[eHTI/I(bI/IKaI_II/II/I:
# auditctl -w /etc/pam.d/ -p wa -k auth
[Touck 3anmcen ayaura:

# ausearch -k xJoueBOe CJIOBO
3.7.5. Aynut coObITHH, CBSI3aHHBIX C MoAu(UKalueld 3HAYCHW aTpuOyTOB

0€e30IacHOCTH

Co3naHue mnpaBujia W TOUCK 3alUCed aynWTa, CBSI3aHHBIX C MoJudUKanuen

3HAUYCHUN aTpruOyTOB 0€30MaCHOCTH (KaTaJIOTH JOJKHBI CYIIIECTBOBATH):
# auditctl -w /path/to/dir -p a -k FMT MSA
# ausearch -k FMT MSA
U3zmenenue HAaCTPOCK MCIKCCTCBOI'O OKpaHa:
# ausearch -i -m NETFILTER CFG
type=PROCTITLE msg=audit (11.09.2018 16:50:28.535:247)
proctitle=iptables -I INPUT -p udp -J ACCEPT
type=SYSCALL msg=audit(11.09.2018 16:50:28.535:247) : arch=x86 64

syscall=setsockopt success=yes exit=0 a0=0x4 al=ip
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aZ2=IPT SO SET REPLACE a3=0x67e0e0 items=0 ppid=1994 pid=3687
auid=test uid=root gid=root euid=root suid=root fsuid=root
egid=root sgid=root fsgid=root tty=ptsl ses=2 comm=iptables
exe=/sbin/xtables-multi key=(null)

type=NETFILTER CFG msg=audit (11.09.2018 16:50:28.535:247)
table=filter family=ipv4 entries=4

Jlng 3amuMcu BceX  KOMaHj, BBEIEHHBIX B  KOHcCONb (tty), B  daiin

/etc/pam.d/system-auth HEOOXOIUMO JOOABUTH CTPOKY:

session required pam tty audit.so enable=*

[Touck 3anucen:

# ausearch -1 -m TTY

type=TTY msg=audit (11.09.2018 17:05:27.430:504) : tty pid=4172
uid=root auid=root ses=13 major=4 minor=3 comm=bash
data="1s", <ret>, <up>, <up>, <ret>

type=TTY msg=audit (11.09.2018 17:06:28.381:588) : tty pid=5271
uid=root auid=root ses=17 major=4 minor=4 comm=bash data="mkdir
tt",<backspace>, "est",<ret>, <up>, <up>,<ret>

Wnu BeIBOI B TaOIHITY:

# aureport -ttty

TTY Report

1. 11.09.2018 17:05:27 504 0 ? 13 bash "1ls",<ret>,<up>,<up>,<ret>
2. 11.09.2018 17:06:28 588 0 ? 17 bash "mkdir

tt",<backspace>, "est",<ret>, <up>, <up>,<ret>
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3.7.6. OrpannyeHue yucia napauieJbHbIX CEaHCOB

OTKJIIOHEHHE HOBOTO CEAaHCAa, OCHOBAHHOE HA OTPAHMYECHHUM YKCIIA MapaJUICIbHBIX
CCAHCOB, HACTPAUBACTCA B /etc/security/limits.conf.

ITouck sanncel}i, CBA3aHHBIX C OTKIIOHCHHEM HOBOI'O C€aHCA:

# ausearch -m ANOM LOGIN SESSIONS

time->Wed Sep 12 15:21:19 2018

type=ANOM LOGIN SESSIONS msg=audit (1536754879.189:55295):
pid=4019 uid=0 auid=4294967295 ses=4294967295
msg="'op=PAM:pam limits acct="test2" exe="/bin/login"

hostname=localhost addr=127.0.0.1 terminal=/dev/tty5 res=failed'

3.7.6.1. Peructpaiiust u3BMeHEHUN 1aThl U BPEMEHH

I[J'ISI perucTpamnmuu W3MEHCHUU AaTbl 1 BPCMCHH, HGO6XO,Z[I/IMO BKJIIFOYHUTBb KOHTPOJb

HaJ UBMCHCHUCM 3HAYCHUS BPCMCHU!
# auditctl -a exit,always -S clock settime -S settimeofday -S
adjtimex -k FPT STM

N3MeHuTH BpCMs C IIOMOIOBIO MOAYJIA LCHTpa VYIIPABJIICHHA CUCTEMOM WJIH B

CHUCTEMHOM KOHCOJIM, KOMaHI0M:
# date 052418082018

KC3 ¢ukcupyer u3MeHeHHe CUCTEMHOM JaThl M BpeMeHu. lIpocMoTp 3ammceit

KypHaja KOHTPOJIS:
# ausearch -k FPT_STM
time->Thu May 24 18:08:33 2018
type=PROCTITLE msg=audit (1527174513.884:58335):
proctitle=64617465002D2D7365743D323031382D30392D31322031343A33373
A3236
type=SYSCALL msg=audit (1527174513.884:58335): arch=c000003e
syscall=227 success=yes exit=0 a0=0 al=7fff03d63f00 a2=0 a3=581
items=0 ppid=4620 pid=6795 auid=4294967295 uid=0 gid=0 euid=0
suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts6 ses=4294967295

comm="date" exe="/bin/date" key="FPT STM"
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time->Wed Sep 12 18:09:23 2018

type=PROCTITLE msg=audit (1536764963.097:58228) :
proctitle=6461746500303532343138303832303138

type=SYSCALL msg=audit (1536764963.097:58228): arch=c000003e
syscall=227 success=yes exit=0 a0=0 al=7ffe0c058bal
a2=T7ffe0c058ac0 a3=581 items=0 ppid=1946 pid=6061 auid=501 uid=0
gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=2
comm="date" exe="/bin/date" key="FPT STM"

[Ipu 3TOM B XKypHaje yKa3bIBAalOTCA: JaTa M BPeMs COOBITHSA, THII U COJACPKAHHE
COOBITHS, uaeHTuuKaTop cyObeKTa  J0CTyllia W pe3ysbTaT COOBITHUS
(ycneHbIi/Hey CTIeIIHBIN ).

yI[aJII/ITI) IMpaBHJIO KOHTPOJIA HAd UI3MCHCHUCM 3HAYCHHA BPCMCHU !

# auditctl -d exit,always -F arch=b64 -S clock settime -S

settimeofday -S adjtimex

B KypHane KOHTpois, OyIyT HOpPUCYTCTBOBAaTh 3allMCH HW3MEHEHH HAaCTPOEK
ayaura.

# ausearch —--start today

time->Tue May 24 1 16:29:50 2018
type=CONFIG CHANGE msg=audit (1527859790.488:96): auid=500 ses=2
op="add rule" key=(null) list=4 res=1

time->Thu May 24 18:10:57 2018
type=CONFIG CHANGE msg=audit (1527174657.731:98): auid=500 ses=2

op="remove rule" key=(null) list=4 res=1

3.7.6.2. IlonpITKM pa30IOKMPOBAHUS MHTEPAKTUBHOTO CEaHCa

B xypHanm momangaroT Bce ynayHble M HEy/lauyHble (€ciy Oblla TMOMBITKAa BBOJIA
MapoJisi) NONBITKU pa30JOKUPOBAHUS MHTEPAKTUBHOIO CEaHCA.

ITorck mOMBITOK pa30JIOKUPOBAHUS ceaHca B rpaduueckom uHTepdeiice:

# journalctl -b | grep mate-screensaver

cen 13 10:53:38 host-105.1localdomain mate-screensave[3275]:

UNSPECIFIED ( progname="mate-screensaver-chkpwd-helper" uid=501
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gid=501 egid=24): pam tcb (mate-screensaver:auth): Authentication
failed for teacher from teacher (uid=501)

cen 13 10:53:41 host-105.localdomain mate—-screensave[3275]:

UNSPECIFIED ( progname="mate-screensaver-chkpwd-helper" uid=501
gid=501 egid=24) [3275]: pam authenticate (mate-screensaver,
teacher): Authentication failure

cern 13 10:59:02 host-105.localdomain mate—-screensave[3314]:
UNSPECIFIED ( progname="mate-screensaver-chkpwd-helper" uid=501
gid=501 egid=24): pam tcb (mate-screensaver:auth): Authentication

passed for teacher from teacher (uid=501)

ITouck momBITOK paS6J'IOKI/Ip0BaHI/IH C€aHCa B KOHCOJIN:

# journalctl -b | grep vlock

ced 13 11:02:12 host-105.l1localdomain vlock[3351]: Locked VC on
tty2 for test2 by (uid=503)

cern 13 11:02:14 host-105.localdomain vlock[3351]:

pam_ tcb (vlock:auth): Authentication failed for test2 from
test2 (uid=503)

cern 13 11:02:19 host-105.localdomain vlock[3351]:

pam_ tcb (vlock:auth): Authentication passed for test2 from
test2 (uid=503)

cern 13 11:02:19 host-105.1localdomain vlock[3351]: Unlocked VC on
tty2 for test2 by (uid=503)

# ausearch -x vlock -m USER AUTH

time->Wed Sep 12 15:04:38 2018

type=USER AUTH msg=audit (1536753878.151:63250): pid=7265 uid=0
auid=0 ses=13 msg='op=PAM:authentication grantors=? acct="root"
exe="/usr/bin/vlock" hostname=host-105.localdomain addr=?
terminal=tty2 res=failed’

time->Wed Sep 12 15:04:43 2018

type=USER AUTH msg=audit (1536753883.223:63266) : pid=7265 uid=0
auid=0 ses=13 msg='op=PAM:authentication grantors=pam tcb
acct="root" exe="/usr/bin/vlock" hostname=host-105.localdomain

addr=? terminal=tty2 res=success'
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brnokupoBaHne HMHTEPAKTUBHOTO CeaHCAa MEXaHH3MOM OJIOKMpOBaHUA ceaHca (B

KOHCOJIN):
# auditctl -w /usr/bin/vlock -p x -k block
# ausearch -k block
time->Wed Sep 12 15:56:10 2018
type=CONFIG CHANGE msg=audit (1536756970.362:102): auid=501 ses=4
op="add rule" key="block" list=4 res=1
time->Wed Sep 12 15:56:16 2018
type=PROCTITLE msg=audit (1536756976.527:106): proctitle="vlock"
type=PATH msg=audit (1536756976.527:106) : item=1 name="/1ib64/1d-
linux-x86-64.s50.2" inode=261639 dev=08:02 mode=0100755 ouid=0
0gid=0 rdev=00:00 nametype=NORMAL
type=PATH msg=audit (1536756976.527:106) : item=0
name="/usr/bin/vlock" inode=662838 dev=08:02 mode=0102711 ouid=0
ogid=24 rdev=00:00 nametype=NORMAL
type=CWD msg=audit (1536756976.527:106): cwd="/root"
type=EXECVE msg=audit (1536756976.527:106): argc=1 al0="vlock"
type=SYSCALL msg=audit (1536756976.527:106) : arch=c000003e
syscall=59 success=yes exit=0 al0=6d4e90 al=6d4ed0 a2=6bf340
a3=59% items=2 ppid=1504 pid=2290 auid=0 uid=0 gid=0 euid=0
suid=0 fsuid=0 egid=24 sgid=24 fsgid=24 tty=tty2 ses=2

comm="vlock" exe="/usr/bin/vlock" key="block"
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BHOKHpOBaHI/IC HHTCPAKTUBHOTO CCaHCAa MCXaHU3MOM 6J'IOKI/Ip0BaHI/I$I ccaHca.
# auditctl -w /usr/bin/mate-screensaver-command -p x -k
block mate

# ausearch -k block mate

time->Wed Sep 12 16:50:20 2018

type=PROCTITLE msg=audit (1536760220.072:172) :
proctitle=6D6174652D73637265656E73617665722D636F6D6D616E64002D2D6
C6F636B

type=PATH msg=audit (1536760220.072:172) : item=1 name="/1lib64/1d-
linux-x86-64.s0.2" inode=261639 dev=08:02 mode=0100755 ouid=0
0gid=0 rdev=00:00 nametype=NORMAL

type=PATH msg=audit (1536760220.072:172): item=0
name="/usr/bin/mate-screensaver-command" inode=699133 dev=08:02
mode=0100755 ouid=0 ogid=0 rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536760220.072:172): cwd="/home/user"
type=EXECVE msg=audit (1536760220.072:172): argc=2 al="mate-
screensaver-command" al="--lock"

type=SYSCALL msg=audit (1536760220.072:172): arch=c000003e
syscall=59 success=yes exit=0 a0=8cd931 al=8cd980 a2=904470
a3=59%e items=2 ppid=1l pid=5259 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=501 sgid=501 fsgid=501 tty=(none) ses=4
comm="mate-screensave" exe="/usr/bin/mate-screensaver-command"

key="block mate"
3.7.6.3. Monudukammss HACTPOEK MO YMOJYAHHUIO OTPAHHYUTENBHBIX TPaBUI H

HayaJlbHBIX 3HaYEHUHN aTpruOyTOB 0€30MACHOCTH

Cozpnanue npaBuiia, JJisl 3alMCEH ayauTa, CBSI3aHHBIX MOAU(DUKAIIUEH HACTPOEK MO
YMOJTYAQHUIO OTPAHUYUTENBHBIX TMPaBWJI MW MoAu(dUKAIMeld HaYalbHBIX 3HAYCHUU
aTpuOyTOB:

# auditctl -w /etc/profile -p w -k etcprofile

[Touck 3amnucen aynura:

# ausearch -k etcprofile
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3.7.6.4. Monudukanuss HaCTpPOEK MO YMOJYAHHIO OTPAHUYUTENBHBIX MPaBUI H

HaYyaJIbHBIX 3HAYEHUI aTpuOyTOB 0€30M1aCHOCTH

Coznmanne mpaBuja W TOWCK 3alHCei ayaWTa, CBA3aHHBIX C MOAM(PUKALUIMU

3HaueHUH na"HHbIX OBO:
# auditctl -w /etc/tcbhb -p w -k tcb
# ausearch -k tcb
time->Tue Sep 11 17:19:49 2018
type=PROCTITLE msg=audit (1536675589.902:697) :
proctitle=75736572616464007465737432
type=PATH msg=audit (1536675589.902:697): item=1
name="/etc/tcb/test2/shadow+" inode=149116 dev=08:02 mode=0100000
ouid=503 ogid=27 rdev=00:00 nametype=CREATE
type=PATH msg=audit (1536675589.902:697): item=0
name="/etc/tcb/test2/" inode=155346 dev=08:02 mode=042710
ouid=503 ogid=27 rdev=00:00 nametype=PARENT
type=CWD msg=audit (1536675589.902:697): cwd="/root"
type=SYSCALL msg=audit (1536675589.902:697): arch=c000003e
syscall=2 success=yes exit=4 a0=7f££d63121c60 al=241 a2=1b6 a3=0
items=2 ppid=5460 pid=5513 auid=0 uid=0 gid=0 euid=0 suid=0
fsuid=503 egid=0 sgid=0 fsgid=26 tty=tty3 ses=19 comm="useradd"
exe="/usr/sbin/useradd" key="tcb"
time->Tue Sep 11 17:19:49 2018
type=PROCTITLE msg=audit (1536675589.904:698):
proctitle=75736572616464007465737432
type=PATH msg=audit (1536675589.904:698): item=4
name="/etc/tcb/test2/shadow" inode=149116 dev=08:02 mode=0100640
ouid=503 o0gid=27 rdev=00:00 nametype=CREATE
type=PATH msg=audit (1536675589.904:698): item=3
name="/etc/tcb/test2/shadow" inode=149112 dev=08:02 mode=0100640
ouid=503 o0gid=27 rdev=00:00 nametype=DELETE
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type=PATH msg=audit (1536675589.904:698): item=2
name="/etc/tcb/test2/shadow+" inode=149116 dev=08:02 mode=0100640
ouid=503 ogid=27 rdev=00:00 nametype=DELETE

type=PATH msg=audit (1536675589.904:698): item=1
name="/etc/tcb/test2/" inode=155346 dev=08:02 mode=042710
ouid=503 ogid=27 rdev=00:00 nametype=PARENT

type=PATH msg=audit (1536675589.904:698): item=0
name="/etc/tcb/test2/" inode=155346 dev=08:02 mode=042710
ouid=503 ogid=27 rdev=00:00 nametype=PARENT

type=CWD msg=audit (1536675589.904:698): cwd="/root"
type=SYSCALL msg=audit (1536675589.904:698): arch=c000003e
syscall=82 success=yes exit=0 a0=7ffd63121c60 al=61d320
az2=7f£d63121bd0 a3=0 items=5 ppid=5460 pid=5513 auid=0 uid=0
gid=0 euid=0 suid=0 fsuid=503 egid=0 sgid=0 fsgid=26 tty=tty3
ses=19 comm="useradd" exe="/usr/sbin/useradd" key="tcb"
time->Tue Sep 11 17:19:55 2018

type=PROCTITLE msg=audit (1536675595.885:705) :
proctitle=706173737764007465737432

type=PATH msg=audit (1536675595.885:705): item=1
name="/etc/tcb/test2/shadow.lock" inode=149114 dev=08:02
mode=0100600 ouid=503 ogid=27 rdev=00:00 nametype=NORMAL
type=PATH msg=audit (1536675595.885:705): item=0
name="/etc/tcb/test2/" inode=155346 dev=08:02 mode=042710
ouid=503 ogid=27 rdev=00:00 nametype=PARENT

type=CWD msg=audit (1536675595.885:705): cwd="/root"
type=SYSCALL msg=audit (1536675595.885:705): arch=c000003e
syscall=2 success=yes exit=4 a0=603900 al=20941 a2=180 a3=5
items=2 ppid=5460 pid=5518 auid=0 uid=0 gid=0 euid=0 suid=0
fsuid=503 egid=26 sgid=26 fsgid=26 tty=tty3 ses=19 comm="passwd"

exe="/usr/bin/passwd" key="tcb"
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3.7.6.5. BrlnonHenue caMOTECTUPOBAHUS

COBI[aHI/Ie mpaBujiia  IJisd 3anuceu ayiuTa, CBA3aHHBIX C  BBIIIOJHCHUCM

CaMOTCCTHPOBAHUSA U €TO PC3YyJIbTATaAMM:
# vim /etc/audit/rules.d/20-selftest.rules
Jlo6aBuTh B (haiisi CTPOKY:
-w /var/log/startstatus -p wa -k selftestresults
[Touck 3anmcen ayaura:

# ausearch -k selftestresults
3.7.6.6. 3ancu ayauTa, CBS3aHHbIE C BBINOJHEHHEM CcOOS W TpPEpHIBaAHUS

00CITyKUBaHUS

[louck 3amuceil ayauTa, CBSI3aHHBIX C BBIIOJIHEHHEM COOSd W NpepbIBaHUS

O6CJIy}KI/IBaHI/IH. Brinonnenue KOMAaH/BbI.
# killall -SEGV cupsd
# ausearch -i -m ANOM ABEND, SERVICE STOP
type=SERVICE STOP msg=audit (11.09.2018 17:28:19.673:749) : pid=1
uid=root auid=unset ses=unset msg='unit=org.cups.cupsd
comm=systemd exe=/lib/systemd/systemd hostname=? addr=?
terminal=? res=failed'
type=ANOM ABEND msg=audit (11.09.2018 17:28:19.661:748)
auid=unset uid=root gid=root ses=unset pid=3349 comm=cupsd

exe=/usr/sbin/cupsd sig=SIGSEGV
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3.7.6.7. 3anucu ayauTa, CBS3aHHBIC C MCIOJIb30BaHHEM (DYHKIMM pacmipenesieHHs

PECYPCOB C y4E€TOM NMPUOPUTETHOCTU OOCITYKUBAHUS

COBI[&HI/IC ImpaBujia U IIOHUCK 3anucen ayauTa, CBA3aHHBIX C HMCIIOJIIB30BAHHCM

byHKIUI pacnpeeneHns PECypCcoB ¢ yY€TOM MPUOPUTETHOCTH OOCITYKUBAHHUS:

# auditctl -a always,exit -S setpriority -k nice
# nice -n 19 factor 1223412456656757
# ausearch -i -k nice

3.7.6.8. 3anucu aynura, CBsi3aHHBIE C OOpallleHHEeM K (PYHKIUSM pacrpeiesieHUs

pecypcos, ynpasisieMbix @O

Co3nanve mpaBuja M MOUCK 3alMCed aynuTa, CBS3aHHBIX C OOpamieHHueM K

(GyHKUMSIM pacripeielieHusl pecypcoB, ynpasisieMbix OBO:

# auditctl -a always,exit -S clone -k fork

# ausearch -i -k fork

# auditctl -a always,exit -S mmap,brk,mmap2 -k memory
# ausearch -i -k memory

3.7.6.9. 3amuch COOBITHH, KOTOpBIC U3MEHSIOT uH(opMaIuio 0

MOJIB30BATENSIX/TPYIIIAX

Jnist  ¢ukcanum COOBITHI, KOTOpPBIE BHOCAT HW3MEHEHHS B IOJIb30BATEIbCKUE

aKKayHTBHI J0OABbTE CIACAYIONMIUE CTPOKH B (haiil /etc/audit/audit.rules!:

#audit account changes

-w /etc/group -p wa —-k audit account changes

-w /etc/passwd -p wa -k audit account changes

-w /etc/gshadow —-p wa -k audit account changes

-w /etc/shadow -p wa -k audit account changes

-w /etc/security/opasswd —-p wa -k audit account changes

3.7.6.10. Aymut 3amycka [1O B nmpouecce ¢pynkimonnpoBanust OC
s aynuTa 3amycka I1O CO31aTh daiin
/etc/audit/rules.d/50-execprog.rules C IpaBUJIAMU.

-a always,exit -S open,openat,execve -F exit=-EACCES -F key="AVC avc: "
-a always,exit -S open,openat,execve -F exit=-EPERM -F key="AVC avc: "

3.8. CpencTBa KOHTPOJIS 3aIlyCKa KOMIIOHEHTOB ITPOrpaMMHOT0 o0ecrieueHus

B OC Anpt 8 CII MexaHu3M KOHTPOJSI 3amycka KOMIIOHEHTOB MPOTPAMMHOTO

o0ecrieueHns peain3yeTcsl MPU OMOIIM TPOrpaMMbI CONtrol++,
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3.8.1. Ilpunuun pabotsl control++

[Ipu ycraHoBKe peXuma OrpaHMYEHUN U TpaB  (QOPMHUPYIOTCS JIaHHBIE,
o0ecreunBaroOIINe BO3MOXHOCTH BO3BpaTa K MCXOJHOMY COCTOSIHUIO TpU cOpoce
TEKYLIET0 pexuMa. Takke MpU KaXIOW YCTAaHOBKE pEXKHMMA COXPAHSAETCS OIMCAHUE
YCTaHOBJICHHOI'O PEXHUMA.

[Ipu kaxxa0¥1 ycTaHOBKE peXMMa MPOUCXOJUT MpEeABAPUTENbHBIA COPOC TEKYIIErO
pexuma.

[Ipu 3amycke mOporpamMmbl  JUJIsi  NEPEKIIOYEHUs  peXuMa,  Hampumep,
control++ <HazBaHue pexuma>, KOTOPOMY COOTBETCTBYET BapHaHT OIPaHUYEHUU
ulims x, BAPUAHT MpaB perm_y M CIEHApHUH sh z, MpOrpaMMa MONBITAETCS CKOMUPOBATH
¢daiin /etc/control++/ulimits/ulims x B KaTajor /etc/security/limits.d/
(TakuMm 00pa3oM, 4TOOBI OH KMEJ HAMBBICUIMM TNPUOPUTET CPEAU YK€ HMEIOLIUXCS
(aiiioB OrpaHWYEHUI1), TMOMBITAETCS NMPUMEHUTHh NpaBa Ha (aillibl B COOTBETCTBHM C
ONMCaHUEM B /etc/control++/permissions/perm y M 3alyCTHTh CLECHApUU
/etc/control++/permissions/sh z/do. B ciy4ae HEBO3MOXHOCTU OCYILIECTBIICHUS
KakoW-1m0o U3 omepaiuil OyneT BhIBEJAEHO cooOleHue o0 ommbke. Ecnm kakoit-to u3
napaMeTpoB He yKa3aH (Hampumep, Ha3BaHUE CIIeHapusi 000JI0YKH), TO COOTBETCTBYIOIIAS
onepaunus He OyJIeT BBITTOJIHATHCS.

IIppu mnpoBepke COOTBETCTBUSI TEKYLIETO COCTOSHHAS CHCTEMBI IapaMmeTrpam
YCTaHOBJICHHOTO paHEEe PEKUMa OCYIIECTBIIECTCS:

- CPaBHEHHE COJAECPKUMOTO HauboJiee mpuoputeTHoro ulimits-aitna u3 kartanora
/etc/security/limits.d/ ¢ couepkumbiM ulimits-¢aiina, COXpaHEHHOro Mpu
YCTaHOBKE JAHHOT'O PEKUMA;

- CpPaBHEHHME TEKYIIMX PEXUMOB BceX (PaillioB, 3aTPOHYTHIX YCTAHOBKOW JaHHOIO
peXuma, ¢ TEKYIIMM OIMCAaHUEM MPaB, KOTOPOE HOCUT HA3BaHHUE YCTAHOBIEHHOTO
NOJIPEKUMA;

- 3aIlyCK test-ClieHapusi JTaHHOTO pEeXuMa, MPU HAIMYUU TaKOro CUeHapus (ero

OTCYTCTBHE HE CUUTAETCS OLIMOKOM).
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Eciu kakoil-ro u3 (aiiyioB, mepedyrcieHHBIX B ONUCAHUM MpaB ISl JAAHHOTO
pEeXHUMa, OTCYTCTBYET B CUCTEME, TO YCTAHOBKA JIaHHOT'O PEXKMMa HE OyAET CUUTATHCS I10
OTOW MNpUYMHE HeycnemHoM. Takke, HpH INpOBEpPKE COOTBETCTBUSA PEKHUMA, IpaBa
OTCyTCTBYyIOIIEro (haiijla HE CUMTAIOTCS HECOOTBETCTBYIOUIMMH TpaBaM, yKa3aHHBIM B
ONMCAHUM PEKUMA.

I[Ipumeuanue. Ilocne ycTaHOBKM pexXHMa YEpPHOrO WIHM O€IOro CHucka A0
nepe3arpy3Ku CHCTEMbl BOCCTAHOBJIEHHE LIEIOCTHOCTH CUCTEMBI (€CJIM CHCTEMAa KOHTPOJIS

OECJIOCTHOCTHU 1ma-evm He I/IHI/IHI/IaHI/I3I/IpOBaHa), OCYIICCTBILACTCA KOMaHHOﬁ:
# integalert fix

Ecnu  cucrtemMa  KOHTposisi — LEJIOCTHOCTA  ima-evim  HWHHIIMAIU3UpPOBAaHA
BOCCTAHOBJICHUE LEJTOCTHOCTH CUCTEMBI C TOMOIIBIO KOMaHbl:

# integrity-applier

3.8.2. Hacrpoiika

3.8.2.1. OcHOBHOI peXUM

[TapameTpsl control++ ONPENEIAOTCA (aiinom ini-popmara
/etc/control++/control++.conf. JlaHHBIA (alil COCTOMT W3 CEKIHMH ONUCaHus
Ka)XZI0ro U3 pekuMoB. Ha3BaHME CEKIIMM COOTBETCTBYET Ha3BaHUIO pexuma. Kaxnas u3
CEeKLIM MOXXET COCTOATh W3 ONpelesieHus1 BapuaHTa orpanuyeHui (ulimits), BapmanTa
Habopa mpaB (permissions) M 3alyCKaeMoro CrieHapus OOOJIOYKH IS JAaHHOTO PEeXUMa
(scripts). [lanmee mpuBeneH mpuMmep OMHMCAHUS PEXUMaA MOJI Ha3BaHHEM workstation,
KOTOpbIM MMeeT Tul ulimits moJ Ha3BaHUEM u_x, THII PErmissions Moj Ha3BaHUEM p_y H

3ammycKaeMblid clieHapuil 000JI0YKU s z/do:
[workstation]
ulimits = u x
permissions = p y
scripts = s z

Bce aiinbl HacTpoek MOTYT OBITh OTPEIAKTUPOBAHBI BPYYHYIO CHCTEMHBIM

aAMUHUCTPATOPOM INPU HACTPOMKE HYKHBIX KOH(PUTYypaLIHil.
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3.8.2.2. Pexxum ULimits

@aitner ulimits 1Ia  KaXA0ro BapuaHTa OTpaHMYEHUN HaxoAsaTcs B (aitmax

/etc/control++/ulimits/<HaszBaHme BapmaHTa>.
3.8.2.3. PexxuM nipaB Ha ¢aiiiisl

daiinel ¢ onrcaHueM Habopa IpaB SABJAIOTCA ¢aiiaMu ini-popMara U HAXOIATCS B
¢daiinmax /etc/control++/permissions/<uaseanue papuanrta>. ONHUcCaHUE TMpaB
MOET COCTOSITh U3 CIEAYIOIUX CEKIIUMI:

-file — ceKumWs, 3aJarolias mpaBa Ha Qail, aOCOMIOTHBIA MyTh KOTOPOTO

OIpEENsIeTCs 3HaYEHUEM path JaHHOW CEeKIUU;

- dir — CeKIMs, 3a/1alolas npaBa Ha (ailyibl KaTajora U BCeX COAEPKaIIUXCs B HEM
daiinoB (6e3 ydera COAEPKUMOTO TOJKATAIOrOB), a0CONIOTHBIM MyTh KOTOPOTO
OIpEENsIeTCs 3HaYEHUEM path JaHHOW CEeKIUU;

-dir r — BapHalMs CeKIUH dir, 3aJarouias npaBa He TOJBKO Ha (pailyibl KaTanora,
HO U Ha BCE cojieprKaiuecs B HeM (haliibl ¢ y4ETOM COJEPKUMOIO MOJAKATAIOrOB
(pexypcuBHBIN 00X0]1 IepeBa MOAKATAIOTOB);

- 1ist — cexuusl, 3a/1aro1ias npasa Ha Qaiiabl, CHUCOK a0COTIOTHBIX MYTEH KOTOPHIX
3aJlaH B TEKCTOBOM (haiisie, aOCOIFOTHBIN MyTh KOTOPOTO OMPEAEIAETCS 3HAYCHUEM
path naHHO cekiuy;

-list r — Bapuanus CEeKIMM list, 3a/arolias MpaBa HE TOJbKO Ha (alibl U3
CIUCKAa, HO M Ha Bce (aillbl MEpEeYUCICHHBIX B HEM KaTaJoOroB C YYETOM
COJIEP’KUMOT0 TIOJIKATaJIOTOB;

-whitelist — Bapuauus CEKIMM list r, Uil KOTOPOW YCTaHABIMBAEMBIN PEKUM
(baiioB ompeneneH Kak *¥*##udA* (* g3gayaeT HEe MEHATh NaHHBIA OUT pexuMa),
Ipy ATOM JUIsI BCEX OCTalIbHBIX (hailyioB 6a30BOT0O KaTajiora yCTaHABIMBACTCS
pe)KI/IM **_**_**_;

-blacklist — Bapuauus CEKIMMU list r, JUII KOTOPOW YCTaHABIMBAEMBIN PEKUM
(haiisioB onpeAesieH Kak **-**-**_

[ToMumo 3HaYeHUs path JJIsT BCEX CEKUMM MOTYT OBITh OMNpeaeSeHbl 3HAYEHUS

CIEAYIOMINX NapaMETPOB:
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- owner — Ha3BaHUE YYETHOM 3amucu Biajenbla (aiina;

- group — Ha3BaHUE TPYIIIbI, K KOTOPOH OTHOCUTCS (paili;

-mode — pexxuMm (aiia B ¢opmaTe rwXrwxrwx (HampuMep, rw-rw-rw- O3Hayaer
pa3penuTh BCEM YTEHHE W 3aIlUCh, HO 3alpETUTh BCEM 3aIlyCK JAHHOTO (Qaiina;
rwx——-—-—-—- 03HAYaeT Pa3peIInTh BCE NCUCTBUS BIAACNbIy (haiijia U 3ampeTUTh BCE
JIEUCTBUS BCEM OCTaJIbHBIM; J[J1s1 TOro 4ToOBl HE U3MEHSTh KaKOH-TO OUT pexuma,
CJIeAyeT WCIIOJb30BaTh CUMBOJI *, HAIIPUMEDP r**r**r** (O3HA4aeT pa3pelliuThb
BCceM uTeHue (aiiya 1 He MEHITh OCTaJIbHBIC MPaBa).

EauHCTBEHHBIM 0053aT€NBbHBIM MapaMeTpoM sBIseTCs path. [lpu oTcyrcTBHM

ONpeJEeIeHHs OCTAIIBHBIX MapaMeTPOB JIAHHbIE CBOMCTBA (aiiia He OyayT U3MEHEHBI.

Jlns cekuuid dir U list (@ TakKe BCEX HX Bapualluil) MOXKET OBbITh ONMpEAcsiCH
JOTOJHUTENbHBIA MapaMeTp excluded paths, ONpeNeNsOMUA Ha0Op KaTaloros,
COJIEPKUMOE KOTOPBHIX (B TOM YHCJE COJECPNKUMOE BIIOKEHHBIX KaTaJloroB) HE OyjeT
3aTPOHYTO IPUMEHEHUEM IIPAB, ONKMCAHHBIX JaHHOW CEKIUEH.

Hnst cekuwit dir, dir r U list r, whitelist, blacklist MOXET OBITb
ONPEAEIICH JOIOJHUTEIBHBIA NapaMeTp mode for dirs, ONPENEISIIOIIMN PEXKUM IS
KaTajoroB, 3aTparuBaeMbIX MPUMEHEHUEM IIpaB, OMUCAHHBIX JIAHHOM cekiuen (1o
YMOITYAHUIO PEXKUM JJIs KATAJIOTOB OMPEAEISAeTCs TaK K€ KakK JJi1 OOBIYHBIX (DAIIOB).

Jna cexkumit list, list r, whitelist WM blacklist MOXET OBITh ONpEIEIICH
JOTIOJIHUTENIBHBIN MTapaMeTp base dir, ONPENEIAIONIMN KaTaJIor, PACCMaTPUBAEMBIN IIpU
MPUMEHECHUU JAHHOTO PEXMMa MPAB KaK KaTaJoT BEPXHETO YPOBHSI.

Hanpumep, B cexumm whitelist IMapaMmeTpy base dir IPUCBOCHO 3HAYECHUE
/home/your home dir/, B cUCKE (DaliIoB, K KOTOPHIM JOKEH OBITh IPUMEHEH JaHHbBIN
PEXHUM, yKa3aHbl [Ba MyTH — /d1/f1, f2 W excluded paths NPHCBOCHO 3HaYeHHE /d0,
TOrJa TpH YCTAHOBKE JaHHOIO pexuma ¢aiibl /home/your home dir/dl/fl u
/home/your home dir/f2, CTaHyT HWCIIOJIHSICMbIMH, Gaitnb KaTajiora
/home/your home dir/d0 (BKJIIOYas COIEPKUMOE BIIO)KEHHBIX KaTajOroB) COXPAHST
CBOM pE€XHMM, a BCE OCTaJbHble (Qailbl KaTtajmora /home/your home dir/ CTaHyT

HEUCIIOJIHACMBIMMU.
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3HavueHue MmapaMeTpa path CEKIMU list M NPOU3BOJAHBIX OT HEE CEKLMM JOJKHO
MIPEACTABIATh CO00M abCOMIOTHBIN MyTh K TEKCTOBOMY (aiiiy, Kaxkaas CTpoKa KOTOPOTO
IpeicTaBisieT co0Oil aOCOMIOTHBIM MyTh KaKoOro-nmuOo ¢aiia CUCTEMBI, TpPH ITOM
JIOITYCTUMBI KOMMEHTapuH, 0003Ha4aeMbie KOMOWHAIIMEH CUMBOJIOB / /.

[Ipumep onucanus Habopa Mpas:

[file]

path = ~/some dir 1/some file 1
owner = some_user

group = some_group

mode = rwxXrwx-—-—-

[file]

path = ~/some dir 1/some file 2

mode = rw-rw-—-——-

[dir r]

path = ~/some dir 2/

owner = some user
group = some group

mode = **x**x**x

mode for dirs = r*xr*xr*x

[list]

path = ~/list of executables.txt

excluded paths = "/some path/", "/some other path/"
owner = some_user

group = some_group

mode = **X**X**_

[blacklist]

path = ~/some blacklist.txt

[whitelist]

path = ~/some whitelist.txt
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base dir = /mnt/some vol/

excluded paths = /some path inside base dir/

[Ipumeuanue. [lpu ycraHOBKe TMpaB I CEKIMH whitelist CIIEayeT
INOMHUTh, YTO NpHM HAIWYUU /etc/control++/scripts/<HazspanHue pexmma>/do -
3aIyCKaeMoro CIICHApUs y peXuMa, JaHHBIA (aijl CIieHapus CIeAyeT Y4eCTh B CIHCKE
pa3penieHHBIX IS 3aIycka (haijioB, WM U3MCHHUTD MOPSJIOK JACHCTBHIA B TJIaBHOM (haiiie
HACTpOeK (IIepeMEeCTUTh OIpeleieHHe TEPEeMEHHOM scripts BBIIIE  ONPEACTICHUS
IEPEMEHHON permissions). B MpOTUBHOM cilydae BO3MOXHa CUTYaIlHs, IPH KOTOPOH B
pe3ynbTaTe YCTAaHOBKM pPEXHWMa TMpaB JaHHBIN (Gaia CTaHET HEUCIOJHAEMBIM, YTO

MPUBEET K HEBO3MOXXHOCTH 3aBEPIICHUS YCTAHOBKH JIAHHOTO PEXHUMA.
3.8.2.4. YnpasieHue pexxuMmaMu

VYipasiieHue peKUMaMHu, OCYIIECCTBJICHHUE 3aMucu B KaTaJjior
/etc/security/limits.d/, paboTa ¢ control++ BBIMOIHAETCS OT AAMUHUCTPATOPA.

YcTaHOBKa pexuMa:

control++ <HasBaHue pexmuma>

COpoc TeKyIIero pexuma:

control++ reset

OTtoOpaxeHue CucKa JOCTYITHBIX PEKHUMOB:

control++ list

[TpoBepka COOTBETCTBHS COCTOSTHUS CHCTEMBI TEKYIIEMY PEKHMY:

control++ status

OTto0paxeHue coep>KMMOro IIaBHOTO (aiiia HaCTPONKH:

control++ conf

OTtoOpaxeHue cupaBoYHON HHPOPMALIMH:

control++ help

3.8.2.5. Hactpoiika pexuma KOHTPOJSI 3allyCka KOMIIOHEHTOB MPOTPaMMHOIO

o0ecrieueHus

TexcToBblil (haiin /etc/control++/black list — UEpHBIH CHOHUCOK, Kaxnjas

CTpOKa KOTOPOI'O MPEACTABISIET cOO0M aOCOMIOTHBIN MyTh K (ainy gaHHou cuctemsl. [1o
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€AUHOW KOMAaHAE AODKHO MNPOU3BOJIWTHCA 3allpellieHUE 3alycKa (MCIOJHEHUsI) BCEX
(aiioB YepHOTo crucKa (10 YMOIYAHHUIO — JUIsl BCEX MOJIb30BaTeNe ).

TexcToBblit (aiin /etc/control++/white list — OBl CIUCOK, KaXKaask CTPOKA
KOTOPOTO MPEJCTaBIIIET COO0M aOCONMIOTHBIN MyTh K (aiy JaHHOU cucteMsbl. [1o exuHoi
KOMaH/Ie JIOJDKHO TPOM3BOJIUTHCS 3alpelieHue 3amycka (MCIOJHEHHs) BceX (aiiioB
CUCTEeMBI, KpoMme (ailloB Oesoro cmnmcka, a IMpaBa Ha 3amyck (UcCIoiHeHue) ¢aiaoB
0emoro cmucka OCTAaOTCS HEU3MEHHBIMU (110 YMOJYaHHUIO, MOXET OBITh W3MEHEHO
HaCTpPOWKaMHu).

HacTtpoiika pexxuma KOHTPOJIS 3allyCKa KOMIIOHEHTOB MPOTrpaMMHOI0 00ecrieueHus
BBITIOJIHSIETCS OT aAMUHUCTPATOPA.

@ailnn /etc/control++/control++.conf COAEPKUT OMMUCAHUE IBYX PEKUMOB (wl

U blacklist), KaXJIbIH U3 KOTOPBIX HMEET THIT PErmMIissions (1o, Ha3BaHUEM wl U bl):

[wl]

permissions = wl
[blacklist]
permissions = bl

daiir /etc/control++/permissions/wl:

[whitelist]

path = "/etc/control++/white list"

base dir = "/"

excluded paths = "boot", "dev", "etc", "lost+found", "media",

"mnt", "proc", "run", "srv", "sys", "tmp", "var"
mode for dirs = ***xxkkkx

daiin /etc/control++/permissions/bl:

[blacklist]

path = "/etc/control++/black list"

3amycTUTh FeHEepalHio OEJIOro CIUcKa:

bash /etc/control++/wl.sh
B ¢aiin /etc/control++/white list OymyT 3allUCaHbl BCE MCIIOJHSAEMbIE

¢dainel. Moxno ynamuth u3  (¢aina /etc/control++/white list Kakywo-Tuoo



216
JIKHB.11100-01 99 02

nporpammy, Hampumep, /usr/bin/dig (yOalnMB COOTBETCTBYIOLIYIO CTPOKY U3 (aiina
/etc/control++/white list).

CdopmupoBaTs uepHbIit criucok. Hampumep, 3aHeCTH B Y€pHBIN CIIUCOK MPOTpamMmy
Mozilla Firefox:

# vim /etc/control++/black list
/usr/bin/firefox

[IpoCMOTpPETH CIIMCOK TOCTYIHBIX PEKUMOB!
# control++ list

Available modes:

wl

blacklist

YcranoBka pexuma blacklist:

# control++ blacklist

Setting 'blacklist' mode for the 'permissions'

Mode set OK

Current mode is 'blacklist'

[locne ycTaHOBKM MaHHOTO PEXHMa, TOJIH30BATENI0 OyIeT 3ampelieH 3ammyck
Iporpamm, MepevrncieHHbIX B (ailne /etc/control++/black list (B mpumepe Mozilla
Firefox).

Jlns yctaHOBKH pexkuma W, Heo0X0IMMO BBITMTOJIHUTH KOMaH/1y:

control++ wl

Setting 'wl' mode for the 'permissions'

Mode set OK

Current mode is 'wl'

I[Ipumeuanue. DBblloJHEHME  KOMaHIbl  MOXET  3aHIATh  JOBOJIBHO
MIPOJIOJKATEIBHOE BpEMs (BpPEMsI 3aBHUCUT OT KOJIMYECTBA YCTAHOBJIEHHBIX B CHCTEME
(haitsioB).

[locre ycTaHOBKM JaHHOTO peXHMMa, MOJB30BATENI0 OyJIeT paspelieH 3aIlycK
TOJIBKO TE€X MPOrpamM, KOTOpbIE MepEeUUCieHbl B Pailie /etc/control++/white list, B

MpUMeEpe BCE UCTIONHsAEMbIE (haliiIbl CUCTEMBI, KPOME /usr/bin/dig:
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$ dig

bash: /usr/bin/dig: OTkazaHO B OOCTYyIIE

$ pwd

/home/user

Jliist cOpoca CyIIecTBYIOIIETO PEKUMa CIEAYET BBITIOJIHUTh KOMaHTY:
control++ reset

Restoring initial state:

Restoring initial state for the 'permissions'

Mode reset OK
3.9. Hanexxnoe xpaHeHue JaHHBIX

AJIMMUHUCTPATOP OJLKEH ONPENEINTD, HA KAKOW NIEPUOJ BO3MOYKHA HEAOCTYITHOCTD
JAHHBIX M B COOTBETCTBUU C JTUM IPEIOCTABUTh PEKOMEHAALMU II0 HCIIOJIb30BAHUIO
CPEICTB TOBBIIICHHUS NOCTYMHOCTH, Takux Kak RAID-maccuBbl. B OC Anst 8 CII ecth

noaaepxkka RAID-maccuBos.
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4. YKA3AHUA 110 SKCIUIYATALMA KC3

4.1. Tlopsinok ctapta

KC3 sBnsercs nHeorhemieMorr dyacthto siapa OC Anbr 8 CII m cHCTEMHBIX
oubnnorexk. Crapt KC3 BoimonHsieTcss aBToMaTthyecku mocie 3amycka [I9BM wu
oTpaboTku Habopa nporpamm BIOS.

KC3 3amyckaercs BMecre ¢ OC, mpoxoas HENOCPEACTBEHHO Yepe3 ATarbl
JOCHUCTEMHOW 3arpy3Kd, TECTUPOBAHHUS SPOM OKPY>KEHHs IpoleccoB u 3amycka OC, a
TaKKe MHUIIMAN3AINY TIEPBHYHOTO Mporiecca init.

B cBs3u ¢ atuMm nopsiaok crapra cinyx6 KC3 HampsiMyro cBA3aH CO CTapTOM camou
OC u ee si1pa ¥ MPOUCXOJUT CIAEAYIOLUIUM 00pa3oM:

1) ssmpo 3amyckaercsi mporpammoit HadanbHoW 3arpy3ku (ITHC), pacnakoBbiBaet
ce0s M HHHULHAIM3UPYET YCTPOMCTBO OTOOpaKEHMs, 3aIyCKAeT IIPOBEPKY
Apyroro o0opy10BaHusl, IPUCOETUHEHHOTO K KOMIIBIOTEPY;

2) SIAPO 3arpy’kaeT MOAYJIA OOHAPYKEHHBIX YCTPOUCTB;

3) s,po 3arrycKaeT MpoLEeCCH pa;

4) iIp0  MOHTHPYET KOPHEBYIO (DalJIOBYyIO CHUCTEMY TOJBKO Uil YTCHHS U
BBITIOJIHSIET MPOBEPKY (PailIoOBOM CUCTEMBI,

5) 1ap0 MOHTHPYET KOPHEBYIO (HaliJIOBYIO CUCTEMY;

6) sapo 3amyckaeT U3 Qaiyia /sbin/init Mmporecc init, ¥ 3T0 CYUTACTCS HAYAIOM
3arpy3ku HenocpeactBeHHO OC, BO BpeMsi KOTOpOro (sysinit) BBITOJHSIFOTCS
CIEIYIOIINE NEUCTBUS:

- ycTaHaBiuBaeTcs uMsa MaimuHbl (hostname);

- KOH(UTypHUpYIOTCS MapaMeTphl A]1pa;

- YCTaHaBJIMBAETCS PACKJIaJKa KIaBHUII U CUCTEMHBIN IPUPT;

- AKTHUBUPYIOTCS pa3/eiibl MOJKAYKY;

- KOpHeBas cuctema nposepsiercs nporpammoit fsck, u ecnm nporpamma fsck
omrOOK He OOHApYKua, (paitoBasi CHCTEMa MOHTUPYETCS B PEKUME

YTCHHUE/3aIUCh;
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- TPOBEPSIOTCS 3aBUCUMOCTH MOJAYJEH Aapa;
- BBINIOJIHACTCS IIPOBEPKa APYTuX (PaiIoBbIX CHCTEM;
- MOHTHUPYIOTCA JOKaJbHbIE (PaiiJIOBbIE CUCTEMBI;
- BKJIIOYAIOTCS KBOTHI,
- MOHTHPYETCS pa3Jien MOJIKAYKH;
- KC3 pasBeptriBaeTcs BMecTe ¢ HauasioM 3arpy3ku OC.
[IpaBunbHOCTh cTapta KC3 pekoMeHIyeTcss MpOBEpsSITh HEMOCPEACTBEHHO IOCIE

Ka)/10r0 pa3BEPThIBAHUS.
4.2. Ilpoepka npaBunsHOCTH cTapta KC3

PexomMenayercst yOequThCs IpY MOMOLIM YTUIUTHI systemctl B TOM, YTO CHUCTEMHBIE
CITyOBbI 3alyII€Hbl U padOTAIOT, UX CIUCOK M COCTOSHUE HE OTJINYAIOTCA OT OOBIYHOTO
IUTIsL JAHHOW CUCTEMbI (Ha0op CIIy>)kKO MOKET OTJIMYaThCs B 3aBUCHMOCTH OT NapamMeTpOB

YCTaHOBKH U HACTPOMKH).
4.3. Ilepuoanueckas mpoBepka renoctHoctu KC3
4.3.1. Tlopsanok mpoBepKu

PerynsapHo (He pexe 4yeM pa3 B JIBE HEJENIU) aJIMHHHCTPATOPY PEKOMEHAYETCS
BBINIOJIHATH KOHTPOJIb COCTABA YCTAHOBJIEHHOTO MPOTPAMMHOTO 00ECIIEYeHHs] Ha MPeIMET
€ro COOTBETCTBHUSI MOJIUTHKE O€30IIaCHOCTH NMPEANPUSATHUS.

ExXenHeBHO agMUHUCTPATOPOM JOJDKHO MPOBEPITHCS HAIWYUE BPEIOHOCHOIO
MIPOTPaMMHOTO 00eCTICUeHUSI.

[leproanuecku (He pexxe 4eM pa3 B Mecsll) J0JDKHA MPOUCXOAUTh CMEHa mapoJied
(Ko710B) MOJIb30BATEIICH/aIMUHUCTPATOPOB.

[lepuoguueckn (HEe pexe 4YeM pa3 B HENENI0) aJIMUHUCTPATOPOM JIOJKHA
MIPOBEPSTHCS 1IEIOCTHOCTH MporpaMMHOi U nHpopmanronnol yacreit OC Anst 8 CIL.

[lepuonuuecku (He pexe 4eM pa3 B MECSI]) aJIMUHHUCTPATOP JOJKEH MPOBOJUTH
TECTUpOBaHUE (PYHKUMN 3alIMThl MH(OPMALMKA CHCTEMBI, B KOTOPOH SKCILTyaTUPYETCs

OC Aunst 8 CIL.
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B cnyuae obnHapyxkenusi ys3BumocTeil B mporpammubix mMoayisix OC Anet 8 CII
yCTpaHEHHE YSA3BUMOCTU OCYIIECTBIISIETCS IIyTEM YCTAaHOBKH CEPTU(UIUPOBAHHOTO
OOHOBJIEHUs, JMOO TyTEM NPHUHATHA WHBIX OPraHU3aLMOHHO-TEXHUYECKUX MeEp,
HaIlpaBJIEHHBIX HAa 3aTPyJHEHHE BO3MOXXHOCTH JKCIUTyaTallud Ys3BUMOCTH. Ilpu 3TOM
caMH Mepbl HOCAT BPEMEHHBIA XapakTep, a UX UCIOJIb30BAaHUE JOIYCTHUMO /10 MOMEHTa

BBIITYCKa COOTBETCTBYIOIIETO OOHOBIICHUSI.
4.3.2. Tlpumep npoBepKH MEXaHU3Ma KOHTPOJIS IIEJTOCTHOCTH 0SEC

Kontpone nenoctHoctn KC3 B OC Anwt 8 CII obecnieurBaeT MPUIIOKEHUE OSEC
(cMm. 1. 3.6.1). Ilpu 3amycke NPHUIOKEHUE CBEPSET KOHTPOJIbHBIE CYMMBI W OOHOBJISET
0a3y, 3amuchiBas TyJa HOBbIe 3HaueHus. Paboraer osec 1Moja  CHEHAIbHBIM
HETPUBUJIETUPOBAHHBIM T0JIb30BATEIIEM.

Jlns mpoBeneHUsT TecTa HEOOXOAMMO aBTOPU30BATHCS B CHUCTEME OT HMEHHU
aIMUHHCTPATOPA.

HOI[FOTOBI/ITB KaTaJior Ajid 63351 JAHHBIX:
# mkdir /tmp/base
# chown osec:osec /tmp/base

# cp -ar /var/lib/osec/* /tmp/base

CdopmupoBaTh KOHTPOJIBHBIE CYMMBI OOBEKTOB (CIIUCOK IMyTeH K HUM XPaHHUTCS B
(aiisie /etc/osec/dirs.conf) M 3aHECTH X B 0a3y JaHHBIX /tmp/base.

Pe3ynbraT paboThl 0seC BBIBOJUTCS Ha KOHCOJb, OITOMY JJIsl TIEpEHAINPABIICHUS
BBIBOJIA pe3yJIbTaTa B TEKCTOBBIN (haiii /tmp/reportl:

# osec -f /etc/osec/dirs.conf -D /tmp/base/ -r >/tmp/reportl

He mnpousBoass HUKakKMX HW3MEHEHUW B CHUCTEME, 3alyCTUTh OSEC MOBTOPHO H
BBIBECTU PE3YJIBTAT PAOOTHI B TEKCTOBBIN (paiii /tmp/report?2:

# osec -f /etc/osec/dirs.conf -D /tmp/base/ -r >/tmp/report2

CpaBHUTSH JBa pe3yabTUpYIOMUX (aitna /tmp/reportl n /tmp/report?2:

diff -u0 /tmp/reportl /tmp/report2

JIBa oTyeTa JOJDKHBI COBHANATh, B KOHCOJH HE HOJDKHO OBITH BBIBEICHO HHKAKHX

pa3Iuunil.



221
JIKHB.11100-01 99 02

BrinonHuTh B cucteme CICAYIOMNE N3MCHCHMA:
- U3MEHUTH NpaBa (aiina /usr/bin/passwd:
chmod -x /usr/bin/passwd
- 100aBUTh TECTOBBIN (hail)l /usr/bin/test2:
touch /usr/bin/test?2
- yaanuth Gaia /usr/bin/who:
rm -f /usr/bin/who
- IepeUMEHOBaTh ailsl /usr/bin/whoami B /usr/bin/whoami.original:
mv /usr/bin/whoami /usr/bin/whoami.original
BaHYCTI/ITB 0S€C B PCIKNMC «TOJIBKO YTCHUC» U IICPCHAIIPABUTH BBIBO/ B TEKCTOBBIN
(baiis /tmp/report3:

osec -f /etc/osec/dirs.conf -D /tmp/base/ -r > /tmp/report3
CpaBHUTH J1Ba pe3yJbTHPYIOMHKX (aiina /tmp/report2 U /tmp/report3:

diff -u0 /tmp/report2 /tmp/report3

O)KI/II[aCMBIG pPE3yJIbTaTbl: CBCACHUA 00 HU3MCHCHUAX, CACJIIaHHBIX BBIIIC C

KOH(UTypaliMoOHHbIMU (haiijiaMu, TOKHBI BEIBOJAUTHCS HA KOHCOJIb.
4.3.3. KoHTpOoIb 1IEIOCTHOCTH HEU3MEHSIEMbIX (ailioB

3HaueHUE KOHTPOJIbHBIX CyMM  Heu3MeHsiembix  (aiimoB  OC Anbt 8 CII
PacCUYMTHIBACTCS C UCTIOIB30BAHUEM CKpHMTa alt-gensum.

CunTakcuc:

alt-gensum [-r karasor] [-d karanor] [-1 uma danna]

[Tapamerpsr:

- —-r — Ha4yaTh C IPYroro Karajora, o yMOJI4aHHIO /;

- -d — ompenenseT KaTajor sl CIHUCKOB (DaillioB M pe3ynbTaToB, MO YMOJIYAHUIO
/var/lib/alt-checksums/;

- -1 — omnpezensgeT (aiilsl co cnUcKaMu MpoBepseMbIX (PailiioB, IO YMOJIYAHUIO, ITO
cniicok HemsMeHsieMbIx ¢aitsioB OC /var/lib/alt-checksums/11.

[Ipu BBOJE KOMaH]Ibl 0€3 apryMEHTOB Ha KOHCOJb OYJET BbIBEJEHA MHTErpajbHas

KOHTpPOJIbHAsA cyMMa Heu3MeHsieMbIX (aitioB OC:
# alt-gensum
elb096e6a88068d6blecatf0091926e47eal6£539fed2f1da231d4533e909d2dd

/var/lib/alt-checksums/sums
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[TogaitnnoBeie 3HAUEHHUS KOHTPOJBHBIX CYMM HEU3MEHSEMbIX (QailioB OyayT
3amucaHbl B (paitst otTuera /var/lib/alt-checksums/sums.

[Tony4yeHHYI0 MHTETpaIbHYI0 KOHTPOJIbHYIO CyMMY CpaBHUBAaWTE C yKa3aHHOU B
nokymentTe «@opmyisap. JIKHB.11100-01 30 01» miist COOTBETCTBYIOIIEH apXUTEKTYPHI.

[lo ymon4aHWIO KOHTPOJIbHBIE CYMMBI PACCUMTBIBAIOTCS MO aiaroputMy sha256
(sha256sum), ucnomnp3ys mepeMeHHyI0 OKPY>KEHUSI SUM, aITOPUTM MOXKHO U3MEHHUTb.

Hamnpumep, 17151 pacuera KOHTPOJIBHBIX CyMM IO ajiroputMy md5:

# export SUM=md5sum

[Ipu wu3meHenuu coctaBa HeusMmeHsembix (ainoB OC, wHampumep, B
pe3yibTaTe YCTAaHOBKY OOHOBJIEHUN 0€301MacHOCTH, HEOOXOAUMO:

1) ynanmuth (rm) WU IeperMeHOBaTh (mv) (aiiia 11, KOTOPBIA COACPKHUT CIHCOK

IPOBEPSAEMBIX (PailioB:

# mv /var/lib/alt-checksums/11 /var/lib/alt-checksums/11.backup
2) BBITIOJTHUTH KOMaHy (POPMHPOBAHUSI HOBOT'O TICPEUYHS MPOBEPSIEMBIX (HaliIOB:

# alt-gensum-chk
3) BBIMOJIHUTH PacueT KOHTPOJIbHBIX CYMM HEU3MEHSAEMBIX (haiisIoB:

# alt-gensum

4.3.4. KoHTpOob HENOCTHOCTH (PailyioB Mmaposiel U CIucKa rpyIi

@ailnibl y4eTHBIX 3amMced U rpynn (/etc/passwd U /etc/group) UHTEHCHUBHO
UCTIONB3YIOTCSE B mporiecce aamuHuctpupoBanus, U OC AnwsT 8 CII npemoctaBisieT

MpOrpamMMHBIE CPEJICTBA IS POBEPKHU MPABUILHOCTH UX CHHTAKCHCA.
4.3.4.1. TIpoBepka 1eIOCTHOCTH (PailyioB maposien

@aiin  /etc/passwd TIpoBepseTca  KOMaHIOM pwck. JlaHHag KomaHzaa
IIOCJIEA0BATEIbHO aHAIU3UPYET 3aIIUCU U ITPOBEPSAET, YTO KAXKAs 3aIIUCh COLNEPIKUT:

- IPAaBWIbHOE KOJIMYECTBO I0JIEH;

- YHUKaJIbHOE UMS TI0JIb30BATEIS;

- IEWCTBUTENbHBIE UJIEHTU(PUKATOPHI MTOJIb30BATENEH U TPy,

- ICCTBUTENIBHYIO IEPBUYHYIO TPYIILY;

- ICUCTBUTEIBHBIN JOMAIIHUM KaTaJor;

- IEVUCTBUTEIIbHBIA KOMaHIHBIN ITPOLIECCOP.
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I[J'IH IMPOBCACHUS TCCTA HGO6XOI[I/IMO ABTOPU30BATLCA B CHCTECMC OT HWMCHHU

aJIMMHHCTpaTopa (root), OTKPbITh (aill /etc/passwd B TEKCTOBOM penakrope mcedit u

BBIIIOJIHUTD CICAYIOINC N3MCHCHUA

- U3MCHUTDb CTPOKY adm:x:3:4:adm:/var/adm:/dev/null

Ha adm:x: adm:/var/adm:/dev/null

- UIBMEHUTDB CTPOKY bin:x:1:1:bin:/dev/null

Ha adm:x:1:1:bin:/dev/null

- U3MCHUTD CTPOKY daemon:x:2:2:daemon:/:/dev/null

Ha daemon:x:22222:22222:daemon:/:/dev/null

- UBMEHHUTH CTPOKYmail:x:8:12:mail:/var/spool/mail:/dev/null
Hamail:x:8:12:mail test:/var/spool/mail:/dev/null

- UBMEHUTDH CTPOKY ftp:x:14:50:FTP User:/var/ftp:/dev/null

Ha ftp:x:14:50:FTP User:/var/ftp test:/dev/null

- U3BMCHUTD CTPOKY news:x:9:13:news:/var/spool/news:/dev/null
Hanews:x:9:13:news:/var/spool/news:/bin/bash test
COXpaHI/ITB BHECEHHBIC U3MEHEHHUS U BBIMTHU U3 pcaaKTopa.

3al'IYCTI/ITI> IIporpamMmy pWCk B PCKUMC «TOJBKO YTCHHC» LA IIPOCMOTPA BCCX

OIIUOOK:

pwck -r

Oxunaembie pe3ynbTaThl: pe3yiabTaT pabOThl MmporpamMMbl pwck momkeH ObITH

BbIBeleH Ha KoHCosb. OC AnbT 8 CII nomkHa oOHapYKUTh BCE CHHTAKCUYECKUE OIMOKU

U BBIBCCTH UX HAa KOHCOJIb:

pwck: shadow files will not be checked (tcb)

I0JIb30BAaTEJIb daemon: TIpylna 22222 He CyLeCTByeT

HeBepHas 3anmcek B Qalnie napoJien

YyOanuThb CTPOKyYy 'adm:x: adm:/var/adm:/dev/null'? Her
nojib3oBarTess 'lp': karasor '/var/spool/lpd' He cymecTByeT

nojib30BaTes b 'news': karasor '/var/spool/news' He CcymecTByeT
noneps3o0BaTens 'news': xarasor '/bin/bash test' He cymecTsyer
nojib30oBaTes s 'uucp': karasmor '/var/spool/uucp' He CcymecTByeT
nonb3oBaTens 'ftp': xaranor '/var/ftp test' He cymecTByer
nojp3oBaTesib 'named': karasor '/var/lib/named' He cymecTByeT
noyp30BaTesik 'mailman': xarasnor '/usr/share/mailman' He
CYIECTBYET

nojgpsoBaress 'xfs': karanor '/etc/X1l/fs' He cymecTByeT
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noJjib30BaTesb 'postgres': karanor '/var/lib/pgsgl' He cymecTByeT
nojib30oBaTesyib 'gdm': karasor '/var/lib/gdm' He cymecTByeT
nojib3oBaTes b 'exim': karasor '/var/spool/exim' He cymecTByeT
nojgepsoBaress 'colord': karasnor '/var/colord' He cymecTByeT

pwck: M3MeHeHUM He BHECEHO

[Ipumeuvanue. B OCAnpt 8 CIl nmis XpaHeHUs XASIIMPOBAHHBIX IMapoJieh
ucnonp3yercst tcb um mosToMy (alinm /etc/shadow He HCHONb3yeTcs, a (anibl
/etc/tcb/*/shadow mnporpammoii pwck He nposepsitorcs. Kpome Toro, cozmaercs psn
MPEIONPEICICHHBIX YUETHBIX 3aMHUCEH, JOMAIIHUE KaTaJOTH JJII KOTOPBIX MOSIBISIOTCS
TOJIbKO TIOCTIE YCTAaHOBKM COOCTBEHHO IAaKETOB €O CIyXOamu (Hampumep, Karajor
/var/spool/uucp CO3/1a€TCs MPU YCTAHOBKE MAaKETa uucp).

4.3.4.2. TIpoBepka 11eT0CTHOCTH CITUCKA TPYIII

KomMannoit grpck BbINONIHAETCS MpoBepka (ailyioB /etc/group U /etc/gshadow.
JlaHHasi KOMaHJla TMOCIEIO0BATEIbHO aHAIM3UPYET 3alUCH M TPOBEPSIET, YTO Kaxias
3aIUCh COAECPKUT:

- IPaBWJIBLHOE KOJIMYECTBO IOJIEH;

- YHUKaJIbHOE UMSI TPYIIIbI;

- ICICTBUTEIIbHBIN CIUCOK YWIECHOB U aIMUHUCTPATOPOB.

Jns mpoBeneHus TecTta 3aUTH B CHUCTEMY C YYETHOM 3aIlMChI0 aJMUHHCTPATOpA
(root), OTKpwITH aiil /etc/group B TEKCTOBOM peaakTope mcedit ¥ BBIOJIHUTH
CIEAYIOIINE U3MEHEHUS:

- UBMCHUTBh CTPOKY daemon:x:2:root

Ha daemon:root
- ABMCHUTH CTPOKY adm:x:4:root
Ha root:x:4:root

CoxpaHuTb BHECEHHbBIC U3MEHEHHUS U BBIUTHU U3 PEIAKTOPA.

3anycTUTh mporpamMmy grpck B pexHUME «TOJBKO YTEHHUE» IJISI MPOCMOTpa BCEX
OLINOOK:

grpck -r

Oxunaemble pe3yibTaThl: Pe3yJabTaT pabOThl MPOTPaMMBbI grpck JOKEH OBITH
BbIBeleH Ha KoHCosb. OC AnbT 8 CII nmomkHa oOHapYKUTh BCE CHHTAKCUYECKUE OIMOKU

H BBIBCCTH UX HA KOHCOJIb:

IOBTOPAKWAACH 3alMCh B Qanje Ipyll
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yIoalauThb CcTpoky 'root:x:0:'? Her

IOBTOPSAKIASACS 3anuchb B dalje Tpynn

yIOaJluThk CTpOokKy ' daemon:root'? Her

'root' usyeH rTpynmne 'root' B /etc/group HO He B /etc/gshadow
HeBepHas 3alMcb B OQanje Ipyln

yIOaJIUTh CTPOKyYy 'daemon:root'? Her

OTCYTCTBYEeT COOTBETCTByWIAd Tpynna B danne /etc/group
yoanuThk CTpoky 'daemon:x::root'? Her

OTCYTCTBYEeT COOTBETCTByWINAA Tpynna B danie /etc/group
yOaJIUTh CTPOKy 'adm:x::root'? Her

grpck: mM3MeHeHUM He BHECEHO
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5. OBHOBJIEHHME OC AJIbT 8 CII

NudopmupoBanre mnorpeduteneid 0 Mepax, HaNpaBICHHBIX HAa HEUTpaIU3alUIo
BbIsiBNIEHHBIX ya3BUMocTeld OC AnbT 8 CII, 1 BhIycKaeMbIX OOHOBJICHUSIX BIUSIONIMX HA
6e3omacioctb OC AnpT 8 CII  BbIMONHSETCS myTeM myOiauKanuu wuHpoOpManuu Ha
oduImanbHOM caite n3aenus (https://altsp.su) WIH MO JIEKTPOHHOM MOYTE.

Jlo mpoBeneHHS COOTBETCTBYIOIIMX HCIBITAHUN H3AENUSd 10 TpeOOBaHUSAM
OesomacHocT MH(OpPMAIMM W TOCJIE TMPOBEICHUS UCHBITAHUN  TpEeaNnpUsTHE-
M3TOTOBUTENIb MOXET MPEIOCTaBUTh MMOTPEOUTENSIM OOHOBJICHUS WJIM OOHOBJICHHBIN
muctpuOytTuB OC Anbtr 8 CII B BHE 3JIEKTPOHHON CCBUIKH JJIsi CaMOCTOSITEIIBHOTO
CKauUMBaHUSI.

[Tpu nonyyenuu ob6HoBieHnt OC Anbt 8 CII, npormeamux nporeaypy UCHbITAaHHUMA
no TpeboBaHMUSIM O€30MacHOCTH HHGPOpPMAIMU, TMEepel HX YCTAaHOBKOM HEOOXOIUMO
MPOBEPUTH MOJJIUHHOCTh U IIEJIOCTHOCTh MOJYYEHHBIX OOHOBJIICHUH C HMCIOJIb30BAHUEM
aJITOPUTMOB, YKa3aHHBIX PEANPUATUEM-U3TOTOBUTEIIEM.

B ciydae HEBO3MOXXHOCTH YCTAHOBKH KPUTHUUECKOTO OOHOBJIEHUS JOJKHBI OBITH
paspaboranbl orpanmueHus 1o mnpuMmeHeHuro OC Anbt 8 CII, KOoTOpBIE HOKHBI
OTpa)XkaThCs B HOPMATUBHBIX JOKYMEHTAaX M (HMJIM) MOJUTHKE 0€30MaCHOCTH OpraHU3aINH-
noTpeouTens.

BrimonHenre OOHOBIEHUST OCYIIECTBIISIETCSI B COOTBETCTBHHM  JOKYMEHTOM

«PykoBoactBo agmunauctparopa. JIKHB.11100-01 90 02».
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[IEPEYEHH COKPAIIIEHNH
APM — aBTOMAaTU3UPOBAHHOE pabouee MeCTo;
AC — aBTOMATU3WPOBAHHAS CUCTEMA,;
ECTILJ — €IMHas CUCTEMA ITPOTPAMMHON TOKYMEHTALNH;
KC — KOHTpPOJIbHASA CyMMa,;
KC3 — KOMIUIEKC CPEJICTB 3aIUThL;
oC — OmepalMoHHas CUCTEMA;
1O — IpOrpaMMHOE 00€CTICUeHHUE;
ITP 1 — MIPAaBUJIO pa3rpaHUYCHUs JOCTYIIA;
CBT — CpEACTBA BBIYUCIUTEIILHON TEXHUKHU;

01N — (yHKUIHUH O€301aCHOCTH O0BEKTA.
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