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AHHOTALIUA

Hacrosimuii  TOKyMEHT  COJEpXKUT OCHOBHBIE CBEIEHHA O TMPUMEHEHHUH
nporpammuoro usaenus «Omnepanmonnas cucrtema Anbr 8§ CII» (OC Anwt 8 CII) Ha
apXUTEKType DIbOpYC.

Bepcus noxymenta 1.0.

Onucanve OPUMEHEHUSI COCTOUT M3 YEThIPEX OCHOBHBIX 4YacTed, B KOTOPBIX
PacKpbIBAaIOTCS OCHOBHBIE BOTpPOCH! MpuMeHeHus u ¢ynkiuonupoanus OC Anst 8 CII.
Takke, paccMaTpuUBarOTCSl OpraHU3alUsl BXOJHBIX M BBIXOAHBIX IJAHHBIX B CHCTEME, U
KOH(Urypalusi TEXHUYECKUX CPEACTB, HEOOXOIUMBIX I NPUMEHEHUS OINEpalioOHHON
CUCTEMBI.

B nepBom paszene npuBOAATCS Ha3HAYEHHE, OCHOBHBIE MPHUHIIMIIBI OpraHU3alNH,
BO3MOKHOCTH OIIEPAallUOHHON CHUCTEMBI, €€ OCHOBHBIE XapaKTEPHCTHKH, OTPaHUYCHMUS,
HaKJIaJbIBa€MbI€ Ha 00JIaCTh €€ MPUMEHEHUS.

Bo BTOpOM paznene yka3bIBalOTCs YCIOBUS, HEOOXOAUMbIE NIl (PYHKIIMOHUPOBAHUS
ONEPAIMOHHON CHUCTEMBI, CTPYKTypa TEXHHUYECKUX U MPOTPAMMHBIX CpPEICTB H
TpeOOBaHMS K HUM, OOIIUE XapaKTEPUCTUKN BXOJAHOW U BBIXOJAHOUW MH(POPMAIIUHU, a TAKXKE
TpeOOBaHUSI M YCIOBHMS OPraHU3alMOHHOIO, TEXHUYECKOTO M TEXHOJOTHUYECKOIro
XapakTepa u T. 1I.

B Tperhem paznerne ykas3blBarOTCSA ONPEAENICHMS 3alayd U METOJbl €€ PEIICHHS,
MPUBOIUTCS 00Ias CTpykTypa u anroputmsl pyakimonupoanus OC Anet 8 CII.

B uerBepTOoM paznene mpUBOAATCA CBEACHUS O BXOAHBIX U BBIXOJHBIX JTaHHBIX.
VYka3pIBalOTCA UX XapaKTep U OpraHu3alysl, YacTOTa OOHOBIICHUS U TIP.

Onucanue npuMeHeHus paszpadorano B coorBeTcTBun ¢ ['OCT 19.502—78 «Enunas
CUCTEMa MpOorpaMMHON JoKyMeHTanuu. OnucaHue npuMeHeHus. TpeOoBaHud K

COJIEP>KaHUIO U 0(hOPMIICHUION.
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1. HABHAYEHUE ITPOI'PAMMbBI

1.1. Haznauenue

OC Anper 8 CII  mpenHa3HaueHa  JJis  TPYOIOBOTO U KOPHOPATUBHOTO
WCIIOJIP30BAaHUS B KAadeCTBE  CpPEICTBAa  aBTOMATH3alud  WH(POPMAIMOHHBIX,
KOHCTPYKTOPCKMX UM TPOU3BOJCTBEHHBIX TNPOLECCOB MPEANPUATHNA (OpraHU3alnid,

YUPEKICHUN ).
1.2. BO3MOXHOCTH ¥ OCHOBHBIE XapaKTEPUCTUKH

OC Anbt 8 CII nmpencraBisieT co00i COBOKYMHOCTh MHTEIPUPOBAHHBIX MPOrPaMM,
co3ganHHbix Ha ocHOBe OC «Linux», n obecrneunBaeTr oOpabOTKy, XpaHEHUE U Iepeaady
uHbOpMallul B 3alIMIIEHHOW MPOTrPaMMHON Cpele B KpPYIJIOCYTOYHOM pEeXKUME
AKCILTyaTal|H.

OC Anbt 8 CII o6nanaet cieayromuMu GyHKITHOHATBHBIMU XapaKTePUCTHKAMHU:

- o0ecrneunBaeT BO3MOXKHOCTh OOpaOOTKHM, XpaHEHHs M mepefaud HHpopManuu B

3alIUIICHHON TPOTPAMMHOMN CPEJIE;

- o0ecreunBaeT BO3MOXHOCTh  3allyCKa  IIOJIb30BaTEIbCKOTO  MPOrpaMMHOTO
obecrniedyeHus B cepTU(PULIUPOBAHHOM OKPYKEHUU;

- o0ecreynBaeT BO3MOXKHOCTh (DYHKIIMOHMPOBAHHUS B MHOT033/Ia4HOM PEXHME
(0OTHOBPEMEHHOE BBITIOJTHEHHE MHOXKECTBA MPOIIECCOB);

- o0ecrieynBaeT  BO3MOXKHOCTh ~ MAaclITaOMpPOBAaHMS  CHCTEMBL:  BO3MOKHA
skcrryaranss OC kak Ha onHoil [IOBM, Tak 1 B MH(POPMALIMOHHBIX CHCTEMax
Pa3IMYHOM apXUTEKTYPBI;

- 00ecreynBaeT MHOTOMOJIb30BATENbCKUN PEKUM IKCILUTyaTalluu;

- o0ecreunBaeT NOIEPKKY MYJIbTUIIPOLIECCOPHBIX CUCTEM;

- o0ecreynBaeT NOAEPKKY BUPTYaIbHOU MaMsITH;

- o0ecreynBaeT ceTeBy0 00padOTKy JaHHBIX, B TOM YKCIIE pa3rpaHUYeHUE JTOCTyma

K CCTCBBIM ITaKCTaM.
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Jna noanepsxku BoinonHeHus onucanHbix GyHkuid B OC AnsT 8 CII peannsoBansbl
CJIEIYIOLIME BO3ZMOXHOCTH

- YIpaBJIEHUE MPOIIECCAMH U UH(POPMALIMOHHBIMU PECypcaMu;

- YIIpaBJIEHUE CUCTEMHBIMH PECYPCAMH;

- YIPaBJIEHUE aMSThIO;

- ynpasiieHue ¢aitiaMu 1 BHEITHUMH YCTPONCTBAMH;

- yIIpaBJIeHUE JOCTYIIOM K 0OpabatbiBaeMoi HH(MOpMAITIH;

-3allUTa XPAHUMBIX, OOpabaTBIBAEMBIX U MEpelaBaeMbIX HH(OPMALMOHHBIX
pecypcoB KOMILIEKCOM cpencTB 3amuthl (qanee — KC3) onepannoHHON CUCTEMBI
(manee — OC);

- aIMUHUCTPUPOBAHUE;

- o JepKKa HHTepdeiica MPUKIATHOrO NPOrpaMMHPOBAHNS;

- IOJ/IEpP>KKa MOJIb30BaTENLCKOr0 HHTEpdeica.

OC Anpt 8 CII monmepuBaeT KIHEHT-CEPBEPHYIO AapXUTEKTYpy W  MOXET
oOcnyKMBaTh NPOLECCHl KAaK B Mpeaenax OJHOW KOMIBIOTEPHON CHUCTEMBbI, TaK U
npoueccsl Ha apyrux [I9BM depes kaHambl epeaadn JaHHBIX WM CETEBBIE COCAMHEHUS.

Buner moctaBku auctpuOyTHBa A5 apXUTHKTYpBI Dnb0pyc-4C (8C):

- PaGouas crannus Ias0pyc-4C;

- PaGouas cranmus Dme0pyc-8C;

- Cepsep Dap0pyc-4C;

- Cepaep Dmp0pyc-8C.

Bapuant ucnonnenus OC Anet 8 CII CepBep BKIIOYAET CHEAYIOIINE CEPBEPHBIC
KOMITOHEHTHI:

- CYB]I PostgreSQL 9.5;

- CYB/J MariaDB;

- BeO-cepBep Apache;

- cepep npuinoxenuit PHP;

- nouyToBHIN cepBep Postfix;

- IMAP u POP3 cepBep Dovecot;



6
JIKHB.11100-01 31 02

- FTP cepsep;
- TFTP cepgep;

- (paiinoBbIi cepBep Samba;

- paiinossiii cepBep NFS;

- cynepcepBep xinetd;

- cepBep YAAJEHHOTO JTOCTyMa MO MPOTOKOIYy ssh;
- DNS cepgep bind;
- DHCP cepgep;

- cepBep KoHTposutepa nomeHa Windows SambaDC;

- cepBep KoHTpoJuiepa gomeHa Linux FreelPA;

- LDAP cepsep;

- cepBep Kerberos;

- cepBep neyatu CUPS;

- cepBep BpeMenu NTP.

Bapuant ucnonunenuss OC Anpr 8 CII PabGouast ctaniusi BKIo4YaeT O(UCHBIE U

KINCHTCKHUC ITPUTIOKCHUA U oOecrneynBaeT BEITIOJIHCHHE CICOYIOIINX (bYHKHI/Iﬁl

1) mepcoHalbHBIE CPEACTBA HHPOPMAIIMOHHOTO OOMCHA:

MOJIYYCHHUE M YTEHUE AJIEKTPOHHOM TouThI (110 mpoTokosiam POP3, IMAP);
OTMpaBKa MOYTHI, B TOM YHCJI€ U HAMPSIMYIO HA CEpBEP MOTydaTes;
BEJICHUE A/IPECHON KHUTH;

BEJICHUE KOPOTKUX 3aMETOK;

IIaHUPOBAHUEC BCTPCU U 3a1a4 C YBCIOMIICHUEM 00 nx HAaCTYIIJICHUHU,

2) TOJIe3HBIC BO3MOXHOCTH:

IIPOCMOTP KaneHaaps;
apu(PpMETHYECKUN KAJIbKYJISATOD;

CJIOBaphb (CO BCTPOCHHBIM AHTIIO-PYCCKUM CIIOBAPEM);
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3) pabora ¢ TOKyMCHTaMH:

IIpaBKa IIPOCTBIX TEKCTOBBIX JOKYMEHTOB;

IpaBKa JOKYMEHTOB CO CJIOKHBIM (pOpMaTHPOBAHUEM;

HOJICYET B JIEKTPOHHBIX TA0IMIIAX;

IIOATOTOBKA U IPOBEICHUE NTPE3CHTALNN;

MOCTPOEHUE PA3IUYHBIX CXEM U3 MPENONPEIEICHHBIX M1a0J0HOB;
ynpasiieHue 0a3aMu JaHHbIX;

CKAaHUPOBAHUE;

CO3JIaHKME apXUBOB, YTCHUE U3 apXUBOB (rar, arj, zip, tar.bz2, tar.gz, 7z);

4) cpenctBa paboThl B cetu Mateprer/MHTpaneT:

IPOCMOTpP BEO-CTpAHMII, BKIIIOUAs TMIIEPTEKCTOBbIE BEO-CTPAHULIbI, ay/IUO
U BUJIEO;

BOCITPOU3BEEHUE TOTOKOBOI'O ay/IHO U BUJEO;

oO1ieHue B ceTaXx oOMeHa HEMEMJIEHHBIMU COOOUICHUSIMU (C MOAJIEPIKKON
XMPP);

pabota c ¢aitnamu no npotokonam FTP;

5) BbIBOJ MH(DOPMAITUH:

reyaTth Ha npuHTepe © MOY;

coxpanenue B ¢popmare PDF;

6) MyibTHMEIHA:

npocMoTp uzobpaxkenuit (popmarsl netpbm 8 u 16 our, tiff 8 u 16 our (B
T. 4. MHOTOCTpaHW4HbIN), geotiff, png (B T. 4. 16-6uT), jpeg2000, djvu,
jpeg, svg, bmp, gif ¢ anumanuein, ico;

peaaKkTHPOBaHUE PACTPOBBIX NU300PAKEHHUI;

pEIaKTUPOBAHUE BEKTOPHBIX N300paKEHUI;

3amuicb CD wu DVD (co3nmanue HOBOro MpoeKTa M KONUPOBAHHE
CYILIECTBYIOILIETO IUCKA);

coxpaHeHue B (aiiyiax COAEPKUMOT0 3BYKOBBIX KOMITAKT-UCKOB U BHIIEO C

DVD;
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3aIlKCh 3BYKa C MUKPO(OHa;

3aIMCch BUJIEO C BEO-KaMepHhI;

npocMoTp Buaeo (B hopmarax avi, mpg, ogg, divx, xvid, mkv, flv, wmv) ¢
cyOTuTpamu (.ssa, .Stt, .ass);

MpOCIyIIMBaHUE 3BYKOBBIX (aiiioB (B dhopmartax wav, flac, cue, mp3, ogg,
aac, ape);

MIPOCITYIINBAHUE 3BYKOBBIX KOMIAKT-IUCKOB;

BO3MOHOCTB ITpocmoTpa DVD.
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2. YCJIOBUA ITPUMEHEHNU A

2.1. TpeboBaHUsI K TEXHUYECKUM CPEACTBAM

I ¢ynaxkuaumonupoanus OC AnwsT 8 CII HeoOxomuma IIDBM, obnanarorias
CIIEIYIONTUMU XapaKTEePUCTHUKAMMU:

- mponieccop apxutekTypsl Inbopyc-4C (8C);

- 00beM ornepaTUBHON MaMsITH — He MeHee 512 MoOait (pekomenayercs ot 1 I'GaiiT
u Oosee);

- 00BEM JOCTYITHOTO MPOCTPAHCTBA HAKOMUTEINS HA KECTKUX MAarHUTHBIX TUCKaX HE
menee 30 ['6aiit (pexomenayercs 200 ['Gaiit u Goree);

- nepudepuiinple yCTPONUCTBAa BBOJA/BBIBOJIA — YCTPONMCTBO YTEHHUS W 3alKCH

KOMIAKT-AHCKOB.
2.2. TpeboBaHus U yCIOBHSI OPraHU3aLMOHHOTO U TEXHOJIOTHUECKOTO XapaKTepa

Ko Bcem monp3oBarensm OC Anwt 8 CII npenbsiBisercs ciaeayroliee TpeOoBaHUE:
0a3oBble HaBbIKK padboThl ¢ OC cemeiicTBa «Linuxy.

K apmunuctpatopy OC Anst 8 CII npenbsBistoTcs cienyronme TpeOoBaHus:

-3HAHWE TPUHIMIIOB TOCTPOECHHUSA U  (PYHKIIMOHUPOBAHHMS  COBPEMEHHBIX
BBIYUCITUTEIBHBIX CUCTEM, MEXaHU3MOB 3aIIUThl UHPOPMAIUH;

- HaBbIKK paboThl ¢ OC cemeiicTBa «Linuxy;

- HABBIKM QJIMUHUCTPUPOBAHUS OOIIECUCTEMHOT0 M MPUKIATHOTO MPOTrPaMMHOIO
o0ccIIcUeHHS;

- HABBIKM HACTPOWKH CPEJICTB 3aIIUThI, UCTIOIb3yeMbIX B coctaBe OC AnbT 8 CII.

2.3. OrpaHnYeHUs Ha UCIIOJIB30BAHNE TEXHHYECKOTO W MPOTPAMMHOTO XapaKTepa

2.3.1. OrpanuveHusi Ha UCIOJIb30BAHUE aMMapPaTHHIX MIATGHOPM U 0A30BBIX CUCTEM
BBO/Ia-BBIBO/IA

He nomyckaetcst ucnosib30BaHUE anmnapaTHbIX MIaTGopM U Bepcuil 6a30BbIX CUCTEM
BBOJIa-BbIBOJIA M [JpailBEPOB, COAEpPKALIUX H3BECTHHIE YSI3BHUMOCTH, ONMCAHHBIE B

00111eIOCTYITHBIX UCTOYHUKAX UH(OPMAIIUH.



10
JIKHB.11100-01 31 02

B cnyuae ecnu mcnonbs3yemas anmapatHas miaTdopma, Bepcus 0a30BOW CHCTEMBI
BBOJIa-BbIBOJIA WJIM BEpCHUs ApailBepa COIEPKUT YSA3BUMOCTb, TO €€ HCIOJIb30BAHHE
JIOMYCKAaeTCsl TOJBKO TMOCJAE TNPUMEHEHMsI IMaTya, MPEICTaBIECHHOTO pa3padOoTYUKOM
JAHHOW ammapaTHOW TuIaTGopMbl, Bepcur 0a30BOM CHUCTEMBI BBOJIa-BBIBOJA WM BEPCHH
npaiiBepa (0UIIMAIBHOTO TaTYa).

[Ipu OTCYTCTBMM Takoro marda HWCIOJB30BAHHE aIlapaTHON miIaTGOpMBbl, BEpCUU

0a30BOI CUCTEMBI BBO/Ia BHIBO/IA MJIM BEPCHUH JIpaiiBepa HE AOIMYCKACTCs.
2.3.2. OrpaHu4eHus Ha IEUCTBUSI P OOHAPYKEHUH YSI3BUMOCTEN

B cnydae oOnapyxenus ys3BUMOCTedl B mporpaMmHbIX Monayissx OC Anet 8 CII
HEOOXOJMMO  YCTPaHUTh  YSI3BUMOCTh MYTEM YCTAHOBKH  CEPTUPHUIIMPOBAHHOTO
OOHOBJICHUS, JMOO TIyT€M NPUHSATHUS UHBIX OPraHU3alUOHHO-TEXHUYECKUX MeEp,
HANpaBJICHHBIX HA UCKIIFOYEHUE BO3MOKHOCTH YSI3BUMOCTH.

IIpy 3TOM cCamMu Mepbl HOCAT BPEMEHHBIM XapakTep, a HUX MCIOJIb30BAHUE

JOMYCTUMO J10 MOMEHTA BBIMTYCKa COOTBETCTBYIOIIETO OOHOBIEHUS.
2.3.3. OrpaHuy4eHusi, HaKJIa/IbIBa€MbI€ Ha MCIOJb30BaHue MexaHnu3mMoB KC3

OrpaHunueHus, HakjIaJblBaeMble Ha MCIOJb30BaHue MexaHu3MoB KC3, npuBeneHsl

B JokyMeHTe «PykoBoacTBO 1o KoMiuiekcy cpencts 3amuTsl. JIKHB.11100-01 99 02».
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3. OIUCAHUME 3AIAYN

3.1. Onpenenenue 3anauu

OC Anbt 8 CII pemaer ciaeayromnme OCHOBHbBIC 3a/1a4H:

- OpraHmU3aIys JUCKPEIIMOHHOTO MPUHITAIIA KOHTPOJISI TOCTYTa K HH(POPMAIIHH;

- uAcHTU(UKALINUS ¥ ayTeHTU(DUKAIIUS CYOBEKTOB;

- pa3rpaHUYEHHE JIOCTYyTA K CETEBOMY B3aUMOJICHCTBUIO B COOp CTAaTUCTHKH;

- COTIOCTABJICHUE OJIb30BATENS C YCTPONUCTBOM;

- KOHTPOJIb CO3/IaHMS U YAAJIICHUSI MPOIECCOB;

- KOHTPOJIb PACIIPEACIICHHSI CHCTEMHBIX PECYPCOB;

- M30JISIIIMST IPOTPAMMHBIX MOJIYJIEH MPOIIECCOB B Mpenesiax ONEPaTUBHOW MaMATH
[19BM;

- CHHXPOHM3AIIHS MPOIIECCOB;

- pacripeieieHle ONePaTUBHOM MaMITH MEX]Ty MPUKIAIHBIMU 3a/]a4aMu;

- ourcTKa (0OHYyJIEHHE) OCBOOOXKIaeMbIX 001acTelt onepatuBHOM namsiTu [19BM;

- IOCTYT K NepUPpEpUitHbIM YCTPONUCTBAM;

- 3aI[UTa BBOJA U BHIBOJIA HA OTUYKJIaeMbIil (M3HUECKUIl HOCUTENh HH(OPMAITNH;

- Oy(epu3zanus TaHHBIX;

- B3aUMO/ICHCTBUE C YIPABJISIONIMME MPOrpaMMaMH alapaTHBIX CPEACTB;

- perTucTpanusi W OJKypHAJIMPOBAaHWUE COOBITUHA, B TOM YHCIEC — COOBITHM
0e30macHOCTH;

- KOHTPOJIb IEJIOCTHOCTH TporpamMMmHubIX cpeactB, KC3 wu obOpabaTsiBaecMmoit

uH(popMauu.
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3.2. Metoap! penieHus

Jnst pemenuss moctaBiaeHHBIX 3amad B OC Anpt 8 CII mormdecku  BBIIETICHBI

CIacayromunue CUCTCMBbI:

1) cucrema ympaBiCHHS TNPOIECCAMH, B COCTaB KOTOPOH BXOJAT CJCIYIOIIUE

cpcacTBa:

CILy>KOBbI KOHTPOJISI CO3JaHUs U yJIaJI€HUs IPOLIECCOB;
CITY>KObI CHHXPOHM3AIIUH TPOIIECCOB;
CIIy’KOBbI KOHTPOJISI pacipeieJICHUs] CUCTEMHBIX PECYPCOB;

MOJICUCTEMA MEKIIPOLIECCOPHOTO B3aMMOICHCTBHSI;

2) cucTeMa yIpaBleHHs TaMAThIO;

3) cuctema paboThI ¢ daitnamu;

4) cucrteMa BBOJa-BbIBO/A, B COCTaB KOTOPOI BXOMISAT CICAYIOIINE CPEICTBA:

Ciryk0bl Oy(epuzanuu JTaHHBIX;

CILy>KOBbI JOCTyIa K epu(epuiiHbIM YCTPOMCTBAM;

CITy>KObI B3aUMOJCWCTBUS C YNPABJSAIONIMMH MpOTpaMMaMH anmapaTHBIX
CPEICTB;

CILy>KObl yIIpaBIIEHUS M1€YATHIO;

5) cucTema aIMUHUCTPUPOBAHHUS,

6) KC3, B cocTaB, KOTOPOTO, BXOASAT CACAYIOIINE CPEIACTBA:

CILy’KObl UAECHTU(UKAIIMN U ayTeHTU(PHUKAIMK CyObEKTOB JIOCTYIIA;
CJIyKObI yIpaBJIeHUs IOTOKaMU UH(OpMAIUK;

CIIy’KOBbI perucTpauuu coObITHII;

CIyk0bl  OoOecriedeHue  IEJOCTHOCTH  MPOTPAMMHBIX  CPEICTB |
obOpabaTeIiBaeMOi HH(POPMAITUH;

cpeacTtBa BOCCTAHOBJICHMA.
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3.2.1. Cucrema ympaBieHUs TaMSATBIO

Cucrema  ympaBjieHHS  NaMmsAThbIO  OOECHEYMBACT  BBIMOJHEHUE  (GYHKUUN
pacrpeqesieHue OINEPATUBHOM MaMsATH MEXIY NPUKIAIHBIMHU 3anadamu. OrnepaTuBHas
namsatTe B OC AnpT 8 CII nMeeT cTpaHMYHYIO OpraHM3aIMIo, B OCHOBE KOTOPOMl JIEKHUT
OPUHIMI  JICJICHUs] BUPTYAJIbHOTO aJpPECHOT0 MPOCTPAHCTBA HA YacTU (CTPAHUILBI).
Crpanuubl  Bcerga uMEIOT (UKCUPOBAaHHBIN pasMmep. llepemaua maHHBIX MEXITY
ONEpPAaTUBHON MaMATHIO U JIUCKOBBIM HAKOIUTEJIEM BCETJa OCYIIECTBIISIETCS B CTPAHMIIAX.
[Ipu sTOM mpolecc paboTaeT C BUPTYaJbHBIMH aJpecaMu, a He ¢ (U3NYECKUMHU.
[IpeoOpa3zoBanre MPOUCXOJUT TMOCPEJACTBOM  BBIYMCICHUHN, UCHOIL3YSd TaOJUIIbI
JIECKPUTITOPOB U KaTaJOTy TAOJIHII.

OC Aunsbt 8 CII momnepkuBaeT TpHU YPOBHS TaOJIHIL:

- karasior Tabnuil neporo ypoBHs PGD (Page Table Directory);

- Katajor Tabaui] Broporo yposHs PMD (Medium Page Table Directory);

- rabnuma neckpunropoB PTE (Page Table Entry).

[IpeoOpa3oBaHue BUPTYyaJIbHOTO ajapeca B (U3UYECKUN OCYIIECTBISIETCS B TpU
JTarna:

1) ykazarenr PGD, umerommiicss B CTPYKTYpE OINMCBHIBAIONINE Ka) bl TpoIiecc,

npeobpasyercs B ykazaTenb 3anucu PMD;

2) ykasarenb 3anucu PMD mpeoOpasyeTcst B ykazateib B TaOJHIIE JCCKPHUIITOPOB

PTE;
3) K peaJbHOMY ajpecy, YKa3bIBaloIIeMy Ha HayaJlo CTPAHMIIBI MPUOABISCTCS
CMEUIEHHUE OT €€ HaJaa.

Bce nannbie 00 ncnonb3zyemoit nporeccom namsitu xpauares siapom OC Anbt 8 CIIT
B CIICIUATILHBIX CTPYKTYpax.

[Ipu oTkpeiTHM (aiiia BBIIONHIETCS €ro OTOOpa)keHHWe B MaMATh (YacTh (aiiia,
JIOYMTaHHAs JI0 pa3Mepa CTpaHuIlbl. PeanbHbli ke 3ampoc Ha oToOpakeHue ¢aiiia TOIbKO
BO3BpAILIAET JPEC HA YK€ KAIIUPOBAHHBIE CTPAHULIBI.

Ha ypoBne mporiecca pabota MOXET BECTUCh KaK CO CTpaHUIIAMU HAMPSMYIO, TaK U

yepes ClelraIbHbIe CTPYKTYPBI sapa.
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3.2.2. Cucrema yrpaBieHUs MIPoLieccaMu

Cucrema ynpasnenus mnporieccamu OC Anbt 8 CII obecrieunBaeT BBITIOJIHCHHE
CIICTYIOIINX (PYHKITHIA:

1) ympaBiieHHE MPOIECCAMHU:

CO31aHHUC IIPOLICCCOB,

YIPABJICHHUE MPOIIECCAMMU;

yJlaJIeHUE TPOIIECCOB;

MJIAaHUPOBAHKE MPOIIECCOPHOTO BPEMEHHU;
2) pacrpe/eeHue CUCTEMHBIX PeCypCOB;
3) CHHXPOHHU3AIUS MPOLECCOB U OPraHU3AIHsI MEXKITPOIIECCHOTO B3aUMOICHCTBHS:
- COKETHI;
- CHUTHAJIBL;
- KaHaJIbI;
- o4epeau COOOIICHU;
- cemadopsl;
- pazzaensiemMasi mamsTh.
3.2.2.1. Ynpasnenue nporeccaMmu
[Tpouieccom B OC Anbt 8 CII HazbiBaeTcsi mr00asi BBIMOTHSIONMIAACS MPOrpaMma.
OC Anbt 8 CII xak MHOTO3a7a4Hasi CUCTEMa XapaKTepU3yeTcs TEM, YTO OJHOBPEMEHHO
MOYET BBITIOIHATHCSI MHOYKECTBO MPOIIECCOB, MPUHAICKAIINX OJHOMY WJIM HECKOJIBKUMU
MOJIb30BATENSIMU.
OIHOBPEMEHHO B OMEPATUBHON MaMSATH MOXKET HaXOIUTHCSI HECKOJIBKO MPOIIECCOB,
IpU 3TOM KaXJIoMy paboTaromeMy MpoIeccy CHUCTeMa MPUCBaMBAET yHUKalbHBIN PID
(process identificator). Kaxaslii mporiecc BBITOIHIETCS B COOCTBEHHOM BHPTYaIbHOM
aJpECHOM IIPOCTPAHCTBE.
OC Anber 8 CII ympaBmsier o0Opa3oMmM Tpoliecca B OINEPATUBHON TAMATH WITU
CEerMEHTaMM KOJia ¥ JJAHHBIX, OTIPEACIISIIONIUX Cpeay BbioaHeHusa. CerMEeHT K0Jia, B CBOIO
ouepelb, COACPKUT pealbHble MHCTPYKIIMU IIEHTpajibHOMY Ipoleccopy. JlaHHBIE,

CBA3AaHHBIC C IIPOOCCCOM, TAKIXKC ABJIAIOTCA YaCTbIO 06pa3a nponecca, U XpaHATCA B
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peructpax. Jlyisi onepaTuBHOTO XpaHeHUs pab0YnX JAaHHBIX CYIIECTBYET 00JACTh MaMSTH,
BbIICNIIeMasl JMHAMHYECKH, U CIOCOOBI €€ MCIOJb30BaHMS MEHSIOTCS OT Ipolecca K
poILIeCCy.

[Ipoueccrl pazpensiorcss Ha: (GYHKIMOHHMPYIOIIME HA YPOBHE SiApa ONEpaliMOHHON
cuctemsl (kernel-space) U GyHKIMOHHUPYIOIIME BHE SApa OMEPAIIMOHHOW CHCTEMBI (user-
space). [Iponecchl, GyHKIIMOHUPYIOIIUE HA YPOBHE si/ipa, 3amyckatorcst caMuM sigpom OC,
aub0 B BHIE TMOATPY)KAaeMbIX MoAayJied smapa. I[lpomecchl, (QYHKIHMOHHUPYIOIIHNE B
CUCTEMHOM OKpY>KEHHUH, 3alycKaroTcs cTaHaapTHbIM i npuioxenuidt OC Anbt 8 CII
METO/IOM.

3.2.2.1.1. Co3nanue mnpoiiecca

[Ipouecc mopoxaaercs ¢ MOMOIIbIO CHUCTEMHOIO BbI3oBa. llpu co3maHnm HOBOTO
MIPOILIECCA BBITIOJIHSIETCS CIIETYIOLIEE:

1) BBIIENSETCS MaMATH JIJIS OIKCATEN sl HOBOTO IPOIlecca B TAOJIHIIE MPOLIECCOB;

2) Ha3HAYaeTCs YHUKAIbHBIA WICHTUHUKATOP mporecca PID;

3) co3maercs JIOrMYecKas KOMHS TMPOIECCa, KOTOPBIA BBIMOIHICT IOJHOE
KOIHUPOBAHUE COAECPKUMOTO BUPTYaJIbHOW MaMATH POJUTEIBCKOTO IMpoLecca,
KOMHUPOBAHUE COCTABIISIIOUIUX SJIEPHOTO CTAaTUYECKOTO UM JUHAMHYECKOIO
KOHTEKCTOB IPOIECCA-TIPEIKA;

4) yBENIMYMBAOTCS CYCTYUKU OTKPBITUS (DailyioB  (MMOPOKACHHBIA  MPOIECC
HacJIeyeT BCE OTKPBIThIE (hallJibl pOIUTETHLCKOTO MIpoIiecca);

5) BosBpaimaetcs uaeHtuukatop nporecca PID B Touky Bo3BpaTa U3 CHCTEMHOTO
BBI30BA B POJAUTENHCKOM Ipoliecce U 0 — B mponecce-noToMKe.

[Tpu mopoxaeHnu mpoiecca, Il HEro CO3/1aeTcsi CBOM OJIOK yNpaBlieHUs, KOTOPBIN
MOMEIIAeTCsl B CUCTEMHYIO TaOIMIly MpolieccoB, Haxoasgmuxcsa B sape OC. Dta Ttabnuia
MPEACTABIISIET COOOM MACCUB CTPYKTYp OJOKOB YIPABIEHUS MPOLIECCAMH.

B xaxmom 0510ke cozepkarcs Caeayromue JanHble, oTciexkuaembie sapom OC:

- CJIOBO COCTOSIHUSA Tpoliecca;

- IPUOPUTET;

- BEJIMYMHA KBAaHTA BPEMEHU, BBIJIEJIEHHOTO CUCTEMHBIM IJIaHUPOBIIUKOM;

- CTCIICHDb MCITIOJIb30BaHUSA CUCTCMHLBIM ITPOLECCOPOM;
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- MPpU3HAK JUCTIETYCPU3AITUY;

- UICHTU(PUKATOP MOJIH30BATENS, KOTOPOMY MPUHAJICKUT IIPOLIECC;

- 3¢ (DeKTUBHBIN UACHTU(DUKATOP MOJIb30BATEIS;

- peanbHbIN U 9)PEKTUBHBINA UACHTU(PHUKATOPHI TPYTIIIHI;

- TpyIIIa npoiiecca;

- IACHTU(PHUKATOP TIpoIIecca U UASHTU(HUKATOP POTUTEITHCKOTO TIPOIIEeCCa;

- pazMep 00paza, pa3MeIaeMoro B 00J1aCTH MOIKAYKH;

- pa3Mep CEeTMEHTOB KOJla U JIaHHBIX;

- MACCHUB CHUTHAJIOB, OXKHUIAIOMINX 00paOOTKH.

3.2.2.1.2. YupasneHue nporueccom

Jist ynpasieruss nporeccamu OC Anpt 8 CII ncmonbs3yeT nBa OCHOBHBIX THIIA

HH()OPMAITMOHHBIX CTPYKTYD:

- IECKpUNTOp TMpoliecca — COACPKHUT HH(OPMALMIO O COCTOSIHMM IIpolecca,
pacmosoXeHuu o0pasa Mmpolecca B OMEPaTUBHONM MaMsITH U Ha TMCKE, O 3HAUEHUHU
OTJICJIbHBIX COCTABJISIONIMX MPHOPUTETA, a TaKXKE €ro MTOrOBOE 3HAYCHUE —
rJI00QJIbHBIA TIPUOPUTET, UIACHTU(GUKATOP MOJIB30BATENSI, CO3/ABIIETO IPOILIECC,
uHGOpMAIUs O POACTBEHHBIX MPOIECCaX, O COOBITHSIX, OCYIIECTBICHUSI KOTOPBIX
OKHJIAeT JaHHBIN MPOIIECC U APYTYIO HHPOPMAIIHIO;

- KOHTEKCT TpoIecca — COJMCPKUT MH(MOPMAILIMIO O MPOIEcce, HEOOXOAUMYIO IS
BO300OHOBJICHHSI BBITIOJIHEHUSI Tpollecca C TPEPBAHHOTO MeECTa: COJEPKUMOE
PETUCTPOB MPOIIECCOPa, KOl OIMUOOK, BBITIOJHIEMBIX MPOIIECCOPOM CHUCTEMHBIX
BBI30BOB, MH(OpMaIio 000 BCEX OTKPBITHIX JaHHBIM IporieccoM (aiiaoB u
HE3aBEPIIICHHBIX ONEPAIMsIX BBOJA-BBIBOA U JAPYTHE JIAaHHBIE, XapaKTePU3YIOLHe
COCTOSIHAE BBIYMCIIMTEIILHOMN CPEIbl B MOMEHT MPEPBhIBAaHUS.

3.2.2.1.3. 3aBepieHue npoiecca

3aBepiieHre TPOIEeCcCa BBIMOTHSAETCS C TOMOINBI0 CHCTEMHOTO BBI30Ba, IpHU

KOTOPOM OCBOOOXIAIOTCSI BCE UCIOIb3yeMbIe PECYPCHI, TaKWe KaK MaMsTh U CTPYKTYPHI
tabnu sapa. KpoMe Toro, 3aBepiiaroTcss M 0YEpHUE TIPOIIECCHI, MOPOXKICHHBIE JaHHBIM
mpoieccoM. 3aTeM W3 TaMATH YAAISIOTCS CETMEHTHl KOJa M JIAHHBIX, IOCJE 3TOTO

POIMTEIBCKHUI MPOIECC OYHMIIIAET BCE PECYPChI, 3aHUMAEMbIE IOUEPHUMH TPOLIECCAMH.
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3.2.2.1.4. TInanupoBaHue

B OC Anbt 8 CII peannzoBaHa BBITECHAIONIAs] MHOT033/1auHOCTh, OCHOBaHHasi Ha
UCIOJIb30BAaHUU IPUOPUTETOB M KBAHTOBAHUSI.

Bce npoumecchl pa30MTBI HAa HECKOJBKO TpPYyNI, Ha3bIBAEMbIX KJlaccaMu
npuoputeToB. Kaxmas rpyrnima uMeeT cBOU XapakTEPUCTHKHU TIIaHUPOBAHUSI MPOIIECCOB.

JlouepHuil mpouecc HacienayeT XapaKTEPUCTUKHU IUIAHUPOBAHUS POJUTEIHCKOIO
Ipolecca, KOTOpPbIE BKIIOYAIOT KJIACC MPUOPUTETa W BEIUMYHMHY IPHOPUTETA B 3TOM
kiacce. Ilporecc ocraercst B TaHHOM Kjacce /0 TeX IOp, MOKa He OYyJeT BBINOJHEH
CUCTEMHBIN BBI30B, M3MEHSIOMUN ero kiacc. CylecTByeT TpU NMPUOPUTETHBIX Kiacca
IIPUOPUTETOB: KJIACC PEATBHOIO BPEMEHM, KJIacC CHCTEMHBIX IIPOLECCOB M KJacc
MPOLIECCOB pa3zelieHus BpeMeHHu. [IpuopuTeTHOCTh mporecca TeM BbIlIE, YeM OOJIbIle
YHCIIO, BBIPAXKAIOIIEE TPUOPUTET.

[Ipoueccel  CUCTEMHOrO  Kjlacca HCIOJIB3YIOT — CTPAaTErui0  (PUKCHPOBAHHBIX
npuoputeToB. CHUCTEMHBIN KIIACC 3ape3epBUPOBAH ISl IPOLECCOB sAlpa. YPOBEHB
MIPUOPUTETA MIPOLIECCY HA3HAYAETCS SIAPOM U HUKOT/1a HE NU3MEHSIETCH.

[Iporiecchl pealbHOrO BPEMEHU TaKX e HCHIOJB3YIOT CTpPaTeruio (PUKCUPOBAHHBIX
MPUOPUTETOB, HO TMOJB30BATEIb MOXKET HMX M3MEHATh. [IpM HaIMYMM TOTOBBIX K
BBIIIOJIHEHHIO MPOLECCOB PEAIBHOIO BPEMEHH JPYTHE MPOLECCHl HE pACCMAaTPUBAIOTCS.

XapakTepUCTUKH TUJIAHUPOBAHMS MPOLIECCOB PEATBHOIO BPEMEHHU BKIIIOUAIOT JBE
BEJIMYMHBI: YPOBEHb TNIOOAIBHOTO MPUOPUTETA U KBAHT BpEMEHHU. [ KaXa0ro ypoBHs
MIPUOPUTETA YCTAHABIMBAETCS 10 YMOJUYAHHUIO CBOSI BETMUMHA KBaHTa BpeMeHH. [Ipoueccy
pa3penaeTcsi HKCIHOJb30BaTh PECypchbl IMpoIeccopa B TEYEHHE YKA3aHHOTO KBaHTa
BPEMEHHU, MO0 MCTEYEHUHU KOTOPOTO IUJIAHUPOBIIMK CHUMAET MAaHHBIM Mpolecc C
BBITIOJTHEHUSI.

B kmacce mnponeccoB pasieieHuss BpPEMEHM JJIA  PACTpPEACNICHHs] BpPEMEHU
rpoleccopa MeXAay NpoLeccaMHd MCIOJb3YETCs CTPAaTerusl TMHAMHYECKHX MPUOPHUTETOB,
KOTOpast aIallITUPYETCsl K ONEPAlMOHHBIM XapaKTepUCTUKAM Ipoliecca.

Bennunna npuopuTeTa, Ha3HA4Yae€MOro Mpoleccam  pa3lelieHHs] BpPEMEHH,
BBIYUCIISIETCS] MPONOPLMOHAIBHO 3HAYEHUSIM JBYX COCTABJISIOIIMUX: MOJIb30BATEIBCKOU

YacTU U CUCTEMHOHU 4JacTu. [lonp30BaTebckas 4acTh IMPpHUOPUTETA MOIKET OBITh U3MEHEHA
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CyIepIioyib30BaTeaeM 00t W BiIaAeNnbleM MPOLECca, HO B MOCIEAHEM CIIydae TOJbKO B
CTOPOHY €r0 CHM>KCHUSI.

CucreMHasi cOCTaBIIAIONIAsl MO3BOJSET IUIAHUPOBIIUKY YIPABIATH MPOLECCAMH B
3aBUCUMOCTH OT JUIUTEIBHOCTH HCIIOJIb30BAaHUS UMHU PECYpPCOB MPOLECCOpPA, HE YXOHs B
COCTOSIHUE OKUJaHUS.

3.2.2.2. PacripeiesieHre CHCTEMHBIX PECYPCOB

Jlist 3ammycka mporiecca, BeimodHsgeMoro B OC Anbt 8 CII, HeoOX0aMMBbI CUCTEMHBIC
pecypchl, TaKME€ KakK MNaMsATh, MOPThl BBOJA-BbIBOAA, MaMSATh BBOJAA-BbIBOAA, JWHUU
NpephIBaHuUs, a TakkKe KaHaIbl maMsaTh mpsimoro oOpamenuss DMA (Direct Access
Memory).

Cucrema ympaBneHus pecypcamu, peanuzoBanHas B OC Anwt 8 CII, moxer
YIOPABJISTh MPOU3BOJBHBIMU peCypcamMH, OOBEIHHSSI X B HUEPAPXUUYECKYIO CTPYKTYPY.
['moGanbHbIe pecypchl CHCTEMbl (Hampumep, TMOPTHI BBOJA-BbIBO/A) MOTYT OBIThH
pa3ziereHbl Ha TOJMHOXECTBA — HAIpUMEp, OTHOCSIIMECS K KaKOMY-JIMOO CIOTY
anmnapatHod MmMHBL. ~OmnpelneNeHHble JIpalBepbl, TaKXke, MpPU IKEJTAHUHU, MOTYT
IIO/IPA3JIEIATh 3aXBATHIBAEMBIE PECYPCHI HA OCHOBE CBOEH JIOTHUECKOU CTPYKTYPHI.

O6mactp mamsATH, NpUHAANIEKam@As MnepudepuiHoOMy YCTPOICTBY, Ha3bIBAETCS
MaMAThI0 BBOJIA-BBIBOJIA, YTCHUE W 3alMCh MOPTOB M MaMSTH BBOJA-BBIBOJIA — paboTa
npaiiBepa. IlopTel M maMaTh BBOJA-BbIBOJA OOBEAMHEHBI OOUIMM HAa3BaHUEM — PETHOH
(nu 00JacTh) BBOIA-BBIBOJIA.

Jns  npenorBpamieHus  KOJUIM3UMM — MEXAY  pPa3jJMyHbBIMU  YCTPOWCTBAMU
B OC Anpt 8 CII peanm3oBaH MeXaHHW3M 3alpoca/BBICBOOOXKICHUS PETHOHOB BBOJA-
BBIBOZIA (TIOPTHI U MaMSTh BBOAA-BBIBOJIA). DTOT MEXAHHU3M IPEACTABISIET MPOTPAMMHYIO
a0CTPaKIIMIO U HE PACTIPOCTPAHSIETCS HA alapaTHbIE BO3MOXXHOCTH.

Nudopmanus o 3aperucTpupoOBaHHBIX pecypcax AOCTyIIHA B TEKCTOBOM (Gopme U
coaepkutcs B aitnax /proc/ioports M /proc/iomem. Kaxnas cTpoka maHHoro ¢aiina
O0TOOpaKaeT B MIECTHAIIIATEPUYHOM BU/JIC JUATIA30H MTOPTOB, CBSI3aHHBIX C IpaliBEPOM HIIH

BJIQZIEITIBLIEM YCTPOMCTBA.
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3.2.2.3. CUHXpOHHU3alUg  TPOIECCOB M  OpraHM3alus  MEXIPOIECCHOTO
B3aUMOJECHCTBUS

K cpemctBam  mima  opraHm3aluy — MEXIPOLECCHOTO  B3aMMOJECUCTBHUSA
B OC AnbT 8 CII oTHOCATCA: COKETHI, CUTHAJIbI, KOMMYHUKAIIMOHHBIE U MMEHOBAHHBIC
KaHaJbl, COOOIIeHHS (ouepeau cooOIIeHuit), cemadopsl U pasjaeiseMas MamsTh.

3.2.2.3.1. Coxertsl

Coker gomena UNIX (Unix domain socket, UDS) wmm IPC-coker (coker
MEXIPOLIECCHOTO B3aMMOJCHCTBUSI) — KOHEYHAs TOYKAa OOMEHa JaHHBIMH MEXKIY
mpoleccamu, paboTarolUMH B 0THOU U ToM ke cucteme UNIX.

Homennsie coeaunenuss UNIX sBusitorcs, mo cyTH, OalTOBBIMH TIOTOKAMH,
CXOXUMHU C CETEBBIMU COECIMHEHUSAMHU, HO TIPH 3TOM BCE€ JaHHBIE OCTAIOTCA BHYTPH OJTHOTO
KOMITbIOTEPA (TO €CTh OOMEH JaHHBIMH MPOUCXOAUT JIOKAJIBHO).

UDS ucnonb3yior ¢ailioByro CUCTEMY KakK aJIpeCHOE MPOCTPAHCTBO UMEH, TO €CTh
OHHM MPEJICTABIISIOTCS MPOLIECCAMH KaK MHOJBI B (PaillioBOM cucTeMe (CUCTEMOM CO3/1aeTcs
CHEelMaNbHBIM (aill COKeTa MO 3aJaHHOMY MyTH). ODTO MO3BOJIIET JIBYM pa3iMYHbIM
IpoleccaM OTKPBIBaThb OJUH M TOT K€ COKET Ul B3aUMOJIEHCTBUS MeXay coOoil (uepes
(aiin cokera J1r0ObIE JTOKAIbHBIE IPOLIECCH CMOTYT COOOIIATHCS MYTEM YTEHUS/3aMUCH U3
Hero). OpHako, KOHKPETHOE B3auUMOJCHCTBHE, OOMEH JaHHBIMH, HE HCIOJb3YEeT
(haitsioByI0 cHCTEMY, a TOJIbKO Oydepbl maMsTH sapa.

HecMoTps Ha TO, 4TO Apyrue Npouecchl pacno3HatoT (ailiibl COKETOB KaK 3J1€MEHTHI
Karajora, YTeHHE M 3aluch (aillloB COKETa MOTYT OCYILECTBISATh TOJIBKO T€ IPOLECCHI,
MEXy KOTOPbIMUA YCTAHOBJIEHO COOTBETCTBYIOIIEE COESUHEHUE.

B3anMopeiicTBue, OCHOBaHHOE Ha HCIIOJIb30BAHWHU COKETOB, SIBJISIETCS OCHOBHBIM
MEXaHU3MOM MEXCUCTEMHON U MeXNpoueccHOM cBsizh. COKeTbl MPEJCTaBIsAIOT COOOM
MporpaMMHBIN HHTEpdenc 1 o0ecrneyeHusl ABYCTOPOHHEHW CBSI3U THUIA «TOYKA-TOUKA»
MeXxay JAByMsa mpoueccamu. HHTepdeiic COKeTOB MO3BONSIET SBHO pPa3feiuTh BO

B3aMMO/ICHCTBUU JABYX MPOIIECCOB CEPBEPHYIO U KIIMEHTCKYIO YacCTh.
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B3auMozeiicTBue NMpoueccoB MOCPEACTBOM COKETOB MOKET OBITh NMPEICTABIEHO B
o011eM BUJIE CIEYIOIIUM aJITOPUTMOM:

- CEpBEpHBI  MPOIECC HMHUIMAIU3UPYET COKET U  NPHUBSA3BIBAET €ro K
OTIpEICTICHHOMY aJIpecy W/WIH MOPTY, MOCIE 3TOTO MEPEKITI0YaeT COKET B PEXKHUM
OKUJIaHUS TTOAKITIOYEHUS OT KIIMEHTCKOTO MPOIECCa;

- KIMCHTCKUUA MpPOLECC HWHULUAIM3UPYET COKET U NPUBS3BIBAET €ro K
OTIPEICTICHHOMY a/IpeCy W/WIH TOPTY;

- KJIMEHTCKUU MPOIIeCC MHUIIMUPYET MOJKIIOUEHUE K COKETY CEPBEPHOIO IMpoliecca.

[Tocne ycraHOBKU coeAWMHEHUS WH()POPMAIIMOHHBIM OOMEH MeXIy IpolleccaMu
MOKET OBITh OCYIIECTBJICH B JIBYCTOPOHHEM HaIlpaBJICHUU.

3.2.2.3.2. Curnaisl

OC Aunsbt 8 CII Takke obecrnieunBacT BOZMOXHOCTh OpPTraHU3AIMHA MEXIIPOIIECCHOTO
B3aMMO/ICHCTBUS C IOMOIIBIO CUTHAJIOB.

CurHasibl TIPEACTABIAIOT COOOW MPOrpaMMHBIE TIPEPHIBAHUS U TMO3BOJISIOT
YBEJIOMJISITh TMPOIECC WM TPYMIy MPOIECCOB O HACTYIUICHUHM HEKOTOPOTO COOBITHSI.
Korna curnan nocnan npoueccy, OC npepbIBaeT €ro BbINOJHEHHE. ICTOYHUKOM CHUTrHaja
MOXET BBICTYIIATh KaK Ipyrou npouecc, Tak u cama OC.

Curnanel, nocbuiaembie OC, yBEeJOMJIAIOT O HACTYIUICHMHM HEKOTOPBIX CTPOIO
MPEONPEICIICHHBIX CUTYyallu (Hampumep, 3aBepIleHHE JOUYEpPHEro Mpoliecca, MOMbITKa
BBITIOJTHUTD HEJOMYCTUMYIO MAIIMHHYIO UHCTPYKIIMIO, MOMBITKA HEIOMYCTUMON 3aliCcH B
KaHaJl ¥ JPYyTHUe), IPU 3TOM KaKIOMY COOBITHIO COTIOCTABJICH CBOM curHaji. CyIecTBYIOT
TaKKe€ 3ape3epBUPOBAHHBIE HOMEpPAa CHUTHAJIOB, CEMaHTHKAa KOTOPBIX OMpeAesIeTCs
MOJIb30BATEILCKUMHU MPOIECCAMU 110 CBOEMY YCMOTPEHHUIO (Hampumep, MpoIecchl MOTYT
MOCBUIATh APYT IPYTy CUTHAJIBI C 1IETBI0 CHHXPOHU3AIINH).

CurHaJipl SIBJISIFOTCSI MEXaHU3MOM aCHMHXPOHHOTO B3auMoieicTBus. [1pu monyueHun
CUTHAaJIa IPOILIECCOM BO3MOKHBI TPU BapUaHTA PEAKIIUU HA MTOTYYECHHbIA CUTHAIL:

- IpolIeCC pearupyeT Ha CUTHaJI CTaHJapTHBIM 00pa3oM, YCTAaHOBJIEHHBIM I10

YMOJTYaHUIO ([J711 OOJIBIIMHCTBA CUTHAJIOB JCHCTBHE MO YMOJYAaHUIO — 3TO

3aBepIIICHUE Mpoliecca);
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- IPOLIECC MOXKET YCTAHOBUTH CIEUATBHYI0 00pa0OTKY CUTHaja, B 3TOM CIydae 1o
MIPUXOJ1y CUTHAJa BbI3BIBACTCS (DYHKIUA-00pabOTUHK, ONpe/eIeHHas IPOLIECCOM;

- IPOIECC MOXKET MIPOUTHOPUPOBATH CUTHAI.

3.2.2.3.3. Kanamnr

B OC Anbt 8 CII B3auMoieiicTBHE MEXIY MPOIECCaMH OCYIIECTBISCTCS TaKXKe C
MMOMOIbI0 HEMMEHOBAHHBIX U MMEHOBAaHHBIX KaHauoB. Dailnbl JaHHOTO THUMA MOJA0OHBI
COKETaM, ITOCKOJIbKY TOX€ HCHOJIB3YIOTCA I B3aUMOAECHUCTBUS MEXKIY NPOLECCAMMU,
OJIHAKO, B OTJIMYME OT COKETOB, B HEMMEHOBAHHBIX KaHaIaX JaHHbIC MMEPEeAaloTCs TOIbKO B
OJIHOM HAIPABJICHHM.

B3anmoneiicTBue MeXAy pPOJIUTEIBCKAM IPOLIECCOM U JOYEpHUM (Tpolecc,
MOPOKJICHHBIA POJIUTEIIBCKUM IPOIECCOM) OCYIIECTBIACTCS IO HEUMEHOBAaHHOMY
KaHally, KOTOpbIA MpEACTaBIseT COO0OM MpOrpaMMHBIN OJHOHAINPABICHHBIM KaHAJ
nepeaadn JaHHBIX MEXY JBYMsI POJICTBEHHBIMHU IpolieccaMu (POJIUTEIEM U TIOTOMKOM).
[Ipy HEOOXOIMMOCTH JABYHANPABICHHOIO HWH(DOPMAMOHHOTO OOMEHa pPOIUTENbCKUN
mpoiiecc co3iaer jaBa kaHaia. [locTopoHHUN CyOBEKT BMEIIaThbCs B OOMEH JIaHHBIMU HE
MOKET, TaK Kak oOpalieHue K HEMMEHOBAaHHBIM KaHaJaM OCYIIECTBIISIETCS TOJIBKO depes
MeXaHu3M (palIoOBBIX JECKPUIITOPOB, KOTOPHIC HACIEAYIOTCS MPU MOPOKIACHUU HOBOTO
rporecca.

B3auMogeiicTBue Mexay HE3aBUCUMBIMH MPOLIECCAMHM  OCYIIECTBISETCS IO
MMEHOBAHHOMY KaHaly. IMEHOBaHHBIE KaHaJbl SBISIIOTCS JBYHANPABICHHBIMHU, YTO
MO3BOJISIET OCYIIECTBIATh OOMEH COOOIICHUSIMU MEXKIY ABYMS MPOIIECCAaMU MOCPEICTBOM
€MHCTBEHHOTO  KaHama. VIMeHOBaHHBIM  KaHal  OOECIEUYMBAET  BO3MOXKHOCTH
B3aUMOJICHCTBHUS MPOIIECCOB, BHITIOJHSAIOIINXCS KaK HAa OJHOM, Tak M Ha pa3Hbix [I19BM,
00bEIMHEHHBIX B JIOKATbHYIO CETh.

NMeHoBaHHBIM KaHall CO3JAaeTCid SIBHO C TOMOIIBI0O KOMaHJbl mkfifo, W JiBa
Pa3JIMYHBIX MPOLIEcca MOTYT OOPATUTHCS K HEMY IO UMEHHU.

3.2.2.3.4. Ouepenau cooOmIeHHMA

Ouepenb cooOlIeHU TpeAcTaBIsieT co00M MexaHW3M, MO3BOJISIONIMNA MpOoIeccam
ACUHXPOHHO TOCHUIATh COOOIIEeHHsI APYT Mpyry. Koraa coolreHue mory4eHo mporeccoMm,

OHO ynansercsi u3 odepean. Ouepeap COOOIIEHHI CYIIECTBYET HE3aBHCUMO OT Tpoliecca-
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MCTOYHHMKA W MPOLECcCa-MPUEMHUKA: TPOLECC-UCTOYHUK MOKET OTIPAaBUTh COOOLIEHUE B
ouepellb U 3aBEPIIUTHCS, a COOOIICHUE, TeM HE MeHee, OyAeT MOIY4YEHO MPOIECCOM-
nprueMHUKOM. CooOIIeHNsIM MOTYT ObITh Ha3HAYEHBI PUOPUTETHI. BhICOKOTIPHOPUTETHDIE
COOOIIIEHUsI BCETJ]a MPUHUMAIOTCS TIEPBBIMH, HE3aBHUCUMO OT KOJMYECTBAa COOOIECHUH B
ouepe.

3.2.2.3.5. Cemadopsl

Hst  cuaxponusanuu  mporieccoB B OC Anpt 8 CII nmpuMeHsroTcs  cemMadophl.
Cemadopbl UCTIONB3YIOTCS KaK OJOKUPYIOMIMI MEXaHW3M, MO3BOJSIONIUNA pa3rpaHUuUTh
JOCTYNl TapayieNbHO pabOTaIOMIMX MPOIECCOB K KPUTHUYECKUM HH(POPMAITMOHHBIM
pecypcaMH M HCKJIIOYMTh BO3MOXXHOCTb HCIIOJB30BAaHHS CETMEHTa IIaMATH JBYMs
MPOLIECCAMH OJHOBPEMEHHO.

3.2.2.3.6. Pa3nensemas namMath

Pa3nensemas maMaTh UCHOIB3YETCS Ul TOTO, YTOOBI YBETUYUTH CKOPOCTh OOMEHA
JaHHBIMM MEXAY MpoueccamMu. B OonpIIMHCTBE ciydaeB oOMeH MHGpOpMAaIMerd Mexay
IIPOLIECCAMU OCYILECTBIISIETCS Y€peE3 SIIPO, B TO BpeMs KaK MEXaHU3M B3aWMOJICHCTBHSI
IPOLECCOB MOCPENCTBOM pa3leisieMOd MaMATH I[O3BOJISIET OCYLIECTBUTh OOMEH
uH(popmanuen, UCHOoab3ysd HEKOTOPYIO YacTh BUPTYAJIbHOIO aJpPECHOrO MPOCTPAHCTBA,
KyZa MOMEIIAI0TCS U OTKyJa CUMTHIBAIOTCS AaHHble. [locie nobaBnenHus pasznenseMoro
CerMEeHTa NaMsATH K COOCTBEHHOMY BHPTYyaJIbHOMY HPOCTPAHCTBY IOJIb30BATEIbCKUN

MPOIIECC MOXKET paboTaTh C HUM KaK ¢ OOBIYHBIM CETMEHTOM TIaMSITH.
3.2.3. Cuctema paboThI ¢ (daitnamu

Cucrema pa6otsl ¢ daiimamu OC Anpt 8 CII oGecrieanBaeT BO3MOKHOCT PaOOTHI €
(aiinamMu, CChIIKaMM, KaTaJloTaMH U pa3jiellaMH U TIOJIEPKUBACT cienytonue GhanaoBbie
CUCTEMBI:

1) oOmmii uaTepdeiic k paitossiMm cucremam VFES (Virtual File System);

2) (aiinoBbIe CUCTEMBI, MOAICPKUBAIOIINE TUCKPEIIMOHHBIA KOHTPOIb JOCTyIa K

uH(pOopMaIIK:
- cereBas ¢aitnosas cuctema NFS (Network File System);

- ¢aitnmoBas cuctema ReiserFsS;
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3) (baiinoBbIe CHCTEMBI, MTOAIEPKUBAIOIINE TUCKPEIIMOHHBIN KOHTPOIb OCTYIA K

uHpopMaruu:

daiinoBas cuctema ext2 (Second Extended File System);

dainoBas cuctema ext3 (Third Extended File System);

daiinosas cuctema ext4 (Fourth Extended File System);

¢aitnoBas cuctema XFS;

daitnosas cuctema JFS (Journaled File System).

OC Anbt 8 CII 1103BOJISIET BBITIOJIHATH CIACAYIOIIUE oniepaluu ¢ daitiamu:

- CO3/IaHHE€ U MTPOCMOTP (aiina;

- KonupoBaHue (aiina;

- IEPEUMEHOBAHKE U IlepeMenieHre (aios;

- ynaneHnue (Gpansos;

- IOUCK (haijioB;

- I3MEHEHUE MpaB JIocTyna K Qaiiam.

[Ipumeuvanue. g kaxnoro ¢aina B OC Anwt 8 CII ycTanaBnmBaroTCs pana
J0CTyIa.

XKecTkas cchlika MpeACTaBIIET COOON JOMOJHUTEIBHOE UMS JIJIs UCXOAHOTO (paitna
M CCBhUIAETCA HAa HOMEpP HWHIEKCHOTO JECKPHUIITOpAa HUCXOMHOro (haiisia, ciiemoBaTeIbHO,
TaKMe CChUIKM MOTYT YKa3bIBaTh TOJIBKO Ha (pailyibl, pacroyioKeHHbIE B TOMU ke (haioBoii
CUCTEME, 4YTO U JKecTKas cchbuika. IIpu wu3MeHeHum (Qaiina KECTKOM CCBUIKH,
aBTOMATUYECKU U3MEHSETCS M OObIuHbIN (aitn. [Ipu ynaneHun >KecTKOW CChUIKH, (haiin
yAalgeTcss TOJbKO B TOM Clly4ae, €Clid Ha HEro HeT OOJblIe KECTKUX CChUIOK, B
MIPOTUBHOM CITy4ae yJIaJIIeTCsl TOJIBKO CChLIKA.

CumBoaMYeCcKas CChUIKA MPEJCTABISIET cO00M (haiis, mpu 0O0pallleHuu K KOTOPOMY
OC oOpamaercs k apyromy ¢aiiny. B oTinune OT KECTKMX CCHUIOK CHMBOJMYECKHE
CCBUIKM MOTYT yKa3bIBaTh Ha (hailjibl, pacmoJiOKeHHbIE B Jpyroi ¢ailoBoi cucreme,
HarpuMep, Ha MOHTHUPYEMOM HOCHTENle, WJIM JpyromM Kommbiorepe. B ciywae, ecinu
UCXONIHBIN (alin ynajaeH, CHUMBOJMYECKAs CChUIKA HE YAAISIeTCs, HO CTaHOBUTCS
6ecnione3noi. CUMBOJIMUECKasl CChUIKAa HE MMEET IMpaB JOCTyIa, OHAa HacJemyeT IpaBa

JocTyma ot (paitia, Ha KOTOPBIN CChITIAETCH.
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OC Anbt 8 CII no3BoJISI€T BHIMOIHSTH CIASAYIONINE ONEPALUU C KaTaIOTaMu:

- IPOCMOTP COAECPKUMOTO KATAJIOTa;

- BBIBOJI UIMEHHU TEKYLIETO KaTaJora;

- CO3/IaHHE U YAAJIICHUE KaTaJlora;

- CMEHa KaTajora;

- I3MEHEHHUE TpaB JOCTyNa K KaTaJory.

B cayuae, ecniu quckoBbIid HakomuTenb U3 coctaBa [I9BM pa3but Ha pasnensl, Ha
Ka)XI0M pa3jielie OpraHu3yeTcs OTAeNbHas (haiioBasi cucTeMa ¢ COOCTBEHHOM CTPYKTYpOH
KaTanoroB. JlJist monp3oBaTens ¢aiyioBasi cucTemMa IpeacTaBisieT coooi enqunoe nemnoe. B
JIEHCTBUTENBPHOCTH, pa3Hble YacTH (ailyloBOM CUCTEMBI MOTYT HAaXOJUTHCS Ha Pa3HBIX
YCTPOMCTBAX: pa3fenax JUCKOBOTO HAKOMUTENS, Cb€MHBIX HOCUTENSAX HH(POPMALIUH.

OC Aunbt 8 CII m03BOJSET BHITOIHATH CIASAYIONINE ONIEPAINH C pa3IeIaMu:

- CO3/IaHME pa3/ena;

- MOHTUPOBAHUE, PA3MOHTHUPOBAHUE pa3/Iena;

- popmaTHpoBaHUE pa3aena;

- IpoBepKa (paitIoBoi CHCTEMBI pa3jera.
3.2.4. Cucrema BBOIa-BhIBOIA

Cucrema BBO/1a-BbIBOJIa 00ECIIEUUBAET BHIMIOJHEHHUE CIAEAYIOMMNX (QYHKIUI:

- IOCTYT K BHEUTHUM yCTPOICTBaM;

- Oy(epu3zanus TaHHBIX;

- B3aMMOJEICTBHE C IpOrpaMMaMHy YIIPaBJICHUS] BHEIIHUMU ycTpoiicTBamu [I1OBM;

- CJIy>KOBI yTIpaBJICHUS M1€YATHIO.

3.2.4.1. JlocTyn K BHEIITHUM yCTPONCTBaM

B OC AnpT 8 CII pmoctyn K (U3NYECKOMY YCTPOWCTBY OCYIIECTBISETCS C
MOMOIIBIO crenuanbHOro (Qaitna ycrpoiicrsa. [Ipu BoimonHeHuu ¢ (aitiiom ycTpoiicTBa
omepainuil OTKPBITUS, YTEHUS WIM 3allCH OCYUIECTBIAETCS OOMEH MJaHHBIMU C
¢buzndeckuM ycTpoiicTBoM. Daitiibl yCTpOMCTB XpaHATCS B KaTaJIOTe /dev.

B OC Anbt 8 CII cnionb3yroTcsi CTaHAApTHBIE UMEHA YCTPOUCTB:

- ttyN — koHCO1B;
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- MOUSE — MAaHUIIYJIATOP THUIIA «MBIIIb,

- audio — 3ByKOBas Kapra;

- modem — MozeM;

- ttySN — nocrenoBaTeNnbHbII MOPT;

- IpN — nmapannensHbIi OPT;

- cuaN — moryT 0003Ha4YaTh NOCIEAOBATEIbHBIE IOPTHI;

- SAXN — HakonMTEeh HA )KECTKUX MArHUTHBIX TUCKAX;

- fdO — nmepBbIi TUCKOBO /I THOKUX JTHCKOB;

- StN — ctpumep ¢ untepdeiicom SCSI;

-nrtfN — 3anoMuHaromee ycTpoHCTBO Ha MPUHIMIIE MAarHUTHOW 3aliCH  Ha
JICHTOYHOM HOCHTEJIE, C MOCIIEI0BATEILHBIM JJOCTYIIOM K JJAHHBIM C HHTEpdericoMm
FDC;

-mdN — maccus RAID;

- ethN — ceTeBas mara;

- null — mycroe ycTpoiicTBO.

[Ipumeuanue.N—HOMEp ycTpoiicTBa (Hampumep, ttyl — nepBast KOHCOJIb).

3.2.4.2. bybepuzanus TaHHBIX

Cucrema Oydepuzanuu BBIMOTHACT (QYHKIIUIO KAMII-IAMATH 110 OTHOIICHUIO K

AWUCKOBOMY HAKOIIUTCIIIO. KC—)IHI/IPOBaHI/Ie JAUCKOBOI'0 HAKOIIUTCIIM YMCHBLIIACT CPCAHCC

BpeMs JIOCTyla K JaHHBIM, XpaHsmuMcs Ha HeM. JIroOol 3ampoc Ha BBOJ/BBIBOJ K

(hbU3MIECKOMY YCTPOMCTBY IIpeobdpas3yeTcs B 3ampoc K mojacucreMme 0ydepuzanmu, KoTopas

MPEACTABISIET CO00M OyPEepHBbIi MyJ1 U KOMIUIEKC MPOrpaMM YIPABICHUS MYJIOM.

Bydepnbrit myn cocroutr u3z OydepoB, Haxomsumxcs B obnactu siapa. Pasmep

oTnenpHOro Oydepa paBeH pazmepy 0JI0Ka TaHHBIX Ha JUCKOBOM HAKOIHUTETIE.

C xaxnapiM Oydepom cBsizaHa crelMalibHash CTPYKTypa — 3arojoBok Oydepa, B

KOTOPOM COJICPKUTCS CIeytomias nHdopmarus:

1) naHHBIE O cOCTOSIHUU Oydepa:
- 3aHAT/CBOOOJIEH;
- YTEHHE/3aIuCh;

- MPU3HAK OTJIOXKEHHOU 3aIuCH;
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- omuOKa BBOJIa-BBIBOJIA;
2) naHHBIE 00 YCTPOWCTBE — HWCTOYHHMKE HH(DOPMAIMHU, HAXOIAIICHCS B ITOM
oydepe:
- THIN YCTPOMCTBA,
- HOMEp YCTPOWCTBA,
- HOMep 0JI0Ka Ha YCTPOUCTRBE;
- azapec Oydepa;
3) cchulKa Ha ciaenyromui 0ydep B ouepeau cBOOOAHBIX Oy(depoB, Ha3HAUECHHBIX
IS BBOJIa-BBIBOJA KAKOMY-JIHOO YCTPOMCTBY.

3anpoc K mnoacucreMe Oy(depusaluu BBINOIHIETCS C MOMOUIbIO CIEIYIOIINX
OCHOBHBIX (DyHKIIMH:

- YHKIIMY CHHXPOHHOM 3aINCH;

- PYHKIIMM aCHHXPOHHOM 3aIlUCH;

- pyHKIMHU OTJIO)KEHHOW 3aIUCH;

- GyHKIIUH TTOJTy4eHHs OJI0Ka JaHHBIX.

B pesynbrare BbIMoNHEHHUS ~(YHKIMM CUHXPOHHOM 3amuCH  HEMEJJICHHO
MHULMUpYeTcsl (pu3nyeckuid OOMEH C BHEIIHUM YCTPOWCTBOM, MPOLECC, BbIJABIINN
3ampoc, OKUJAET PE3YJIbTAT BBHIMOJHEHUS ONEpalliy BBOJIa-BbIBOAA. B maHHOM ciiydae B
MPOIIECCE MOXKET ObITh MPEAYCMOTPEHA COOCTBEHHAS PEAKIIUS HA OUTMOOUYHYIO CUTYaLIHIO.
Takoit Tum 3amMcu WCMONB3YyeTCS, KOTAAa HEoOXOoauMma TapaHTHs MPaBUIBLHOTO
3aBEPILICHUS OTlepaIiii BBOAa-BhIBOIA.

B pesynbrate BhIMONHEHHA (DYHKIMKM ACHHXPOHHOUW 3amUCH TaK)Ke HEMEIJICHHO
WHULIMUpYeTCsl (pu3nmyeckuii oOMEH C YCTPOWCTBOM, OJIHAKO 3aBEpIIEHUs OIepaluu
BBOJIa-BBIBOJIA TPOIIECC HE JOXKUAAeTCA. B 3TOM cilydae BO3MOXKHBIC OIIMOKH BBOJIA-
BBIBOJIa HE MOTYT OBITh MEpelaHbl B MPOIIECC, BBIIABIINH 3ampoc. Takas oneparust 3aucH
nenecoodpa3sHa IpPU IOTOYHOM 00paboTke ¢aloB, KOorja OXHJIAHHE 3aBEPIICHUS
oTepaliiii BBOJIa-BbIBOJIa HE 0053aTelIbHO, HO €CTh YBEPEHHOCTh B TMOBTOPEHHH JTOU

omeparum.
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B pesynbrare BhIMOTHEHUS (DYHKIIMM OTIOKCHHOW 3aIllMCH Tepefada JTaHHBIX U3
cucteMHoro Oydepa He npousBogutcs. B 3aronoBke Oydepa co3gaeTcsi OTMETKA O TOM,
410 Oydep 3amoJIHEH U MOXKET OBITh BBITPYKEH, €CIIM MOTPEOYyeTCs €ro 0CBOOOUTH.

Kaxnas u3 dyaknmii momydeHus: 6j0ka JaHHBIX UIIeT B OydepHoM myne Oydep,
coJiepKaluii ykazaHHbIA OJIOK JaHHbIX. B ciydae, ecnu Takoi 0ok B OydepHOM ITyIie
OTCYTCTBYET, OCYIIECTBIISIETCS] TIOUCK JIFOOOTO CBOOOMHOTO Oydepa (Impu 3TOM BO3MOXKHA
BBI'PY3Ka Ha JHCKOBBIM HAaKomHUTENb Oydepa, coaepik aliero B 3arojiOBKE NpPU3HAK
OTJIO)KCHHOW 3amucH), JTUO0O OpPraHu3yeTcsl ero 3arpy3ka B KakoW-HUOyIb CBOOOIHBIN
Ooydep. B cmyuae, ecnmu cBoOomHBIE Oydephl OTCYTCTBYIOT, MPOHW3BOAMUTCS BBITPY3Ka
Oydepa ¢ OTII0KEHHOH 3aMHChIO.

3.2.4.3. BzaumosieiicTBe C MporpaMMaMH yIPaBICHHUS BHEIIHUMHU YCTPOHCTBAMHU
[15BM

[Iporpammel ynpaBieHusi BHEIIHUMH ycTporictBamu [IOBM npenHa3zHaueHbl Jis
YIOpaBJICHUS TIepenadeii JaHHBIX MEKy BHEITHUM YCTPOUCTBOM M ONIEPATHBHOMN MaMSTHIO
[19BM.

Cesa3p sapa OC ¢ TakuMU TporpaMmamMu 00ECIeuHMBAETCS C TOMOIIBIO JBYX
CUCTEMHBIX TaOIUIIL;

- Tabnuna OJIOK-OPUEHTUPOBAHHBIX YCTPOUCTB (YCTPOMCTBA, HAIPUMED, JHCKOBBIC
HAKOIUTENU, MH(OpMaLUs Ha KOTOPBIX XPAHUTCS B OJIOKAX (PUKCHUPOBAHHOIO
pa3mepa, UMEIOIINX CBOWM COOCTBEHHBIN ajipec);

-tabnuna  OalWT-OpMEHTUPOBAHHBIX  YCTPOMCTB  (YCTpOMCTBA,  Hampumep,
TEPMHUHAJIBI, CETeBOE OO0OpYyIOBaHHE, TEHEPUPYIOIIHNE WM MOTPEOIAIONNe
MOCJIEIOBATEIHLHOCTh OAHTOB).

Jlnis CBSI3M MCTIONB3YyeTCsl cleAyromas nHopManus U3 WHIAEKCHBIX JTECKPUIITOPOB

CHIeUAIIBHBIX (DAMIIOB:

- KJIacC YCTpoicTBa (0alT-OpUEHTUPOBAHHOE WIIA OJIOK-OPUEHTHPOBAHHOEC);

- THI yCTPOMCTBA (JICHTOYHBIA HOCHUTENIb, HAKOMHUTEIHP Ha THOKOM MarHUTHOM
JTMCKE, HAKOTIUTEIIb Ha )KECTKOM MarHUTHOM JIMCKE, YCTPONCTBO MeYaTH, JUCILUICH,
KaHaJ CBS3U U IPYTHE);

- HOMEp YCTpPOMCTBA.
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Knacc yctpoiicTBa onpeaensier BEIOOp TaObIUIbl OJI0K- WM 0alT-OPHEHTUPOBAHHBIX
YCTPOUCTB. DTHU TaONHUIBI COJAEpXKAT ajpeca MPOTPAaMMHBIX CEKIUi npaiiBepoB. Tum
yCTPOMCTBA OMpeieNsieT BEIOOp apaiiBepa.

3.2.4.4. Crry>x0bl ynpaBlieHUs TIEUaThHIO

B OC Anbt 8 CII ocHOBHOI cucTtemoi medatu sipisieTcs cepBep neyatu Common
UNIX Printing System (mainee — CUPS).

CepBep meuatm CUPS ¢GyHKOHOHHpPYET B BHIE OTACIBHON CIY’)KOBI M MOXKET
YIPABIATHCS AIMUHUCTPATOPOM (MPETyCMOTPEHA BO3MOXKHOCTh YACTUYHO IepeaBaTh
IpaBa Mo yIpaBJiICHUIO 3aIaHUSIMH TI0JIb30BATEIIA).

B cocras cepsepa neuatu CUPS BXOAAT clleyrOIIMe KOMIOHEHTBI:

- IUCTIETYEP OYEepeIn NeyaTH (ITAHUPOBILHUK);

- cuctemMa (pUIbTPALINH;

- Back-end-cucrema.

Cepgep neuatu CUPS pabGoTaeT B COOTBETCTBUU CO CJICIYIOIIUM JITOPUTMOM:

-cepBep IeyaTH NPUHUMAET 3aJaHue Ha Ie4aThb OT MPOrpaMmbl (AKTHUBHOTO

npolecca) U NepeacT ero JUCHeTuepy ouepe Iy NevaTy Win IUIaHUPOBIIUKY;

- IUCTIETYEp Oouepear nevyaTu A00aBIseT 3aJaHUe Ha Me4YaTh B COOTBETCTBYIOIIYIO

ouepenb;

- IUCTIETYEp OYepeau IMeYaTh MEepelaeT 3aJlaHhe Ha IMedaTb B COOTBETCTBUM C

ouepesiblo cucTeMe (PUIbTpaluy;

- cuctema (GuUIbTpauu o0pabaThiBaeT JaHHBIC: OCYIIECTBIISIET BCE HEOOXOIAUMbBIC

npeoOpa3oBaHus JaHHBIX B COOTBETCTBUU C NMPUMEHSEMBIMH IS 3TOTO 3aJaHUs

bunbTpaMu U epeBOIUT UX B (hOpMaT, MOHATHBIA IPUHTEPY;
3.2.5. Cucrema aAMUHUCTPUPOBAHUS

CuctemMa  aJIMUHUCTPUPOBAHUS  OOECIIEUMBAECT BO3MOXHOCTH  BBITIOJHEHUS
HacTpoiiku kKoHpurypanuu OC, B 4aCTHOCTH:

- CO3/IaHKE 3arpPy304HbIX IHCKOB;

- KOHQUTYPUPOBAHUE TTAPAMETPOB JaThl U BPEMEHH, rpaduIecKOil Cpenbl, CPEICTB

BBOJIa U BBIBOJIA;
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- HACTPOMKA U yMPABJICHUE CHCTEMHBIMU CEPBUCAMU U CITYKEOHBIMH MPOTPAMMAaMH;

- HACTpOMKa M yrnpaBlieHue cucteMoi ymnpasienus nakeramu Advanced Packaging
Tool (manee — APT);

- oonornenne OC u mpukinagaoro [1O u3 ee cocrana;

- HACTpOWKa W yIpaBJIICHHWE YYETHBIMH 3alHACSIMU U [paBaMu  JOCTyMa
MOJIb30BaTeIICH;

- KOHUTYPUPOBAHUE CETH /etc/net U MPOBEPKA €€ pabOTOCIIOCOOHOCTH;

- HacTpoiika ciyx0 DNS;

- HACTOMKA M YIIPABIICHHE KAUIUPYIOIIMMU MTPOKCH-CEPBEPAMU;

- HACTPOWKA U yIIPABJICHUE N1€YATHIO;

- HACTPOMKA MOJKIIFOYAEMbIX HOCUTEIIEH.

[Ipumevanue. 3ammra OT OMIMOOYHBIX JIEUCTBUH  aJMUHHUCTpATOpa

IpeaycMaTpuBaeT UX OOHapyKE€HUE M OTOOpaKE€HHUE KOMIOHEHTAMH OIEpalMOHHOU

CUCTEMBI.
3.2.6. KoMmuiekc cpeAcTB 3alIuThI

KC3 npennaznaden st odecriedeHus: 6€30macHOCTH MHPOPMAIIUU, XpaHsIIencs u
oOpabatpiBaemoii B [I9BM, a Takxke ympaBiuser mporeccaMd ayTeHTU(UKanuu
MOJIB30BATENICH, CO3MaHMS HOBBIX IIOJB30BaTENicl, HA3HAUYCHWsS TMpaB JIOCTyIMa
MMEHOBaHHBIX CyObekTOB U mporeccoB k oObektam OC Anbt 8 CII, peructpanmu
CHUCTEMHBIX COOBITUH M )KYPHAITHPOBAHUS.

B cocraB KC3 Bxoadr cieayromue JIOrn4ecKnue KOMIIOHEHTHI:

- CCTeMa YIIpaBJICHUs JOCTYIIOM;

- cCTeMa YIIpaBJeHUS NaMAThIO (OYMCTKA);

- cCCTeMa YIIPaBJIEHUS TPOrPAMMHBIMH MTAKETaAMU;

- cUcTeMa 0OecreueHHs ISJIOCTHOCTH;

- CHICTEMa COITOCTABJICHUS TI0JIb30BATEISI C YCTPOHWCTBOM;

- CICTeMa MPOTOKOJIUPOBAHUS COOBITUH.
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KC3 oGecrneunBaeT BBITIOJIHEHUE CACAYIOMNX (YHKITHIA:

1) B YacTH ympaBJCHHUS JOCTYIIOM:

2)
3)

4)

5)

UICHTU(PHUKAIMIO U ayTEHTHUPHUKAIMIO CyOBEKTOB JJOCTYIIA;

KOHTPOJIb JIOCTyla CyOBEKTOB JOCTyMa K 00bekTam aocTymna (daiiam,
KaTajoram, IpoleccaM), OCHOBAaHHOTO Ha MPHUHIMIIAX JUCKPELHOHHOTO
KOHTPOJIA OCTYyMa K MH(pOopMaIuy;

HACTPOMKY TMpaBWJI pa3TpaHUuYEHUsT JOCTyNMa CyOBEKTOB K OOBEKTaM
JOCTYTIA;

3alUTYy BBOJAA M BBIBOJA HA OTYYXKAAeMbI (QU3NYECKUIl HOCHUTEINb
uH(pOpPMaIlMU U CONIOCTABIICHUE MOJIb30BATENS C YCTPOHUCTBOM,;

U30JISIIMIO TIPOTPAMMHBIX MOJYJIEH OJHOTO TMpoIecca OT MPOrPaMMHBIX

MOJTyJIEN IPYTUX NPOLIECCOB;

O4HCTKY (OOHYJIEHHE) OCBOOOXKIaeMBIX 00JIaCTEH OIEepaTUBHOMN aMSITH;

OUUCTKY BHEIIHEH MaMsaTH Ha JUCKOBBIX HAKOIIUTCJIAX (6630HaCHOC YAAJICHHUC

¢aiinon);

obecrnieuenue 1enoctHocTH siapa OC, mporpaMMbl 3arpy3Ku sjipa U MOJyJen

KC3;

PETHCTPALIUIO CIICTYIOIINX COOBITU:

UCIIOJB30BaHUE  UJICHTU(PUKAIMOHHOIO  MEXaHu3Ma W MEXaHH3Ma
ayTeHTU(UKALINHY;

3ampoc Ha JIOCTYN K 3aluiaeMoMy pecypcy (OTKpbITHE (aiiia, 3amycK
IPOrpamMMBbl U T. 1.);

CO3/IaHUE M YHUUTOKEHHUE 00BCKTA,

nercTBus no uameneHnuro I11P/1.

JIist KaXkA0T0 U3 3TUX COOBITHI pEruCTpUpyeTCs cienytonas nHdopmanus:

- 1IaTa U BpeM;

- CyOBEKT, OCYIIECTBIISIOIUN PETUCTPUPYEMOE JACICTBUE;

- TUN COOBITHSI (€CTTU PETUCTPUPYETCS 3aMpoC Ha JIOCTYI, TO OTMEUAETCS OOBEKT U

THUII OCTYyTA);

- YCIIEWIHOCTh COOBITHSI (0OCITYKEH JIM 3alpoC Ha TOCTYI UK HET);
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- OYMCTKA MaMsITH Ha TUCKOBBIX HAKOMUTENSIX (Oe30macHoe yaaieHue (aiios).

Hapsiny ¢ stum OC Anbt 8 CII Britowaer B ceOsi JOMOJHUTENbHbIE (YHKIUU
3alllUTHl JJAHHBIX, peaju3yeMble Ha YPOBHE CHCTEMHBIX MPHUIIOKEHUNU M TMPHUKIATHBIX
porpamMM, HampuMep: CHUCTEMBbI yMpaBJICHHUS 0a3aMu JaHHBIX, OpaHIMay3phl, Proxy-
CEPBEPHI.

3.2.6.1. Cucrema ynpaBiaeHHs TOCTYIIOM

3.2.6.1.1. inentudukanus u ayreHTUGUKALNS

BOC Anpt 8 CI1 i1 mpenoTBpallleHHs]  HECAaHKIIMOHUPOBAHHOTO  JOCTYIa

cyOBekTa gocryna (IMOoJb30BaTENsl) B MPOTPAMMHYIO CPEly HCHOJIb3YIOTCS MEXaHU3MBbI
uaeHTUGUKAIMN (ONpeIeJICHUE MOJIb30BaTeNsl 0 UMEHU — JIOTUHY) U ayTeHTU(PUKAINH
(moaTBepkACHUE MOJIMHHOCTH UMEHH MOJIB30BATEINSI C MTOMOILBIO APOJIs) MOJIb30BATENS.
[Tpouenypbl uaeHTUPUKAMKA W ayTCHTU(UKALMK TIOJIH30BATEINS BBIMOJHSIOTCS TPU
Kaxo# nonbiTke qoctyna B OC.

OC Aunbt 8 CII XpaHuT CIAEAYIONIYI0 HHPOPMAIIHUIO O TTOJIH30BATEINE:

- UMl TIOJIb30BATEIIS — PETUCTPAIMOHHOE UM CYObEKTa JI0CTYTIA;

- UICHTU(PUKATOP TOJIH30BATENSI — HHAMBUAYAJIbHBIM YUCIOBOM WACHTHU(PUKATOP
cyOBbeKTa JOCTyMa, UCTIOIb3YEMbIN MPU BHIMIOJHEHUH TPOLIEAYPHl UACHTU(DUKALINH
B OC (3amaercs w3 gaumanazoHa «0..65535», wuymcino «0» COOTBETCTBYET
II0JIb30BATEIIIO T00t);

- UACHTU(UKATOP TPYIINbl — YUCIOBOM WIACHTU(UKATOP TEPBUYHONU TPYIIIbI
MoJIb30BaTeNsl (MIOMHMO TEPBUYHOM TpYyNNbl IMOJb30BAaTEIb MOXKET BXOIWTH B
COCTaB JPYTUX IpyIil, uaeHTudukarop rpymmsl ) COOTBETCTBYET IPYIIIIE root);

- IapOJIb — APOJIb MMOJIB30BATENS;

- peanbHOE HMS MOJb30BaTENsl — OOBIYHO MPEACTaBIsieT CcoOOM peanbHOe
(bakTHyeckoe) UM MOJIL30BATEIS;

- IOMAIlIHUI ~ KaTajJor TOJIb30BaTelii — B KayecTBE JOMAIIHEro KaTajora
HUCIIOIB3YETCS KATaJIOI /home /<uMsa HOJIb30BATENS >,

- o0osiouka cyObeKTa J0CTyna — KOMAaHIHBIM HMHTEpHpeTaTop IMOJIb30BaTENs,
KOTOPBIM UCHOJIB3YETCS UM MO YMOIYAHUIO (3aIlyCKaeTCsl IPU BXOJE MOJIb30BaTENs

8 OC).
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Nudopmarus o monb3oBaTene xpaHuTcs B (aillie /etc/passwd, Mapojad B

3amurGpoOBaHHOM BHJIE XpaHATCS B (pailyie /etc/tcb/<uma nomsszoBaTens >/shadow.

[Iponenypa wunentudukanuu u ayreHtudukanun cyorekra B OC Anbt 8 CII

BBITIOJIHAETCS B COOTBETCTBUU CO CJIEIYIOUIUM aITOPUTMOM:

- I0JIB30BaTeNb MockutaeT 3anpoc Ha goctyn B OC Anbt 8 CII,;

- aBTOMATHYECKU CHCTEMOHN BBI3BIBACTCS Tporpamma login, (MCIONB3yeTCs IS
3alycka HOBOT'O CeaHca B CHCTEME), KOTopas BBIBOAMUT MpurjiamieHue login Ha
TEPMUHAJ MMOJI30BATENS;

- I0JI30BATENIb MPEABSBISET CBOE PETUCTPALMOHHOE HMs (llajiee — JIOTUH) U
MapoJib;

- MOAYJIM TIepeKirouatenss ciry:)kO mMeH Name Service Switch (mamee — NSS)
NepeXBaThIBAIOT JIOTUH TMOJIb30BATENSI W OCYIISCTBIISIIOT €ro MOUCK B (paiinax
BUPTyaJIbHOM 0a3bl JaHHBIX IMOJb30BaTENEH cHUCTeMbl (11 KOHGUTYparuu
UCTOYHUKOB  BupTyanbHo  BJl  momb3oBareneil  ucmonb3dyercs — Gaiin
/etc/nsswitch.conf): B ¢ailyiax /etc/passwd, /etc/shadow, /etc/group;

-ecnu Moayiau NSS HaxoAsT JIOTMH Tojdb3oBaTens B (ailnax /etc/passwd,
/etc/shadow, /etc/group, CHUCTEMa OOpamiaeTcs K MOJKIIOYAEMbIM MOIYJISIM
ayrentudukanuu, Pluggable Authentication Modules (manee — PAM) wu
3aycKaeTcs Mpolecc ayTeHTU(UKaIUY;

-moaynu PAM cpaBHHBAIOT JIOTMH M MApOJb, MPEABSABICHHBIE TOJIB30BATEIIEM CO
3HAQUCHUSIMHM, XpaHsAIuMUCs B 0a3e JaHHBIX: B (Qaiinax /etc/passwd,
/etc/shadow, /etc/group,

-€ClIi BBEJICHHbIE HWMS U TMapojib CyOBbEKTa COOTBETCTBYIOT 3HAUYCHUSM,
xpansuMest B 0aze ganHbix, KC3 mpenocraBisier goctyn cyobekty B OC,
uH(pOpMaIus 0 pe3yabTaTe MOMBITKH JIOCTYIA COXPAHIETCS B CHCTEMHOM KypHaJe
/var/log/;

- €CJIM BBEJICHHBIC UMsI ¥ TIApOJIh CyOBEKTa HE UICHTUYHBI 3HAYCHUSIM, XPAHSIIAMCS
B 0Oasze pnanHbix, KC3 otkionser 3ampoc pgocryna cyobekta B OC (s

BBITIOJIHEHHUST ~ TOBTOPHOW  TMOMNBITKA  ayTeHTU(PUKaUU  CyOBEKT  JOJIKEH
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MHUIIMUPOBATh HOBBIM 3alpoc JocTymna), uH(opmamus O pe3yibTaTe MOIBITKU
JOCTyTa COXPAHSAETCs] B CHCTEMHOM JKypHaJe.

B kondurypamuu daitna /etc/nsswitch.conf MOXHO yKa3aTh HECKOJBKO
UCTOYHUKOB (haiiyioB 0a3pl JaHHBIX I0Jb30BATENCH, HAIpPUMEp, B KaueCTBE MCTOYHMKA
yKa3aTh aepeBo karajgoroB LDAP. B ciyyae, ecii JOrMH M maposib MOJIb30BATENS OyayT
OTCYTCTBOBaTh B ¢aiinax /etc/passwd, /etc/shadow, /etc/group, Momyiau NSS
OCYILECTBIISIOT MTOUCK B AiepeBe KatanoroB LDAP, nocie yero cooTBeTCTBYIOINE MOAYIIH
PAM BBINONHSIOT ayTEHTU(UKALMIO TMOJb30BaTeNs (WM OMOBEIaloT 00 ommulke B
CJIy4ae HECOOTBETCTBHSI JIOTHHA U I1APOJIA).

B ciyuae HeoOXxoquMOCTH peanu3alii CETeBOM ayTeHTU(UKAIMK MOIb30BaTeNeH B
CUCTEME MPEIyCMOTPEHAa BO3MOXKHOCTh ayTeHTH(UKanuu ¢ nomoupio Kerberos c¢
XpaHeHueM MH(OpMalMK O Mojib3oBaTesix B aepese katanoroB LDAP (Kerberos moxer
MCIIOJIb30BAThCS U JIJIS1 OCYILECTBIICHUS JIOKAIbHON ayTeHTU(UKALMU TI0JIb30BaTEeH).

3.2.6.1.2. YnpaBneHue 10CTyIOM

B OC Anpt 8 CII pasrpanuuenue jgoctyna CyOBEKTOB JOCTyna K OOBEKTaM
J0CTyIa OCYILIECTBISETCA B COOTBETCTBUM C IMPHUHIMIAMU JUCKPEUUOHHOTO YIPABIEHUS
JOCTYIIOM.

B OC Anbt 8 CII paznuuarot cieayromue TUIbl (haiios:

- 00bIuHBIe (Daiinmbpl (MTpenHa3HaueHBbl 7S XpaHEHUS CHUMBOJIBHBIX W JIBOWYHBIX

JTAHHBIX );

- KaTaJiory (MpeIHa3HauYeHbl ISl OpraHu3aluy JocTyna K (aitiam);

- CAMBOJIMYECKHE M JKECTKHE CCBUIKM (MpPEJHA3HAYEHbl I MPEAOCTABICHUS

nocTyna K (aitaM, pacrosioKeHHBIM Ha JTFOOBIX HOCUTEIISX);
- (paiinbl OJIOYHBIX M CHMBOJIBHBIX YCTPOMCTB (IpeAocTaBlieHHe HHTepdeiica s
B3aMMOJICHCTBHS C anmapaTHbIM 00ecTieYeHNEeM KOMITbIOTEpa);

-KaHaJbl MU COKEThl (OpraHu3anus MEXIPOIECCOPHOTO B3aUMOACHCTBUS B
OIEepallMOHHON cUCTEME).

3.2.6.1.3. Tloacucrema qUCKPELIMOHHOTO 00ECTIEYEHHsI KOHTPOJIS I0CTYyIIa

B cooTBeTcTBUM € AMCKPEIMOHHBIM MPHUHIIAIIOM YIIPABJICHUS JOCTYIIOM IS

kaxgoro daina u karaiora B OC Anwt 8 CII ycraHaBimuBaroTCs TpaBa JOCTyIIa,
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OTIPE/ICTSIONINE BO3MOXKHOCTh JIOCTyNa IOJb30BaTenss K OOBEKTy jgoctyma (daiin,
KaTajor), a Tak)ke BO3MOXKHbBIE OTEepallii HaJl HUM.

[IpaBa pgocTyma yCTaHaBIMBAIOTCS OTAEIBHO JUIA  PA3IUYHBIX KaTeropuid
ITOJIb30BATENEH:

- BJIaJieNiel] — TO0JIb30BaTeNb, CO3/JaBIIMKA (ain (I TOro 4ToObl co3aaTh Gaii
HEOOXOJMMO MMETh IPABO 3alKCH B KaTajor, B KOTOPOM co3aaercs (aiin, mpu
3TOM JJisi BJaJejblla YCTAHABIMBAIOTCS IpaBa HAa YTEHHE U 3aIUCh, JUJIS BCEX
OCTaJIbHBIX MOJIb30BaTENEH — TOJIBKO HA YTEHUE);

-rpymnmna — HabOp MONB30BaTENe, OpPraHM30BAaHHBIX, HANpPUMEp, AN pabOThHl C
oIpesieNIeHHbIM HabopoM (ailyioB (Biaaenel] MOXKET pa3pelluTh WM 3alpeTUTh
JOCTYT K (aiiiiaM AJisl YICHOB TPYIIIbI);

- POYME — BCE OCTATIbHBIC TTOJIH30BATEIH.

OCHOBHBIMU  OIEpallUSIMM,  BBINOJIHSAEMBIMH  Haad  OOBEKTAaMU  JIOCTyHa

B OC Aunbt 8 CII, sBisroTcs cieayromue:

- yrenue (read, r);

- 3aMuch (write, w);

- UICTIOJTHEHUE (execution, X).

Urenune nns Qaiia o3HayaeT MpaBO TMOJy4yaThb COAEPKHMOE IO HHIECKCHOMY
aeckpuntopy. s karagora — oO3HauaeT MPaBO IMOJydaTh CIHUCOK HWMEH OOBEKTOB,
colepxkalmxcs B HeM. B ciyyae, ecnu JOCTYIT Ha UTEHHE K KaTajlory 3alpelieH, Ipouecc
HE CMOXET INOJYYUTh CHHCOK MMEH, OJIHAKO JOCTYNl HEMOCPEICTBEHHO K (aily,
HAXOZSAIIeMyCsl B Karajore, peryJupyercs TMpaBOM WCIOJIb30BaHMS (MCTIOTHEHMS)
Karajora, a He IPaBOM YTEHUSI.

3anuch A4 Qaitna o3HavaeT npaBo MOAUPUIUPOBATH COJEPKUMOE 10 UHAEKCHOMY
neckpuntopy. Jlyis karamora — o3Ha4yaeT MpaBo MOAUGUIIMPOBATH CIUCOK (aiinoB. be3
npaBa Ha HCHOJb30BaHUE (MCIIOJIHEHUE) KaTajora MpaBO Ha 3allUCh TMPAKTUYECKU
HEMIPUMEHHUMO.

Hcnonp3oBanue /i (aiiyia 03Ha4aeT MpaBo 3alMyCKaTh €ro B KAYECTBE MPOIPaMMBI.
PasznuyaroT GuHapHble ucHoMHsAEMbIE (ailiibl, KOTOPhIE HEMOCPEACTBEHHO 3arpyaroTcs B

maMATb B BHAC IIpoIecca (BOSMO)KHO, MMOoCPCACTBOM JIHHaMquCKOﬁ KOMIIOHOBKH C
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pasnenseMbIMu OMOJIMOTEKaMU) W CUEHApUH, U1 BBIIIOJHEHUS KOTOPBIX 3aIlyCKaeTcs
npouecc U3 Apyroro Qaina, a Tekymui (Qaitn oTgaeTcs eMy B KauecTBe MapaMeTpa
KOMaHJHOM CTpOKH (CIeoBaTeNIbHO, Ui pabOThl 3allyCKaeMoro cueHapusi TpeOyeTcs
TaK)Xe TOCTYIl Ha YTEHHE).

JUist  katajora JOCTyNl Ha HCIHOJb30BaHHWE (MCIOJHEHHE) O3HadaeT IpaBo
npeoOpa3oBbIBaTh HMMEHAa OOBEKTOB, HAXOIIIMXCA B KaTalore, B HHJEKCHBIC
aeckpuntopbl. Crincok uMeH (aiiioB B Kataniore, JOCTYITHOM IPOLIECCY HAa YTEHUE, HO HE
Ha UCIOJIb30BaHMe, OyIET BUJIEH, HO caMU (paiijibl OCTaHYTCS HEJIOCTYITHBI.

Jns paboTel ¢ ONOYHBIMH U CHUMBOJBHBIMH ycTpoiicTBamu B OC mnpu
MOHTHPOBAHHUM CO3JIAI0TCS ClielUaIbHble (Dailsipl, 0OecTIieYnBaOLIe IPOU3BOIbHBIN WU
MOCJIEIOBATEIbHBIA  JTIOCTYIl COOTBETCTBEHHO THUIy YCTpPOMCTBa, KOTOPOMY OHHU
HazHaudaroTcs. lIpaBa mocTyma aiii yYeTHBIX 3allMCei IMOJIb30BATENsl M BBI3BIBAEMBIX
IIPOLIECCOB Ha3HAYAIOTCSA HA COOTBETCTBYIOIINI CO3/IaHHBIN (aii.

IIpaBa gocTymna K JOKaJbHBIM COKETaM Ha3HAYAIOTCS Ha CIEHUATIbHBINA (aiii cokeTa
[0 33JaHHOMY IIYTH, 4€pe3 KOTOpbI K COKeTy OyayT cooOIaThCs JHOObIE JOKAJIbHBIE
IPOLECChl IMyTEM YTEHHus/3amucu U3 Hero. [Ipu HCHonb30BaHMM CETEBOIO COKETa,
co3faeTcsi aOCTPaKTHBIM OOBEKT, MPUBSA3AHHBIA K CIYIIAIOIIEMY HOPTY ONEPALMOHHON
CUCTEMBI M ceTeBoMy HuHTepdelicy, 3areM emy mnpucBaumBaercs INET-ampec, koTopbiii
MMeEET ajipec uHTepdeiica u Caylaroero nopra, u gajiee oopaiieHue OyaeT MpOUCXOIUTh
K a0CTpakTHOMY OOBEKTY COIIACHO Ha3HAYEHHBIM IPaBaM.

[IpaBa nocTynma MMEHOBAHHOTO KaHalla aHAJOTUYHBI MpaBaM JOCTyma K aimy.
OO6parnieHue K UMEHOBAaHHOMY KaHaJTy OCYIIECTBIISICTCS TaKKe, KaK U K 00bIYHOMY (haility.
B cBs3u ¢ atum, it pa®oThl ¢ MMEHOBAHHBIMHM KaHajlaMH IpolieccaM HEoO0XOAMMO
MPEeAOCTaBIATh IIpaBa JOCTYyIa AJis uTeHus (3anucu) u3 (B) kaHai. [Ipu co3panum kaHaia
HEOOXOJIMMO YYHUTBHIBATh, YTO KaHaJbl CO3JAlOTCs C TpaBaMu jgoctyna «0666,
MoAUGUITMPOBAaHHBIMA MAcKOM mpaB aocTyma umask(2) Bei3piBatomero nporecca. Takxe,
YTWINTA CO3/IaHUs KaHaa TpeOyeT MpaBo Ha 3aIIUCh B POJIUTEILCKUM KaTaJIor.

[IpaBa goctyna K CHUMBOJBHBIM CCBUIKAM BCETJA BBIMJISASAT KAK rwxrwxrwx,

MMOCKOJIBKY TIPW HWCIOJIb30BAaHUHU CCBHUIKU JApaiBep (ailyloBOMl CHCTEMBI MEPECUUTHIBAET
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peanbHBIA MyTh K (pailly W MPUMEHSET MpaBa JOCTYIa, ONPENCIECHHBIC NI PEabHOTO
NyTH yKe 0e3 yueTa caMoil CUMBOJIBHOM CCBUIKH.

[Ipu BbIUMCIIEHHMH TIpaB JOCTyIa MPUHUMAETCS BO BHHMaHHE YPOBEHb JOCTYyIa
nporecca K ¢aiiny, KOTOpbIi BBIYUCIAETCS CIETYIOIIUM 00pa3oM:

-eciu UID ¢aitna u aktyansnsii UID mporiecca coBaiaioT, IpOLECC CUUTACTCS

BIaCNbIeM (aiina;
- B mpoTuBHOM ciy4ae, eciau GID ¢aiina coBmagaet ¢ aktyansabiM GID mporecca
WM BXOJUT B CIIUCOK TPYMII, MPOIECC CUUTAETCS YICHOM I'PYIIIIbI;

- ecnu 00a yCIOBHS HE BBINOJHEHBI, MPOILIECC CYUTACTCA UY>KUM IO OTHOIIEHHUIO K

daiiny.

[IpaBa nocTyma BKJIIOYAIOT CHOUCOK W3 JAEBATH aTpuOyToB (OUTOB) (aiina,
3aMHUCBhIBAEMBIX B OPME rwxrwxrwx: [0 TPU BUJA JIOCTyna (UTEHHE — read, 3aIlUCh —
write, UCIIOJIHEHHUE — execute) IJIS TPEX PYIII — MOJIb30BATENSI-BIa/IebIa (1), TPYIIIbI-
Blajenbiia (g) U BCEX OCTAIBHBIX (0) COOTBETCTBEHHO. KaKIblii MyHKT B 3TOM CIHUCKE
MOXeT ObITh JIMOO paspemieH, aubo 3ampenieH (paBeH 1 wunu 0). B cioydae, ecnu
HEKOTOPBIN JOCTYI 3arpenieH Ha HEKOTOPOM YPOBHE, BMECTO CUMBOJIA MUIIETCS 3HAK «-».
ATpuOyTHI HEOTTOPXKUMBI OT (paiiyia, TaKk Kak XpaHATCS B €ro METaJAaHHBIX (MHICKCHOM
JIECKPUTITOPE), U HE 3aBHUCIT OT KOJIMYECTBA UMEH (CCHUIOK Ha (ailil) U UX pacroIoKeHUsI
B JIepEBE KAaTaJOrOB.

IIpaBa noctymna QaitioBoro o0beKTa MOTYT OBITh U3MEHEHBI, €CIM 3TO Pa3pelIeHO
TEeKYIIUMHU TpaBujaMu (CaHKIIMOHUPOBAHO). MoauduimpoBaTe MpaBa JOCTyNa MOXET
TOJIBKO npoiiecc-Biaaaeel] (mosp30BaTENb-BIIAIEIICI) daiina, 160
CyNEpIoJIb30BaTEIbCKUN (3alylIeHHbIH OT MMEHM TMojb3oBaTens root) mporecc (UID
mporiecca = 0).

OmnwucaHHbIe BBIIIEC MpaBa BBHICTABIIAIOTCA C MOMOIIbI0 QyHKIHMU umask (user file
creation mode mask). umask omMHAKOBBIM 00pa3oM paboTaeT IS BCEX OOBEKTOB:
KKl YCTAaHOBJICHHBIA OUT umask 3allperiacT BBHICTABICHUE COOTBETCTBYIOIIETO OWTa
npaB. VckiroueHneM U3 ATOro 3ampera SBISETCS OUT WCMOTHSEMOCTH, KOTOPBIA s
OObIYHBIX (halJIOB 3aBUCUT OT CO3MAIOINICH MPOTPaMMBbI (TPAHCIATOPHI CTaBIT OUT

WCIIOJTHSIEMOCTH Ha Co3/laBaeMble (haliibl, JPyrue MporpaMMbl — HET), COOTBETCTBEHHO,
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UCKIIFOUEHHEM SIBJSIIOTCA COKETbl W KaHaJIbl MEXIIPOLIECCHOIO B3aUMOACUCTBUS U
MOHTHUpPYEMBIE allapaTHble yCTpoilcTBa. B ciywyae kaTasoroB umask clieayer oOmemy
IpaBUITY.

[Ipu obpatenun mpoiecca K 00bEKTy (C 3aIIpOCcOM J0CTyNa ONMpPeIesIEHHOTO BUIA)
CHCTEeMa IMPOBEPSET COBMAJIEHUE MACHTU(UKATOPOB BIAACIBIEB MPOLIECcCa U BIIAJICIbIICB
¢aiina B ompeneseHHOM MOPSIKE, U B 3aBUCUMOCTH OT pe3yJibTaTa, MPUMEHSIET Ty WU
WHYIO TPy TPaB.

B cnydae, ecnu TekymMMu MOpaBuUjiaMU pa3penieHo (CaHKIMOHUPOBAHO), IpaBa
noctyna (aiaoBoro 00beKTa MOTYT ObITh U3MEHEHBI.

Kpome o6mieit cxemsl pasrpanwdeHus goctyna OC Anet 8 CII mogaepkuBaer
takke ACL, ¢ moMOIIbI0 KOTOPBIX MOXKHO JUISl KaXKJ0ro oOBEKTa 3aJaBaTh IIpaBa BCEX
CyOBEKTOB Ha JJOCTYIT K HEMY.

MexaHu3M JUCKPEUMOHHOTO pa3rpaHUYEHHs T0CTyNa 00eCIeYrBaeT BO3MOKHOCTh
CaHKIMOHUPOBAHHOTO H3MEHEHHUs CIIHCKA T[OJb30BaTeNied W CHUCKAa 3alllMIIaeMbIX
(hailyioBBIX OOBEKTOB.

3.2.6.1.4. YupapneHue JOCTYIIOM K CETEBOMY B3aUMO/ICHCTBUIO

B OC AnpT 8 CII  ocymiecTBisieTcsi  pa3rpaHUYEHUE JIOCTyMa K  CETEBOMY
B3aUMOJICHCTBUIO TOCPEJICTBOM Takera iptables, B paMkax BBIIIOJHEHHS CIEIYIOIMIMX
GyHKIIHIA:

- cOOp CTATHCTUKHU IO ceTeBOMY TpaduKy (ydera CTaTUCTUKH MaKETOB);

- pa3rpaHUYeHUs AOCTYyNa K CETU OTIEIbHBIM MPUIIOKEHUSIM;

- pa3rpaHUyeHUs] JOCTyNa K CETH Ul ONPEAENICHHBIX IOJb30BaTelIed CHCTEMBI

(xpome ICMP-niakeToB, 1J11 KOTOPBIX HEBO3MOKHO ONIPEACIIUTh BIaAC/bIIA);

- GUIBTPALIUY MTAKETOB JIJISl BXOJAIINX M UCXOSIINX COCTUHECHUIA;

- puabTpaIMK TAKETOB IO JaTe\BPEMCHH;

- puAbTpaLMK MPOTOKOJIOB MPUKIATHOTO YPOBHS.

3.2.6.2. Cucrema ynpaBieHUs! TaMSIThIO

B cocraB cuctembl yrpapieHUs MaMIThIO BXOJIAT CAEAYIOIINE KOMIOHEHTBI:

- IOJICUCTEMA yIPABJICHUSI OTIEPATUBHOMN MaMSIThIO;

- HOJACHUCTCMA YIIPABJICHHA BHEIIHEH ITaMSThIO.
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3.2.6.2.1. Tloacucrema ynpapieHUs ONEPATUBHON NaMSThIO

Kaxnprit nporiecc B OC Anbt 8 CII paboTaeT co CBOMMH BUPTYaJIbHBIMU aipecaMu
(B COOCTBEHHOM BHPTYaJIbHOM aJPECHOM IMPOCTPAHCTBE), TPAHCIALUS KOTOPBIX B
(¢bu3MYecKue BBIMOJHSAETCS Ha ammapaTHOM ypoBHe ¢ momompio sgpa  OC.
[Tonb3oBaTENBCKUM MPOLIECC JIMIIEH BO3MOKHOCTU HAMPSAMYIO OOpPaTUTHCSA K CTpaHUIIAM
OCHOBHOM MaMsTH, 3aHATBIM HMHGPOpMAIKE, OTHOCAIICHCS K JpPYyrUM IPOIIECCaM.
CrnenoBaTelbHO, MPOLIECCHl CTAHOBITCS W30JUPOBAHHBIMU JAPYr OT Jpyra. dusnueckas
naMsTh pacHpelesisieTCss HE3aBUCUMO OT pachpeleeHus BUPTYaJbHON MamsTh
OTZIETILHOTO TpoLecca.

Ilo 3aBepumieHuto padoTel akTHBHOrO mnpouecca KC3 ocymecTBiaseT OYUCTKY
onepatuBHOM mamiaTH (RAM-mamsTh), npenocraBisiemMoid 3ToMy mpoueccy. OuucTka
MPOU3BOAMUTCS 3alMChI0 HYJIEW MM MAacKUpyolled HHPOpMalUM B NaMATh INpU €€
Ha3HAYCHUH I10JIb30BATEIIO WK OCBOOOKICHUH.

Crpannma mamsitu ocBoboxnaercss simpom OC Anwt 8 CII. OHO BBICBOOOXKTAET
CTpaHUIIHI, Ha4YMHAOIMMUCCs C yKaSaHHOﬁ, pasMmepa [pasmep CTpaHuLb *
(2~xparnocts) ]. (OO0nacTe BO3BpallaeTCs B MacCHUB CBOOOAHBIX oOOyiacTedl B
COOTBETCTBYIOILYIO TMO3MIMIO W TMOCJIE ATOr0 MPOUCXOAUT TOMBbITKA OOBEIUHUTD
HECKOJIPKO 00JIacTeH JJIsi CO3/IaHMs OJTHOM OOJBIIETO pa3Mepa.

3.2.6.2.2. Tloacucrtema ymnpaBieHuUsI BHEITHEH MaMSATHIO

Bremnss nmamsars, ucnosbdyemass OC, pacrnosaraercsi Ha OTHEIBHOM Ppas3felie
IUCKa, TPEACTaBICHHOM B (DaliJIoBOM cHUCTEME CHEUUaANbHbIM (alaoM, AOCTyNn K
KOTOPOMY HENOCPEICTBEHHO W3 IPOrpaMMbl KOHTPOJHMpYyeTcs AucKperuoHHbMu 1IP/].
[To yMomuaHuIO TOCTYN K pa3zesiaM JUCKa UMEET TOJIBKO TIOBEPEHHBIN CyOBEKT MIIH 4iIeH
rpynnsl «disky.

[Ipu nepBoHaYaIbHOM HAa3HAYEHUHU WIH MIPU MEepepaclpeeICHUH BHEIIHEW TaMATH
KC3 moxeTr orpannumBath A0CTyn cyObekTa K octarounor HDD-undopmaiuu ugepes
MeXaHM3M «0e30macHOTO  yhajeHus» (QaiaoB (cnenuanbHbI  aTpuOyT  (hailia,
YKa3bIBAIONIUH Ha HEOOXOIUMOCTH Iepe3anucu (PU3ndecKod 00JacTH HOCUTENS IUCKa
nocie ynaiaeHus ¢daitna). Eme ogHuM CrocoOOM SBISIETCS HCIOJIb30BaHUE KOMAaHIbI

shred, o0ecreunBaroiiei 6e3onacHoe ynaneHue Gpansos.
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3.2.6.3. Cucrema ynpaBiaeHHs IPOTPaMMHBIMU TTAaKETaMU

st paboThl ¢ mporpamMmMmubiMU naketamu B cpene OC Anbt 8 CII ucnonb3yercs
CUCTEMa yIpaBieHHs TporpaMmHbiMH Tlaketramu APT, obecneunBaroniasi KOHTPOJIb
[[EJIOCTHOCTH M HETIPOTUBOPEUUBOCTH ycTaHoBIeHHOTO [10.

Cucrema ynpasieHus IporpaMMHbIMU MakeTamu APT pelaer cieayroiiye 3a1a4u:

- YCTaHOBKa, yaJICHUE U OOHOBJICHHE MTaKETOB;

- pa3pelieHre 3aBUCUMOCTEH MaKeTOB OT OOILINX PECYPCOB;

- IOUCK MaKeTOB MO0 3aJJaHHBIM KPUTEPHUSIM;

- MPOCMOTP MOAPOOHBIX CBEACHUMN O MaKeTax;

- MAaHUTTYJIMPOBAHUE KITIOYaMU OT PEIO3UTOPHEB;

- KOHTPOJIb IIEIOCTHOCTH.

B mporecce GhyHKIIMOHUPOBAHUS CHCTEMa YIPABICHUS MPOTPAMMHBIMU MMaKeTaMU
APT wucnonb3yer nBe 0a3bl JaHHBIX, OJIHA U3 KOTOPBIX OIUCHIBAET YCTAHOBJICHHBIC B
CHCTEME€ TaKEeThl, a JApPyras OMUCHIBACT BHEIIHUN PEMO3UTOPHUI, B KOTOPOM COACPKHUTCS
MeTauH(opmalus 0 MakeTax — HMHACKCHI MAKETOB, COJEPIKAIIMXCS B PEMO3UTOPHUH, U
CBEJCHUS O HUX.

Cucrema ynpasieHus: nporpaMMHbIMHE naketamMu APT oTciie)knBaeT LENOCTHOCTD
YCTAaHOBJICHHOW CHCTEMBI M, B Clydae OOHApyXeHUs MPOTUBOPEUUN B 3aBUCUMOCTSIX
MaKeTOB, PYKOBOJCTBYETCS CBEACHHSMH O BHEIIHEM PETMO3UTOPUU IS Pa3pemieHus
KOH(JIMKTOB U MOWCKA KOPPEKTHOTO MyTH UX YCTPAHCHUSI.

3.2.6.4. Cucrema obecrniedeHusl [IeJIOCTHOCTH

[Toncucrema oOecmeueHus nenocrHoct nu3 cocraBa OC Anpt 8 CII BeImOIHSAET
KOHTPOJIb I[EJIOCTHOCTH IPOTPAMMHBIX CPEJICTB U 00padaThiBaeMoOi HHPOPMAIIUH.

B OC Anpt 8 CII nmnst KOHTPOJIS IEIOCTHOCTH TPETYCMOTPEHO HCIIOIh30BAHUE
nporpaMMebl Osec. JJOMOTHUTENBbHO MporpaMMa 0sec 00ecTieurnBaeT BO3MOKHOCTh MTOMCKA
MOTEHITMAIBHO OTMACHBIX (haiiiioB, HampuMep, (PailyioB ¢ yCTaHOBICHHBIMH OWTaMU TIpaB
CMeHbl HJeHTU(HrKaTOpoB moJsib3oBaTens (suid), rpynmbl (sgid) U ¢ 0oO0HenoCTymHOU
3aIHChIO.

[Ipu 3amycke mporpaMmbl OSEC B COOTBETCTBHU C KOH(DHUTYpaIMOHHBIM (haitioM

co3faeTcss 0a3a JaHHBIX (C COOTBETCTBYIOIIMMHU KOHTPOJIbHBIMH CyMMaMu), KOToOpas
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ONpeeNsieT TEeKylllee COCTOSHHE TMPOTPaMMHBIX CPEICTB U  0OpabaTbiBaeMoii
uHpopmaru. Jlamee oCcyliecTBIsSETCS CPAaBHEHHME AKTYaJbHBIX 3HAYEHUH KOHTPOJIBHBIX
CyMM C KOHTPOJBHBIMH CyMMaMmH, KOTOpbIE€ ObUIM MOJYyYEHbl MPHU MPEIIIECCTBYIOIIEM
3aIyCKe MPOrpaMMBl.

Hannuwne paznuunii Mex1y KOHTPOJIBHBIMU CyMMaMH CBUIETEIBCTBYET O TOM, YTO
Kakue-mr00 daiibl WiIu uX aTpuOyTHI (MpaBa J0CTyIa) ObLITH N3MCHEHBI.

B cocraB nporpaMmel 0Sec BXOJAT CIEIYIOIUE KOMIIOHEHTBI:

- 0SeC — nmporpaMmma coopa JIaHHbIX, Pe3yJIbTaThl PA0OTHI MO YMOTYAHHUIO MOJAIOTCS

B He()OpMaTUPOBAHHOM BHJIE B CTAHIapTHBIN MOTOK BBIBOAA stdout;

- 0Sec_reporter — nporpamma-GUiIbTp ISl CO3JaHUSI OTYETOB, MIPUHUMAET HA BXOJ
He()OPMATUPOBAHHBIA BBIBOJ MPOTPAMMBI OSEC M TPEJCTaBIsAET JaHHBIE B
yI0OHOM BHJIE JIsl UTE€HUA (pe3yabTaThl paOOThI TAKXKeE MOAAIOTCA B CTaHIAPTHBIN
MIOTOK BBIBOJIa stdout).

[Iporpamma Osec nojAep:kUBaeT padoTy B IBYX PEKUMAaX:

- PEKHUM «UTECHHEY;

- PeKUM «UTEHUE-3aMHUChY (10 YMOIYAHHUIO).

B pexume «ureHue» B ciaydae OOHApy>KEHHMs HM3MEHEHUH mporpamMma O0SecC
BBITMIOJIHSET OMNOBELIeHHE 00 OOHapyXEHHBIX W3MEHEHHUAX C MOMOUIbI0 BBIBOJA
COOTBETCTBYIOILIETO COOOUIEHUS B CTaHAAPTHBIM MOTOK BbIBOAA. B pexume «ureHue-
3alKuCh» B cllydae OOHApyXeHUsi HW3MEHEHUWH TmporpamMma Osec OIOBeleHue 00
OOHapyKEHHbIX M3MEHEHMSIX, @ TaKXK€ COXPAHSET HOBOE COCTOSIHME CHUCTEMBbI B 0a3y
JaHHBIX. [J[Is KaXkJoro KOHTPOJUMPYEMOIO Karajora mporpamMma 0SeC CO3JaeT
VHUKaJBbHBIN (pailn 6a3bl JaHHBIX U TTOMEIIAET €ro B KaTaJlor 0a3bl JaHHBIX, YKa3aHHBIN B
onmuu -D (db_path).

[lepnomnuHOCT,  KOHTPOJS  IEJIOCTHOCTH  JUIsl  KOHTPOJIMPYEMBIX  (pailioB
pazBepuyToii OC AnbT 8 CII ycranaBinuBaeTcs HOPMAaTHUBHBIMU JokymeHTamu AC, B
kotoport Oynmer wucmnons3oBatbesi OC Anbt 8 CII, u ompenensiercss aaMUHUCTPATOPOM
6e3zonacHocTH. KOHTpOJIb OCYIIECTBISETCA BpPYYHYIO JUOO C TOMOILIBIO HACTPONKHU

paCHI/ICElHI/Iﬁ B CIICHIMAJIBHBIX ITPOIrpaMMHBIX CPCACTBAX.
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Kontponbs nenoctHoctu st koHTponupyembix ¢aitnoB OC Anwt 8 CII momxen
BBINOJIHATHCS C IEPUOJUYHOCTBIO HE PEXKE, YEM OJMH pa3 B MECHL.

3.2.6.5. Cucrema npoTOKOJUPOBAHUS COOBITHI

B cocTaB cucteMbl MPOTOKOIUPOBAHUS COOBITHI BXOAST CIACIYIOIINE KOMIIOHEHTHI:

- IOICUCTEMA KYPHAJIMPOBAHUS;

- MOZICKCTEMA ayInTa.

3.2.6.5.1. Tloacucrema xKypHaJIUPOBAHUS

B OC Anpt 8 CII  ¢dynkums 3anucu WHGOPMAIMM O CHUCTEMHBIX COOBITUAX U

COOBITHAX 0€30MacHOCTH 00eCIIeYrBaETCs C TOMOIIBIO CUCTEMHOH Ciry>kO0bI syslogd.

[loncucrema XypHaJIMpOBaHUA (PYHKIMOHUPYET B COOTBETCTBUU CO CIIEAYIOIIUM

JIITOPUTMOM:

- IporpaMMbl (MCTOYHHKM PETUCTPUPYEMBIX JIaHHBIX) (OPMHUPYIOT MPOCTHIC
TEKCTOBBIE COOOILIEHUS O MPOUCXOJALIMX B HUX COOBITUSX M NEpearoT UX Ha
00pabOoTKy B AP0, HHUIMATU3UPYS IIPH 3TOM CHCTEMHBII BBI30B;

-cucteMHas ciyx0a syslogd cpaBHHBaeT KaXKAyr0 MOCTYIUBIIYIO 3alUCh C
npaBUJIaMH, KOTOpbIE HAXOJATCA B (aiie KoH(pUrypaluuu /etc/syslog.conf: B
ciiydae OOHapyXeHUsi COOTBETCTBHs chyxk0a syslogd oOpabaTbiBaeT 3amuch
OMKMCAHHBIM B KOHPUTYPAITMOHHOM (pailyie syslog.conf CIOCOOOM.

[Toncucrema xypranupoBanus B OC Anbt 8 CII ¢hyHKIIMOHUPYET B COOTBETCTBHUH

CO CJIEIYIOIIMMH OCHOBHBIMU MOJIOKEHUSMU:

- opmupoBaHue COOOIICHWN O COOBITUAX W HMX MepeAada OCYIIECTBISIETCS IO
OTpeIeJICHHBIM MpaBwiiaM (MpoTokoa Syslog);

- lepeiaya TEKCTOBBIX COOOIIEHMH OCYILECTBISIETCSI C HCIIOJIb30BAHUEM CETEBBIX
WJIA JOMEHHBIX COKETOB;

- HICTOYHUKH COOOIIEHUI MOTYT paclojiaratbCsi Ha pa3HbIX MalIlHaX.

Bce perucrpupyemble cOOOIIEHHS TO YMOJYAHHMIO 3alUCBHIBAIOTCS B KaTaJor

CUCTEMHOI'0 XypHalla /var/log, MPU HEOOXOAUMOCTH MOTYT OBITH YKa3aHbl U JIpyTrHe
XpaHuauma (sl KaXI0M CIyKObl MOKET OBbITb YCTAHOBJIEHO COOCTBEHHOE XPaHWIMILE

WJIM HECKOJIBKO XPaHUIIHUIIL).
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[Ipumeuvanue. [Ind OYMCTKM CHCTEMHBIX JKYPHAJIOB OT COOOIIEHUN 00

ycrapeiux coObitusix B OC Anwt 8 CII ucnonbzyercs ciyx0a logrotate.

3.2.6.5.2. [loacucrema aynura

B cocrtaB MMOACHUCTCMBI ay/IUTa BXOAAT CIACAYIONNEC KOMIIOHCHTHI:

1) Moaynb siapa — IMepeXBaThbIBACT CHUCTEMHBIC BBI30BbI (Syscalls) u BBIIOJIHSAET

PErHCTPaLUIO COOBITU;

2) ciyx0a auditd — 3anEChIBaET 3apETUCTPUPOBAHHOE COOBITHE HA JTUCK B (haidi;

3) cuyx6a audispd — OCYIIECTBIAET MEPECHUIKY COOOIIEHUH (BBICTYIAeT B POJIU

JUCHeTYepa) K ApyromMy IpHIOKEHUIO;

4) psa BCIIOMOTATENBHBIX CITYKO:

auditctl — cmyx0a, ympapigroIIas IOBEACHHEM CHCTEMBbI ayanTa |
MO3BOJIAONIAs KOHTPOJIUPOBATH TEKYIIEE COCTOSHUE CHCTEMBI, CO3/1aBaTh
WIH yIaJIsTh TIPaBUIa;

aureport — cmy>6a, reHepUpyIoIas CyMMapHbIE OTYETHI O pabOTe CUCTEMBI
ayanTa,

ausearch — ciyx0a, MO3BOJIAIONIAS TPOU3BOJUTH IOUCK COOBITHH B
KYpHaJIbHBIX (paiinax;

autrace — cmyx0a, BBIMOJMHAIOMAS AayAUT COOBITHI, TMOPOXKIAEMbIX

YKa3aHHBIM IIPOLECCOM.

OC Anbt 8 CII peructpupyrotcs CiaeayroIfe TUTIB COOBITHI:

- 3ammyck u 3aBepienue padbotet OC AsnbT 8 CII (mepe3arpyska, OCTaHOBKA);

- 3aIlyCK M OCTaHOBKA MPHUJIOKEHNH;

- BBIIIOJIHCHHUC CUCTCMHBIX BBI3OBOB,

- ICTIOJIb30BaHNE MEXaHW3Ma UICHTU(PUKALUU U ayTeHTH(PUKALINH;

- 3aMPOC Ha JIOCTYII K 3alIUIIAEMOMY PECYpCy;

- CO3JaHUC N YHUYTOKCHHUC O6T>€KTa;

- IercTBUs o u3meHenuro I11P/1;

- MTHUIIanust CCTCBOI0 COCANHCHUA NJIN U3MCHCHHUC CCTCBBIX HACTPOCK U APYTHUC.
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[IporpaMmMbl  OTCHUTAIOT 3alyCH, TMPEAHA3HAYEHHBIC [JI1 TPOTOKOJIMPOBAHUSA,
cucteMHou cimyx0e auditd, koTopast HIEHTUUIUPYET TUIT KXKION MPHUIIIEIICH 3aIUCH U
oOpabaThIBacT €e B COOTBETCTBUH C TUIIOM 3aITHCH.

JIJTsl KaKITOTO M3 PETUCTPUPYEMBIX COOBITHI B )KypHaIaX yYKa3bIBaeTCS CIIEMYIOMIAs
uHopMarus:

- 1aTa U BpeMs;

- CYOBEKT, OCYIIECTBIISIONINNA PETUCTPUPYEMOE ACHCTBUE;

- TATI COOBITHS (€CITM PETUCTPUPYETCS 3aMPOC Ha JIOCTYII, TO YKa3bIBAIOTCS OOBEKT U

THUII IOCTYTA);

- YCIICUTHOCTH OCYIIECTBIICHHS COOBITHS (00OCITY>KEeH 3ampoc Ha JOCTYI WIH HET).
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4. BXO/IHBIE 1 BBIXO/IHBIE JAHHBIE

4.1. BXoaHble JaHHBIE

O6men wuHdopmanueir Mexay OC AnpT 8 CII M BHEHNIHMMHU  MCTOYHHKAMU
OCYIIECTBIISIETCS C TOMOIBI0 WH(GOPMAIMOHHBIX  COOOIIEHWH TIO  JIOKAJIBHOU
BBIYMCIIUTEILHON CeTH Uin ceTu Internet ¢ ncnons3oBanuemM npotokosnos TCP/IP, ICMP,
FTP, HTTP, POP, SMTP, IMAP, SLIP, PPP, RIP, IPX u NetBIOS.

Tak:ke BXOAHBIMHU JJAHHBIMU SIBJIIIOTCS YNPABJISIIONINE KOMAHJIbI MOJb30BaTEIEH U
aamuHucTparopoB [IDBM, BBeneHHbIE € HCHOIB30BAHMEM KIABUATYPHl W (WIJIH)
MaHHUIYJIATOPA TUTIA «MBIIIbY:

- oOpamieHrue cyobekToB goctyma (mporeccoB M koMana CYbBJ/l) k 3amuimaeMbiM
MMEHOBaHHBIM O00BEKTaM JocTyna — (aiinam (mporpammam, OuOIHMOTEKaM,
dailiaM ¢ MOJB30BAaTEIbLCKOM U CiykeOHOM wuHOpMaluel), Karajioram,
cnenuanbHbIM ¢aiinam (ycTpoiicTBaM, ccbuikaM, kaHaiam FIFO), 6azam OaHHBIX U
X dJeMeHTaM (Tabiauuam, 3amucsM, MOJsM 3aluceld, TPUITEpaM), a TaKKe
cpenctBam [PC (nmoptam, cokeram, cemadopam);

- aTpuOyThl, OMPENEIAIONIME TMMOJHOMOYHMS CyOBEKTOB JIOCTyNma ¢ TIpaBWIIa

pa3rpaHUYCHUSI TOCTYIAa K 00BEKTaM JIOCTYIIA.
4.2. Berxogable JaHHBIE

BreixogaeiMu  nanaeiMu it OC Anet 8 CII sBisiroTcst pe3ynbTaThl  00paOOTKH
YOPABJSIFONTUX KOMaH[ CO CTOPOHBI MTOJIh30BaTENICH, aMUHUCTPATOPa U aIMHHICTPATOPA
6e3omacHocTH, pe3ynbrathl oomeHa uHpopmanuein Mexay OC Anbt 8 CII u BHEmIHUMU
WCTOYHUKAMU TIO JIOKUIBHOM BBIYMCIWTEIIBHOM CeTH Wik cetu HMHTepHer ¢
ucnoas3oBanueM nporokojoB TCP/IP, ICMP, FTP, HTTP, POP, SMTP, IMAP, SLIP,
PPP, RIP, IPX u NetBIOS.
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Takoke BBIXOIHBIMU JAHHBIMH SIBIITFOTCSI PE3YJIBTAThl MCIOJIL30BAHUS CYyOBEKTOM
J0CTyna 3alluIlaeMoro o00ObeKTa, MPEAOCTAaBICHHOIO €My B COOTBETCTBUH C
YCTAHOBJICHHBIMU TpaBWJIaMU pa3rpaHuyeHust noctymna. K TakuMm pesyiabTaTaM MOTYT
OTHOCHUTBCS: 3allyCK MpOrpaMMbl, peJakTUpoBaHuEe (aiia, CO37AaHHE COKETOB,

no06aBIeHNE JaHHBIX B 0a3bl JaHHBIX U JIPYyTHE TICUCTBUS.
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IIEPEUYEHb COKPAILIEHUIA

— KOMIUIEKC CPEJICTB 3aIlUThl HHGOPMAIIUH;

— JIOKaJIbHasl BBIYUCIINTENILHAS CETh,

— omnepanuoHHas CUCTEMA,;

— TIepcoHaIbHas JIEKTPOHHAS BEIYMCIIMTEIbHAS MAIIIUHA,

— JJICKTPOHHAsA BBIYHMCIUTCIIbHAS MalllnHA.
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